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['pynmna paspaboTku ¢pUHAHCOBLIX Mep 60pbOBI ¢ oTMbIBaHHEeM AeHer (PATO) aBisieTcs He3aBUCUMOM
MeXIPaBUTeJbCTBEHHOM opraHusanueii, paspaéaTbiBaloleil U NONyJIpU3HUpPYOLeld CBOYU MPUHLUIBI JJIs1
3aLUThl BCeMUPHOH GUHAHCOBOM CHCTEMBI OT YTPO3 OTMbIBAHHUsI AeHeT, PUHAHCUPOBAHUs TEPPOPU3MA U
duHaHCUPOBaHUS PACIPOCTPAHEHHS OPYXKHsI MacCOBOT0 YHUUTOXKeHHUs1. PekoMeHnaunn PATD apisioTces
061 eNpPU3HAHHBIMU MEXYHAPOAHBIMHU CTAaHJAPTAaMH 10 IPOTUBOAENCTBUIO OTMBIBAHHIO JIeHET U
¢dunaHcupoBaHuio Teppopusma ([104/PT).

JonosnuutenbHyto nunpopmanuio o PATP MoxkHo HaiTH HAa www.fatf-gafi.org
JlaHHBIN JOKYMEHT /WM JII06asi BKJIIOUYEHHAsl B HEr0 KapTa IOATOTOBJIEHbI 6e3 peay6exieHus U yIieMJIeH s
CTaTyca HUKaKOH TEPPUTOPUH UJIM ee CYBEPeHUTETA, MeXAYHAPOAHbBIX TPAHUIL U pa3rpaHUYUTEbHBIX JUHUH,

a TaK»ke Ha3BaHUH TePPUTOPHUH, TOPOJIOB HUJIU 06J1acTeM.
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CM. Takxe:

[IpoTuBOAeicTBUE GUHAHCUPOBAHUIO IPOrpaMM-BEIMOraTeJ/ieu:
NOTeHUHa/IbHbIe UHAUKATOPbI pUCKa

FATF
- JTOT nepedyeHb BO3MOXHBIX MHAWKATOPOB PHCKA
ﬂ‘-' o o
- nomnosHsieT oT4eéT PATD «lIpomusodeiicmsue ¢u-
PATF RERORT HAHCUPOBAHUK NPO2PAMM-8bLMO2AMENEL» U MOXKET
Countering Ransomware
Finanding IIOMOYb CyO'beKTaM IOCYJZapCTBEHHOIO U 4YaCTHO-

| POTENTIAL RISK INDICATORS |

ro CeKTOopa B BbIABJIEHHWHU NOAO3PHUTEJIbHBIX OIle-

Sarch 2023

paum?I, CBA3AHHbBIX C ATAKAMH C HMCIIOJIb30OBAHUEM
HpOI‘paMM-BbIMOFaTe.ﬂeﬁ.

https://www.fatf-gafi.org/content/fatfgafi/en

publications/Methodsandtrends/countering-
ransomware-financing.html

CnNnNCcoK CoKpaLwieHni

KMNA KpuntoBasnioTbl, 0becneymBatoLlime NoBbILEHHY CTeNeHb aHOHUMHOCTHU
nog/ot MpoTMBOAENCTBME OTMbIBAHUIO AeHer U GUHAHCUPOBAHMIO TEPPOPU3IMA
'PKU [pynnbl pearnpoBaHMA Ha KOMMNbIOTEPHbIE MHUWMAEHTbI

Jilo} JeueHTpann3oBaHHble GUHAHCHI

YHOMN YcTaHOBNAEHHbIe HepUHAHCOBbIE NPeanpuATUs U npodeccum

MNnopP MoagpaspeneHne GMHaHCOBOW pa3BeaKM

IP MpOTOKON MeXceTeBOro B3aMMoLeNCTBNA

no NpaBooxpaHuTeibHble OpraHbl

o4 OTmblBaHWe aeHer

BBC BHebup:keBas caesnka

ryan [ocyaapcTBEHHO-YAcTHOE NAapPTHEPCTBO

Raa$S lporpamma-BbiMoraTenb KaK ycayra

cno CoobLeHMa 0 Nogo3puTesibHbIX onepaumax

KIBA KOHTaKTHaA rpynna no BUPTYyasbHbIM aKTUBaM

MyBA MpoBaiaep ycayr B chepe BUPTYyanbHbIX aKTUBOB

VPN BupTyanbHaA yacTHaA ceTb
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KpaTtkuit 0630p

MupoBoit 06b€M PUHAHCOBBIX NMOTOKOB, CBI3aHHBIX C aTAKAMHM C MCIOJb30BaHUEM MPO-
rpaMM-BbIMOraTeJsIel, 3Ha4UTeJIbHO BbIPOC B ocJeAHUe rofbl. [1o onieHKaM npeacTaBuTe-
Jiel oTpacyiy, 06béM GUHAHCHPOBAHUS TAKHX aTaK yBeJHWYMJICA B YeTbipe pasa B 2020 u
2021 rogmax nmo cpaBHeHHI0 ¢ 2019 rogom. HoBble TEXHOJIOTMM MOBBICUJIN MPUOBIIBHOCTD
TaKUX aTaK U BEPOSATHOCTb HX YCHEUIHOTO OCyllecTBaeHUs. K HUM OTHOCHTCS Hale/uBa-
HUe aTaK Ha KpyIHble U JOPOrocToslhe KOMIIAaHWUH, a TaKXKe MpeJioKeHHe NMporpaMm-
BbIMOTaTeJIeN KaK yC/Iyry (ransomware as service), Korjia MpecTyNnHUKH, 3aHUMAINeCs
pa3paboTKOM MporpaMM-BbIMOraTesen, NpoAaT YA0OHbIe [IJIsl MCIO0Jb30BaHUS MaKeThl
IpPOrpaMMHOro oGecrnevdeHrsi CBOMM «IapTHepaM» 10 KpUMUHaIbHOMY 6usHecy. [locnen-
CTBUS aTaK C UCMOJIb30BAaHUEM MPOTPAMM-BbIMOTATeIeH MOTYT ObITh KATaCTPOPUIECKU-
MU U IpeJCTaBJAATh Yrpo3y [ HallMOHAJIbHOU 6€30MacHOCTH, BKJIloYasi MOBPEXJeHUE U
BbIBe/IEHUE U3 CTPOs1 06'bEKTOB KPUTHYECKOU NHOPACTPYKTYPhI U CEPBUCOB.

Llesbto faHHOrO UccaenoBaHusA PATO saBasgeTcs NoBbILIEHHWEe YPOBHA TOHUMaHUs BO BCEM
Mupe GUHAHCOBBIX OTOKOB, CBS3aHHBIX C MCI0JIb30BaHUEM NpOrpaMM-BbIMOraTese, u
onpe/iesieHre NepeJoBON NMPAKTUKU /1J151 60pbObI € 3TOM yrpo3oil. B oTuéTe Takke npuBe-
JIéH mepedyeHb NOTEHIHATbHBIX UHAUKATOPOB PUCKA, KOTOPBIA MOMOXKET IOCyJapCTBEH-
HBbIM OpraHaM M Cy6'beKTaM YaCTHOI'O CEKTOpPA BhISBJISATh TaKhe GUHAHCOBBIE TOTOKU. BbI-
BO/IbI JJAHHOTO OTYETA OCHOBBIBAIOTCS HA OMBITE U SKCIIEPTHBIX 3HAHUSX MTPeJICTAaBUTEEN
roCyJapCTBEHHOI'0 ¥ YaCTHOTO CEKTOPA, B TOM YK c/le Ha UHPOpMalMKy U IpUMepax, peJio-
CTaBJIEHHBIX 6oJiee yeM 40 feseralivsiMy, BXOAALIMMHU B I106a/1bHY10 ceTb PATO.

ATaky ¢ UCNOJIb30BaHUEM MPOTPAMM-BbIMOTATe/EN SBJSIOTCA OAHOW U3 GOpM BbIMOra-
TeJIbCTBA U, corsiacHo Tpe6oBaHusAM CtaHgapToB PAT®, 3a Takue fesHUsA Jo/KHA ObITH
YCTaHOBJIEHA YI'0JIOBHAsI OTBETCTBEHHOCTD, M OHU JIOJDKHBI ObITh KBaIMPUIIMPOBAHbBI KaK
npeJUKaTHbIe NPECTYIJIEHUS [/ OTMbIBAHUS JIeHeT. B 0TuéTe oTMevaeTcs, UTO BbIIJIaTa
BBIKYIIa U NOC/eytoliee OTMbIBaHME JJOXOZ,0B OT aTakK C UCII0Jb30BaHUEM MIPOrpaMM-Bbl-
MorareJiel, NpaKTU4eCKH BCer/la OCYIIeCTBJISETCS B BUPTYaJbHbIX aKTHBaX. [IpecTynHuKH,
COBepILAKI[Me aTAKK C MCI0Jb30BaHHEM MPOrpaMM-BbIMOTaTe/ el MOJb3yITC MEXAY-
HapOJHBIM XapaKTepPOM BHUPTYa/IbHbIX aKTHBOB, YTO IOMOTaeT UM OCYLIECTBJAThH MOYTH
MTHOBEHHbIe KpYIHble TPaHCI'PaHUYHble ONepaluy 4acTo 6e3 y4acTusl TPaJHIMOHHBIX
bUHAHCOBBIX YUPEXJEeHUH, B KOTOPBIX PEaIM3YI0TCS MEPBI U TPOrpaMMbl IO TPOTHUBOEH-
CTBUIO OTMbIBAHUIO JleHer U ¢uHaHcHMpoBaHUto Teppopusma (I104/PT). Kpome Toro, npe-
CTYNHUKH 3alyTbhIBAIOT CJIe/ibl CBOUX ONEpaLMi, UCIOJIb3ys B IpoLiecce OTMbIBAHUSA J0-
XO/I0B TEXHOJIOTUH, METO/bI U TOKEHBI, IOBBILIAIOLINE YPOBEHb AHOHUMHOCTH, TaKHE KaK
NOBbILIAIOIMEe CTeNleHb aHOHMMHOCTH KPUIITOBA/IIOThI U «CMECUTEU» (MUKCEpBI).

[IpakTU4YeCKH UCKJIIOUUTEJNbHOE UCIO0JIb30BaHUE BUPTYaJbHbIX aKTHUBOB B IpoOllecce OT-
MBIBaHUS JOXO/0B OT aTak C IPUMeHEeHUEeM NPOorpaMM-BbIMOraTeJsiel elé pa3 nog4épKu-
BaeT BaXKHOCTb YCKOPEHHOH peasin3anuu TpeboBanuil Pekomenaanuu 15 @ATO, corsiacHo
KOTOPOW IOPUCAUKIHU JOKHbI YCTAHOBUTbL Mephl [JIsl CHUKEHUSI PUCKOB, CBSI3aHHBIX C
BUPTYa/IbHBIMHA aKTUBAMH, a TaK)Ke OCYLeCTBJIAThb peryaupoBaHue cekropa [IYBA. 3tu
JIeHCTBUS SIBJISIIOTCS YPE3BbIUANHO BAXKHBIMU JI/I1 HEIOMYIEHNS TOTO, YTOOBI IPECTYIHU-
KU JJiS JlerajiM3aliiy 10X0[0B OT CBOE NMpPeCTYNHOU JIeTeJIbHOCTU MOJy4yalu JIETKUUA U
npocTto# goctyn K [IYBA, HaxoAA1KMCcsl B IOPUCAUKLIMAK, B KOTOPBIX UMEIOTCS C1abble WU
COBCEM He UMeeTCs HUKaKuX Mep KoHTpoJis B cdepe [10/]/DT.

B 0T4éTe Tak)Ke OTMEYAEeTCsl, UTO CBEJIEHUSI O COBEPIIAeMbIX aTaKaX C UCIOJb30BaHHUEM
IporpaMM-BbIMOraTesieldl He MPe0CTABJISIOTCA B IO/DKHOW Mepe. DTO MOXKET ObITh 06y-
CJIOBJIEHO TPYAHOCTSIMU B BBISIBJIEHUM TAaKUX CJY4aeB NMPeACTABUTE/SIMH YaCTHOT'O CEKTO-
Pa, HETAaTHBHBIM BJIMSTHUEM Ha JIeJIOBYH0 aKTHUBHOCTD IOTEPIEBIINX UJIU CTPAXOM MECTH CO
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CTOPOHBI IPECTYNHUKOB B C/Iyyae eC/IU IOTepHeBLUIMI COOBIIUT O COBEPLIEHHOU aTakKe. ITO
YaCTUYHO 00'bSICHSIET HEZJOCTATOUHbIN OTBIT PAcc/ieZJ0BaHUs CIy4yaeB OTMbIBAHHUS I0X0/I0B,
MOJIyYeHHBIX B pe3yJibTaTe aTakK, OCYLeCTBJIsIEMbIX C UCII0JIb30BaHUEM IPOrpaMM-BbIMOra-
Tesied. B 3TOH CBSA3M I0PUCAUKIUAM HEOOXOAMMO POBECTH JIONOJHUTENbHYI0 paboTy MO
yBeJIMYEHUIO U OBBIILIEHHIO KaueCTBa UCTOYHUKOB JJ1s1 BbISIBJIEHUS U MHGOPMHUPOBAHMUSA O
TaKHX aTakax. [[pe/icTaBUTE/ISIM rOCyiapCTBEHHBIX OPraHOB TaKKe C/1e/lyeT OCYIeCTBAATh
omepaTHUBHbIN c60p KJI0YeBON HHPOPMALIUH U 06J1a/1aTh HE0OXO0IUMBIMU HHCTPYMEHTaMH
Y HaBbIKaMH /1151 3G PEeKTUBHOTO OTCJIEXXUBAHUS M BO3BpaTa BUPTYa/bHBIX aKTHBOB.

ATakM ¢ UCIOJb30BAaHHWEM IpPOrpaMM-BbIMOraTesield 3aTparuBalOT HIUPOKUN CHEKTpP 06-
JlacTel, U MO3TOMY B pacc/ie[JoBaHUAX MOTYT NPUHUMATh Y4acTUe APYyrue CyObeKThl, He
BXOJiflue B TpaauluoHHyw cuctemy [10[]/DT, Takue Kak BeJJOMCTBA, OTBeYallye 3a
KHn6ep6e30MacHOCTh U 3aIUTY JAHHBIX. [loaToMy a5 3dPeKTUBHOr0 mpeceyeHust aTak C
HCII0JIb30BaHHEM MTPOTPaMM-BbIMOTaTeIEN U TTOC/EAYIONEr0 OTMbIBAaHUSA JJOXOJ0B TPeOY-
eTCsl IPUMeHEeHNe MeXAUCIUIIJIMHAPHOTO0 noAxoAa. [lo mpuyrHe NpucyIlero AeneHTpaan-
30BaHHOI'0 U TPaHCHALMOHAJbHOTO XapaKTepa BUPTYaJbHbIX aKTUBOB CO3/laHHE HOBBIX U
HCII0JIb30BaHUE CYIIECTBYIOIINX MEXaHU3MOB MEX/YHAPOAHOT0 COTPYTHUYECTBA SIBJISIET-
sl IepBOOYEPEHBIM YCJIOBUEM [IJISl YCIELTHOT0 MPOTUBO/IEUCTBUS JIeTalu3aluu JOX00B
OT aTakK C UCM0JIb30BAaHUEM MPOTrPaMM-BbIMOTaTesIeN.

Jl1s ycusieHus Mep IJ106a/IbHOTO pearupoBaHUs Ha aTaKU C MIPUMeHeHUeM NporpaMM-BhbI-
MoraTeJsield U CBSI3aHHOTO C 3TUM OTMbIBaHUs JleHer, PAT® npe/yiaraeTt IOpUCAUKIUAM pe-
aJIM30BaThb CJIEAYIOLIUE MEPHL.

[Ipeanaraembie Mepbl

MHdopManus, cobpaHHasi B paMKax IpOBe/leHUs JAHHOT0 UCCIeJ0BaHUs, BKJIt0Ya/la HEKO-
TOpble IPaKTUYeCKUe IPUMEPBI Mep, KOTOPbIe CTPaHbl MOTYT NPeANPUHATD JJisi Hapallu-
BaHHsI CBOMX BO3MOXKHOCTEM 110 60pb6e C He3aKOHHBIMU GUHAHCOBBIMU IOTOKAMHU, CBSI3aH-
HBIMU C HCI0JIb30BaHHWEM NpPOrpaMM-BbIMOraTtesieil. B 1aHHOM pasgesie 06061ieHa Takas
nepeJioBas NPaKTHKa, a TAKXKe CoJepKaTcs NpeJJIoKeHHUs 0 TOM, KaK I0PUCAUKLIIUYN MOTJIU
6b1 60s1ee 3P HEeKTUBHO IpeceKaTh C/Iydyar OTMbIBaHUs JOXO0/I0B, 10JIy4YeHHbIX B pe3yJ/ibTaTe
aTakK C UCM0JIb30BaHUEM IIPOrpaMM-BbIMOraTe lel.

Peasimzanus coorBeTcTByOmMX CtanaapToB PAT®, B ToM unciae kacawomuxcs [IYBA,
U noBbilIeHHe 3¢ PeKTUBHOCTH BbISIBJIEHUS aTaK C HCNO0J/Ib30BaHHEM NPOrpaMM-BbI-
Morarejieu

e [OpucauknusaM cienyeT B YCKOPEHHOM MOpPsiIKe 006ecredynThb co6JI0ieHre TpeboBa-
HUM cooTBeTcTByIoUMX CTangapToB PAT®, kacaromuxcs cekropa [IYBA, nyTém pe-
aJIN3alUU MoJIoKeHUM PekoMeHganuu 15 (BkJloYas Tak Ha3bIBaeMOE «JOPOXKHOE
NPaBUJIO»') B MaKCUMaJIbHO CKaTble CPOKH. ITO 06ECIEUUT BBINOJIHEHHE TPOBaiiie-
paMu yCIyr BUPTYaJIbHbIX aKTUBOB HEOOXOAMMBbIX 06s13aTenbCTB B chepe [10/1/DT,
Kacarolmxcsl cbopa KpUTHYECKH BaXKHOM GHHAHCOBOM MHpOpMaIMK U HallpaBJeHUs
COOOLIEeHUH 0 O03PUTEbHBIX ONlepalUiX.

® }OpI/ICﬂI/IKLII/IHM cieagyer 06eCl'Ie‘-II/ITb, YTOOBI 32 aTaKHU C UCII0Jb30BaHUEM nporpamm-
BbIMOraTeJied 6bl1a YCTaHOBJIEHA YIrOJIOBHAA OTBETCTBEHHOCTDb U YTOOBI TaKHe Aed-

N

«/lopoxkHOe nmpaBuJIO» siBJsieTcsl KiatodeBoi Mepoit [10/]/PT, corstacHo kotopoii [TYBA 06s13aHbl N0J1y4aTh, XpaHUTb U OOGMEHU-
BaThCA MHOPMAIMel 06 OTIPaBUTEJIAX U NOJIydaTeIAX NepeBo/i0B BUPTYalbHBIX aKTHBOB. ITO M03BOJIIeT QUHAHCOBBIM YUpex-
JenusiM 1 [IYBA ocyliecTB/IATb NPOBEPKY Ha IPeAMET HaX0XK/JeHHsI yYaCTHUKOB ONEePaLMil B CAHKIIMOHHBIX CIIUCKAX U BbISBJIATh
MO/I03PUTE/IbHBIE OTePAL{UH.
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HHUA KBaJII/ICl)I/II_[I/IpOBaIII/ICb KaK IIpeJgruKaTHbIe NPEeCTYIlJIEHUA AJId OTMbIBAHUA AEHETr
(HaanMep, KaK OJMH M3 BU/I0B BbIMOFaTeJIbCTBa) B COOTBETCTBHH C PEKOMEHﬂauHEﬁ 3
DATD.

L I‘OpI/IC,E[I/IKU,I/IHM cienyeT IOBbICUTDb 3(1)(1)EKTI/IBHOCTI:> BbIABJIEHUA C/IYy4da€B dTaAK C UC-
IOJIb30BAHHUEM HpOFpaMM-BbIMOFaTeHeﬁ I'Iy'TéM:

- OxasaHusl COAEWCTBHUS PEryJupyeMbIM CyObeKTaM B BbISIBJIEHHU CIy4aeB OCy-
IIECTBJIEHUS1 aTaK C MCIOJIb30BAaHUEM MPOrpaMM-BbIMOTATEeNed U CBSI3aHHOTO
C 9TUM OTMbIBAHUS JIeHET, a TaKXKe B HANPaBJIEHUHU COOOIEHUH O TOJJ03PUTEb-
HbIX onepanusx. [y 3TOro ciaenyeT, B TOM YKcie, HHPOPMHUPOBATH COOTBETCTBY-
IOIIMX MOJOTYETHBIX CYOBEKTOB O TEHJIEHLUSX, HACTOPAXKUBAOILINX NMPHU3HAKAX
(aHA/IOTMYHBIX TE€M, KOTOpble IIPUBEEHBI B JOKyMeHTe «[I[pomuegodelicmaue uc-
NO/Ib308AHUK NPO2PAMM-8biMO2amesieli: NOMeHYUA/bHble NPU3HAKU PUCKA»?)
Y TIPeIOCTABJIATH PYKOBO/ICTBA 110 BHISIBJEHUIO TAKUX CIyYAEB.

- CTHUMyJIMpOBaHUS U MOOLIPEHHS MOTEPIEBIINX JOOPOBOJBHO COOBLIATH O CIyYa-
SIX aTaK, HAPUMeD, My TEM MOBbINIEHUSI HHPOPMUPOBAHHOCTH O JOCTYIHOMU MO/
JlepKKe ¥ pecypcax WM MyTEM CO3/I[aHUS 3al[UIIEHHBIX U 6€30TacCHbIX KaHAJOB
CBSI3U J1JIs COOOIIEHUS O TAKUX CJIyYastX.

e HOpucaukuusaM Takxe caefyeT pacCMOTPeTb BO3MOXXHOCTb YCTAHOBJIEHUSl KaHa-
JIOB CBSI3U C HETPAJULIMOHHBIMU CyO'beKTaMH1, Ha KOTOPBIX MOTYT He pacnpocTpa-
HATbCA Tpe6oBaHud [10//DT (TakUMU KaK KOMIAHUU MO KUO6EPHE30MACHOCTU U
KOMIIaHWU [0 pearupoBaHUI0 Ha MHIUAEHTHI) C LieJIbI0 pacUIMpeHUs] CIEKTpa UC-
TOYHHUKOB MHPOPMALMU AJis BbIIBJEHUS CJAydaeB aTaK C MCIOJIb30BAaHUEM IPO-
rpaMM-BbIMOTaTesex.

CopeiicTBue npoBeaeHuIo (l)I/IHaHCOBbIX paCCJIe,ZIOBaHPIﬁ U pea/in3aliii Mep 1o BO3-
BpaTy aKTUBOB

e KoMmeTeHTHBIM OpraHaM CJieJ[yeT UCI0Jb30BaTh U alalITUPOBATh, IPU HEOOXO-
AUMOCTH, TPAAUIHOHHBIE IPABOOXPAHHUTE/JIbHbIE ME€TO/bl, 4 TAKXe KOHKPETHbIE
MeTOAbl MPUMEHUTEJIbHO K BUPTYAJbHBIM dKTHUBAM [JIAd MNPOBEAEHHUA paACC/e-
JIOBAaHUH CJydyaeB OTMbIBAHUS [JOXOJOB OT aTaK C MUCMOJb30BaHUEM MPOTPAMM-
BbIMoraTtesied. COTpyJJHUKaM KOMIIETEHTHBIX OpPraHOB He0OXOAMMO 006J1aZaTh
crelyaJu3UuPOBAHHBIMU HAaBbIKAMU U 3HAHUSMHU, TPEOYEMBIMHU JIJIsI IPOBE/IEHUS
yClieIHbIX (l)I/IHaHCOBbIX paCCJIe,E[OBaHI/Iﬁ 10 AeJaMm, CBA3aHHbBIM C aTaKaMHU C UC-
MOJIb30BAHWEM MPOrpaMM-BbIMOTraTesed. ITO BKJOYAEeT Pa3pabOTKy, Mpeno-
CTaBJIEHHWE NOCTYyIla U O6y‘{€HI/Ie HUCIIOJIb3OBAHHUKD UHCTPYMEHTOB MOHHUTOPHUHIA
Y aHasM3a 6J10KYeiHa.

e Opucaukuusam cienyeT 06ecreyruTh, YTOObl COTPYAHUKH IPABOOXPAHUTEIbHBIX Op-
raHOB MOCTOSIHHO 06./1a/ja/1d HE06X0AUMbIMH BO3MOXKHOCTSIMH U TIOJTHOMOYHUSIMH JJIs1
onepaTUBHOTO Y 3pPeKTUBHOIO HaJNOXKEHHUs apecTa U KOHPUCKALMK aKTUBOB, 0CO-
6eHHO BUPTYa/bHbIX aKTUBOB. IOpUCAUKIMAM TaKXKe cJleJyeT 06eceduTh HaJlnyue
ClellMa/IbHBIX MEXaHU3MOB JIJIs1 HaJ/IeXallero yupaBJieH s apecCTOBaHHbIMU BUPTY-
aJIbHbIMHU aKTUBAMHU.

* JloKkyMeHT JOCTymeH Mo afpecy: https://www.fatf-gafi.org/content/fatfgafi/en/publications/Methodsandtrends/countering-
ransomware-financing.html
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[IpuMeHeHH e MEeXAUCIUIIMHAPHOTO MOAX0a AJIs1 60pbO6bI C aTAKaMHU C UCII0JIb30-
BaHMEM MPOrpaMM-BbIMOraTe iei

B pamMkax npoBe/ieHHs] CBOMX HAl[MOHAJIbHbBIX OLEHOK PUCKOB HOPUCAUKLUIM CJie-
JyeT 06ecreyUThb BblsIBJI€HHE U OLleHKYy puckoB O/, npejacTaBJisieMblX aTaKaMHu
C HUCIIOJIb30BaHUEM HpOFpaMM-BbIMOFaTeHeﬁ. HpI/IHI/IMaH BO BHHMaHHE [e€lEeH-
TPa/JIM30BaHHbINA XapaKTep BUPTYaJIbHbIX aKTUBOB U HaJIMUMe NMPECTYIHbIX IPyI-
NUPOBOK, CHEIUaJU3UPYIOUUXCS Ha HCIO0Jb30BaHUM NPOTrpaMM-BbIMOraTeJseH,
3TO TaK)Xe KacaeTcsl IPUCAUKLUHI, B KOTOPbIX UMEIOTCS CEKTOPbI BUPTYaIbHbIX
aKTHUBOB, HO aTaKH C MCNOJb30BAaHHUEM NPOTPaMM-BbIMOraTesied B HAaCToOsillee He
NpeJCTaBJIAIT BHYTPEHHIO yrpo3y. Takoe BbIIBJIEeHUE U aHAJIU3 PUCKOB MOXET
0Ka3aTbCsl 0JIE3HBIM B pa3paboTKe HallMOHAIbHBIX CTPAaTErui Kubepbe3omnacHo-
CTH, NMTOCKOJIBKY 3TO MO3BOJIUT MOJYYUTb KOMIJIEKCHYI0 HAllUOHA/IbHYI0 KapTUHY
PHUCKOB, HCXO/SIUX OT UCIIOJIb30BAaHUS IPOrpaMM-BbIMOTaTeEMN.

IOpucaukusam ciefyeT pa3paboTaTb MeXaHM3Mbl B3aUMOENCTBUS MEXAY COOT-
BETCTBYIOILMMU KOMIETEHTHBIMUA OpPraHaMH, HaUMHAsA OT NMPAaBOOXPAHUTENbHbBIX
OpraHoB, opraHos, oTBevarinux 3a [10/] /DT, u opraHoB, 3aHUMAIOLUUXCS 60PbOOH
C KH6epnpecTyMHOCTbIO, U 3aKaHYUBAsi HETPAJUIIMOHHBIMYU APTHEPAMH, TAKUMHU
KaK BeJ[OMCTBa, 3aHUMAMIIUecs BONPOCaMU KU6ep6e30NacHOCTH U 3al[UThI JlaH-
HbIX. JTa CIOCOOGCTBYeT 06MeHy UHOpMaLMell U onepaTUBHBIMU JaHHbIMHY, a TaK-
Ke obecrieqyrMBaeT MEXaHU3M /[IJIs1 B3AUMHOI'0 06MeHa pa3JIMYHbIMU TEXHUYECKUMHU
3HAHUSIMH U OTIBITOM.

l'lo;mep;mca l'lapTHépCKI/IX OTHOIIIEHHUH C YaCTHBIM CEKTOpOM

IOpucaukuuam cienyeT onpeeNUTb U CO34aTh MeXaHU3MBI AJId MOALEPXKKHU CO-
TPYAHUYECTBA MEXJY TOCYJapCTBEHHbIM W YaCTHBIM CeKTopoM. Opucaukunusam
cJenyeT pacCMOTpPeTb BO3MOXKHOCTb BKJIAOYeHUdA [IYBA 1 Ipyrux HeTpaJAuLMOH-
HbIX HapTHéPOB B TaKHM€ ME€XaHHW3Mbl COTPYJAHHUYECTBA. ITO MO3BOJIUT CO344aThb I10-
JIe3Hble MJIOLAJKH JJiS MOBbILIEHUS] MHPOPMUPOBAHHOCTU U OOMeHa ONbITOM U
uJlesIMH, a TakXKe OyZleT ClIoCOGCTBOBATh AOCTHXKEHHUIO Liesled TPaBOOXPAHUTeEIb-
HbIX OPTaHOB.

Pa3BuTue u COBEPLHICHCTBOBAHHUE MEXKAYHAPOAHOI0 COTpyAHU4YECTBaA

IOpucaukusam ciefyeT co3aTh U aKTUBHO Y4acTBOBATh B [IBYCTOPOHHUX, pETH-
OHaJIbHBIX U1 MHOTOCTOPOHHHUX MEXaHW3Max COTPYAHUYECTBA, HAIPUMED, UCIOJIb-
3ys COTPYAHUKOB OTZeJIeHUs CBSA3U U yCTaHABJIUBasA KOHTAKTHBIX JIUL, JOCTYTHbIX
B KPYIJIOCyTOYHOM peXHMe, JIJIsl COeHCTBUS ONepaTHUBHOMY MeX/yHapOoJHOMY
COTPYAHUYECTBY U 060MeHy UHPOpMalnMel. ITO 6yZeT Coco6CTBOBAThL 3G PEeKTUB-
HOMY U OBICTPOMY OTCJIEXHMBAHWIO TPAHCTPAaHUYHOIO NepeMelleHUsl JeHeXHbIX
cpeZcTB U 3 PeKTUBHOMY BO3BpaTy aKTHUBOB, a TaKXKe NMOMOXET roCyAapCTBEH-
HbIM OpraHaM yCIENIHO JMKBHUAUPOBATh TPAaHCHALMOHAJbHbIE CETH, 3aHUMAIO-
1Mecs NpoBeJleHueM aTak C MCII0Jb30BaHUEM NPOrpaMM-BbIMOraTesed U OTMbl-
BaHUEM JI0X0/I0B OT 3TOH NPeCTYNHOH esATeJbHOCTH.
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BeBepgeHue
OcHOoBHaA Tema 1 npeameT UccneaoBaHUA

1. TlporpaMMa-BbIMOraTeJb - 3TO OJUH U3 BUOB BPEJOHOCHOI'O IIPOrpaMMHOro obecre-
YeHUsl, pa3pabaThIBaeMOro U/WIH UCI0/Ib3YEMOT0 MPECTYITHUKAMH J1JIsl 6JI0KHUPOBaHUS
JIOCTyTa K JAHHBIM, CUCTEMaM WJIM CETSM, C TpebOBaHHWEM OIIAThI 32 BOCCTAaHOBJIEHHE
Joctyna. PacpoctpaHéHHbIe METO/IbI ATaK C MCI0JIb30BaHUEM TPOrpaMM-BbIMOraTe/ el
BKJIIOUYAIOT B cebs1 mMdppoBaHUe JaHHbIX, IKCOUIBTPALMIO JAHHBIX (T.e. HECAHKI[MOHU-
POBaHHOE KOMTMPOBAHMUE, TIepejadya WK MOJIydYeHHe JaHHbIX) U MTpepbiBaHHe onepalydi
JKepTB aTaku. [Ipy oCyIIecTBJIEHUH TaKMX aTaK 4acTO HCIOJIb3YeTCs Cpa3y HEeCKOJIbKO
METO/IOB, B TOM YHCJI€ BO3MOXKHBIE YTPO3bI OMyOJINKOBATD JaHHbIE JKEPTBbI’.

2. KousinuecTBo 1 MacimTab aTak C UCII0JIb30BAHHEM ITPOTrpPaMM-BbIMOTaTe el 3HAaYUTe b-
HO BO3POCJ/IM B MOCJIeAHUE TOAbIY. ATaKU C UCII0JIb30BAHUEM MTPOrpaMM-BbIMOraTes el
OCYIeCTBJISAIOTCS, [JIABHBIM 00pa3oM, JJis MOJAy4YeHUsI He3aKOHHOU NpUObLIN. YBesu-
YyeHMe YMcJ/la TAKUX aTaK IPUBEJIO K POCTY MPECTYIHBIX J0X0A,0B OT UX OCYIIECTBJIEHMUS,
a TaKkXXe K yBeJIMYEeHUI0 00bEMOB CBSI3aHHOT'O C 3TUM OTMbIBaHHs JieHer. [1o olleHKaM
npejcTaBuTesel oTpaciy, 06 béM GUHAHCHPOBAHUS TAKUX aTaK YBEJUYUJICA B YEThIpe
pasa B 2020 u 2021 rogax no cpaBHeHuto ¢ 2019 rogom®. XoTs COr/IacHO MOC/IEJHUM OT-
pacieBbIM AaHHBbIM, B 2022 roay Hab/0Aa1ach TEHAEHIMS K CHIDKEHHIO KOJIMYeCcTBa
OIJIaT 3a BOCCTAHOBJIEHUE JIOCTyNa (BO3MOXKHO, IO MPUYNHE OTKa3a KEPTB aTaK BbI-
MJIaYMBaTh JIEHbIH), CTOUMOCTb BUPTYaJIbHbIX aKTUBOB, IOJYYEHHBIX B KAYeCTBE BbI-
KyIla IpecTyMHUKaMU, COBEPIIAIOIUMH aTaKU C UCII0JIb30BaHUEM MIPOrpaMM-BbIMOra-
TeJsied, OCTaéTCsl 3HAaYUTEIbHO 60Jiee BLICOKOM, Hexkesiu B mepuo, Ao 2019 roxa®. Ipu
3TOM peasibHO€e KOJINYEeCTBO COBEPIIAEMBIX aTaK C UCI0J/Ib30BaHHUEM NPOrpaMM-BbIMO-
raTejiell ¥ MOHECEHHBIX B CBS3U C 3TUM YObITKOB, BEPOSITHO, SIBJISETCS 3HAYUTENbHO
60Jiee BBICOKUM, IOCKOJIbKY NIOTEPIIEBIIME He BCET/a COOOLIAIOT O TAKKX aTaKax.

3. ATaku C MCNOJIb30BaHWEM IMPOrpaMM-BbIMOraTe/ied HAaHOCAT CYLeCTBEHHbIN yiiep6
Y NMPUBOJAT K HapyLIEHHUIO esTeJbHOCTH NPaBUTENbCTB, FOCYAAPCTBEHHBIX yUpeX-
JleHUH, KOMMep4YecKuX NpeJNpUsATHI U Tpax/JaH. B HEKOTOPBIX ciy4yasx Takhe aTaKy
CepbE3HO BJMSAIOT Ha chepy 3/IpaBOOXpaHEHUS U NPEACTaBISIOT yrpo3y AJisl Haluo-
HaJIbHOM 6€30MacHOCTH, BBIHYXK/Jas1, B TOM YHCJIe, IPePbIBATh U OCTAHABJIMBATh pPabo-
Ty 06'bEKTOB KPUTHYECKOH HHOPACTPYKTYPhI U CEPBUCOB. TaKkHe aTaKH TaK»Ke MPUBO-
JAT K HapyLIeHHI0 KOHQU/IEHUATIbHOCTH ¥ COXPAHHOCTH YYBCTBUTEJbHbBIX JJAHHBIX .
[IpecTynHUKH, coBeplIalOlMe aTaKWd C MCIOJIb30BaHMEM IporpaMM-BbIMoraresen,
pa3paboTasiu crioco6bl U MeTO/bI /ISl YBeJIMUEeHUs] IPUObIIBHOCTH CBOUX aTakK U I0-
BbILIIEHUS BEPOSITHOCTH HX YCIIELTHOT0 TPOoBe/ieHHs1. B pe3ysibTaTe aTOro, yrposa, ucxo-
JS11as OT He3aKOHHbBIX GUHAHCOBBIX TOTOKOB, CBSI3aHHBIX C IPUMEHEHHEM [TPOrpaMM-
BbIMOTaTeJIel, BepOSATHO, 6YAET MPOJ0/KaTh BO3PACTATh.

* ®BP, “Scams and Safety: Ransomware” («MoleHHMYeCTBO U 6e30MacHOCTh: MPOrPaMMbI-BBIMOTaTeIM») (jaTa oGpaleHus: CeH-
T6pb 2022 roza), JOKYMEHT JJOCTyIeH 1o aapecy: www.fbi. ms-and-safi mmon-scams-and-crimes/ransomware; AB-
CTPaJIMHCKUH LIeHTp Kubepbe3sonacHocTH, “Ransomware” («[IporpaMMbI-BeIMOraTen») (AaTa obpaieHus: ceHTsA6pb 2022 roza),
JIOKyMEHT IOCTYIIEH M0 aipecy: www.cyber.gov.au/ransomware.

* EBporeiickoe areHTCTBO 110 ceTeBoi 1 HHdOopManHoHHoi 6esomacHocTH (ENISA), «Threat Landscape 2022» («0630p KiuGepyrpos
B Mupe B 2022 roay») (oxkTtsa6pb 2022 roja), JOKYMEHT JOCTYIEH MO aApecy: Www.enisa.europa. lications/enisa-threat-
landscape-2022

® Komnanus «Chainalysis», “Chainalysis Crypto Crime Report 2022” (loksias; koMmnanuu «Chainalysis» o KpUITONPeCTYMHOCTH OT
2022 ropa), (deBpasb 2022 roaa), AOKYMEHT JOCTYIEH Mo aapecy: https://go.chainalysis.com/rs/503-FAP-074 /images/Crypto-
Crime-Report-2022.pdf.

¢ Kommnanus «Chainalysis», “Ransomware Revenue Down As More Victims Refuse to Pay” («/[0Xo/bl OT aTak € HCNOJb30BaHUEM IPO-
rpaMM-BbIMOTaTeJIel CHIKAIOTCS, MOCKOJIBKY BCE G0JIblIlIee KOJIMYeCTBO XePTB OTKa3bIBAeTCA IIATUTBY), (AHBapb 2023 roga), fo-
KyMEHT JIOCTYyIeH no azpecy: https://blog.chainalysis.com/reports/crypto-ransomware-revenue-downas-victims-refuse-to-pa;

7 HanpumMep, aTaky Ha 60/IbHUI[bI CTABAT M0/] yrPO3y JieyeHHe MaljMeHTOB, @ aTaKK Ha OT/Ie/Ibl U yIIPABJIeHHs TOJUIUH HETaTHBHO
BJIMSIIOT Ha o6ecredyeHre 6e30MacHOCTH.
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[Ipu coBepuleHHMU aTak C KUCHOJb30BAaHHWEM NPOrpaMM-BbIMOTATEJEN MPECTYNHUKU
MPAKTHUYECKH BCeraa TPeOyIOT OIJIaTy 3a BOCCTAHOBJIEHHE JOCTYNA B BUPTYaJbHbIX
akTuBax. [loTepneBlire UK TPEThH JIMLIA, JeHCTBYIOIIME OT UMEHHU OTEePIEeBIINX, Ya-
cTo ucnosb3ytoT [IYBA® 1151 coBepiiieHHUs omiaThl. [IpecTynHUKH, COBEpILAIOIIMe aTa-
KU C UCT0JIb30BaHHEM NPOrpaMM-BbIMOraTesiel, TakKe Ucrosib3ytoT [1IYBA /1151 oTMBbI-
BaHUS HE3aKOHHO MOJIyYeHHbIX CPEJICTB U JIJisl 00MeHa CBOUX MPECTYITHBIX JI0X0/[0B Ha
dUaTHYI BAJIIOTY, KOTOPYI MOKHO JIErTKO OOMEHSITh Ha TOBAaphl M YCIYTH U SIBJISIETCS
foJiee CTaOUJILHBIM CPEICTBOM HAKOILJIeHHS.

B 2018 rony ®AT® BHecs1a u3MeHeHHsI B CBoU PekoMeHaUu /151 0XBaTa TpeboBa-
HUSIMU CEKTOP BUPTyaJbHbIX akTUBOB U [IYBA. [locsie atoro ®AT® BeimycTuia pas-
JINYHbIe PYKOBOJICTBA /JIs1 OKAa3aHUS COAEHUCTBUS IOPUCAUKLNAM U CyO'bEKTAM 4acT-
HOI'0 CEeKTOpa B OCYLIECTBJI€HUN MOHUTOPUHIA U CHUXKEHUH PUCKOB B 3TOM CEKTOpe,
BKJIIOYas HacTopaxupawuye npusHaku 0/ u @T°. XoTs B yKa3aHHBIX PyKOBOJCTBAX
VHOTI/ZA 3aTparuBajach TeMaTHKa IpUMeHeHH s IIPorpaMM-BbIMoOraTe e, HaCTOALUH
OTYET sIBJIsSIeTCS NepBbIM JokyMeHTOM PAT®D, KOHKpeTHO NOCBALEHHBIM PaccMOTpe-
HUIO TEHJIEHLIMH U MEeTOZ0B OTMbIBAHUS JleHer, CBS3aHHBIX C OCYILleCTBJIEHUEM aTaK
C MCII0JIb30BaHUEM IPOTPaMM-BbIMOTaTeeH.

B nepuog npesugentcra Cunranypa @PAT® mcnosib3yeT HAKOIJIEHHBIN ONBIT B IPO-
BeJleHMH GUHAHCOBBIX pacc/ae[0BaHUHN B OTHOLIEHUU BUPTYa/lbHbIX aKTHBOB /111 Bbl-
SIBJIEHUS] TPYAHOCTEH U OoOMeHa Nepe/iloBOM NMPAKTHUKOW B LieJIsIX NMPOTUBOAENCTBUSA
HCI0JIb30BaHMIO0 IPOrpaMM-BbIMOraTesiell U CBAI3aHHOMY C 3TUM OTMbIBAaHUIO Jl€HET.
B faHHOM OTYéTe aKLeHT c/ie/laH Ha pacCMOTPEHHH TOTO, KaK BBIBJIATD IJIaTEXHU 3a
BOCCTAaHOBJIEHUE JOCTYIA B pe3y/bTaTe COBEPILEeHUsl aTaK C MCIOJIb30BaHHWEM IIpPO-
rpaMM-BbIMOTaTesield U cO06LIaTh 0 TAaKUX CJIy4yasiX; Kak IpeceKaTh, BbIABJISATh U pac-
c/ef0BaTh GUHAHCOBbBIE IOTOKH, CBSI3aHHbIE C MCII0Jb30BAaHUEM MPOrpaMM-BbIMOra-
TeJsIed; ¥ KaK OCYILIeCTBJISeTCA OTMbIBAHME TAKMX HE3aKOHHBIX J0X0J0B. [Ipu aToM B
HACTOSAILeM OTYETEe He pacCMaTpUBaeTCsl NpobJieMaTHKa UCII0/b30BaHUSA IPOrpaMM-
BbIMOraTesiel B LjeJi1X GUHaHCUPOBAaHUS TePPOPU3Ma, IOCKOJIbKY B CBEJIeHUSX U IIPU-
Mepax, IpefoCcTaB/IeHHbIX /151 TOATOTOBKU OTYETA, OTCYTCTBOBaIa MHPOpMaLus o cy-
II1eCTBEHHOM WJIM 3aMETHOM IIPUMEHEHNH NNPOrpaMM-BbIMOraTe el B 3TUX LieJIAX.

[TockoJIbKY aTaKM C UCI0JIb30BaHUEM NIPOrpaMM-BbIMOraTeJsiel BJISI0TCA O4HON U3
¢dopM BrIMOraTebCTBa, B Pekomenganusax PATD copeprxkaTcs TpebOBaHUS, COTJIACHO
KOTOPbIM BCE HPUCAUKLUU J0JKHbI BBECTH YI'0JIOBHYIO OTBETCTBEHHOCTD 3a OTMBbI-
BaHUeE /I0X0/I0B OT COBEPIIEHHUS aTaK C IPUMeHeHNeM IporpaMM-BeiMoraTesiel (Pe-
koMeHanus 3). CorsacHo Tpe6oBaHuAM PATD, oprUCcAUKIMY TaKXkKe [JO/KHbI BbISIB-
JIATB Y OLleHUBATh CyllleCTBYIOLIMe B UX cTpaHax pyucku O/l ¥ npuHUMaTh Mepbl 14
CHIKEeHUS 3TUX pUCKOB (PekoMeHanuu 1 - 2); 06ecnevyuTh, YTOObI CyO'bEKTHI YaCT-
HOTO0 CeKTOopa, BkJaw4asa [IYBA, npuMeHsaIM Haaiexalle NpeBeHTUBHbIEe Mephl, Ta-
KHe KaK HalpaBJieHHe CO00IeHUH 0 MoA03pUTeNbHbIX onepauusax (PekomeHnpanuu
9 - 23); ob6ecneyuTh, YTOOLI IPABOOXPAHUTENbHbBIE OPTaHbl NPOBOMJIN pacCieso-

® Mpogaiiziep ycIyr B chepe BUPTYaNbHbIX aKTHBOB 03HAYaeT Jr060e GU3MYECcKoe MM PHIMYECKOe JINI0, KOTOPOe He OXBaYeHOo

©

PekomenpanusimMu ®ATO, 1 ocyluecTB/sieT B Ka4ecTBe MpeIPUHUMATENbCKON esiTeIbHOCTH OAIMH MJIM HECKOJIbKO U3 CJIefy-
I0I[MX BUJIOB JIeITEJIbHOCTH WM OTepalyi JIJisl UM OT UMEHH JApyroro GU3n4ecKoro WM HPUANYECKOTOo JIMLA: 0OMEH MEeXIy
BUPTYa/IbHBIMH aKTHUBaMHU U GUATHBIMU BaJIIOTAMU; 0OMEH MeXAy OAHOW WM 6oJsiee GOpMaMy BUPTYaJIbHbIX aKTUBOB; ITEPEBOJL
BUPTYaJIbHbIX aKTUBOB; XpaHeHHe U/HUJIU a[IMUHUCTPUPOBAHUE BUPTYaJbHBIX aKTUBOB MJIM UHCTPYMEHTOB, 03BOJIAIOIUX OCY-
LIECTBJISATh KOHTPOJIb HaJl BUPTYa/IbHIMU aKTUBAMU; y4aCTHeE B U PeJj0CTaB/IeHre GUHAHCOBBIX YCIIYT, CBSI3aHHBIX C IPeJJIoKe-
HHUEM BBIIYCKAIOIET0 JIMLA U/WJIH C TPOAAXKeH BUPTYaJbHbIX aKTUBOB.

Cm.: PATO (uronb 2022 r.), 06H068.1EHHbLU Yenesoll 0630p 8binonHeHus: Pekomendayuil PAT®, kacarowuxcs supmyanbHbIX dKMueos

unpoeaiidepog ycayz e chepe supmyanbHbIX akmueos; (ceHTsa6pb 2020 r.), Hacmopascusarouwue npusHaKy, KACaruwuecs eUpmyad ib-
bix akmugos; ¥ (aBryct 2019 r.) KongudenyuaasHoe pykosodcmeo PATPD no gpuHaHcosbimM pacc1e008aHUSIM 8 OMHOWEHUU UpMy-

A/IbHbIX AKMUB086.

© FATF/OECD 2023


https://www.fatf-gafi.org/media/fatf/documents/recommendations/Targeted-Update-Implementation-FATF%20Standards-Virtual%20Assets-VASPs.pdf
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Targeted-Update-Implementation-FATF%20Standards-Virtual%20Assets-VASPs.pdf
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Virtual-Assets-Red-Flag-Indicators.pdf
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Virtual-Assets-Red-Flag-Indicators.pdf

[TPOTUBOJAENUCTBUE MCIIOJIb30BAHUIO [TPOI'PAMM-BBIMOTATEJIEN | 9

BaHUS, OTCJIEKUBAJIM U OCYILECTBJISJIM KOHPHCKALUIO IPECTYNHBIX Jj0X00B (Peko-
MeHJanuu 4, 29 - 31); ¥ oCcy1ecTBAATh MEX/yHAPOJAHOE COTPYAHUYECTBO JJis1 pac-
c/leZloBaHus U cyfiebHoro npecaesoBanHusa 3a 0/l ¥ npeAuKaTHbIe NPeCTYIJIEHUs, a
TakXe B LleJI1X KOHQHUCKAL MU U BO3BpATa CBSAA3AHHBIX C 3TUM NIPECTYIHBIX J0XO/I0B
(Pexomenganuu 36 - 40).

8. XoTs ucno/sb30BaHME NpOrpaMM-BbIMOraTesied sBJASeTCA OJHUM U3 BUJOB KHU-
6epnpecTtyneHud, tHGopMaLus, cofepKallascs B JaHHOM OTYéTe, 3aTparuBaerT,
IJIaBHBIM 06pa3oM, IpUMeHeHHe IPporpaMM-BbIMOTaTes el U MOXKET UJIU HE MOXKET
KacaTbCs JIPyrUX BUA0B KMOEePNpPECTYIJIEHUH, TaKUX KaK UCIOJIb30BaHUE BPesO-
HOCHOrO MPOrpaMMHOI0 obecrneyeHHs, OCYLleCTBJeHUE QUIIMHIOBBIX aTakK IO
BHGKTpOHHOﬁ mo4Te WJIM MNOoJIyd4eHHne HECAHKIIUOHHUPOBAHHOTO AOCTYIIAa K Cl)I/IHaH-
coBOM MHGOpPMaALMK U ee PoJaxa.

Llenu n cTpykTypa

9. B Yactu | oTyera paccMaTpuBaeTCs TO, KaK NPeCTyIHUKH, COBeplIalollie aTaKu
C HUCIOJIb30BaHHMEM IporpaMM-BbIMOraTeJied, MOJy4aloT, OTMbIBAlOT M OOHaJIU-
YMBAIOT CBOU He3aKOHHble J0X0/bl. llesblo JaHHOrO JOKYMeHTa fBJISIeTCs MOBbI-
lIeHUe YPOBHS OCBEJOMJEHHOCTH U NOHUMaHUA MaclITaboB IJ106aJbHON Yrpo3bl,
CBSI3aHHOM € NpHMeHeHHeM INporpaMM-BbIMOraTesield, CI0CO60B OCYLIeCTBIEHUS
nJlaTeKel 3a BOCCTAaHOBJIEHHE JIOCTYIA UM CBI3aHHBIX C 3TUM IJIaTEXeH, a TaKKe
MeTO/I0B TOr0, KaK JJ0XO/ibl, CBSI3aHHbIe C aTaKaMH C MCI0Jb30BaHUEM IIPOrpaMM-
BbIMOTraTeJiel, 0Ka3blBAlOTCs B PyKaX KUOepIpeCcTyITHUKOB.

10. BYactu Il oTyéTa paccMaTpuBalOTCA TPYAHOCTH, a TaKXe NepeoBas NPaKTHKa, Ka-
carollasca BbIsIBJ€HUS, paccieZJ0BaHUsl U NpeceyeHUss PUHAHCOBBIX NOTOKOB, CBSI-
3aHHBIX C aTaKaMHU C UCI0JIb30BaHUEM NIPOTPaMM-BbIMOTaTe e,

11. JlaHHbIM OTYET NMpeAHa3HAYeH JJisl OKa3aHWS COJEeUCTBHS ONMepaTUBHBLIM Opra-
HaM B I0JIyYEHUH BbICOKOKAYECTBEHHBIX ONEpPATHUBHbIX GUHAHCOBBIX JAHHBIX,
npoBeZieHWU GUHAHCOBBIX pacc/ie/JOBaHUM U BbISIBJIEHUHU, OTCAEKUBAHUU U apecTe
He3aKOHHBIX J10x0/10B. HanoHa/ibHBIE peryJupyruiie oOpraHbl U OpraHbl, OT-
BedYawIlue 3a BEIPAa60TKY NOJTUTHUKHU, MOTYT MCII0/b30BaTh HHGOPMAIUIO, COJIEDP-
KalyCcs B IaHHOM OTYéTe, /AJis1 BbISIBJEHUS YSI3BUMOCTEN U CHUXKEHUSI PUCKOB.
Jdta nHbopMaLUsa TakKe MOMOXKeT PUHAHCOBBIM y4uypexgeHusMm, IIYBA u ycra-
HOBJIEHHbIM He(pUHAHCOBBIM NpeAnpuATUsaM U npodpeccusam (YHPIII) B pas-
paboTKe U peasin3alliu Mep KOHTPOJIS B IesIsIX BbISABJeHUs], ”THPOPMUPOBAHUSA U
HeJloNylleHUs] HE3AaKOHHOTO MepeMellleHUs A0X0J0B OT aTaK C UCMO0JIb30BaHUEM
NporpaMm-BbIMOraTesieun.

MeTtoponorus

12. CopykoBOAUTESIMYU JAHHOTO NIPOEKTA fABJSJIUCh 3KcnepThl U3 Uspaunsa u Coenu-
HEéHHbIX llTaToB AMepuku. Kpome Toro, npeAcTaBUTENH CJIeAYIOIINX WPUCAUKIUA
Y OpraHu3anyi BHEC/H BKJIaJ B IPOBEEHHYI0 pab0OTy B COCTaBe MPOEKTHOH I'pyII-
nbl: ABcTpanus, Kanaga, EBponeiickasa komuccusi, ®panuus, l'epmanus, AnoHus,
Jlrokcembypr, Mekcrka, @ununnunsl, Cunranyp, tOAP, Ucnanusg, lBeinapus, Typ-
nusi, Benuko6putanus, A3uaTcko-TUxXooKeaHCKasi rpyIina 1no 60pb6e ¢ OTMbIBaHU-
eM JleHer ¥ ['pynna «3rMoHT».
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13. UHdopmanus u BbIBO/IbI, COAEprKalHecs B JaHHOM OTYETe, OCHOBAHbBI Ha:

e AHasiM3e cyllecTBYIOLeN JUTEPATypPhbl U MaTepUaloB U3 OTKPBIThIX UCTOYHHUKOB,
NOCBSILEHHBIX 3TOH MpobJieMaTUKe.

¢ HHbopmanuu o BOCHPUATHU IOPUCIUKIUSIMUA PUCKOB, a TaKXKe HA UHPOpMAIUU
0 HAIMOHAJbHBIX 3aKOHAX, MOJHOMOYMSX, MPOGJIeMax, MepeiloBOA MPAKTHKe U
npuMepax JieJl, Kacaloliuxcsl UCIOJIb30BaHUsl POrpaMM-BbIMOraTesiel, KoTopas
OblL1a 3aMpoIleHa ¥ WieHOB rio6anbHou ceTu AT, HacuuThIBawIel cebiiie 200
IOPUCAUKIMHI. B 06111eH C/I0KHOCTH IPOEKTHAS TPyIINa MOJIyIn/Ia JaHHbIe OT 60siee
yeM 40 geseranyi.

e O6CYyXAeHHUAX, COCTOSIBILUXCS B paMKkax KoHTakTHOH rpymbl PATO o BUpTyasib-
HbIM akTHBaM (KI'BA)™.

e lleseBOM B3aUMOZENCTBUH C IPEJCTABUTEJISIMU YAaCTHOTO cekTopa yepe3 KI'BA.

1% B utone 2019 roza PaGouas rpynna ®AT® o paspaGoTke MOJMTUKHU COTIacHIach co3aTh KOHTaKTHYIO MYy M0 BUPTyalbHbIM
aKTHBaM AJis joBeAeHus TpeboBaHuit PATD 10 yacTHOrO ceKTOpa U /1151 06ecredyeHHst ollepaTUBHOM pa3paboTKHU Npe/iCTaBUTe-
JIIMU OTPAC/IX HaJ/IeXKalluX TeXHOJIOTHIeCKUX pellleHUH C 1ie/IbIo peau3aluy 3TUX Tpe6oBaHUH.
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YACTb I: PUHAHCOBbLIE MOTOKU, CBA3AHHDbIE
C NICNO/Ib3OBAHMEM NPOrPAMM-BbIMOTATENEW

0O6bém PUHAHCOBDBIX MOTOKOB

14. Bo BcéM MHpe 3HAYMTEJbHO BO3POCJI0 KOJIMYECTBO aTaK C UCII0JIb30BaHUEM IPOTrpaMM-
BbIMOTareJsield ¥ 06'beM CBSI3aHHBIX C HUMU QHUHAHCOBBIX IOTOKOB. B mocie/iHUE rosibl
MHOTHE IPUCAUKIUU OTMeYaloT yBeJUYeHHe YaCTOThI aTaK C UCI0JIb30BaHHUEM MPO-
rpaMM-BbIMOTaTeJIEN OT JIECSATH 1,0 HECKOJIbKUX COTEH MPOLEHTOB, B 3aBUCUMOCTH OT
KOHKPETHBIX PUCAUKIIUNI. KpoMe TOTO, B pa3/IMYHbIX OPUCIUKIUAX 3aPUKCHUPOBAHO
COOTBETCTBYIOILlEE YBeJIMUEHHE KOJIMYECTBA COOOIEHUIM OT HOTEPIEBIINX U POCT YHC-
Jia COOOIIeHNH 0 To103pUTeNbHBIX onepanusax (CI10), cBI3aHHBIX C HCIOJIb30BAHHUEM
nporpaMM-BbiMoraTtesied. Tak, B paMkax oaHoM opucauknuu B CII0, oTnpaBieHHBIX
3a nepBble 6 MecsaueB 2021 roaa, urypupoasu onepanuu, CBiI3aHHbIE C UCNOJIb30-
BaHMEM IMPOrpaMM-BbIMOraTeJsiel, Ha 06Iy0 CyMMy 3KBUBaJleHTHYI0 590 musiuno-
HaM joJuiapoB CIHIA (552 Musinonam eBpo). ITo Ha 42% 6oJiblile IO CPAaBHEHUIO C
2020 rogoM, Kora aHaJlorM4Has cyMMa cocTaBssiia 416 MUIIMOHOB AosutapoB CIIA
(389 MuoHOB eBpo)'!. B mocieHUX eXerofHbIX OTYETAX MPABOOXPAHUTENbHBIX
OpraHu3alUil OTMeYaeTCsl CYLleCTBEHHBIM POCT MaCIITA00B AesTENbHOCTH, CBSI3aH-
HOM C MCNOJIb30BaHKWEM NpPOrpaMM-BbIMoraTesiei'?. KpoMe Toro, mo MHeHHI0 mpe-
CTaBUTeJIEW OTpaC/d, HabJIOAAETCS aHAJOTHMYHBIA POCT 4HMC/Ia MOJOOHBIX aTak U
Pa3HOBUHOCTEN aKTUBHO MPUMEHSIEMbIX IpOrpaMM-BbIMoraresied. [Io HekOTOpbIM
OIleHKaM, KOJIMYeCTBO aTaK, COBEPIIEHHBIX C UCNI0JIb30BAaHUEM NIPOrpaMM-BbIMOraTe-
seit B 2021 roay, coctaBuio npuMepHo 623,3 MUJJIMOHA, 4YTO OoJiee 4eM B JiBa pasa
npeBocxoauT 304,6 MUIIMOHA aTak, coBepiiéHHbIX B 2020 roay'®. AHaJIOrMYHBIM 06-
pasoM, ¢ 2019 roza B ABa pasa yBeJHUUYUJIOCH MpeJoJiaraeMoe KOJU4eCTBO Pa3HO-
BUIHOCTEN aKTUBHO UCIOJIb3yeMbIX POrpaMM-BbIMOraTe e,

15. CiefyeT OTMETHUTB, YTO HEKOTOpble HOPUCAUKLIMM COOGLIMIM O HeGOJIBLIOM KO-
JINYeCTBe aTaK C UCIO0JIb30BaHUEM NPOrpaMM-BbIMOraTesiel, CoBepllaeMblX Ha UX
TeppuTopuu. OaHako UHPoOpMals, co6paHHast JJisl MOArOTOBKU JIAaHHOTO OTYETa,
MIOKAa3bIBAET, YTO KOJMYECTBO COOGIEeHUH 06 ITUX aTaKax MO-NPEXXHEMY MeHbIIIE KO-
JINYEeCTBA CaMUX aTaK, XOTs B HEKOTOPBIX OPUCAUKLHUAX HAG/II04AeTCsl YBEJIMYeHHe
yucia CIIO, a Takke cOOOLIEHUH, TOCTYNAIUX OT MOTepneBINX. [I03TOMY TOUHYIO
OLleHKY KOJINYeCTBa TaKUX CJIy4yaeB, a TaKXKe CyMM, YIIJIaYeHHbIX B KaueCTBE BBIKY-
na, AaTh 3aTPyAHUTE/BHO. [I[puMepbl, NpefocTaBJeHHbIE [1J151 BKJIOYEHUs B JaHHbIN
OTYET, IOKa3bIBAIOT, YTO aTAKU C UCIOJb30BAaHUEM NPOrpaMM-BbIMOraTe el MOTYT
Npe/CTaBAATh PUCK KaK /I pa3BUTHIX, TaK U /IS Pa3BUBAIOIIUXCS HOPUCAUKLIUH,
HE3aBHUCHUMO OT peruoHa.

"' AreHTcTBO 110 60pb6e ¢ GrHAHCOBLIMU NpecTymieHuamMu CIIA (FINCEN), “Ransomware Trends in Bank Secrecy Act Data Between
January 2021 and June 2021” («TeHAeHLMY COBepILEHMs aTaK C UCI0JIb30BaHUEM IIPOrPaMM-BbIMOraTe el 110 JAHHBIM, IOCTYHB-
LIMM B COOTBETCTBHH € 3aKOHOM 0 GAHKOBCKOU TaiiHe B nepuof, ¢ ssuBapsi 2021 rozga no utoHb 2021 roga» ot utoHs 2021r.), JOKyMeHT
JlocTyneH no aapecy: www.fincen.gov/sites/default/files/2021-10/Financial Trend Analysis Ransomware 508 FINAL.pdf

2 ®BP, “Internet Crime Report 2021” («/loknaz o npectynsocTi B UnTepHeTe oT 2021 rofa»), (gaTa obpamenus: 1 gexabps 2022
rozia), JOKyMeHT JJOCTYIIeH 1o afpecy: www.ic3.gov/Home/AnnualReports; EBPOIIOJI, “Internet Organised Crime Threat Assessment
(IOCTA) 2021” («OnieHKa yrpo3bl oOpraHu30BaHHOM npecTynHocTy B UHTepHeTe oT 2021 rogax), (faTa obpauienust: 1 fexabps 2022
rozia), JOKyMeHT JJOCTYIIeH 110 afjpecy: www.europol.europa.eu/publications-events/main-reports/iocta-report

3 Kommanus «SonicWall», “2022 SonicWall Cyber Threat Report” (Jlok/1as kommauuu «SonicWall» o kuGepyrposax ot 2022 roga),
JIOKyMEHT JIOCTYIIeH 1o ajipecy: www.infopointsecurity.de/media/2022-sonicwall-cyber-threat-report.pdf

* Kommanus «Chainalysis», “Chainalysis Crypto Crime Report 2022” (loknan kommanuu «Chainalysis» o KpHITOMPecTymTHOCTH OT

2022 ropa), (beBpasb 2022 roaa), JOKyMEHT JOCTYIIEH 10 ajpecy: https://go.chainalysis.com/rs/503-FAP-074 /images/Crypto-
Crime-Report-2022.pdf.
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16. HecKOJIbKO IOPUCAUKIIUNA OTMETHUJIU, YTO YBeJMYEHUe YUC/Ia aTAK C UCIO0JIb30BaHU-
eM MporpaMM-BbIMoraTesied U 06b€MOB COOTBETCTBYIOIUX PHUHAHCOBBIX MOTOKOB
MOXeT ObITb CBSI3aHO C pa3pabOTKON NpecTynmHUKaMHU MeTO/0B MOBbIIIEeHUs 3¢-
('1)6KTI/IBHOCTI/I n HpI/I6bIJIbHOCTI/I CBOHUX aTaK, TAKUX KdK «0X0TA HA KPYIIHYIO AUYb»,
«IporpaMMa-BbIMOraTe/ib Kak ycjayra» M ABOiiHOoe/ TpoiiHOe/ MHOrOKpaTHOe
BbIMOraTeabCTBO, (cM. BcTaBky 1).

BcraBka 1: Pa3BuTHe METOA0B COBepIIEeHMsI aTaK C UCN0JIb30BaHUEM
NnporpaMM-BbIMoOraTejaeu

TakTHKa «OXOThI HA KpynHYyI0 Au4b» (big game hunting) - npecTynHUKU BbIGHMpPAIOT
B KayecTBe LleJIM KpyNHble OpraHusaliuy, KOMIaHWY, UMeloliye 60JbIIyI0 CTOUMOCTD,
WJIY W3BECTHBIX JIML, KOTOPBIE, 10 KX MHEHHUIO, C 60JIblIel BepOSATHOCTBIO 3aIJIATAT Bbl-
KyH JiJIs CKOpel1ero Bo306GHOBJIEHHS CBOEH JeITeJIbHOCTH, a TAaKXKe BO U30eKaHue NpHU-
BJIeYeHUs] BHUMaHUs 0611ecTBeHHOCTH. KpoMe Toro, BeIMOraTe ik BBIGUPAIOT B KayeCcTBe
CBOUX EPTB OpraHu3aluy, paboTamwiye B chepe JOTUCTUYECKHUX L[elI0YeK C OCTAaBKOU
«TOYHO B CPOK» (just-in-time), KoTOphbIe ¢ 60JibIIEN BEPOSTHOCTbIO CUJIbHEE IOCTPAJAIT
oT npoctos. OT 3TUX NPECTYNHUKOB CTPAAAIOT U 06'bEKThI KpUTHYECKON HHPPACTPYKTY-
pBbI, ¥ OpraHM3aLMH, XpaHsliie YyBCTBUTEIbHYI0 WU LIeHHY0 UHPOPMaI1Io. 3/10yMbI1II-
JICHHUKHU [0JIaraloT, YTO TaKHe OpraHu3alyy B 60Jiblliel cTeleHU CKJIOHHBI 3aMJIaTUTh
BBIKYII, 4YeM JIpyTHe )KePTBHI.

IIporpamMmMa-BbeIMOraTesib Kak yciayra (RaaS) - He3akoHHasi 6U3HEC-MO/Ie/Ib, B paMKax
KOTOPOU MPECTYNMHUKHU 32 IJIATY U/UJIU MPOLEHT OT BbIKYIA Mpe/JIaraloT «IIapTHEpaM»
Habophbl MporpaMM-BbiMoraTesiell B ceTu «Dark Web» nau 6epyT Ha cebsi BbIIIOJTHEHUE
HEKOTOPBIX 3JIEMEHTOB aTaKH, TAKUX KaK pacnpoCTpaHeHHEe BPEJOHOCHBIX NMPOTpaMM,
OCYLIeCTBJIEHHE UCXOJHOTI'0 B3JIOMa CETH JKEPTBBI, KpaXka JaHHBIX UJIH BeJleHUE Nepero-
BOpOB 0 BhIKyIe. [[peCTyNHUKHU TaK)Ke MOTYT MOKYNaTh yKpaZleHHble YYETHBIE JaHHbIE
JUUISl TIOJIyYeHHUsl JOCTYMa K CUCTEeME >KEPTBbI U €€ IKCIJIyaTallMy, YTO MO3BOJISET pac-
MPOCTPAHATH MPOrpaMMbI-BbIMOraTes M. KpoMe TOro, mpecTynHUKH MOTYT MOJIy4aTh 3a-
KPBITYI0 UHGOpPMAIHI0 06 OT/IeJIbHBIX OTPACJASIX B KOHKPETHBIX IOPUCIUKIUAX /ISl BbI-
6opa 1esiel U obecrneyeHuss MakCUMalbHOU 3G PEKTUBHOCTH CBOUX aTak. Mojiesb RaaS
CHW)KAeT Pacxo/ibl HA MPOBeJIeHHE aTaK U TPeOOBaHUS K YPOBHIO TEXHUYECKUX 3HAHUH
MPECTYMHUKOB, YIIPOIIAET BbIXOJ Ha 3TOT «PbIHOK» U MO3BOJISIET MEHEE MOJKOBaHHbIM B
TEXHUYECKOM OTHOIIEHHUH NMPECTYIMHUKAM OCYIIECTBISATh aTAKH C UCIIOJb30BaHUEM ITPO-
rpaMM-BbIMOTaTeEeH.

JIBoiiHoe BbIMOTaTe /ibcTBO (double-extortion) - TakTHKa, B paMKax KOTOPOW BbIMOTa-
TeJIM CHavasla KpaJyT JJaHHble CBOUX JKEPTB U MOTOM 3alIMPPOBBIBAIOT UX, ITOCJIE YETO
YyTPOXKaIOT OMYyOJMKOBAaTh YKpaJZileHHbIE JaHHbIE, ECJIU UX TPeGOBaHHUE O BbIKYIIE He GYeT
BBINOJIHEHO. Takas yrpo3a ony6J/MKOBaHUS JAHHBIX SIBJISETCS JIONOJHEHHUEM K yrpo3aM,
KaCarmlinumcd B3JIOMAaHHOM CHCTEeMBbI. ITa TAKTHKA MOXKET OKa3aThb JAOIIOJIHUTEJIbHOE 1aB-
JIEHWE Ha XKepPTB, BbIHYKJdAd UX COIVIACUTbCA Ha Tpe60BaHI/Ie O BBIIIJIATE BBIKYIIQ, AdXe
€CJTM OHU B COCTOSIHUM CaMOCTOSITE/IbHO BOCCTAHOBUTDb PAGOTY CHUCTEMBI.

TpoiiHoe BbIMOraTe IbCTBO (triple-extortion) - TakTuka, B paMKax KOTOPOW BbIMOra-
TeJIM TPeOYIOT JIeHbI'H He TOJIbKO OT MEPBOM KEPTBBI, HO TAKXKe U OT JJPYrOW >KePTBHI,
KOTOpasi MOXeT MOCTPaJaTh B pe3y/bTaTe PAaCKPbITUSA JaHHBIX, IOXUIEHHBIX Y IePBOA
»KEPTBbI, TAKUX KaK 3aKpbIThIE JaHHbIE O COCTOSIHUU 3/J0POBbsl, IePCOHAJIbHBIE JaHHBbIE,
y4ETHBIEe JaHHbIe CYETOB, U JJaHHbIE, ABJISAIOIHeCS UHTe/IEKTYaJlbHON COOCTBEHHOCTHIO.
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MHorokpaTHoe BbiMOraTejbcTBO (multiple-extortion) - TakTuka, B paMKax KOTOPOH
HCII0JIb3yeTCs 60Jiee IByX METO/I0B BbIMOTATEJNbCTBA. B €€ 0CHOBe JIEXKUT METO/ BOM-
HOI'0 BBIMOIaTeJ/IbCTBA, BKJIOYAKIUN MHUPPOBaHHE U KPaXKy JaHHBIX, a TaKXKe TaKTH-
Ka OKa3aHHudA [AOIOJIHUTEJIbHOIO [JaBJIEHWUA, HallpyuMep, MOoCpeACTBOM OpraHU3alluU
DDoS-aTak (0TKa3 B 06C/Ay>KUBAHUH ), 00IEHHS C KIMEeHTAMH KePTBbI, IPOJAAKH LIeHHbBIX
OyMar »KepTBbl 6€3 MOKPBITHS, WX HapylleHUs GYHKIIMOHUPOBAHUS UHPPACTPYKTYP-
HBIX CUCTEM.

17. CorsiacHO OTKpbITOM MHpOpMAaIKHY, 60siee OJOBHUHbBI BCEX U3BECTHBIX aTaK C HUCIOJIb30-
BaHHEM NIPOrpaMM-BbIMOraresiel 6bIIU OCYIeCTBJIEHb] B OTHOLIEHWH CyO'bEKTOB IIPaBH-
TeJIbCTBEHHOTr'0/TOCYJapCTBEHHOI'0 CEKTOPA, CEKTOpa 3/JpaBOOXPaHEHUs U CEKTOPA MPo-
M3BO/ICTBA MTPOMBILIJIEHHBIX TOBAPOB U YCIYT.1>1¢ ITO 4aCTUYHO 06YC/IOBIEHO TAKTUKON
«OXOThI Ha KPYIHYIO IUYb», YTO OOBSCHSIET KPYIIHbIE BbIMJIAThI BBIKYTIA, a TAKXKe 00llee
yBeJIMYeHUe IJIaTeXel, OCy1eCTB/IsIEMbIX YKEPTBAMH aTaK C UCI0JIb30BaHUEM POrpaMM-
BbIMOTraTeJiel. B mocyieiHye rofpl 1e/1sIMU PECTYITHUKOB, COBEPIIAIIIMX aTaKU C TpUMe-
HeHHeM IPorpaMM-BbIMOraTesIeH, TaKXKe CTa/IM OpraHU3alMu 3HEPreTUYeCcKOoro CeKTopa,
(bYHaHCOBBIE YUPEXKIEHHS, IPEANPHUATHS CBSI3U U 06pa30BaTe/IbHbIE YUpeXK/eHuUs1. XOTs
NPECTYIHUKH, UCIIOJIb3YIOIINE TAKTUKY «OXOThl HA KPYIHYIO JUYb», MOTYT BbIOUPATh B
KayecTBe lieJiell CBOUX aTaK B OCHOBHOM 00JIbIlIMe KOMIIAHUU U KOPIIOpaliuy, CpeJHHE U
MaJible OpraHU3al|K U OTPAC/IU TaKXKe YaCTO CTAHOBSATCS >KepPTBaMH TaKUX aTaK C UCTIO/b-
30BaHUEM IPOrpaMM-BbIMOraTesiei. B 1elCTBUTE/IBHOCTH, TaKKe aTaKH, MO-MPeKHEMY,
HalleJIeHbI Ha Cpe/iHUe U MaJlble IpeANPUATHA. B cilydae BbIMOraTe/1bCTBa BBIKYTIA Y TAKHX
HEeOOJIbILMX KOMIIAHUM U NPEANPUSTHI COOTHOLIEHUE MPUObLIb-PUCK MOXKET OKa3aThCs
6oJiee CTaGUJIBHBIM 110 CPABHEHHIO C PE30HAHCHBIMU aTaKaMH, OCYILeCTBJ/IIEMbIMH B OT-
HOIIIEHWU KPYIHbIX opraHu3anuil. Bo BTopoii nosioBuHe 2020 roga noutu 55% OT Bcex
aTak ObLIM COBepIlleHbl B OTHOLIEHUH KOMIIAaHUM, B KOTOPbIX paboTatoT MeHee 100 yesio-
BeK, a IprMepHO 75% aTak ObLJIU OCyILLeCTB/IEHb] B OTHOLLEHHUH KOMIIaHUH, 10X0/ibl KOTO-
pbIX He npeBbianu 50 MUIHOHOB /10/171apoB CIIIA (47 MU/TMOHOB €BPO).

18. CyMMBbI BbIKyIIa K0JI€G/IIOTCA OT HECKOJIBKUX COTEH J0JI/IapOB UJIU €BPO B BUPTYa/IbHbIX
aKTHBax B CJlyyae MeJIKMX aTakK, COBeplIaeMbIX B OTHOIIEHUU QU3NYECKHUX JIULI, 0 MUJI-
JINOHA JI0JIJIAPOB UJIM €BPO B BUPTYAJbHBIX aKTUBAX €CJIM KepTBaMHU aTaK CTaHOBATCSA
KpYIIHble KOPIOPALMK WX OpPraHMu3alyy, CBsI3aHHbIe C 06'bEKTAMH KPUTHYECKOW WH-
dpacTpyKTypbl JIMO60 XpaHsIMe 4yBCTBUTE/IbHYIO WM LieHHYI0 MHpopManuoo. OnbIT
IOPUCAMKLMI T0KasblBaeT, YTO pasMep BbIKYIa, TpeOyeMbll NPeCTyNHUKAMH, TAKXKe
yBeJIMUWIICS B MocsieiHue rofpl. B 2021 rogy cpefiHuil pa3Mep BbIILJIAYEHHOTO BhIKyIa
coctaBus mpuMepHo 800 000 nostapos CIIA (748 000 eBpo) B BUPTyaIbHbIX aKTUBAX,
YTO MOYTH B NATh pa3 6oJiblie yeM B 2020 roxy. Takoe yBesnyeHUe, BEPOSITHO, CBSI3a-
HO C MCMO0JIb30BaHWEM TAaKTHUKH «OXOThI Ha KPYNHYI0 JU4b», KAK ObLJIO OTMEYEHO BHIIIIE.
A B OTZleJIBHBIX CJIy4asX pa3Mep TpeOyeMOoro BBIKYyINA JOCTUTaJ JeCATKOB MUJIJINOHOB
JlI0JUIApOB WJIM €BpPO B BUPTYaJIbHbIX akTHMBax. HampuMep, 1o cooOLieHUsM INpecchl,
B 2021 rogy pacnosnioxkeHHas B CILIA cTpaxoBast KoMIIaHUSI NOABEPIVIACH aTaKe C UCIIOJIb-
3o0BaHueM BpejioHocHoro [10 Phoenix CryptoLocker (cunTaeTtcs, 4To mocjie mporpamMmm
Conti u DarkSide 3To TpeTbsi 10 NPUOBILHOCTH NPOrpaMMa-BbIMOraTe b, UCI0JIb3ye-

* Komnanus «Sophos, “The State of Ransomware in State and Local Government” («ATak ¢ UCIIO/Ib30BaHHEM POrPaMM-BbIMOraTesieii B
OTHOLIEHHUH FOCYAAPCTBEHHBIX U MECTHBIX IPAaBUTE/IbCTBEHHBIX OPraHU3aL1i» OT ceHTAOPA 2022 I. ), AOKYMEHT JOCTYTIEH 110 a/ipecy:
https://assets.sophos.com/X24WTUEQ/at/rbjgpp5wwm6vSh3wj9v3733 /sophos-stateof-ransomware-government-2022-wp.pdf.

16 Komnanwus «Digital Shadows», “Ransomware: Analyzing The Data From 2020” («[TporpaMMbl-BbIMOTaTeJH: aHaIU3 JaHHbIX 32 2020
roZ» oT siHBaps 2021r.), JOKYMeHT JocTyneH 1o aapecy: www.digitalshadows.com/blog-and-r rch/ransomware-analyzing-the-

data-from2020/.
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Mast B paMkax Mozesu RaaS). Coobuianock, YTo 3Ta cTpaxoBasi KOMIAHMS BbIIJIATHIA
40 MmuwutroHoB goJutapoB CIIIA (37 MU/TMOHOB €BPO) B Ka4ecTBe BbIKyIla B 0OMEH Ha
BOCCTaHOBJIEHHE KOHTPOJISI HAJl CBOEH CeTbi0™.

XapaKkTepucTuku u reorpadpuueckme TeHAEHUUN

19. B yesioM, aTaku C MCIOJb30BAaHUEM MPOrpaMM-BbIMOraTeeN - MeXAYHApPOAHOE sIB-
JIeHUe, OTYACTH [0 MPUYMHE MEX/AyHAapOJHOr0 XapaKTepa KUOGepnpecTymHOCTH U
BUPTYaJbHbIX aKTUBOB. [Ipy aTOM HHpOpMaIiys, noayyeHHasi OT YJIEHOB IJ1I06aJbHOU
cetu ®ATO, npuMepsl e, a TaKKe JJaHHbIe U3 OTPaC/eBbIX UCTOYHUKOB YKa3bIBa-
I0T Ha OTIpe/ie/IEHHbIE XapaKTEPUCTUKU U reorpadruyeckue TeHJeHI[UH, Kacalolhecs
aTaK C UCIOJb30BAaHHEM NpPOrpaMM-BeIMoOraresield. B yacTHocTH, 60JibIIOE KOJIMYe-
CTBO NPECTYNHbIX CETEN, COBEPIIAIIIMX aTaKH C UCII0JIb30BAaHUEM IPOTPaMM-BbIMO-
raTeJiel, CBSI3aHO C OPUCAUKLUAMHU, B KOTOPBIX IPHUCYTCTBYIOT NOBbIIIEHHbIE PUCKU
O/l (cM. BecraBky 2). Bo MHOTHX ciy4yasiX NpeCcTyIHUKH, COBEpUIAIOIINE aTaKU C UC-
M0JIb30BaHUEM MPOTPaMM-BbIMOTaTeJ/eH, pa3MelllaloT UK 0OHAJIUYMBAIOT CBOU [10-
XO/Ibl B 3THUX HPUCAUKIUAX. B IPyTrux caydasix aTaky ¢ UCMIOJIb30BAaHUEM MPOrpaMM-
BBIMOTaTeJIel COBePIIAJIUCh C TEPPUTOPHUU ITUX IOPUCAUKLIMUI UJIN CIOHCUPOBAJIUCh
3TUMH OPUCIUKIUAMUZ,

BcTaBKa 2: IOPI/IC/_II/IKIIPII/I, XapaKTepu3yrmuecsa NOBbIIIEHHBIMUA PUCKAMHU
OTMBbIBAHHUA AE€HETr

CielyeT OTMETHUTD, UTO He CyIeCTBYET 0OLIeNPU3HAHHOTO OINpeAeeHUS UM METOUKU
YCTaHOBJIEHUSA TOTr0 $aKTa, YTO OPUCAUKLHUSA XapaKTepU3yeTcs NMOBbILIEHHBIM PUCKOM
O/1/®T. Tem He MeHee, HHOPMALKS 0 XapaKTePHbIX /1J1s1 KOHKPETHOW CTPaHbl pUCKaX U
Apyrux ¢pakTopax prcKa MOXKeT ObITh [0JIe3Ha JJs oNpe/ie/ieHUs] OTeHMalbHbIX pU-
ckoB O/l /DT. [[puMepbl HAJIMYKMSI TPU3HAKOB MOBBILIEHHOI'0 PUCKa:

(a) cTpaHbl UaK reorpadpuyeckre peruoHbl, KOTOPbIe, COIVIACHO JAHHbIM HaJ|eXKHBIX UC-
TOYHUKOB, OCYLIeCTBJ/IAT GUHAHCUPOBaHKE UJIM OKa3blBalOT COZENCTBHE TEPPOPHU-
CTUYECKOH JlesITeJIbHOCTH, UJIM Ha TEPPUTOPUU KOTOPBIX JeHCTBYIOT OpraHU3alL i,
BKJ/IFOYEHHBIE B CIIMCKA TEPPOPUCTUYECKUX;

(b) cTpaHBl, KOTOpBIE, COTJIACHO JAHHBIM HaJl€XKHbIX MCTOYHUKOB, XapaKTepU3yTCs 3Ha-
YUTeJbHbIM YPOBHEM OPraHM30BaHHOW MPECTYNHOCTH, KOPPYNLUK WU UHOU Ipe-
CTYIIHOM [ieATeJIbHOCTH, BKJII0Yas NPOU3BOACTBO U TPAH3UT HAPKOTUKOB, TOPTOBJIIO
JIFOIbMU, KOHTPa6aH/y, U HE3aKOHHYI0 OPTaHU3aLMI0 U IPOBEeIeHHEe a3apTHBIX UTD;

(c) cTpaHbl, B OTHOILIEHUH KOTOPbIX MEXAYHAPOJAHBIMH OPTraHU3alMSAMH, TAKHUMU KakK
OOH, BBeieHbI CAaHKIMU, 3MOAPTO UM aHAJIOTUYHbIE MEPBI; U

(d) cTpaHbl, KOTOPBIE, COTJIACHO AaHHBIM HaeKHbIX UICTOUHUKOB, XapaKTepU3YIOTCs cJla-
O6bIM peXHMMOM IOCYyZapCTBEHHOIO yIpaBJeHUs], obeclieueHHs] IpaBONoOpsiiKa U pe-

' Mexporpa, KapTukait u Yusibsam Tepron, “CNA Financial Paid $40 Million in Ransom After March Cyberattack” («Komnanus CNA
Financial 3aniaTusa Beikyn B pa3mepe 40 MUJIJIMOHOB JJ0JIJIAPOB MOC/Ie KUGepaTaKy, COBEPLIEHHOUN B MapTe», areHTCTBO «bJiyM-
6epr», 20 maa 2021 roga (gaTa obpamenus: 1 gexabpsa 2022 r), JOKyMeHT JOCTyIeH mo ajpecy: www.bloomberg.com/news/
articles/2021-05-20/cna-financial-paid-40-million-inransom-after-march-cyb k

% Cwm. Mucbmo-nipeaynpeskente (AA22-187A) AreHTcTBa 10 KHGep6e30MacHOCTH H 3aIuTe HHpacTpykTypsi CLIA (mioab 2022r),
JIOKYMEHT JIOCTYIIeH M0 aJipecy: Www.cisa. rt/n ler 22-187a.
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IYJIMPOBaHUs, BKJIOYasi CTPaHbl, yKa3aHHble B 3asBaeHUsAX PATD B kauecTBe CTpaH
co cinabeiM pexxumoM [10//PT, ocobenHo no oTHouleHuto K [IYBA. [IYBA u apyrue
NOJ0TYEeTHbIE CyO'beKThI JJO/DKHBI 06pallaTh 0c060e BHUMaHUe Ha JieJIOBble OTHOLIe-
HUSA U Ollepaliuy C 3STUMHU CTPaHaMHU.

Uctoynuk: PATD (2021r.) O6HOBIEHHOE PYKOBOACTBO 10 IPUMEHEHHUIO PUCK-OPUEHTHPOBAHHOI0 OAX0Aa:
BUPTya/ibHble aKTUBBI U [IYBA, nyHKT 154

20. KosnyecTBO aTak, coBepllaeMbIX C UCMOJIb30BaHUEM IMPOTrpaMM-BbIMOraTeseu, 3a-
BHUCHUT OT reorpaduyecKoro mnoJioxkeHus. B orpacyeBbix goksaagax ot 2022 roja yka-
3aHO, YTO pervoH bamxHero Boctoka 1 AQpUKM OblJ1 B HAUMEHbBIIEN CTENEHU MO~
BepXKEH aTakaM C IpUMeHeHHeM NporpaMM-BeiMoraTenei (4%), nanee - JlaTuHckas
Awmepuka (6%), Asuarcko-TuxookeaHckuii pervioH (10%), EBpona (28%), u CeBepHas
Amepuka (52%)?!. Takoe OTJIMYME B KOJIMUECTBE aTaK BJMSIET Ha TO, KAK PErHOHbI
BOCIIPMHUMAIOT TpO3dlide UM PUCKHU OT aTaK C UCNOJb30BaHUEM NpPOrpaMM-BbIMO-
ratesed. UHdopmanus, npegocTaBieHHas YieHaMHu ry106anbHoi ceTh PAT®, ykasbl-
BaeT Ha TO, YTO IOPUCAUKIIUY, CTAJIKUBAIOIUECS C PACTYIIUM KOJIUYECTBOM C/Iy4YaeB
«O0XOTbI Ha KPYIHYIO IUUb» U BBIMIJIATOMN GOJIbIIMX BBIKYIIOB IOTEPHEBLUINMHY, C 60JIb-
11e BeposITHOCTBIO OLleHUBaOT pucku O/, cBI3aHHbIEe C aTaKaMHU C UCII0JIb30BAHUEM
NporpaMM-BbIMOraTesiel, Kak BbICOKHeE.

21. MHorue KpynHble IPpyNIHMPOBKY, COBEpUIAIOIINE aTaKHU C IPUMEeHeHHeM NPorpaMMm-
BbIMOraTeJiel, UCNOJIb3YIOT TaK Ha3bIBAaeMYIO «IIAapTHEPCKYI0 MoAesib» RaaS (mpo-
rpaMMa-BbIMOraTeJib Kak ycayra). B pamkax aToil Moziesid OHU 6epyT Ha ce6s1 BbINOJI-
HeHMe HEKOTOPBIX 3JIEMEHTOB aTaKy B 0OMeH Ha OIJIATY U/WUJIM IPOLIEHT OT BBIKYIIA.
B Takux ciyyasx NpecTyNHUKU YacTO HAXOJATCS B pPa3HbIX reorpaduyecky yjaaéH-
HBIX APYr OT JApyra peruoHax, BCJeACTBHE Yero MOryT BO3HUKHYTb TPYAHOCTH B
YCTAHOBJIEHUH JIMYHOCTHU U MEeCTOHAXOX/JeHHUs YIaCTHUKOB TaKUX aTak. Hampumep,
KaK BUJJHO M3 MaTepUaJioB Jies1a, Kacarollerocs UCIoJIb30BaHUs BPeJOHOCHOU Npo-
rpamMmMbl EMOTET (cM. HMKe), IPeCTYNIHUKK MOTYT COTPYJHUYATh NPHU OCYLIECTBJIe-
HUH aTaK UJIM UCII0JIb30BATh 06LIYI0 HHPPACTPYKTYPY, AEUCTBYS IPU 3TOM C TEPPU-
TOPUH Pa3HbIX PUCAUKLUNI. Takass HEOAHOPOLHOCTb COCTaBa NPECTYIHON IPYINIIbI,
JleMCTBYIOLeN B Pa3HbIX IOPUCAUKLUAX, MOXKET JONOJHUTENbHO 3aTPYAHUTD OTCJIe-
>KMBaHUe JeHeXXHbIX I0TOKOB, CBS3aHHBIX C KJII04eBbIMU PUTYpPaHTAMHU.

BcraBka 3. leio EMOTET!?

Hcnosb3oBanre BpegoHocHOU mporpaMmMbl EMOTET - ogvH M3 caMblx 3HAYUTEbHbBIX
CJIy4aeB MacCOBOT'0 COBePIIEHUS aTaK C MOMOIbI0 MPOrpaMM-BbIMOraTe el 3a Nocae/-
HUe ro/ibl. JTa mporpaMMa Gbljia BIIepBble BbISIBJIEHA KaK «0aHKOBCKUU Tposin»? B 2014
rojly, a BIOCJE/[CTBUM PEBPATU/IACH B KJOYEBOW UHCTPYMEHT /IJIsl COBEPLIEHUS APYTUX
aTakK C IpPUMEHEHUEM BPEJOHOCHBIX IPOTpaMM U NMporpaMmM-BbiMoraTesei. Ha MoMeHT
JIMKBU/JIALIMU NIPeCTYNHOU ceTU B aHBape 2021 rozxa ¢ nomopio nporpaMmel EMOTET B
MHUpE 0CYyIeCTBJIAI0CH A0 70% aTak ¢ HCI0Ib30BaHUEM [TPOTrpaMM-BbIMOraTes1er, BKJIIO-
yas Takue nporpaMmmbl kKak RYUK u DoppelPaymer, KoTopble HaHeCJH 3HAYUTENbHBIN

! Komnanus «Group-IB», “Ransomware Uncovered Report. Group-IB” («/loK/1afi 0 BBISIBJIEHHBIX TPOrpaMMaX-BbLIMOTaTe/IAX» OT Mast

2022r1.), JOKyMeHT AOCTYIIEH 1o afpecy: https://spiresolutions.com/wpcontent/uploads/2021/07 /ransomware uncovered 2020.pdf.
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9KOHOMHUYECKHUH yliep6 KOMMepUecKUM MpeAnpusaTusaM B Bennkobputanuu. JIuksuza-
[[Ufl 3TON NPEeCTYNHOU CETH CTaJsia pe3ysibTaTOM TeCHOTO COTPYAHUYECTBA U B3aUMO/IeN-
CTBUS IPaBOOXPaHUTENbHbIX opraHoB Kanazapl, @paunuuy, lepmanuy, JIutseel, Hugepian-
J10B, YkpauHbl, Bennkobputanuu u CIIA npu KoopAMHALUU MeX/AYHAPOAHbBIX YCUJIUH CO
ctoponsl EBponosia 1 EBporocTa. Biiarojjapsi coBMecTHOUM paboTe MpaBOOXpPaHUTENbHbIE
OpraHbl CTPaH CMOIVIM HAWUTH U NPOaHaJU3UPOBaTh HHGOPMaLHIO, T03BOJISIOLIYIO yCTa-
HOBUTb CBA3b MEX/JYy PeKBU3WTAMU [JIl COBEpLIEHUS IJaTeXa U PerucTparioOHHbBIMU
JlaHHBIMU MPECTYNHUKOB, HcNoab30BaBmux nporpaMmy EMOTET. 3To geno crano fp-
KOM WJIJIIOCTpAlMel pa3Maxa U xapaKkTepa KHbepnpecTynHOCTH U IPOAEeMOHCTPUPOBAJIO
KJIIOUEBYIO POJIb MEXYHAPOJHOTO COTPYAHUYECTBA B 60pbO€e C 3TOU yrpo30i.

UctoyHuk: Beuko6pUTaHUSA

[IlpumeyaHus:

? BaHKOBCKHUH TPOSIH — 3TO BPEJOHOCHAs NMPOrpaMMa, UCIOoJIb3yeMasl 3JI0YMbILIJIEHHUKAMU [JIJIs1 XUILEHHUsI
YUYETHBIX IaHHbIX KJINEHTOB QHUHAHCOBbIX YYPEXKAEHUH UM NOJIy9eHHs JOCTYIA K UX GUHAHCOBOU HHOD-
Mal1H.

22. OTMbIBaHME NPECTYIIHBIX JOX0J0B B BU/Jie BbIKYIIa, I0JIY4YEHHOTr0 B pe3y/ibTaTe aTakK C
NpHMeHeHHEeM NPOrpaMM-BbIMOraTeJsiel, Tak’Ke HOCUT TPaHCHALMOHAIbHbBIN Xapak-
TEpP € yYETOM TPAHCIPAHUYHOTO XapaKTepa BUPTYaJbHbIX aKTUBOB, KOTOPbIE MOUYTH
BCeT/ia UCIOJIb3YIOTCA JAJIS OCyIeCTBJEHUA TaKux IiaTexxel. [losnb3oBaTenu Bup-
TyaJIbHbIX aKTUBOB MOTYT OCYLIeCTBJIATb NUPUHIOBbIE Ollepaliuy, T.e. IPOBOAUTH
omnepaluy HalpsMylo ApPYyr C APYyTOM, UCNOJIb3Ysl TOJbKO CBOU 3aKpbIThble KJIKYU U
NOJKJIYeHHe K N HTepHeT, He3aBUCHMO OT reorpadUueckux rpaHul, U 6e3 yyacTus
yupexJeHUH, Ha KOTOpbIe pacnpocTpaHsoTcs obs3aTenberBa B cdepe [10/1/DT. [pe-
CTYIHUKH, BKJII0Yast NIPECTYIMHUKOB, UCIOJb3YIOIUX NPOTPAaMMbl-BbIMOTATEH, UMe-
IolMe AOCTYI B MHTepHeT, MOTYT MCII0/Ib30BAaTh 3TU XapaKTePUCTHUKN BUPTYaIbHbBIX
aKTUBOB [IJ14 IPOBeJleHUs] KPYTHOMACIITa6HbIX ¥ TPAaKTUUYEeCKU MITHOBEHHBIX TPaHC-
IPaHUYHBIX Ollepalyil 6e3 ydyacTus TPaJULUOHHBIX GUHAHCOBBIX NOCPEJHUKOB, Y
KOTOPBIX peasin30BaHbl porpamMmmsbl B chepe [10/1/DT. Kpome Toro, y npecTymnHUKOB
€CTb BO3MOXXHOCTb MOJIYYUTh AOCTyM K [IYBA B JIt060U IOPUCAUKIIUU CO CJAOBIMU
WJIM BOBCE OTCYTCTBYIOIIMMHU MepaMu KOHTpoJd B nessax [10/PT, ycayramu KoTo-
PbIX OHM MOTYT BOCINOJIb30BaThCs [JIs1 KOHBEPTALlMK CBOMX HE3aKOHHBIX J0X0/0B B
duaTHyI0 BaJIOTY.

BcraBka 4: YTo TaKkoe BUPTya/IbHbI€ aKTUBbI?

BupTya/sbHble aKTUBBI SBJISIOTCS CPEACTBOM I[MPPOBOIro BhIPAXKEHUsSI CTOUMOCTH, KOTO-
poe MOXKeT TOProBaThCsl UJIU TePEBOAUTHCS LUPPOBLIM 06pa30M U MOXKET OBITh UCI0JIb-
30BaHO JJIs LjeJlel MJaTeXXel WU MHBEeCTULUU. BUpTyasbHble aKTUBbI HE BKJIIOYAKOT B
cebs1 cpefcTBa [UPPOBOro BhIpaKEHUSA PUATHBIX BAJIIOT, IIEHHBIX OyMar U Apyrux opu-
HaHCOBBIX aKTHBOB, y>Ke 0XBaueHHbIX TPe60BaHUSAMM B Pyrux pasjeax PekomeHganui
DATD.
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HauboJiee LIMPOKO HCIIOJIb3yeMble BUPTyaJIbHbIE aKTUBBI SIBJISIIOTCS CPECTBOM 0O6MEHaA,
3aIMCH O BBINYCKE WJIW BJIaJIEeHUHA KOTOPhIMU 00€CIeYMBAIOTCS C IOMOLbI0 TEXHOJIOTUU
pacrnpe/ieIEHHOTO peecTpa, OCHOBAaHHOW Ha KpunTorpaduu, Takou Kak 6jo0k4YeiH. Kak
OTMEeYeHO HHUXKe, MHOTHe MOMyJ/IsSipHble BUPTyaJibHble aKTHUBbI QYHKIMOHUPYIOT Ha OT-
KPBITHIX OJIOKYEHHAX, IJle MHPopMaIUs 06 onepalysx, OCyIeCTBJIseMbIX M0/, TCEBOHU-
MaMH, JOCTYIIHA JJIs1 IPOCMOTPA.

Uctounuk: PATD

PacnpocTpaHéHHble MeToabl U TEeHAEHLUMU

23. IlpoBefeHUe yCHEIIHbIX paccae[0BaHUI aTaK, COBepPIIAaeMbIX C IOMOIbI MPOrpaMM-
BbIMOraTeJsiel, TpeOyeT XOpOoIllero IOHUMAaHUS CIIOCOO0B U TEXHOJIOTHUH, HCI0/Ib3YEMbIX
JUIs1 JIeTaJIN3aluH MPECTYITHbIX J0X0/10B. [0CKO/bKY MOTepIeBIINe YaCTO HE COOOIIAIT
0 TAaKUX aTaKax, B IJAHHOM OTYéTe coOpaHa MHPOpPMAIUs U3 PA3JIUYHbIX OTKPBITHIX HC-
TOYHHKOB, a TaKKe 0600IEH HAKOIUIEHHBIM IOPUCAUKIUSIMU OIBIT, YTOOBI JIydllle I10-
HSITbh, KaK OCYILIECTBJISIETCS OIlJIaTa BbIKYIA U KaK BbIKYII M10JIy4aloT, OTMbIBAIOT U B He-
KOTOPBIX CIy4Yasix 00MeHUBAIOT Ha GUATHYIO BaJIIOTY.

24. MHOXeCTBO TPaIMLIMOHHBIX QUHAHCOBBIX YUpeXJeHUH, a Takxke [IYBA yyacTBy1oT B du-
HaHCOBBIX I0TOKAX, CBSI3aHHBIX C aTaKaMH C MCI0JIb30BaHHEM IIPOTpaMM-BbIMOraTe eH.
Jpyrue TpeTby CTOPOHBI, TaKHe KaK KOMIIAaHUH 110 KUOep6e30I1acHOCTH U KOMIIAHHUH 110
pearupoBaHUI0 Ha UHIIUJEHTBI, TAKXKe MOTYT ObITh 33/lelICTBOBAHbI B OTBETHBIX Mepax
Ha aTaKH, COBepIlaeMble € IOMOILbI0 IPOrpaMM-BbIMOTaTe IeH, B TOM YHCJIe B ITpoLecce
BBIILJIATHI BBIKYIIA OT UMEHU [10TEePIeBIIUX.

25. Xorsa BUPTYyaJIbHbl€ aKTHUBbI BbBICTYIIAIOT B Ka4e€CTBE OCHOBHOI'O Cpe/JCTBa WU MeTOoJa
OIJIAThI BBIKYTIA IIPX COBEPIIEHHH aTaK C UCI1I0JIb30OBAHHEM HpOFpaMM-BblMOFaTEHEﬁ, B
(1)I/IHaHCOBbIe IIOTOKH, CBA3aHHbIE€ C TAKMMHU ATAKAMH, BOBJIEYHEHO MHOKECTBO TpaAWLiv-
OHHBIX (l)I/IHaHCOBI)IX yqpexc/:[em/lﬁ, aTakxke [IYBA u AOIIOJIHUTEJIbHbIE TPETbU CTOPOHBDI.

Ta6simpa 1: Buabl CEKTOPOB, KOTOpPbIe MOTYT GbITh BOBJIEYeHbI B PUHAHCOBBIE
MOTOKH, CBAA3aHHbIE C aTaKaMH C UCNI0JIb30BaHHEM MPOrpaMM-BbIMoraresiei

®UHAHCOBbIE yYpeKaeHUs, KaK NpPaBuIo, BbICTYNAOT B KayecTBe MOCPEAHUKOB, KOTOPbIX UC-
®uHaHcoBble NO/b3YIOT KEePTBbI BbILLEYNOMAHYTLIX aTak (MAM TPETbU ANLLA, BbICTYNAIOLLME OT UMEHM XKepTB)
yupexaeHus ONA NepeBoaa AEHEXKHbIX CPeacTB NpoBanaepam ycayr B chepe BUPTyasibHbIX aKTUBOB B LIeNAX
nprobpeTeHns BUPTYaibHbIX aKTUBOB.

epTBbl aTak (MM TPeTbU LA, BLICTYMNAtOLLME OT UMEHU XKepTB) ucrnonb3ytoT MYBA ana nprob-
nyBA peTeHun u NepeBoia BMPTYasibHbIX aKTMBOB ONpPeAesIEHHOMO TUMA U HA ONPEeAENEHHYI0 CyMMY,
KOTOpble YKa3aHbl NpecTynHuKkamu B TpeboBaHUM O BbinaaTe BbiKyna.

Crpaxosble CtpaxoBble KOMMAaHMW MOTYT OCYLLECTBAATb MOKPbITUE U MHOTAA BbINAATY BbIKyNa B paMKax Ku-
KOMnNaHuu 6€pCTanOBaHVIH.

KomnaHuu no pearnpoBaHmIo Ha MHUMAEHTbI, C KOTOPbIMM CBA3bIBAIOTCA EPTBbl aTak C UCMO/b-
30BaHMeM MporpaMm-BbiMOraTesieil, HepeaKo BeayT NepPeroBopbl C NPECTynHUKamu O Bbinsia-
Te BblKyna. B pamKax CBOMX yC/Iyr Takve KOMMaHWM MOryT npuobpetaTb BUPTyasibHble aKTUBbI
y MYBA ¢ Lenbto BbINAATbl BbIKyNa U NEPEBOANUTL 3TU aKTUBbI MPECTYNHUKAM OT UMEHMU KepTB.

KomnaHuu no
pearupoBaHuio Ha
WHUUNAEHTDI

KomnaHuu no KomnaHuu, oteevatolme 3a obecneyeHme COXPaHHOCTM U 3aLiMTbl AaHHbIX, CUCTEM, CETEW 1 Noa-
Knbep6e3onacHOCTU | KNHOUEHHbIX YCTPOCTB KNMEHTOB OT 1l060r0 HECAHKLMOHNPOBAHHOIO MM HE3AKOHHOTO A0CTyrMa.

© FATF/OECD 2023



18| IPOTUBOJENCTBUE UCITOJB30OBAHWIO [TPOTPAMM-BBIMOTATEJIEN

BcraBka 5: TunuyHble GUHAHCOBbIE IOTOKHY, CBA3AHHBIE C BbINJIATON
BBIKyIla B pe3y/ibTaTe COBepLIeHUA aTaK C UCNI0/Ib30BaHMEM NIPOrpamMMm-

BbIMoOrareJjieu

BpeaoHocHble
nporpammbli

o ATaku

C UCNoNb30BaHNEM
BPEAOHOCHbIX
nporpamm NpuBoaAT
K BbIBOAY M3 CTPOA
cucTem, INLWas
yupexaeHus,
KOMMNaHUN U
opraHusaumm

Bbinnatbl
BbIKyna

¢ [oTepneswune
BbIN/IA4YMBAIOT BbIKYN
B onpeaenéHHOM
BUAE Y Cymme
BUPTYaNbHbIX
AKTWBOB, YKa3aHHbIX
nNpecTynH1MKamu
(kak npaswno,

B BUTKOMHAX)

3anyTbiBaHUue
cnepos

¢ icnonb3ytotca
pasnnyHble meToabl
AN 3anyTbiBaHUA

1 COKpbITUA

cBA3en mexay
OnnaTol BbIKyna

M COBEPLUEHHBbIM
npecTynieHnem

Mepesogp,
B ¢puaTHyo

BanioTy

o [TpecTynHUKn
nepeBoAAT OTMbITble
BMPTYa/bHble aKTUBbI
nposaiaepam ycnyr

B chepe BUPTyasbHbIX
aKTVMBOB ANA UX
obmeHa Ha puaTHyto
BaJIIOTY M NOAyYaoT
3TW BUPTYabHble

PasmeweHue
n/vnu Tpata
Ha /InYHbIe
HY>XAbI

o [pecTynHUKM
AEnoHMPYIOT,
WNHBECTUPYIOT NN
TPaTAT AOXOAbI,
nosly4YeHHble

B KayecTBe BblKyna
B pe3sysbTaTte
coBeplueHuA aTak

aKTMBbI B GMaTHOM
BantoTe

BO3MOXHOCTH
OCYyLLEeCTBNATbL CBOIO
AEeATENbHOCTb A0
BbINAaTbl BbIKYyMa

[Tocne nonyyeHus: Tpe60BaHUSA O BbINJIaTe BbIKYIA KepPTBa WU TPEThsl CTOPOHA, JeH-
CTBYIOLI[Aasi OT MMEHH XepPTBbI, KaK NPaBUJIO, IEPEBOJASAT JeHEXHble cpesicTBa (C TOMO-
11b}0 GAHKOBCKOTO NepeBo/ia, aBTOMAaTUYeCKON KJIMPUHIOBOU CHUCTEMbl MJIU GAHKOB-
CKOM KapThl) npoBaifepy ycayr B cbepe BUPTYaJIbHBIX aKTUBOB JJisl IPUOOPETEHUS
Y NlepeBo/ia BUPTYaJbHbIX aKTHBOB OINpe/Ie/IEHHOTO BU/IA U HA ONpe/e/IEHHYI0 CyMMY,
KOTOpblIe YKa3aHbl IPeCTyIHUKAMH, COBEPLUIMBIIUMU aTaKy.

3aTeM JKepTBa UJIK TPETbA CTOPOHA OCYLECTBJIAKT BbIINJIATY BbIKYIId 4aCTO C KOLIEJb-
Ka, OTKpbITOro Ha cauTe [IYBA, Ha aZipec KolllesibKa BUPTYaJbHbIX aKTUBOB IPECTYMHU-
kKa. O6BIYHO 3TO - aBTOHOMHBIM KOlIeJIEK (MpOorpaMMHO-annapaTHbIe CPeACTBA, MO3BO-
JISII0IIYe MO0JIb30BaTesIM pa3MellaTh, XPaHUTh U NEPEBOJAUTH BUPTYyaJbHble aKTUBBI
6e3 y4acTHsl CTOPOHHUX JIUL], TakuxX Kak [IYBA; 3To Tak:ke Ha3bIBaeTCs HEKACTOA A b-
HbIN KOIIEJEK), KOHTPOJUPYEMbBIA COBEPUIUBIIUM aTaKy NPECTYMHUKOM UJIU «JIEHEeX-
HBbIM MYJIOM», UJIA KOLIeJIEK, OTKPBIThIN Ha cauTe [IYBA, Haxogd1erocsa 3a npejaeaamMmu
IOPUCAMKLINY, B KOTOPOU Obl/Ia COBepIleHa aTaka, U, KaK IpaBUJIO0, HE COTPyAHUYAlOLIe-
ro C IpaBOOXPaHUTEJbHBIMU opraHamMmu uau [1OP.

[Tocsie 3TOTO NPECTYNMHUKH, COBEPIIAIOIIHE aTaKH C UCIOJIb30BaHUEM MPOTPAMM-BhI-
MoraTeJsiel, 4acTO HCIOJIb3YKT pa3Hble METOJbl /s 3alyThbIBaHHUs cJeJoB (6osee
NOAPOOGHO 3THU METOJbl ONMHCAaHbl HUXKe). Y, HaKOHel, IPeCTYNHUKH, COBEpLIAIOIIe
ATaKH C UCNOJb30BAHUEM MPOTPAMM-BbIMOTATEEN, HEPEAKO MOJIb3YIOTCS YCAYTaMHU
[IYBA, HaxoJguiuxcsl 3a npejieJlaMy IOPUCAUKIIMNA, B KOTOPBIX OHU MPOXKHUBAIOT, JIJIs
0O6MeHa MoJIyYeHHbIX BUPTYaJbHbIX aKTUBOB Ha puaTHyI0 BasitoTy. [Ipyu aToM Kubep-
NPECTYMHUKH MOTYT TaK>Ke XPaHUTb aKTUBbI B aBTOHOMHBIX KOIIEJIbKaX UJIH UCI0JIb-
30BaTh BUPTYaJibHble aKTUBBI [IJIs OIJIATHI YCJAYT CTOPOHHUX JIUI], y9aCTBOBABIIUX B
OCYIeCTBJIEHUHU aTaK.
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26. [l OTMBIBaHHUS JJOXOA0B OT CBOEH MPOTUBO3AaKOHHOMW AEATEIbHOCTU MPECTYIHUKH, CO-
BEpILAIINE aTaKU C UCIOJb30BAaHUEM IPOrpaMM-BbIMOraTesiel, MPUMEHSIOT TEXHO-
JIOTUH, METO/Ibl U TOKEHDI, MOBbILIAIOIINE YPOBEHb aHOHMMHOCTH, BKJ/IIOYas OJWH WU
HECKOJIbKO METO/|0B, ONIMCAHHbIX HWKe. [IpecTyHHKY, COBEPILIAIOLIUE aTaKU C UCTIO0/Ib30-
BaHUEM IPOrpaMM-BbIMOraTe/ e, MOTYT He UCII0JIb30BaTh KaXK/[bIM pa3 OZJHU U Te e dJie-
MEeHTBI WU OJIUH U TOT Ke MOPsJ0K JeCTBUU B POoLecce Jierau3alyy CBOUX JOXO/I0B.

e [lpecTynHukH, coBeplIaOIIMe aTaKU C MCIOJb30BaHHWEM MPOrpaMM-BbIMOTaTe-
JIeH, 4aCcTo TPeOYIOT, YTOObI UX XKEPTBbI BbIIIJIAYMBAIHU BbIKYT BUPTYaJIbHBIMH aK-
THUBaMU, IepeBOJA UX Ha aJpeca KOLIeJbKOB, KOHTPOJIMPYEMbBIX IPECTYITHUKAMU.
[Ipu 3TOM XaKephbl 4AaCTO UCMOJIb3YIOT Pa3HbIe aZjpeca KOIIeJbKOB /s oTyde-
HUSI HE3aKOHHBIX JI0XOJ0B OT KaXK/J0M OCy1eCTBJIEHHON aTaKH.

e [locsie mostyyeHus BbIKyIa IPeCTyIHHUKH MOTYT HCII0JIb30BaTh HECKOJIBKO NpoMe-
»KYTOYHBIX aIpecoB /Jis1 NOCIe0BaTEbHOTO NepeBoia BUPTYaIbHbIX aKTHBOB C
OJIHOTO aZipeca KollesibKa Ha pyrue afipeca IyTéM OCyIleCTBJIEHHUS CepUU oIlepa-
1M Ha HebosblIKe CyMMBL. [Ipy 3TOM cpe/icTBa YacTo NepPeBOAATCA Ha aZipec Ko-
11eJIbKOB, OTKPBITBHIX Ha cCaliTaXx HecKOIbKUX pa3HbIx [IYBA. Takasi cxeMa oneparuit
Has3bIBaeTCsl «MUJIMHT-Ienb» (peel chain) v npuMeHsieTcss He TOJLKO UCKIIOYH-
TeJIbHO /IJIs1 3aMy ThIBAHMS CJIeZIOB NepeMelleHUs] BUPTYyalbHbIX aKTUBOB?Z Takue
CXeMbl MOT'YT TaK)Ke HCII0Jb30BaThCs PECTYNHUKAMU [JIs1 OTMbIBAHUST KPYIHBIX
CyMM BHPTYyaJIbHBIX aKTUBOB IIyTEM NPOBeJIeHUS CEPUU HeOOJIbLINX ONepalui ¢
11eJIbI0 CHYPKEHUS] BOSMOXKHOCTEHN OTC/IeIUTh UX lepeMellieHHe. B yacTHOCTH, cief,
BUPTYaAJbHbIX aKTUBOB MOXKET OBbITb 3allyTaH M COKPBIT, €C/IM TaKUe olepanuu
OCYLLeCTBJISIOTCS € 60JIbIION CKOPOCTBIO U YAaCTOTOM.

PucyHok 1: [IpumMep «IHUJIUHT-LIIETTA»

Anpec A AnpecB AnpecC AnpecD AnpecE
10 BuTHOMHOB 8 buToMHOB 5 Buthomnoa i 4 buTouna 4 BuTHoNHa

L f - 2 BuTHOMHZ

b

2 BuThonHa 3 BuTOMHA 1 Burkond Apnpec F

2 GuTHOMHA Anpec G

/ 2 BUTHOMHA
f o
| ! 2 BuTkomHa

/ -~ [

f -~ 2 ButHownHa
bl v 4 s |
T

e [IpecTynHUKH, cCOBeplIAIOLIMEe aTAKU C UCIOJb30BAaHUEM NPOrpaMM-BbIMOraTe-
JIEI‘/JI, TaK»Xe 4YaCTO OTMbIBAOT BUPTYaJIbHbI€ aKTUBbI, UCIIOJIb3YA AJIA 3TOI0 «KMHK-
cepbl» WIN «TyMOJiepbl» (HanpuMep, Mukcep Wasabi), koTopble npesycMaTpu-
BAIOT pa3Hble METO/bl COKPBITHS CBS3U MEX/Y aipecoM KolllesbKa OTIPaBUTEs
BUPTYaIbHBIX aKTHBOB U a/I[peCOM KollleJIbKa M0JIydaTesisi BUPTYalbHbIX aKTUBOB.

2 «Hl/IfII/IHI‘-L[eHI/I» 4qacTo HaGJ’lIO,C[a}OTCﬂ Ha NPAKTHUKE U MOTYT BO3SHHUKATb €CTEeCTBEHHbIM l'lyTéM B 3aBUCUMOCTHU OT yCTpOﬂCTBa KO-
1IeJIbKOB BUPTYaJ/IbHbIX BaJIIOT.
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[IpecTyNHUKH HUCNOJIb3YIOT TAKUE «MUKCEPbI»/«TyMOJIephbl» B Ka4eCTBe aJbTep-
HaTHBHOI'O CIOCO6a WJIK B JIONMOJIHEHHE K CXeMe IepeMelleHUs] BUPTYaJIbHbIX
aKTUBOB MyTEM «IIUJIUHT-LEeNU». B HEKOTOPBIX Cayvasx KU6epHnpecTymHUKH HC-
noJb3yl0T TexHosioruio CoinjJoin i1 ocylllecTB/eHUs oNepalui, NIpd KOTOPOU
HECKOJIbKO OTNPaBUTeJIEN U NOJy4yaTesiel cpe/icTB 06'beIUHSIOT CBOU IJIaTEXH B
e/INHYI0 O0LIYI0 TpaH3aKIuo. [lJish 3TOro 4acTo TpebyeTcs CrieljuabHbIN CEPBULC,
TakoM Kak JoinMarket, KOTOpBIN CBOJUT 3aHTEPECOBAHHBIX 10JIb30BaTEJIEH U T10-
MoraeT pOopMHPOBATh TaKHe TPAH3AKI[HH.

KpoMe TOro, mpecTynmHHKH, COBEpIIAIOIHE aTaKU C HCIOJIb30BaHUEM MpPO-
rpaMM-BbIMOTaTeIel, TaK)Ke IPUMEHSI0T KPUNTOBAIIOTHI, 06ecne4yuBaoIye
NMOBBINIEHHYI0 cTenneHb aHOHUMHOCTHU (KIIA, KoTopble TaK:ke Ha3bIBAIOTCS
«aHOHMMHBIE MOHETBI»), XOTS GOJIbIIMHCTBO 3JI0YMbILIJIEHHUKOB TPeOYyIOT
BbIIIJIAYMBATh BbIKYNl B GUTKOWHAX. ONbIT IOPUCAUKIMNA U OTpacjeBble OTYETHI
IIOKa3bIBAlOT, YTO KPUITOBAIIOTHI, 06ecrnevYnBamlide MOBBIIIEHHYI0 CTelNeHb
AHOHUMHOCTH, UCIIOJIB3YIOTCS JIJIsl OIJIAThl BbIKYIA MPECTYNHUKAM, TOCKOJIBKY
OHU MOT'YT 06ecneYuTb COKPbITHE KOIIEJbKOB OTIPaBUTeJEN U MoJydyaTesen.
Hanpumep, npu ucnosb3oBanuu KIIA MokeT NpUMEHSATBHCSA COYETAaHHUE TEXHO-
JIOTUH, HallpaBJIEHHbIX Ha NOBBIIIEHUE CTeIeHU aHOHMMHOCTH, TaKUX KaK MHUK-
cepbl (mixers), KoJblieBble MOANUCH (ring signatures), cKpbIThle afpeca (stealth
addresses) U KoJiblieBble KOHOUJeHI[UANbHbIe TpaH3aKIUu (ring confidential
transactions). Takve TEXHOJIOTMH MOTYT 06€CIeYMBATh MaCKUPOBKY KOILEJbKOB
OTIpaBUTeJIeN U NoJydaTeseil. Bce 6oJblliee YMC/10 MPECTYNHUKOB, COBEPILAO-
IIMX aTAaKU C UCIOJIb30BAaHUEM MPOrpaMM-BbIMOTraTe e, TpeGyT OMJIaYuBaTh
BBIKYIl HCKJ/IIOYUTEJbHO B KpuUNTOBasloTe MoHepo (Monero), xoTss Haubosiee
4acTO MUCIO0Jb3YeMbIM BUPTYa/JbHbIM aKTUBOM /IJIs1 OIJIAThbl BbIKYNA B Pe3yJib-
TaTe aTakK C MCIO0JIb30BaHUEM MPOrpaMM-BbIMoraTesei sBiseTcss 6UTKOUH (OH
ucrnoJsibdyetcs B 99% ciay4aeB)?’. HekoTopble WPUCAUKLUU CTAJTKUBAJIUCh CO
cIy4asiMH, KOTJla XaKepbl Tpe60Ba/Iu 3allJIaTUTh BBIKYI Kak B GUTKOUHAX, TaK U
B MoHepo. OfHaKo B ciy4yae BbIIJIATHI BbIKYNA B GUTKOMHAX NPECTYMHUKH, KaK
IpaBUJIO, TPEOYIOT AONOJHUTEIBHYIO OI/IaTy B pa3Mepe oT 10 1o 20 npoueHTOB
OT CyMMBI BBIKYyIa, IOCKOJIbKY TaKue Oollepalily Mpole OTCAeJUTb, U NPeCcTyIl-
HUKH HECyT JIONOJIHUTE/IbHbIEe PAacXo/ibl Ha UCIOJIb30BaHHE TEXHOJIOTUH, 0be-
CIeYHBAOLIMX MOBBIILIEHHYIO CTEIEHb AaHOHUMHOCTH (TEXHOJIOTUS KMUKCEPBI»).
[IpuMeHeHHe TaKHUX TEXHOJIOTMH 3aTPyAHSEeT roCyAapCTBEHHBIM OpraHaM BO3-
MOXXHOCTb OTCJIE[JUTD UM PUBS3ATh OMepaliii K KOHKPETHBIM JIUIAM.

HecKoJIbKO I0PUCIUKIIMN TaKKe OTMETUJIH, YTO KUOEPIPECTYTHUKH YacTo Mepe-
BO/ISIT MOJIYYE€HHbIN BBIKYT U3 GUTKOUHOB B JIpyTHe BU/Ibl BUPTYaJIbHbIX aKTHBOB
yepes ITYBA uiu DeFi npoTokosibi?*?°, Takol MeToJ; 4acTo Ha3biBaeTcs «chain-
hopping» («NPbDKKHA MEXAY CETSIMHU») W O3HA4YaeT Iepexof; OT OJHOro BUJA
BUPTYaJIbHbIX aKTUBOB B Jpyroil GJIOKYEelH, KaKk MpaBWJO, B ObICTPOM Moce-
JIOBAaTEJIbHOCTH C I[eJIbl0 U36€XaTh MONBbITOK OTC/IEeUTh TaKUe TepeMelleHHsl.

» Komnanus «Coveware», JIokia/ 3a TpeTHil kBapTan (H0s6pb 2019 T.), OKyMEHT J0CTyTIeH o afpecy: www.coveware.com/blog/

-ransomware-marketplace-report.

** TepMuH «JelieHTpann30BaHHbIe GuHaHCH! (DeFi)» ncrmonb3yeTcs, Koraa JielieHTpan30BaHHbIe M Pacrpe/ieIéHHbIe TTPUIOKEHHUS

Ha 6JIOKYelHe CO CMapT-KOHTPAKTOM NpeAJaraloT GUHAHCOBbIE YCIYTH, aHAJIOTHYHbIE TEM, KOTOPbIE MPEA0CTABIISIOTCS TPoBaiiie-
pamu ycayr B chepe BUPTYa/IbHbIX aKTHBOB. JIN1I0, UcHo/Ib3Ylolee npuioxeHye DeFi (T.e. mporpaMMHoOe o6ecriedeHre), He IBJISIeTCS
[TYBA, nockosbKy Crangaptsl PATO He nprMeHs0OTCS K cooTBeTCTBY0IEeMyY [10 mau TexHosoruu. OfHaKO Co3/aTesy, BAaJieblibl,
OrepaTophbl UJIK HEKOTOPbIE JIPyTHe JIMIA, KOTOPbIe OCYIIEeCTBIISIOT KOHTPOJIb Ha/l J1esiTe/IbHOCThI0, CBSI3aHHOU ¢ cucTeMoi DeFi, nau
0Ka3bIBAIOT Ha Hee CYIeCTBEHHOE BJIUSHIE, MOTYT NOAaZaTh N0 onpeze/ieHre noHatus «[1YBA», cbopmynupoBanHoe PATD, B Tex
C/Iy4asix, KOTJja OHU OKa3bIBAKOT yCIyru B KadecTBe [IYBA MM aKTUBHO COJIEMCTBYIOT NPEIOCTABIEHUIO TAKUX YCIIYT.

[ToMMMO UX UCIIO0JIb30BAHUSA C L|eJIbI0 OTMbIBaHUSA JieHET, IOJIy4eHHbIX B pe3yJsbTaTe OIJIaThl BbIKyMa, DeFi npoTokoJibl caMu 1o
cebe, 0COGEHHO «MeXceTeBble MOCTbI» (cross-chain bridges), Bce 60./1ee yacToO CTaHOBSITCA LieJIbI0 KUGEPIPEeCTYITHUKOB, KOTOpble
IIBITAIOTCS BOCIIOJIb30BATLCS MPOGEIaMH B CHCTEMaX 6e30MaCHOCTH U IOXUTUTDb BUPTyalbHble aKTUBBL.

© FATF/OECD 2023


www.coveware.com/blog/q3-ransomware-marketplace-report
www.coveware.com/blog/q3-ransomware-marketplace-report

[TPOTUBOJAENUCTBUE UCIIOJIb30BAHUIO [TPOI'PAMM-BBIMOTATEJIEN 121

O/ 1Ha FOPUCAUKIMS COOOINIIA, YTO MPECTYIHUKH BCE yaie ucnosb3yioT DeFi npo-
TOKOJIBI JIJ1s1 TIEpPEeBO/ja BUPTYa/IbHBIX aKTUBOB B TaK Ha3bIBaeMble CTEHOJTKOUHBI®,
npuMeHss MeToJ «chain-hopping», nepes okoOHYaTeIbHBIM 0GMEHOM CPe/iCTB Ha
¢duaTtHyto BasnoTy. Takue DeFi nuiaTdopMbl SABAAIOTCA NpPUBJIEKAaTeJbHbIMU JJ1
NPEeCcTYIHHUKOB, IOCKOJIbKY Ha MHOTHUX U3 3TUX IJIaTGOPM He peasu3yroTcsl Mephbl
KoHTpoJs B 1esisx [10/1/ DT, naxke HecMOTPS HA TO, YTO HA HUX MOTYT pacnpocTpa-
HATbCS 06s13aTesibcTBa B chepe [10//DT, B 3aBUCUMOCTH OT KOHKPETHBIX 06CTO-
SITeJIbCTB U 0COGEHHOCTEN UX 6U3Hec-Mojiesei. OJHa IOPUCAUKIMS COOOIIMIIA O
TOM, 4YTO OOHapY>KKJ1a OCTOSIHHOEe He3aKOHHOoe rcnoJib3oBaHue DeFi natdopm u
MUKCEpPOB, IPUYEM B HEKOTOPBIX CJ1ydyasax OHU UCII0/Ib30BaJIMCh MHOTO pas3 NOAPA[,
B IIpOLiecce OTMbIBaHHs [IPeCTYIHBIX J0XO/0B.

e B npouecce 0TMbIBaHUS HE3aKOHHbIX JJ0X0/I0B NPECTYMHUKH 4YaCTO MCIOJb3YIOT
yCayruieHTpain3oBaHHbIX [[YBA, Bk/touasi BHeOUPKEBBIX TPE1epoB, 1J151 06Ha-
JINYMBAsi CBOUX A0X0/0B. [IpecTynHUKY, COBepIIAIOLKe aTaKU C UCIIOJIb30BaHHUEM
MporpaMM-BbIMOraTesiel, 4acTo NePEeBO/AT BUPTyabHble aKTUBBI TPOBakiepam
ycayT B chepe BUPTYAIbHBIX aKTHUBOB, KOTOPbIe HAXO/ATCS B MPEACTABJSIOINX
BBICOKM U PUCK OPUCAUKIIUAX UJIU HE PeasIU3yI0T Mepbl KOHTPoJid BIensax [10/1 /DT,
JJIs1 MX TlepeBoia B pUaTHYO BaMOTy. [IpecTyMHUKY, HaX0ASAIKECS B IPeJCTaB-
JIIIOIIUX BbICOKHUM PUCK HOPUCAUKIHUAX, MOTYT UCIOJIb30BaTh MECTHBIX LIEHTpa-
nu3oBaHHbIX [IYBA g4 aTUX 1lesield, Kak, Hanpumep, B cay4asax BHeceHHbIX CIIIA
B CITMCKU KpUNTOOGUPXK «Suex»?’, «Chatex»?®, «Garantex»?’ u «Bitzlato Limited»
(cM. BcraBky 6 HMxke)* . HeckosIbKO IOPUCAUKIMNA COOGIIMIN O HAJIUYUU 6OJIb-
IIIOTO KOJIMYeCTBa OOMEHHUKOB IO OOHAJWYUBAHUIO BUPTYAJIbHBIX aKTHBOB,
COCpe0OTOYEHHBIX B IL[EHTPAJbHbIX palloHaxX ropoAoB. B HEKOTOpBIX caydasx
NpPEeCTYNHUKH, BXO/iAlIMe B pa3Hble TPYNNUPOBKHY, UCIONb3YIOT OJHUX U TEX e
[TYBA pj1g noJsiy4eHUs UM OTMBIBaHUSI CBOUX BUPTYaJIbHbIX aKTUBOB.

e B cayyasix Korza B COBepLIEHUU NPeCTYIJIEHUH 3a/1eICTBOBAaHO HECKOJIBKO pas-
HBIX CYO'beKTOB, IPECTYNHUKH BbIHYK/I€HbI ONJIaYMBaTh YCIYT'H CBOUX «ITAPTHE-
pPOB» 10 KPUMHUHAJIBHOMY GM3HECY, a TaK)Ke IJIATUTh BJaJieabliaM UHPPACTPYK-
TYPHBIX 06'bEKTOB, KOTOpbIE UCIOJIb3YIOTCS [J1sl cOBeplieHUs aTak. OnepaTopsl
MHPPACTPYKTYPhI, UCNOJIb3YIOLEHCcs B IPECTYHbIX LeJisX, BCE yallle corJalia-
I0TCSl IPUHUMAThb OIJIATy B BUPTYaJIbHBIX aKTUBAX, U NMPeCTYNHUKH, COBepIla-
I0lllMe aTaKU C MCIO0JIb30BaHWEM NporpaMM-BbIMoraTesel, HepeJKo OCylecT-
BJISIIOT TaKue IJIAaTeXH, UCIO0Jb3Ys J0X0/bl OT CBOMX aTaK. Bo MHOrMX ciy4yasx
KOMIIaHUH, 3aHUMamwLecss 6J0KYeHH-aHaJIM30M, OTMeYasIu NMpsMOU MepeBo/,
BbIKyIla Ha aZipec KOlLleJbKOB BUPTYaJbHbIX aKTUBOB, IPUHA/AJIEXAIIUX Ollepa-
TOpPaM CEPBUCHBIX CUCTEM, NPEAOCTABISAIUX TPECTYNHUKAM «MHPPACTPYKTY-

Py KakK yCJIyTy».

* TMpumedanwe, kacaroleecs TepMuHoNOTHK: PAT®D caUTaeT, 4TO MOHATHE «CTeHGIKOUH» He OTHOCHTCS K MPAaBOBOM MM TeXHHe-
CKOH KaTeropuH, HO SIBJIIETCS, IJIaBHBIM 00pa30M, MapKeTHHTOBbIM IIOHATHEM, KOTOPOE UCIOJIb3YIOT Te, KTO NPO/IBUTAeT TaKHe
BaJIIOTHL B cBsA3H ¢ TeM, uTo PATO He coryiacHa ¢ ynoTpe6ieHreM 3TOro Ha3BaHMs, B JaHHOM OTYETe HCI0/Ib3yeTCsl TEPMUH «TaK
Ha3bIBaeMble CTEHGIKOUHbBI».

7 Cm. mpecc-pesiu3 Munucrepcrsa dpunaHcos CILA, JOKyMeHT JOCTyIeH 1o agpecy: https://home.treasury.gov/news/pressreleases
jy0364

*® Cm.mpecc-pesns MunucTepcTsa duHancos CIIA, JoKyMeHT focTymeH ro afpecy: https://home.treasury.gov/news/pressreleases
j¥0471

* Cm.mpecc-pesns Munucrepcrsa dunancos CLIA, JokyMeHT focTymneH o afpecy: https://home.treasury.gov/news/pressreleases
j¥0701

* Cm. npecc-penn3 MunucrepcTa octunuu ClIA, 10KyMeHT A0CTyTNeH Mo aapecy: www.justice. r/foun
owner-cryptocurrency-exchangecharged-processing-over-700-million
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BcraBka 6: KpunTo6up:xka «Bitzlato Limited»’

B suBape 2023 rosa B pe3yJsibTaTe MeXAyHAapPOAHOU oNepaluu 6blJI0 YCTAHOBJIEHO, YTO
O6uprKa BUPTYaJbHbIX aKTUBOB «Bitzlato Limited» (3HaunTeNbHBIA 00'BEM AEATENBHO-
CTH KOTOPOH ocyliecTB/sAeTcsa B Poccuu) ceirpajia 04eHb BaXKHYIO0 POJib B OTMbIBaHUU
KOHBepTUpyeMol BUPTyaJbHOW BaaoThbl (CVC). YkasaHHas omepanusi NpoBOAMUJIACH
1oz, pykoBozcTBoM Bsacteld @panuuu u CIIA npu noazepxke EBpomnoJia, v B Hel Takxe
NPUHSJIY YYacTHe NpeACcTaBUTe/M roCcyjapcTBeHHbIX opraHoB besbrun, Kunpa, [lopTy-
rasuy, Ucnanuu u Hugepnangos. Kpunro6upika «Bitzlato» mogo3peBasach B 0ka3aHUU
COZIEMCTBUS IPOBEAEHUIO Pa3/IMUHbIX HE3AKOHHbBIX TPAH3aKLUH, B TOM YHCJIE IPECTYI-
HHMKaM, COBEpPUIAIOIMM aTaKH C MCII0Jb30BaHUEM IpOrpaMM-BeIMoraresiel. B ux yncie
durypupyet cBsizaHHasa ¢ Poccueli xakepckada rpynnupoBka Conti, koTopas Ucno/b3y-
eT MoJieslb «IIporpaMMa-BbIMoraresib Kak ycayrax». [lo yTBepxkjeHuo MUHUCTEpPCTBA
toctunuu CIIA, kpuntobupka «Bitzlato» mosyuusa 6osiee 15 MUIIHMOHOB J]0JIJIapOB B
KayecTBe J10X0Zia OT aTaK C MCIO0JIb30BaHUEM NporpaMM-BeiMoraTtesield. OfHOBpeMeH-
HO ¢ 3TUM aMepukaHcKoe [IOP (Cetb mo 60pbbe ¢ GUHAHCOBBIMU MPECTYNIEHHUSIMH)
M3/1aJ10 IOCTAaHOBJIEHHE, B KOTOPOM yKa3aHO, YTO KpUNToOMp:ka «Bitzlato» «BbI3bIBaeT
CepbEé3HYI0 03a00YEHHOCTD B CBSI3U C OTMbIBAHUEM JleHer».

B pe3ysibTaTe mpoBeAEHHBIX pacCaeLOBaHUU KPUNTOOMpPrKA Oblia JUKBUAHWPOBAHA, a
TaK)Xe OblJ HaJIOXKeH apecT Ha [UPPOBY0 MHPPACTPYKTYPy U NPeCTyNHble aKTUBBI Ha
cyMMy 18 MHUJIJIMOHOB €BpPO, XpaHUBIIMeECSA B KpUNTOKoLIeabKax Bo ®paHuuu. Kpome
TOT0, paccje/joBaHMe NPUBEJIO K apecTy KJII0YeBbIX PYKOBOAUTEEH 3TON KPpUNITOGUP-
KU B Pa3HbIX OPUCAUKLIUSAX.

B cBoell peksiame KpunTobupka «Bitzlato» mosunuoHupoBasia cebst Kak miaatdopmMma c
MUHUMaJbHBIMU TPE6OBAaHUSAMU MO UeHTHUPUKALIMU 0J1b30BaTeel. [lo npuyrHe Ta-
KOW OrpaHUYeHHOU Nporneaypbl UJeHTUPUKAILIMU KJIUEHTOB KpUNTo6bupxa «Bitzlato»
NpeANOJ0KUTE/NbHO CTajla Ype3BblYalHO NpPHUBJIEKATENbHbIM MECTOM [JIsl pa3Melle-
HUS MPECTYNHBIX [JOXOJ0B U CPEACTB, IpeAHAa3HAYEHHBIX /IJI UCIO0JIb30BaHUS B Ipe-
CTYIIHOU eATeJbHOCTH.

Uctounuk: Ppannus u CLIA

! CM. Takxe _Tpecc-pesns Hauuonanm—xon *kaHfapMepun PpaHIUM, JOKYMEHT JOCTYNEH IO aJjpecy: WwWw.

servant-au- blanchlment, a TakKe npecc-peaiu3 EBpornoJsia, JOKYMEHT AOCTYIIEH 0 aipecy: www.europol.europa.
eu/mediapress/newsroom/news/bitzlato-senior-management-arrested

27. HekoTopble IOPUCAUKIIMN TaK)Ke OTMETHJIM, YTO XaKepPhl-BbIMOTATENH UCIOJIb3YIOT
«JIEeHEeXHbIX MYJIOB», UMeIIIUX OTKpbIThie y [IYBA cuera, //i1 nmepeBojia A0X010B B
duaTHyI0 BaJIOTY C MOMOIIbI0 «0pd-paMnoB» (off-ramps), T.e. cepBrcoB/miIaTdopm,
MO3BOJIIOIIMX 0OMEHUBATb BUPTYaJbHble aKTUBbI HA GUATHYIO BAJIIOTY (3TO TaKXKe
VHOT/IA HAa3bIBAeTCs «0OHAJIUYNBaHHUeM»). Takre cueTa MOTYT GbITh OTKPBITHI C IO~
MOIIIbI0 YKPAZIEHHBIX WU MOJJeJbHbIX IOKYMEHTOB, YI0CTOBEPSIOIUX JUYHOCTD, a
TaK)Xe MOTYT SIBJSITbCS BIIOJIHE 3aKOHHBIMHU CYeTaMHU, KOTOpPbIe MPUHAIJIEXAT Tpe-
ThUM JINIAM. «/[eHeXKHbIe MYJIbI» ABJISIOTCS, KaK TPaBUJI0, CTOPOHHUMH JIMIIAMHU, KO-
TOPBIX 33IEMCTBYIOT Ha MOC/IE/HEM ITAlle MPOLecca OTMbIBAHHS JieHeT. «/leHexKHbIe
MYJibl» OTBEYAIOT 332 YaCTh OT 06LIero 06’béMa Cpe/iCTB B MIPOIECCE UX OTMbIBAHMUSI.
OTCyTCTBHE MPSIMOU CBSI3U MEX/Y «JIEHEXHBIMU MYyJaMU» U MPECTYNHOW IPYNIH-
POBKOH, a TaK3Ke OCYI[eCTBJIsIEMble UMU ONlepaliiy Ha MeJIKUe CyMMbI MOXKET 3aTPY/I-
HUTD UX BbISIBJIEHHE.
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BcraBka 7: [IpumMmep BepOOBKHM «J€HEeKHBIX MYJIOB»

[IpecTynHUKH, coBeplIallide aTaKh C HMCIOJb30BaHMEM MpOrpaMM-BbIMOTaTeJeH,
BEPOYIOT «J€HEXKHbIX MYJIOB» U NMPEJOCTABISAIT UM YCTPOHUCTBA MOOUJIBHOU CBS3U.
B GOJIIIMHCTBE C/Iy4aeB TaKHUe «J€HEXHble MyJbl» He MOJb3ylTcd UHTEpHETOM H
cn1abo B HEM pasbuparoTcs. [locse aToro y npoBai/iepoB ycayr aHOHUMHOMW 3J1eKTPOH-
HOW IOYTHI, HAXOAALIMXCA 3a NpeJesaMU IOPUCAUKLIUY, CO3LAI0TCSA YYETHBIE 3alUCU
3JIEKTPOHHOM NOYTHbI. DTO JeJslaeTcsl C TeM, YTOObI 3aTPyLHUTh YCTAHOBJIEHUE JIMYHO-
CTHY MO0JIb30BaTeslel TaKUX YYETHbIX 3aMUCEN. 3aTEM «JEeHEXHbIE MYJIbl» C IOMOUIbIO
YCTPOWUCTB MOOUJIBHON CBSA3H, IPELOCTABJIEHHBIX UM «KYPaTOPOM» M3 YMCJIa MPECTYII-
HUKOB, CBfI3bIBAIOTCSA C GUHAHCOBBIMU yupexxJeHUusaMU uau [IYBA nns npoxoxjeHus
perucTpanyu U OTKpbIBAIOT Yy HUX cyeTa. [locsie ycnemHoro npruémMa Ha 006C/ayKUBaHAe
«JleHexKHble MyJibl» BO3BPaLAlOT yKa3aHHbIe YCTPOUCTBA MOOUJIbHON CBSI3U «KypaTo-
py». 3aTeM «KypaTOpbI» UCIOJIb3YIOT 3TH YCTPOUCTBA MOOGUIBHOU CBS3U /JIsl OCYILECT-
BJIEHWS OHJIaWH TpaH3aKL Ul B UHTepHeTe OT UMEHHU «JleHEeXKHBIX MyJI0B». B HeKOTOpbIX
cay4yasix IPeCcTYNHUKHU MOJIb3YIOTCS CEpBUCAMU BUPTYaJbHbIX YacTHbIX ceTed (VPN),
KOTOpble 06ecreyrBalOT aHOHUMHOCTb [P-azpeca ncnosb3yeMoro ycrpoicrBa. B pe-
3yJIbTaTe peajibHOe reorpadguyeckoe MeCTOHAX0X/JeHre IPeCTYIIHHUKA, 0CYIeCTBJISAI0-
11ero TpaH3aKL UK, OCTAETCA COKPBITBIM.

Hctouynuk: FOAP
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YACTDb II: CNOXKHOCTU U NEPEAOBAA NPAKTUKA B COEPE
NPOTUBOAEUCTBMA OTMbIBAHUIO OXO40B OT ATAK
C UICNO/Ib3OBAHMEM NPOrPAMM-BbIMOIATE/EW

HopmaTtusHo-npasoBas 6a3a

28. [IpoyHast HOpMaTHUBHO-NPaBOBasi 6a3a CAYKUT PyHJAMEHTOM, I03BOJISIOLMM KOMIIe-
TEHTHbIM OpraHaM pa3pabaTbiBaTh 3P EeKTUBHYIO MOJUTUKY, HAllPaBJEHHYIO HA CHU-
>KeHHe PUCKOB, CBSI3aHHBIX C COBEpPLIEHUEM aTaK C MCI0Jb30BaHUEM NPOrpaMM-Bbl-
MorareJsied. B naHHOM pa3jiesie paccMaTpuBaeTcs akTyaabHOCTh CTaHgapToB PATO
IPUMEHHUTEJIBHO K: (1) KpUMHUHA/IM3alUM aTaK C UCIO0JIb30BaHUEM IPOrpaMM-BbIMO-
raTtejeil B KauyecTBe NpeAuKaTHOro npectrymiaenus s O/l; u (ii) peanusanuu npe-
BEHTHBHBIX Mep B COOTBETCTBYIOIHUX PETYJIHUPYEMBIX CEKTOPAX.

ATaKM C UICNoNb30BaHMEM NMPOrpamMmm-BbiIMOraTesien Kak npeguKkaTtHoe
npecrynneHue gna O[]

29. B 60JIBLIMHCTBE IPUCAUKLHUNA OTCYTCTBYET CHelMaJbHOe YroJ0BHOE 3aKOHO/ATe b-
CTBO, Kacamlleecsl aTaK C UCM0JIb30BaHUEM NporpaMM-BeIMoraTesieil. TeM He MeHee,
3TO B 1leJIOM He MellaeT I0PUCAUKIMAM OCYLIeCTB/IATb YTOJIOBHOE Npecse/joBaHue 3a
COBeplIeHMEe TAKUX aTaK KaK 3a NpeJMKaTHOe MpecTyIieHne’?.

30. Mudopmanus, nosyyeHHasi OT y4aCTHUKOB MIPOEKTA, YKa3bIBAET HA TO, YTO IOPUCIUK-
[UY, KaK IpaBUJIO, OCyLeCTBJSIIOT YyTOJOBHOE Mpecye/lOBaHHE 3a aTaKu C UCHOJIb-
30BaHMEM IPOrpaMM-BbIMOTaTe/ed, MPeIbsB/sAss OOBUHEHHS B BbIMOTATEeJbCTBE,
WM 6GoJiee 4acCTO KBATUPULIMPYIOT TaKHe aTaKU KaK KOMITbIOTEPHbIE PECTYIJIEHUS,
a MMEHHO MOBpPeXK/IeHUe TaHHbIX, IPOHUKHOBEHME HUJIU TOBPeXKIeHe KOMITbIOTEPHbIX
nporpamm u cucteM. B coorBeTcTBUM ¢ PekoMeHaanuit 3 @PATO ropucAUKIMN JODKHbI
YCTAHOBUTbD YTOJIOBHYIO OTBETCTBEHHOCTD 32 OTMbIBAHUE [IOXO/[OB OT MPECTYIJIEHUH,
CBSI3aHHBIX C BBIMOraTeJabCTBOM. COCTaB TaKUX NPECTYIJIEHUN KaK BbIMOTaTeJlbCTBO
yl06€eH TeM, YTO BbIMOTATEJbCTBO SIBJISIETCS YTOJIOBHO HaKa3yeMbIM JesTHUEM He3a-
BHCHUMO OT HCI0JIb3yEMbIX TEXHOJOTHN. A 3TO 03HAYAET, UYTO aTaKU C UCII0JIb30BAaHUEM
nporpaMM-BbIMOTraTesel, He3aBUCHMO OT POPM U METO/I0B HX OCYLI€CTBJIEHHS, TOATIa-
JIal0T 10/| IOHSITHE BbIMOTaTeJbCTBO. TeM IOpUCAUKIHSAM, KOTOPble NIPUMEHSIOT CTa-
ThU, Kacarolluecss BBIMOraTe JIbCTBa, /I yTOJI0BHOTO MpecjeloBaHus 32 COBEpIleHHe
aTaK C UCMOJIb30BaHUEM MPOrpaMM-BbIMOTraTe eH, CJielyeT 06eCeYnTh, YTOObI UX 3a-
KOHO/IaTeJIbCTBO M0O3BOJISIJIO KOMIIETEHTHBIM OpraHaM 3¢ (peKTUBHO paccie0BaTh U
BO3BpallaTh HE3aKOHHO IOJIyYeHHbIE BUPTYaJibHbIe aKTUBBI (CM. pasze 6).

31. B ominyMe OT BBIMOTaTe/IbCTBA, KOMIIBIOTEPHBIE NPECTYIJIEHUS He BOUJIM B MUHU-
MaJIbHBIN NepeyeHb MpeJUKAaTHBIX MPecTyIIeHuH, onpeaenéHHbid AT OpHako,
IIOX0>Ke, YTO 3TO He MelllaeT OCYLeCTBJIATb Ha NPAaKTHKe NpecjefloBaHHUe 32 OTMBbI-
BaHMe JI0XOZI0B OT COBepIIeHHd aTaK C MCIO0JIb30BaHUEM NpOrpaMM-BbIMOraTeJieH.
AHanu3 BbIOOPKYU IOPUCAMKL MU T0Ka3bIBAaET, YTO CTPAHbI, KOTOpbIe UCIOJb3YIOT CTa-
TbU YTOJIOBHOTO 3aKOHOJATE/bCTBA, Kacalwliydecss KOMIIbIOTEPHBIX NpPeCcTyIJIeHUH,
JLJIS Ipec/ieJloBaHUSA 3a COBeplleHMe aTaK C IpUMeHeHUeM NporpaMM-BbeIMOraTeJsie,
OTHOCSIT TaKHe aTaKH K MpeJUKATHbIM NPECTYIJIEHUM (JIM60 MyTEM BKJIIOUYEHHUS UX

3! BoJIbIIMHCTBO IOPUCAMKIMHA COOBIIMIIO, YTO OHM He BBEJIM YrOJIOBHYI0 OTBETCTBEHHOCTD 3 BBIIIATY MOTEPIEBIIMMH BbIKYTIA
3JI0yMbILIJIEHHHKAM, COBEPIIAOIIMM aTaK! C UCI0JIb30BaHUEM NIPOrpaMM-BbIMoraTesieil. [Ipy 3TOM B HEKOTOPBIX I0PUCIUKIUAX
HaCTOATeJbHO He PEKOMEH/IyIOT MOTePHeBIINM BbINJIA4MBATh BBIKYI IPECTYITHUKAM.

* CM. mepeveHb yCTaHOBJIEHHBIX KaTeropuii npectyrienui B [occapuu k Pekomenaanusam GAT.
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B IlepeveHb NPeUKATHbBIX PECTYIJIEHUH, IN60 B paMKax M0/X0/Ia, COTJIACHO KOTOPO-
My BCe NPeCTyIJIeHUs ABJASI0TCA npegukaTHbIiMU a1 O/]). B xoze maHHOTO Hccieno-
BaHMS HU O/IHA U3 IOPUCAUKIMH He COOOINMIA O MPo6JieMax, CBI3aHHbBIX C YTOJIOBHBIM
npecJjeZjoBaHUEM 3a OTMbIBaHHE JIOXO/I0B OT aTaK, COBEPIIEHHBIX C UCIIOJIb30BAaHHUEM
nporpaMmm-BbiMoraTesiel. TeM He MeHee, OPUCAUKITUAM CJie/lyeT 06ecledyuThb, YTOObI
BbIOpaHHAsh UMU CTaTbd JJisl MPebsBJeHNs] 06BUHEHUS B COBEPIIEHUU MpeaUKaT-
HOTr'0 NPEeCTYIJIEHUSI He OTPAaHUYMBaJa UX BO3MOXXHOCTH OCYLIECTBJISITH YTOJIOBHOE
npecJjieZjoBaHUe 32 OTMbIBaHHE JI0XO/JI0B OT aTakK C HCII0JIb30BaHWEM IPOTPaMM-BbI-
MorarTeJien.

NMpumeHeHMe NpeBeHTUBHbIX Mep B COOTBETCTBYHOLWMUX CEKTOpaXx

32. CornacHo Crangaptam PAT®, ropucAUKIUN JIOKHBI peaju30BbIBAThL Mephl JJisd
npejynpex/ieHuss OTMbIBaHUs [JIEHEr, U TaKHe Mepbl JOJDKHBI MPUMEHSThCH,
B TOM 4HcJje, PUHAHCOBBIMH YYPEXK/EHUSIMH, YCTAHOBJEHHBIMH He(HUHAHCOBBIMHU
npeAnpuaTusamMu u npodeccusmu (YHOPIII) u npoBaligepaMu ycayr B chepe BUP-
TyaJibHbIX aKTUBOB ([IYBA). Peanusanus sTux Mep obecrnedyuBaeT TO, YTO YKa3aH-
Hble CyO'beKThl IOHUMAIOT U CHUXKAIOT CBOU pUckHU O/]; NpUMeHSIIOT HaJl1exalue
Mepbl KOHTPOJIs, BKJII04Yasd UJIeHTUPUKAIIUI0 CBOUX KJAUEHTOB; U BbISIBJSIOT U CO-
06IIAIT O MOJ03PUTEJLHBIX ONEPALUSIX B COOTBETCTBUU C TpeboBaHUAMU Peko-
MeHganun 9 - 23 GATO.

33. Cy4eToM CBSI3U MeX /4y IPMMeHEeHHEM MPOrpaMM-BbIMOTaTe /el U BUPTYa/IbHbIMU aK-
THBaMHU, U3MeHeHUs U [oToHeHUs, BHecéHHbIe B CTanAapThl PAT® B 2018 roay g
pacnpocTpaHeHus 3TUX Mep Ha [IYBA, cTasv BaXKHBIM IaroM B yKpemJIeHU! IJ106a/1b-
Horo pexxuma [10[]/PT B nesnsix CHUKEHHUS] PUCKOB, UCXOAALIMX OT aTaK C UCMOJIb30-
BaHMeM IporpaMM-BbiMoraresei. OjHaKo, 10 COCTOSIHMIO Ha siHBapb 2023 roaa®?, us
86 opUCAUKIUH, NPOLIEILINX OLlEHKY Ha COOTBETCTBUE NepecMOTpeHHbIM CTaHAap-
TaM (T.e. PekoMeHgauuu 15), 63 ropucaukuuu (73%) noayduau pedTHHT «4acTUYHOe
COOTBETCTBUE» UJIU «HECOOTBETCTBHUE» 10 3TUM Tpeb6oBaHUAM?:. U ToIbKO OfiHA U3
86 IPUCAVKIMH MTOJTyYrIa PEUTHUHT «IT0JIHOE COOTBETCTBHE» 110 Pe3yJIbTaTaM B3aUM-
HOM OI|€HKHU.

34. YuuTbIBas YMCJIO IOPUCAUKLUH, IPOLIEAIIMX OLEHKY Ha COOTBETCTBUE TePECMOTpPEH-
HOH PexkoMeHgauuu 15, ykazanHble IU}pPbI ¢ GOJIBLION BEPOSATHOCTHIO OTPAXKAIOT
MI0JIO’KEeHHeE JieJ1 BO BCeX OCTaJIbHbIX IPUCAUKIHUAX-4/eHaxX IJ106anbHoN ceTu PATO.
JTa olLleHKa TakXe NOATBepxKJaeTcsd pesyabraTaMu onpoca PAT®, nposeséHHOrO
B MapTe 2022 roza, corziacHo koTtopoMy B 2022 rofy MeHee 4eM IOJIOBHHA PECIIOH-
JIeHTOB HMeJIM PEXUM JIMLEH3UPOBAHUS UM PerUCcTpali BUPTYaJbHbIX aKTHBOB U
[IYBA. TakuM 06pa3oM, y 60JIbIIMHCTBA IOPUCAUKLUHI, BEPOSTHO, UMEITCS MPo6esibl
Y HeZIOCTAaTKHU B BBINOJIHEHUH MPOBaiiiepaMu yciayT B cdepe BUPTYaJbHbIX aKTUBOB
o6s3aTesbeTB B chepe [10/]/PT, B ToM yncie B 4acTH, Kacarolleicsa uaeHTUPUKaLUU
KJIMEHTOB U HallpaBJleHHUsl COOOIeHNH 0 N003pUTe/bHBIX onlepalusax. [I[puHuMas Bo
BHHMMaHHe TPaHCTPaHWYHbIA XapaKTep BUPTYaJbHbIX aKTUBOB, BAXKHO, UYTOObI IOpHUC-
JUKIMU-4JIeHbl TJ106a/1bHON ceTu PATD yckopeHHBIMU TeMIIaMH 06EeCHeYru Bbl-
noJsiHeHUe TpeboBaHui PekomeHganuu 15 (B ToM 4ucie, TpeG0BaHUSA, KaCAOIHECS
TaK Ha3bIBA€MOT0 «J[OPOXKHOT'0 IIPABUJIA»).

* CM. cBOiHbIE PEHTHHIHM MO pesy/ibTaTaM B3aMMHBIX OLleHOK, I0KyMEHT JIOCTYTeH Mo aapecy: www.fatfgafi.org/en/publications/

Mutualevaluations/Assessment-ratings.html. O6pamjaem Baile BHUMaHHe Ha TO, YTO He BCE IOPUCAUKIMY MTPOLIM OLEHKY Ha CO-
otBeTcTBHEe PekoMeHaanuu 15 ¢ Mcno/ib30BaHHEM epeCMOTPEHHOI MeTo/0J10THH.

34 . o .. o
IJTOT aHa/IM3 OCHOBAH HA OTYETAX O B3aHMHOM OLl€HKEe U 0THEeTax O nporpecce pruCAUKIKWH, KOTOPbIe IMMPOLIJIX OLLeHKY Ha COOT-
BeTCcTBUe PekoMeHJanuu 15 c ucnosib3oBaHuEM HEPECMOTPEHHOﬁ MeToposiorumu.
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IIpeaiaraembie Mepbl

IOpucauKIusaM ciieJlyeT B yCKOPEHHOM MOpsiJiKe 06eCeYrTh Co6JII0/ieHre Tpe6oBa-
HUM cooTBeTcTBYOIUX CTangapToB PAT®, kacarimuxcsa cektopa [IYBA, nyTém pea-
JIN3AI[UM NTOJI0’KeHU U PekoMeHjanuu 15 (BKJIl0Yasi TAaK HAa3bIBAEMOE «IOPOXKHOE Tpa-
BHUJIO») B MaKCUMaJIbHO C}KaThble CPOKU. ITO 06ECIIEYUT BhINIOJTHEHHE MTPOBaliepaMu
yCJIyT B chepe BUPTyaTbHbIX aKTHBOB HEOOXOAMMBbIX 00513aTeIbCcTB B chepe [10/1 /DT,
KacamwlIuxcs cbopa KpUTHIECKH BaXKHOW GUHAHCOBOU MHPOPMAIIUU U HalpaBJIeHUs
COOOIIEHUH 0 MOI03PUTEBHBIX ONEepPaIUSX.

HOpucaUKIUsAM cielyeT 06eCIIEYUTD, YTOODI 33 aTaKH C MCII0JIb30BaHUEM IPOTrPaMM-BbI-
MoraTeJiel 6bljIa YCTaHOBJIEHA YTOJIOBHASI OTBETCTBEHHOCTD M UTOObI TAKKE JIesTHUSI KBa-
JIMGUIIMPOBAIMCh KaK MPeMKATHbIE MPECTYIJIEHUS JIJIs OTMbIBAHUS JieHer (HanpuMep,
KaK O/IH U3 BU/IOB BbIMOTaTeJIbCTBA) B COOTBETCTBUU ¢ PekomeHmanueit 3 GATO.

BbiaBneHne n uHpopmmupoBaHue

35.

36.

[lo npyyMHe Hax0XKJeHUs NPeCTYIHUKOB, COBEPLIAIOIMX aTaKX C UCII0JIb30BaHUEM IIPO-
rpaMM-BbIMOraTesiell, B pa3HbIX reorpaduuecKux peruoHax, a Takke BBU/Ly LIMPOKOTO
CIIEKTpa METO/0B, TPUMEHSIEMbIX UMHU [IJIsI JIeTa/In3alMy IPECTYNHbIX I0X0/I0B, U TEKY-
IMX 0COOEHHOCTEH OCYyLeCTBIeHHs aTaK C UCI0JIb30BaHHEM IPOrpaMM-BbIMoOraTe/iei
(o 4ém roeopusiock B YacTH | BblllIe), TPYAHO OLEeHUTH MaciiTab GUHAHCOBBIX IOTOKOB,
CBSI3aHHBIX C 3TUM fIBJIeHUeM. B 60JIbIIMHCTBe I0PUCAUKLMN BJIaCTH NO-IIpeXHEMY I10-
JIy4aloT CO0bLeHHsI He 060 BCceX COBeplLIaeMbIX aTakaX € UCN0Jb30BaHUEM MIPOrpaMM-
BbIMOTraTeJsIel, YTO 3aTPyHSIET MOJyYeHUe MTOJHONW KapTHHbl GUHAHCOBBIX JJOXOJI0B U
($HHAHCOBBIX MOTOKOB, CBSI3aHHbIX C TPUMEHEHNEM IPOrpaMM-BbIMOraTesel.

JddexTHBHOE BbIsIBJIEHHE U UHPOPMHUPOBAHHE O TAKUX CJAYYasIX SIBJSETCS OCHOBOU
JU1s1 IPOBeJleHUsl yclellHbIXx GUHAHCOBBIX paccieZloBaHUH (cM. paszen 6 Huxke). Ha
OCHOBAHMHM OIbITA WPUCAUKIUNA U NPeOCTaBJIEHHbBIX IPUMEPOB e MOXKHO BbIJe-
JIUTBb J1Ba OCHOBHBIX UCTOYHHMKA /1JIf1 BbISIBJIEHUS] PUHAHCOBBIX I0TOKOB, CBSI3aHHBIX C
IpoBeJleHWeM aTakK C UCNO0JIb30BaHUEM NPOrpaMM-BbIMOraTe e, a UMEHHO CO06l1ie-
HUs 0 ToZ03pUTebHbIX onepanusx (CI10) u coobieHus, mocTynarlie oT oTepneB-
mwux. B JaHHOM pasjesie paccMaTpPUBAIOTCA TPYAHOCTH U NepeioBasi IPAaKTHUKa, Kaca-
I0L1asicsl 0XBaTa Tpeb6oBaHUSAMU 0 HanpaBJieHUH CIIO; BbIsiBJIeHUs O03PUTENBHBIX
onepanyy; CTUMY/JIMPOBAHUS OTEPIEBIINX COOOLIATh 00 aTakax; U Jpyrux UCTOYHU-
KOB MHGOpPMaLUH /15 BbIsIBJIeHUS TaKUX aTakK.

OxBaT 06A3aTenbcTBaMu, Kacaowmmmca Hanpasnenua CNO

37.

38.

KoMmneTeHTHbIe opraHbl MKUPOKO ucnoab3ytoT CIIO jJis BbisiBJeHUS aTakK, COBeplla-
eMbIX C TPUMEHEHUEM [IPOrpaMM-BbIMOTATE/IEN, @ TAK)KE B KAUeCTBE HCTOYHUKA UH-
dopmaLuu B X0/ie NPOBEeJleHUsI paccie/joBaHMNA. Ha ceroAHsALIHUNI ieHb OAABJISIO-
mee 60pKMHCTBO CIIO, KacarmuXcs BbIMJIAT BbIKYIA B pe3yJIbTaTe OCYIeCTBIEHUS
aTakK C UCII0JIb30BaHKEM MPOTpaMM-BbIMoraTesiel, nocrymnaet oT [IYBA u 6aHKOB.

B kauyecTBe JOMOJHUTENbHBIX TOTEHIIUAIbHBIX UCTOYHUKOB HHPOPMAIWH /15 BbISIBJIE-
HUS He3aKOHHBIX JI0XO/|0B, 10JIy4YaeMbIX B pe3y/IbTaTe COBepLIEHNS aTaK C IPUMEHEeHU-
€M MporpaMM-BbIMOraTeJsield, He60JIbLIOe YUCJI0 IPUCAUKIIUEN YKa3ald Ha CEKTOPHI, Ha
KOTOpbIe, KaK MPaBUJIO, HE PacpocTpaHstoTcs obsi3aTesbeTBa B chepe [0/ /DT. Ctumy-
JINPOBaHUEe WM BBeJleHUe TPpeOOBaHUH /Il YYaCTHUKOB TaKHUX HETPAIUIIMOHHBIX CEK-
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TOPOB HAIlPABJIATb COO6H_leHI/IH 0 IMOZJ03PUTEJIbHBIX OllepaluAX MOKET OKa3aTbCA I10J1e3-
HBbIM, OCO6€HHO, Koraa Cy6’b€KTbI 3THUX CEKTOPOB HAIIPAMYH0 Y44CTBYIOT B p€aruipoBaHr
Ha aTaKH C IpUMEHEHHUEM HpOFpaMM-BbIMOFaTe.ﬂeﬁ OT KUMEHH CBOMX KJIMEHTOB.

39. Hampumep, y4acTHHUKHU 60JIe€ IMPOKOT0 CEKTOPA CTPAXOBAHUSL, B YaCTHOCTH, YUPEXKEHHUS,
3aHUMAIOLIMECS CTPAXOBAHUEM OT KUOEPBBIMOraTeIbCTBA U KUGEPPHCKOB, MOTYT pacIio-
JlaraTb MHpoOpMal1el, HenmocpeCTBEHHO Kacarollelcs aTak ¢ IpUMeHeHHueM NporpaMM-
BbIMOrareJiel, B c/Iy4asix, KOI/ia 3aCTpaxoBaHHbIe OT KUOGEePPHCKOB KJIMEHThI 06palialoTCs
K HUM C TpeGOBaHHMEM O BbIIJIATe CTPAXOBOro Bo3MellieHusl. Takre cyObeKThI He o/1a/ja-
10T 1oz chopmysiipoBaHHoe PATO onpesnesieHne «UHAHCOBBIX YUPEKIEHUI», KOTOPOE
OXBaTbIBAET TOJIbKO aH/IEPPANTHUHT U pa3MellieHHe MOJIMCOB CTPAaXOBaHUS )KU3HU U MHBIX
CTPAXOBBIX OJIMCOB, CBAI3aHHBIX C UHBECTUIMSIMU. OJHAKO B pE3yJIbTaTE B3AUMO/IENCTBHS
C IIpeJICTaBUTEJIIMU 3TOTO CEKTOpa /JIl CTUMYJIMPOBaHUs UM BBeJleHUs] TPeOOBaHUH 0O
HanpaBJ/IeHUH COOOILEHUM, HEKOTOpble IOPUCAMKLIMY YBU/IEJIU B 3TOM HEKOTOPBIN Ha-
YaJIbHBIM NOJIOKUTEIbHBIN CABUT B YaCTH YBEJIMYEHHS KOJIMYECTBA COOGILEHHH 0 coBep-
IIaeMbIX aTaKax C MCMOJIb30BAaHUEM NTPOrPaMM-BbIMOTraTe/ €N 1 BbIIJIATE BBIKYIIA.

BcTtaBka 8: llesieBast uHPOpPpMaLIMOHHO-PA3bsACHUTE/IbHAA pa6b0Ta B CEKTOpe
CTpaxOBaHMA AJIsl NOBbILIEHUS KOJIMYECTBA HaNPaBJisieMbIX COOOILeHU 06
aTakax C MUCN0Jib30BaHUEM NPOrpaMM-BbIMOraTejaen

Bo ®paHuuu Ha cyO'beKThl CEKTOPA CTPAXOBaHUS, OTIMYHOTO OT CTPAaXOBaHHUS KU3HH,
pacnpoctpaHsitoTcs Tpe6oBaHus B chepe [10/]/DPT. B 2021 roay B aTOM ceKTope 6Gblia
npoBeJieHa MHPOPMALMOHHO-Pa3bsICHUTEbHAs paboTa B paMKax CllelMaJbHO CO3/JaH-
HBbIX Pa6o4MX I'PYIMI, B COCTaB KOTOPBIX BOIJIU NMPeACTABUTENU FOCYAAPCTBEHHOIO U
4acTHOTO ceKTopa. lles1blo 3THX pa6oyuX Py ABUJIOCH U3y4YeHHEe BO3MOXKHOCTH CTpa-
XOBaHHUA OT KUOEePPUCKOB, a TaKXKe MOBbIIIeHHe YCTOMYMBOCTH KOMIIAHUH K KHbGepaTa-
KaM. [JIaBHBIM pe3y/ibTaTOM paboThl, IPOBEAEHHON 3TUMU Pa6OYUMU I'PyHIIaMHU, CTaJIO
ony6JMKOBaHME OTYETA', B KOTOPOM, IOMHUMO BCETO MPOYEro, COLEPXKUTCSA 0630pP 3BO-
Jonun puckoB 0/l, cBS3aHHBIX C aTaKaMH C IPUMEHEHWEM IPOTpaMM-BbIMOTraTeNeH, a
TakKke 06513aTesbCcTB B chepe [10/]/DPT u nepesoBoil NpaKTHUKU, KaCAKIIENCs BbITJIATHI
BbIKYTIa U OC/eYIOIero CTPax0BOro BO3MellleHHUs.

[Tocsie aToro YnpaJ/ieHre 10 NpyAeHMaJIbHOMY HaZl30pY U pa3pelleHuIo ciopoB PpaH-
[[MH POBEJIO aHAJIN3 CTPAXOBbIX KOMIIAHUH, B TOM YHCJIE B XO/l€ BbI€3JHbIX HAZI30PHBIX
npoBepok. [lo pe3ysbTaTaM 3TOro aHaju3a YmpaBJieHHe HAllOMHHJIO PeTyJIHpPyeEMbIM
cybbekTaM 06 ux o6s3aTenbcTBax B chepe [10/]/PT npu okazaHUU TaKUX YCAYT, B TOM
4yycJjie 0 He06XOJUMOCTH MOHUTOPHUHTA U MOJIyYeHUSI COOTBETCTBYIOIEH pUHAHCOBOU
nHdopManuu (0CO6GeHHO /IS OTCJIEXKUBAHUS MJIATEXKEN ).

C Toro BpeMeHHU YIpaB/ieHUe pasBeJKU U NPOTUBOAENCTBUSA NOANOJIbHBIM QUHAHCO-
BbIM cxeMaM (TRACFIN) ®paHiuu oTMe4yaeT poCT KoJMyecTBa HampaBJsgeMbix CIIO,
KaCalwIUXCS BBINJIAThI BbIKYIla B pe3y/bTaTe aTaK C UCI0JIb30BaHUEM NPOrpaMM-Bbl-
MorateJsiel, ¢ 19 cooburenust B 2019 roay u 28 coobmenuii B 2020 roay go 66 coobiie-
HUH, nonydyeHHbIX B 2021 roay. Takoe yBesinueHue yncsaa coobieHui B 2021 rogy 6b110
YaCTUYHO JOCTUTHYTO 3a CYET OJHOM CTpaxOBOW KOMIAHWH, OJHAKO, 06llee KoJHUye-
CTBO COOOILeHNH ABJIAETCA I0Ka HEeJOCTAaTOYHBIM JIJI1 TOTO, YTOOBI les1aTh KaKrhe-1160
BbIBO/bl MJIU 3aKJIIOYEHHUS.

UcTounuk: Opannus

! JloKyMeHT J{oCTyIIeH Ha GpaHILy3CcKOM si3bIKe [0 ajpecy: wwwhbanque-france.fr/sites/default/files/rapport 45 _fpdf
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40. KoMnaHuM 1o pearMpoBaHUIO HAa MHLUJEHTbI TaKKe UMEIT JOCTYI K aKTyaJbHOH
MHpOpMaLuy, Kacarollleics coBepllieHusl aTak C UCI0JIb30BaHUEM IPOrpaMM-BbIMO-
raTejiedl U BbIIJIAThI BbIKyna. Hanpumep, KoMnaHuy no LuppoBol KpUMHUHAIUCTUKE
Y pearupoBaHMI0O HAa MHLMJAEHTHI, a TAKXKe I0purdeckrue GUPMbl IOMOralT MOTep-
NeBIIMM pearupoBaTh Ha aTaK{, COBepllaeMble C UCI0JIb30BaHUEM IIPOrpaMM-BbIMO-
ratesiedl. OHM MOT'YT COZleMICTBOBATb OPraHU3alluM BBIIJIAThl BbIKyIa KUOEpIpecTyIl-
HUKaM IIyTeM 00Cy»JieHHs pa3Mepa BblKyIa, ooMeHa GUaTHOM Ba/IOThI KJIMEHTOB Ha
BUPTYaJIbHble aKTUBbI U NlepeBojia CPe/CTB Ha CYeTa, KOHTPOJIMpyeMble PeCcTyIHU-
kaMu. CTUMYJIMpOBaHUE WJIM BBeJleHUe TpebOBaHUH [Jisl CyO'beKTOB 3TOr'0 CEKTOpaA O
HanpaBJIEHUH COOTBETCTBYIOIIMX COOOIIEHUH 03BOJISIET CBOEBPEMEHHO BBISIBJISTD U
MHGOPMUPOBATH O COBEPLIEHUH aTaK C IPUMeHeHHeM NIporpaMM-BbIMoraTeJsiel, 0co-
6EeHHO C Y4ETOM TOrO, 4YTO KJIMEHTHI, BEPOSITHO, B IEPBYI0 0Yepe/ b COOOILAIOT 06 aTa-
KaX 3TUM CyO'beKTaM (MHOrJa JjaXe paHblie, 4eM 00paTATCs B IPAaBOOXPaHUTE/IbHbIE
opraHbl). B 3aBucuMocTU OT 6M3Hec-Mo/eiel U peJoCcTaB/sieMbIX YCJAYT 3TU KOMIa-
HUM MOTYT IOJANaAATh noj onpeaeaeHue [IYBA (M cOOTBETCTBEHHO Ha HUX MOTYT pac-
npocTpaHATbces TpeboBaHus B chepe [10/1/PT u o6513aTenbeTBa o HanpassieHuu CI10),
€CJIM OHU OCYIIeCTBJISIOT B KaueCcTBe NIpeJIIPUHAMATebCKOUN 1eATeJIbHOCTH AJI1 WU
OT MMEeHH Jipyroro GU3n4ecKoro Uiv PUANIECKOro JULA 0OMeH BUPTYaIbHbIX aKTH-
BOB Ha Jipyrue BUPTyaJibHble aKTUBbI WK GUATHYIO BAJIIOTY; IIepeBO/, BUPTYaJbHbIX
aKTUBOB; WU XpaHeHHe UM a[IMUHUCTPUPOBaHHE BUPTYaIbHbIX aKTHBOB.

BcraBka 9: Pery/impoBaHue AeATeJIbHOCTH KOMIIAaHUH 10 [ PpoBOM
KPMMUHA/IMCTHUKE U pearupoBaHuIo Ha UHIUAeHTHI (LIKPH)

Komnanuu no [IKPH, a Takxke KOMIAaHUU MO CTPAaXOBAaHUIO OT KUOEPPHCKOB B XOJie
OKa3aHUd yCJIyr MOTLYT OKa3blBaThb COJENCTBHE MOTEpHEeBIIMM B pe3yJbTaTe aTak
C UCNI0JIb30BAaHWEM NpPOrpaMM-BbIMOraTesiel, Clioco6CTBYs BhlliaTe Bbikyna. B 2020 u
2021 ropax CeTb 1o 60pbbe ¢ puHaHCOBbIMU NpecTymiaeHusiMu — FinCEN (TTOP CIIIA)
pa3bsCHUJIA B CBOUMX HHPOPMAI[MOHHBIX MUCbMAaX', KACAIOIMXCS aTAK C UCIOJIb30BaHU-
eM MporpaMM-BbIMOraTeJsiel, YTo, B 3aBUCUMOCTU OT PAaKTOB U 0OCTOATENBLCTB, TaKast
JleATEeIbHOCTh MOXET KBaIUPUIIUPOBATHCA KaK NepeBo/, AeHer. Cy6beKThI, OCYIIeCT-
BJISIIOLIME ONlepaliMy Mo NepeBOAY JAeHEeXKHbIX CpeJCTB, 06513aHbl 3apeTUCTPUPOBATHCS
B KauecTBe NPOBAWJEPOB JAEHEXKHBIX YCJAYT, U HA HUX PacHpOCTPAHSIOTCSA 06s3aTeb-
ctBa B cdepe [10/]/DPT. B aTux HHGOPMAIMOHHBIX MHUCbMaX TaKKe COZep>KaTCs JaHHbIE
0 HaCTOPaXXMBAWIMX NPU3HAKaX U NPU3HAKaX BBINJIATHI BbIKYINA U APYTUX IJIaTEXeEH,
CBSI3aHHBIX C aTaKaMU C IpUMeHeHUEM MporpamMM-BbeiMoraTeseil. Takasg nHpopmanus
NPUBOAUTCA AJis1 cBeJeHUus koMnaHuu no LIKPU u koMnaHu# o cTpaxoBaHUIO OT KHU-
6EeppUCKOB C TeM, YTOObI IOMOYb UM B BbISIBJIEHUH NIOL03PUTENbHOU e TEeJbHOCTH U B
HalpaBJIeHUH COOOLIEHUN O MOL03pUTebHOH AesTeabHocTH (CIT/).

3a nepBhle wecTb MecsAleB 2021 roga ot komnanui no UKPH, Haxoasauuxca Ha Teppu-
Topuu CIIA, nocTtynuio npuMepHo 63 npoueHTa OT Bcex noaydeHHbix CI1/l, kacaBmux-
Cs1 aTaK C MCM0JIb30BaHUEM MPOrpaMM-BbIMoraTesiei?. 061ee KOJUIECTBO COOBIIEHHUH,
CBSI3aHHBIX C aTaKaMHU C IPMMEHEHHEM IIPOrpaMM-BbIMOraTe /eN, MOJydYeHHbIX aMepU-
kaHckuM [IOP B 2021 ropy, Tak:ke BbIpocjo Ha 188 mpoieHToB. 3TU COOOILEHUs MO-
MOTJIM aMepuKaHCKOMY [IOP BbIIBUTH CXeMbl U NPOAHAIU3UPOBATH TEHJAEHIIUU AJIs
COMleNCTBUSA OOIIEroCy/IapCTBEHHBIM YCUJIUSAM, HAallpPaBJEHHBIM Ha NpeAylpexjeHue
U IpecevyeHUe aTaK C UCI0JIb30BaHUEM MporpaMM-BbiMorartesieil. Hanpumep, aHanus,
npoBeAéHHbIN amepukaHCKUM [I®PP 3a Bech 2021 roj, mokasas, YTO aTaKU C UCIOJIb-
30BaHMEM MNpPOrpaMM-BbIMOraTesjel MPOAOJ/KAIOT MNPEACTABJATb CEPbE3HYI0 YTPo3y
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JLJI1 CBKTOPOB KPUTHUYECKHU BaXKHOM HHPPACTPYKTYpPbl, KOMMeEPUYECKUM NpeSNpUATUAM
v rpaxgaHaM CIIA. Kpome Toro, aHa/iu3 yKka3blBaeT Ha TO, YTO BEPCUU IPOrpaMM-BbI-
MorareJiel, cBsi3aHHbIe ¢ Poccuel, NCMO/Ib30BaJUCh B OOJBLIMHCTBE aTaK, 0 KOTOPbIX
NOCTYNUJIM COOOLIEHHS, U HAa UX J0JII0 MPULLIOCh 69 MPOIEeHTOB yiiep6a, HAHECEHHOT O
aTaKaMH, a Tak»ke 75 MPOIeHTOB aTaK, COBEPIIEHHBIX BO BTOpO# mosioBuHe 2021 rozga®.

Uctounuk: CIIA

[IpuMedanusa:

! JIoKyMeHT Z0CTYTIeH Ha GPaHIly3CKOM sI3bIKe M0 azipecy: wwwbanque-france.fr/sites/default/files/rapport 45 _fpdf
* CM. aHa/IM3 GUHAHCOBBIX TEH/IEHIMH, TpoBeAeHHbIN CeThbio FinCEN, I0KyMeHT JOCTYIIEH T10 afipecy: www.fincen.gov/
sites/default/files/2021- 10/Financial%20Trend%20Analysis Ransomware%20508%20FINAL.pdf.

* CM. aHa/IM3 GUHAHCOBBIX TEHEHIMH, TpoBejeHHbIN CeThio FinCEN, 0KyMeHT J0CTYIIEH 1o azpecy: www.fincen.gov/

sites/default/files/2022- 11 /Financial%20Trend%?20Analysis Ransomware%20FTA%202 508%20FINAL.pdf.

41. Bcé BpllIecKa3aHHOE HAIVISZHO MOKa3bIBaeT M0JIe3HOCTb CTUMY/IMPOBAHUS WM BBe-
JleHUsl Tpe6oBaHUH, KacalolMXCs HallpaBJeHUs COOOLEHUH, /ISl LIMPOKOIo Kpyra He-
TPaJULMOHHBIX OJJOTYETHBIX CYO'bEKTOB C yUETOM PUCKOB U 06LIel CUTyaluy. ITO
MO3BOJISIET MOJy4yaTb UHPOPMALMIO O MOJO3PUTENbHON JeATeJbHOCTH OT Pas3HBIX
CEeKTOPOB M pacCMaTpUBaTh €€ Mo/, pa3HbIMM YIJIaMH, YTO pacliMpsieT BO3MOKHOCTH
roCy/JapCTBEHHbIX OPTraHOB 110 BbISIBJIEHUIO HEU3BECTHBIX C/Iy4aeB aTak MyTéM c6opa
BOE/IMHO CBeJIeHUH, TOCTYNAIIUX U3 Pa3JIMYHBIX CEKTOPOB.

Mepbl no nosbiweHUto 3¢ PeKTUBHOCTU BbiABNEHUA NOA03PUTENBHBIX onepauunii

42. OpUCAUMKIMY NPU3HAKT TOT GAKT, YTO B LIEJIOM MOCTYMAIOINE CBEJEHUS O MOJ0-
3pUTEJIbHON JeSITeJIbHOCTH, CBSI3aHHOM C aTakaMH C MCIOJIb30BaHHMEM IpPOrpaMM-
BbIMOTaTeJiel, BEPOSITHO, SIBJSIOTCS HENOJIHBIMU BO BcCex ceKTopaX. CJI0KHOCTHU
B BbISIBJIEHUU TaKOU JeATEeJbHOCTU MOTYT BO3HUKATh BCJEACTBUE reorpadpuyecku
JlelleHTPaJIM30BaHHOT0 XapaKTepa NPeCcTyNHbIX FPYNIHPOBOK, COBEPILAOLIHUX aTaKU
C IpUMeHeHHEeM NPOrpaMM-BbIMOraTesied, 60JbIIOT0 KOJUYECTBA Pa3HbIX MPECTYI-
HbIX 3JIEMEHTOB, y4aCTBYIOLUX B TAKUX aTaKax, a TaK)Ke IPUMEHEHU S Pa3HbIX CIIOCO-
060B K METO/I0B OTMbIBAHHUS J10X0/0B. [IpecTaBUTE/IM HU OJJHOTO CEKTOPA HE MOTYT
BU/IETb NNOJTHOU KapTHHBL.

43. Jlnis MOBBINIEHUs] KOJIMYECTBA M KavyecTBa COOOIEHUH, HAalpaBJ/seMbIX peryaupye-
MBIMHU CyO'beKTaMH, a TaKXKe /Jis1 60Jiee 3G PEeKTUBHOTO BbISIBJIEHUS aTaK IOPUCAUK-
[[UU UCNOJb3YIOT pa3Hble METO/bI, TAKHE KaK B3aUMO/J|eICTBHE C YaCTHBIM CEKTOPOM,
dopMHUpoBaHHeE CIIKCKA HACTOPAXKMBAIOIIMX IPU3HAKOB U PyKOBO/CTB 10 BbISIBJIEHUIO
MO/I03PUTEJILHOU J1eITeJIbHOCTU U UX paclpocTpaHeHHe (Takxe cM. mozapasjen 8.3
HUXKe).
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BcraBka 10: PykoBoacTBO YnpasyieHus U3pauiia no npeaoTBpalieHUIo
OTMbIBaHMA AeHer U PMHaHCUPOBaHUsA Teppopu3Ma (YpaB/ieHue no
10 /®T), kacawiueecs aTak C MCIOJIb30BAaHHMEM NPOrpaMM-BbIMOraTesien

YnpaBJieHue MO IpeJOoTBPalleHUI0 OTMbIBAHHUS JleHer U GUHAHCUPOBAHUSI TeppPOpU3Ma
(II®P Uspauss) npoBesio cTpaTernyecKU aHaau3 COOOIeHUH 0 HeOObIYHOH JledaTe lb-
HOCTH /1151 OTIpe/iesIeHUs] XapaKTePUCTHK OllepaliMi, KacalolMXcs OIJIaThl BbIKYIA B pe-
3yJIbTaTe COBEPILEHUS aTaK C MCI0JIb30BaHUEM IPOrpaMM-BbIMOraTe ieil. ITo BKIIOYaI0
MHQOpMaLHIO 0 YACTOTE aTaK, BUJIaX OpraHU3aluH, B OTHOIIEHUH KOTOPBIX OCYIeCTBJISA-
JIUCh aTaKH, 0 pa3Mepe BbIIIJIaY€HHOT0 BbIKYIIa, BUJAX UCI0/b30BaABLIMNXCS BUPTYaIbHBIX
AKTHBOB U y4aCTHs TPETbUX CTOPOH B 3TOM npolecce. [1o uToram aToi paboThl 6bLIO BbI-
nyuieHo PyKoBOACTBO, Kacatoleecs: aTak C MCM0JIb30BaHMEM IpOrpaMM-BbIMoraTesiel, B
KOTOPOM NpUBeJIeHbl HACTOPA)KHUBAIOLIMe NPU3HAKU U IPUMeEPHI Aies1. PYKOBOACTBO 661110
pa3mMeleHo Ha BeGcaiiTe YipaB/ieHUs1' U pa30CJaHO BCEM COOTBETCTBYIOIIUM MOAOTYET-
HbIM CyO'bEKTaM, a TaKKe ObLJ BbINYIeH 0QUIUAIbHbBIN PeCcCc-pesus.

KpoMe Toro, pe3y/sbTaTbl 3TOTO UCCJIe[0BaHUsl ObLJIM HEOJAHOKPATHO NpeJCTaBJIEHBI
Ha ny6Ju4HbIX GopyMax U npodeccuoHaNbHbIXx KoHpepeHnuax. [lybaukanusa Pyko-
BOJICTBA CIOCOGCTBOBAJIA, IOMHUMO BCETO IPOYEro, pa3BUTHUIO B3aUMOJ€HCTBUSA C Ipe/-
CTAaBUTEJISIMU U3PAUJIbCKUX KOMIIAHUH 110 pearnpoBaHWI0 Ha UHLU/EHTBI, YTO, B CBOIO
oYepeb, CIOCOGCTBOBAJIO JAAJbHEHIIEMY PACIIMPEHHI0 3TUX OTHOIIEHUH U MOHUCKY
BO3MOXKHOCTEH /Il COTPYAHUYECTBA U 06MeHa HHPOPMaIUeH B OYAYIIEM.

Hctouynuk: U3panib

! IOKyMeHT [JOCTYTIEH TOJIbKO Ha UBPHUTE 110 agpecy: www.gov.il/BlobFolder/dynami
ologyransomware-impa-140222 /he /professionaldocs_red flags ology ransomware_impa_140222.pdf

44. B 60/bIINHCTBE cay4yaeB, korga oT [IYBA nmocTynaloT coob1ieH s 0 M0/103PUTENbHbIX
olepalnusx, KacarllUXcs aTak C UCI0JIb30BaHUEM IpOrpaMM-BbIMoOraTeJiel, TaKue co-
006LIeHNs HaNpaBJISIIOTCA B CBSI3U C MNO03PEHUSMHU B TOM, YTO BUPTYaJIbHble aKTHBBI
npuo6GpeTaNrCh B LeJisAX OIJIAThl BbIKyNa. [10/1e3HbIMH MHJWKATOpPaMH, HA KOTOPbIE
noJiaratotcsa [IYBA npy HanpaB/ieHUH COOOILeHUH, AABJAIOTCA CleAyloliye: 3asBJIeHNUs
OT NOTepneBIIMX NpU obpaueHnu K [IYBA; BUpTya/bHble aKTHBbI IPUOOPETAIOTCS
M3BECTHOM KOMIIaHMEeN N0 pearMpoBaHMUI0 HAa MHLMUJEHTbI; UCIOJIHSIEMbIE IIJIaTEXU
NpsIMO WJIM KOCBEHHO CBsI3aHbI C aZlpecoM KollesibKa BUPTYaJbHbIX aKTUBOB, Ha KO-
TOPBIF 10 pe3ysbTaTaM 0JI0KYeHH-aHa/IN3a, BEPOSITHO, MOXET NEPEBOAUTHCS BBIKYI
B pe3y/ibTaTe COBeplLIEeHUs aTaK C MCIOJb30BaHHWEM INporpaMMm-BbiMoraresieid. Ilo-
cKkosibKy IIYBA BBICTYNalOT B KayeCTBe NPSMOTro NOCPeJHHKA NPH OCYLeCTBJIEHUU
IJIATEXKHBIX Ollepaliui C IeJIbl0 OMJIAaThl BBIKYNA, OHU SIBJISIOTCA OCHOBHBIMM OTIIpa-
BuTesisiMU CI10 o0 He3aKOHHBIX GUHAHCOBBIX IOTOKAX, CBI3aHHBIX C IPOrpaMMaMu-Bbl-
MoraTtesssMu. ObpalaeM Ballle BHUMaHUe Ha JJOKYMeHT «[Ipomusodeticmsue ucno.is-
308QHUK NPO2PAMM-B8bIMO2ameiell: NOMEHYUAAbHbIE NPUSHAKU PUCKA», B KOTOPOM
COJZIEPKUTCA NepedyeHb COOTBETCTBYOILUX IPU3HAKOB PHCKA, KOTOPble MOTYT UCIOJIb-
30BaTh [IYBA B cBoeli e Te/IbHOCTH.
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BcraBka 11: YyacTvue KOMIAHUM IO YIIPaBJIEHUI0 KPU3UCHBIMHUA
CUTyaLlUsIMU

YnpaBJsienue M3pausisi o npeAoTBpaLeHUI0 OTMbIBaHUA JeHer U GUHAHCHPOBaHUS Tep-
popusMa nosyyusao CII0 oT u3pauibcKoro npopamnjiepa ycayr B chepe BUPTYaJbHbIX aK-
THUBOB. ITO COOOLIEHHE KAaCcaJ0Ch KOMIIAHUH MO YIPaBJEHHIO0 KPU3UCHBIMHU CUTYALUSIMHU
(Mo pearnpoBaHUIO Ha MHLUEHTHI), KOTOpas Mpro6pesia BUPTyaJbHble aKTUBBI (CTOM-
MOCTb KOTOPBIX COCTaBJIfAIA eCATKU ThICAY [,0J171apOB HA TOM MOMEHT) C HAMepeHUeM HC-
[10/1b30BaTh UX JJI51 BBIILJIATHI BbIKYNA OT UMEHU HEHa3BaHHOM »KePTBbI aTaKU C UCIOJIb-
30BaHMEeM NporpaMMbl-BeiMoraTelis. B CI10 Takke 66110 yKa3aHO, YTO JAOMOJTHUTETbHAs
CyMMa KpUINITOBAJIIOTHI OblJa OTJEeJIbHO NPUOOpeTEHa Y TOTO e CaMOro U3PauJibCKOro
[IYBA npepcTaBuTeIeM CyO'bEKTA, KOTOPBIU MPEATNON0KUTENBHO CTaJ >KEPTBOU aTaKHU.

B pe3ysibTaTe GUHAHCOBOTO pacc/e/[0BaHus, IPOBEIEHHOI0 COTPYAHUKAMU YIPaBJIEHUS],
ObLJIO YCTAHOBJIEHO, YTO aZjpec KollleJIbKa, Ha KOTOPhIH Oblia NepeBe/ieHa 60JblIas YacThb
CPEACTB, CBsI3aH C APYrUMH aTaKaMH C UCII0JIb30BAHWEM IPOrpaMM-BbIMOTraTeJed, U Ha
HEro paHee NepeBOJUINCH CPEACTBA C a/[peCOB PYTUX KOIIEAbKOB. Takxe OblJI0 YCTaHOB-
JIEHO, YTO aKKyMYJINPOBaHHbIE B 3TOM KOIlIeJIbKe CPe/ICTBA ObLJIU B Jla/IbHENIIIEM TIEpEBe-
JleHbI Ha CYET MpoBaiiiepa ycayr B chepe BUPTYaJbHbIX aKTHBOB, HAXO/ISIIET0CS B OPUC-
JUKL WY, IPe/ICTaBJISIOLLEN MOBbILIEHHBIA pUCK. KpoMe TOro, BbISICHUIOCH, YTO CPEJCTBA,
OT/IEJTbHO MPUOGPETEHHBIE KOMITAHUEHN, ObLIU NepeBe/ieHbl Yepe3 HECKOIBKO aZipecoB Ko-
IIeJIbKOB, U 60JIbIIIAasA YacTh U3 HUX ObljIa, B KOHEYHOM HTOrE, CMellaHa C APYTUMH Cpe/l-
CTBaMHU NOCPeACTBOM MUKcepa. OnepaTUBHBIN OTUET 6bL1 HanpasJsieH [IOP B cooTBeTCTBY-
I0lI[ie TPaBOOXPaHUTEJIbHbIE OPTaHbl /IJ151 IPOBEAEHUS Aa/IbHENIIIETO pacClie/I0BaHUS.

Hctouynuk: U3panab

45. B ominuue ot [1IYBA, 6aHKky U Apyrve GUHAHCOBbIE U MJIATEXHbIE YUPEXKIeHHsI MOTYT
CTaTb CBUJIETEJISIMU C/Iy4YaeB, KOI/A >KepTBa KHbepaTaky NepeBoAUT GpUATHYIO BaIIOTy
npoBai/iepy ycayr B chepe BUPTYaTbHbBIX aKTUBOB WIHM TPETheN CTOPOHE, JIENCTBRYOIIEN
OT UMEHHU KEePTBBI, JJIs1 BbIILJIAThI BbIKyNa. B Takux ciydasx OHU MOTYT HallpaBUTh CO-
orBeTcTBymolIee CI10. OnHako Takue GUHAHCOBBIE U IJIATEXKHbIE YIPEXKAEHNUS] MOTYT He
3HaTh JleTaJlel, KaCcaloIMXCs BbIIJIAThl BBIKYTA WX NOCAeAYIOLEro OTMbIBAaHUA JieHET,
IIOCKOJIbKY 00JIBIIMHCTBO TAKUX IJIaTeXeH 0CY1eCTBJISIETCA B BUPTYa/IbHbIX aKTHBAX, a He
B puaTHOM BastoTe. [03TOMy OHUM MOTYT 06/1a/1aTh BECbMa OrpaHUYeHHON HHopMalient
06 aZjpecax KOILleJIbKOB BUPTYa/lbHbIX aKTUBOB WMJIM UCTOYHUKE CPEJCTB, YTO 3aTPyLH:A-
eT JI/Is1 HUX UCII0/1Ib30BaHHe UHCTPYMEHTOB GJI0KYeHH-aHaIn3a. YToObI IPeo0/1eThb 3TU
3aTPyAHEHUS], TAKUM YUPEXK/IEHNS BO MHOTHX C/IyYasiX TPEOYIOTCS KOCBEHHbIe PU3HAKU
JIJI51 BbISIBJIEHNS BO3MOXKHBIX C/Iy4aeB BbIILJIAThI BbIKYIA B pe3y/IbTaTe COBEpIIeHN aTaK
C WCINOJIb30BaHHEM NpOrpaMM-BbIMorartesied. Mcxofsl M3 KOHKDeTHBIX NPHUMEPOB Jiell,
HavboJiee paclpoCTpaHéHHble NMPHU3HAKW TAaKOro0 poZa BKJIIOYAIOT B cebsl cleylollee:
HeoObIUHbIE NTepeBOo/ibl, OcyliecTBIseMble B ajipec [IYBA (oco6eHHO ec/ii KOMIIaHUs, Kak
[IPaBUJIO, HE UCI0JIb3yeT BUPTYya/lbHble aKTUBbI B CBOEH KOMMePYECKOH J1esITe/IbHOCTH);
npuobpeTeHre BUPTYaJbHbIX aKTHUBOB KOMIIAHUSIMH 110 KHOEp6Ee30MacHOCTH, CTPAXOBbI-
MU KOMIIAHHUSIMHM U KOMIIQHUAMH 110 pearpoBaHUIO0 Ha MHLWJIEHTDI; 3asBJIEHUA CaMHUX
KJIMEHTOB O TOM, YTO 6aHKOBCKHI IIepPeBOJ, OCYLIeCTBJISIETCA B LieJIIX BbIILJIATh] BBIKYIIA;
a Takxe MHPOpMaIUs U3 OTKPBITHIX HCTOYHUKOB, IOATBepKJatolast GpakT coBepIleHH s
aTaku (HampuMep, Ipecc-pesin3bl, CO00IeHNs 06 UHIW/IeHTax U T.A.). [loApo6HbIii nepe-
YeHb COOTBETCTBYIOLIMX IPU3HAKOB PUCKA NPUBEJEH B IOKYMeHTe «[Ipomusodelicmaue
UCN0/1b308AHUI NPOZPAMM-8bLMO2AMEell: NOMEHYUANbHbIe NPUSHAKU PUCKA».
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CoobuweHunsa oT noTepnesBLUIUNX

46.

47.

48.

49.

50.

[To mpuyunHe nocTymieHus: Majaoro kosudectBa CIIO, kacaroniyxcss BbIIJIAThI BBIKYIIA
B pe3yJibTaTe COBEPIIEeHHs aTaK C UCIIOJIb30BAHUEM TPOTrPAMM-BbIMOraTeseH, coobIe-
HUS O MO/I03PUTENbHBIX ONEPAIUSIX OCTAITCS HEJIOCTATOYHBIM UCTOYHUKOM HHPOp-
Mal U AJ1d BbIABJIEHUA UJIN ITIOHUMaAHUSA IIOJIHOT'O MaclITaba KI/I6epaTaK U CBA3aHHOI'O
¢ HuMu 0/, a TakKe AJis1 COAEUCTBUSA MPOBEJEHUI0 pacciefoBaHUl. B aTol cBsI3u co-
0O0ILleHHs OT MOTEPIEBIINX TAKKE ABJISIOTCS BOXKHBIM UCTOYHUKOM HHPOPMALIMH AJIsT
BBISIBJIEHHUS M paccieloBaHusl pHUHAHCOBBIX TOTOKOB, CBSI3aHHBIX C BBIILJIATAMU BBIKY-
1a B pe3yJibTaTe COBEPIIEHUS aTaK C UCMOIb30BAHUEM MPOrpaMM-BbIMoraTesieid. CBo-
eBpeMeHHOe MoJIy4YeHue COOOIEeHUH U 3asiBJIEHUH OT OTEPIEBUIUX SIBJISETCSA BAXKHBIM
yCJIOBUEM, N103BOJISIIOILUM IPABOOXPAHUTE/IbHBIM OpraHaM GbICTPO NPUHUMATh Mephl
AJI OTCJIEXKHMBAaHUA q)HHaHCOBbIX ITIOTOKOB, M IIOBbIIIA€T BEPOATHOCTDb YCIIEIHOTI'O IIpe-
CJIe/JOBaHUs MMPECTYITHUKOB.

Tpe6oBaHus, Kacaroliecss UHGOPMUPOBAHUS 00 MHLUAEHTAaX, Pa3/IMYal0TCs B Pa3HbIX
IOPUCAUKIUSX U 3aBUCAT OT HOPMaTUBHO-IIPAaBOBOM 6a3bl, UMe0ILeHcs B KaXKJ01 KOH-
KPeTHOW I0pUCAUKLMU. B 6osbIMHCTBe ciyyaeB HHPOpMUpOBaHUE 00 UHIMAEHTAaX
HOCUT L,06pOBOJIBHBIN XapakTep. Korzga norepnesiye coobLaoT 06 aTakax, OHU, Kak
NpaBUJoO, 06pallaloTCsa B NOJIMIMIO, BEOMCTBA, 3aHUMMaIOLMecss BOIIpocaMy Kubep-
6e3011aCHOCTH, CrelyaJbHble NoJpa3/e/ieHNs 10 pearipOBaHMIO Ha UHLUIEHThI UJIN
B MeCTHbIe TPyIIbl pearupoBaHus Ha KOMIIbIOTepHble HHIUAeHTHI ([PKH).

OpHako, OX0xXe, YTO NOTepIeBLIMe He BCerja CoOOLAT 0 TAKOI0 poJia MHLUAEHTAX,
MIOCKOJIbKY UMeeTCsI HeIOCTaTOYHO CBeJleHHH 06 aTaKax C UCII0/Ib30BAaHUEM IPOrpaMM-
BbIMoraTesiedl. CylecTBYOT pa3Hble IPUYMHBI, 10 KOTOPBIM IOTEPIEBLIME MOTYT OT-
Ka3aTbCsl cOOOLIATh 00 aTakax C IpMMeHEHHEM NporpaMM-BeiMoraTesield. HekoTopsie
CYUTAIOT, YTO ITO MOXKET NPOTHBOPEYUTh UX COGCTBEHHBIM KOMMEPUYECKUM HHTepe-
caM. K npuurHaM Takxe OTHOCATCS ONaCeHHsI OTHOCUTEJbHO BO3MOXKHOI'O NOJpbIBa
penyTauyy, CTpeMJieHre KaK MOXKHO ObICTpee BO30OHOBUTD [JleTe/IbHOCTb UJIM CTPax
MEeCTHU CO CTOPOHBI IPECTYNHUKOB. [lo cBoeMy XapaKTepy aTaK{ C MCI0JIb30BaHUEM
nporpaMM-BbIMOraTesieH, Kak IpaBUJIo, HallpaBJeHbl Ha N0JIy4YeHHe He3aKOHHOT0 J10-
CTyMa K NePCOHAbHBIM U YYBCTBUTEJIbHBIM JAHHBIM KJIHMeHTOB. [I[py3HaHre mpaBooX-
paHUTENbHBIM OpPraHaM WJIM 00OLeCTBEHHOCTH O HaJMYMU NPo6esIoB B cUCTeMax 6e3-
ONACHOCTH WJIM yTe4yKe JaHHbIX MOXKET, 10 MHEHHUI0 MHOTHX I10TepIleBUINX, HEraTHUBHO
OTpa3suTbCA Ha UX OM3Hece U NMPUBECTU K INoJauye IPakKJaHCKUX HCKOB CO CTOPOHBI
KJIMeHTOB. [IpecTyIHUKHY TakXe MOI'YT yrpoxKaTb CBOUM >KepTBaM 06HAapoA0BaTh I10-
XUILleHHbIe JaHHble, ec/Id Noc/aeHhe 06paTsaTCs B IPAaBOOXPaHUTEbHbIe OpraHbl.

KpoMe Toro, notrepnesiiye MOryT He UMeTb CTUMYJI [IJ1S1 TOT'O, YTOOBI JOOGPOBOJILHO CO-
00LIMTbL 06 UHLM/IEHTe I0C/Ie TOT0, KaK OHH Y»Ke 3aIlJlaTHJIM BbIKYIL. B cayvasx, korza
y MOTepIeBIINX UMEETCS MTOJMC CTPAXOBaHUsI OT KUOGEPPHUCKOB, y HUX MOXKET OTCYT-
CTBOBaTh PpUHAHCOBAsE MOTHBAIMs /ISl COOOLIEHNs 06 aTaKe, IOCKOJIbKY CTPaxoBast
KOMIIaHHS MOXeT IOKPBITh PacXo/pbl, CBSA3aHHbIe C BBIILJIATON BBIKyIAa. B HEKOTOpPBIX
IOPUCAUKIUAX [TOTepleBIlre MOTYT He COOOIIUTL 00 aTake I0CJe BbINJIATHI BBIKyNa
13-3a CTpaxa TOro, YTO OHU HapyLIUJIU MeCTHOe 3aKOHOJATebCTBO (HallprMep, nepe-
BeJIU IJIaTEX CYyO'beKTY, HaXo[sIleMycs 10/, CAaHKLHUAMU), UM K3-3a ONaceHusl TOro,
YTO UX COUYTYT COOOIHUKAMU NPECTYIHBIX TPYIITUPOBOK.

IOpUCcAUKLUY UCTIOJIB3YIOT PsAJ, METOAOB [JIJIsl CTUMYJIMPOBAHUS MOTepIEeBIIUX CO06-
maTh 06 aTakax. HanpuMep, BJ1acTU HEKOTOPBIX HPUCAUKLUI peaausyoT NOJUTUKY
WJIM IPOBOJSAT MEPONPUSTHS, HallpaBJeHHbIe Ha MOBbILIEHUE UHGOPMUPOBAHHOCTHU
061IEeCTBEHHOCTH 06 aTaKax C MCI0JIb30BaHUEM NPOTpaMM-BbIMOraTesiel U Npu3biBa-
IOT COOOLIATh O TAKUX aTakaX. Takasi NOJUTHKA U MePONpPUATHUS TaKKe 0XBATbIBAIOT
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YaCTHBIW CEKTOP JJisl IEMOHCTPAI[MU TOTO, KaK BJIACTH MOTYT TOMOYb B MUHUMU3AIUU
yuep6a OT aTak C UCMO0JIb30BaHUEM MPOrpaMM-BbIMOraTesiel. ITO BKJIIOYAET B Cebs
BO3BpAaT aKTUBOB IIOTEPIIEBIINM U [TpeJIOCTaBIeHHE KIt04YeH el poBaHus A5 BOC-
CTaHOBJIEHUs JJAHHBIX, KOT/Ia 3TO BO3MOXHO.

BcraBka 12: Be6caiiT «No More Ransom»?

Be6caiiT «No More Ransom» («BoJibllle HUKAaKOTro BbIKYIIa») sIBISIETCS IPOEKTOM, peain3y-
eMbIM HalloHa/bHBIM NOZpa3/e/ieHUeM 110 60pbbe € MpecTyIJIEHUAMHU B cdepe BbICOKUX
TexHoJsioruit [lonuuuu Huspepaanaos, EBponelickuM 1ieHTPOM 10 60pb06e ¢ KUbeprnpecTy-
HocThio EBpomosia U AByMs MHAYCTpUa/JbHBIMU NMapTHEpPaMU. Llesiblo nmpoeKTa siBJseTcs
OKa3aHHe IOMOLIY KepTBaM aTaK C HCI0JIb30BaHUEM IPOrpaMM-BbIMOraTe el CHoBa I1o-
JIYYUTD AOCTYI K CBOUM 3alIMPPOBAHHBIM JJAHHBIM 6€3 BBIIJIAThI BbIKYIa NPECTYITHUKAM.
Ha sToM BeGcaiiTe MMeeTcs XpaHWIIMILE KJI0Yel U IPUJIoXKEHUH, T03BOJIA0LIMe pacir-
pOBaThb JAaHHble, 3a0JIOKMPOBAHHbIE MPOrpaMMaMU-BbIMOraTe/IIMU Pa3HbIX TUIOB. JTO
IIOMOTraeT KepTBaM BOCCTAHOBUTH JOCTYI K CBOUM 3alIMPPOBAHHBIM JJAHHBIM UJIU 3a6J10-
KUPOBaHHbIM CUCTEMaM 6e3 He06X0AUMOCTH IJIATUTh BBIKYIL.

B 3TOM npoekTe y4acTByeT MHOXEeCTBO NapTHEPOB U3 TOCYJAaPCTBEHHOI'0 U YaCTHOTO CeK-
TOpa M3 pa3HbIX IPUCAUKIUHI, B TOM YKC/Ie PaBOOXPAHUTENbHbIE OPTaHbl U KOMIIAaHUH,
pa6oTarinue B chepe IT-6e3omacHocTu. [IpoeKT TakKe CTABUT Mepes; CO60HM 1eb MPo-
CBelLaTh I0JIb30BaTe/Iell B BOIPOCAX, CBSAI3aHHBIX C pabOTOM TPOSIHLEB-BbIMOraTe el U
KOHTPMEpPaMH, KOTOPbIE MOXKHO MPEeANPUHATD A/ 3PEKTUBHOr0 MpeAoTBpalleH s 3a-
paxeHUs. Be6calIT TakKe NMpU3bIBAeT NOTEPINEBLIMX He BbINJIAYUBATh BBIKYI U COLEPKUT
CCBUIKHU /IJIs1 HAalpaBJIEHHUs XKePTB aTaK Ha COOTBETCTBYIOIHME BeGCANUThl UX CTPaHbI JJis
[0/Ia4YHy 3asiBJIEHUH 00 MHIIUeHTaX.

Uctounuk: Be6canT «No More Ransom»

! JIONOTHUTEbHYI0 HHGOPMAIMI0 MOXKHO HAMTH 110 aZipecy: www.nomoreransom.org/en/index.html

51. Buenax cHATHS oMaceHUH, KaCaloL[HUXCsl PUCKOB JIJIsl pENyTalluU B CBSA3U C COOOIIEHUEM
MOTEPIEBIIUMH 06 aTaKax, HEKOTOPbIE WPUCAUKIINH IBITAIOTCS CO3JaTh Oe30TacHble
YCJ0BUS AJ1s1 KOMIIAHUH, CTABUIMX KEPTBAMU aTaK C UCI0JIb30BaHUEM IPOTrpaMM-Bhbl-
MoraTeJsieH, C TeM, YTOObI TaKUe KePTBbI J06POBOJILHO CO061AIN 06 aTakax, He 605Ch
penyTalMoHHOro yijep6a. ITo BKJIIOYAET, HAllpUMep, peryisipHoe B3aUMO/IeCTBUE U
y4dacTre B 6u3Hec KoHepeHIusX. Elé oiHUM NpUMepoM MepeJoBOM MPAKTUKU SIBJIS-
eTcs CO3/IaHKEe BEG-MOPTAJIOB IO THUIY «eIUHOE OKHOY», YePEe3 KOTOPbhIe IOTEPIIEBIIHE
MOTYT CO00IIaTh 06 HHIIMeHTax. KpoMe TOro, Takve nopTasabl MOTYT OAHOBPEMEHHO
CIY?KUTb UHPOPMAIMOHHBIMH LIEHTPaMH, B KOTOPBIX MOXKHO IOJIYYUTh KOHCY/IbTAI[UU
3KCNEPTOB U COBETHI 110 YCTPAHEHUIO OC/IEeACTBUHN. XOTS 3TU YCUJIHS 4YaCTO COCPESIOTO-
YeHbl Ha BbISIBJIEHUU CAMUX aTaK C UCMI0JIb30BaHHWEM IPOTpaMM-BbIMOTaTeel, HHGOP-
Mallysl, oJIydeHHasl U3 COOOIIEHUN NOTepIeBUINX, SIBISETCS BaXKHOW U L[eHHOU A1
npoBeJieHUs QUHAHCOBBIX PACC/IE/[OBAaHUM, B TOM YK CJIE JJisl OTCJIeKUBAHUS GUHAHCO-
BBIX IOTOKOB YU OTMbIBAHUSA JIEHET, CBA3aHHbIX C aTaKaMHU.
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BcraBka 13: KaHaCKUM LEeHTP KH6ep6e30MacCHOCTHU

Kanazckuii nenTp kubepbesonacHoctu (KubepueHTp), oTkpbiBiuniics B 2018 ropny, siBsisieTcs
O/JHOY U3 K/IF0UEBbIX MHUIIMATHB B paMKax KaHa/ickor HallroHanbHOM cTpaTeruu B cdepe Ku-
6ep6e3onacHoCTH. KubeprieHTp mpe/icTaBseT CO60H eJUHbIA UCTOYHHK, TPEI0CTABJISFOIINMA
9KCIepPTHbIE KOHCYJIbTALNH, PyKOBOASIIME YKAa3aHUs, YCIYTH U TIOAIEPKKY B cdhepe Kubepoe-
30MIACHOCTH /ISl IPABUTEJIbCTBA, BJIa/IeJIbIIEB U ONIEPATOPOB 0O BEKTOB KPUTUIECKOH UHPpa-
CTPYKTYPBI, IPEANPHUATHH YaCTHOTO CEKTOpa U rpakaH Kanaibl. OH mpe/ijiaraet CBoU pecyp-
Cbl PU3UUECKUM U IOPUJUIYECKUM JIMI[AM, B TOM YHCJIE PYKOBO/SILIME YKAa3aHHS OTHOCUTEJBHO
TOr0, KaK MPeJOTBPATHUTh U OMPABUTHLCS MOCJIE ATAK C UCIIOIb30BAaHUEM IIPOrPaMM-BbIMOTaTe-
JIer, a TaK)Ke MyBJIMKYET OTYETHI 0 XapaKTepe YTIPo3, CBSI3aHHBIX C MPUMEHEHHNEM TPOrpaMM-
BbIMoraTtesield. KubeplieHTp cobrpaeT coobIeHUs1 00 aTakax/UHUUAEHTAX OT KaHAaACKUX U
3apy6eXKHbIX TOCYAPCTBEHHBIX OPTAaHOB U MPe/ICTAaBUTEIeN YacTHOrO ceKTopa. Takue coo6-
IIeHHUs] MOXKHO HaMpaBJIATh Yepe3 UHTepHET, 10 3JIEKTPOHHOM MoYTe WK 10 Tesiedony. [leHTp
TaK>Ke MPU3bIBAET 00PALATHCS B MOJIMIUIO B C/IyYasiX, KOrJla KUOEPUHIIUIEHT MPEe/ICTABJISET
HEIOCPEeCTBEHHYIO YTPO3y AJIS *KU3HU UJIN HOCUT KPUMHUHAJIbHBIA XapaKTep.

Uctounuk: Kanazga

52. B HeKOTOpBIX IOPUCAUKLHMAX UCTIOIb3YETCs MOAXO0/, TpelycCMaTPUBAIOLIUN olpe/ieieHre
KOHKPETHBIX CEKTOPOB MJIM CJIyYaeB, KOIr/ja MOoTepIeBLINe JOHKHbI B 00513aTe/IbHOM I10-
psiike coo0IIATh 00 UHIUAEHTAX, HAIPUMED, B C/Iy4ae aTak Ha KPUTUYECKUE OOBEKThI
MHQPACTPYKTYph! (Takve KaK 3HepreTUYecKue 06beKThbl, 06bEKThI CBSI3H, YUPEKIEHHs
3/1paBOOXPAHEHMS U T.[1.) WJIU B CJTy4Yae yTeUKH JaHHbIX. BO MHOrMX IOPUCANKIUAX 3TH CEK-
TOPBI MOTYT TAKKe BKJIIOYATh CErMEeHTbI GUHAHCOBOI'O CEKTOPA, HA KOTOPbIE PAcnpocTpa-
HsAtoTca TpeboBaHus [10[]/PT (6aHKM) U B KOTOPBIX peryaupyeMble CyObeKTbl 06513aHbI
CO00LIATH O CYIIEeCTBEHHbIX MHIM/IEHTaX KOMIIETEHTHBIM OpraHaM, TakMM Kak Ha/30p-
Hble OpraHbl, B paMKaxX JIeHCTBYIOIIEr0 PeryISTUBHOrO pexxuMma. HopMmaTuBHO-paBo-
Bbl€ aKThl, KaCaroLMeCcs: 3alUThI JaHHbIX, TAKXKe MOTYT COZepKaThb MOJIOKEHHs], CTUMY-
JIMpYHOLLMe WA 06sI3bIBAIOIIME COOOIATh O C/Iy4yasix HECAHKLMOHMPOBAHHOTO JIOCTYIIA
W YTEYKU JIaHHBIX, B TOM 4MCJ/le IePCOHA/IbHBIX JJaHHbIX, YTO MOXKET CI0COOCTBOBATh
CBOEBpPeMEHHOMY 0OHApY»KeHUIO aTaK C UCII0JIb30BaHUEM NporpaMM-BbiMoraresieit. s
6oJ1ee 3¢pHeKTUBHOTO BbISIBIEHHSI HE3aKOHHBIX QHHAHCOBbBIX IOTOKOB M0JIE3HO COBUPATh
1 GUKCHPOBATh COOTBETCTBYIOIIYI0 GUHAHCOBYIO HH(POPMAIHIO, COJIEPMKALIYIOCT B TAKUX
Co00ILeHHSX (HallpuMep, aZipeca KOLleIbKOB, BU/bl BUPTYa/IbHbIX aKTHBOB).

Apyrue UCTOYHUKKN MHPoOpMaLumn ANA BbiIABAEHUA aTaK C UCNOb30OBaHUEM
nporpamm-BbimoraTtenei

53. Kak ykasaHo Bbllle, 06MeH MHPOopMaLuel U COTPYLHUYECTBO C 3aMHTEPECOBAHHBIMHU
CTOPOHAMH IIOMHMO y4yacTHUKOB cekTopoB DY, YHOIIII u [1IYBA (HanpuMep, ¢ npoBai-
Aepamu UHTepHeT-ycIyr U opraHuM3anusMH, paboTanumumMu B cdepe kubepbesonac-
HOCTH) MOXKeT OKa3aThbCsl M0JIe3HBIM MCTOYHUKOM MHPopManuu. OHaKO Ha CyObeK-
Tbl 3TUX CEKTOPOB MOTYT He pPaclpOCTPaHATLCS perylsTUBHble Tpe6boBaHUSA B chepe
[10//®DT, B ToM umc/e TpebGOBaHUSL O HAMpPaBJIEHHUU COOOILEHUM O MOA03PUTENbHbIX
onepanusix. B HEKOTOPBIX Cly4yasx MOXeT JaxKe BO3SHUKHYTb KOH(QJIUKT UHTEPECOB
(HampuMep, KorJja KOMIIAHUHU 0 KH6ep6e30macHOCTH JeUCTBYIOT OT UMEHH CBOUX
KJIMEHTOB), UYTO MOXET IOMellaTh HalpaBJeHUI0 COOOLEHUH B MHULIMATUBHOM I10-
psgke. B Takux 06cTosATeIbCTBAX UHPOPMALMIO MOXKHO MOJYYUTh, UCII0/b3ysl HeodHU-
LJMaJ/IbHble MeXaHU3MBbI, TaKHe KaK roCyZapCTBEHHO-4acTHbIe IAPTHEPCTBA C y4acTHeM
3THUX CyO'bEKTOB, IMO0 MyTEM NPSMOr0o B3aUMOJENCTBYUS C HUMMU.
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BcTtaBka 14: CoTpyAHM4€eCTBO C KOMIIaHMEH 110 KHOep6e30NnacHOCTH

[loTepneBiuasi KOMNaHUS 3aK/II0YHUIIA JIOTOBOP C KOMIIAHUEH MO KHOep6e30MacHOCTH Mociie
TOr0, KaK OHa MOZIBEPIVIACh aTaKe CO CTOPOHBI IPYMITUPOBKH MPECTYMHUKOB, COBEPIIAKIIUX
aTaKH C UCMOJIb30BAaHUEM MPOrpaMM-BbIMoraTesiel. [[pecTymHUKH NOTPe6oBaIM BhIMJIATUTh
BBIKYII JINOO B GUTKOWHAX, JIMOO B MOHEPO. B KOHEUHOM UTOTe, OTepIeBIIas KOMIAHHUS Bbl-
IUTATHJIA BBIKYI 3TOW MPECTYNHOU IPYIIIMPOBKE Yepe3 KOMITAHUIO 110 KHOGep6e30MacHOCTH.

[locsie BbIIZIATHI BBIKYIIa KOMITAaHUSA M0 KM6ep6e30MacHOCTH COO0LMIa 06 3ITOM MHIU/AEHTe
B [IPaBOOXPAHUTEJIbHbIE OPTraHbl, YTO O3BOJIWJIO KOMIETEHTHBIM OpraHaM OTC/IeJUTh Hesa-
KOHHble pUHAHCOBBIE NIOTOKU. YIIpaB/ieHUe YacTO B3aUMOJENCTBYET U COTPYAHUYAET C KOM-
MaHUAMU 110 KH6ep6e30MacHOCTU. ITO B3aUMOJENCTBYE TOCTPOEHO TaKUM 00pa30M, YTOObI
MHHMMH3UPOBATh BMELIATENbCTBO B pabOTy KOMIIAHMM 10 KU6ep6e30MacHOCTH, KOTla OHU
JIECTBYIOT B UIHTEPECAX CBOUX KJIMEHTOB, HO NIPH 3TOM 06ecreynuBaeTcs npefocrasaeHue [P-
aZipecoB U a[ipecoB KOLIeJIbKOB KPUIITOAKTHBOB [/Is1 IPDOBE,eHUSA YI0JIOBHBIX pacc/eJOBaHUM.

B paccmaTpriBaeMoM ciiydae COTPYAHHUKH MPABOOXPAHUTEIBHBIX OPraHOB OOHAPYKUJIH, YTO
3JI0YMBIIIVIEHHUKH HCIIOJIb30BAJIM METO/IbI /151 MOBBIIIEHHs CTeNIeHW aHOHUMHOCTH. B yacT-
HOCTH, OHU HUCII0JIb30BAJIM «MUKCEPBI», @ TAK)Ke 6O0JIbIIIOE KOJIMYECTBO aJipeCOB aBTOHOMHBIX
KollleJIbKOB. Ha MOMEHT NMpoBe/ieHHsI pacc/ieIoBaHUs 3HAUYUTe/IbHAsI YaCTh aKTHBOB HaX0/IU-
JIaCcb B aBTOHOMHBIX KOIIIEJIbKAX, BCJIEJICTBUE YEro OTC/IEIUTh UX Ja/IbHeHIlee nepeMelieHue
ObLJIO HEBO3MOXKHO. [0 UMEIOIMMCS CBeJIeHUSIM, 3HAYUTEIbHASA YaCTh CPEJICTB OblIA B IaJIb-
HelieM nepeBe/ieHa yepes AByX [1YBA, Haxoasmuxcs B 3apy6eKHbIX FOPUCIUKITHSX.

HcTtounuk: llIBeapus

54. KoMneTeHTHble OpraHbl TaKXKe BbIABJSIOT IVIATEXHU M aTaKu C MCIOJb30BaHUEM IpPO-
rpaMM-BbIMoOraTeJiel MyTEéM MpoBe/leHHs] He3aBUCUMBbIX GUHAHCOBBIX paccjeZl0BaHUN U
WCII0/Ib30BaHUs1 UHCTPYMEHTOB GJI0KYeHH-aHa/M3a B OTHOLLEHMH KOILeJIbKOB, 0 KOTOPbIX
W3BECTHO, YTO OHH CBSA3aHBbI C IOJIy9eHUEM BBIKYIIA B pe3y/IbTaTe COBEPLIEHNS TAKUX aTaK.
Crofia TakKe OTHOCUTCS OCYILLeCTBJIeHMe MOHMTOPHHIA U3BECTHBIX aTak U GJIOrOB, UC-
[10JIb30BaHNe pe3yJIbTaTOB aHa/I13a MHPOPMaLMH U3 OTKPBITHIX HICTOYHUKOB, IIPEIOCTaB-
JISIeMbIX KOMIIQHUSMY, 3aHUMAIOLIUMUCS 6JIOKYeH-aHa/IM30M, a TaKXKe UHUIUaTUBHbIE
KOHTAKTbI C IOTeHLMa/IbHbIMU >KePTBaMHU I0CJIe TPOBe/IeHus] aHa I13a.

55. Takas pab6oTa MOXeT JaTb JJONOJIHUTE/IbHbIE 3allelIKK B OTHOILEHUH aTaK C UCI0/Ib30Ba-
HUEM [IPOrpaMM-BbIMoraresiel, KOTopble ObLIM OCYLLeCTBJIEHBI B IPOLLIOM. B pe3ysbTa-
Te CO3/IaeTCs Mpe/ICTaB/IeHUe 0 MacliTabe aTaKy, IPUIHUCbIBAEMON XaKepy-BbIMOTaTeIo.
Kpome Toro, Takast paboTa crioco6CcTByeT BbISIBJIEHUIO TEHAEHLUH, TUIIOJIOTMH U UHPpa-
CTPYKTYPBI, UCII0JIb3yeMOM MPECTYNHHUKAMHU JI/11 OTMbIBAHMUS, I0JIy4eHHs U JaJIbHEHIIero
MCII0JIb30BaHUS CBOMX HE3aKOHHBIX JI0XO/I0B.
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BcraBka 15: AHa/1IM3 HHPOPMALMH U3 OTKPBITHIX UCTOYHUKOB JAJISI
YCTAaHOBJIEHMSI IPECTYNHUKOB, IPeJ0CTaB/ISAI0IIMX NPOrpaMMbl-
BbIMOraTeJ/IM KaK yCJIyry

I[loapasaenenue prHaHcoBOM pa3BeAku TypIivU OJIy4rJIo OT NpoBaiiiepa ycayr B chepe BUp-
Tya/bHbIX akTUBOB CI10, KacaBlleecs ajipeca KolllesibKa BUPTYaIbHbIX aKTHBOB, CBI3aHHOT'O
C YeJIOBEKOM, YKa3aHHBIM B CO0OIeHUH o, «FiMeHeM 1». B pe3ysibTaTe NovcKa o 3TOMy UMe-
HU B VIHTEpHeTe 6bL1 06HApYKEH BEOCANT, 3aperucTpUPOBaHHbIN Ha 3TO UMsl. B pe3ysbrare
Jla/IbHEMIIIero pacc/e/J0BaHHUs BbISICHUI/IOCH, YTO HA 3TOM BebGCcaiTe OCyILeCTBIsAIACh e Te b
HOCTb, CBSI3aHHas C CeThIO «/lapKHeT», a caM BeOGCaT C/Iy»UJ1 B KauecTBe NOoCpeHUKA TPU PO-
JlaKe MporpaMM-BbIMOraTesiel v pyroro BpeJJOHOCHOT0 POrpaMMHOTr0 06ecrevyeHusl.

B xXoae ,Z[aJIbHeFIH.IeFD dHaJIn3a I/IH(l)OpMaU,I/II/I, HaﬁAeHHOﬁ B OTKPBIThIX UCTOYHHUKAX, OBLIO yCTa-
HOBJIEHO C/ieyroiiee:

e YesioBeK, y4acTBOBaBILIUH B onepanuy, ykazanHou B CI10, ucnosib3oBas Apyrou nces-
JoHUM («HMMs 2»). B pe3ysibTaTe 6b1J10 YCTAHOBIEHO HACTOSILIEE UMS 3TOTO YeJI0BeKa
(«YesnoBek X»). JINYHOCTBIO 3TOTO YesIOBEKA paHee HHTepecoBasics OTes o 60pbbe
C KUOEPIPECTYIJIEHUSIMH YIIpaBJIeHU I OJTHUIUH.

e [llogo3peBaembiii («HesoBek X») mpejJiarai NpoJAyKThl U YCJAYTH, TAKHE KaK HECAHK-
[IMOHHUPOBAHHBIN OCTYII, OCTYT K KOHOUAEHIIUATbHON HHPOPMAIUH, O/ IbHbIE
UJIeHTUQUKALIMOHHbIE U YIETHbBIE JJaHHbIE, B3JIOM aKKAayHTOB B COIMAJIbHBIX CETSX,
MPO/Ia’Ka BPeJOHOCHBIX CChIJIOK U QUIMHTOBbIE CTPAHUIIbI.

e (OmsiaTa 3a 3TU He3aKOHHbIE HpOﬂy}(TbI/YCIIYFI/I OCyL1eCTBJIAJIACb OUTKOMHAMH U Apy-
T'MMH BUPTYAJIbHBIMH dKTUBAMMU.

[locsie 3TOro COTPYAHUKHU TYPELKOro MOApasjesieHusT GUHAHCOBOM DPa3BEKHU 3aMPOCHIU
y [IYBA nonosinuTe bHy10 nHpopManuio o purypanTe CI10, B UyacTHOCTU cBeieHUs 06 aJipecax
KOIIIEeJIbKOB BUPTYaJbHbIX aKTUBOB, MHPOPMaI[HI0 0 GUHAHCOBBIX ONepanusx (Kak B BUPTY-
aJIbHBIX aKTHBAX, TaK U B GUATHOU BaJIIOTE) U Apyrye NepcoHalbHble AaHHbIe. [loAroToBIEH
aHaJIMTUYECKUN OTYET, KOTOPbIX HaMpaBJieH B YIpaB/ieHHe Mo 60pbbe ¢ KUbepnpecTyIieHy-
samu HaunoHanbHOM nosmvnyu Typuun. B 3ToM 0T4éTe U3J10°KEHBI IOA03PEHHUS O TOM, YTO Ye-
JioBeK, ¢urypupytoiyii B CI10, iBJisijics HOCpeAHUKOM MPH MPOoJjaKe MPOrpaMM-BbIMOraTe el
Y JIpyroro BpeJ0HOCHOTO MPOrpaMMHOro obecrneyeHus. PaccieioBaHe IO 3TOMY JieJly Mpo-
JIOJDKAETCSL.

Uctouynuk: Typuusa

56. IOpUCAMKLIMY TaKKe MOTYT MOJy4aTh NpeAynpexeHus 06 aTakaX C UCII0Jb30BaHUEM
nporpaMM-BbIMOraTesiell U BbIIJIaTe BbIKyNa 6/arofapsi MHopMaluy, npesocTas-
JIIEMOH JPYTUMHU IOPUCAUKLMUAMU. Mex/IyHapoJHOe COTPYJHUYECTBO, OKa3aHHUE B3a-
MMHOM NpaBOBOM NMOMOLIY U HeopUIMaIbHbIA 06MeH MHGOpMaLHel ¢ 3apyOeKHbIMU
IOPUCAUKIMSAMHU — BCE 3TO MOXKET CTaTh UCTOYHUKOM HHQOpMaLMu 0 CpesicTBaX, KOTO-
pble IPeCTYNHUKH BITAIOTCS CKPBITh Iy TEM UX IIEpeB0/a Yepe3 MeCTHbIE KpUIITOOUP-
KM, UMelole OTHOIeHHe K aTaKaM, COBEPLIEHHBIM 3a py6eXoM, U/UIH K KepTBaM
TaKUX aTaK, HAX0ALMMCS 32 Py6eKoM.
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Ilpeasiaraemsble Mepbl

L4 I’OpI/IC,Z[I/IKLU/IHM cjeanyeT OKa3blBaThb COAEﬁCTBHe peryiarnpyeMbiM CY6'bEKTaM B BbIAB-
JIEHUHU CJ1ydaeB OCYILIEeCTBJIEHHA dTAK C UCII0JIb3OBAHUEM HpOI‘paMM-BbIMOFaTeJ'Ief/’I u
CBA3aHHOI'O C 3TUM OTMbIBAHHUA E€HET, a TAKXKE B HAIIPpAaBJIEHUHU COO6H.[eHI/Iﬁ 0 1100~
3PUTEJIbHBIX Ollepanurudx. ,[[I[H 3TOro cjieayeT, B TOM 9ucJie, I/IH(l)OpMI/IpOBaTI: COOTBET-
CTBYHOLIUX MOAOTYETHBIX CY6'beKTOB 0 TEHACHLOHAX, HACTOPA>KWBAKIIHWX ITPHU3HAKAX
(aHaJ’IOFI/I'-IHbIX TEM, KOTOpble IpHUBE€Hbl B JOKYMEHTE «Hpomueodeﬁcmeue ucnoJib-
3080HUKO npOZpClMM-SbIMOZCIme./Ielj.' nomeHyuda/ibHsble NPpU3HAKU pucxa») U npeaocTaB-
JIATb PYKOBOACTBA I10 BbIABJIEHHUIO TAKHUX C/IYy4Ya€EB.

e [Opucaukuusam cienyeT CTUMY/JIMPOBATbh M MOOLIPATH NMOTEPINEeBUIMX JOOPOBOJIBHO
CO06LIATh O C/IyYasix TaKUX aTaK, HapUMep, IyTEM MOBBILIeHU UHYOPMUPOBAHHO-
CTH 0 JOCTYIHOU MOJJep:KKe U pecypcax WM MyTEM CO3/aHUs 3alULIEHHbBIX U 6e3-
OIMACHbBIX KaHAJIOB CBSI3U J1JI51 COOOLIEHUS O TAKUX CIyYasiX.

e HOpucaukiuam cienyeT pacCMOTPETh BO3MOXKHOCTb YCTAaHOBJIEHHWS KAaHAJIOB CBSI3U
C HETPAJUIMOHHBIMU CyO'bEKTAMU, HA KOTOPBIX MOTYT HE PACPOCTPAHATHCS TPe6o-
BaHud B coepe [10/1/PT (koMmaHUM 10 KUOEPOE30MACHOCTU M KOMIIAHUH T10 pearu-
POBaHMIO HA MHIU/IEHTHI) C [[eJIbI0 pACIIMPEHHUS CIEKTPA UCTOYHUKOB HHPOpMaLIUU
JIJIS BBISIBJIEHUS CJIyYaeB aTaK C UCMOJIb30BAaHMEM MPOrpaMM-BbIMOraTe IeM.

CrpaTteruu npoBeaeHnsa GUHAHCOBbIX paccieaoBaHUN

57. llesblo NOYTH BCeX aTaK C MCIOJIb30BaHHMEM NPOrpaMM-BbIMOraTesield ABJAeTCs I0-
JlydueHUe He3aKOHHBIX JI0X0/l0B. BoJIbIIMHCTBO IOPUCAUMKLUK [TIOHMMAeT YU NPU3HAET,
YTO pacc/e/oBaHUs aTak C IPUMEHEeHUEM NIPOrpaMM-BbIMOraTe el BKJIIOYaAKOT B cebs
CylleCTBEHHbIH GUHAHCOBBIA KOMIIOHEHT. [IpuMephl Jies1 T0Ka3bIBAOT, YTO OTCJIEMKH-
BaHUe BUPTYaJbHbIX aKTUBOB fIBJISETCA OJHUM M3 KJIOYEBBIX 3JIEMEHTOB pacc/efo-
BaHUM aTaK C UCIOJIb30BaHHWEM IIpOrpaMM-BbIMoOraTesieil. B lopucauKIUaX, KOTOpbIe
COOOLIMJIA O TOM, UTO OHM IPOBOJMJIM pacc/e[JOBaHUsA C/y4aeB aTak C IpUMeHeHHeM
porpaMM-BbIMOraTesiel, Kak NpaBUJIO, NPOBOAATCS NapaJsijie/bHble (pUHAHCOBbIE
pacciieloBaHus [Jisl OTC/I€KUBAHUS CPEJICTB, BbIIJIaYeHHBIX B KaueCTBe BhIKYIa.

58. O‘IeBI/I,[LHO, 4TO B MHpP€ HAKOIIJIEHO MaJIO OIlbITa paCCJIe,U,OBaHI/Iﬁ C/1ydaeB OTMbIBAHUA
A0X040B OT aTaK C HMCIIOJIb30BAHHEM HpOFpaMM-BbIMOFaTeJ’Ieﬁ. B ouyeHb HEOOJIBIIOM
KOJIn4ecTBe IOpI/IC,ZLI/IKLlI/Iﬁ HMeJIM MeCTO C/1ydaHr npeabABJIE€HUA 0OGBUHEHUH B OTMBbI-
BaHHUHU JO0XOJA0B B PaMKax JieJl, KaCallKnXCA COBEPUIEHHA aTaK C IPpUMEHEHUEM IIPOo-
I‘paMM-BbIMOFaTeJIeﬁ. ITO YaCTUYHO MOXKET ObITh O6YCJ'IOBJ'I6HO TPYAHOCTAMMU B BbIAB-
JIEHHUHU U I/IHCI)OpMI/IpOBaHI/II/I 0 TaKHX C/Iy4adX, KaK OTME4Y€HO B pa3/eJie 5 BbiIlIIE.

59. B gaHHOM pasjesie pacCMaTPUBAKOTCS CJIOXKHOCTH U Nlepe/joBas IPAKTHKa IPOBeleHUs
ycrnelHbIX GUHAHCOBBIX pacc/eJOBAaHUM aTak € UCM0JIb30BaHKWEM NIPOrpaMM-BbIMOTra-
TeJlel Y CBSI3aHHOTO C 3TUM OTMbIBAaHHUS JleHeT, BK/to4ad (i) paboTy ¢ noTepneBLIMMU
JJisg osydeHuss nHopmanuy; (ii) ucrnosb3oBaHue c/ieJICTBEHHbIX METO/IOB U MeXa-
HU3MOB; U (iii) BO3BpaT aKTHUBOB.
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OnepaTtuBHOe pearMpoBaHue u paboTta c notepneBwWUMU ANA NONYYEHUA
MHbopmaumm

60. [lpvHKMMass BO BHUMaHMe XapaKTep KMOepIpecTyIJIeHUH, TaKUX KaK aTaKy C UCII0JIb30-
BaHMeM IIpOrpaMM-BbIMOraresiel, ycrelliHble pe3ybTaThl paccief0BaHUH, IPOBOJUMBbIX
IPaBOOXPAaHUTEbHBIMU OpraHaMH, HANPSIMY0 3aBUCAT OT UX CIIOCOOHOCTHU JIeHCTBOBATh
OTlepaTHUBHO U OCYIIECTBJISTh CO0p K/II0YEBON MHPOPMALMK, Kacalollelcsl caMOi aTaKu
C IpYMEHEeHHEeM NPOrpaMM-BbIMOTraTe/ied W BbIILJIATHI NOTEPNEBLUIMMH BbIKyNa. Takast
uHbopMalLys BK/IIOYaeT clefylolee: aJjpeca KolleJbKOB BUPTYaJIbHbIX aKTHBOB; 00-
11lasi CyMMa BBIIJIAYEHHOI0 BBIKYINA W BUJ, BUPTYaJbHbIX aKTUBOB, UCII0J1b30BABLINXCS
JIJIS1 BBIIJIAThl BBIKYTIA; JAThl OCYLeCTBJIEHUS OllepaliMii; BU/bl HCI0JIb30BABIINXCS YC-
JIyT; uJileHTUPUKALMOHHbIe JaHHble IOTepIEBLIEr0; IEPErOBOPbI MEXK/LY MOTEPIIEBLINM
Y IPECTYITHHKAaMHU; a TaK)XKe CBeJIeHUs 0 JIl0O0W TpeThbel CTOPOHE, y4aCTBOBABLIEH B Bbl-

IJ1aTe BbIKYTIA.

61. Bo MHorux ciyyasix c6op Takod MHGOpMaLM{ 3aBUCUT OT COTPYAHUYECTBA CO CTOPO-
HbI NOTEPINEBIINX WJIN TPETbUX CTOPOH, Y4aCTBOBABIIMWX B pearipoBaHWM Ha UHIOUAEHT
Y/WI4 B IIpole/iype BbIIVIAThI BbIKyna. O/HaKo, Kak FTOBOPUJIOCH PaHee, IOTepIeBIlre
MOT'YT He 3aX0TeTb CO00IATh 06 MHIM/IeHTe/aTaKe IPaBOOXPAaHUTEIbHBIM OpraHaM (CM.
nogpaszen 5.3 Bellte). [loTepnieBlve Takxe MOTYT He UTHU Ha COTPYAHUYECTBO CO C/Ieji-
CTBHEM, [I0CYUTAB, UTO UX UHTEpeChl IPOTUBOpPeYAT HHTepecaM PaBOOXPaHUTEIbHbIX
OpPraHoOB — NOTepIeBUINe YaCTO XOTAT BO30OHOBUTH CBOKO KOMMEpPYECKYIo AeATe/IbHOCTb
KaK MOXXKHO ObICTpee U MPeANOYUTAIOT BBIMJIATUTh BBIKYI IpecTynHUKaM. OHU TakxkKe
MOTyT 6OATHCA BO3Me3JUsS CO CTOPOHBI NPECTYIHUKOB, eC/IM 06paTATCs B [IPaBOOXpa-
HHUTeJIbHble opraHbl. C [pyroi CTOPOHBI, IPaBOOXPAaHUTE/IbHBIM OpraHaM Mo)KeT IoTpe-
60BaThbCsl ONpesie/IEHHOe BpeMd J1d coopa JaHHbIX KpUMUHAJIUCTUYECKON 3KCIIePTHU3bI
Y YJIUK, a TaKXKe JJ/151 [TI0TOTOBKU KOHTPOJIMPYeMbIX Ollepalvi U OCyILLeCTBJIEHHUS APYTUX
CJIeJCTBEHHBIX MepOHpHHTHﬁ, YTO MOXKET 3a/lepKaTb BO30OHOBJIEHUE AeATeJIbHOCTHU I10-

TeprHeBLIUX.

62. HecBoeBpeMeHHOe WJIM HEMOJIHOe HUHGOPMHUPOBAHUE TPABOOXPAHUTENbHBIX OPTaHOB 06
aTakax, a TaK)Xe He)XeJlaHWe NOTePIeBUIMX COTPYAHUYATb CO CJIEeCTBUEM MOXET CHU-
3UTb Ka4eCTBO JJOCTYIMHON HHPOpMALMK HEOOX0JUMOM JI/Is1 YCIEIHOT0 MPOX3BO/ICTBA U
pacciefioBaHud 1o Aesty. OTCyTCTBHe YETKOrO IJIaHa JeMCTBUM MOTepIeBIIMX N10C/Ie CO-
BeplIeHUs aTaK{ M/WUJ/IM BBIIJIAThI BBIKYTIA MOXKET NPUBECTH K HEBO3MOXKHOCTH UCIOJIb-
30BaHUS UMEIOILMXCA 10Ka3aTe/IbCTB 10 IPUYMHE TOr0, YTO COOTBETCTBYIOIIME JJaHHbIe
He GYZlyT UMM coxpaHeHbl. [I[prMephl lepe0BOH IPAaKTUKY, IPHBeIEHHbIE B IOApa3zeJie
5.3, HarpuMep, NpoBeJieHHe HHPOPMALMOHHO-Pa3bsICHUTE/IbHON paboThl cpeiu HaceJie-
HUsl U IpyTHe Mepbl, HAallpaBJeHHbIE HA CTUMYJIMPOBAaHUE NOTEPHEBLUINX COTPYAHUYATD
CO CJIe[ICTBUEM, SIBJIIIOTCS BaXKHBIM CPeZICTBOM /IJI4 IPeo/i0JIeHUs 3TUX 3aTPYAHEHU.

63. HexoTopble PUCAUKLNU TAKXKe OJUEPKHY/IN B&XKHOCTb 06MeHa UHPOopMaLel Mexay
C/1e[J0BaTe/ISIMY, paccaeAyoliMA KHOePIpecTyIvieHus (T.e. IpeUKaTHbIE MPeCTyIie-
HUs), ¥ CJle[]oBaTe/IsIMY, 3aHUMAIOLIMMHUCS pacciie/loBaHWEM OTMbIBaHUs JieHer. B xoze
cbopa yJIMK B paMKax paccieloBaHUsI NPeJUKaTHOTO MPeCTyIJIeHus], Kacarollerocst co-
BeplleHUs aTaKy C UCI0JIb30BAaHUEM NPOrpaMM-BbIMOTraTesiel, COTpyJHUKH TPaBooxpa-
HUTEJIbHbIX OPraHOB HEU36eKHO MoJIy4aT HHPOpMaIHI0, KOTOpast OYAET BJASAThCS aKTy-
asbHOM J1s1 paccaegoBanus O/l Takas nHpopMalus NO3BOJUT MPABOOXPAaHUTENbHBIM
OpraHaM BbISIBUTb CBSI3U MEX[Y PAa3JMYHbIMU IPyNNUPOBKAMHU U COOOLHHKAMH Ipe-
CTYIIHUKOB, 8 TAK)Ke [OJIyYUTh 3aLeNKU U OPUEHTHPBI /1J1sl NPOBeJeHusI 60Jiee UPOKOro
¢duHaHcoBoro pacciefoBanusl. boJsiee moapo6Has uHGpopmalys 0 BOSMOXKHOCTSIX 3 dek-
TUBHOTO COTPYJHUYECTBA MEXAY Pa3sHbIMH HallMOHAJIbHBIMU MPABOOXPAHUTEIbHBIMU

OopraHaMH NpuBe/ieHa B nojpaszese 8.2.
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BcraBka 16: UCTOYHUKH YUK AJ11 QUHAHCOBBIX paccje0BaHHUH,
1oJiy4aeMble B X0/e paccjieA0BaHMs IpeJUKaTHBIX PeCTyIeHUH

YAuKYA W JaHHble KPUMHHAJHMCTUYECKOW 3KCIepTHU3bl: [IpuMephl 3TOro BKJOYAIOT CJie-
Aytoliee: BEKTOPBI aTaKH (T.e. KaK MPECTYNHUKH OCYIleCTBU/IM HECAaHKLMOHUPOBaHHBIN
JloCcTyn); nHopMaLusi o TUIle/PasHOBHUIHOCTH MCI0JIb30BaBLUIMXCS NPOrpaMM-BbIMOTa-
Tesiel; [P-afipeca; iMeHa WM NICEBAOHUMBI (HUKH), UCIIOIb30BaBILKECS IPECTYIHUKAMU;
Y yCTPOMCTBA, IpMMeHEHHbIe XakepaMu. Takas HHPOpMalus MOXKeT ObITh [T0JIy4eHa Hello-
CPeACTBEHHO OT MOTePIEeBUIMX, OT IPoBaiAepoB UHTEpPHET-yC/IyT, OT KOMIIAHUM 10 Kubep-
6e30MaCHOCTH Y pearvpoBaHMI0 Ha UHIJM/IEHTHI; A TAKXKe Iy TeM UCI0JIb30BaHHUsI KPUMHUHA-
JINCTUYECKUX TEXHOJIOTUM.

[IpsiMmble fOKa3aTe/JbCTBA OT MPeJCTABUTENEN YACTHOTO CEKTOPA: ITO OTHOCUTCS K COOT-
BETCTBYIOUIMM KOMIIAHUSM YaCTHOTO CEKTOPA, B TOM YU CJIE K BJIaJle/IbliaM TEXHOJIOTHUU UJIU
UHOPACTPYKTYPbl, KOTOPbIE ObLJIM HE3AKOHHBIM 00Pa30M MCI0J1b30BaHbI /11 OCYIeCTBIIe-
HUS aTaKU C IpUMEHEHHEM MporpaMM-BeiMoraTtesel. CiaejoBaTeN M MOTYT MOJYYUTh UH-
dbopmarliyio o NoANUCYMKax OT KOMIIAaHWU-BJIA/Ie/IblLIEB COLMAIbHBIX CETEN U MPOBaKIEPOB
YCJIYT 3JIEKTPOHHOU OYTHI, Y KOTOPbIX 3JI0YMBbILIJIEHHUK MOXKET UMETb aKKayHThI 1JIs1 CBSI-
3U CO CBOEH »KEPTBOW.

WUHPopManysa u3 OTKPBITHIX MCTOYHMKOB: AHA/IM3 UHGOPMALIUU U3 OTKPBITBIX UCTOUYHHU-
KOB, BKJIIOUas collMasibHble ceTH, UHTepHET-GOPYMBI U PBIHKHU B CETU «/lapKHET», a TAKXKe
aHaJ/IU3 IEPErOBOPOB, COOOIEHUH U KOPPECIIOHAEHI[MU XaKePOB-BbIMOraTe/ieid MOXKET I10-
MOYb B YCTAHOBJIEHUH NOTEHLIUA/IbHBIX 3/10YMBbIILJIEHHUKOB.

MexaH13Mbl U MeTOoAbI paccieaoBaHuUi

AKmyaanocmb mpaauuUOHHle cnedcmeeHHbIX Memooos

64. TexHOJIOTMH, KOTOPBIE UCIOJ/Ib3YIOT IPECTYIHUKH JJIsI COKPBITHS CBOEI'0 MECTOHAXO0X-
JIeHUd, IMYHOCTU U QUHAHCOBBLIX OTOKOB, MOTYT 3aTPYAHUTb NpOBeJileHue paccJe-
JIOBaHHWH. B 4acTHOCTH, K TaKWM TPYAHOCTSIM OTHOCUTCS MCIOJIb30BaHUE 3JI0yMbILI-
JIeHHUKaM{ BUPTYya/lbHbIX YacTHbIX ceTeil (VPN), «iykoBu4HOro (MHOrocj0iHOro)
MapuIpyTh3aTopa»*® nin 3amndpoBaHHON 3JIEKTPOHHOU MOYTHI, YTO MO3BOJISET MO-
BBICUTb CTelleHb aHOHUMHOCTH U 6€30MacHOCTH, a TaK»Ke obecrneyrnBaeT BO3MOXKHOCTb
OCYLLeCTBJIEHHUS] aHOHUMHOM JiesITeIbHOCTH N0 Mepe TOoro, Kak Tpaduk ABMIKETCS IO
CeTH. ITU TPYAHOCTH MOTYT YCyTyOIAThCS BCIeLCTBUE CKOPOCTH Pa3BUTUSA TaKUX TeX-
HOJIOTHH.

65. Pexomenganusa 31 OATO 3aksasbiBaeT OCHOBBI [IJisl MPEAOCTaBJIEHUS ITPaBOOXpa-
HUTEJBbHBIM OpraHaM Heo6XOJMMbIX MOJHOMOYMH AJI NMpoBeAeHUs 3PPEKTUBHBIX
¢duHaHCOBBIX pacciejoBaHUi. TpafULMOHHbIE C/e/ICTBEHHbIE METO/Ibl MPOJO/HKAIOT
OCTaBaTbCsl aKTyaJIbHBIMU /151 TPEO/I0JIEHUS YKa3aHHbIX TPY/HOCTEH, T03BOJISAS OCY-
IIECTBJIATH CO0P U aHA/IU3 KJI0YeBOU UHpOopMaI Uy, Kacatoleicss UHAHCOBBIX TOTO-
KOB, CBA3aHHBIX C aTaKaMH C UCN0JIb30BaHHMEM IPOrpaMM-BbIMOraTesiei. ITU MeTO/ bl
BKJIIOYAIOT B ce6s1 HAOJII0/IeHHE, IEpPeXBAT [IEPEroBOPOB U KOPPECIOH/IEHIIMH, A TAKXKe
NpoBeJieHNe ollepalil MoJ NpUKpbITHeM. OJHAKO 3TU TPAJULIMOHHBIE C/1e/[CTBEHHbIE
MeTO/ibl HYX/JAIOTCA B aJlalTalldd NpW NPOBeJeHWU (GUHAHCOBBIX paccjieOBaHUMN

%5 JlyKOBMYHBIN MM MHOTOCJIOMHBIH MapmpyTu3aTop (M «TOR») - 3T0 cBOGOIHOE U OTKPBLITOE IPOrpaMMHOe oGecriedeHHe, To-
3BOJIsIIOLIEE [I0JIb30BATEJISIM aHOHUMHO 10J1b30BaThCsi UTHTepHeTOM.
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66.

67.

68.

69.

B OTHOLIEHHWH BUPTYaJIbHbIX dKTHUBOB. HpHMepaMn TOTO, 9YTO HY?>KHO CZieJIaTb AJiA 40~
CTUXKEHHA YCIIEUIHbIX pe3yJIbTaTOB B X04¢€ paCCJIeLLOBaHI/If/’I, ABJIAIOTCA:

e HabarwdeHue: Onpeaenel-me THUIIOB 3JIEKTPOHHBbIX YCTpOI‘/'ICTB, HCIIO0JIb3YyeMbIX I10-
A03peBaeMbIM JIMIIOM; YCTAHOBJIEHHUE JIIOOBIX HCII0JIb3YEeMbIX KOILIEJIbKOB BUPTY-
AJIbHBIX dKTHUBOB, a TaKXe IMpeaAInoYruTaeMbIX CII0c060B BHEKTpOHHOﬁ CBA3MU.

e [lepexsam cpedcmea cesi3u u npogedeHue onepayuli nod npukpsvimuem: [lonydeHue
CBeJIEHUH O JieTasIsX JlesiTeJIbHOCTH T10JI03PEeBAeMOro JIMIA U MeTO/[ax paboThl
NPEeCTYNMHOW OpraHu3alUM; YCTAHOBJIEHHUE JIWII, CBI3aHHBIX C MO/103PEBAEMbIM,
a TakXe moJiyueHHe WHPoOpManuu o PUHAHCAX U AKTUBAX; NMPOHHUKHOBEHUE
B [IPeCTYINHbBIE cO06IecTBa (HampuMep, Ha GopyMbl B ceTH «JapKHET») A5 BbI-
SICHEHHUs] HACTOSILEeN JTUYHOCTU ([leaHOHUMU3AIUHU) KOHEYHbIX UCIOJTHHUTEJEeH
1 6eHebUIUAPOB.

e [locmaHossaeHnue o npedocmassaenuu uH@popmayuu: [lonydyeHue uHPopManUu
y [IYBA wiu y Apyrux pUHAHCOBBIX YIPEXKAEHUH, yUacCTBOBABIIMX B MPOIIECCe Bbl-
IUIAThI BBIKYTIA.

Jna 6osee 3pPeKTUBHOrO NPUMEHEHHUST ITUX UHCTPYMEHTOB B X0/le PUHAHCOBBIX pac-
CJle[JOBaHUH MOTYT HCIOJIb30BaTbCA CBeJleHMs, NoJiydeHHble B pe3ysbrare CIIO wan
3asBJIEHUH NoTepleBIIMX (CM. pas3zies 5 Bbile). [IpaBooxpaHHTebHbIE OpraHbl MOTYT
onpeJessaTb COOTBETCTBYOLIME GUHaHCOBbIE yupexeHus U [ITYBA nyTém ananusa CI10
v 6J10K4eliHa (cM. moApaszen 6.2.2 HiKe) JJ1s TOJIy4eHUs OT HUX Heo6XOUMBbIX JloKa3a-
TeJIbCTB C TIOMOLIBIO IOCTAHOBJIEHUN O NMPefoCTaBJeHUd UHPOPMALMU U JJOKYMEHTOB.
[IpoBaiiziepsl ycayr B chepe BUPTyaJbHBIX aKTHMBOB MOTYT NpPEAOCTAaBUTh IOJIE3HbIE
WJieHTHQUKaALMOHHbIe JaHHbIe [/ QUHAHCOBBIX pacc/eJOBaHUM, KOTOpble IOMOTyYT O-
JIy4UTb 6a30BY10 MHPOPMALIMIO O KJIMeHTaX, MHGopMalrio o 6eHepUIIUapHBIX BIaJE/b-
1ax, a Takxke nHPopMaluio o6 onepauusax (HampuMep, UJeHTUUKALMOHHbIE JJAHHbIE
Y pyryto uHGOpMaLHIO 0 M0J1b30BaTeJIs1X, [P-azipeca, cBeieHUsI 0 KpeUTHBIX KapTaxX WU
GaHKOBCKHUX CY€TaxX U T.1.).

OpHaKo, Kak OTMeYeHO B pas/iesie 3 Bbllle, HEKOTOPble IPECTYIHbIe CETH TaKKe CBSI3aHbI
C TMIPe/ICTaB/IAIOLMMH BBICOKUH PUCK IOPUCAUKIUAMHY, B KOTOPBIX HE YCTAHOBJIEHbBI WJIN
YCTaHOBJIEHBI HeZocTaToYHble TpeboBaHus B cdepe [10/1/DT assa mpoBaiiiepoB yCayr
B cdepe BUPTYaIbHbIX aKTHUBOB WX B KOTOPbIX [IYBA yacTo He BBINOJHAIOT TakUe Tpe-
6oBaHHs. B 3TOH CBA3HM ClefjloBaTeNN MOTYT CTOJIKHYTBCS C TPYLHOCTSIMH, €CJIU CPeZICTBa
6bLIU NepeBesieHbl Yepe3 Takux [IYBA wau xpansarcs y Takux [IYBA. B aTux ciyvasx ta-
KUe NpoBai/iepbl ycIyT B cpepe BUPTYa/IbHbIX aKTHUBOB MOT'YT BOOGILe He OCYLeCTB/ISATh
c60p COOTBETCTBYIOLIEH HHPOPMALIMU UM He OTBeYaThb Ha 3alpOChl IPAaBOOXPAHUTEIb-
HBIX OPTaHOB.

C/ieloBaTeM CTIKUBAIOTCS C aHAJIOTUYHBIMU TPYHOCTSIMU B CJIy4asix, KOT/Ia PeCTyTI-
HUKH HCIHOJIb3YIOT aHOHMMHbBIE KOLIeJbKU. JTO MO3BOJISIET 110/1b30BaTeJISIM KOHTPOJIU-
pOBaTh BUPTYaJibHble aKTUBHI 6e3 yyacTus [IYBA u Takum 06pa3oM CO3AaET TPYAHOCTH
JUUIS1 BBISIBJIEHUS] W TMIPEJYTIPEXK/IeHUs JIeITETbHOCTH, CBSI3aHHOW C OTMbIBAaHUEM JIEHET.
OTCyTCTBHE CBSA3U CO CTOPOHHUM CYyO'BEKTOM (T.e. CyO'beKTOM, MOAJIEXKAIIUM PerucTpa-
I[UH /JIMIIEH3UPOBAHUI0 B cOOTBeTCTBUM co CranmapramMu PATD) MokeT OrpaHUYUTH
BO3MOXKHOCTH KOMITETEHTHBIX OPTaHOB 10 YCTAHOBJIEHUIO IMYHOCTH BJIa/IeJbIa KOIIeJTb-
Ka, TOCKOJIbKY OTCYTCTBYET CTOPOHHHUH CYO'BEKT, Y KOTOPOI'0 MOXKHO ObLJI0 ObI 3aPOCUTH
COOTBETCTBYIOLIYI0 HHGOPMALIHIO.

HepocraTtouHass peasnvsanusi «JOpPOXKHOrO NpaBuJia» (Kak TOro Tpe6yroT CTaHapThl
@DAT®) co cTopoHbI IPOBAREPOB yCIyT B chepe BUPTYaIbHbIX aKTHBOB JaéT Kubeprnpe-
CTYITHMKAM BO3MOXKHOCTb YKJIOHSITBCS OT WJEHTUPUKALMK U 3aTPYHSIET IPOBEJEHUE
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pacciie/joBaHU. B cOOTBeTCTBUU C «0POXKHBIM ITpaBusioM» [IYBA u ipyrue ¢priHaHCOBbIe
yUpexJeHusl, OCYIIECTBJISIONIYE OTIEPAIIUH C BUPTYaJIbHbIMU aKTUBAMHU, 00513aHbI ITPE/I0-
CTaBJISATh UHOPMAIMIO 06 OTIIPABUTEJISAX U MOJIyYaTEISX 110 BCEH I[eMOYKe EPEBO/IOB.
ITO MOBBILIAET NPO3PAYHOCTh ONEpPALUM, HE MO3BOJISASI MPECTYNHUKAM OCYLIECTBJISTh
MX B HE3aKOHHBIX IeJISX, a TAKXKe CJAYKUT UCTOYHUKOM WH(OpMaIUU, KOTOPYIO MpaBo-
OXpaHHUTeJIbHblEe OpraHbl MOTYT UCIO0Jb30BaTh /JIs1 YCTAHOBJIEHUS JIMYHOCTH YYaCTHU-
KOB KOHKpeTHOH onepanuu. OgHako B oTuéte AT ot 2022 rojja 0TMEYEHO, YTO TOJBKO
O/lHA TPEeTh IOPUCAUKIIMN COOOIIUIA O TPUHATUMN 3aKOHOB /11 BBEIEHUS «JJOPOXKHOTO
npaBwia» B OTHoOIIeHUH [IYBA U elé MeHblilee YUCI0 IPUCAUKINN 06eCTIeurBaeT Bbl-
MOJIHEHHE 3TUX TpeGoBaHUN Ha MpakKTHKe®. TAKUM 06pa3oM, OTCYTCTBUE €JMHO0Opa3-
HOTO PETryJIMPOBaHUS CHIDKAeT 00bEM HWHQOpPMAIUM, KOTOPYI IPaBOOXpPaHUTE/bHbIE
oprasbl MOryT noay4uThb oT [IYBA, pacnosararoniyxcs B IOPUCAUKLUAX, B KOTOPBIX He
YCTaHOBJIEHBI 00513aTEJILCTBA, KACAIOIINECS «/I0POXKHOTO IPAaBUJIa». ITO TAKKe O3HAYAET,
yTo, Koryia [IYBA, Haxofsmecss B OPUCAUKIUSAX, BBINOHSIOIIUX 3TO TPEOOBAHUE, OCY-
LIeCTBJAOT onepayui ¢ [IYBA, HaxoAA1KUMuUCA B OPUCAUKLUSAX, HE BbINOJIHSOLUX 3TO
TpebOBaHME, OHU BPsIJ, JIU CMOTYT MOJIYYUTh TaKy0 HHGOPMAIIHIO, UTO, B CBOI) OUepe/ib,
OTrpaHUYHBAET 00bEM MHPOPMALIMH JOCTYITHOU JIJIs1 CJieloBaTe el JJaKe B TEX OPUC/IHK-
I[USIX, KOTOPbIE BBEJIH «JOPOXKHOU IPABUJION.

BcraBka 17: [IpyMeHeHMe TPaAULMOHHBIX C/1eACTBEHHBIX METOI0B U METO/I0B
¢duHaAHCOBBIX pacc/ieJOBaHHI B OTHOLLIEHUM I'PYNIMPOBKHU NPECTYITHUKOB,
COBEPUIAWIIMX aTaKH C UCNI0JIb30BaHHMEM NPOrpaMM-BbIMOrarTesei

HTanbAHCKasdg KOMIIAHHUS, CTaBIllas »XePTBOW MPECTYNHUKOB, COBEPILIAIOIINX aTaKU C UC-
M0JIb30BaHUEM NPOTPaMM-BbIMOraTesiel], 00paTUiach C 3asBJ€HHEM B MOJUIHMIO MOCTE
TOTO, KaK 3alJlaThja BbIKyll B OUTKOMHAX U YCIIEIHO pa36J0KHpoBaJia CBOU JaHHbIE, KO-
TOpble ObLIY 3apaXKEHbI B pe3y/IbTaTe aTaKU C MUCI0JIb30BaHUEM MPOTPAMMbI-BbIMOTATEJIS.
[l1aTéx 6L OCYIECTBJIEH Yepes MPOBakiepa yCayT B chepe BUPTYaTbHbIX aKTUBOB, KOTO-
PbIH 6bLJ yKa3aH NPeCTyIHUKAaMU B TPEOOBAHUHU O BbINJIATE BBIKYIIA.

B xo/ie mosnieiickoro paccae/joBaHUs B OTHOIEHUU JlaHHOTO [IYBA 6bL10 ycTaHOBJIEHO,
YTO OH 0QULIMAJBHO 3aperucTpupoBaH B UTanuu. B fanbHeleM 6b11a ycTaHOBJIEHA JTUY-
HOCTb 3TOr'0 UTaJIbIHCKOTO CyO'beKTa, U BbISICHUJIOCh, YTO PaHee OH HEOJHOKPATHO CO-
JlefiCTBOBaJI IepeBo/jlaM OUTKOMHOB, CBSI3aHHBIX C BBIIJIATON BbIKyIla B pe3y/ibTaTe aTak C
IIpMMeHeHHeM NIpOrpaMM-BbeIMoraresiel. [losmiys nposesa 06bICK B KBAPTUPE 3TOTO YeJIo-
BeKa U U3'bslJIa IJIaTEKHbIe KapThl, MOOU/IbHbIE TesleQOHbI U pyTrUe YCTPONCTBA, BKJI0Yas
*kéctkue aucky, USB-apaiiBephl U IJIaHIIETHI. B pe3ysibTaTe npocaymnuBaHus TejiepoHHbIX
Pa3roBOPOB U aHa/IM3a COOOIIEHUH, TepelaBaEMbIX C TIOMOIIbI0 MOOGUIBHBIX TeJ1epOHOB,
OblyIa YyCTAaHOBJIEHA IPyIIa APYTUX UTAJNbSIHCKUX Cy6beKTOB («['pymnmna»), KOTopble UCIOJI-
HSIJIM aHaJIoTMYHble QYHKLUU B 06ecreyeHnH NepeBo/ioB OUTKOUHOB, BbIIIJIaYMBAEMBIX B
KayeCTBe BbIKYIla B pe3yJibTaTe aTaK C MCI0J1b30BaHUEM NIpOrpaMM-BbIMoraTesied. B xoze
$UHAHCOBOTrO paccyeloBaHUs BbISICHUJIOCh, YTO GUaTHbIE AeHbIH, OTIPaBJsieMble KepT-
BaMH aTakK, NepeBOJWJINCh YJeHaMHU YKa3aHHOU IPyMIbl HAa cyeTa B 3apyOeXXHbIX 6aHKax,
NpHUHa/JIeXKaliie HHOCTpaHHbIM [IYBA, B TOM 4uc/e HaXofAIMUMCA B NPeCTaBAAIIINX
BBICOKHUU PUCK HOPUCAUKLHAX.

% OAT® (uronb 2022 1.), QGHOBASHHLIH 1le1eBo# 0630p BhimoaHeHUs Pekomenanuii PAT®, kacaromuxcs BUPTYaJIbHBIX AKTHBOR
YL IIPOBAM/IEPOB YCIYT B chepe BUPTYaJbHBIX AKTHBOB. B 3TOT 0630p BKJIIOUEHBI TOJIBKO T€ CTPAHBI, OTYETHI O B3AUMHOH OLleHKe /

OTYETHI 0 IpOrpecce KOTOPBIX ObUIM OMy6JIMKOBaHbI B TepHoz, ¢ HioHA 2021 roza mo mait 2022 roja.
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Ha ocHOBaHUU pe3ysnbTaTOB GUHAHCOBBIX paccje0OBaHUN W KPUMHUHAJIUCTUYECKON 3IKC-
epTU3bl TeslepOHOB U JPYrUX YCTPOUCTB KOMIIETEHTHbIE OPTraHbl PULLIN K BbIBOAY, YTO
3Ta rpyInna paccbliaja BpeJOHOCHbIe IIPOrpaMMbl KepTBaM U TpebGoBaJia OT HUX BbIILIA-
TBbI BBIKYII4, pa3Mep KOTOPOT'0 COCTAaBJIAJ HECKOJIBKO COTEH €BPO B CIy4yae KaXA0H aTaKH.
YsieHaM 3TOH Ipynnbl ObLIM NpebsaBIeHbl 0OBUHEHUS B BBIMOraTeJbCTBE U MOCIEAYI0-
11leM OTMbIBAHU U He3aKOHHBIX [J0X0/10B, KOTOPble COCTaBUJIU B 0011l CJI0XKHOCTH NOpAJKa
300 000 eBpo, 3any1a4eHHBIX pa3HbIMU NIOTEPIIEBIIUMU. PacciejoBaHMe B HACTOslLee Bpe-
M5l IPOJL0JKAETCs.

Hctounuk: Utanus

CneyuanbHbie c1edcmeeHHble Memoodbl NPUMeHUMesnbHO K 6UPMYaAnbHbIM aKmueam

70.

71.

72.

[ToMHUMO TpaIMITMOHHBIX CJIe/ICTBEHHbBIX METO/I0B, TPH MTPOBeIeHUH PUHAHCOBBIX pac-
CJIe/JOBaHUM 10 JlesiaM, CBSI3aHHBIM C aTaKaMU C IPUMeHeHHeM NMPorpaMM-BbIMOraTe-
JieH, MPaBOOXPAHUTENbHBIM OpraHaM CJIeJyeT UCIO0Jb30BaTh CHelralbHble MEeTO/Ibl,
YYUTBIBAIOIINE CIelMPUKY BUPTYaJbHBIX aKTUBOB. BOJIBIITMHCTBO BUPTYa/IbHbBIX aK-
THBOB QYHKLMOHUPYET HA OCHOBE TEXHOJIOTUH NMyOJUUYHOTO0 6yioKuelHa. [ly6ndHbIi
6JIOKYEMH NpeACcTaB/seT CO60M AOCTYIHYIO AJs1 NpocMoTpa 6a3y JJaHHbIX, Yepe3 Ko-
TOPYI0 MOXKHO OTCJIEXKMBATh aHOHUMHY0 MH()OPMAIIKIO, CBA3aHHYIO C TPAaH3aKIUAMHU
C BUPTyaJIbHbIMU aKTUBAaMH, C IOMOIIbI0 HHCTPYMEHTOB OJIOKYEHH-aHaIM3a I0CTYII-
HBIX U3 OTKPBITHIX HUCTOYHUKOB WJIM MO MO/IUCKe (CM. pa3/es 7 Hke). AHamu3 6JI0K-
YyelHa, HapsAAy C TPAJULMOHHBIMHU CJeJCTBEHHBIMH METOJAaMU, MOXKET I03BOJIUTh
c1e/1oBaTeJIsIM IOJYYUTh UHPOPMAI[UI0 HEOOX0AUMYIO JIJIsl YCTAHOBJIEHUST JIMYHOCTH
NPECTYIHUKOB, IeUCTBYIOIINX B MHTEpHETe, U X COOGIIHUKOB, a TAK)XKe OTCIeUTh
JBUKeHHe He3aKOHHBIX JJ0X0/0B.

151 oTC/1eXKMBaHUSA NIPECTYIHBIX J0X0/A0B C UCIOJIb30BaHHEM HHCTPYMEHTOB OJIOK-
yelH-aHaJ/U3a, KaK IpaBuJio, He06X0AMMO YCTaHOBUTD aipec UCXOLHOr0 KolleJbKa.
[ToaToMy Haxox/JeHHe U c60p MHPOPMAL MU O BblIlJIaTe BbIKyIa fABJISETCS YpPe3BbI-
YallHO BaXKHbIM N€PBbIM IIAaroM B pacciiefoBaHuu. [locsie nmosyyeHus azpeca UCXo/-
HOT'0 KollleJIbKa CJ1e/J0BaTeJH MOT'YT yCTAHOBUTD, IOMUMO BCET'0 IPOYETro, BXOAALHE
U UCXOJflMe IJIATeXH, OTINpaBJeHHble/N0JyYeHHble HA aJipec 3TOT0 KolllesbKa.
OpHako gocTynHas MHQOpMaLysa MOXKeT 3aBUCETb OT KOHKPETHBIX HUCI0JIb3yeMbIX
ycayr. XoTs B Iy6JIMYHOM 6JI0KYelHe cofepXKUTCS NoJe3Hasd HHopManus A4 npo-
BeJleHUs1 GPMHAHCOBBIX pacc/e/0BaHUN, HEKOTOpble TPaH3aKL UK C BUPTYaJbHBIMU
aKTUBaMH MOTYT OCYILeCTBJSTbHCS BHe 6yiok4yeliHa. KpoMe TOro, B HEKOTOPbIX UH-
CTPYMeHTax 6JI0KYelH-aHa/JIN3a UCNOJIb3YIOTCS aJrOPUTMbl KJIacTepU3aluu U Jpy-
ryue MeTOABI /1 TPYNNUPOBAHUS aZipecoB KOILIEeJbKOB UK Ollepalii, KOTopble MO-
T'YT OBITh CBSI3aHBI C IPECTYNHOM JiesTeJbHOCTbIO, TAKOW KaK aTaKy C IpUMeHeHHUeM
porpaMM-BbeIMOraTe sen.

Wudopmanus, nosydyeHHast Mo pe3y/ibTaTaM aHaiu3a 6J0K4YeiHa, MOXKeT CTaThb OCHO-
BaHUEM J1Jis IPUMeHEeHUs TPaAULMOHHBIX C1eJCTBEHHBIX MeTO/10B. HanpuMep, aHaius
6/I0K4YeliHa MOXKeT NIOMOYb yCTaHOBUTbD [IYBA, o6cayuBaoInil KolleéK, Ha ajipec
KOTOPOT0 MPUXOAU/IHN TJIATEXH, OTIPaBJeHHble /1J151/UId OT NPEeCTYMHUKOB, COBEP-
MIAIOL[MUX aTAKU C UCII0JIb30BAaHUEM MPOrpaMM-BbIMOraTesiei. A 3TO MOXKET MOOYUTh
MPaBOOXPAaHUTEJIbHbIE OPraHbl UCMOJIb30BaTh NPUHYAXTENbHbIE MEPHI JJIsSl 3ampoca y
atoro [1IYBA undopMalyu, Kacaroleics ajpeca KollesabKa.
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BcraBka 18: PacciiejoBaHMsI B OTHOLLIEHHHU U3BECTHBIX KOIEJIbKOB,
HCI10J/Ib30BaBIIUXCA NPU COBEPLIEHUHU aTaK C UCNOJIb30BaAaHUEM IIPOrpamMMm-
BbIMOTraTeJiei, KOTOpble MPUBEJIU K YCTAHOBJIEHHUIO JONOJHUTE/IbHbIX paHee
HeM3BEeCTHbIX NOTepneBIInX

B xo/ie aHa/1M3a ¥ OLeHKH YTP03, UCXOAALMX OT MCII0JIb30BaHUS TEXHOJIOTUH 6JI0KUY€elHa,
OblJI IPOaHAJU3UPOBaH ajpec OUTKOWH KollesbKa, HA KOTOPbBIH, 10 UMEIIIUMCS JaH-
HbIM, ObLIO NepeBeieHo 20 GUTKOUHOB B nepuoA ¢ 12 mas 2017 roga mo 27 mas 2021
rojia. Tak»ke yCTaHOBJIEHO, YTO 3TOT aJipec GUTKOUH KolleJibKa HAalPsIMYI0 CBSI3aH C Bpe-
JIOHOCHBIM MPOTrPaMMHBIM OGeclieueHrneM, KOTOPO€e 3apa3nio KOMIIbIOTEPHBIE CUCTEMBI
psiZia KOMMepUYeCcKHUX NpeANpPUSATAN U IPaBUTeIbCTBEHHBIX yupexeHul B I0AP. [lo pe-
3y/IbTaTaM aHaJ/u3a BbIICHUJIOCH, 4YTO B ¢peBpasie 2018 roja c ewé ofHOro ajjpeca MecT-
HOr'o GUTKOWH KoOlllesJbKa, IpUHaZ exalero oxHoadppukanckomy [IYBA, 6b10 nepe-
BeJleHo 0,06 GUTKOMHOB Ha BbINIEYKAa3aHHBIN aJipec KOollleJibKa, B OTHOIIEHUH KOTOPOTO
BeJIOCh paccjie/joBaHUe.

[Tocne nonyvyenus ot [IYBA nHopManuu o noAnvcyukax Obljl yCTAaHOBJIEH elllé OJWH
NOTepIeBLINH, KOTOPbIM NPU3HAJICSA, YTO OHEC GUHAHCOBBIN yuep6. OH npesnovyésn He
Co0611aTh 06 3TOM UHIM/JIEHTEe MECTHBIM CJI€/CTBEHHbIM OpraHaM, Tak Kak 60scs 06-
IleCTBEHHOTO pe30HaHca B CBSA3M C TeM, YTO OH He 0obOecleyu Haf lexallylo 3aliuTy 1
COXPAaHHOCTb KJMEHTCKUX JJaHHbIX. MaTepuaJsibl 3TOro Jieja 6blIM nepefaHbl 10kHOoad-
prkaHckuM [IOP MecTHBIM cefcTBeHHBIM opraHaM. OfiHaKo, BBUAY TOr0, YTO YCTAHOB-
JIEHHbIY IOTepIIeBLIMU He 3aX0TeJ NpebsIBJASATb HUKAKHX YTOJIOBHbIX OOBUHEHUH, [1eJ10
Ob1JIO 3aKPBITO MECTHBIMHU IPABOOXPAHUTEIBHBIMUA OPraHAMM.

Uctounuk: OAP

73. MeTo/ibl, OBBIIIAIIINE CTEIeHb AHOHUMHOCTH, KOTOPbIE UCIOJIb3YIOTCSA MPECTYII-
HUKaMHU B [1POI[ecce OTMbIBAHUSI CBOUX ITPECTYIHBIX JI0X0/10B (0 KOTOPBIX TOBOPUJIOCH
B pasjiesie 3 BbIIIE), TAKXKe 3aTPYAHSIOT JIJisl IPABOOXPAHUTENbHBIX OPTaHOB 33/1a4y
10 OTCJIEXKMBAHUIO OMepalUil ¢ MOMOIL[bI0 UHCTPYMEHTOB GJIOKYelH-aHaiu3a. Cie-
JIyeT OTMETUTD, UTO PsiJi KOMIIAaHUH, ClIel[UaIM3UPYIOIIUXCA Ha aHaIu3e 6JI0KYEHHa,
pa3paboTasid TEXHOJIOTUH JIJisT HUBEJIMPOBAHUS HEKOTOPBIX U3 3THUX Mep. McmoJb-
30BaHHE 3JIOYMBIIIJIEHHUKAMU «MapTHEPCKUX» MOJesed, MoJeseld «IporpaMma-
BBIMOTATeJ/b KaK YCIyra», a TAKXKe MPUBJIEYEHUE «AEHEXKHbIX MYJOB» YCIAOXKHSIET
npoBesieHre GUHAHCOBBIX paccjie/IOBaHUM, CBA3aHHBIX C aTaKaMU C TPUMeHeHUeM
nporpamMmM-BbiMoraTesiel. [IocKoJIbKY He BCer/jJa BO3MOXKHO OTCJIE/IUTD [[€NOYKY TJ1a-
TeXeH BIJIOTh /10 TOTePIEBIIEro, BO3HUKAIOT TPYAHOCTHU C YCTAaHOBJIEHHUEM a/IPECOB,
HCIIOJIb30BABILIUXCSA JIJIT UCXOJHOW OIMJIaThl B BUPTYaJbHbIX aKTUBax. AJipeca, Kak
MPaBUJIO, SIBJISIIOTCS 3aLleNIKOU [1J1s1 MpOoBeJleHUs 6JI0KYeHH-aHaIn3a.

74. [loMUMO HCNOJIb30BaHUS HMHCTPYMEHTOB OJIOKYeHH-aHa/au3a [AJs1 OTCJeXUBaHUs
IJIaTe)Xel BBIKyNa B pe3yJsbTaTe aTaK C MPpMMeHEeHUeM NporpaMM-BbIMOraTesiedl U
N0CJIeAYIOLero OTMbIBAHUS JleHET, CJIeloBaTe/IAM TaKXKe CJIe[lyeT BbISABJIATH IpeJibl-
JAyliie onepanuy, CBsi3aHHbIe C IPeCTYNHBIMUA I'PyNNIHAPOBKaMHU. ITa JOIOJTHUTEIb-
Has Mepa M03BOJIIeT IPAaBOOXPAaHUTENbHbIM OpraHaM BbISBJSATb BO3MOXKHbIE TeH-
JeHL MU U TUIIOJIOTUU U /WU JONIOJTHUTEbHYIO IPECTYIHYIO JesTeJbHOCTb.

75. B kauecTBe HEPEAOBOﬁ IMPAaKTUKHU MOXHO OTMETHUTDb, YTO IMPABOOXPAaHUTEJ/IbHbBIE OP-
raHbl pdga I-OpI/IC,E[I/IKLlI/Iﬁ Cco3aaJIu 6asbl AAdHHBIX, B KOTOPbIX COAEPHKHUTCA KJIH0UeBasd
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nHopMaLKs 0 «JJeHEeXKHbIX MyJIax» U aJipecax KolleJbKOB, pUIYPHPOBABIIUX B Jie-
JIaX, CBSI3aHHBIX C aTaKaMH C UCII0JIb30BaHUEM MIPOrpaMM-BbIMoraTtesiel. B Takux 6a-
3ax JlaHHBIX, KaK [paBUJIO, COJePKUTCSA MHPopMaLUs 06 HHIIMeHTaX, U eHTHPuKa-
I[MOHHbBIE JaHHbIE «I€HEXHbBIX MyJIOB», CBE/IEHHS O pa3Mepe HaHECEHHOTO yliep6a u
MMemlyecs aHHble 0 MPecTYNHUKax (HanpuMep, HOMepa CYeTOB, aipeca KolleJib-
KOB, UMeHa MoJsib3oBaTesel). Takve 6a3bl JaHHBIX IOMOTAIOT BBIBJIATD U OTC/IEXKHU-
BaTh BbIILJIATHI BBIKYIIA B pe3y/bTaTe aTak, a TAKKe CJyyau MOCAeyI0Iero OTMbIBa-
HUS JIeHeT, TaK KaK B HUX HAKOIJIEHbI IaHHbIE, T03BOJISIOLME IPOBOAUTh CPAaBHEHHE
M HaXOJUTb COBNAJEHUs C NpeAblAYLIUMH CJleJCTBEHHBIMU YJUKaMHU (BKJ/OYast
MHbOPMALMIO O IJIaTeXax) IPHU paccje0BaHUU TEKYLHUX U OyAyLUX UHIUJEHTOB.
KpomMe Toro, 3To n03B0oJIsIeT NpaBOOXpaHUTEJbHBIM OpraHaM MOJyYUThb pesCcTaBie-
HUe 0 60Jiee LIMPOKHUX CETSX, 3aHUMAlIOLIUXCS OTMbIBAaHUEM JleHeT, B KOTOpble MOTYT
ObITb BOBJIEYEHb! PA3/IMUHbIE peryJupyeMble CyObEKTbl U NMpPeACTaBUTENN Pa3HbIX
CEKTOPOB.

Bo3BpaTt aKTMBOB

76.

77.

[ToMmuMo HapalMBaHUsI BO3MOXKHOCTEHN 0 BbISIBJIEHUIO NIPECTYIJIEHUH U MpOBeJe-
HUI0 PUHAHCOBBIX pacc/ie/[OBaHUN, TPABOOXPAHUTEJbHbIE OPraHbl TaKXKe J[0JIKHbI
00J/1a/1aTh 3aKpeMJIEHHBIMH B 3aKOHO/IaTe/JIbCTBE MOJTHOMOYUSIMU U BO3MOXKHOCTSAMU
JUIS1 HAJI0’KEeHU S apecTa U KOHPUCKallMU BUPTYalbHbIX aKTUBOB. Onlepaljiu ¢ BUPTY-
aJIbHbIMU aKTHUBaMU NMPOBOJSTCS MOYTH MTHOBEHHO. JTO 03HAYaAET, YTO KaK TOJbKO
MPaBOOXPaHUTEbHbIE OPTraHbl Y3HAIOT 00 aTake C UCIO0JIb30BaHUEM MPOrpaMM-BhI-
MoraTeJied U BbIIJIATE BBIKYIA, OHU JO/KHBI ObITh B COCTOSIHUU OGBICTPO OTCJIEAUTH
OIJIaTy BBIKYINla M1 UMETh IOJHOMOYHMS [AJis OlNepaTUBHOTO (B Hjeasie, B TeYeHHUE
HECKOJIbKHX YacOB) apecTa BUPTYyaJibHbIX aKTHBOB C II€JIbI0 HeJOMYIeHUsI UX pac-
npoctpaHeHus. B coorBeTcTBUM ¢ PekoMmenganueid 4 GATO MHorue 0pUCAUKLUU
JIOJDKHBI 06/1a/1aTh TAKUMU OJTHOMOYUSIMU, KOTOPbIE MOTYT pa3J/iInuyaThCsl 10 CBOeH

dopme.

Hecko/bKO IOpUCAUKIMK TaKKe OTMETUJIM 110J1e3HOCTh HCII0JIb30BaHUSA aJibTepHa-
TUBHBIX MHCTPYMEHTOB JJIsl llepexBaTa He3aKOHHBIX J0XOJ0B, HallpuMep, IO0JIHO-
Mouuii [IOP mo nprocTaHOBKe onepanui, npu NpoBeJleHUU paccaelOBaHUMN B OTHO-
IIEHUU MOTEeHLMabHbIX NPECTYIHbIX aKTUBOB, yKazaHHbIX B CI10. [y TOro 4To65!
W/ITH B HOTY C IMHAMUYHO pa3BUBaOILeics cdepoil BUPTyaIbHbIX aKTUBOB, BO3MOX-
HO, TaKXe NOTpebyeTcsl pacCMOTPeTb HEOOXOAUMOCTb IepecMOTpa U 0OHOBJIEHUS
JleMICTBYIOLLETO 3aKOHOJATe/IbCTBA, OJMTUKH, HOPMAaTHUBHBIX aKTOB U IIPOLEAYD,
KacalolMXcs U3bATUA U KOHPUCKAL MU aKTUBOB.

BcraBka 19: [lesio komnanuu «Colonial Pipeline»

B utone 2021 roga MunuctepctBo roctunuu CIIA coobuiuio 06 apecte 63,7 GUTKOMHOB
CTOUMOCTbIO MPUMEPHO 2,3 MUJIJIMOHOB J10J11apoB. 1o 3asBeHHI0 MUHIOCTA, 3TH Cpe/iCTBA
SIBJISIUCH JI0X0/IaMU, BBIIIJIAYEHHBIMU B KaueCcTBe BbIKyIa rpynnupoBke «DarkSide», koTo-
pasi coBeplInJa aTaKy C MPUMeHEHUEM NPOrpaMMbI-BbIMOraTe s Ha KoMmnaHuio «Colonial
Pipeline», 4To npuBesio K BpeMeEHHON OCTaHOBKe PaboThl 06'bEKTA KPUTHYECKON UHpa-
CTPYKTYpbl. Ha 6UTKOWHBI GbIJI HAJIOKEH apecT B TOT »Ke JleHb, KOT/Jla CyAbs mTaTa Kaau-
dbopHUA BbIZAJ OpAEP HA apeCcT aKTUBOB.
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[IpumepHno 7 mast 2021 roaa komnanus «Colonial Pipeline» mogBepriack pe3oHaHCHOU aTake
C UCIM0JIb30BaHMEM NIPOrpaMMbI-BbIMOraTeJisl, B pe3y/ibTaTe KOTOPOW el MPUIJIOCh BpeMeH-
HO OCTaHOBHUTb PabOTy HECKOJIbKUX CBOMX HHPPACTPYKTYPHBIX 06beKTOB. [IpeacTaBuTenu
KOMIIaHUM coobimuan PenepasbHOMy 610pO pacciefloBaHUM, YTO eé KOMIBIOTEpHas CeThb
Obl1a B3JI0MaHa XaKepCKOM IpynnupoBKoM noj HazBaHWeM «DarkSide», mocse yero kom-
[IaHHWs T0JIyYu/a TpeboBaHKe U 3allJIaTHJIa BBIKYII B pasMepe nopsjka 75 6UMTKONHOB. Kak
YKa3aHO B JIONOJIHUTeJbHOM addurjieBUTe (T.e. 3aBEPEHHBIX MMCbMEHHbIX OKa3aHUAX B
NOJJEPXKKY YCTHBIX IOKa3aHMM), TPAaBOOXPAHUTE/bHbIE OPraHbl IPOBEJIU aHAJIM3 MyO6/IUY-
HOro peecTpa 6UTKOMHOB. [lo pe3ysbTaTaM 3TOro aHa/M3a OHU CMOIVIA OTCJIEAUTb HEOLHO-
KpaTHBIE IIepPeBO/[bl GUTKOMHOB M YCTAHOBUTD, YTO IPUMEPHO 63,7 GUTKOUHOB, SIBJISIBLUIMXCS
JI0X0/laMH, MT0JIy4eHHBbIMU B pe3yJibTaTe BbIIJIAThI >KEPTBOM BbIKYIa, ObUIN NepeBe/ieHbl Ha
KOHKpeTHbIe aZipeca. bbL10 j0Ka3aHo, YTO 3TH 10X0/bl B GUTKOMHAX UMeJ/IM OTHOIIEHUE K He-
CaHKLMOHMPOBAaHHOMY IPOHUKHOBEHHIO B KOMIIbIOTEPHYO CEThb U SIBJISAIOTCS JIeraJIn30BaH-
HBbIM UMYILeCTBOM, [10JIy4eHHbIM PECTYNHbIM IIyTEM, U IO3TOMY Ha HUX MOXKET ObITh HaJIO-
>KeH apecT B COOTBETCTBUH C [TOJIOXKEHUAMH YTOJIOBHOTO ¥ IPAXK/AaHCKOT 0 3aKOHOAATe/IbCTBA
06 apecTe 1 KOHQHUCKALHU.

Uctounuk: CIIA

[Ipeanaraembie Mephbl

e KoMIleTeHTHbIM OopraHaM cjneanyeT MCIO0JIb30BaTb U aAdIITUPOBATD, IPU HEO6XO,ELI/I-
MOCTH, TPAJULIUOHHbIE IPABOOXPAHUTE/IbHbIE METOAbI, d TAKXE€ KOHKPETHbIE TEXHO-
JIOTUX NMIPUMEHHUTEJIbHO K BUPTYaJIbHBIM aKTHBaAM JJid IIPOBEAEHUA paCCﬂeAOBaHHﬁ
C/1IydaeB OTMbIBAHHA J0XO0A40B OT aTaK C UCII0JIb3OBAHHUEM HpOFpaMM-BbIMOFaTeJIefI.

e [Opucaukuusam cienyeT 06ecrieynTb, YTOObl COTPYAHUKU IPAaBOOXPAHUTENbHBIX Op-
raHOB IOCTOSIHHO 06J/1a/ja/1i HE06X0JUMbIMH BO3MOXKHOCTSIMHU U IIOJITHOMOYUSIMU 15T
ONepaTUBHOTO U 3QPEKTUBHOrO HAMOXKEHHUSI apecTa U KOHPUCKALMA aKTUBOB, 0CO-
6eHHO BUPTYaJIbHbIX.

3HaHUA U HAaBbIKM

78. Kak oTMedeHO B noapasaeJsie 62, XO0TAd TPpaAULUOHHbIE METOAbI IPABOOXPAHUTEJIb-
HBIX OPraHOB MO-MIPEeXKHEMY OCTATCA qpestIqaﬁHo Ba>XHbIMHU [JIA pacciegOoBaHUA
CJIydaeB OTMbIBAHUA JOXOA0B OT ATAK C UCIIOJIb3OBAHHWEM IIPOrpaMM BbIMOFaTEJIEP'I,
AJId YCIIeIIHbIX paCCJIe,U,OBaHI/Iﬁ " CYAE6HbIX HpeCJIe,[LOBaHI/Iﬁ 3da OTMbIBaHHE JOXO04 0B,
IMOJIYy4€HHBbIX B pe3y/ibTaTe TaKUX aTakK, a TAKXe JJid BO3BPATd BUPTYaJ/JIbHbIX aKTHU-
BOB Tpe6y}OTCH criegaJibHble TeXHHU4YEeCKHe 3HaHHuA. 3TO BKJIIOYAET TeXHUYECKHE
U OpUANYEeCKrEe 3HAHUA B Cd)epe BUPTYaJIbHbIX aKTHBOB.

79. IloMUMO 3TOro, B COCTaB CJIeICTBEHHBIX TPYIII, 3aHUMAIOLIUXCS JieJJaM1, CBSI3aHHbI-
MU C OTMBbIBAaHHUEM JleHET WJIM BO3BPATOM aKTUBOB B pe3yJibTaTe aTaK C NpUMeHe-
HUEM NPOorpaMM-BbIMOraTeJsieH, cjielyeT BKIKYaTh COTPYAHUKOB, 00/1aJal0IINX TEX-
HUYeCKMMH HaBblKaMHM U 3HaHUSAMU B chepe KMOGep6e30NacHOCTH, KOMIIbIOTEPHOMH
KPUMHUHAJIUCTUKU, UHTEPHET-aHAJUTUKU U OTKPBITHIX M1aTdopM. [Ipy 3TOM aKLeHT
JIOJDKEH ObITh CeJIaH Ha UHTEPHEeT-pa3Be/Ke C 1ieJibio cbopa rHaHCcOBOUM HHOpMa-
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80.

81.

82.

83.

LIMY, Kacallelcs onepauui ¢ BUPTyaJbHbIMHA aKTHBAMU B OTKPBITBIX CETSAX, B TOM
yucsie AJis c6opa cBeJieHUHM, KOTOpble MOTYT ObITh MOJIyYeHbl MYTEM aHaK3a 6JI0K-
YyeillHa, CKaHUPOBAHUS BeOGCANTOB, COIMANIBHBIX CeTel, UHTepHeT-GOPYMOB, CETU
«JapkHeT» U «/JapK-MapKeTOB», @ TAKXKe MyTEM OTCJIEKUBAHHUS COOOIIEHUH 0 He3a-
KOHHOH JleTeJIbHOCTU B UHTepHeTe.

[Ipu pacciejoBaHUU JieJi, CBI3aHHBIX C BUPTYaJbHBIMU aKTUBAaMH, COTPYAHUKAM
KOMIIETEHTHBIX OPTAaHOB MOT'YT NOTPe6OBaThCS HOBbIE 3HAHUSI U HAaBbIKHU J1Jis1 C60-
pa ¥ TOJIKOBaHHUA JaHHbIX. B 4acTHOCTH, COTpYAHMKAM IPaBOOXPaHUTEJIbHBIX Opra-
HOB HEO6X0/IMMO 03HAaKOMHUTbLCS C BO3MOXKHOCTAMU 6JIOKYEeHH-aHATUTUKU U MOHU-
TOPHHIA, HAllpUMep, HAYYHUThCSl UCI0JIb30BaTh MHCTPYMEHTHI aHa/M3a 6JI0KYeiHa,
BKJIIOYasi 0OIEeJOCTYIIHOe NPOrpaMMHOe obecriedyeHre [JiJisi MPOCMOTPa OTKPBITOTO
6JIOKYeilHa, U MPUMEHATh AaHAJIUTHYECKHE METOAbI AJS OTCAEKHUBAHHUS CPEJCTB.
CnenyeT TakXXe OTMETHUTbh, UTO pa3Hble HHCTPYMEHTHI NMPEJLOCTABISAIOT Pa3InYHbIe
B3aMMO/IOTIOJIHAIOINE BO3MOXKHOCTH (aHA/IM3 Pa3/IMYHbIX BU/I0B BUPTYa/bHbIX aK-
THBOB, BO3MOXHOCTb /IJIsl aHaJIN3a CXeM «IPbDKKOB MEXY CETMU», C60p OnepaTHB-
HBIX IaHHBIX U3 OTKPBITHIX UCTOYHUKOB U T.[L.).

11 pa3paboTKU TaKHUX pa3/IMYHbIX UHCTPYMEHTOB M UX HUCII0JIb30BAaHUSA IPU NpO-
BeJleHUH pacc/ie/JoBaHUM TpebyeTcs crelajlbHOoe 0O0ydyeHre U TeXHUYeCKre 3HaHUS.
HekoTopble PUCAMKL WU HALLJIU [IyTH NOAKJIUYEHNUS COOTBETCTBYIOLIUX ClIelMaJlu-
CTOB K KOHKPETHBIM paccie/joBaHuAM (cM. nmogpaszes 8.2). OfHAaKO MpUBJIeYeHHE
TpebyeMbIX CIIelIMaJUCTOB MOXKET OKa3aThbCsl BeCbMa 3aTPaTHbIM [JleJI0OM, U HEKO-
TOpble IOPUCAUKLUU MOTYT HE UMEeTb PECYPCOB /Il Pa3BUTHUA TaKUX HABBIKOB, YTO
MOKeT CHU3UTb BO3MOXHOCTH KOMIIETEHTHBIX OPTaHOB NIPOBOJUTD paccje0BaHUsA
Y OCYLLeCTBJIAATb CyAeOHble NMpecse/j0BaHUA 32 OTMbIBaHHE [OXOJ0B, MOJyYeHHBIX
B pe3yJIbTaTe aTakK C UCI0JIb30BaHWEM NIPOrpaMM-BbIMOraTeJiem.

Ecnu co6cTBeHHble 3HAHUS OTCYTCTBYIOT WJIM SIBJSIIOTCS HEJOCTATOUYHBIMH, IOPUC-
JIUKIIMA MOTYT PAacCMOTPETh BO3MOXKHOCTb HCIIOJIb30BAaHHUSI WHCTPYMEHTOB, CO3-
JlaBaeMbIX KOMIIAHUSAMH YaCTHOTO CeKTopa. Takue MHCTPYMEHTHI, pa3paboTaHHbIE
TPeTbUMH CTOPOHAMH, MOTYT MOMOYb KOMIETEHTHbIM OpTraHaM BBISBJATb U OT-
C/IeKUBATh TPAH3aKIMHU C BUPTyaJbHbIMU aKTUBAaMH, OCYIeCTBJIsieMble Ha BCEX OC-
HOBHBIX U Ha GOJIBLIMHCTBE BTOPOCTENEHHBIX B/I0KYelHaX. B HacTos1ee BpeMs 3TH
HHCTPYMEHThI NOAJAEPXKUBAIOT GYHKIIMOHUPOBAHUE COTEH BU/IOB TOKEHOB, U B HUX
NPUMEHSIOTCS TaKHe TEXHOJIOTUM KaK aJif'0PUTMbI KJACTEPU3alUH, Be6-CKpeHuHT
(TexHOJIOTHS TOJIydeHUs] Be6-JaHHBIX NMYTEM HMX WU3BJIEUEHHsS CO CTpPaHUI] Beb-
pecypcoB), MOHUTOPUHT 6a3 JaHHBIX O MOLIEHHUYECKHUX CXeMaxX, KOTOpble MO3BO-
JISIIOT CJIeIOBATeJIsIM NPUBA3bIBATh LIMPOKOU CIEKTP TPaH3aKIUH K peasibHbIM Hu-
3WYECKUM U PUJAYECKUM JUIAM. DTU HHCTPYMEHTBI CO3/a0T rpadbl TpaH3aKIHUH
Y MO3BOJISIIOT MPOBOJUTDH CETEBOW aHAJM3, UTO JAET KOMIETEHTHbIM BeJJOMCTBAM
BO3MOXXHOCTb TOHSITh U 3aTe€M NPEJCTABUTD CJOXKHbIE CBSI3U MPUCSKHBIM U CYJIbIM
B XO/l€e MOCJeIYIIIUX Cy/Ie6HbIX MTPOIECCOB U JEHCTBUM M0 BO3BPATy aKTUBOB. ITH
HHCTPYMEHTHI TaKXKe MOTYT IIOMOYb KOMIIETEHTHBIM OpraHaM BoIsABJSTH [1YBA, Ko-
TOpPbIe MOTJIA ObITh MCIOJb30BaHbI [IJI1 OTMbIBAHUS WJIM 0OMeHa He3aKOHHBIX [10-
X0Z10B Ha PUATHYIO BAJIOTY U KOTOPbIE MOTYT 00/1a/]aTh aKTyaJbHON HHbOpPMaLUen
JIJIsl OKa3aHUs COIENCTBUS CJIeICTBUIO.

YTto KacaeTcs Bo3BpaTa aKTHUBOB, TO JJI apecTa U yIpaBJleHUs BUPTyaJbHbIMU aK-
TUBAMHU TaKKe TPeOYIOTCA JONOJHUTENbHbIe TEXHUUECKHE U IOpUANYeCcKHe 3HAHUS.
KoMneTeHTHBIE OpraHbl AOJKHBI ObITh FOTOBBI NPUHATH COOTBETCTBYIOIINE Mephl
Y peaJU30BaTh NpOLEeAypHl AJs obecredeHUs] HaJJieXallero apecTa U XpaHeHUs
BUPTYya/IbHbIX aKTUBOB. [IpuMepoM Nepe/joBOM NPAKTUKU SIBJISIETCS CO3JaHue CIle-
LJMaJIbHBIX MEXaHW3MOB /IJIsl HaJIOXKEHUS apecTa, KOHPUCKALUU U yTUIM3aLUu1 BUP-
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TyaJIbHbIX aKTHBOB. JTO MOXET BKJIIOUATh B Ce04 TIIATeNbHOE U HaJlJIeXallee MJIaHu-
pOBaHUe apecTa, UCMOJb30BaHUe CUJI-ppa3 (MHeMOHMYeCKUX (ppa3)®’, «xoJsiomHOE»
XpaHeHHe apeCTOBAaHHBIX BUPTYaJbHBIX aKTUBOB (T.€. UX XpaHEHHE B 6eccepBEPHBIX
odd1aiiH Kolle/IbKax), a TAKXKe PeryJIMpoBaHre BOMPOCOB, KACAKIIUXCS I[ETIOYKH OT-
BETCTBEHHOCTH.

[Ipeasiaraembie Mepbl

e CoTpyAHMKAaM KOMIETEHTHBIX OpPraHOB HE00XOAMMO 006/afaTh ClelHaJn3upOBaH-
HBbIMM HaBblKaMU M 3HAHUAMHU, TPeOYEeMbIMHU /IJ1s1 POBeIeHUs yCHellHbIX GUHAHCO-
BbIX paccieZJoBaHUH 110 Jies1aM, CBSI3aHHBIM C aTaKaMHU C UCII0JIb30BaHUEM TPOrPaMM-
BbIMOTaTesiell. ITO BKJIIOYAeT pa3paboTKy, NpejoCcTaBJeHUEe JOCTyNna U obydyeHHe
WCMOJIb30BAaHUI0 MHCTPYMEHTOB MOHUTOPHUHTA U aHAJIM3a GJI0KYeHHA.

L4 I’OpI/IC,Z[I/IKLU/IHM TaKXe cjieayet 06€eCeynTh HaJInYHue Crieqra/JIbHbIX MEXaHU3MOB /J1JId
HaJJiexxalulero yrnpaBjaeHHUA apeCTOBAHHbBIMU BUPTYa/JIbHbIMU aKTHBAMH.

Monantuka u B3aumopgeimncreme Ha HauMOHaIbHOM YPOBHe

HauuoHanbHan oueHKa U cTpaTerus

84. B cootBeTcTBUU ¢ PekoMeHnganend 1 PATD, opucauKI UM JOKHBI BbISIBJSATH U Olle-
HUBaTb CBOU pucku O/l ¥ NIpUMEHSATb PUCK-OPUEHTUPOBAHHBIN MOAX0/ AJISl CHUKe-
HUS ITUX PUCKOB. ITOT MOAXO/, TAKXKe JI0JKEH CJIY>KUTh OCHOBOM /1J151 3P HEKTUBHOTO
BbIJIeJIEHUS U paclpe/iesieHus pecypcoB B paMkax pexuma [10/]/DT.

85. ATaku ¢ uHcCNoJsb30BaHMEM INpOrpaMM-BbIMOraTeslell 4acTO paccMaTpUBAIOTCH
C TOYKH 3peHMs] OLeHKHU yrpo3 JJisd KubepbesonacHocTu. HanpuMep, HeKoTOpble
IOPUCAUKLUU pa3paboTanu cTpaTeruu Kubep6e3onacHOCTH UJIU 60PbObI C KUbep-
NPECTYIHOCTbIO, KOTOPbIe COJeHCTBYIOT COTPYLHUYECTBY M B3aMMOJENCTBUIO Ha
HallMOHaJbHOM ypoBHe. KpoMe TOro, B TaKMxX CTpaTerusix CoZepaTcs MOJUTH-
yeckre 00513aTeJibCTBA aKTUBHO OGOPOTHCS C NPECTYIJIEHUSIMH, COBEpILIaeMbIMHU
C MIOMOLIbI0 NPOTPaMM-BbIMOraTe e, U CBS3aHHBIMU C 3TUM He3aKOHHbIMU QU-
HaHCOBBIMH II0TOKaMHU. HaluoHa/IbHbIe CTpaTeruy, Kak NpaBuJio, ipeJycMaTpuBa-
10T y4acTHe Pa3JIMYHbIX IOCYy/JapCTBEHHBIX BEJOMCTB?® 1 MOTYT BKJIIOYaTh COOTBET-
CTByMWIMe opranbl, oTBevatomue 3a [10/1/PT, Takue kak MUHUCTEPCTBA IOCTUIUH,
$bUHaAHCOB U BHYTPEHHUX [leJs, a TaKXXe MpeJCcTaBUTeNed YacTHOro cektopa. [lpu
3TOM HeO6X0JUMO OTMETHUTD, UTO L[€JIbI0 MHOTUX TAKUX CTPATETUH He 06513aTeJIbHO
SIBJISIETCSl CHUXKEHHE PUCKOB, CBI3aHHbIX C HE3aKOHHBIMU QUHAHCOBBIMU NOTOKa-
MHU. ITU PUCKHU JOJKHBI PacCMaTPUBATBhCS M aHAJU3UPOBATHCA B paMKax Halluo-
HaJIbHBIX OLLeHOK PHUCKOB.

%7 I'pymma cyqaifHBIX CJIOB, CreHepHpOBaHHasA MPHUIOKeHHEeM KolllesIbKa B OTpe/ieIEHHOM MOps/IKe, KOTOPas MOYKeT HCI0Tb30BaTh-
sl /ISl BOCCTAHOBJIEHHUSI WJIM TIOJIy9E€HUS OCTYIA K 3aKPbITOMY KJIH04y (KJIF04aM) B 06X0/1 JOMOJIHUTE/IbHBIX Mep 3alUThl (Ha-
IpuMep, napoJiei).

%% YyuThbIBag yrposy AJis HAlMOHANBLHOM 6e30MaCcHOCTH, IPe/CTaB/IsgeMYyI0 aTaKaM1 C MCII0/1b30BaHKMeM NPOrpaMM-BbIMoraTesel, B
YHCJI0 3THUX BEJIOMCTB BXO/JSAT OpraHbl, OTBevaloliye 3a 06ecrnedyeH e NPaBoropsi/ika, 060poHy, 6e301acHOCTb, CBSI3b ¥ HHGOpMa-
[[UOHHbIE TEXHOJIOTHH.
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BcraBka 20: HaupoHa/ibHas cTpaTerusi KuoepoesonacHocty Hcnanuu

HanyoHasnbHas cTpaTerust kubepoe3onacHoctu McaHui (mocjieiHMe H3MEHEHHUs B KOTO-
pyto 6b6u1H BHeceHBI B 2019 roay) HanmpaB/ieHa Ha pa3BUTHE YMEHHUH U HABBIKOB C I[€JIbI0
POTUBOAENCTBUS KHOEPYTpo3aM. B Hell U3/10KeHbI MPUOPUTETHI, 33/]Ja4d U COOTBETCTBY-
I0l[Yie Mepbl AJ51 AOCTHKEHUS U NMOAJepKaHUs BbICOKOTO YPOBHS 6€30MacCHOCTU CETEN U
MHPOPMALIMOHHBIX CUCTeM. HeKoTopble U3 K/I0YEBBIX HANIPaBJIeHUH AeATeNbHOCTH, ONpe-
JlenéHHbIX B CTpaTeruy, HanpaBJjeHbl Ha pa3BUTHE HABBIKOB /i 60pbObI ¢ KUOEPYTpO3a-
MH, a TaK>Ke Ha HapallBaHHe BO3MOKHOCTEMN /151 paccieJoBaHUsI U CyAe6HOr0 npecseso-
BaHUS 32 COBepIleHHe KUOEePIPeCTYIIEHUH.

B CtpaTeruu 3asiBjieHa HEOOXOJUMOCTb Pa3BUTHS U YKPEIJIEHUs COTPYAHUYECTBA B Mpa-
BOBOU U MPABOOXPAHUTEJNBbHOU cdhepe, a TaKKe BblieJIeHHE NOCTaTOYHbIX PECYPCOB KOM-
NeTEHTHBIM OpraHaM W IpoBe/ieHHe 060y4YeHHUs C 1[eJIbI0 MOBBIIIEHNUsS] YPOBHS MPodeccro-
Ha/IbHBIX HABBIKOB U YMEHHH. ITO TaKKe CBSI3aHO C GOPMUPOBAHMEM MHCTUTYI[HOHATBbHOU
6a3bl B chepe KMOEPOE30MaCHOCTH, B YaCTHOCTH, C CO3/laHMeM HalloHa/bHOTO COBETa 10
kubepb6e3onacHocTH. llesbio aToro CoBeTa, BO3IJIaBJISIEMOT0 MpeMbep-MUHUCTPOM Hcma-
HUM, ABJIIETCS KOOPAWHAIMSA HAllMOHAJbHOUW MOJUTUKU B 06J1aCTH KUOEpP6HE30MacHOCTH,
a TaKXXe COAEUCTBUE COTPYJHUYECTBY U B3aUMOJEUCTBUIO MEX/1y TOCYAaPCTBEHHBIMU a/l-
MUHMCTPATUBHBIMHM OpTaHaMHU! ¥ YaCTHBIM CEKTOPOM?, UYTO UTPAET CYIECTBEHHYIO POJIb B
peasM3anny MeXAYCIIUITMHAPHOTO TI0IX0a.

Uctounuk: Ucnanus

[IpuMedanusa

' MUHHMCTEPCTBO MHOCTPAHHBIX Jies, MUHHCTEPCTBO HOCTULMK, MUHHCTEPCTBO 060pPOHBI, MUHHUCTEPCTBO

BHYTpeHHUX JeJ, KasHavelicTBo, Annapart [IpeMbep-MuHuCTpa, HannoHanbHBINA pa3BejblBaTebHbIN
LIeHTp, YIIpaB/eHre HallMOHAIbHON 6€30MacHOCTH U ApyTHe.

CrielMasIMCThl U SKCIEPThl YaCTHOTO CEKTOpa BKJIIOYAIT B ce0s mpejcTaBUTesed npodeccHoHaTbHBIX
006'beJUHEHUH, KOMIIAHUH U HAyYHBIX KPYTOB.

86. B paMkax cBOUX HalMOHAJIbHbIX OLleHOK puckoB O/l B cooTBeTcTBUU ¢ PekoMeHganu-
el 1 QAT opUCAUKLUAM TaK¥Ke c/le/lyeT pacCMOTPEThb YTPO3bl, UCXOJsIIUE OT aTak
C WCHO0JIb30BaHHWEM NpOrpaMM-BbiMoraTesied. Takasi OLleHKa CJAYyKUT OCHOBOH, Ha
KOTOPOH IOPHUCAUKIIMU MOTYT pa3pabaThIiBaTh Mephbl, HAallpaBJeHHbIe Ha CHUKEHHE
3TUX PUCKOB U YTPO3, B TOM UM CJIe MepPbI, Ipe/JIoKEHHbIE B AHHOM OTYETe. Xopoliee
noHuMaHue puckoB O/, cBI3aHHBIX C aTakaMH C UCII0JIb30BaHUEM IPOrpaMM-BhbI-
MoraTeJied, OPUCAUKIUK CMOTYT paclpejie/IMTh Pecypchl B COOTBETCTBUU C PUCK-
OpPUEHTUPOBAHHBIM MOJX0J0OM, B TOM YUCJ€e AJISl pa3BUTUSI U MOBBILIEHUS] 3HAHUU
Y HaBBIKOB B cpepe BUPTYaJbHbIX aKTHBOB, a TaKXKe MPUOOPeTeHNSI UHCTPYMEHTOB
0J10K4YeHH-aHa/IM3a /I COOTBETCTBYIOUUX KOMIIETEHTHBIX OPraHOB, OTBEYaKIIHUX
3a [10/1/PT.

87. I’OpI/ICﬂI/IKLU/II/I, B KOTOPbIX aTaKH C MCIIOJIb3OBAHHUEM HpOFpaMM-BbIMOI‘aTeJ’Ief/’I Hu CBA-
3dHHO€ C 3THUM OTMbIBAHHWE AEHET B HACTOAILLEEC BpeMd He MPEeACTABJIAIOT CepbéSHOI‘/i
BHYTpeHHeﬁ yIrpo3bl, TakK¥Ke AOJIKHbI YIUTBIBATH PHUCKHW HE3aKOHHBIX (1)I/IHaHCOBbIX
INOTOKOB, UCXOAAUKUX OT XdKEPCKUX aTdK C IPHMMEHEHHUEM HpOFpaMM-BbIMOI‘aTEJIEI‘/’I,
B YAaCTHOCTH IIO IPpUYHHE YHHKaHbHOﬁ B3aWMMOCBA3W MeXAy NnNporpaMMaMHu-BbIMOra-
TeJIAMU U BUPTYaJIbHBIMU aKTHUBAMH. I‘OpI/ICLLI/IKLlI/IHM ciaeayeT yduTblBaTb He TOJIBKO
yrpo3y, KOTOpYIO aTaKH1 C IpMMEHEHUEM HpOFpaMM-BbIMOFaTeJIefI npeacTaB/IA0T OJA
HX IpaxKJaaH U opraﬂusaunﬁ, HO TaKX€ BO3MOXHOCTb TOr'O, 4YTO IPECTYIIHUKU MOTYT
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HaxOJUTbCS Ha UX TeppuTopuu Wiau uto I[1YBA, HaxofsmKecs Mo UX IOpUCAUKLMEN,
MOTYT HUCII0JIb30BAThCA /11 OTMbIBaHHWS UM OOHAJMYMBAaHHUS J0X0/0B, N0Jy4YeHHbIX
B pe3yJibTaTe TaKux aTak. Hanpumep, y MHorux I[IYBA MoxeT npucyTCTBOBATh pacipe-
JleJIEHHAsl apXUTEKTYpa B HECKOJIbKUX IOpUcAuKLusx. [[YBA MoxeT ObITh 3apeructpu-
pOBaH B OJHOU IOPUCAUKIUH, €T0 COTPYLAHUKHU MOTYT HaXOJUThCA B APYrOoi OPUCAUK-
1I1MY, a TEXHUYeCcKasd MHPPACTPYKTypa ¥ YacTHbIE KJII0YM MOTYT HaXOAUTbLCS B TpeThel
IOPUCAUKIMU. DTO O3HAYAeT, YTO TaKHe IPUCAUKLUU MOTYT UCI0JIb30BaThCA /151 He-
3aKOHHOI'0 IlepeMelleHus JIeHeXKHbIX CPe/ICTB, CBA3aHHbIX C aTaKaMU C IpUMeHeHHueM
porpaMM-BeIMOraTeJsiel, B 4aCTHOCTH Yepe3 ceKTop [TYBA.

BcraBka 21: OueHka yrpos, npeAcTaB/iseMbIX aTaKaMM C MCII0JIb30BAaHHEM
IporpaMm-BbIMOraTesieil B paMKax HalluOHA/IbHOM OLIeHKHU PUCKOB OTMbIBaHUS
JleHer

B mapTte 2022 roga Bsiactu CIIA ony6sinkoBasu TpeTuil OTYET 0 HALIMOHAJILHOM OILeH-
Ke PUCKOB OTMbIBaHUs JleHer, B KOTOPOM OllpeZiesieHbl HauboJiee cyllecCTBEHHbIE YTPO-
3bl, UCXOJsALIMEe OT He3aKOHHbIX QUHAHCOBBIX IOTOKOB, B TOM YHCJIE OT KUOEpPIpecTyIl-
HOCTH, a TaKXe yS3BUMOCTH, CBA3aHHbIe C BUPTYaJbHbIMU aKTUBaMU. B aToM OT4yéTe
yKa3aHo, YTO KOJIMYECTBO KUOEPIPeCcTyIeHUA 3HaYNTeTbHO Bo3pocso ¢ 2018 roga u
YTO aTaKHU C MCHOJb30BaHHEM INPOrpaMM-BbIMOraTesied NMpeJCcTaBJAIT 0C060 cylle-
CTBEHHYI0 YIrpo3y, CBI3aHHYI0 C He3aKOHHbIMU GUHAHCOBBIMHU NoToKaMu. Hanpumep,
B OTYéTe rOBOPHUTCS, YTO CEPbE3HOCTD U CI0XKHOCTb aTak C IpUMeHeHHueM NporpaMM-
BbIMOraTeJIeEN CyLeCTBEHHO BO3pociau B nepuof nangemuu COVID-19. B OTtuyéTe co-
JleP>KUTCS OCHOBHAsA UHPopManus 0 TeHJEeHLUAX COBEPIIEHUs] aTaK C IPUMEHEHUEM
IporpaMM-BbIMOraTeJsiel, BKIYasa UCI0Jb30BaHHE MOZIeJIN «IIpOTrpaMMa-BbIMOTraTe b
KaK ycJyra» 4 TAaKTUKH ABOMHOI0 BeIMOraTebCTBa. B OT4éTe Takxke NpUBeeHO MHO-
»KeCTBO TUII0JIOTMU OTMBbIBAHUS JeHer, HallpyuMep, UCI0JIb30BaHue 3apy6exxHbIx [IYBA,
JLJI1 KOTOPBIX XapaKTepHbI cj1abble Mepbl KOHTpPoJA B nendax [10J/PT uau ux noaHoe
OTCYTCTBHUE, C LleJIbI0 pa3MelleHUsl JOX0L0B OT XaKepCKUX aTaK C IpMMeHEHUEM Ipo-
rpaMM-BbIMOTraTeJsied. YcTaHOBJIeHHble GaKThl U BbIBOJAbI 0 UTOramM HanuoHasbHOU
oneHKH puckoB O/] 6bIIM MCIOJIb30BaHbl IpU pa3paboTke HamuoHnanbHOU CTpaTeruu
CIIA mo 60pb6€e C TEPPOPU3MOM U JIPYTUM He3aKOHHBIM pUHaHCHUpOBaHUEM OT 2022
roza (B KOTOpOH cofep:KaTcsl peKOMeHJAluK 10 CHUKEHUI0 PUCKOB, CBSI3aHHBIX C He-
3aKOHHBIMU QpHUHAHCOBBIMU NMOTOKaMHU). BeiBoabsl HOP O/l 6b1y1M Tak»ke HCI0JIb30BaHbI
npu nojrotoBke [ly1aHa eCTBUN O CHUXKEHUIO PUCKOB HE3aKOHHOTr0 pUHAHCUPOBa-
HUS, CBSI3aHHBIX C [UPPOBBIMU aKTHBAMMHU.

Uctounuk: CIIA

COprAHM‘-IECTBO 7] Bsawmop,eﬁcmue Ha HAaUMOHA/ZIbHOM ypOBHE

88. B cooTBeTcTBUM ¢ PekoMeHganue 2 PATO 10pucAUKIUU AOKHBI UMETh MEXaHU3MbI
JUIST COTPYAHUYECTBA, B3aUMOZIEWCTBUSI U 06MeHa UHpopMalueld MexXay JUPEKTHUB-
HbIMU opraHamy, [I®P, npaBooxpaHHUTENbHBIMU BEJOMCTBAMU U JPYTUMH KOMIIETEHT-
HbIMU OpraHaMy. ATaKU C KUCIOJIb30BAaHHWEM MPOrpaMM-BbIMOraTeseld 3aTpParuBaloT
IMPOKUHN CIIEKTP 06J1aCTEM, ¥ IO3TOMY B pacC/ie/IOBaHUSIX MOTYT IPUHUMATh y4acTHe
Jipyrue cyObeKThbl, He BXoAslUiue B TpaJuuuoHHyo cuctemy [10/1/DT, Takue kak Be-
JIOMCTBA, OTBeYamInue 3a KH6ep6e30MacHOCTh U 3al[UTY JAaHHbIX. Hannaue adpdek-
THBHbIX MEXaHU3MOB COTPYAHUYECTBA Ha HALlUOHAJIbHOM YPOBHE SIBJSETCS YPE3BbI-
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YalHO Ba¥KHbBIM /IJ1s1 CO0pa MHPOPMAITUH U IPUBJIEYEHHS PA3JIUIHBIX IKCIIEPTOB, B TOM
YHUCJIe U3 YaCTHOTO CEKTOPA, B LieJisIX peaiu3alii KOMIIEKCHBIX Mep pearupoBaHus,
HamnpaBJIEHHbIX Ha CHIXKEHHE PUCKOB, TPE/ICTaBJIsIEMbIX aTaKaMH C MPUMeEHEHHEM TPOo-
rpaMM-BbIMOTaTeJIed U CBI3aHHBIM C 3TUM OTMbIBAaHUEM JIEHET. ITO TaKXKe MO3BOJISIET
OCYIeCTBJISAITh BAXKHbIA 06MeH MHpOpMaIuend Mexy MpaBOOXPAaHUTEJbHbIMU Opra-
HaMH, MPOBOJSALIMMHU PACC/iel0BaHUs MPeAUKATHBIX NPECTYIJIEHUH U TapaJsiie/ibHbIe
¢duHaHCOBBIE paccieOBaHUS.

89. B kavecTBe npuMepa nepeoBO MPAaKTUKH MOXKHO IPUBECTH CO3/JaHHE IPYIII U3 IPeJ-
CTaBUTeJIel MPAaBOOXPAHUTEbHbBIX HUJIH MEXAUCIUIIJIMHAPHBIX OPTaHOB J151 60PbhObI
C KUOEepNpecTyIJIeHUsIMUA (MU JaXKe KOHKPETHO C aTaKaMU C UCIOJIb30BaHUEM TIPO-
rpaMM-BbIMOTaTeJ el ). Takve Tpymnibl MOTYT KOOPJAUHUPOBATH POBEIEHUE pacCcyiesio-
BaHMH aTaK C UCIOJIb30BAHUEM MPOTPAMM-BbIMOTraTe/Ied U OTMBIBAHUSA JJOXO/I0B, I0-
JIy4eHHBIX B pe3y/IbTaTe TaKUX aTakK, [JIs1 PaCKPbITUS KOTOPBIX TPEeOYIOTCS IIHPOKHE
3KCIlepTHBIE 3HaHUS (Hanpumep, skcnepThbl [IOP nan npaBooxpaHUTebHbIE OPraHbl,
MPOKYPOPBI, TEXHUYECKUE UHXKEHEPDI, IeperoBOPILUKY U T./.). B pamMmkax 3Toro noaxo-
J1a, KaK MPaBUJIo, 33/IeMICTBOBAHbI COTPY/JHUKU MTPABOOXPAHUTELHBIX OPraHOB, UMe-
IOIIUX OTBIT OTCIEXKUBAHUSA BUPTYaTbHBIX aKTUBOB. TAKOU MOJX0/T MOXKET 0Ka3aThCs
H0JIE3HBIM /1151 06'beIMHEHUS CIIELMA/IbHBIX TEXHUYECKUX 3HAHUH 1 OTbITA 3KCIIEPTOB
0COGEHHO B CJIy4ae OTPaHUYEHHBIX PECYPCOB U BO3MOXKHOCTEH.

BcraBka 22: Koopanﬂaunonnble MEXaHU3MbI AJiA 06"bej_II/IHEHI/IH OnepaTuBHbIX
AAHHBIX U CJIeACTBEHHBIX 3HAHMI U ONbITA

Jis pearvpoBaHMs Ha pacTyliue yrposbl B chepe KHUOGep6e30macHOCTH MpPaBUTEJIb-
ctBo CIIA cozgmano B 2008 rogy HaruoHa/ibHY0 06beAUHEHHYIO 1IeJEBYIO CPYIILY 110
kubep-paccnegoBanusaM (NCIJTF). 3ta I'pynna cocTtouT u3 npegcraBuTtesiel 6osee 30
NapTHEPCKUX BEJIOMCTB, BXOAAIIUX B CTPYKTYPbl IPAaBOOXPAHHUTEbHBIX OPTaHOB, pa3Be-
JIbIBAaTEJIbHOT'0 CO0O0OIIEeCTBAa U MUHUCTEPCTBA 060POHLL. [IpeicTaBUTENIN 3TUX BEJJOMCTB
6a3upyIOTCS B OZJHOM MECTe U TECHO B3aHMOJENCTBYIOT APYT C JPYTOM C LieJIbI0 BbINOJI-
HEHHs 33/1a41 OPTaHU3aIMU Ha OCHOBE OOLIerocy[apCTBEHHOI0 MOAX0/a.

ABJsAsACh YHUKAIbHBIM MEXBEJOMCTBEHHBIM KH6epHeTU4YecKUM 1ieHTpoM, NCIJTF B mep-
BYI0 Oo4Yepe/ib OTBeYaeT 33 KOOPJUHAIMI0, 00001IeHrne U 060MeH WHpopMaInen B MoJj-
JIePXKKy HCCIeIOBAaHUM KHOEepyrpo3, BHIMOJHEHHWE aHa/iM3a ONMepPaTHUBHBIX JAaHHBIX U
npeJcTaBJieHrne ero pe3yabTaToB JulaM, npuHuMarmuMm pemeHud. NCIJTF takxke oka-
3bIBAET COJIENCTBUE APYTUM HENPEPBIBHBIM YCUJIUAM MO 60pbbe ¢ KHbepyrpo3amMu JJist
HallMOHAJbHOU 6€30MacHOCTH.

B koH1e 2014 roga B pamkax NCIJTF 6b1s1a co3gana oTaenbHast ['pynna no BUpTyaJbHbIM
BasitotaM (VTC). OcHoBHas 3aZia4ya ['pymnmel - oTCAeXXUBaHUE ONepaldil ¢ KpUITOBAJIO-
TaMU, KOTOpble UMEIT OTHOILIEeHUs K KhbepnpecTynieHUsIM. JTa ['pynna obecneynBa-
eT OTCJIeXXMBaHUe KpunToBasatoT AJg Bcex 4ieHoB NCIJTE. B pamMkax npoBefeHUs CBOUX
cobcTBeHHBIX pacciaenoBaHuil ywieHbl NCIJTF Takue kak @enepasibHOe GOpo pacciae/o-
BaHuM U CexkpeTHas cayx6a CIIA, co3aany co6cTBeHHbIe OTAe/bHbIE IPYNIbI AJ15 OTCIe-
’KMBAHUS BUPTYaJIbHbIX aKTUBOB, IOCKOJIbKY OHM CTaJIM BCE Yallle UCII0JIb30BaThCsl IPU
COBeplLIeHUH pa3/JIMYHbIX BUJ0B NPeCTyIJIeHUH.

B Havasie 2022 roga PenepasibHoe GOPO paccyie/JlOBaHUN CO3/aJ10 MOApa3ae/eHHe 110
BUPTYya/ibHBIM akTHBaM (VAU). 3To noapas/iesieHre SIBJISIETCS MO3TOBBIM IIEHTPOM BCEX
nporpamMM OBP, cBA3aHHbBIX ¢ BUPTYaJIbHBIMU aKTHBaMU, KOTOPBIM MPEOCTABISIET OIle-
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paTUBHBIE aHHblE, TEXHOJIOTUH U ONIePAaTHUBHYIO NOALEPKKY APYTUM NoJpas/ieleHUsIM
OBP. B nogpasaenenuu VAU sKcnepThl MO0 BUPTYaIbHBIM aKTUBAM U PECYPChI U3 pa3HbIX
noApaszeseHul co6paHbl B €AUHBINA LEHTP AJis 06'beJUHEHUS ONePAaTUBHBIX JAaHHBIX U
omnepanui B pamkax Bcero ®BP.

Uctounuk: CIIA

COTpyAHUUYECTBO M PYKOBOACTBA A4/19 YaCTHOrO CEKTOopa

90. Kak oTmeveHO B nogpaszeJsie 5.2, B3aMMOJeHCTBUE C YACTHBIM CEKTOPOM SBJISETCS
T10JIe3HBIM /151 IPE0/l0JIeHNs] HEKOTOPbIX TPYJHOCTeH, ONMCAHHBIX B JAHHOM OTYETe.
Hanpumep, perynupyemble Cy6beKTbl MOTYT CTOJIKHYTbCS C TPYAHOCTSIMU IpPHU BBbI-
sIBJIEHUH TIOL03PUTE/IbHBIX Ollepallul, CBA3aHHbIX C aTakaMU C IpUMeEHEeHHUEM Ipo-
rpaMM-BeIMoraTtesied. [Ipy 3TOM HekoTOpble HPUCAUKLHUM OTMETHJIMA MOBBIIIEHUE
Kosim4ecTBa U KadecTBa CI10, cBA3aHHBIX C aTaKaMHM € MUCMIOJIb30BaHUEM NIPOrpaMM-BbI-
MorareJiel, ocjie Toro Kak OHM YCUJIMJIM B3aUMOJeHCTBHE C MOJOTYETHBIMU CyObeK-
TaMU U NPeLoCTaBUId UM PYKOBOZACTBO, BKJIIOYass MHPOPMALUIO O II0J03PUTEbHBIX
uHJMKaTopax (cM. «[IpoTuBozelicTBHe HCII0/Ib30BAHUIO IPOTPaMM-BbIMoOraTeJiei: 1o-
TeHIUMa/IbHble MpU3HaKu pucka», PATD, 2023), a TakKe PyKOBOAsIIME YKA3aHUS MO
BBISIBJIEHUIO TaKUX MMOJ03PUTE/IBHBIX Ollepaluiu.

BcraBKa 23: ABCTpa/IMiiCKMe PpyKOBOACTBA 10 BbISIBJICHUI0 PUHAHCOBBIX
npecTynjieHu

ABCTpaJUUCKUH aJbHC MO 60pbbe C TAKKUMU (GUHAHCOBBIMU MpPECTYIJIEHUSAMU
«Fintel Alliance»' my6JiMKyeT pa3JiMyHble CIPAaBOYHUKH, BK/II0Yasi PyKOBOJCTBA M0 BbI-
SIBJIEHUI0 GMHAHCOBBIX NPECTYIJIEHUH, JIJIs1 OKa3aHUs COLeHCTBHUS KOMMEPYECKUM OP-
raHu3alysaM B IOHMMAHUH, BbISBJIEHUU U HalpaBJeHUU COOGLIEHUH O MOJ03PUTEb-
HOW GUHAHCOBOM J1eSITEJIbHOCTH B L|eJISIX BbISIBJIEHHUS U NPeAYyNPeKJeHUs PEeCTYMHON
JlesITEeJIbHOCTH.

B pykoBO/CTBax MO BbISIBJEHUI GUHAHCOBBIX MPECTYIJIEHUH COJEPXKUTCS MOAPO6-
Has nHGopMaI s 0 pUHAHCOBBIX aCleKTaX PAa3JIMYHOr0 pojia IPeCcTyIJIeHUuH. B Hux
TaK)Xe BKJIIOUEHbI IPUMEPHI JeJ] U MPU3HAKU AJis OKa3aHUSA MOMOINU yYaCTHUKAM
ceKTopa PUHAHCOBBIX YCAYT B ONpeJeJIeHUU U BbISIBJIEHUHU MOJ03PUTENbHBIX Olle-
panuu.

Jl/is1 oKa3aHHs COAEUCTBUS B 60pbbe C aTaKaMH C UCIOJIb30BAHMEM MPOTPaMM-BbIMO-
rateseu B anpese 2022 roga ABCTpaJIMUCKHUM LIEHTP OTYETOB M aHa/IM3a TPaH3aKLUU
(AUSTRAC - aBcTpanuiickoe [I®P) BrimycTH ABa PYKOBOACTBA, Kacawluxcs GUHAHCO-
BBIX MpecTymieHud. OTHO U3 3TUX PYKOBOJCTB MOCBSIIEHO HEAOMYIEHUID UCIO0JIb30-
BaHUS LUPPOBBIX BAJIIOT B MPECTYIHBIX LeJisIX, 3 BTOPOE - BbISIBJIEHUIO U NPeCevYeHUI0
aTak C MCHO0JIb30BaHHWEM INPOrpaMM-BbIMOraTesied U MOC/AeAyoLed BbIIJIaTe BbIKYIIA.
B 3THX ByX PyKOBOACTBAX COAEPKUTCS MPAaKTUUECKasd MHPOPMALMSA U NTepevyHH KIde-
BBIX IIPU3HAKOB PUCKa JJi BbIBJIEHUS U pearupoBaHUs Ha CJy4dad, KOrja KTO-HUOYIb
CTAaHOBUTCS LI€JIbI0 MPECTYNHUKOB, TPEOYIONUX BbIIJIATHI BBIKYIA, UJIH NbITAETCS MOJY-
YUTb BBIKYI B pe3yJibTaTe COBEPLIEHHOW aTaKyh C NpUMeHEeHHEeM NPOrpaMMbI-BbIMOra-
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Tesss. 06a 3TUX PyKOBOACTBA N0 GHMHAHCOBBIM MPECTYIJIEHUSM JOCTYIHbI Ha BebGcaiTe
llenTpa AUSTRAC:

e BridBJieHHe U MpeceyeHre BbINJIAThI BbIKYIIA B Pe3VJbTATe aTAK C UCIOJIb30BAHUEM
nporpaMm-BeiMoraresneri/ AUSTRAC

o I TB HYe UCII0JIb30BaHUd ITU BbIX BaJIIOT B I TynHbIX Hesndax/AUSTRA

WcTtounuk: ABcTpanus
! AnbsiHc «Fintel Alliance» siByisieTcsl aBCTPATMMCKUM TOCYZApCTBEHHO-YaCTHBIM MapTHEPCTBOM, 06b-
eIMHSAIOIMM 9KCIIepTOB U3 1[eJI0r0 psijia OpraHusalui, y9acTBYOLUIMX B IPOTHBOJeCTBUN OTMbIBaHUIO
JeHer, pUHaHCUPOBAHMIO TeppopHU3Ma U B 60pb6e ¢ APYTUMU TSHXKKUMHU NpecTynieHusaMu. [lapTHépamu
AnbsiHCa ABIAIOTCA KpyNHble 6aHKH, TPOBal/iepbl YCIYT JeHeXKHBIX IepeBo/i0B, OpraHU3aToPhbl a3apT-
HBIX UTD, @ TAK)Ke IPAaBOOXPAHUTE/bHbIE BEJIOMCTBA U OPTraHbl 6€30MaCHOCTU U3 ABCTpaIMU U APYyTUX
CTpaH.

91. ®opmMa U cTeneHb COTPYAHUYECTBA C YACTHBIM CEKTOPOM B LiesisiX 60pbOBI € aTa-
KaMH C UCIOJIb30BaHUEM NpPOrpaMM-BbIMOraTeJied pa3n4yalTcA B OPUCAUKLIUAX.
[ocygapcTBeHHO-4yacTHOe mapTHEPCcTBO ([UI1) sAB/IsSE€TCA XOPOIIO M3BECTHOH U I0-
JIe3HOW MO/JIeJIbI0 TAKOTO COTPYAHUYECTBA, XOTS BO MHOTUX IOPUCAUKIUAX B TAKUX
NapTHEPCTBAX MO-NPeXHEMY y4acTBYIOT B OCHOBHOM TPaAUIMOHHbIE CyO'bEKTHI (B
YaCcTHOCTH, OaHKHU U pyryue GUHAHCOBbIE YUpeXJeHHUs, XOTs TaKKe HabJ/10aeTcsa
y4yacTtue Bcé 6osibliero yuciaa YHOIII). KoukpeTHbIN cocTaB GyeT pasinyaTbCs
B 3aBUCUMOCTH OT LeJsied U 3aza4d Y], Ho yieHbl napTHEpPCTBA MOTYT BKJIOYATh
B ce0s1 HETPaAULIMOHHBIX CYyO'beKTOB. B 11es15x a¢pPekTUBHOrO npeaynpexjeHus U
BBISIBJIEHUSI aTaK C MCIOJb30BaHUEM INPOTpPaMM-BbIMOTaTes el rocyfapCTBEHHO-
YyacTHble MapTHEPCTBA c/e/yeT UCN0Jb30BaTh [/ 00beJMHEHUSl YCUJIUN NpaBo-
OXPaHUTEJIbHbIX OPraHoOB, MECTHBIX TPYyIIl pearupoBaHUs Ha KOMIIbIOTEpHbIe
uHuueHThl, [IOP u [IYBA B fonosiHeHHe K KOMIAHUAM N0 KH6ep6e30macHOCTH,
npoBalJiepaM TeJeKOMMYHHUKALlMOHHBIX YCJAYr WM KOMIIQHUAM, 3aHUMAKIIMMCA
aHaJMU30M 6JioK4YeliHa (HampuMep, B KaueCTBe NOAPYIIbI UM ONlEPaTUBHOM IpyI-
nbl B cocTaBe cyuiectBytomero [YIT).

92. O6wue 3ajlayd roCy/apCTBEHHO-YACTHBIX MNapTHEPCTB BKJ/IOYAIOT IOBBILIEHHE
ypOBHSI HHGOPMHUPOBAHHOCTH 06 aTakaxX C UCIOJIb30BaHHWEM NPOrpaMM-BbIMOTa-
TeJied U NMocJeAyollero OTMbIBaHUs JieHeT, 00MeH HHpopMaLKel 0 TeKYIUX TeH-
JIeHIIUSAX U UCCIe/lOBaHNE CYLIeCTBYIOLMX U HOBBIX yIpo3. DTU MeXaHU3Mbl TaKKe
MOTYT CIIOCOGCTBOBATH YKPEIJIEHHI0 OTHOILEHUH C YaCTHBIM CEKTOPOM U CTUMYJIU-
poBaTh HalpaBJieHHUEe COOGIIEHUH.

93. KOpucaukuum Takxe ucnob3ytoT Y11 gaa JocTUKeHUsI pa3JIMYHbBIX 1iesiell mpaBo-
OXpPaHUTEJIbHBIX OpraHoB. ['ocynapcTBeHHO-4YaCTHbIE MAPTHEPCTBA SIBJSAIOTCA MO-
JIe3HOU MJIOUIaIKOM AJisi 06MeHa TaKTHUYECKUMU OPUEHTUPOBKAMU B 1ieJisAx cbopa
OIepaTUBHBIX JJaHHbIX, 103BOJISAIOT 6oJiee 3G PEKTUBHO BBISBAATD «JAEHEXKHbIX MY-
JIOB» U CETU N0 OTMbIBAHHUIO JIEHET B PA3JIMUHbIX PETYJUPYEMbIX CEKTOPAX U CHO-
COOCTBYIOT IPOBEEHUIO paccjeJOBaHUH.

94. ¥V [1IYBA umMeeTcs nieHHasgs uHpoOpMalus AJisl YCIENIHOTO NPOBeeHHUs paccaeloBa-
HUH MNpaBOOXPAHUTEJIbHBIMHX OpraHaMu (B TOM 4YHCJie CBeJeHHUA O BJaAe/bLaXx KO-
IeJIbKOB 1 UHGOpPMAIMS O CHATHHU CPeJICTB B GUATHBIX Ba/MIOTax). B 3TOoW CBA3M
pa3BUTHE OTHOUIEHUH U COTPYAHUYECTBA C CybbekTaMu cekTopa [IYBA Takxe mo-
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KeT MO3BOJIMTb KOMIIETEHTHBIM OpPrdaHAaM OINNEPATHUBHO MOJIY4aTb AOCTYII K I/IHCIJOp-
Maluu OJid OTC/IEXHUBAHHUA BUPTYaAJIbHBIX dAKTHUBOB, a TAKXKe JIA 3(1)('1)6KTI/IBHOFO
apecTa u KOH(])I/ICKaL[I/II/I dKTHBOB.

BcraBka 24: [IpoekT «Gateway» u onepanus «Cyclone» UaTepnoJia

IIpoekT «Gateway» npescTaB/isieT CO60M MeXaHU3M /[iJis 06MeHa JJAaHHBIMU C YaCTHBIM
cekTopoM. OH 661 3anyineH B 2016 roay c nesbo o6MeHa HHGopMaIUel, Kacarliencs
KHOepIpecTynJieHUH. ITOT MPOEKT CIIOCOOCTBYET aKTUBHOMY Pa3BUTHUIO MAPTHEPCKUX
OTHOILIEHUH MeXy NPaBOOXPAHUTETbHBIMU OPraHaMH U Cy6'beKTaMHU YaCTHOTO CEKTO-
pa, 4To obecrnevyrBaeT MOJAyYeHHe JJaHHBIX 00 yTpo3ax U3 MHOXECTBA Pa3HbIX UCTOYHU-
KOB U MO3BOJISIET OpraHaM MOJIUIUU NPeJOoTBpallaTh aTaku. CyO'beKThI, y4acTBYIOLIAE
B npoekTe «Gateway», 3aHUMAIOTCS JIeITeJbHOCTbIO, UMEIOIed OTHOLIEHUE K cdepe
KHOepnpecTynHOCTH. K UX YMC/y OTHOCATCS KOMIIAHUHW MO KM6ep6e30macHOCTH, KOM-
NaHWM, 3aHUMAIIIMecs] aHaJIM30M Yrpo3, a TakXKe IpoBaniephl ycayr B chepe BUPTY-
QJIbHBIX aKTUBOB U OAHKH.

ITOT MexaHU3M I103BOJISIET OCYLEeCTB/SATh JBYCTOPOHHUN 06MeH nHpopMaLnue o Ku-
GepnpecTynjeHusax Mexay UHTeprnosoM U YacTHBIM CEKTOPOM, a TaKXKe JaéT cyobek-
TaM YaCTHOI'O CEKTOpa BO3MOXXHOCTb OKa3blBaTh cojeiicTBMe UHTepnoJy B npoBeje-
HUM aHaJIM3a KMOepnpecTynHoCTH. [lapTHEPBI U3 YaCTHOTO CEKTOPA NPHUHOCAT MOJIb3Y
6Js1arofjapsi CBOMM TeXHUYECKUM 3HAHUSM, KOTOpble IOMOTaloT ONpeJiessiTh BUJbI IPO-
rpaMM-BbIMOTaTeJIed, UCNOJb3yeMbIX MPECTYNHUKAMU [JIs1 3apayKeHUsI CUCTeM (ecau
OHU HEW3BECTHBI), a TaKKe aHaJIM3UPOBaTh JII0Oble BO3MOXKHbIE 3aLleNKHU.

Onepanus «Cyclone» («L[ukJoH»)! 6bl1a HaYaTa MoOCae MEX/YHAPOJHOTO MOJHIeH-
CKOT'O pacc/e/joBaHUsl aTaK, COBEPLUIEHHBIX B OTHOLIEHUHU I0X)KHOKOPENCKUX KOMIAHUU
M aMepUKaHCKUX HayuHO-06pa30BaTesbHbIX YUPEXJAEHUN XaKepCKON rpynnupOBKOH,
MCII0JIb30BaBIlIed NporpaMmy-BeiMoraTesib Cl0p. B pesysnbTaTe 3TOM MexAyHApOAHOU
onepauuu ButoHe 2021 roza 66111 apeCcTOBaHbI l1ECTh YJI€HOB IPYNINUPOBKH, UCNI0JIb30-
BaBIllel 3TO BpeJJOHOCHOe IporpaMMHoe obecnedyeHre. Onepanusi KOOpAUHUPOBaJIach
WHTepnosoM COBMECTHO C NpaBOOXpaHUTeNbHbIMU opraHaMu l0xHoii Kopeu, Ykpau-
Hbl 1 CIIIA. CuruTaeTcs, 4To Mo03peBaeMble CIOCOGCTBOBAJIU EPEBOAY U OOHATUYMBA-
HUIO aKTUBOB Ha cyMMy 60Jiee 500 MUIIMOHOB fo/11apoB CIIA oT ©UMeHU rpynNUpPOBKU
xakepoB. UHTepnos Hadasa onepanuio «Cyclone» 61arofaps nHopManuy, npefocTas-
JIEHHOU ero NapTHEpPAMU M3 YaCTHOTO CeKTOpa B paMKax IIpoeKTa «Gateway».

Hctounuk: UHTEpION

! JlonoJHUTENbHYI0O MHPOPMAaLMI0 MOXKHO HaWTH MO ajpecy: www.interpolint/en/News-andEvents/
News/2021/INTERPOL-led-operation-takes-down-prolific-cybercrimering
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IIpeaiaraembie Mepbl

e B pamkax npoBe/ieHUsI CBOMX HAallUOHA/IbHbIX OLIEHOK PHCKOB IOPUCAUKIUSM ClelyeT
ob6ecneyuThb BblsiBJIEHUE U OLeHKY puckoB O/, npescTaB/isieMbIX aTaKaMH C UCIOJIb-
30BaHMEM INpOrpaMM-BbIMoraresied. [I[puHuMas Bo BHUMaHHE JeleHTPaTu30BaH-
HbIW XapaKTep BUPTYaTbHbIX aKTHBOB U HAJIMYKE MPECTYNHBIX IPYHIHUPOBOK, CIEIH-
aJIN3UPYIOIMXCS HA MCI0JIb30BaHWU NPOrpaMM-BbIMOraTeseH, 3TO TakXkKe KacaeTcs
IOPUCAVKIUK, B KOTOPBIX NMEIOTCS CEKTOPBI BUPTYa/bHBIX aKTHBOB, HO aTaKU C UC-
[10JIb30BaHHWEM INIPOrpaMM-BbIMOraTeJ/iedl B HacTosillee He NpeJCTaBJ/sAI0T BHYTPEH-
HIOI0 yrpo3y. Takoe BbIsIBJIEHUE U aHAJIM3 PUCKOB MOXKET OKa3aThCs M0JIE3HbIM B pas-
paboTKe HAaLlMOHAbHBIX CTPAaTErni KH6epOe30MnacHOCTH, NOCKOJIbKY 3TO MO3BOJUT
MOJIyYUTh KOMIIJIEKCHYIO HALIMOHATBHYI0 KaPTUHY PUCKOB, UCXOASALIUX OT HUCI0Jb30-
BaHUs NIpOrpaMM-BbIMOraTesen.

e OpucaukiusaM ciefyeT pa3paboTaTb MeXaHW3Mbl B3aUMOJEUCTBHS MEXy COOT-
BETCTBYIOIIMMH KOMIETEHTHBIMH OpraHaMH, HauMHas OT MPAaBOOXPAHUTEJIbHbBIX
OpraHoB, opraHoB, oTBevawIux 3a [10/l/®T, u opraHoB, 3aHUMAIIIUXCS 6OPLOOH C
KUOEPIPeCTYIMHOCTbIO, U 3aKaHYMBasl HETPAJUIIMOHHBIMH MTAPTHEPAMH, TAKUMHU KaK
Be/IOMCTBA, OTBeYaII[e 3a KN6ep6e30MacHOCTh U 3alUTY JaHHbIX. ITO CIIOCOOCTBY-
eT 06MeHy HHbOpPMaLeNd U OTIEPATHBHBIMU JAHHBIMU, A TAKXKe 00eCrieYrBaeT Mexa-
HU3M /111 BBAUMHOI'0 060MeHAa Pa3JIMYHbIMU TEXHUYECKHMU 3HAHUSIMH U OTIBITOM.

e IOpuCAUKLHAM ClefyeT ONpeLesUThb U CO34aTh MEXaHU3MBI /I NOALEPXKKH COTPYA-
HAYeCTBa MeX/Y TOCYAapCTBEHHBIM U YaCTHBIM CeKTOpoM. I0pucAUKIUAM cleAyeT
paccMOTpeTh BO3MOXKHOCTDb BKJIto4eHUd [IYBA u Apyrux HeTpaZJMLIMOHHbIX NapTHE-
pPOB B TaKWe MeXaHU3Mbl COTPYAHUYECTBA.

MexxayHapoaHoe COTPyAHUYEeCcTBO

95. ATaku Cc UCNI0JIb30BaHMEM NIPOrPaMM-BbIMOraTe el U CBA3aHHble C 3STUM (pUHAHCOBbIE
MOTOKU YacCTO HOCAT TPAaHCTPAaHUYHbIA M MHOTOHALMOHAJIbHbIN XapakTep. [IpecTtyn-
HUKH, COBepLIaolLiMe aTaKu C UCIOJIb30BaHWEM IMpOrpaMM-BbIMOraTesiei, 06bIYHO
HaXOJATCA B IOPUCAUKLHUAX, OTJIMYHBIX OT TeX, Yepe3 KOTOpble OCYLeCTBJSETCd OT-
MbIBaHHE U KOHeYHOe OOHa/IMYMBaHUe CPe/CTB (0COGEHHO BUPTYabHbIX aKTUBOB).
CnoxHocTtb cxeM O/l, cBA3aHHBIX C aTaKaMHU C IPUMeHeHHeM NIPorpaMM-BbIMOraTeJiey,
a Tak)Xe TPYAHOCTH B BBbISIBJIEHUU U paccje[JOBAaHUM TaKUX CXeM, TpebyIoT OCTOSH-
HOT'O TPAHCIPaHUYHOI'0 COTPYAHUYECTBA MEXAY IPaBOOXPaHUTENbHBIMU OpraHaMu €
HCI0JIb30BaHUEM COOTBETCTBYIOLIEN HHPOPMALMK, UHCTPYMeHTOB U 3HaHUM. Co3/a-
HHe HOBBIX Y UCNI0JIb30BaHUE CYIeCTBYIOLIMX MEXaHU3MOB MEXYHAapOJAHOTO COTPY/-
HUYeCTBa ABJIIeTCs IepBOOYepPeHbIM YCI0BHEM /1J14 YCIELHOT0 NPoBeieHUs GHUHAH-
COBBIX pacc/el0BaHUU U BO3BpaTa aKTUBOB, 0COGEHHO B CJlyyae aTaK C IpMMeHeHHeM
porpaMM-BbIMOraTesen.
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BcraBka 25: COBMeCTHOe MeXXAYHapOAHOE pacc/ieioBaHiEe B OTHOIEHUH
BpeOHOCHOTO MPOrpaMMHOro o6ecnevyenusa Lockergoga

B auBape 2019 roga kpynHas ¢ppaHIy3ckasg KOMIAHUSA MOJBEPI/IACh aTaKe CO CTOPO-
Hbl XaKepOB-BbIMoOraTeJiel. bbljo ycTaHoBIeHO, uTo BpegoHocHoe [10 Lockergoga 651710
HCII0JIb30BAaHO B KayeCcTBe NpOrpaMMbl-BbIMOraTesis s WHGPOBAHUA HECKOJbKUX
¢$alyjoB M BHYTPEHHUX CEPBEPOB KOMIAHUU. XOTS IOCJEe ePEroBOPOB CO 3JI0yMbILI-
JIeHHUKaMHU OHU 3alpOCHJIM BBIKYIl B pa3Mepe 410 6UTKOMHOB, KOMIIAHUsl He 3aIlja-
THJIA BBIKYI. [Ipy 3TOM 6bLJI0 yCTAaHOBJIEHO, YTO MporpamMMa-BbiMoraTesib Lockergoga
HCI0JIb30BaJaCh XakepaMu pU NPOBeIEHUH pAZAA APYTUX aTaK.

Bel co3aHa coBMecTHas CAeACTBEHHas rpynmna mnof srufod EBporocta/EBpomnoua,
B COCTaB KOTOPOW BOILUJIY NIpe/iCTaBUTENN HECKOJIbKHUX €BPONEeN CKUX OPUCAUKIUN. ITO
M03BOJIMJIO OCYIIECTBJASATh 3pPeKTUBHBIA 060MeH MHPOpPMaILMel, BKJIOYasd COTPYHH-
YeCTBO MEX/y OpraHaMH IOCTUIIUU U CyleOHbIMU OpraHaMu B paMkax /Jlupektunsl EC
0 EBPOIENCKOM Op/iepe Ha MPOU3BO/ICTBO CJIEICTBEHHBIX JIEUCTBUI M0 YTOJOBHBIM Jie-
JlaM (eBpomeNcKUM cie/[CTBEHHbIN opJiep) u JloroBopa 06 0ka3aHUX B3aHMHOU NpaBo-
BOM MOMOIIIY, YTO IOMOTJIO YCKOPUTH NMPOBeJleHUe pacciaenoBanuil. EBpomnosi/EBpotocT
TaK)Ke OKasaJd TEXHUYECKYI0 MOAJEPKKY, IPeJOCTaBUB 60JIbIlIOe KOJIUYECTBO 060py-
JloBaHUs U rHaHCHMpoBaHue. [locse 3Toro 6nl1a BCKpbITa HUHPPACTPYKTYPA KOHTPOJIS
Y yIpaBJieHHs NPECTYNHUKOB U paciMPppoBaHbl COOOIEHHSA, KOTOPBIMU OOMEHUBa-
JIUCh XaKepbl. B KOHEYHOM UTOre 6bLJI0 YCTAHOBJIEHO, YTO XaKepCcKasi TpyNMnUpoOBKa Ha-
XOJIUJIaCh B OJJHOU U3 IOPUCAUKIIUN HA BOCTOKE, UYTO MO3BOJIUJIO MPOBECTU HECKOJIbKO
apecToB B 3TOW HPUCAUKIIUU.

TeM He MeHee paccieJj0BaHUs NpPoJOJKalOTcA. [IpoBessa aHanu3 6J10K4YelHa, CIes0-
BaTeJIU PACKPBIJIM PA3JMYHbIE CXEMBbI «I€MOYEK CIHCAHUA», UCI0JIb30BaBIIUECS Mpe-
CTYNMHUKaMU. DTO NIPUBEJIO K apecTy B llIBelljapuy 0HOr0 N3 OCHOBHbBIX GUI'YPAHTOB,
3aHMMaBIIUXCsS OTMbIBaHUEM JieHer. TakKe ObIIM 3aJlepKaHO HECKOJIBKO «J€HEeXHbIX
MYJIOB» B Pa3HbIX IOPUCAUKLUAX. B xone paccieoBaHuM TakKe ObLJIO YCTaHOBJIEHO,
YTO BbINJIAYMBAEMbIH )KepTBaMHU BBIKYII He IepeBOAMJICH UCKIIOYUTEBHO B [10J1b3Y Xa-
kepoB. HanpuMep, rpynnupoBke HE06X0AUMO ObIJI0 OCYLLeCTB/IATh HE3aKOHHBIE IIJ1aTe-
K1 3a yCJIYTH CBOUM «IIapTHEpaM» 10 KpUMHHaJbHOMY 61U3Hecy. Kpome Toro, cpescTBa,
[0JIyYeHHble B Ka4eCTBe BbIKYIIA, UCI0Ib30BaJUCh A/ NOALEPKKHA UHPPACTPYKTYPHI
(mJ1 OMJIATHI YCJIYT UHXKEHEPOB U pa3pabOTYMKOB IPOrpaMMHOro obecneyeHus, 3a yc-
JIyT'YM XOCTHWHIa 3alMIEHHBIX CEPBEPOB, 3a YC/AYTH 3aILUILEHHBIX BUPTYAJIbHBIX 4aCT-
HBIX CeTel /Il COKPBITHSA CBA3U C CepBepaMU KOHTPOJISA U yIpaBJeHUs], 3a yCJAYTU 10
OpraHu3aluy LeNoYKH CIHMCAaHWHM CPeACTB B Lie/IIX OTMbIBAaHUSA JeHer U T.[.), a TaKxKe
JIJ1s1 IOWCKA «JIEHEXKHBIX MYJIOB» U MEXaHU3MOB 110 0OHAJIMYUBAHUIO CPEJCTB.

Uctoynuk: @paHuus

96. [lpu HampaBJIEHUU MEX/YHAPOAHBIX 3alPOCOB 3ampaliMBaeMas nHopMaIys o6bI4-
HO KacaeTcs JJAHHbIX KPUMHUHAJIMCTAYECKON 3KCIEePTU3bl U YUK, HEOOXOUMBIX JIs
pacc/ie/loBaHUs MPeJAUKATHBIX MPECTYIJIEeHWH, a TakKe GUHAHCOBBIX JaHHBIX, HEO6-
XOZUMBIX JIJIsl pacc/ie/IoBaHUH OTMbIBaHUS JieHer. ITO BKJIloYaeT HHPpOpMaIHIO O 3a-
py6exxHbIx [P-asipecax, cBefieHHs 06 UCIOJIb3yEMbIX UMEHAX U MCEBJOHUMAX, JJAHHbIE
0 MOJIMUCYUKAX, a TaKKe HHPOpMaLUIo 0 6eHedUIIMAPHBIX Ba/ie/bIaX, CBe/leHUs 00
OTIEpaLMAX U JAHHBIE 0 KOHTPAreHTax, CBI3aHHbIX C KOIIeJTbKAaMH, pa3MellléHHbIMU Y
3apy6exxHbIx [TYBA.
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3anyp,Heva, OGyCﬂOBneHHbIe ncno/ib3osaHMem BUPTYyaJ/ibHbIX aKTUBOB

97. Hcnonb30BaHMe BUPTYaJbHBIX aKTUBOB [/ OTMBbIBAaHUA J0XOZO0B, MOJYYEeHHBIX
B pe3yJsbTaTe aTaK C IIpUMeHeHHeM NporpaMM-BbIMoraresiel, co3ZjaéT HOBbIe 3a-
TPYZHEHUs B IIpoLecce TPAHCTPAaHUYHOI'0 COTPYAHMUYeCTBA. Pa3inyns B OTHOLIEHU U
K BUPTYaJbHbIM aKTHMBaM WJIM PEeryJUpOBaHUI0 BUPTYaJbHbIX aKTHBOB B paMKax
pas3HbIX MPABOBLIX CUCTEM (A TaK)Ke OrpaHMYeHHOe BMeIlaTeJlbCTBO UM HaZ30p CO
CTOPOHBI IOCY/JAPCTBEHHBIX OPraHOB B OTHOIIEHUH CEKTOPAa BUPTYa/JIbHBIX aKTUBOB
WJIM OTCYTCTBHE TAaKOTO BMellaTebCTBa/Ha/[30pa B HEKOTOPBIX PUCAUKLHUAX) MO-
KeT OrPpaHUYUTh BO3MOKHOCTH WJIM »KeJlaHHe KOMIIeTeHTHBIX OpPraHOB y4acTBOBATh
B MEX/IlyHapOoJHOM COTpPy/HUYECTBeE.

98. Hampumep, B IOPUCAUKLUSAX, B KOTOPBIX HE OCYIIECTBJSETCS PETUCTPALUs WX HaJ-
30p 3a [IYBA, KoMneTeHTHbIE OPraHbl MOT'YT UCIBITHIBATDH 3aTPy/HEHUS B Ompe/e-
JIeHUU KOMIIaHWH, ¥ KOTOPBIX CJeJlyeT 3anpaliuBaTh HHPopmanumw. Jlaxke ecau co-
OTBETCTBYIOIINN CyO'bEKT YCTAHOBJIEH, KOMIIETEHTHbIE OPTaHbl MOTYT He 06J1a/1aTh
HUKaKUMU JPYTUMH BO3MOXKHOCTSMH, KPOME TOTO KaK MCI0JIb30BaThb NPUHYAUTEb-
HbI€e CJIe[ICTBEHHbIE METO/IbI JIJIsI UCTIOJIHEHUSI 3apyOeKHOI0 3aMpoca, MoJy4eHHOTO
B paMKax MeXYHapOJHOTO COTPYAHUYECTBA. ITO MOXKET OTPAaHUYUTh 06'bEM HHOP-
MaluH, KOTOPYIO MOXKHO MOJyYUTh B paMKaX HEOQUIIMAIbHOT'O COTPYAHUYECTBA.

99. Jrta mpobsieMa ycyry6JisieTCs B peajJbHOCTH TeM, YTO BJIACTH MHOTHUX HOPUCAUKIUH,
B KOTOPBIX HaxOAATCA MNPECTYNHWUKH, COBepIIalolide aTaKu C HCI0JIb30BaHUEM
NporpaMM BbIMOTaTesed, U UX «AeHeXHble MYJIbl» UJIA B KOTOPBIX HAXOAATCA WU
OCYUIECTBJAIOT AedaTeqbHOCTb [IYBA, ucnosib3yeMble [Jis OTMbIBAaHUS U OOHAJTUYU-
BaHUs HE3aKOHHBIX /I0XO/I0B XaKEPOB, CIOKOMHO OTHOCATCS K 3TOH JIeATeJbHOCTU
Y MOTYT He OTBeYaThb Ha 3allPOChl 3apy6eKHbIX MPABOOXPAHUTENBHBIX OpraHoB. Eciiu
[IYBA HaxoAsITCA B IOPUCAMKIIUSAX, B KOTOPBIX HA HUX HE PacIpOCTPaHSIOTCA 0653a-
TesibeTBa B chepe [10//PT, y HUX MOTYT OTCYTCTBOBATh COOTBETCTBYIOLIME 3aMIUCH U
JIOKYMEHTBI [IJ1l NepeJjladd MPaBOOXPaHUTEAbHBIM OpraHaM. JTO, B KOHEYHOM UTOTE,
3aBOJUT B TYNUK BeAylrecss GUHAHCOBbIE PACC/IeI0BAHUS U CBOJIUT HAa HET MOMbIT-
KU BEPHYTb aKTUBbBI. ITU MPOG6JIEMbI U TPYAHOCTH €lll€ pa3 MoAYEPKUBAIOT BaXKHOCTh
YCKOpPEeHHOU peanu3aiuu TpeboBanuil Pekomenganuu 15 GATD (Bk/to4yas «I0poxK-
HOe IIPaBUJIo»).

BcraBka 26: 3aTpyaHeHus, BO3SHUKIIME B X0/ e pacc/eJ0BaHUA 110 IPUYHHE
OTKa3a OT COTPYAHUYECTBA CO CTOPOHBI 3apyoekHoro ITYBA

Komnanus «X» noaBepryiach aTake ¢ UCN0JIb30BaHUEM NIPOTPaMMbl-BbIMoraTesis (npej-
M0JIOKUTEJIBHO 3TO Obljla BpefloHOCHasA nporpaMMa Caley). B pesysnbTaTe neperoBopos
KOMIIaHMS 3allJlaTHJIa Xakepy BbIKYIN B pa3Mmepe 0,25 GUTKOUHOB, [TOCJ/Ie Yero OHa MoJIy-
YHJIa [0 3JIEKTPOHHOM MOYTE KJII0Y /IS el PpOoBaHUsl, TO3BOJMUBIINI KOMIAHUH BO3-
0OHOBUTb HOPMaJIbHYIO €SITEeNbHOCTD, paclindppoBaB CBOU paiibl.

BuylacTu c ono3jaHueM y3Hald 06 3TOM UHIIUMJEHTE Yepes MOJULHI0, KOTOopas MoJy4yusaa
COOOLIeHNE OT OTepIeBIIe KOMITAHUH Yepe3 HECKOJIBKO JIHEH MocJ/Ie BBINJIAThI BBIKYIIA,
KOT/Ia CJIe/ OT BBIIJIATHI Y2Ke «0CThbLI». HecMoTpsi Ha 3TO, 6Bl IPOBEIEH aHAIN3 GJIOKYEH-
Ha, B pe3ysibTaTe KOTOPOro CJieJ, OT BbIIJIAThI BbIKYIa MPUBEJ K HaX0s1leMycs 3a py6e-
»KOM IpoBaiiepy ycayr B cdepe BUPTYalbHbIX aKTUBOB. Takyke OGblJI0 YCTAaHOBJIEHO, YTO
OCTaTOK IJIaTeXa ObLI MOMELEH B KOIIEJEK BUPTYaJbHbIX aKTUBOB, OTKPBITBIH y 3TOT0

© FATF/OECD 2023



[TPOTUBOJAENUCTBUE UCIIOJIb30BAHUIO [TPOI' PAMM-BBIMOTATEJIEN

157

3apy6exxnoro [IYBA. OgHako ¢ Toro BpeMeHu 3ToT [IYBA xpaHUT Mo/14aHUe, HECMOTPS
Ha HalpaBJIEHHbBIE B €ro aJjpec MHOTOYHMCIEHHbBIE 3aIIPOChI O MpPeAOCTaBJAeHUN UHPOP-
Mauuu. [IpoBesieHMe pacciiejoBaHUsl GbLIO 3aTPyJHEHO ellé U TeM, YTO 3JI0yMbILJIEH-
HUK HUCII0JIb30BaJl KMUKCEPbI» /11 COKPBITHSA onepaluit. C yuéTOM 06CTOATENbCTB 3TOTO
JleJ1a, TMYHOCTb 3/I0yMbIIIJIEHHUKA OCTAéTCs HEU3BECTHOM, U OTCYTCTBYET BO3MOXKHOCTh
IIPOBECTH €ro apecT UJIU BO3BPATUTb aKTHUBBI.

Uctoynuk: CuHranyp

100. PacnpepesiéHHasi apxuTeKTypa HeKOTOpbIX [IYBA (KoTOpble OCyLIeCTBJISAIOT JesTe/b-
HOCTb Cpa3y B HECKOJIbKHX HOPUCAUKIUAX) TAKXKe MOXKET 3HAYUTEJbHO YBEJIUYHUThb
C/1eICTBEHHYIO0 Harpy3Ky Ha NPaBOOXPAaHUTE/IbHbIE OPraHbl. ITO CBSA3AHO C Te€M, YTO
[IPaBOOXPaHUTEbHBIM OpraHaM NoTpebyeTcsl ONpe/ie/IUTh COOTBETCTBYIOLIETO CYyOb-
€KTa, y KOTOpOro cJje/lyeT 3anpaliuBaTb UHGOPMaLMIO, UK OllpeJieJIMTh COOTBETCTBY-
IOLLYI0 FOPUCIUKLMIO, B KOTOPYIO CJle/lyeT HallpaBUTh 3alIpoc 06 oka3aHMM nomoluu. Ha-
IpuMep, OJIHa IOPUCAUKL NS yKa3ala Ha TPYLHOCTH B ONpe/ie/IeHUH COOTBETCTBYIOLIEN
IOpUCAUKIMY, Y KOTOPOH CeflyeT 3anpallvBaTh I0MOILb, HA OCHOBaHUU MEX/IyHapO/-
Horo HoMepa 6aHKoBckoro cyéta (IBAN), KoTopbli TpeAno10XKUTeIbHO IPUCBOEH OaH-
KOBCKOMY CY€TY, HaXoZALleMycs 1o, ynpasyeHueM [IYBA B 3apybexxHoM GHHAHCOBOM
yupex/ienuu. E1ié o/iHa 1opucauKiys oTMeTrIa, uto [1IYBA He nmpucyTcTByOT pusude-
CK{ BO MHOTHX IOPUCAUKLHUSAX, B KOTOPBIX OHU OCYLLECTBJISIOT CBOIO eSITe/IbHOCTD, YTO
3aTpyAHAET MOUCK HY>KHOW IOPUCAUKLIMY [IJI COTPYLHUYECTBA.

HeobxoaumocTb 6bICTPOro M onepaTMBHOro COTPYAHUYECTBA

101. TockonbKy HpecTyNHUKH, COBEpIIAN[ME aTaKd C HUCHO0JIb30BaHHEM MpPOrpaMM-Bbl-
MorareJiel, MOI'yT HaXOAUTbCA B CaMbIX Pa3HbIX CTPaHax 10 BCEMY MHUDY, a IepeBOJbI
BUPTYa/IbHBIX aKTUBOB MOTYT OCYILeCTBJIATHCS IPAKTUYECKH MIHOBEHHO, IPaBOOXpa-
HUTeJIbHBIM OpraHaM Heo0x0JMMO JielCTBOBATh ObICTPO [JIsl OTC/IEKUBAHHUS JOXO/0B
OT aTaK C UCI0/Ib30BaHMEM IPOrpaMM-BbIMOraTesedl o TOro, Kak OHU YTeKyT Yepe3
IPaHULbl U PACTBOPSTCA 3a py6eskoM. J1/1s1 3TOro, Kak NpaBuJIo, TPEOYIOTCS MeXaHHU3MbI
0QUIMATIBHOTO MEXAYHAPOAHOTO COTPYAHUYECTBA (TaKue KaK MeXaHU3Mbl B3aHMHOMN
NPaBOBOM NMOMOILM) B LieJIsIX MOJIyYeHHs JoKa3aTebCTB U apecTa akTHBOB B Ipoliecce
YroJIOBHOTO NMpPOU3BOACTBA. OJHAKO Takue MexXaHW3Mbl 0QULMAJIbHOIO COTPyAHHUYe-
CTBa He Bcerja M03BOJIAIT ObICTPO NIPUHUMATb HEOOXOJMMble MepPbl, YTO MOXET 3a-
MeJJINThb, 3aCTOIOPUTD WU JaxKe CBECTH Ha HeT pacciesoBaHus. CJI0XKHOCTb pacciie-
JIOBaHUM aTakK C HUCIOJIb30BAaHWEM NPOrpaMM-BbIMOraTesield, B KOTOPbIX GUIYpUPYET
MHOKECTBO IOPUCAUKIUNA U KOMIIAHUH, JOMOJHUTEIbHO YCyry6J/IsieT 3TH TPYAHOCTH,
IIOCKOJIBKY MeXIyHapoJHOe COTPYHUYECTBO B OTHOLIEHUH aTaK C IPUMeHeHHeM IIpo-
rpaMM BbIMOTraTeJsell 3aHUMaeT 60JIbllle BpeMEHU M PeCypCcoB, HeXXeJI B OTHOILIEHUU
JPYrUX BUJIOB IPECTYIIHOM JieATe/IbHOCTH.

102. Hcnosb3oBaHMe MeXaHU3MOB HEOPUIIMATbHOI0 COTPYHUYECTBA IOMOraeT B Ipeo/joJie-
HUM 3TUX TPYHOCTEH, a TaKXKe YIPOILAeT U YCKOpsieT UCIIOJIHEHHUe 3apoCcoB 06 0Ka3a-
HUM B3aUMHOM NPaBOBOM MOMOIIH. B 11e/151X coielicTBHS OCy1LeCTBIEHUIO CBOEBPEMEH-
HOT'0 COTPY/HUYECTBA HEKOTOPbIE IOPUCAUKIUN OTMETUIN BOXKHOCTD HCIOJIb30BaHUS
CYLLeCTBYIOILUX CBSI3el U CO3/4aHUsA HeopUIMalbHbIX KaHAJIOB /IS B3aUMOJENCTBUS C
3apy6eKHbIMHU MapTHEPAMU. ITO 06ecredyrnBaeT ObICTPhINA 06MeH UHOpMaLKel Heoo-
XOAMMOM /151 TPOM3BO/CTBA 110 YTOJIOBHBIM /leJ1aM IPU YCJIOBUU COOJIIOeHUSA YCTaHOB-
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JIEHHBIX MPaBWJI, KacaloIIMUXCs 3alUThl Takol HHpopManuu. Takol HeopHUIMaIbHbINA
o6MeH nHpopMauueit mexay [1OP MoxkeT oCylecTBAATbCSA Yepe3 3aIULIEHHYIO CeTh
IrMOHT, a COTPYAHUYECTBO MeX/Jy OpraHaMH MOJIMIIUM MOXKET OCYLIeCTB/IATbCA Yepe3
cetb UnTepnona [-24/7 vunu yepe3 Apyrve HeodulMalbHbIE CETH, BKItoYass KamzeH-
CKYI0 MEXBeJIOMCTBEHHYI0 ceTb 110 Bo3BpaTy akTUBOB (CARIN) u pervoHanbHble Mex-
BeIOMCTBEHHbIE CETU 10 BO3BpaTy akTUBOB (ARIN). BiacTam Takke cie/lyeT yCcTaHO-
BUTH NPOLELYPbl U Ha3HAYUTb KOHTAKTHBIX JIML, B paMKaxX CyLIeCTBYIOLIMX KaHaJIOB
MeXX/[yHapOJHOTO U PETHMOHAJIbHOTO COTPYAHUYECTBA /I COLENCTBUA ONIepaTUBHOMY
OTCJIEXKMBAHUIO CPeJICTB U 3¢ EeKTUBHOMY BO3BpaTy aKTHBOB.

103. HekoTopble PUCAUKLMNA OTMETHUJIU YCIELIHOE COTPYJAHUYECTBO B paMKaX yCTaHOB-
JIEHHBIX JIBYCTOPOHHHUX OTHOIIEHUH. [I[puKOMaHAMpOBaHUe B 3apyOeXKHble CTPaHBI
CrelMaJbHbIX COTPYAHHUKOB I10 CBSI35IM, 3aHUMAIOIIUXCS BOIIPOCAMU KUGEpIpecTyIlie-
HUH, MOXKET 3HAaYUTEJIbHO YCKOPUTh 00MeH HHOpMaLMel U onepaTUBHBIMHU JaHHbI-
MU MEeX/y IPUCAUKLUSIMY, HAPAaBUBIIMMHU U NPUHSABIIUMHU TaKUX COTPYAHUKOB MO
CBSI35IM, @ TaKXKe MO3BOJIMTh KOMIIETEHTHBIM OpraHaM coOHpaTh U NepelaBaTh Jl0Ka-
3aTeJIbCTBA B X0/l paccyeJOBAaHU aTaK C UCI0JIb30BaHUEM NIPOrpaMM-BbIMOTraTeJen.
B yensix comeldcTBUS U pa3BUTUS JBYCTOPOHHETO COTPYAHUYECTBA BJACTAM CAeyeT
paccMoOTpeTh BO3MOXKHOCTD ONMYBJINKOBAHUS MPOLeAYpP M CIIMCKOB KOHTAKTHBIX JIUI]
JIJI1 COTPYAHUYECTBA, B YACTHOCTHU [IJISl COJIEMCTBUS OllePaTUBHOMY OTCJIEKHUBAHUIO
CpeACTB U BO3BpaTa aKTHUBOB.

BcraBka 27: [Ipoekt «CODA»

B Hosi6pe 2021 rojia 6bl71 apecTOBAaH KaHAJACKUU Xakep, MPUYACTHBIM K CEpUU aTaK
C UCII0JIb30BaHMEM NIPOrpaMM-BbIMOraTesiel, a TaK»Ke K B3JI0MY KOMIIBIOTEPHBIX CUCTEM
NPaBUTEJbCTBEHHBIX OPraHU3alui U MeJUIIMHCKUX yIpexJeHUH B ltaTe Andacka. Emy
Obl/IM IpeIbsABJIEeHbl 0OBUHEHUS B COBEPILEHHUH 11eJI0T0 psJia KubepnpecTynjaeHuu. [le-
pes TeM KakK CBA3aThCA € 3apybexHbIMU NapTHépaMu, PEP npoBoauio pacciesoBaHne
HECKOJIbKUX II0XOXXUX KHOepB3/10MOB. [locjie TOro Kak JIMYHOCTb U MECTOHAX0X/JeHHe
I1003pEeBAEMOTr0 OblJIM YCTAHOBJIEHBI, COTPYAHUKU PBP cBA3anmuch ¢ KOHTAKTHBIM JIU-
oM u3 [lonunuu mrata OHTapuo, Ha3HAaYeHHBIM B paMKaX JABYCTOPOHHEr0 COTPYAHHU-
YyecTBa.

[locsie 3Toro 6bLIM HayaThl MapaJijie/ibHble PAcCAeloBaHUS B 06eUX HOPUCIUKIIHSIX.
B xogze aTux pacciegoBanuil KaHagckyuii HalMoHaIbHbIA KOOPAWHALMOHHBIA LIEHTP MO
60pb6e c kubepnpectynHocThio (LlenTp NC3), EBpomnos 1 mpaBooOXpaHUTEbHbIE OPTaHbI
HunepsianaoB oka3biBaiu cofeicTBUe coTpyaHukaMm [lonunyuu OnTapuo u ®BP. B yact-
HocTH, LlenTp NC3 oka3bIBaj ONepaTUBHYIO MOAAEPKKY, OCYIIECTBJISAI aHAIN3 JaHHbBIX U
noBeJieHHs1 UTYPaHTOB pacc/ieloBaHus, IPE/0CTABIISA ONlEPAaTUBHBIE CBOJAKU U OTUYETHI,
MIOMOTaJI OTC/AEKUBATh KPUIITOBA/IIOTHI M OKa3bIBaJI aHAJTUTUYECKHUE YCIYTH Ha IPOTSKe-
HUU 23 MecsLeB, OKa LLJI0 MeXAyHapoJgHOe paccjie0BaHUE. ITO MOMOIJIO NOATBEPAUTD
JIMYHOCTb MOA03PEBAEMOr0 U MPHUBEJIO K €ro nocjaeAyrouiemMy apecty. Mcnosab3oBaHre
nepeaoBbIX TEXHUUYECKHUX METOJ0B aHA/NMU3a U ClelUaJbHbIX UHCTPYMEHTOB, TAKUX KaK
VHCTPYMEHThI OTCJIEKMBAaHUS KPUIITOBAJIIOT, UTPAET KJII0YEBYIO POJIb B paccjeZJ0BaHUSAX
TaKUX BUJI0B KUOEepIpeCcTyIIeHUM.

Uctounuk: Kanaga u CIIA
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Ba*XHOCTb MHOFOCTOPOHHErO B3a MMOAEﬁCTBMﬂ

104. B npuMepax, KacaloluXcsl YCIellHbIX JeHCTBUM IPaBOOXpaHUTEIbHbIX OPTaHOB, KaK
MPaBUJIO, YYaCTBYIOT KOMIIETEHTHbIE OpraHbl U3 HECKOJIbKUX IOPUCAUKIUNA. ITO OT-
paXkaeT MeX/AyHapOAHbIM U JeleHTPAJM30BaHHbIN XapaKTep aTak C UCMOJIb30BaHU-
eM HpOFpaMM-BbIMOFaTeJIeﬁ W OTMbIBAaHHUA J0XOA40B OT TAaKHX aTakK. CymeCTBeHHbIM
YCJIOBUEM JJisl IOCTHXKEHUS ycrexXa siBJIsIeTCs He06X0JUMOCTb MEX/IYHapOHOTO CO-
TPYJHUYECTBA U B3aUMOJEHUCTBHUSA MEXy MOCTPAJaBIIMMHU IOPUCAUKIUSIMU IS O
HOBPEMEHHOTO BbISIBJIEHHS U NpecevyeHus AesITeJbHOCTH MPECTYIHbIX KH6epCHUH/IU-
KaTOB M UX COOGIIHMUKOB. ITO TaK)Ke CHHIKAaeT PUCK CMEHbI MecTa Ga3upOBaHMUs, KOTAa
MPeCTyIHbIe OpraHU3alMi MOTYT EPEMECTUTb CBOU IIUGPOBbIE ONEPAIMH B APYroe
©e30macHoe MecCTO.

105. VimeeTcst HECKOJIBKO MEXaHHU3MOB /IJI1 MEXAYHAPOAHOU KOOPAUHAIMHU AEeATETbHOCTU
IIPaBOOXPAHUTEbHBIX OPTAaHOB, TAKUX Kak EBponosi/EBporoct wiu UHTEpTON, KOTO-
pble MOTYT GbITh UCIOJIb30BAHbI B 3TUX I1eJISIX. ITU OPraHU3alvKU BeyT 6a3bl JTaHHbIX
Y OKa3bIBAIOT JIOTUCTUYECKYIO M SKCIIEPTHYIO MOAAEPKKY AJisT KOOPAUHAIUY YCUIIAU
3aUHTEPECOBAHHBIX BEJJOMCTB M3 HECKOJIbKUX IOPUCIUKINN. Takue MHOTOCTOPOHHUE
MeXaHU3Mbl MOTYT OKa3aThCsI T0JIE3HBIMH, 0COGEHHO [1J1s1 yCKOpeHUsI 0OMeHa KPUTH-
YeCKU BaOXXHOU MHbopManrel Heo6XoaMMou AJis MpoBeJeHHUsT GUHAHCOBBIX pacciie-
JIOBaHUH ¥ BO3BpaTa aKTUBOB.

BcraBka 28: Onepanus «GoldDust»?

B Hosi6pe 2021 rosa pyMbIHCKHE BJIACTH apecTOBa/IM JBYX YeJIOBEK, M0J03PeBAEMbIX
B COBEpLIEHUHM aTaK C MCIOJb30BaHUEM MporpaMMbl-BbiMoraTesis «Sodinokibi/REvil».
[To uMerUMMCcS JaHHBIM OHU OTBETCTBeHHBI 32 5 000 ciay4yaeB 3apakeHHs] KOMIIbIO-
TEPHBIX CUCTEM U MOJYYUIN B OOLIEl CI0XKHOCTU MOJMUJJIMOHA €BPO B Ka4YeCTBE BbI-
kyna. HauuHas c ¢eBpansa 2021 roga, mpaBooOXpaHUTEJbHbIE OPraHbl apecToBaIU ellé
JIByX COOOIIHUKOB MPUYACTHBIX K aTaKaM C UCIO0Jb30BaHHEM IPOTrPaMMbI-BbIMOraTe s
«Sodinokibi/REvil», a Takxe [IByx N0OJ03peBaeMblX, CBI3aHHbIX C IpMMEHEHUEM IpO-
rpaMMbl-BeiMoraTesisi «GandCrab». 3TO JIMIIb HEKOTOPbIE U3 PeE3y/bTATOB Ollepaluu
«GoldDust», B KoTopo# y4yacTBoBa/u 17 ropucauknuii?, EBponoJ, EBpotoct u UHTepmoJI.
Bce apecThbl cTanu pe3yJbTaTOM COBMECTHBIX MEX/yHapOJAHBIX YCHUJIUN MpPaBOOXpPaHU-
TeJIbHbIX OPraHOB IO BbISIBJIEHHUIO, IPOCJAYIIMBAHHI0 IEPErOBOPOB U HAJIOKEHHUIO ape-
CTa Ha HEKOTOpbIe 3JIEMEHTHI UHPPACTPYKTYPhl, C TOMOLbI0 KOTOPOU MCI0JIb30BaIHUCh
Pa3HOBUAHOCTH IporpaMmbl-BeiMoraTeisi «Sodinokibi/REvil». [Iporpamma «Sodinokibi/
REvil» cuuTaeTcsl «TOTOMKOM» ceMeNCTBA KOMIIbIOTEPHBIX BUPYcoB «GandCrab».

Onepanus «GoldDust» Hayaslach Ha OCHOBAaHWHM OPUEHTHUPOBOK U 3aI[eNOK, IOJyYEHHbIX
B XOJle MpeAbIAyLIINX paccjef0BaHUN aTaK C MCIOJIb30BaHHMEM NpPOrpaMMbI-BbIMOTra-
Tesisg «GandCrab», B YacTHOCTH pacc/ieloBaHHs], IPOBOAUBILEroCs MOJ PYKOBOACTBOM
PyMpiHMK npu nogfepxke EBpomosia U NpaBOOXpaHUTENbHBIX OPTaHOB HECKOJbKHX
I0OPUCAUKIMY, BKIoYas Besnko6puTtanuio u CIIA.

EBponos1 cofeiicTBoBas 00MeHYy MHpOpMalUen, MOMOTal KOOpJUHUPOBATh Omepa-
uio «GoldDust», oka3bpIBas oepaTUBHYIO AaHAJTUTUYECKYIO OAAEPKKY, OCYILeCTBIIAI
aHa/IM3 KPUIITOBAJIIOT U BPEJOHOCHBIX MPOTrpaMM, a TaKXe MPOBOAUJI KPUMHUHAIHU-
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CTUYECKYI0 3KCIEePTU3Y U aHa/u3. EBPONOJ Tak)Xe HalmpaBUJ SKCIEPTOB B KaXKAYIO
IOPUCAUKIUIO, TPUHUMABLIYI0 y4acTHe B PaccjaelOBaHHUAX, U HCIOJb30BaJl BUPTY-
aJbHBIMA MYyHKT yHNpaBJeHUs AJs1 KOOPAUHALMY e TeJbHOCTH Ha MecTax. MexayHa-
pPOJIHOE COTPYAHUYECTBO TAKXKe MO3BOJIMJIO EBpomosy onTUMU3UPOBATh COBMECTHO
C IPyTUMU pUCAUKLHUSIMHU-4ieHaMu EC Mepbl, HpUHUMaeMble NOTEPNEeBLUIUMHU JJIs1
MUHHUMU3ALUHU yiep6a. ITU AeHCTBUSA MO3BOJIUIN He JONYCTUTD TOTO, YTOGBI Apyryue
YacTHble KOMIAHUU CTAJIM )XePTBAMH aTaK C UCIOJb30BaHHEM MPOrpaMMbl-BbIMOTra-
Tens «Sodinokibi/REvil».

O6besrHEHHAs LiesieBas rpynna no 6opbbe ¢ kubepnpecrynHoctbio EBponoJa (J-CAT)
TaK)Xe OKa3aJla COJIENCTBHE NPOBEJIEHUIO ONlepalUu. B cocTaB 3TOU NOCTOSHHOU Olle-
paTUBHOM IPYNINbl BXOAAT COTPYJHUKH 110 CBA3SIM B cpepe 60pbOBI C KHOEPNPeCTYNHO-
CThIO U3 Pa3JIMYHBIX OPUCAUKIUI, KOTOpble paboTalOT B 0AHOM MeCTe Ha/i pacce/ioBa-
HHEeM pe30HaHCHbIX KUbeprpecTynaeHuH.

Hctouynuk: EBpomno

[IpuMeyanusa

! JlonoJIHUTENbHYK HWHPOpPMAIMI0 MOXHO HaWTH Mo ajapecy: www.europol.europa.eu/mediapress/
newsroom/news/five-affiliates-to-sodinokibi/revil-unplugged

IOpucauKIuy, NpUHABIINeE y9acTHe B onepanuu: ABctpaius, benbrus, Kanaga, ®pannus, lepmanus, Hu-
nepaangpbl, Jirokcem6ypr, HopBerusi, @ununnunsl, [loabma, Pymeinus, K0xHas Kopes, [lBenus, [lIBeina-
pus, KyBe#iT, Bennko6putanus u CIIA

IIpeaiaraemsbie Mepbl

e OpucaukuusM ciefyeT co3/aTh U aKTUBHO Y4acTBOBAaTb B JIBYCTOPOHHHX, PETHO-
HaJIbHBIX 1 MHOTOCTOPOHHHMX MEXaHM3Max COTPYAHHYECTBA, HAIPUMEDP, UCIOJIb3Ys
NPUKOMaHANPOBAHHBIX COTPYHUKOB MO CBSI3IM U MyTE€M Ha3HAY€HHsI KOHTAKTHbIX
JIML JOCTYTHBIX B KPYIJIOCYyTOYHOM PEXKME, [/l COAENCTBUSA OllepaTUBHOMY MEX Y-
HapOJHOMY COTPYZAHUYECTBY U 06MeHy MHOpMaLUen.
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3aKan4yeHue

106. HecMoTpsi Ha yBesJMYeHHe B MOCJAeJHHUE IoAbl 06bEMOB HE3aKOHHBIX QUHAHCO-
BBbIX NOTOKOB, CBA3aHHBIX C aTaKaMM C HUCHO0JIb30BaHHWEM NpOrpaMM-BbIMOrare-
Jled, KOJINYeCTBO Pacc/aelOBaHMUU Cly4aeB OTMbIBAHHUS [O0XOJLOB OT TAaKUX aTak
No-TIpeXXHeMy sIBJISIeTCS HeJOCTAaTOYHbIM. /laHHOe HcciefjoBaHUe M0Ka3aso, 4YTO
aTakM C UCIOJb30BaHHWEM NpPOrpaMM-BbIMOTaTeJsiedl SBJISIOTCA MHOTOIIJIAaHOBOH
MeX/I[yHapoJHOU npo6ieMoi. Bcé 3To TpebyeT NnpuMeHeHHE CKOOPAUHHUPOBAHHO-
ro nojaxoja AJs 3¢PeKTUBHOrO pearupoBaHus Ha 3Ty yrposy. i gocTuKeHUs
3TOM LieJIM IOPUCAUKLUAM CJeJlyeT MCIO0JIb30BaTh MEXaHU3Mbl MAapTHEPCTBA Ha
TPEX YPOBHSX: TOCYJAPCTBEHHO-TOCYJapCTBEHHOE NAapTHEPCTBO; FOCYAapCTBEHHO-
YacTHOe NapTHEPCTBO; U MAPTHEPCTBO C 3apy0eXHbIMU IOPUCAUKIMAMU U MHOTO-
CTOPOHHHUMHU OpPraHU3aLUsIMU.

107. /JlaHHOe HccieloBaHMe TaKKe MOKa3bIBaeT BAXKHOCTb YCKOPEHHOM peann3anuu CTaH-
naptoB PATO a5 co3anust 3G PeKTUBHOTO MeXaHU3Ma 60pbObl C HE3aKOHHBIMU /10X0-
JlaMU, TIOJTyYeHHbIMU B Pe3YJIbTATe aTaK C UCI0JIb30BaHWEM MPOTrpaMM-BbIMOraTe iew,
0COBEHHO B CEKTOpe BUPTYaJbHbIX aKTUBOB U [IYBA. ®AT® nposo/KUT akTHBHO CO-
JlecTBOBaTh peanu3sanuu CTaHAapTOB B 3TOM CEKTOPE.

108. Posib BUPTYa/IbHBIX aKTHBOB B OTMbIBaHMH [JI0XO/I0B, IOJIyYeHHbIX B pe3y/bTaTe aTak
C UCII0/Ib30BaHUEM IIPOrpaMM-BbIMOraTesiel, a Takke BCé 6ojiee COBeplleHHble METO-
JIbl, UCII0JIb3yeMble MPEeCTYIHbIMU IPYNIUPOBKAaMH, IPEJCTABJSIOT JONOJIHUTE/IbHbIE
TPYAHOCTH. B 3TOH CBSI31 KOMIIETEHTHBIM OpraHaM Cjle/lyeT 00ecleduThb, YTOObl HOpMa-
TUBHO-ITPABOBbIE aKThI, PETYIUPYIOLIHE UX eI TeJbHOCTb, OCTAaBAJIMCh aKTYaJIbHbIMHY, a
UX COTPYAHMKH 06.1a/1a/1M 3HAaHUSIMU Y HaBbIKaMH [1JIs1 ONIepaTUBHOIO U 3G eKTUBHOTIO
pearupoBaHus B YCI0BUAX AUHAMUYHO U3MeHALIEeNCcsa 06CTaHOBKU B chepe Kubep-
IPeCTYIHOCTH.
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