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[lepeyeHb cokpaweHul
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PSP MpoBaiaepbl NAATEXKHbIX YCAYr
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oT PuHaHCUpOBaHME TEppPOpPM3MaA
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BA BupTyanbHble aKTUBbI
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OCHOBHbIE NOJIOXeHUA

Ha ceroansumuuil neHb kubepmoineHHudecTBo (KM) craHoBUTCH Bce 6oJiee pacmnpo-
CTpaHEHHBIM BHU/IOM TPaHCHAI[MOHAJbHOW OPTaHW30BAaHHOMW NMpPeCTyYNHOCTHU. [IpecTym-
Hble CHHJMKaThl Kb 3a4acTyi UMEWT YeTKYI CTPYKTYPY, COCTOSINYI0 W3 OTHAeJbHBIX
HNO/ArPYIIII, CIeUaJU3UPYIOIIUXCA B Pa3JIMYHbIX 00J1aCTIX MPECTYIHON AesITeJbHOCTH,
BKJII0OUasl OTMbIBaHUe JieHeT. /laHHble MO rPYIbI TAKXe MOTYT ObITh CJ1ab0 OPraHu30-
BaHbI U JIelleHTPAJU30BaHbl B Pa3JIMUHbIX WPUCAUKIIUAX, UTO elle 60Jiblile 3aTPyAHSIET
pacciefoBanue aesaTesbHOCTA KM. CunaukaTel KM Takke cBSI3aHbI € APYTMMU BUJAaMU
NPECTYIJIEHUH, B YaCTHOCTHU C TOPTOBJIEH JIIOJbMH U IPUHYAUTEJNbHBIM TPYAOM B KOJIJI-
neHtpax KM, a takxxe c DPOMY, cBA3aHHBIM C He3aKOHHOU KM6EepaKTUBHOCTbIO U3 Ko-
perickoit HapoaHo-/lemokpaTuyeckoit Pecniy6sinku (KH/IP).

B npouecc ormbiBaHus JeHer yepe3 KM BoBsieuens! rpynnel O/l u npodeccuoHanibHble
nocpefHuku. CeTb cueToB O/, Kak MPaBUJIO, COCTOUT U3 JEHEKHBIX MYJIOB, HO MOXET
TaK)Ke BKJII0YaTb QUKTHUBHbIE UM JieTaJbHble KOMIAHUU. B cetu O/l Takxe yyacTBy-
I0T pa3JInyHble TUIbl GUHAHCOBBIX yupexaeHun (PY), Bkitoyasd 6aHKH, IPOBa/iepoB
IJIaTeXXel U JleHeXXHbIX [IepeBO/I0B, a TaKXKe NpoBallepoB yCayr BUPTyaJbHbIX aKTH-
BoB (I[IYBA). [lnsa janpHelllero COKpbITUsSl GUHAHCOBBIX CJIe[OB CBOUX HE3aKOHHBIX
JlOXOZI0B NMPECTYMHUKU UCMOJIb3YIOT KOMOUHALMIO pa3/InuHbIX MeTooB O/l, TaKuxX Kak
MCII0JIb30BAaHUE HAJMYHBIX JleHET, OTMbIBAHUE JleHET Yepe3 TOProBble ONlepaluy U He-
JINL|eH3MPOBAHHbIE YCAYTH.

Busiarozgaps yudpoBU3al MU TEXHOJIOTUH MO3BOJISIIOT NPECTYNHUKAM, 3aHUMAKIIUMCS
KM, pa3BuBaTh M yBeJMUUBATh MacUITAObl, pa3MaxX U CKOPOCTb CBOEH NPOTHBONPABHOHN
JedaTebHOCTH. OHU UCNOJIb3YIOT pa3iMYHble HHCTPYMEHTbl U NpHeMbl, 4T06bl 06Ma-
HYTb >KepPTB, BOCI0JIb30BABLIMCh UX YYBCTBAMHU U IMOLIMAMH, U BBIMAHUTb KaK MOXXHO
6osibiie cpefcTB. CUHAUKATBl KM Takke UCMO/Ib3YIOT TEXHOJOTHYECKHE JOCTHXKEHUS
JUIs1 yIPOLLeHUs M YCKOPEHHS Mpoliecca OTMbIBaHUS NPECTYNHBIX 0X040B. BupTyasb-
Hble CEPBUCHI, TaKUe KaK y/laJleHHOe OTKPbITUE cieTOB B UHTEepHeTE, MO3BOJISIOT Npe-
CTyNMHHUKAM JIETKO OTKPBIBAaTh 3apybeKHble cueTa U OTMbIBATh JOXOJbI 32 py6exoM,
npuyeM GHYHAHCOBbIE ONlepallMy OCYIeCTBAAIOTCSA NPaKTUYeCKU MIHOBeHHo. [IpecTyn-
HUKHU HCNOJIb3YIOT COLiMa/bHble CeTH W MJIaTOpMbl 06MeHa COOGLIEHUSAMU AJs Mac-
IITaGHOM Bep6OBKU JleHEXKHBIX MYJIOB 3a py6exoM. KpoMe Toro, npecTynHUKU yMeJso
MCII0JIb3YIOT YSI3BUMOCTH, BO3HUKaAKLIMe B HOBBIX LUPPOBBIX GUHAHCOBBIX UHCTUTY-
TaxX U NPOAYKTAX, a TAKXKe B HETPAJHUIIMOHHBIX CEKTOPAX, TAKUX KaK 3JIeKTPOHHAas KOM-
MepI1iHs, COIfMaIbHbIe CEeTH U MJIaTGOPMbI HOTOKOBOTO BeIllaHHUS.

s 6osiee apdekTUBHOTO pearupoBaHus HA KM opucAUKIUAM CleayeT:

L peasm30BbIBATb HHUIUATHBLI 110 YBEJIMYEHUIO YUCJIA COO6I.LI€‘HPII>1 0 KepTBax
W NNOAO3PHUTEJIbHBIX OITEPALUAX;

¢ 30deKTUBHO aHAJIU3UPOBATh 3HAYUTEJNbHbIE 00'bEMBI MOCTYyNatIed UHOOP-
Maluu;

e y4YUTBIBasl BCeOOBbEeMJIOIIUN xapakTep KM, aJi1 KOMIJIEKCHOTO MPOTHUBOEN-
cTBUA W npenoTBpamieHuss KM u cBsa3aHHbIX ¢ HUM BUJ0B O/l HE0O6X0AMMbI
CUJIbHble BHYTPEHHUE KOOPAWHAIIMOHHbIE MEXaHU3MBbl.

Kak nmpaBusio, npeJjuKaTHble NpecTynaeHns B o6sactu KM coBepiuaioTcs He TaMm, The
npoucxogut npouecc O/l. Jloxoabl MOTYT GBICTPO OTMbIBAThCS Yepe3 CeTb CUETOB, KO-
TOpasi YacTO OXBAThIBAET HECKOJIbKO IPUCAUKLUN U GUHAHCOBBIX yupexjeHui. l0puc-
JUKLHUU JIOJDKHBI COTPYAHHUYATb HAa MHOIOCTOPOHHEH ocHOBe AJs1 3$PeKTUBHOrO
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¥ OIEepaTHBHOrO mnepexBaTa A0x070B oT KM, KoTopble OTMBIBAIOTCs TPAHCTPAaHUYHO.
C 3TOH 1LeJIbI0 HPUCAUKIUMU JO/DKHBI MCIO0Jb30BaTh U MOAAEPKUBATh CYIIECTBYIO-
mue (1 r06ble OYAyLHe) MHOTOCTOPOHHUE MexaHU3MbI (Takue Kak [-GRIP MHTepnosa
v npoeKT BEC! ['pynmnbl «3rMOHT») 17151 GBICTPOTO MEXAYHAPOJHOTO COTPYAHUYECTBA U
nHpOpPMaIMOHHOT0 06MeHa /s 3G PeKTUBHOr0 NpoTUBOAeHcTBUSA KM.

B 3akJ/it09UTe/IbHOM YacTH OTYETa MPpUBOAWTCA NepedyeHb PUCK-UHAWKATOPOB, a TaKXe
ITOJIE3HBIX Tpe60BaHHI>i U MEP KOHTPOJIA B o6J1acTH HpOTHBOﬂeﬁCTBHH MOIIEHHU4Y€eCTBY,
KOTOpbI€ MOTYT OBbITh UCII0JIb30BaHbI OpraHu3dafgudMU roCcygapCTBEHHOro 1 4aCTHOro
CEKTOPOB AJid BbIABJIEHUA U IIpeAO0TBpPallleHHUA KM U cBI3aHHOT'O C HUM O[[

! Business Email Compromise - kKoMITpoMeTaIius 1eJI0BOM 3IeKTPOHHOM OYTHI (NPUM. Nnep.).
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1. BctynutenbHaa 4actb

1. OnHysIaiH-MOUIEHHUYECTBO U MaxWHAIUU YKe 3aHSJIU [leHTPaJbHOEe MECTO B KUOep-
NPeCTYNHOCTU. be3a KOHTPOJIs1 OHU BYAYT TOJBKO YCIOXKHATHCS U NPEACTaBJISTh BCe
60JIBLIYIO yIPO3Y U PHUCK IO MEPE TOTO, KaK BCe 60JIbllle OpraHU30BaHHBIX IPECTYI-
HBIX TPYII OYAYT 3aHUMATbCA JAHHOW NPOTHUBONPABHON [1eATeJIbHOCTbIO U UCIOJIb-
30BaTh BO3MOXXHOCTH, NIpeJi0CTaBJisieMble HOBbIMU TEXHOJIOTUSIMHU, TAKMMU KakK re-
HepaTHUBHBINA UCKYCCTBEHHBINA UHTEJIJIEKT?.

2. llop npeacepatenbctBoM CuHranypa ®AT® npucTynusia K peajqydsalii HOBOW UHU-
MAaTUBbI, HANIPAaBJEeHHON Ha MPOTHUBOJENCTBUE HE3aKOHHbIM (QUHAHCOBBIM IMOTO-
KaM OT KubepMollleHHHUYecTBa. HacTosAlul OTYeT SABJSIETCSA Pe3yJbTaTOM [EPBOTO
coBMecTHOTO npoekTa ['pynnbl «3IrMoHT», PATO u UHTEpnoa U OTpaxkaeT TBEP/l0e
KOJIJIEKTUBHOE HaMepeHHe Npeceydb JleATeJbHOCTb TPaHCHAMOHAJIbHBIX OPraHU30-
BaHHBIX IPECTYIHUKOB U UX CETEH.

1.1. HanpaBneHue 1 061acTb NPUMeEHeHUa

3. Hacrosiuuiéi oT4eT NOCBSIeH He3aKOHHOMY (GUHAHCHPOBAHUIO, BO3HUKAIOIIEMY
B pe3yJibTaTe MOLIEHHUYEeCTBa, KOTOPOe OCYILeCTBJSIETCS B Kubepcpese UM C ee
noMmol1pio, (i) cBA3aHO € TPaHCHALLMOHAJIBHON MPECTYNHOCThIO, TAKOW KaK TpaHC-
Hal[MOHAJ/IbHbIe CyO'beKThl U GUHAHCOBbIE NMOTOKH, U (ii) BKJItoUaeT oOMaHHbIE Me-
TO/AbI COLMAIbHON MHXeHepHUH (T.e. MAaHUNYJUPOBaHUE KePTBAMU C IieJIbI0 MOJIy-
YyeHUs AOCTyNa K KOHOUAEeHIHAJbHOU WIA JUYHOW MHbopmauuu). [IpusHaBas
HaJIMuMe MHOXKECTBA PAa3HOBU/IHOCTEHN TAaKOr0 MOLUIEHHUYECTBA, B HACTOSALIEM OTYe-
Te OCHOBHOE BHUMaHUe yJeJsieTcsl CAe[y0luM BU/aM NPeCcTYIHOHN JlesiTeJIbHOCTH
(B COBOKYNHOCTH MMeHyeMbIM KubGepMolieHHU4YecTBOM (KM)):

e Komnpomeranusa [JesoBoMl 3/ieKTPOHHOM mnouThl (Business Email
Compromise, BEC): >kepTBbI 10/1y4aloT 110 3JIEKTPOHHOW NMOYTE UHCTPYKLUH,
BblZlaBaeMble 32 HHCTPYKIIMU OT UX KJIMEHTOB UJIM NMOCTABIIMKOB, C TPOCh6OH
nepeBeCTH CPe/ICTBA HAa HOBbIE MJIaTeXHble cyeTa.

e ®umuHr (ot anmi. Phishing): )xepTBbl 06MaHHBIM NyTeM BBIHYXKJEHbI CO-
06IUTh KOHQUAEHIMATbHYI HHOpMaLUio, HalpuMep, JUYHbIE [aHHBIE,
6aHKOBCKME PEKBU3UTHI UJH yuyeTHble JaHHble AJf BXOJa B CUCTeMY. 3aTeM
NpeCcTyNHUK UCIOJb3YyeT M0Jy4eHHY0 HHGOpPMaLUIO /151 CHATHUSA JIeHer C IJ1a-
TEXHBIX CYETOB >KePTB, OTKPbITHS HOBBIX IJIATE€XKHbIX CYETOB UJIM COBEpILIIe-
HUS MOLIEHHHUYECKHX OTNlepaLui.

e MoLIEeHHUYEeCTBO C UCNO0/b30BaHMEM COLMAJJIbHBIX CeTEed U TeJeKOMMY-
HUKALUMA: ClleHapuH, TpyU KOTOPOM NMPecTyNHUKH, BblZIaBasi cebsd 3a rocyaap-
CTBEHHBIX CJIYXKaLHX, POACTBEHHUKOB UJIH Py3€H, CBA3bIBAIOTCS C }KepTBaMU
yepe3 MOOHUJIbHBIE WJIM COLMAJIbHBIE CETH M, BOCIOJIb30BABLIKNCh UX 3MOLHUS-
MU, CKJIOHSIIOT K OTlJIaTe WJIM Mepeiadye KOHTPOJIS HaJ MJIATEXKHBIMU CYETaAMH,
a Tak)e K COBeplIeHHI0 GUHAHCOBBIX ONEpaIMH, TAKKUX KaKk opopMJIeHHE Kpe-
JIUTA UM OTKPBITHE cYeTa JJisl TOoJy4eHHUs NPeCTYIHbIX 10X0/0B.

e MolEHHUYECTBO B cpepe MHTEPHET-TPeHAUHra/TOProBuix MaaTdopm:
»KEPTBbI BBOAATCA B 3a0/yK/JeHUe pajbIIMBON pEKJIaMON WU KOHCYJIbTaH-
TaMHu B MHTepHeTe Ha HeCylleCTBYIOLIUX WU MOAAebHbIX (MOIIEHHUYECKHUX)

? CMm. Takke Mex[yHapoHbIH BamoTHBIH GoHy (aBryct 2023 1.) 3aMeTka o GuHTexe: [eHepaTHBHBIHA NCKYCCTBEHHBIA NHTEJLICKT B

drHaHCax: aHAIN3 PUCKOB.
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l'IJ'IaT(l)OpMaX AJid TOProBJIKM HUJIU HHBeCTHI_[HfI, CBA3aHHbBIX KadK C (1)I/IaTHbIMI/I,
TaK U C BUPTYaJIbHbIMU aKTHBaAMHU.

e JI1060BHOE MOLIEHHUYECTBO: >XePTB OOMAaHOM 3aCTaBJSIOT MePEBOJAUTH
JleHbI'Y MPECTYMHUKAM, Y6exAas X B TOM, UTO OHH COCTOSIT B POMaHTHUYECKUX
OTHOIIEHUSIX.

e MoOLIEHHUYEeCTBO C TPYAOYCTPOMCTBOM: dasiblIUBbIe IPeJJ0KeHUs 0 paboTe
B COLIMAJIBHBIX CETAX 3aCTaBJIAIOT XKePTB NJIATUTh MOLIEHHUKAM I0J pas3Jud-
HbIMU IIpe/iJIoraMy, BKJIIoUas NpesonaTy 3a OKYyNKYy TOBapOB JJis IOBbIIe-
HUSI TPOJAXK TOProBoM miaaTdopMbl UJIU rapaHTHUUHBINA B3HOC /Jis obecrede-
HUSA 3aHATOCTH.

4. HeszakoHHOe pUHAHCHPOBAaHUE, CBS3aHHOE C IPOrpaMMaMHU-BbIMOTATENSIMU U JIpy-
FMMH NPECTYIJIEHUSMU C UCIOJIb30BAaHHMEM BPEJOHOCHBIX MPOrpaMM, He BXOJUT
B chepy KOMMeTeHIUU JAaHHOrOo oT4yeTa. bosiee moapo6HYI0 MHPOpPMALHIO O MPO-
rpaMMax-BbIMOTATeJIsAX, a TaKKe HHPOPManUio 06 OTMbIBAHUM JlIeHET Yepe3 BUPTY-
aJibHbIe aKTHUBBI (BA) 1 mpoBaliepoB yC/IyT BUPTYaibHbIX akTUBOB ([IYBA), a Takke
0 TPYAHOCTSAX U YCHEIIHbIX NPAKTHUKaX CHUKEHUS TaKHUX PUCKOB MOXHO MOJIYyYUTh
B otueTe QPATD «IlpoTuBOAelicTBUEe GUHAHCUPOBAHUIO MPOTrpPaMM-BbIMOTraTesei»
(mapT 2023 r.). /lanHasg uHpopMalUsl MPeJICTABASETCS BaXKHOU, MOCKOJbKY BUPTY-
asbHble akTUBHLI U [IYBA nHOra Ucnoib3yrTcsA AJ1s OTMbIBaHUS [0X040B 0T KM.

1.2. Llenun n cTpyKtypa

5. llesblo faHHOTrO OTYeTa SIBJSETCS MOBBILIEHUE YPOBHSA UHGOPMHUPOBAHHOCTH KOM-
IeTeHTHBIX OPTaHOB 06 yrpose, KOTopyto npezcTtassgeT co6oit KM. OTyeT ocHOBBIBa-
eTcs Ha pe3yJsibTaTax paboTsl, yxxe npogesaHHol QATD u pyruMu MexAyHapoAHbI-
MU OpraHu3anusaMu (B ToM yucie ['pynnoit «3rMoHT», EBponosiom 1 UHTepnosiom),
Y HallpaBJ/IeH Ha BblSIBJIeHHe 3HAYMMbIX U BO3HUKAIOIIMUX TeH/JeHIIMH, He06X0ANMBbIX
[lJ151 60J1ee TJIyOOKOTro NOHUMaHUs PUCKOB.

e B miaBax 2 u 3 oTyeTa paccCMaTpPUBAIOTCA TEKYL[UEe ONepalMOHHbIE PUCKU
B oTHoweHUU KM u faeTcqa npeacTaBiaeHHde O pUCKaX, METOJAX U TpeH/aX B
o6Jiactid KM u cBSI3aHHOTO C HUM OTMbIBaHuUs AeHer (0/l), BKJ/to4yas BJAUSHUE
Y YSI3BUMOCTb IITUPPOBU3ALMU U HOBBIX TEXHOJIOTUH.

e B miaBax 4 u 5 oTyeTa npeJCcTaBJeHbl IPUMePbl YCIEIHON NPaKTUKU U oIle-
paLlMOHHBIX pellleHUH, UCII0/Ib3yeMbIX OPUCAUKIUAMU AJIs pelleHUs 3aa4 1o
NpoTUBOJEeNCTBUIO U NpeceyeHuto KM u conyTtcrBytomero 0/, Bk/aovas Mexa-
HH3MbI MEX/YHAPOJHOI0 COTPYHUYECTBA U BO3BpATa aKTHBOB.

1.3. Metopgonorua

6. Ikcneptbl U3 CuHranypa (ot uMmeHu PATO), [IOP I'onkoHra (oT uMeHH ['pymnbl «3rMOHT»)
Y UHTepmoJia BBICTYNIUIA COPYKOBOJUTENSAMU JJaHHOTO npoekTa. KpoMme Toro, B co-
CTaBe NPOEKTHOMU IrpyNIibl CBOU BKJA/, B pabOTy BHECIU NPEACTABUTEIU CAEAYIOIIUX
IOPUCAUKLIUN U opraHusanuil: Azep6aikad, bpasunus, benbrus, Kanaga, Kutai,
Coset EBpomnel, EBpomelickag komuccuda, EBpomnos, 'epmanusa, MexnpaBuTesb-
CTBEHHas rpyimmna no 6opb6e ¢ oTMbIBaHHEM feHer B 3anagHoi A¢puke (T'MABA),
Uupus, Utanus, U3pauib, Anonus, Manaisus, Mekcuka, KoOMUTeT 3KCIIEpTOB 110 OlleH-
Ke Mep 60pb0ObI C OTMbIBAHMEM JieHeT U pUHaHCUpOBaHUeM Teppopusma (MAHUBIJ),
[Takucran, [loptyranus, Caygosckas ApaBus, Toro, Beauko6putanus u CIIA.
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7. BbIBOAbLI OTYETA OCHOBAHBI Ha:

e (0630pe cyllecTByIOILIeH JUTEPAaTypbl U MaTepUaTOB M3 OTKPBITHIX HUCTOY-
HUKOB 10 JJaHHOU TeMe. B UX 4uciie JaHHbIE U UCCIe[0BaHUsA, TPOBEeEHHbIE
['pynno#t «3rMoHT» U UHTepmnoJioM.

e 3anpoce B [to6anbHy10 ceTb PATO® u 'pynny «IrMOHT», 06 beJUHAIONIYIO 60-
Jee 200 ropucaukuuid U 170 [IOP cooTBeTCTBEHHO, Ha MoJIydeHHe HHOpMa-
MY O pUCKaX, NIpaBONPHUMEHUTENbHBIX MEXaHU3MaxX U CTPATErUsX, a TAKKe 0
BHYTPEHHUX U MeX/JyHAapOJHBIX MeXaHHW3MaX COTPYJHHUYECTBA U KOOpJHUHA-
. B 06111el cJI0’)KHOCTU MPOEKTHas rpyIIa noJyay4yuaa uHGopmaluio ot 60-
nee yeM 80 geseranui.

e 06cyxJeHUu U 00MeHy MHeHUsMU B xoZe COBMeCTHOW BCTPEYU 3KCIEPTOB
QAT (ampesib 2023 1.) u KoHcynbTaTuBHOTO dopyMa [/ YACTHOTO CEKTOpa
(ma#t 2023 1.), BK/IIOYAs IjeJleHapaBJeHHOe B3aUMO/IeCTBHE C YACTHBIM CEK-
TOPOM.
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2. Puck-cpepa: KubepmoweHHUYECTBO

2.1. Bo3pacraHue yrpo3bl oTMbiBaHUA goxogos (04)

8. KosunyectBo KM 3HaYUTENbHO yBEJUUUJIOCH B MUPOBOM MacliTabe. HecMoTps Ha oT-
CYTCTBUE MOJIHON OLIEHKU IV106a/IbHbIX MaciiTaboB KM, MHOTHE HPUCIUKIIUU CO00-
IAI0T 00 UX OCTOSTHHOM POCTe B MoceAHue roabl. HeaakoHHblie f0x0/1bl oT KM yacTo
NepeBO/SITCS B MHOCTPAaHHbIE WPUCAUKIUU. B fasbHelleM Takue 0X0/ibl MOTYT OT-
MBIBaThCs Yepe3 GUHAHCOBbIE CHCTEMBI APYTUX PUCAUKIIUH, BJSIONIAXCSI TPETHU-
MU CTOPOHAMHU.

9. CorslacHO oT4yeTy MHTepmnoJsia 0 TeHAEHLUSAX Pa3BUTUsS MUPOBOW MPECTYNHOCTH B
2022 roay?, MOIlIeHHUYECTBO B MHTepHeTe SIBJISIeTCS OJJHUM U3 HalpaBJIeHUH K1ubep-
MPEeCTYNHOCTH, KOTOPOeE Yallle BCET0 BOCIPUHUMAETCS KaK MPeJICTaBJISIOLee «BbICO-
KYI0» UJIH «OUYeHb BBICOKYIO» YTPO3y B IJ1I00ajbHOM MacuiTabe. BOJbIIMHCTBO IOpPUC-
JUKIAH, TPeloCTaBUBIINX WHGOPMALUIO JJIsT JaHHOTO MPOEKTa, MPU3HAKT PUCKU
0/l, Bo3Hukawuve B pesysbraTe KM, B paMKkax CBOUX HallMOHa/IbHbIX OLIEHOK PUCKOB.
PervoHbl ¢ BLICOKON CTENEHbIO UCIIOb30BAaHNS 6€3HATUYHBIX U IUPPOBBIX TEXHOJIO-
ruii (HampuMep, rjie OCHOBHAs 4acTb pUHAHCOBOTO MOCPEJHUYECTBA OCYIeCTBIISAETCS
yepe3 OHJIAaH-CEPBUCHI), KaK OXKUzaeTcs, 60Jiee ysa3BUMbI K puckam 0/l, cBSI3aHHBIM
C 3THUM INPECTYIJIEHUEM, XOTS TPaHCHaIMOHA/IbHBIN XapakTep KM o3HavaeT, yTo mnpe-
CTYIHUKU MOTYT BbIOUPATH XEPTB BHE 3aBUCUMOCTU OT MEX/YHAPOJHBIX TPAHMUII.
B nmpuBesieHHONW HUXKe BCTaBKe co6paHa MH(pOpMAIUS U3 Pas3MYHbIX HCTOYHUKOB*
JUISI TIOJTyYEeHHsT PETMOHAIbHOT'0 0030Pa yrpo3, CBsi3aHHbIX ¢ KM.

BcraBka 1. YceuieHue yrpo3 O/l: pernoHa/ibHble TeHAEHIUU B 061acti KM

Adpuka: B Adppuke crpeMutesbHasg LUudpoBU3aLUA GUHAHCOBOrO CEKTOpPA OTKphLIA
nepe/; NpecTynHUKAaMH MHOXECTBO BO3MOXKHOCTeU i coBepiueHus O/, 4To npuBesio
K pe3KOMY POCTY MOIIEHHUYeCTBa B cpepe UHTEPHET-6aHKMHTa, BKJIt0Yasi GULIMHT, Kpa-
Ky JIMYHBIX JaHHBIX U MOIIEHHUYECTBO C BUPTYaJbHbIMU aKTUBaMH. PocT puHaHCOBBIX
MOTepPb B pe3y/bTaTe TAKUX MPECTYIJIEHUH MPeJCTaBJIsET COO0HM MOBBIIMIEHHYIO yIPO3y
O/l. Hanpumep, B 3anagHou Appuke KM, mo uMerouumMcs JaHHbIM, pacCCMaTPUBAETCS KaK
OJIVH U3 OCHOBHBIX UCTOYHUKOB MPECTYIHBIX I0X0/0B.

CeBepHas u I0>kHasa AMepuka: KM 6b110 onpe/ie/ieHO KaK PacTyLU[UH WX BO3SHUKAIO-
Ui puck. OfHa U3 IOPUCAUKIIMKA OTMETUJIA, YTO KOJUYECTBO coob1eHur o KM pactet
M3 ro/ia B roJi, U OTMETUJIA, YTO CBSI3aHHbIM € 3TUM puck O/l 6yZeT COOTBETCTBEHHO PACTH.
Jpyras opucaukiusa coobuuaa, 4to B nepuos ¢ 2021 no 2022 rr. 06'beM MOIIEHHUYE-
CTBa C UHBECTUIUSIMU B BUPTYaJIbHbIE aKTUBBI yBeJIUUUJICSA 6osiee yeM Ha 180%, Tak kak
MPECTYMHUKU BOCIOJIb30BAIMCH IIYMUXOU U 06ILI[eCTBEHHBIM PE30HAHCOM B OTHOILIEHUH
BUPTYa/JIbHBIX aKTUBOB.

A3unaTcko-TUX0OKeaHCKUI PeruoH: pUCAUKLUN oTHecan KM K BBICOKOMY WJIM 3Ha-
yuTeabHOMY pucky O/l. Hanpumep, B 04HOU U3 OPUCAUKIUA OTMEYAETCs, YTO OOJIbIIHH-
CTBO COOOIEHUI O MOLIEHHUYeCTBe B TOW WM MHOU popMe cogepkaT KM, u Ha61t04a-

* Cm. Uarepros (2022 r.): OTYeT 0 TeHIeHIUAX PA3BUTUA MUPOBOM MIPECTYITHOCTH.
* BxsiouaeT MHOOPMAIMIO U JaHHbIE, Pe/IOCTaBIeHHbIe IOPUCAUKIUAMH, a TaKKe oT4eThl MHTeproa u EBponosna.
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eTcs poct yucaa caydaeB O/, cBsa3anHbix ¢ KM. Jlpyras opucauKLysa nog4epKHyJia poJib
TPaHCHAI[MOHATBHBIX CyO'BEKTOB, 0OMaHbIBAIIHX KEPTB C IOMOIbI0 MHOXKECTBA He3a-
KOHHBIX WHBECTUIMOHHBIX NpuiokeHud. [langemusa COVID-19 cmocob6cTBoBaa YCKO-
peHHOU 1IMPPOBU3ALUU YCAYT U MOBEAEHUS YaCTHBIX JIUI, IPABUTEJIbCTB U OHM3Heca B
peruoHe. B pe3ynbraTe yncio caydyaeB KM u cBsi3aHHOro ¢ HuMu O/l yBeJIM4UIIOCh U, KaK
oXuzaeTcs, 6yAeT IpoLoJnKaTh PacTH.

Kapu6ckuii perMoH: pervoH B 3HAaYMTeJIbHOM CTeNleHU NOJBeP:KeH PUCKY OTMbIBAHUSA
JleHeXXHbIX CpeJiCTB U CBSI3aHHBIX C HUM NPeCTyIJIEHUH, IpUYeM 3a Noc/aeJHUe OATh JIeT
YBeJIMYMJICS 06LHUI 06'beM MOIIEHHUYECTBa, cBsAzaHHOro ¢ KM. Pactymuii cekTop BUp-
TyaJbHOU KOMMeplHH B Kapu6ckoM 6acceliHe TakKe MpeCTaBaAsAeT co60U paKTop ysa3-
BUMOCTH, B TOM 4uCJle U3-3a Haanuus [IYBA, Bkitoyast MUKIIepbl (BUPTYabHBIX BaJlIOT),
KOTOpble MOTYT UCIO0Jb30BaThCA [IJIs1 OTMbIBAHUS HE3AKOHHBIX CPeJCTB B I10J1b3y Opra-
HU30BaHHBIX IPECTYIHbIX Py, BKAo4Yasa KM.

EBpomna: B nje;iom KM oneHuBaeTcs Kak ¢akTop, npeactaBistomuid puck 0/l. MHorue
IOPUCAUKIIMY OTMEYaIoT 3HAaYUTEbHBIN POCT 3TOH JlesiTeqbHOCTH, puieM KM Bocnpu-
HUMAIOTCS KaK MpeJCTaBJISIOLee BbICOKYIO CTeNEeHb Yyrpo3bl. JlJisi OTMbIBaHUS [0X0/I0B
oT K9® Hepeko ucnosib3ytoTcs BA (B 4aCTHOCTH, 3TO KacaeTcs MOIlIEHHUYeCTBa B chepe
OHJIAMH-TOProBJIM, CBSI3aHHOTO ¢ BA, HanpuMep, MOLIEHHUYECKUX IIEPBUYHBIX IIpeJiJio-
>KEHUW MOHET).

BamxHuil Boctok u CeBepHasa A¢ppuka (BBCA): kak U B [pyrux peruoHax MUpa, B Ie-
puoz naHaeMuu B crpaHax BBCA Hab6J1t0/a/10ch yCKOpEHUE TEMIIOB LM POBU3aLUHY, 110-
CKOJIBKY MPaBUTEJbCTBA, NPEANPUATHS U I'PaXKJaHe MACCOBO NEPEXOAUJA HA paboTy
B pexxuMe OHJIalH. PrHaHCOBOe MOIIEHHUYECTBO B HTepHeTe, B TOM 4uc/e QUIINHI,
MOIIEHHUYECTBO C UCII0JIb30BaHUEM YY)KMX JIMYHBIX JAHHBIX, @ TaKXKe OHJIalH-MOIlIeH-
HUYeCTBO, OTHOCATCS K KaTeropruu BbICOKUX yrpo3. Pernon BBCA Tak:xe ysa3BuM g O/,
MOCKOJIbKY cTpaHbl-4yieHbl CCAI'TI3, B YaCTHOCTH, C/Iy>KaT BaXKHBIMHU TPAHCIOPTHBIMU y3-
JIaMH J1J11 MUPOBOU TOProB/IM U GUHAHCOBOH J1eATEbHOCTH.

10. lludpoBuzanys U pa3BUTHE HOBbIX TEXHOJIOTHUU ABJISIOTCS KII0YEeBbIMU GaKTOpaMu,
onpegesowMu poct KM. LludpoBsele ycayru cTanyd HEOT'beMJIeMOM YacThIO OBCE-
HEBHOMW >XU3HU U TOCYAApCTBEHHBbIX QyHKIUU. B pesynbraTe Bce GoJiblie rpaxjaH
(BKJ/II0Yas yA3BHMMble I'PYMNIbl) YYaCTBYIOT B OHJIANH-/AeSATeJbHOCTH. B TO ke Bpems
nrdpoBU3aLMs 03HaYaeT, YTO PUCAUKIUY CTAaHOBATCA BCe 60Jiee B3aUMOCBA3aHHbI-
MU, a UHQOpMalUsl U CpecTBa ObICTPO PaCIpPOCTPAHAIOTCA Yyepe3 rpaHULbl. ITU ABa
dakTOpa NPUHLUNHAIBHO U3MEHUIU KPUMHUHAJIbHBIA packaj U COo34ald YCJI0BUS
a4 pocTta yrpo3 KM.

11. lMangemus COVID-19 yckopusa mepexoJ; OT OYHBIX (pUHAHCOBBIX ONEpaldil K OT-
KPBITUIO CYETOB, IJIaTeXaM U KpeJUTOBaHHUIO yepe3 MHTepHeT. 3HAaUUTEJNbHO BO3-
POCJIO YHCJI0 MOIIEHHUYECKUX JeWCTBUH, TAaKUX KaK TejeQpOHHOE MOLUIEHHUYECTBO
Y MOLUEHHHUYECTBO MO 3JIEKTPOHHOM MOYTe; 6AHKOBCKOE MOIIEHHUYECTBO, MOILIEH-
HUYEeCTBO C NOXUJIBIMHU JIIOJIbMH U MOIIEHHUYeCTBO B cdepe 37 paBooOXpaHeHHUs (Ha-
IpYMep, CBA3aHHOE CO CpeJCTBAMM WHJAUBUJAYAJIbHOW 3alUTHlI U JPYTUMHU MeJu-
LMHCKUMH TOBapaMHU), a TaKKe MOIIEHHUYEeCTBO C MHBECTULUSMU yepe3 UHTepHeT
6/1arosaps UCM0Jb30BaHUIO CMAapT(POHOB, 3J1EKTPOHHOU OUTHI U COLUA/IbHBIX CETEH.
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Takue nsmMeHeHUss B QUHAHCOBOM NOBEJAEHUU OTPA3UJINCh U Ha cxeMax O/], BK/Io4ast
6oJiee MIMPOKOE UCIOJIb30BaHUE UPPOBBIX 6AHKOBCKUX U MJIATEXHBIX IJIaTGOPM U
JUCTAaHIIMOHHBIX ONlepaliil (CM. Takxke pasfes «BausHue nudpoBU3anUK U HOBBIX
TexHoJiorui Ha O/» Ha cTp. 27)°.

12. Bce 6GoJsiee mMUpPOKOe HCIOJb30BaHUE CMAapTPOHOB, TEXHOJOTUH (C MOCTOSHHO
Pa3BUBAKUIMMUCS HOBBIMH HMHCTPYMEHTAMH W NPHUJIOXKEHUSIMH), a TaKXKe JUC-
TaHIIMOHHble (QUHAHCOBbIE ONepalMud 3HAYUTEJbHO MOBBILIAIOT YSI3BUMOCTh
noJsib3oBaTesiel. B coueTaHUU C TEXHOJIOTUSIMU, 0OeCleYUBAIIUMU aHOHUM-
HOCTb, TAKMUMU KaK BUPTyaJibHble yacTHble ceTu (VPN) u «iykoBble Mapuipy-
THU3AaTOPBI»® , 3TO MO3BOJIAET NPECTYNHUKAM CKPbIBATh CBOIO MPOTHUBONPABHYIO
JlesTeJbHOCTb OT HOCTOPOHHUX IJ1a3. C NOMOIIbI0 TEXHOJOTHHN NPECTYIHUKH MO-
I'yT yBEJUYUTh MacuITab, pa3Max U CKOPOCTh CBOEW MPEeCTYNHOM e TeJbHOCTH.
KpomMe Toro, HaG/0/laeTcsd nepexo/, NPeCcTyMHUKOB Ha MOJieJib «IIPEeCTYIJeHue
KaK ycjayra»’, 4TO TaK»e 3HAaUUTeJbHO YMeHbIaeT NPensaATCTBUS AJisl CUH/IMKA-
ToB KM, a TakXe Ccnoco6CTBYeT pPAaCHIMPEHHUIO CIENHAJHU3AIUU 0 PA3JIUUYHBIM
HanpaBseHussM KM, pacnpepeseHHbIM MeXJy pasJUYHbIMU M[OArPyINIaMu
(cM. pasgen 2.2 Huxe)®,

13. Bo MHOruX c/y4asx OpraHU30BaHHbIe MPeCTyIHbIe IPYNIbl PACIIUPAIOT WX ajal-
TUPYIOT CBOIO Z1eATeJbHOCTD AJi BK/IoYeHHUA B Hee KM, Mcno/ib3ys CylecTByOILMe
MeTO/bl OTMBIBAaHUA JAPYTMX HE3aKOHHO NOJIY4YeHHBIX CPE/ICTB.

BcraBka 2. PacipocTrpaHeHHas npectynHas cetb O/l, ucnnosb3yemas ais
copepumieHus KM u Apyrux npecrynjieHuu

Cetpb O/l ocyliecTBIS€ET ONepalMu 0 OpraHru3aluu a3apTHbIX Urp B UHTepHeTe 1 KM
B 3/laHWUM NIpUHAAJIeXalleld el KOMIIaHUU B 0COO0U aKoHOMUYeckol 30He (033) cTpa-
Hbl A. B 3TOM KOMIIJIEKCE PACIOJIOKEHO OKOJIO JIECATH KOMIIAHUM, KOTOPble CaMU 3a-
HUMAITCS UTOPHBIM 6M3HecoM U KM uu cialoT noMelleHUsl B apeHAy APYyTUM JUIaM.
CeTb BKJIOYAeT B cebs sIKOOBI JierajbHble MPeJNPUATHs B MPUTPAaHUYHBIX palloHax
cocefHel ctpanbl b. Bo ryiaBe ceTu CTOAIT rpakjaHe CTpaHbl b, KOTopble UCIOJb3YIOT
0aHKOBCKHE CcYeTa B Ba/IlOTe CTpaHbl b 1y nepeMenieHus geHer u3 033 B ctpany C,
r/le HaXo4ATCH OCHOBHbIE UHBeCTOPbI KoMNaHUU. Jlostapbl CIIA n3 033 oTMbIBalOTCA
yepe3 0OMeHHbIe IYHKTHI B CTpaHe B, rjie JleHbr'd KOHBEPTUPYIOTCS B BAJIOTY CTPaHbI
B u 3aTeM nepenpanJstoTca B ctpaHy C. Ha rpanune crpanbl C eHbIry nepeBoAsATCS
WHBECTOpPAM KOMIIAHUM.

Hcrouynuk: TpaHCHAIMOHA/IbHAs OPraHU30BaHHAsA NMPECTYNHOCTh, KA3MHO U OTMbIBaHHe AeHer B I0ro-Boc-
ToYHOU A3um: AHanus yrpo3 (YHII OOH, 2022 1)

Cm. otyeTsl PATOD (mait 2020 r.) «PHCKH OTMBIBAHHUA JI0XOI0B U QUHAHCUPOBAHU T: 13Ma, CBA3aHHbI ID-19.u ™M
IOJUTUYECKOr0 PearupoBaHus« U (Aekabpb 2020 r.) «O6HOBIeHUe: PUCKU OTMBIBAHUSA JOX0J0B U GUHAHCUPOBAHUS TEPPOPHU3-
Ma, CBA3aHHbI ID-19»,

Tak>ke u3BectHoe Kak TOR, nmporpaMMHOe o6ecreyeHre C OTKPbIThIM UCXO/HBIM KOZIOM, I03BOJISIIOILEE N10JIb30BATE/ISIM aHOHUM-
HO BBIXOJUTH B HTepHeT.

MMeHHO 3iech TPOUCXOAUT pas/esieHre TPy/a, KOTa NpecTyNHble IPYNIbl pa3BUBAIOT U Ipe/JlaraloT APYrUM HULIeBble KPUMU-
HaJ/IbHble BO3MOXXHOCTH, HaBbIKH U OTIBIT.

Cm. EBponiost (urosib 2023 1.) «O1ieHKa yrpo3bl opraHyM3oBaHHoM npectynHocty B UHTepHeTe (I0CTA) 2023»; u UuTepnos (2022 1)

«PyHaHCOBBIE U KMGEPIPECTYILIEHHUS BbI3BIBAIOT HANOOJBIIVIO 06€CIIOKOEHHOCTE MUPOBOY MOJUIIMH, TOBOPUTCA B HOBOM JI0-
kjaje UHTeprnosax.

@
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2.2 . KpmunHonormnyeckana xapakrepucrtmka KM

SnemeHmobl KubepmouwieHHU4ecmea

14. Vicxonst U3 OmNbITa IOPUCAUKIIMY, TPEeCTYNHUKY, 3aHUMatomuecss KM, MoryT ucnosb-
30BaTh OJJMH MJIKM HECKOJIbKO U3 NepeyUCcIeHHbIX HUXe 3J1eMeHTOB, UYT00b! YCIEeLIHO
006MaHyTb KEPTBY U 3aCTAaBUTh €€ COBEPLIMTb MOLIEHHUYeCKU NlepeBo/. Pa3inyHble
BapuaHTbl KM MOTYT 110-pa3HOMy COYeTaTh IlepedrCIeHHbIE BbIIIe 3JIeMEeHTHI.

e Jlo6b14a uHOpMaLMU (HAapUMEDP, C TOMOII[bI0 QUILIUHTA);

o ColHa/IbHBIF 00MaH WM UHXXHUHUPHHT, a TAKXKe UCI0JIb30BaHHEe IMOI[MOHAJIb-
HOM ysI3BUMOCTH (HampuMep, BblJja4ya ce6si 3a Ipyroe JIMI0 WU OpTaHU3aIHI0
Y HCM0JIb30BAHHWE 3TOTO B KaueCTBe MPEeJNOChIIKH /sl CO3/IaHUsI CPOYHOCTH,
CTpaxa WU JJOBEPHUS; UJIU BbIJIBUIKEHHE JIOXKHBIX TPe60OBaHUH JIJisl IETKOT O 3a-
paboTKa JieHer);

e OHJIaWH-CpeACTBA WM MJIATHOPMBbI (KOTOpPbIe MOTYT HMCHOJIb30BAThCA JHMGO
JIUIs1 061eHUs, TGO [1J1s1 COBEPLIEHUS XKePTBaMH C/IEJIOK B C/Iy4YasX MOLIEHHH-
yecTBa B cdepe OHIAWH-TOPTOBJIH).

15. KepTBa MOXKeT He MOAAATHCS HA OJUH BUJ, KM; B KOHEUHOM HUTOTE I[eJIb COCTOUT B
TOM, YTOOBI TOOYAUTH €€ K IePEBOJTY CPE/ICTB, U JJIs IOCTHUKEHUSI 3TOU 1[eJIU ITPECTyI-
HUKU UCTIOJb3YIOT Pa3iniHble MeTObl. [IpecTymHUKH NOAXOAAT K JieJly TBOPUECKHU U
MOTYT UCIO0JIb30BaTh UJIU MEPEXOUTH K JpyruM Tunam KM, ecaiv nepBoHavyabHbIN
0o6MaH HauMHaeT JaBaTh cboil. Hampumep, xepTBa GUIIMHTA WJIU MOLIEHHUYECTBA C
HCIIOJIb30BaHUEM COI[UAJIbHBIX CETEN MOXKET OBbITh YOeXxJAeHa U HalpaBJieHA TeM e
MPECTYIHUKOM B CXeMy UHBECTULIMOHHOTO MOLIEHHUYECTBA, UCIOJIb3YS «OBEPHE,
y2Ke CO3/laHHOE B X0/l TeEpBOHAYaIbHOW MOIIEHHUYECKOU CXEMBI.

BcraBka 3. OgHM U Te e XKePTBbl, HECKOJIbKO NPeCcTyNJIEeHU

«CBUHOGOWHS» — 3TO KOMOHUHAIMS IID6OBHOU adpepbl U UHBECTUIITMOHHOTO MOIIeHHUYe-
cTBa. [Ipyu TakoM criocobe NpecTyNIHUKHU yCTaHABJIUBAIOT JOBEPHUTEIbHbIE OTHOIIEHMUS C
YKepTBOU U y6eX/AaloT ee BJIOXKUTb COepexeHHsl B MOIeHHUYeCKHe KPUIITOBAJIIOTHbIE
TOproBble MIaTdOpMbl. MollIeHHUYECTBO COBEPIIAETCS B TeYeHUe JJUTENbHOI0 Bpe-
MEeHH, YTO IPUBOJUT K NIOTEPE KPYIHbIX CYMM Jl€HET.

[Tocne PaCKpbITUA MOIIEHHUWYECTBA MNPECTYINHUKHW 4YaCTO CBA3BIBAKOTCA CO CBOHWMHU
XKepTBaMy, NPeACTaBJAAACh HPUCTAMU HWJIK NIPEACTABUTEJIAMU NIPABOOXPAHUTEJIbHBIX
OpraHoOB, ¥ IpeaJiaraloT MMOMOIIb B BO3BpAaTe CPeACTB 3a BO3HArpa>KJAEeHHe.

HUcrounuk: EBpomnoun (2023), OueHnka yrpo3sl opraHn3oBaHHOU npectynHocTy B UHTepHeTe (I0CTA) 2023 1.

Cmpykmypa op2aHU308aHHOII npecmynHocmu

16. KM u conytcrBywouiee O/l 3a4acTyo OCyILeCTBJSIOTCA TPAaHCHALUMOHAJbHBIMU Op-
FaHW30BaHHbIMM NPECTYNHBIMU IPyNNaMu WJU CUHAUKATaMHU. XOTA UX CTPYKTypa
MOXKET ObITh Pa3JIM4YHOHN, cUHAMKATbI KM Hepejko JeMCTBYIOT Kak HepapXuyiecKue
opraHusanuu (cM. npumep Ha puc. 1). OHU TakkKe MOTYT ObITh €1a60 OPraHU30BaH-
HBbIMHU, YTO [103BOJIsIET UM COXPaHSATb TMOKOCTD, @ UX YJIeHbl MOTYT BCTyNaThb U BbIXO-
JUTb 10 Mepe HeoOX0AMMOCTU. Takre CUHAUKAThI TaK)Ke MOTYT ObITb OPraHU30BaHbI
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BOKPYT OTZeJIbHbIX OATPYILI, CHeLMaJIU3UPYIOIIMXCA Ha KPUMUHAJbHOM 3KCIIEepPTU3e
(HampuMep, B COOTBETCTBUU C NPUBEJIEHHBIMU BbIllle 3jieMeHTaMu KM (mouck wH-
dopmManuy, counasbHbld 06MaH; WM Jpyras TeXHUYecKas JKCIepTHU3a, HalpUuMep
co3zianue oHJsalH-mnaTdopmbl uian 0/1). Bo MHOTUX ciydasix Takve CUHAUKATbl KM
JlelleHTPa/IM30BaHbl U HUKOT/A He 00IIAITCA JIMYHO (HampuMep, no 3amunudpoBaH-
HbIM KaHasiaM B UHTepHeTe), YTO 3aTPyAHsSIeT pacciae/loBaHHe UX JIeTebHOCTHU.

17. Kpome Toro, B cocTaB cuHAMKaTOB KM 3ayacTyio BXoAsT XOpollo 06pa3oBaHHble U
TEeXHUYEeCKU IpaMOTHbIe MpPodeccCuoHabl. ITO MPUBEJO K TOMY, UTO mojxod kK KM
M OTMbIBAaHUIO HE3aKOHHBIX [I0XOJ0B CTAaHOBUTCA Bce 6GoJiee u3olpeHHbIM. Kpuc-
JUKIIUU OTMETHJIHM, YTO CUHAUKAThl KM MoryT HaMepeHHO BepOoBaTh JIMI], paboTa-
IOIUX B MPOodeCcCHOHANbHBIX CEKTOpax (BKJ/IOYass GUHAHCOBbIE YUpPEXKeHUs ), KOTO-
pble MOTYT GbITh UCI0JIb30BAHbI B KAYECTBE UCTOUHUKOB JJAHHBIX U MHPOPMALUH AJIs
ycnemHoro ocyuiectBiaeHuss KM u ynpouienus O/l. Bosiee nogpo6nas nundopmanus o
CTPYKTYPUPOBAHUU U QYHKIIMOHUPOBaHUHU cuHAMKaTOB KM auia neneit O/ npuse/ie-
Ha JaJiee B pa3jeJe 2.3.

PucyHok 1. [IpumMmep KpuMHHa/IbHOU CTPYKTYpbl KM

BbicoKkonocTaB/NeHHble COTPYAHUKM:
He NPUHUMAIOT aKTUBHOIO y4acTuA B onepauunax

PykoBsoacTeo

[MpeKTopa: MMetoT HenocpeACTBEHHbIN
KOHTaKT ¢ pykoBoacTBoM. ObcyaatoT

v nnaHmpytoT KM, oTmbiBaHWe AeHer, MPOoLUeHTbl
K BbIM/aTe KaXKAoMy 3BEHY, ONepauuun 1 T.4,.

Onepauuu O, Onepauun KM

«TMOroHLMKN MyI0B»
Bep6YIOT leHEKHbIX
mynos, cobupatot
KapTbl, y4eTHble
JAaHHble N T.4.

«J10BLbI»: UCMOANB3YIOT
Xakepbi: coupanbHyto
TexHU4Yeckue MHXeHepuio AN

KoopauHatops! otaatoT
nopy4yeHua
«MOTOHLMKAM MY/I0BY,
COCTaBAAIOT cyeTa

Onepauuu
cneuuanuctol 3aMaHMUBaHUA XepTB
nT.A.

AeHexHble
nepesopabl

«[eHexHble
MyAnbI»

Moctpagaswune
ot KM

CesA3u ¢ uHbIMU 8Udamu npecmynHoli desmenbHocmu

18. ITomumo O/], cunaukaTbl KM MoryT OGbITh CBSI3aHbI C PYTUMU BUIAMU NPECTYITHON
JlesiTeJIbHOCTU. K ynciy 06111eyro/IoBHBIX NMPECTYIJIEHUH OTHOCUTCS JesTeJbHOCTD,
CBsI3aHHAas WJIM HeobXxouMas s ocyllecTBaeHuss KM, B ToM ynciie kKubepnpecTyI-
Hasl JIedTeJIbHOCTh, TaKas KaK B3JIOM C I1eJibl0 TI0Jy4YeHUs epCcoHaIbHON UHpOpMa-
[[1H, pa3paboTKa U NMPoJja’ka KPUMUHAIBHOTO MPOrpaMMHOT0 06ecleyeHus ; Mo /1e-
Ka JIOKYMEHTOB U T.J. YacTb NpecTyNHbIX A0X0A0B CUHAUKATbl KM MoryT nyckaTb Ha
npuob6peTeHrEe HOBOTO 060PY/IOBaHUs U Pa3paboTKYy ellle 60Jiee COBEPIIEHHBIX TeX-
HOJIOTUYECKHUX CPEJICTB.

© 2023 FATF/OECD, Interpol and Egmont Group of Financial Intelligence Units



HE3AKOHHBIE ®MTHAHCOBBIE [IOTOKW OT KUBEPMOIUEHHUYECTBA 113

BcraBka 4. Onepanusa «CoxkoJi»

B 2020 r. B 1. Jlaroce (Hurepusi) B pe3sysibTaTe COBMECTHOTO paccae0oBaHus Kubepipe-
ctynieHu, nposesieHHoro UatepnosioMm (INTERPOL-Group-IB) u nonunueit Hurepuu,
O6blJIM apecTOBaHbl Tpoe nojo3peBaeMblx. [Ipefnosiaraercs, 4yTo rpaxzaHe Hurepuu
ABJIAJIMCh YJI€HaMH OPraHWU30BaHHOW MPEeCTYNHOM FPyNIlbl, OTBETCTBEHHOU 3a pacmpo-
CTpaHeHHe BPeJOHOCHBIX IPOrpaMM, NpoBeieHHe GUIIMHTIOBBIX KAMIIAHUH U MaclITa6-
HbIX adep c KoMIIpoMeTal el eJI0BOY 3JIeKTPOHHOM No4ThI. [IpesnosoxkuTeNnbHO, NO-
Jlo3peBaeMble pa3pabaTbiBaau QUUIMHIOBbIE CCHLJIKH, JOMEHbl U KAMIAHUHU MacCOBOH
PACCBLIKH, B KOTOPBIX OHU BblIaBajik ce0sl 3a MpeJICTaBUTeJIed OpraHU3alui. 3aTeM
OHMU MCIIOJIb30BaJIA 3TU KaMIIaHUHU AJI9 pacnpoCTpaHeHUs 26 BpeJJOHOCHBIX IPOrpaMM,
mnuoHckoro I10 u cpeficTB yia/leHHOTO AOCTYIA.

JlaHHbIe MTPOrpaMMbl UCIOJIb30BAIUCH JJisl MPOHUKHOBEHUSI B CUCTEMbI OpraHU3alUN
Y YaCTHBIX JIMI->KEPTB U UX MOHUTOPUHTQ, a 3aTEM 3aMyCKaJIU MOIIEHHUYECKUE CXEMbI
Y BblKauKBaJu cpeacTia. [lo ganHbiM Group-IB, c 2017 r. sTa npecTynHas rpynmna, npej-
MO0JIOXKUTEJIbHO, B3JIOMaJla CUCTEMBI TOCYAAPCTBEHHBIX U YaCTHBIX KOMIIAHUU B 6oJiee
yeM 150 cTpaHax. Group-IB Tak»ke yZjasoch yCTaHOBUTD, UTO OaH/a pa3/jiesieHa Ha MO -
IPYIIbl, 2 HECKOJIBKO Y€JIOBEK /10 CUX IIOP HaXOASTCS Ha CBOOO/IE.

[lapasnenbHble paccnefoBaHus no geay O/l mokasasy, 4TO NOJO3peBaeMble TAKXKe
MCII0JIb30BaJIM CYeTa WHOCTPAHHBIX OAHKOB M BUPTYaJbHBIX aKTUBOB B Besnkob6pu-
TaHuu, CUIA v Taunanje /s nosyyeHUs maaTexed OoT KepTB. TpeM mo03peBaeMbIM
ObLIM IpeJbsiBJeHbl 0OBUHEHHUS B X IPOTUBONPABHOM JeATEeJbHOCTH, B TOM YUCJ/IE B
MOLIEHHHUYeCTBE U OTMbIBaHUHU JleHeT. ABTOMOOUJIb KJlacca JIDKC Obl KOHPHCKOBaH,
a cyeTa MoJi03peBaeMbIX 3aMOPOXKEHBI U HAXOASATCS HA CTaAUHU CYyZAe6HOT0 B3bICKAHMUS.

Uctounuk: Hurepus

19. PacTeT Takxe cBs3b Mexy KM U ToprosJiei JitoJlbMH, KOT/a KEPTB uepe3 Moj/iesb-
Hble 00'bsIBJIEHUS 0 pab0oTe 3aMaHUBAIOT B OHJIAWHOBbIE KOJLI-I[EHTPHI U 3aCTaBJSAIOT
coBepimath KM B KpynHbIX MacuiTabax. ITo Mo3BoJsIeT CHHAWKaTaM KM yBeJn4YuTh
reorpaduyeckoe pa3HooGpasue OHJIAUH-XKEPTB, HA KOTOPbIX OHHU MOTYT HalleJHUTh-
cs1 (MOCKOJIbKY KEPTBbI TOPTOBJIM JIIOAbMH MOTYT 3KCILJIyaTUPOBAThCS B CBSA3U C UX
3HaHMUEM $I3bIKOB W KYJbTYPHOU OCBeAO0MJIEHHOCThI0). KpoMe Toro, aTo no3BoJsieT
YCUJIUTb U301PEHHOCTD I[eHTPoB KM 3a cueT TOpros/iv KBaaUPUIIMPOBAHHBIMHU CIie-
[UAJIUCTAMH, TAKUMU KaK PaG0THUKU UHPOPMAI[MOHHBIX TEXHOJIOTUU UJIU «PYKOBO-
JUTENH NUGPOBBIX MPOoJaXK»°. MHOr/Ia TaKKe KOJLI-IIeHTPbl HaMepeHHO JIeHCTBYIOT B
npe/jie/iax YacoBbIX MOSICOB Mpe/inoJaraeMbliX KepTB, a AJis1 BpeMeHHbIX MPEeCTyMHbIX
omnepanui MCNoJab3yI0T apeHJ0BaHHYI0 HEJBUKHUMOCTb, YTO MO3BOJISIET UM OBICTPO
nepeUCa0LMpOBaThbCs U MeHATh [P-afpeca, 4yToObI M36€exaTh 0OHAPYKEHHS MTPaABO-
OXpaHUTEJbHBIMU Opranamu’’.

° Cm. MaTepnon (uoHb 2023 I.) « AHTEpoJ1 BhITYCKAT MexKIYHAPOHOe peyIpesk/eHye 0 MollleHHUYeCTBe, BbI3BAHHOM TOPIOB-
JIe JIIOIbMU».

Cm. Uurepnon (uiosb 2023 1.) «OnepaTUBHLII aHAIU3 OHJIAH-MOLIEHHAYECTBa M TOPTOBJIH JToAbMU B FOro-BocTounoit Asuu / 06-
HOBJIeHHE 2 - OT pernoHaIbHOM K IV106a/IbHON Yrpo3ex»; AOCTYIeH TOIbKO /JI HAlMOHA/IBHBIX IPAaBOOXPAHUTEIbHBIX OPTaHoB.
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BcraBka 5. Onepanus «llITopMoBUKM»

B pamkax onepauuu «llITopMOBUKU» GbIIM MPOBEJEHBI TPABOOXPAHUTENbHBIE MEPO-
NPUATHUSA B OTHOLIEHHWHU OPTaHW30BaHHBIX NPECTYNHbIX FPYIIH, KOTOPbIE, KaK NpeJIo-
JIaraeTcs, CoCOOCTBOBA/IM NepeMellleHHI0 MY>KYHH, )KEHIIUH U JileTed U3 A3uu yepes
TrpaHULy C L|eJIbl0 3KCIJlyaTalliu U/WIu NoJy4eHrs NpuoblIn. B pe3ynbTraTe onepanuu
ob1s1 Tpou3BeeH 121 apecT B 25 cTpaHax, 4YTo nNpuBesio K 193 HOBbIM pacc/ie/JoBaHHUSIM.

B xoze onepanuu «lllTopMoBuku» nonuuus Manan3uu u KaM60/Ku TECHO COTPY/HU-
YaJia 1o Jieay o 15 MyX4rMHax U OHOU KeHIIIMHE, KOTOPBIX 3aMaHuIu B KaMm6o1xy, mo-
06€eI1aB BBIFOAHYIO 3apIiaTy 3a paboTy B KoJUI-1eHTpe. OZJHAKO MO0 NPUOBITHUH UX 3a-
MepJIv U 3aCTaBUJIK paboTaTh 1o 14 4acoB B CYTKHU B Ka4eCTBe MOIIEHHUKOB.

[IpumevaHue: 6osee moapo6HO cM. UHTepnos (Mai 2022 r.) 121 apecT B paMKax onepanuy no 6opede c He3a-
KOHHBIM BBO30M MUTPAHTOB U TOPrOBJIEN JIIOJIbMH.

HcTtounuk: UHTEpIION

20. B 60/IbIIIMHCTBE WPUCAUKIUN He ObLJIO 0OHAPYKEHO CYLIeCTBEHHBIX 10Ka3aTe/NbCTB
TOTO, YTO JesITeJbHOCTb 10 GUHAHCUPOBAHHUIO Teppopu3sMa cBsizaHa ¢ KM. OpHako
B psAjie cJly4yaeB HaOJ/IIOAQNIMCh CJlydad, KOT[A 3JeMeHTbl TeppPOPUCTHUYECKOH Aes-
TEeJIbHOCTU Y (QUHAHCUPOBAHHA ObLIM CBA3aHbI C MPECTYNHBIMU cyObekTaMu KM.
HanpuMmep, coob6iieHuss o nopo3puTteabHbix caenkax (CII0), mosyyeHHble U3 OHOU
IOPUCAUKINY, CBU/IETENbCTBYIOT O TOM, YTO J0XoAbl OT KM B HEKOTOpBIX Caydasx
IEPEBOJIUJIMCh B KOHKPETHbIE KOHPIUKTHBIE 30HbI/IOPUCAUKLINH, U3BECTHBIE CBOEH
JlesITeJIbHOCTbIO, CBI3aHHOMW C TEPPOPU3MOM.

21. Kpome Toro, cymecTByeT cBsi3b ¢ DPOMY, npuyeM KHGepIpecTyNHOCTh, KaK Co061Ia-
eTcs, AABJISIeTCd OJHUM U3 OCHOBHBIX UCTOYHUKOB HE3aKOHHBIX [10X0/0B Kopelickoi
Hapoano-/lemokpatuueckoit Pecniy6ivku (KH/IP). He3akoHHas kKubepesaTeNbHOCTh
BKJ/IIOYAET B cebsi MpoAaKy COOpaHHOW JIMYHOW MHPOPMAIUU WU NPefOCTaBIEHNE
MHCTPYMEHTOB U YCJIYT [/ B3JI0Ma U PUIIMHTA, KOTOPbIe MOTYT ObITh HCII0JIb30BaHbI
JIPYTUMHU MPECTYTHUKAMHU /1S coBeplieHuss KM

BcraBka 6. Ucnnosib3oBaHue KH/IP pUIIMHroBbIX HHCTPYMEHTOB AJ1s1i KM
C e/ibl0 UHAHCUPOBAHUA NPOrpaMM BOOPYKEeHHU I

CornacHo uHdopManuu, npepoctaBieHHoW [pynne skcmeptoB OOH, paboTHUKH
nHpopmanuoHHbix TexHoaoruu (UT) Kopelickoii Hapogno-/lemokpaTuyeckoi Pec-
ny6JIMKH, CBI3aHHbIe C JlemapTaMeHTOM MPOMBIIIJIEHHOCTU G0OeNnpuIacoB, 3apaba-
ThIBaJIM UHOCTPAHHYI0 BaJIIOTY, IpoJaBasi XakepCcKUe NMPUJIOXKEeHUSs JJisl T0J0COBOr0
dULIMHra U 3KCIJIyaTHPYsI MHOTOYHUCIeHHbIe 3apybexHble cepBephl U aapeca MHTep-
HET-NPOTOKOJIA.

! Cm. Takoke CoBeT BesomacHoct OOH (MapT 2023 1) S/2023/171 IuckMo [pyniibl 3KCIePTOB, YIpexIeHHOM pe3oonueii 1874
(2009), ot 3 Mmapra 2023 r. Ha um4 lpescenarens CoBeta besonacHOCTU.
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B urosie 2020 r. yeThipe rpaxkgaHuHa Pecny6iuku Kopes (PK) 6b111 apecToBaHbI BJa-
ctamu Kutasa u skctpagupoBanbl B PK. OfuH U3 HUX [aj NOKa3aHUA O TOM, YTO Ipe-
CTynHble rpynnbl npuobpenu y UT-paboTHuka u3 KH/IP nepcoHasibHble JaHHbIE Tpax-
JaH PK, a Takke xakepcKkue NpuUJI0KeHUs /IJis T0J10COBOT0 GUIIUHTA.

[IpecTymHbIe TPYNIIIbI 00MaHOM 3aCTaBJISIJIN KEPTB 3arpy’kaTh 3TH pa3paboTaHHbIE UH-
CTPYMEHTHI, YTOOBI MOXUTUTH ¥ HUX JOMOJHUTEJNbHYI MHPOpPMaLH0. B ganbHelieM
OHM BblJjaBaJik ceb6s1 32 COTPYJHUKOB GUHAHCOBBIX YUpPEKIEHUN, YTOObI 06MaHOM 3a-
CTaBUTb XKEPTB NEPEBECTHU JIEHbTU.

[IpuMeuaHue: 6oJiee MoAPOOHY0 HHPOpPMaALMIO cM. B JokyMeHTe CoBeTa besonacHocTy OOH (cenTs16pn 2022 1)

S/2022 /668 IMucbMo ['pynmnbl SKCIEPTOB, YIpeXXAeHHOU pe3oatoiyei 1874 (2009), ot 2 ceHTsA6psa 2022 1. Ha
nmd llpegcenatend CoBera be3onacHoCTU.

HUcrounuk: I'pynna akcneptoB Oprannsanuu 06bveauHeHHblx Hanuii u H0xxHas Kopes

2.3. TexHuKu n Tunonorum Of
Cmpykmypa cemeli O

22. Ilpy 0OTMBIBaHMH [JOXO/0B, IOJIyYE€HHBIX OT pa3/IMYHbIX BUZ0B KM, npecTynHUKY [10/K-
HbI JIeCTBOBATh OBICTPO U 3PdeKTUBHO. HOpUCAUKINY OTMEeYaloT y4acTye npodeccu-
oHasibHBIX rpy1n 0/], a Tak»Ke CTOPOHHUX MPodeCcCHOHATbHBIX TOCPEIHUKOB, BKJIIOYAst
IOPUCTOB, OYXraJTEPOB, HAJIOTOBBIX KOHCYJIbTAHTOB, CEKpeTapeil KOMIaHUN U GaHKU-
poB. [Ipodeccuonanbubie rpynns! O/l MOTyT 6bITh YaCThIO HPECTYNHOr0 cuHAMKaTa KM
WM OTJIeJIbHOM [elleHTpaJIM30BaHHOM OopraHu3aluei, npegocrasJstoueit yeayru 0/1
10 MO/JIeJIN «IIPECTYIJIEHHE KaK ycayra» (mpodeccroHanbHble ceTu 0/).

BcraBka 7. Cetb QQAAZZ

Cetb QQAAZZ pexsiaMupoBasia CBOM YCIYTH KaK «IVIO0AJbHBINA CEPBUC M0 NEPEBOAY GAHKOB
B COY4aCTHUKH» Ha PYCCKOSI3bIYHBIX KMOEPNpPeCcTyNHbIX GpopyMaX, Ha KOTOPbIX COOUPAIOTCS
KUOEPNPECTYIHUKHU C LIeJIbI0 MPEJJIOKUTh WK MOJYYUTh ClEeNUaIM3UPOBAHHbIE HAaBbIKU
WM YCIYTH, HEOOX0AUMbIe [Jisl YYaCTHsl B PA3/IMYHbIX BUAX KUOEPIPECTYIHON JlesiTe/b-
HocTH. CeTb QQAAZZ OTKpbLIA U MOJJIEPKMBaJIa COTHU MO/ICTABHbIX KOMIAHUM U JIMUHBIX
0aHKOBCKHX CYETOB B GMHAHCOBBIX YUPEXKAEHUSX 110 BCEMY MHUPY, Ha KOTOPbIE MOCTYaIH
CpeACTBa OT KUOEPIPECTYNHUKOB, CBsI3aHHbIX ¢ KM. /lasiee aTH cpe/icTBa NepeBOIUINCH
Ha Jpyrue 6aHKOBCKUE cueTa, KoHTpoaupyeMble QQAAZZ, a MHOT/Ia KOHBEPTHUPOBAJIKCh B
KPUIITOBAIIOTY C MOMOIIbIO CEPBUCOB «IepeanBa» (tumbling), npru3BaHHBIX CKPBITh MeEp-
BOHAYa/IbHbIA MCTOYHUK CpeAcTB. [losiyuuB komuccuio B padmepe 10 50%, QQAAZZ Bos-
Bpalljajia OCTAaTOK MOXUILEHHBIX CPEJICTB CBOUM KPUMHHAJIbHBIM KJIMEHTAM.

B Hosi6pe 2020 r. B pe3ysibTaTe MeX/AyHapOJAHOW oNepaly NPaBOOXPaHUTEJSbHBIX Op-
raHoB 16 ctpaH 6b1M apecToBaHbl 20 YesI0BEK, 10L03peBaeMbIX B IPHUHA/JIEKHOCTHU K
npectynHoil cetd QQAAZZ, nbITaBLIENCS OTMbITh AECATKA MUJJIMOHOB €EBPO OT UMEHU
KpYyMHENIINX KUbepnpecTynHUKOB Mupa. B JlatBuu, Boarapuu, Beanko6putanuu, Uc-
MmaHuu U UTanuu 66110 MpoBeAeHO 0KoJ10 40 06bICKOB B JloMax apecTOBaHHbBIX, a B CIIA,
[TopTyranuy, Benvko6putanuu u Ucnianuu 66111 BO30YXK/eHbI yTOJIOBHBIE fleJa.

Hctounuk: [loptyranus u EBponona
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23. Kak npaBuio, foxozbl o KM 6bICTpO OTMBIBAIOTCS Yepe3 ceThb cueToB. [IpuMepsl
M3 MPAaKTUKHU NO0KA3bIBAIOT, YTO 3TU CETU MOTYT OBITh CJ0XHBIMH, OXBAaTbIBasi MHO-
’KEeCTBO CTpaH U GUHAHCOBBIX yUYPEXAEHUH, XOTS 3TO MOXKET 3aBUCETb OT yPOBHSA
CJIOKHOCTHU IPECTYNHOU IpyninbI'?,

24. Cetu cuetoB O/l, cBsi3aHHble ¢ KM, 06bIYHO BKJIIOYAIOT KaK pU3UIECKUX, TAK U IOPHU-
JUYeCKUX JINII,

o HHaMBHAYa/IbHBIE AE€HEKHbIE MYJ/bl YaCTO BepOYIOTCS NPECTYITHUKAMH Pa3Jny-
HBIMHU C1I0CO6aMHU, B TOM 4YHCJIe Yepes NpeJIoKeHHsI 0 paboTe U peKJlaMy, a TaKKe
Yyepe3 COLMa/IbHbIe CeTH. BepOOoBILMKOB JleHEeXXHbBIX MYJIOB TaK)Ke Ha3bIBaIOT «II0-
TOHILMKaMU MYJI0B». /leHe>KHbIe MyJIbl MOTYT CO3HATEe/IbHO y4acTBOBATh B OTMbIBa-
HUU CPeJICTB UJIK paboTaTh HEOCO3HAHHO (MyTeM 06MaHa) UJIU [0 HEOCTOPOXKHOCTH,
a TaK)Xe MOJIy4YaTh MOOIIPEHUS WM BO3HATPAK/IEHHUs 32 pabOTy C HE3aKOHHBIMU
cpeactBaMu. CJI0XKHO BbISIBUTb KOHTpoJIepa MyJia (T.e. IOTOHIMKA MYJIa), KOTOPbIX
HaHMMaeT KakK J00pOBOJIbHBIX, TAK M HEBOJIbHBIX YYaCTHUKOB, WM ONpeJeIUThb
IPOMUCXOXK/IeHHe MOLIIEHHUYEeCKUX CPe/ICTB. B HEKOTOPBIX IOPUCAUKLMAX ObLIU OT-
MeueHbl C/Iy4ad BepOOBKM MHOCTPAHHBIX I'PaX/laH, He UMEIIMX 0YeBUHOM CBS-
3H C IOPUCAUKIMEH, KOTOPBIM IOPYYaIoCch OTKPBITh CYeTa MYJIOB JIMGO C TOMOILbIO
du3nyecKol Moe3 Ky, IN60 Yyepe3 OTKPbITHE BUPTYAJIbHOTO CYETA.

BcTaBka 8. [IoMck MyJ10B: nipeAJioKeHHue padoThl

[-)ka PC - Bsajenvina mara3vHa capu-capd, KoTopas Obljia 3aBepboBaHAa HEKHUM
r-uom O Ha, Kak el Ka3asocCb, 3aKOHHOe MpeJioKeHrue paboTsl. ['-H O - rpaxjaHuH
Hurepuu, koTopsii 6611 apecToBaH B 2019 1. 3a AIK06bI UMEBIIYI0 MECTO MHOTOMUJI-
JIMOHHYI0 adepy € JIIO60BHBIMU OHJIAWH-POMaHaMHU, B pe3yJibTaTe KOTOPOU GbIJIO0 MO-
TepsiHO 60Jsiee 8 MJIH. QUIUNIUHCKUX Neco (okoJio 129 000 eBpo).

['-H O o6emas r->xe PC yacTp feHer 3a Kax/yoo NPOBeJeHHYIO €0 OaHKOBCKYIO oOlle-
panuto. Becero 3a mosaroja r->ka PC npoBesia 83 onepanuu Ha cyMMy 3,6 MJIH. QUIUII-
nuHckux neco (okosio 58 000 eBpo). Bce onepanuu 66111 HaJIUYHBIMU (T.€. BHECEHUE
HaJIMYHBIX U CHATHE JIeHer 4yepe3 GAHKOMAT U 4yepe3 Kaccy). B utore r-u O 6611 ape-
CTOBaH NpHU cofercTBuU r-xu PC B X0/le NpoBeeHUs ONIePaTHBHO-PO3bICKHOTO MePO-
NpUATHA.

UcTouHuk: OUIUITUHBI

e (@UKTHBHbIE KOMIIAHUM HAXOZAATCS NOJ KOHTPOJIEM IIPECTYITHUKOB, CBI3aHHBIX
¢ KM, kak npaBuJo, 4Yepe3 NOCPeJHUKOB UJIU HOMUHAJIbHBIX JUPEKTOPOB. HaHs-
ThIM UHAUBU/AYAJbHbIM JIEHEXXHbIM MYJIaM TaKXKe MOKeT ObITb IOPYYEHO BBICTY-
NUTb B POJIM TaKUX «IOJCTABHBIX JIMI» U OTKPBITh KOPNOpPAaTUBHbIE CcUeTa AJs
JlaJIbHeMIIero COKpbITUA NPecTyHOW COGCTBEHHOCTH. B HEKOTOPBIX IOPUCAMK-
LIMSIX 0TMeYaJIoCh, YTO N0 CTaBHble KOMIIAaHHUH UCII0JIb30Ba/IM BUPTYaJbHble O13-
Hec-azipeca’® s JajibHeHIed MaCKUPOBKU CBOEW MPECTYIHOH JiesiTeIbHOCTH.
B ciyyasx MolieHHHUYecTBa B cpepe MHTEPHET-TOPrOBJIM NPECTYIHUKH TaKKe
MOTYT HUCII0JIb30BaTh TakHe GUKTUBHbIE KOMIAHUHU JJIS1 OTKPBITUS BUPTYaIbHbIX
CYETOB B TOPrOBbIX KOMIIAHUSX JJ11 06PabOTKH MJIaTeXel U IepeBo/[0B OT XKEePTB.

'? Bosiee no/ipo6Hy0 HHPOPMAIIHIO 06 UCMOIHL30BAaHHHU MYJIOB B TPOdECCHOHANbHbIX OPTAaHU3AIHUAX U CETAX, 3aHMMAIOIUXCA OTMbI-
BaHHUeM JieHer, cM. B oTyeTe PATO (urosb 2018 1) «IIpodeccnoHanbHOe OTMBIBAHUE JEHEXKHDIX CPEICTBY.

'3 BupTyanbHble GU3HeC-aipeca - 3TO peasibHble pU3HYECKUe a/ipeca, Ipe/lJaraeMble HeKOTOPBIMHU POBaiiepaMy YCIyT, KOTopble
[03BOJISIIOT NPEANPUATHSIM [OJIy4aTh IOYTOBYH0 KOPPECIOH/EHIIHIO U TOCBUIKH.
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BcraBka 9. [loacTaBHbIe KOMIIAHUH B MOLIEHHUYECTBE C MCII0JIb30BAHUEM
TOProBbIX OHJIAWH-IJIATPOPM

B II®OP Typuuu noctynua paz CIIO, kacaromuxcs cxeMbl MOLIEHHUY€ECTBA C MUCIOJIb30Ba-
HHEM TOProBbIX OHJIAWH-TIJIATGOPM, KOT/Ia JKEPTBAM Ipe/Jiarajaoch CAeaTh BaJIOTHbIE
WHBECTUIUY 0 TesiepOHY UK Yepes colluabHble CETH. B 0CHOBe 3TOM cxeMbl Jiexasia
ceTb U3 209 KOMNaHUN, KOTOPble OTMbIBAJIU J0XOAbl MeXAy cob6oil. KommaHuu numenu
0061IMX GyXTraJTepoB, CO3/[aBajJChb B OCHOBHOM B OJJHY U TV K€ JIaTy U JUKBUJUPOBaA-
JIMChb Yepe3 KOPOTKHUH NPOMEKYTOK BpeMEHH.

Ananusz, npoBesieHHbIN [IOP Typruu, mokasas, 4YTO NOACTAaBHbIE KOMIIAHUU TAKXKe JIeN-
CTBOBaJIM B TPEX pPa3/IMYHbIX NOArPyNnax, B 3aBUCUMOCTHU OT IlepeBo/ia CPESCTB U CBSI-
3aHHbIX C HUMHU CTOPOHHHUX COYYaCTHUKOB. BblJI0 YCTaHOBJIEHO, UTO MOIIEHHHUYECKUM
MyTeM ObIJIO MOJYYEHO U OTMBITO B OOIIEN CI0KHOCTH 0K0JI0 10 MIpA. TyperKux JIUp
(oxoJs10 336,7 MJTH. €BPO).

e 135 koMMmaHUH MOJYYUIIH Yepe3 IJIaTeXXHble KOMIAHUU 9,6 MJIPJ. TYPELKUX JIUP
(oxos10 323,2 MJIH. €BpPO) BBIPYYKH OT MOIIeHHHYecTBa. YTOOBI YyIIPOCTUTD I10-
JlydeHue TPaH3aKLU{ OT >KepTB, 3TH KOMIIAHUM OTKDPbIJIM BUPTya/bHble CyeTa
B ToukKax npogax. 100 MyH. Typenkux Jup (0koso 3,4 MJH. eBPO) OBIJIU CHATHI
HaJIMYHBIMU, @ OKOJIO 6 MJPA. TypenKux jup (okoJsio 202 MJIH. eBp0o) ObLJIU Ilepe-
BeJleHbl B 30J10TO,00bIBAOLIYI0 KOMIIAHUIO.

e 59 koMmnanuil noayyuand 700 MuH. Typeukux jup (okosio 23,6 MJH. €BPO) BbI-
PYYKH OT MollleHHHU4YecTBa. 200 MJIH. TypelKUX Jup (0KoJs10 6,7 MJIH. €BpO) 6bLIO
BBIBE/IEHO HAJIMYHBIMU, a OCTaJIbHbIE CPeJICTBA OBbLIU MepeBegeHbl [IYBA nocie
OTMBIBAaHUS Yepe3 cYyeTa, NpUHaAJIeKalue CTOPOHHUM WHAUBUAYATbHBIM CO-
y4aCTHHUKAM.

e 23 KOMNaHUHU MOJAYy4YUIH 875 MJIH. Typelkux jaup (okoso 29,5 MJH. eBpO) BbI-
PYYKH OT MOLIeHHH4YecTBa. 220 MJIH. TYpeKHUX JUp (0K0JIo 7,4 MJIH. eBpO) GbLIO
BbIB€JIEHO HaJIMYHBIMH, a OCTaJIbHble Cpe/ACTBa O6blu NepeBeseHbl [IYBA nmocie
OTMBIBaHUsA Yepes3 cyeTa, NpUHaAJIexallie CTOPOHHUM WHJAUBUJAYAJTbHBIM CO-
y4acCTHHKaM.

Hcrouynuk: Typuus

e JlerajbHble KOMIAHUM, NOAO06HO WHAUBUAYAJbHBIM «JE€HEXHBIM MyJaM»,
TaK)Xe MOTYT OOMaHHBIM NyTeM MPUBJIEKATbCH K MOJYYEeHHI0 J10X0/10B oT KM
(HanmpuMep, B KauecTBe UHBECTUIIUN UJIH [1eJIOBOU NepCreKTHUBBI), OC/IE Yero
UX NPOCAT JIN60 NepeHanpaBUTh CPEJCTBA, IU60 BEPHYTh UX HA OTAEJbHbIN
CYeT, KOHTPOJIMPYEeMbIH NMPEeCTYNHUKaMU. B HEKOTOPBIX cayyasx JierajbHble
KOMIIAaHWH OXOTHO COTJIAIIAJIMCh HAa TaKHe «/eJI0Bble BO3MOXXHOCTHU», 0COOEH-
HO B NepUOJi 9KOHOMUYECKOIro Kpusuca. [IpuBsiedeHue JierajbHblX KOMIIAHUN
CJIY>KUT JI0TIOJTHUTEbHBIM NPUKPBITHEM, IO3BOJISIOIIUM CKPBITh HE3aKOHHYIO
JlesITeJIbHOCTb.

25. CyuiecTByeT CXOACTBO B MOJX0/ax K MOUCKY JleHeXHbIX MyJsioB B ceTsax O/, cBs3aH-
HbiX ¢ KM 1 gpyrumMu Bujamu npectyniaeHuil. OJHaKo IOPUCAUKLUNA OTMEYaloT He-
KOTOpble Pa3nyusl, KOTOpbIe B O0JIbIIEN CTeNIeHU MOTYT OTHOCUTBCS K MyJiaM, CBSI-
3aHHBIM ¢ KM.
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e Cnoco6 BepGOBKHU: JieHexxHbIe Mysibl KM yailne Bcero Bepo6ytoTcs yepe3 UH-
TEpHEeT, B TOM 4HcCJe Yyepe3 00'bSIBJIEHHUS 0 paboTe OT MOJACTAaBHbIX KOMIa-
HUW WUJIM Yepe3 ClaM-pacchbliKy. [IpecTymHUKM TakXe MOTYT MCIOJIb30BaTh
3KOHOMUYECKHE YCJA0BUA U MAaCKUPOBATh 3TO M0/ 3aKOHHY0 BO3MOXHOCTb
HOJIYYUTh «ierkue feHbru». Kepts KM (Hanpumep, B pesy/abTaTe J1060B-
HOT'0 MOLIEHHUYECTBA) 4aCcTO 06MAaHOM 3aCTaBJISIOT BBICTYNATh B POJIH Jie-
HEXXHbIX MYJIOB. B HEKOTOPBIX C/y4YasxX AJisl OTKPBITHUS TAKHUX CYETOB UCIOJIb-
3YIOTCS U KEPTBbl TOPTOBJIU JIIOAbMU (HapUMep, HeJleraJbHble MUTPAHTHI
u1v paboudue).

e Hcmosb30oBaHUe CYETOB: JieHEXXHble MyJbl, cBA3aHHble ¢ KM, nMerT cyeTa
B QUHAHCOBBIX YUPEXJAEHUSX, IOCKOJbKY MOIIEHHUYECKHUE CPeJiCTBA MOXHO
OBICTPO MOJIYYUTH U OTIPABUTH C IMOMOIbIO 3JIEKTPOHHBIX METO/0B IJIaTe-
Kel, B OTJINYHMe OT QU3UYEeCKUX epeBO/0OB UJIU BKJIaJJ0B HAJIMYHBIX JleHeT. Be-
POSITHO, 3TO CBSI3aHO CO CIOCO60M 06MaHa KePTB (T.e. C IepeBOLOM CPELCTB).
YauTeiBass npeuMyiecTBa LMPPOBbIX GAHKOBCKUX YCJAYT NPU MepeMeleHUuH
CpeJiCTB, JIMIIA, CTaBIIKeE LieJibl0 co3aHus «MysoB» KM, ckopee Bcero, o6Jia-
JalT olpeJieleHHbIMH 6a30BbIMM 3HAHUSMH WJM HaBblKaMHU paboThbl ¢ [IK
Y JIpyTUMU TEXHOJIOTUSMHU.

BcraBka 10. ZKepTBa JIl06G0BHOr0 MOILIEHHUYECTBA IPpeBpaTUIACh B MyJia

B nepuoy c anpess no Mau 2022 r. moxuJjas *XeHUUHA, IepBOHA4YaJIbHO OTKPbIBIIASA
CBOM OAHKOBCKUM CYeT AJid 3a4UCIeHUs IeHCUH, T0JIy4YunJIa [Ba [JlaTexa Ha 60/IbIIYI0
cyMMy. OMH U3 epeBOOB ObLI CAeJIaH CO cYeTa B HAallUOHAJIbHOM 6aHKe, a BTOPOH -
OT >KepTBBbI U3-3a pybexa.

[Tocnenyrwouiee pacciefoBaHue, NpoBeAeHHOe BaacTAMU ClI0BaKHHM, NOKa3aao, 4TO
»KeHILMHA 061a/acb C HEKMM 4eJIOBEKOM 4Yepe3 colMalibHble CeTH U CTaJla »KepTBOU
JII060BHOr0 MolleHHHYecTBa. [loXuias KeHIMHA NpejoCcTaBua MOLIEHHUKY CBOU
y4eTHble JaHHbIe [JIs1 MHTepHeT-0aHKUHTa, [10CJIe Yero ee 6aHKOBCKUM CYeT OblJ UC-
[10JIb30BaH /Jisl OTMbIBAaHHUS JPYTUX NPECTYNHbIX A0X040B. YacTb NOJy4YeHHbIX JeHer
6bls1a 0OMeHeHa Ha KpUIITOBAJIOTY Yyepes 3apybexHyto niaatdopmy [1YBA.

Hcrounuk: CioBakus

TexHuku u munonaozuu O

26. Mecro, rae npoucxoauT KM (T.e. e HaX0AUTCS )KePTBa), 3a4aCTyI0 OTJIUYAETCSA OT
MecCTa, I/le IPOUCXOAUT OTMbIBaHUE 10X040B 0T KM, a ceTu ieHeKHbIX MyJIOB MOTY T
0XBaTbIBAaTh HECKOJIBKO IOpUCAUKLUN. CHHAKMKAThl KM noHMMaloT, 4TO pUHAHCOBbIE
y4Ipex/JeHHU UM KOMIIeTeHTHbIe OpraHbl MOTYT yCTAHOBUTD CYeTa /11 MOLIeHHHU-
YeCKOH [JlesITeJIbHOCTH ellle 0 HayaJla OTMbIBaHUs, YTO MOXeT IIPUBECTH K Ilepe-
XBaTy UX [IPECTYIHBIX JOXO0B 10 TOr0, KAaK OHU IIONaAyT Ha cYyeTa [IPeCcTyNHUKOB.
YToO6bI MOBBICUTH 3QPEKTUBHOCTb CBOEH JIEATENBbHOCTH, IPECTYTHUKU MOTYT IPO-
BOJIUTb «TECThI», OCYLIeCTBJIsAS Ollepaliuy Ha HEGOJIbIINE CyMMBbI, YTO 103BOJISIET UM
B CJIyyae Hey/lauu U3MEHUTb MapLIpyT cJ1e/J0BaHUsl CPEJCTB.

27. Tun cyeta mepBOro YpoBHS, Ha KOTOPbIM NmocTynawT cpeactBa oT KM, kak mnpa-
BUJIO, 3aBUCHT OT BUAa KM B 1enax coxpaHeHUd BUAUMOCTHU JIETUTUMHOCTHU. W3-
MeHEeHHs] C TeYeHHEM BpeMeHHU HabJI[AITCAd U B THIIE cYeTa NMEPBOTO YPOBHS.
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HanpumMep, B ciy4asix MOIIEHHUYECTBA C KOMIpOMeTalMel AeJJ0BOU 3JIeKTPOHHOHU
nouThbl (BEC) cungukaTel KM nepeuiv oT UCNOJb30BaHUS CYeTOB GU3UUYECKUX JIUI]
K UCI0JIb30BaHUIO CYETOB KOPHOpalUi, YTOOBI CHU3UTh PUCK 0OHAPYKEHUS.

Ta6/mmna 1. B3aumocsssb mexay BuA0oM KM u cueToM nepBOro ypoBHs

Bug KM

Tun cyeTa NnepBOro ypoBHSsI

KomnpomeTauus 1enoBo anekTPOHHOM NOYTbI

KopnopaTueHbli (Hanpumep, NOACTaBHbIE UK BHOBb
3aperncTpupoBaHHbIE KOMNaHNM)

OuwnHr

MHL],VIBVI,U,yaﬂbeIe AEHEXHbIE MYIbl

MOLLEHHMYECTBO C UCMONb30BaAHNEM TeJ'IeKOMMyHI/IKaLWIVI
B COLManbHbIX CETAX

WHavBmaoyanbHble geHexHble Mymbl

MoLLEHHMYECTBO C MCMONb30BaAHMEM OHMaNH-TpenanHra/
TOProBbIX NNaThopm

KopriopaTvBHblit (Hanpumep, NofCTaBHbIE UMK BHOBb
3aper1cTpUpoBaHHbIe KoMMNaHiK)

JTlo6oBHOE MOLLIEHHNYECTBO

WHovBrayanbHble AEHEXHbIE Mybl

MoLueHH14ecTBO ¢ prﬂoyCTpOﬁCTBOM

MHJJ,VIBVI,D,yaJ'IbeIe OEHEXHble MyIbl

le/lMe‘{aHI/Ie: B AaHHOﬁ TH6J'II/ILle npeanpuHATa NONbITKA BbIAEJUTh HEKOTOPbIE 06u_u/1e TeHJeHLI WK, OCHO-
BaHHbI€ Ha OIIbITE }OpI/IC,ElI/IKLlI/Iﬁ 10 THUIIaM CYETOB IEePBOTr0 YPOBHA, BCTPEYAKIUXCA AJId TOIO UJIU UHOTO
Tuna KM. TeM He MeHee, 3TO MOXKET OTHOCUTbCS He KO BCEM CaydadaM.

28. Ilocse Toro kak cuHAMKAT KM OTKpBIJI cueT, IpUoOpeTEHHbIE MOLIIEHHUYECKUM IY-
TeM cpeJicTBa 6bicTpo noctynatoT B ceTb O/]. [locyie aToro cpeacrBa 6bICTPO pac-
npeJessloTCs 10 PS/ly «CKBO3HBIX» ONepalui yepe3 BHyTPEHHUE WU 3apyOeKHbIe
Cc4eTa, KOTOPbIE KOHTPOJIUPYIOTCS CAMUMU MyJlaMu UW cuHarkaToM KM. B nocnen-
HEM cjIy4yae «MyJIbl» CAAI0T OAHKOBCKHE PEKBU3UTHI, KAPThI U KETOHBI UJIH MPeo-
CTaBJISAIOT CUHAUKATY KM 10BepeHHOCTb, MO3BOJIALIYI0 HAIPSIMY0 KOHTPOJIHPO-
BaThb cueTa. BoBsieueHue B mnpoijecc npodeccuoHaNbHbIX NOCPEJHUKOB, HAlIPUMED,
npu opopMJIeHUU JOBEPEHHOCTH, MpPHUJAET ONepalusM BUAUMOCTb 3aKOHHOCTHU
Y CIOCOGCTBYET COKPBITHUIO IPECTYIIEHHUS.

29. B uensx ganbHelero u3bexaHus 06Hapy>KeHUsI U COXpaHEHUS] aHOHUMHOCTU CUH-
JAukaTbl KM ucnosib3yoT pa3/inuHble MeTO/Ibl U MEXaHHU3Mbl: HAIpUMep, CMypPUHT
(cTpykTypHUpOBaHHe WU ApobieHHe KpyTHOM GUHAHCOBOH onepanuu — npuM. nep.);
HCIIOJIb30BAaHUE CYETOB PA3JIMYHBIX MPOBANAEpPOB PUHAHCOBBIX, JAE€HEXHBIX WU
IJIATEXKHBIX YCJAYT; KOHBEPTAIMs B J[pyryie BUAbl QUHAHCOBBIX aKTHBOB (HapuMep,
3JIeKTpOoHHbIe AeHbru (3/])'4, npegoniadeHHble KapThbl, BA). 3T0 MOXeT YBEJIUYUTD
BpeMsi, Heob6xoauMoe [IOP v npaBooXpaHUTENbHBIM OpraHaM JJisl MOJy4YeHUs J0-
CTyna K TpebyeMblM GUHAHCOBBIM JIaHHBIM 4Yepe3 rPaHUIlbl, CEKTOpa U YYpex/ie-
HUSI, YTOObI OTCAEAUTD, 06ECIeYUTh 6€30MacHOCTh U, HAKOHEI], BEpDHYTh HE3aKOH-
HbIe J10X0/ibl. HeKOoTOpble AeHeXHble MyJibl MOTYT TaKXe pa3pelniaTh UCI0JIb30BaTh
CBOM CcYeTa TOJIbKO B TeYEHHUE ONpe/IeIEHHOTO U OTPAaHUYEHHOT 0 MEPUO/Aa BpEMEHH.
OrpaHuYeHHbBIH IEPUOJ, BpEMEHH, a TaKXKe 3aKOHHbIE NPOLelypbl OTKPBITUS CUETa
3aTPYAHSIOT BbIsIBJIEHHE aHOMAJIbHOU 1eSITeJIbHOCTH.

" 3j1eKTpOHHbIE ZIeHbIY — 3TO LUdPOBOE NMpeJcTaBaeHre GUATHOM BaMIOThI, HCMOJIb3yeMoe /IS 3JeKTPOHHOTO TepeBoja CTOH-
MOCTH, BbIpQ)KEHHOH B GUATHOU BaJIIOTe. JJIEKTPOHHBIE JIEHbI'H — 3TO MEXaHU3M LU(POBOTO nepeBosa GUaTHOU BaJIOTHI, T.e.
3JIEKTPOHHBIN NepeBoJ, CTOMMOCTH, UMEIOLIel CTAaTyC 3aKOHHOTO IaTexHoro cpeactsa; PAT® (uionb 2014 r.) BupTyaabHble

BaJIIOThI: OCHOBHbIE OolipeaeJeHUA U NIOTEeHIIUAJbHbIE DUCKH B CPEPE l'[Og (CDT
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BctaBka 11. HOACTaBHbIe KOMIIaHHUMH, 0aHKOBCKHE cYeTa U BUPTYaJIbHbIE€
dKTHBbI

B nosinnuio UHAMYU MOCTYNHIN MHOTOYHMCIEHHBIE KaJ100bI HA TO, YTO MOOHUJIbHOE MPH-
JIO’)KeHH e HCII0JIb30BaJIOCh /11 0OMaHa JiloJiel noJ BUA0M HHBECTULMOHHOM m1aTdop-
MBbl JJI IOJIyYeHUsl KPUNITOBAIIOTHL. [IpuioxkeHue o6elano 40/0 B IPUOBLIH, MOJY-
YeHHOU OT TaKMX UHBeCTULIUN. KoMnaHUs 3aMaHMBasia >kepTB MHBECTUPOBATh B CXEMY
60Jiblile, MOCJIE YeTro BbIBOJ CPEACTB/MJaTeXy NMpeKpaliajauch. Be6-callT u npusoxe-
HHe CTaJy HEeJOCTYIHBI, a ONepaTopbl MPUJI0KEHUA NepecTald OTBe4yaTb WHBECTO-
pam. Hecko/JIbKO MECTHBIX OPTaHOB BJIACTH, MPOBOASAIIMX paccae0BaHHUs MO Kaao6am
KJIMEeHTOB B Pa3HbIX YaCTAX cCTpaHbl, 3anpocuan y [IOP Unauu nadopManuio no aTomy
Jiesy. AHanu3s, npoBeZleHHbIN HHAUMCKUM [IPP, BbiABUI ABe opraHu3aluy, yIpaBJsio-
mue npusoxxeHreM B Google Play Store, koTopble BIiocjieACTBHU ObIJIY yAa/IeHbl U3 Ma-
rasvHa npu/aoKeHUHU. bbly1o ycTaHOBJIEHO, UTO ele 34 opraHM3anydu CBSI3aHbl C STUMU
JIByMs1 opraHusanusMu. B 28 us 36 opraHusanuii JUpeKTOpaMu O6bIJIM HHOCTPAHHbIE
rpaxjaaHe. Muauiickuid /lupekTopaT Mo MCnoJHeHUI0 Haka3daHu# (ED) Takke HHULU-
MpOBaJl NapaJljieibHOe paccjeZjoBaHNe, KOTOPOe BhIIBUJIO MAaCIITA0OHBIMA NPeCTYIHbIN
CrOBOP U BOBJIEUEHHOCTb HECKOJIbKUX IIOACTABHBIX OpPraHy3ali B IKCIJIyaTal o aHa-
JIOTUYHBIX MOLIEHHUYECKUX NPUJIOKEeHUH /CalTOB AJisl 0OMaHa LOBEPUYMUBBIX JIIOJeN U
M3BJIeUEHUs [JOXO/L0B OT npecTynieHul. [Ipu pusndyecko NnpoBepKe 3TU OpraHU3aLuu
He yJlaJiocb 0OHAPYKUTh 0 3aperucTpupoBaHHOMY ajpecy. [IpocienuB GprHAHCOBBIH
cJeJi, BbISICHUJIOCh, YTO HEKOTOPbhIE U3 3TUX OpraHU3alUi TaKXKe y4acTBOBaJIM B pabo-
Te HeJleraJbHbIX IPUJIOXKEHUH /11 CTABOK U 3aliMOB, a TaKXKe 0OMaHbIBaJIU HaceJleHUe
10J, BUZOM 3THUX NpPUJIOXKeHUN. He3akoHHbIe eHbrH, COGpaHHbIE C KEPTB, IePeBOAU-
JIUCh Ha cYeTa pa3/IMYHBIX 10 CTABHBIX JIML, @ YaCTb IPEeCTYIHbIX J0XOL0B B UTOTe KOH-
BepTHUPOBaJiaCb B BUPTya/ibHble aKTHUBBL Jl0XOAbl OT NpeCcTyNJIeHUU B BUJlE OCTAaTKOB
Ha 6aHKOBCKHX CYeTax pa3/IMYHbIX O/ CTABHBIX JIMI, HA CyMMY 865 MJIH HHAUUCKUX pY-
nui (9,9 MJIH eBpo) GbLIM 0GHAPYKEHBI U 3aMOPOKEHBI.

Hctounuk: UHaUsA

30. KpoMe TOro, OPUCAUKIIUN COOOIAJN 00 MCIOJb30BAaHUHN JIPYTUX BU0B TEXHOJIO-
rui O/l, npyM3BaHHbBIX 3aMyTaTh CBSI3b MEX/1y Pa3/IMYHbIMU KPUMHUHAJIbHBIMU TPYII-
namu KM u O/I.

e HasiMyHBIE JeHbrd: BO MHOTUX IpUMepax, NPUBeJIeHHBIX B JAHHOM OTYeTe,
TOBOPUTCS O BbIBOJle HAJWUHBIX JleHer MyJlaMU U cuHuKaTaMu KM. /[Buxe-
HUe HaJIMYHBIX JleHer 3a Npeze/aMy QUHAHCOBBIX YUpPeXJAeHUN ObIBaeT TPYA-
HO OTCJIeAuTh. HasmyHble leHbI'M MOT'YT CHUMAaTbCS Yepe3 6aHKOMAThI [ocjie
oTMbIBaHUS yepes ceTb 0O/l, 4To N03BOJIsIET NPECTYNHUKAM U36€eXaTb IUYHOTO
KOHTaKTa ¢ GUHAHCOBBIMHU yupexJeHussMu. Takue cpesicTBa MOTYT GbITh [0-
CTaBJIeHbl Yepe3 rpaHULy KypbepaMU HaJUYHbBIX U IOMelleHbl Ha JelI03UT AJI
JaJpHelero oTMbIBaHus. [IpecTynHble OX0ABI MOTYT TaKXe HUCI0JIb30BaTh-
csl /11 N1pUoOpeTeHUs] LieHHOCTeN U UHCTPYMEHTOB, KOTOpble BIIOCJI€eACTBUU
MOTYT OBbITh IlepelpoJaHbl 3a HaJlMyHble, HAlpUMep, peJoNJadeHHbIX KapT
WJIM AparoueHHbIX MeTaJlJoB.
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BcraBka 12. CHATHe Ha/IMYHBIX U OKYIIKA 30/I10TA U TOIVIUBHBIX KapT

B mapTe 2023 r. 6yxrajsiTep oJJHOM U3 KUTAUCKHUX KOMIIAHUU CTaJl 3)KEPTBOW MOIIEHHUYe-
CTBa 4Yepe3 Bbl/Iavy ceOs 3a MpeAcTaBUTeed 6aHKa. Ero 106aBu/v B rpymnmny B MPHUJIO-
YKEeHHH JisT 06MeHa COOBUIEeHUMH I0/] MPEAJIOrOM He0OX0JUMOCTH MMPOBEJIEHUS €XKe-
rOZHOU NPOBEPKU CYeTa KOMIIAHHUHU.

B manbHelIIeM NPEeCTYIMHUKH, BXO/ISIMEe B IPYINNy oOMeHa COOGUIeHUSIMHU, BbIJaBaJIU
ce6s1 32 3aKOHHBIX IPE/ICTABUTENEN U AaKIMOHEPOB KOMIIAHUH U POCUJIM TIOTepIEeBLIe-
ro nepepectu 7,8 MJIH. vaHe# (0koJ10 996 000 eBpo) Ha ABa Cllel[UaJIbHO BbIEJIEHHbBIX
KOPIOPATHUBHBIX CYETA, HAXOAALIUXCS MO/, KOHTPOJIEM MPECTYNHOU rpynnsl. [lonuien-
CKOe paccJie/loBaHUe T0Kas3aJio, YTO CpPeJCTBa ObLIU NepeBe/ieHbl HAa 26 BTOPUYHBIX
0aHKOBCKHUX CYETOB, a 3aTEM CHATHI HAJTUYHBIMU Yepe3 GaHKOBCKHE KacChl UJIM Yepes
OGaHKOMAT, IepeBe/ileHbl HA CTOPOHHMUE MJIAaTeXXHble MIaTGOPMBbI, @ TAKXKe HUCI0JIb30Ba-
HBbI /11 IOKYIIKH 30J10Ta U TOMJIMBHBIX KapT.

Uctounuk: Kurtai

e O/ yepe3 TOProBJIK/yCJAYTH: CYLIeCTBYIOT pa3ndHblie MeToAbl O/l 4yepe3
TOPIoOBJIIO/yCIYyTrH, KOTOPble NPECTYIIHUKA MOTYT HCIOJb30BaTh JJs1 TPaHC-
TPAaHUYHOTrO NepeMelleH s MPeCTyNHbIX J0X0A0B'. [[pUMeHUTENBHO K JJ0X0-
JaM oT KM HeKOoTOpble PUCAUKLUY OTMEYaloT, YTO NPEeCTYIIHUKHU UCI0JIb3Y-
I0T TaKUe MeTO/bl OTMbIBaHUS JleHeT yepe3 Toproeele onepauuu (TBML), kak
GUKTUBHOE UJIK TIO/I/Ie/IbHOE BhICTABJIEHHE CUETOB, @ TAKXKE MOKYNAIOT 3a CUET
He3aKOHHBIX [0X0J0B JJ0POTroCTOsALIMe U/ JIETKO peajn3yeMble TOBaphl (Ha-
npyuMep, 3a19acTH AJis aBTOMOOUJIeH, 6UIeThl, NpeAMeThl JOMallHero oouxo-
Ja u T.4.). HanpuMep, B HEKOTOPBIX IOPUCAUKIMAX COOOILAIOCH O MOILIEHHU-
YeCKHUX 3JIEKTPOHHBIX [lepeBo/laxX Ha cYeTa 3aKOHHbIX KOMIAHWM, HAaYMHAd OT
HM3BECTHbBIX 6PEH/I0B [Ipe/IMeTOB POCKOLIM WU 3JIEKTPOHUKH Y 3aKaHYMUBasi He-
60JIBLINMHY MECTHBIMHY NPEANPUSITUIMH, AJisl IPUOOPETEHHS TOBAPOB. ITH TO-
Bapbl MOTYT OBbITb lepeMellleHbl Yepe3 rPaHuly U KOHBEPTHPOBaHblI 06pPaTHO
B HaJIMUHble leHbI'W [J1F JaJbHeHIlero pacnbleHus U UHTerpanuu. Kommep-
yecKue NpeANpuUsTHS, He NoJnajatiue nosa tpeboBanus pexuma [10/1/PT,
MOr'yT He 06J1aZlaTh JOCTAaTOYHOW OCBEJOMJIEHHOCTBIO WJMU 3HAHUSAMHU JJs
MpoBeJileHNs NPOBEPKU IMYHOCTH UJIM MOHUTOPHUHTA TPaH3aKL UM, YeM U [10JIb-
3YIOTCS 3JI0YMbIIIJIEHHUKH. [IpefjocTaBieHye 3aBbILIEHHBIX [[€H WA QUKTHB-
HBIX C4eTOB Ha omaTy UT-ycayr iy KOHCYJIbTallMOHHBIX YCAYT TaKXKe MOXKeT
OBbITb YacTblo NpUMeHsAeMbIX MeTo0B O/,

15 Cm. Taroke PAT® /Tpynma «IrMoHT» (Aekabpb 2020 r.) OTMBIBAHH Her B paMKaX TOPIOBbIX Olepalyu: TeHAeHIMH U U3MeHe-

Hus; ¥ AT (uronb 2018 1) [IpodeccronanbHoe OTMbIBAHNE J€HEXKHBIX CPEJICTB.
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BcraBka 13. KM, mysnsl u TBML

WpsaHjcKkue BJIaCTH apecTOBaJIU KJOYEBOe JIMLO, I-HAa MC, B cxeMe OTMbIBaHUS [0-
X0/Zl0B OT Jit060BHOTO MouleHHU4ecTBa U BEC ns Upsanguu B Hurepuio yepes TBML.
PaccinegoBanue npogosmkaetcs. Ha JaHHBIM MOMEHT BJIACTH I0JIaraloT, YTO B CXEME OT-
MbIBaHHUS 3aeHCTBOBAHO He MeHee 60 UMeH U 64 0aAHKOBCKHX CYETa.

B 3TO# cxeMe 0X0/bl OT MOLIIEHHUYECTBA CHaYaJ/la MepeBoAATCA Ha 6AHKOBCKHE cyeTa
HUPJIaH/ICKUX MYJIOB. 3aTeM CpeCTBa 0OHAJTMYUBAKOTCS U MEPEBOAATCS Ha UPJIAHJCKUE
cYeTa, HEMOCPEICTBEHHO CBsI3aHHbIE € r-HOM MC Wu npuHajJiexaiiue eMy. MHOTHe U3
CYETOB, CBSI3aHHBIX C I'-HOM MC, ObIJIM OTKPBIThI HA MO/[CTABHBIX JIMII.

Hurepuiickass koMnanus (KOHTpOJMpyeMasi HUTepUHILEM, PeAN0JI0KUTENbHO HAXO0-
JasmumMcs B CIIIA) 3aka3bIiBaeT TOBAPHI y JIeraJAbHbIX EBPONENCKUX UM KUTAUCKUX KOM-
NaHUU. ITU JieraJbHble KOMIAHUU 3aHUMAJIMCh TOBAapaMH, KOTOPbIE MOXXHO KYNHUTh U
OTIPABUTD JIJIsl NePENPOJIAXKH, BKJIHOYAS aJIKOT0JIb, OZI€XK /1Y, SJIEKTPOHUKY U papMalieB-
THUYecKHe npenapartbl. UpaaHjackue cdyeTta r-Ha MC npou3BOJUIIM OIJIATY 1O COOTBET-
CTBYIOLIMM cyeTaM-}aKTypaM, a TOBapbl B KOHEYHOM UTOr€e OTTPYKaJTUCh KOMIIAHUU-
coy4acTHUKY B Hurepumu.

B ogHOM U3 ciy4yaeB HeMelkas ¢apMaleBTHYeCKass KOMIAHUs MOJy4Yu/ia CpeCcTBa B
pasmepe 6oJsiee 1,7 MJIH. €BpO JJisl OMJIAThl TOBAPOB, MPUOOPETEHHBIX HUTEPUHCKON
KOMIIaHHWeH. ITH Cpe/iCTBA ObIJIM HANPSAMYO0 OTCJIeXKEHbI KaK J0X0/bl OT JIDOOBHOI0 MO-
menHu4YecTBa U BEC o Bcelt EBporne u CIIA 1 mocTynu/ay ¢ pa3JMyHbIX CYETOB, JIUOO
CBSI3aHHBIX € r-HOM MC, sin60 NpuHaAIexalux eMy, 1160 HeoCpeJCTBEHHO OT XKepPTB.
B uTore 3Ty TOBaphl 6B OTIPaBJeHbl B Hurepuio.

Hctoynuk: Upnanausa

¢ HesmmuneH3supoBaHHbIE WM He3aperuCTpMpOBaHHbIE ONepaTOpPhI JeHeXK-
HbIX IepeBoAOB U IIYBA: npecTynHble J0X0J bl MOTYT NEPEBOAUTHCS 3a IIpe/e-
JIbl OPUCIUKLUHU C UCIIOJIB30BaHUEM MOAIONbHBIX JeHEeXKHbIX [1epeBOJ 0B UJIH
YCAYT «XaBaJjia», He UMEIOIUX A0CTAaTOUHOro KOHTpoJs B o6usactu [10//PT.
Ecsiv B mpecTynJieHUH y4acTBYIOT BA, CHHAMKATBI MOTYT UCN0J1b30BaTh [IYBA,
pacnoJio)KeHHble B OPUCAUKIUAX C OTCYTCTBYIOLUM HJIU C1a0bIM KOHTPOJIEM
1101/ ®T.

e MeToabl NMOBBILIEHUSA AaHOHUMHOCTM BA'®: ucrnosib30BaHHME HEXOCTHHIOBBIX
KOLIEJIbKOB, OJHOPAHT'OBbIX TPAaH3aKIMH, IUPHUHTOBbIX [IENI0Y€EK U BBICOKOPHCKO-
BBbIX OUPXK SIBJISETCA NMPEJIOYTUTEbHBIM CIIOCOO0M GBICTPOro OTMbIBaHUA BA,
cBsi3aHHbIX ¢ KM, 3a npeies1aMu I0pUCAMKLMH, U YACTO UCNOJIb3YEeTCs B KOMOUHa-
nuu. KpoMe Toro, npecTynmHUKH Bce Yallie UCI0/Ib3yI0T OUTKOMH-6aHKOMAaThI A1
nepeBoJia LIEHHOCTEH U COKPBITHS JIMYHOCTU TeX, KTO KOHTPOJIUPYET CPEJCTBa,
BKJIIOYAasi NpeJioCcTaBJeHUe MO/ /ieJIbHbIX WM H3MeHEHHbIX UAeHTUPUKALHOH-
HBIX JJOKYMEHTOB, HallpUMepP pa3JUYHbIX UJEHTUPUKATOPOB, HOMEPOB Tesedo-
HOB WJIM JIaT POXKJEHUS NIPU BBOJle WU BbIBOZe cpeAcTB. OHU TakKe NpUMeHs-
10T MeTO/ibl 06dycKalMy, BK/IOYasl UCII0/b30BaHUE MUKILEPOB UM TYyMOGJIEpPOB,
a Takxe BA c ycusieHHOM aHOHHMHOCTBIO (TaK Ha3blBaeMble NPUBATHbIE KOWHBI,
HanpuMep, Monero) U cepBUCHI JlelleHTpain30BaHHOTO drHaHcupoBaHus (DeFi).

16 JlaHHbIe MeTO/AbI IOAPOBHO paccMaTpuBaloTca B ordeTe AT (MapT 2023 1.) «[IpOTUBOIEHCTBUE UCIOIL30BAHUIO IPOrPAMM-
BbIMOraTesIen»,
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BcraBka 14. KommiekcHoe O/l B HECKOJIBKUX CEKTOpPax

CHHAMKAT WHOCTPAHHBIX MOIIEHHUKOB, 3aHUMAaBIIUXCS JIDOOBHBIMU adepaMu, BbIOpa
okoJio 70 smoHCcKuX KepTB. CpeacTBa B pa3mepe 3 MutH. AoJut. CIIIA 66114 nepeBe/ieHbl Ha
pasyindHble 6AHKOBCKHE CUETA JIEeHEXKHbBIX MYJIOB B ImoHUM. SITOHEI, BLICTYTIABIIHUN B POJIH
MeCTHOTO MOTOHIIMKA MYJIOB, OTMbIBaJI 3TU CPeACTBa B ['aHe, rje 6a3npoBasicsl MOLIEHHU-
YeCKHUU CMH/MKAT. flnoHel 6bL1 apecToBaH NpHU cofieiicTBUU ['aHbI yepe3 UHTepMOJI.

Cpe,Z[CTBa CO CYEeTOB MYJIOB BIIOCJIEACTBUHU NI€PEBOAUJINCb HAa CHET AIIOHCKOI'O IMOTrOH-
HIKMKa MYJIOB. Ananu3s CIIO noka3saJi, 4To CpeAcCTBA OTMbIBAJIMCh UM 110 TPEM KaHaJIaM:

e BaHKOBCKHE MepeBoO/ibl OCYIECTBJSJINCh HA 6GAHKOBCKUHM CYeT, HpHUHAZJIeXKalui
SINOHCKOMY ITOTOHLIMKY MyJIOB B ['aHe. 3aTeM 3TH cpe/icTBa GU3UYECKU CHUMAJIKCh
HaJIMYHbIMU B ['aHe U NepejiaBaiuch JIUEPY CUHAUKATA, KOTOPBIHM /10 CUX ITOP Ha-
XO0AUTCS Ha cBo6oze. [Ipu ocyliecTBIEHUH 3JIEKTPOHHbBIX IEPEBO/OB sIMOHEL] Ipe-
JIOCTaBJISLJI B CBOU SAMOHCKUHN OGaHK QUKTHUBHBIE cueTa-QaKTypbl, BbICTABJISS UX 32
3aKOHHYI0 IpeJIIPUHMUMATENbCKYIO JesTeJbHOCTD (3aKyINKy Kakao-6060B).

e YacTtb cpecTB 6bl1a 06MeHeHa Ha BA yepes [IYBA B Anonuu.

e CpexacTBa Takke ObLJIM epeBe/IeHbI B [[aHy Yepe3 MoAN0IbHbINA 6aHK, CBI3aHHBIN
C TaHCKOMW OOIIMHOM B SIOHHUH.

HctouyHukK: AnoHus

BausHue yudgpposusayuu u Ho8bix mexHonozauli Ha O/]

31. HoBble TexXHOJIOTUU NMPENOCTABUJIMN MOTPEOUTENSIM HOBble MPEUMYINECTBA U BO3-
MOXHOCTH. [IpoUCXOUT T/Iy6GOKUH Nepexos K nudppoBU3alMu GUHAHCOBBIX YCJVT,
KOTOPbIN ycKopuiics B nepuoa nangemuu COVID-19. CokpalieHue MCN0Jb30BaHUSA
HaJIMYHBIX JIeHET U POCT OHJIAWH-aKTUBHOCTHU MPHUBEJIU K [TOSIBJIEHUI0 HOBBIX UHHO-
BAallMOHHBIX UHCTPYMEHTOB U NpolleccoB. llenoyka ¢UHAHCOBBIX MJIATEXKEN TaKkKe
CTAaHOBUTCSA Bce 6oJiee AUHAMUYHOU U pparMeHTHPOBAHHOU, YBEJIUUUBAETCS pas-
HOooGpa3ue MPOBai/IepoB, MPeAJaralInuX MJaTeXXHble U TPAaH3aKIIMOHHbBIE YCJIYTH
(cM. Takke paszgen 3.1 HUKe).

32. BmecTe ¢ TeM pa3BUTHEe TEXHOJIOTUH MOXET CTaTh NPEUMYILECTBOM JJI IPeCTyII-
HbIX IPyNNUPOBOK, KOTOpPbIe UCHOJb3YIOT 3TH BO3MOXHOCTH [JI CyLeCTBEHHOTO
yCOBepIIeHCTBOBaHuUs cBOUX MeToZ0B O/l. PrHaHCOBBIE TPaH3aAKLMHU BCe Yallie 0Cy-
IIeCTBJIAIOTCS NPAKTUYeCKW MIHOBEHHO, YTO OTYACTH 0OYCJIOBJIEHO OXXUAAHUAMHU
oTpebuTesell B OTHOLIEHWU BO3MOXXHOCTH OeclpelsTCTBEHHOIO IpOBeJeHUs
onepanuil. Kak y»ke oTMedasioch paHee, B COUeTaHUU C LUPPOBBIMU METOLAMHU aHO-
HUMH3AIUHU, TaKUMU Kak VPN, 3To 3aTpyaHseT /i BjacTed UAeHTUPHUKALUIO KO-
HEUYHBIX PECTYNHUKOB, OCyIIeCTBASAILMX 3TH O/-TpaH3aK UK B GbICTPOU Mmocie-
JOBaTeJIbHOCTH.

33. lludpoBusanys NOBbICUIA TPOCTOTY U CKOPOCTH CO3/jaHus cdeToB s O] u pacuiu-
puJia TpaHCTPAaHUUYHbIKA 0XBaT cuHAWKAaTOB KM. HekoTophble OPpUCAUKLIMU OTMETHU-
JIV yBeJInUeHre KOJIMYeCTBa YAaJeHHbIX BUPTYalbHbIX POLIECCOB B ABYX 06J1ACTAX:
OTKPBITHE CYETOB U CO3/laHUe KOMNaHWUU. Takue y/lajieHHble BUPTYaJbHble MpoLec-
ChbI UCKJIIOYAIOT HE0OX0JUMOCTb GU3UUECKOro nepeMelieHus. [IpecTynHUKH MOTYT
HCII0JIb30BaTh 3TU BO3MOXXHOCTH AJist O/I.
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BcraBka 15. Maciuta6upoBaHue 3a cyeT LudppoBU3anum

Ananuz [IOP BbIIBUJ PAa3BETBJIEHHYI CEThb, COCTOAIYH W3 147 PU3UYECKUX JIUI]
1 276 6aHKOBCKHUX CYETOB B BOCbMU 6aHKax. /laHHbIe JiMIa epeiajid CBOU HaLMOHAJIb-
Hble [IUPPOBbIE U eHTUPUKATOPHI, IpeJHa3HAYEHHbIE AJIs1 UIEHTUPUKAIMU M10Ib30-
BaTeJlel Ha ToCyJapCTBEHHbIX U UHbIX HHTEPHET-IIJIOWAAKaX, IPeCTyIHbIM CUH/HMKa-
TaM. 3aTeM CUHJMKAThI UCII0J1b30BaIN UPPOBbIe HAEHTUPUKATOPHI A YAAJIeHHOTO
OTKpBbITHS] 6AHKOBCKUX CYETOB M OCYILECTBJIS/IM NPSIMON KOHTPOJIb HaJ, 3STUMHU CYeTa-
MU-MYJIaMH JJ151 OTMbIBaHUsA A0x040B oT KM. [I®P o6Hapy:xuJio 3Ty ceTb, BbISIBUB 06-
M e 4YepThl, TAKUE KaK 06111e 6aHKOBCKHE ONlepally, TOYKU JaHHbIX (KOHTaKTHAasI UH-
dbopmManusa MHOCTPAHLA U UAEHTUPHUKATOP YCTPOMCTBA), @ TAK)KEe KOHTAKTHBIE JJaHHbIE
(mo4YTOBBIN afipec, 3IEKTPOHHAs Mo4Ta, TeJiedoH).

[TosnyyeHHast pa3BezbiBaTeibHAasA HHOpMalus 6bl1a nepesaHa B Komanay no 6opb6e
¢ MomeHHU4ecTBOM (Anti-Scam Command, ASCom) - crierjuaJibHOE OAPa3eJeHUE MT0-
gunyu CuHranypa, 3aHuMarouleecss 6opb6oit ¢ KM u cBsi3aHHbIMU ¢ HUM Bugamu O/I.
B pesysbraTe npoBegeHHoro ASCom paccieloBaHUsl ObLIM apecTOBaHbl 6 YesOBEK,
3 4yesi0BeKa MpHUBJIEYEHbI K OTBETCTBEHHOCTHU 32 yYaCcTHUE B IPECTYIHOU cCXeMe.

Hctoynuk: CuHranyp

34. IlpecTYNMHUKHU MOTYT GBICTPO PACIIMPUTH (YACTO TPAHCHALMOHAIBHYIO) CETh JIeHEKHBIX
MYJIOB, UCHOJIb3ysl LUQPOBble UHCTPYMEHTHI Il TPAaHCIPAaHUYHOUW BepOOBKU MYJIOB.
ConnanbHble ceTU U npuiokeHus Jus [P-tenedonnn (VolP) Takke ObLIW NMpU3HAHBI
NpeANoYTHUTENbHbIMU CpeACTBaMU BepOOBKU MYyJIOB. TpaJJULIUOHHO NMPU OTMbIBAHUU
Yyepe3 CeTH MyJIOB BO3HUKAJIM OINpe/ie/leHHble TPYAHOCTH, IOCKOJIbKY UM TPeb0BaIoCh
BpeMs Ha [I0JIy4eHHe U BbIIIOJIHEHHEe HHCTPYKLUH, TOCTYNaBILKX OT JPYTHUX NPECTYNHbIX
CUHJMKaTOB. Biarojaps vcnosb3oBaHuio cuHAMKaTaMu KM niaT¢gopM MrHOBeHHOro
ob6MeHa COOOLEHUSIMY TaKHe BpeMeHHbIe 33/IePXKKHU 3HAaUUTeIbHO COKPATHJIUCh.

35. [lpecTynHUKH BCe Yallle MOXUIAIOT JIMYHbIE JJAHHbIE C IOMOLIBIO PA3/IMYHBIX METO/IOB U
TEXHOJIOTHYECKUX CPEJCTB, BKJII0Yask GUIIMHT, MOKYNKY UM 06MaH, 3aCTaB/ISAIONINHN ye-
JIOBEKa JI06pOBOJIBLHO MepeiaTh CBOU JlaHHble. HOra J/151 CO3/1aHus YYETHBIX 3alUcelt
MPECTYITHUKH UCMOJb3YIOT (GalbCUPUIMPOBAHHbIE U CUHTETHUYECKHE UAeHTHUKAIU-
OHHBbIE JJaHHbIE, B KOTOPBIX COUETATCS HACTOSILAsA U NoAAesbHasA uHopMauus. Jlaee
MPEeCTYIHUKHU HENIOCPEACTBEHHO CO3/JAl0T M KOHTPOJIUPYIOT YUEeTHBIE 3aMHCH, UCIOJIb3YS
3TH YKpaZieHHble WU QaibCUPUIMPOBaHHbIE UAEHTUPUKALIMOHHbIE JaHHbIE. ITO yC-
JIOXKHSIET OTCAeXKUBaHUe AesiTesbHOCTU O/, MOCKOJIbKY BJIaJIe/bI[bl CYETOB MOTYT JlaXKe
He M0/103peBaTh O CBOEH MPUYACTHOCTH K HEH.

36. OgHa W3 fesieraliiid OTMETWJIA PUCK MOTEHIMAJIbHOTO MCIOJIb30BaHUS AUNPEHKOB
(oT anr1. deepfake) /151 MolieHHHYECTBaA € 3aXBaTOM aKKayHTOB. C OMOLIbI0 aJiTOPUT-
MOB MalIMHHOTO 00YyY€eHHs MOIIEHHUK MOXET CO3/1aTh IUN(eHK Ybero-J1u60 roaoca uin
BH/I€0, KOTOPBIM 3aTeM MOXET GbITb UCIOJIb30BaH JJIs1 BbIJJauu Ce6sl 32 3TOrO YesioBe-
Ka 110 TesiepOHY WM B CUCTEMaxX OMOMETPHUYECKON ayTeHTUGHKalu. Kpome Toro, aun-
dbelKu MOTYT MCIO0JIb30BAaThCS B COYETAHUM C METO/JaMU COLUIbHON WHXKEHEPUH JIJIs
o6MaHa KepTB, 3aCTaBJIsAs UX COOOIATh CBOM yYeTHbIe JlaHHble. TexHosmorus aundeik
SIBJISIETCSl CPAaBHUTEILHO HOBOM, IIO3TOMY B HACTOsIIllee BpEMSI PUCK MOLIEHHUYECTBA C
HCIO0JIb30BaHHEM IUTNPEeHKOB MOXKET ObITh HECKOJIBKO OrpaHudeH. TeM He MeHee B Oy/1y-
11leM, eCJIM TEXHOJIOTHS TPOJIOJDKUT PAa3BUBATHCA U CTAHET 00Jiee JOCTYITHON, OHA MOXKET
MPe/ICTABIATD 3HAYUTEBbHYIO ONTACHOCTD.
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BcraBka 16. Yiaj1eHHas Kpaxka JIMYHBIX JAaHHBIX AJI OCyLeCTBIeHUs
NPSAMOro KOHTPOJIA

B psze ciaydaeB MOIIEHHHUYECTBA, CBA3aHHOTO ¢ QUIIUHTOM, 3JIOYMbIIIJIEHHUKH 06Ma-
HOM 3aCTaBJISIJIM YKEPTB yCTaHABJMBATbh Ha CBOM KOMIBIOTEPHI CPELCTBA y/AaJ€HHOTO
Joctyna. Bo MHOrux ciaydasax y4yeTHble 3anucu B IIYBA co3zgaBasivch Ha MMS KepTBBI
6e3 ee BeZoMa. /i1 3TOTO NPECTYMHUKH UCNOJIb30BaIU JIaHHbIE, MOXUILlEHHbIE C MO-
MOIbIO CPELCTB YAaJleHHOro JocTtyna. [Ipegnosiaraetcss, 4To NpecTyNHUKH NPOBOAUIU
>KEpPTB Yyepe3 NPOoLEeCC OTKPbITHS CYeTa TaKKe C IOMOLbIO CPeACTB YAaJleHHOr o OCTY-
113, CKpbIBasi peaJibHble UHTEePENCHI.

B utore :xepTBbl 06MaHOM IepeBOJUIN cpeAcTBa Ha aTU [IYBA-cueTa. B fasbHeleM
NPEeCTYNHUKH MOTIJIM HANpPSIMYI0 HCIOJb30BaTh UX [JJis OTMbIBAaHUS JleHer. B o6uieit
CJIO’)KHOCTH NOTEPHU KepTB B pe3yJsbTaTe JAHHON MOLIEHHUYECKOM CXeMbl COCTAaBUJIU
60s1ee 600 000 eBpo.

HcTouHuk: ABCcTpus
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3. Apyrue Bo3HuKawowme yassumoctu O

37.lpeBeHTHBHBIE Mephbl, TpebyeMble oT @Y, YHOIIII u [ITYBA B cOOTBETCTBUM CO CTaH-
naptamu OATD (pexkomeHpanuu 9-23), ABASAITCI OCHOBOU /s MpeOTBpaAllleHUs
nonaZianus oxo 0B oT KM B ¢uHAHCOBBIN U Jipyrue ceKTopsbl. JlaHHBIN paszeJ no-
CBSILIEH HOBBIM ySI3BUMOCTSM, CBsSI3aHHBIM € O/, KOTOpbIe MOTYT ObITh HCI0JIb30BAHbI
cuHaukaTtamu KM.

3.1. Pucku, cBasaHHble ¢ udpoBbiMu PUHAHCOBLIMU yupexaeHnamm'’

38. dBosroLiMsl GUHAHCOBBIX IJIaTeXKel NMpuBesa K MOSBJIEHUI0 HOBBIX IU(POBBIX dU-
HaHCOBBIX UHCTUTYTOB, TAKUX KaK MpoOBai/eprbl MaaTexHbIX ycayr (PSP), amuccus
3JIEKTPOHHBIX JleHeT U T.J. TpajuliMoHHble GYHAHCOBBIE YYPEXJAEHNUS MOTYT UMETb
B CBOEM paclNOpsHKEHUM 6OJibllle PeCcypcoB, YTO MO3BOJISIET UM OCYLIECTBJATb OT-
HOCHUTEJIbHO 60Jiee Ha/leKHbIM KOHTPOJIb 10 CPaBHEHHUIO C HOBBIMU LUPPOBBIMHU
$YHAHCOBBIMU YUpPEXJeHUSIMHU. B pe3ysnbTaTe MOXXeT MPOU30UTH CMelleHHe, Koraa
NPEeCTYNHUKU OYAyT NbITATbCS HCIOJIb30BaTh YSI3BUMOCTHU 3TUX aJbTePHATHUBHBIX
$UHAHCOBBIX MPOBAN/IEPOB C 11€JIbI0 OTMbIBAHHUS CPEJCTB.

39. CeThb mJiaTekel TaKKe MOXKeT ObITh GparMeHTUPOBaHA. MeXy 3TUMU yUpeXKIeHU-
SIMM MOTYT CYyLIeCTBOBaTbh pa3J/iMuHble BHYTpeHHUEe (QUHAHCOBbIE OTHOILEHHS, Ha-
NpUMeD, KOI/la pa3/IMvHbIe MJIaTeXHbIe YUpPEKAeHNs OCYILeCTBIASAIOT ONepaluu ApyT
C IpyroM WJIM NIPeJIOCTaBJASAIOT cueTa 60/iee MeJIKUM NpoBaiiepaM, KOTophle, B CBOIO
ouyepe/ib, IPeOCTABJSAIOT Apyrue BU/Abl GUHAHCOBBIX YCAYT (CM. TaK»Ke BCTaBKy 17
Hke). Takasg PpparMeHTaLUsl MOXKET TAaKXKe MOBBICUTb CJIOXKHOCTb OTCJIEXKHBAHUS
ornepauuil MexAy pasJMYHbIMU TUNIAMU YUpPEXJeHUH B «IIJIaTeXKHOMU Lel04Ke». ITO
TaK)Xe MOXKeT C03/,aThb Npo6JieMbl ¢ obeclieyeHHeM ONepaTUBHOIO MoJydyeHus: 6a3o-
BOM MH$OPMaLMK 06 OTIIPaBUTEJIE U TI0JIy4aTesIe IePEBO/OB M0 BCEH MJIaTEXHOH 1ie-
nouke's,

40. B coorBeTcTBUH co ctanaapTaMu PATO Heo6x0qUMO 06€eCeuruTh HAAEKHBIN HAI30D
3a HOBbIMM (PUHAHCOBBIMH YIPEKIEHUSIMH, BKJIIOYas HaZ IexKallee JUIeH3UPOBaHUe
WJIM PErucTpalyi, U He JONMYCTUTb KOHTPOJISI MPECTYINHUKOB UJIH UX COOGIUIHHUKOB
Ha/l STUMU OpraHu3alysaMHu. Peryivpytoniye opraibl OKHBI 06€CIIeUUTh JO0CTATOY-
HBbIM HAJI30p 3a BCEMU YUPEXKAEHUSAMHU, OCYIIECTBSIONMMU TPAH3AKIIUH, TI0 CBOEMY
MepUMETPY — BCe YUpexieHHs 00513aHbI MPOBOJUTD UJIH 00€CIIeYMBaATh Ha/lJIEXKALIY O
npoBepky kiueHTOB (HIIK) 1 MOHUTOPUHT TpaH3aKIMK HA y3/1aX OTIIPABUTEJIS U T10-
JiyqaTeJis.

' B jaHHOM OTYeTe TaKKe Mpu3HaoTcs prucky OJI, BOSHMKAIOIMe NPHU Hcnoab3oBaHuy BA u [TYBA. Bosee nogpo6Hyio HHPopMa-
LIUIO O PErY/ISTOPHBIX PUCKAX U MpobJieMax, cBsi3aHHbIX ¢ [IYBA, MmoxkHo HaiiTu B oTyeTax PAT® (mapt 2023 r.) «[IpoTHBOAEH-

CTBUE UCI0Jb30BAHUIO IPOrPAMM-BbIMOraTe1ei», a Takxke (MioHb 2023 I.) «BUpTya/IbHble aKTUBBL: [1eIeBOe 0OHOBJIEHYE 10 BHE-
eHUI0 cTaHaapToB PAT® B OTHOLIEHUH BUPTYAIbHBIX AKTHBOB U IPOBAN/IEPOB YCIYT BUPTYAIBHBIX AKTHBOBY.

1% AT Takxke IIaHUPYeT 06GHOBUTL PekoMeHzaLu0 16 (110 3/1eKTPOHHBIM NepeBojaM), YTOGk! y4ecThb Noc/AeJHIE U IPeCTOoALe
M3MeHEHHs B apXUTEKTYPe IJIaTEeXHBIX CUCTEM.
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BcraBka 17. 310ynorpe6sieHus1 B cekrope PSP

B xozne aHanu3a, npoBeZleHHOTO QPaHIy3CKUMHU HAZI30PHBIMU OpTaHaMH B MEPBOU MO-
jsoBuHe 2021 1., 6bIIU BBIIBJIEHBI OCHOBHBIE PSP, Hcmosib3yeMbie AJis MOJyYeHUS MO-
IIeHHUYEeCKHUX 3JIeKTPOHHbIX TepeBoA0B. Kak npaBusio, 3TH ocHOBHble PSP npeasiaranu
«6aHKOBCKHE CEPBUCHI KaK YCIYTH», d HEKOTOPbIE U3 HUX UMeau ¢uiran Bo PpaHiuu
VCKJIIOUUTENBHO JiJ1s peAocTaBiaeHus ¢panny3ckux IBAN, npu aToM ux dpusuyeckoe
NPUCYTCTBUE OBLJIO MUHUMAJbHBIM.

AHanu3 nmokasaJi, YTO PUCK, CBSI3aHHBIU C 3TUMU OCHOBHbIMH PSP, mpumMepHo B 200 pas
BBIlIE, YEM Yy APYTUX OpraHusauui. B 6osbuinHCcTBe nogo06HbIX PSP 6blaa mioxo Ha-
JlaxkeHa MpoBepKa JIMYHOCTU U MOHUTOPUHT TpaH3aKUUHU. [I[peCTyNHUKU OTKpbIBAIU
cyeTa MOJ Yy>KMUM UMeHeM U MOIJIM GbICTPO NPOBEPUTD, YTO HEKOTOPbIE U3 OTKPBITHIX
cyeToB uaeHTUGUIMpoBaHbl PSP kak MolleHHHWYeCcKHe, IONbITABIIMCh CHavyasa Mpo-
BECTH ONEepalMi HAa HEOOIbIINE CYMMBbI U IPU HEOOXOJAUMOCTU U3MEHUTh Ha3HAYEHHE
CpeACTB. 3aTEM OHHU OBICTPO MEPEBOAAT MOJydYeHHble 0OMaHHbIM NMYTEM CpeJCTBa Ha
OJIVH WUJIM HECKOJIbKO CUEeTOB. /[po6/eHre CyMM MeX/ly HECKOJbKUMU CYeTaMU MO3BO-
JIIeT NPEeCTYNHUKAM 060UTH OorpaHUYeHUs], Hak/JaaabiBaeMble PSP Ha cBou yciyry, Ta-
KHe KaK JIMMHUTBI Ha CHATHE HaJIMYHbIX MJIU HA IpebbIBaHUE B paMKaxX IOpora MOHUTO-
pUHra onepanui, yCTaHOBJIEHHOr 0 BHyTpHU PSP.

HUctouynuk: PpaHius

3.2. HenpaBomepHOe UCNosb30BaHUe BUPTYabHbiIX IBAN'®

41. lpyruM npuMepoM UCHOJb30BaHHS PpUHAHCOBBIX MHHOBAUH B 1ensx KM sBiser-
Csl MCI0JIb30BaHHE BUPTYaJbHbIX HOMEPOB MeXJYHApOJAHbIX OAHKOBCKHUX CUETOB
(vIBAN). Beigaueit vIBAN k/MeHTaM 3aHMMAIOTCS pas3/iMYHble OPraHU3alMU, BKJIIO-
yas 6aHku ¥ PSP. Xots1 VIBAN Mcno/ib3yloTcsl B pa3/IMYHbIX 3aKOHHBIX 1[€JISIX, B 4aCT-
HOCTH, [IJ1 IPOBeJleHUd U KJIacCuPUKaALUU IJ1aTeKel OT HeCKOJIbKHX CTOPOH, B psjie
IOpUCAUKIUN OTMedaeTcs 310ynoTpebienue vVIBAN Kak MUHCTPYMEHTOM, HCII0JIb3ye-
MbIM a1 O/, cBsizaHHoro ¢ KM.

** BoJiee mopo6HyI0 HHGOPMAIHMIO O PUCKAX U TPO6JIeMaX, CBA3aHHbIX C BUPTyaabHbIME IBAN, cM: (1ioHb 2023 1.) EBpormoJ, rocy-
JlapCTBEHHO-4aCTHOE MapTHEPCTBO B 06J1acTu $uHaHCcoBoM pa3Beaku (EFIPPP) MHbopManus 06 yrpo3ax, CBA3aHHBIX C BUPTYaslb-
HbIMU IBAN (moctynHa Tosibko yieHaM EFIPPP).
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BcraBka 18. UYto Takoe VIBAN?

VvIBAN ¢yHKLIMOHA/IBHO HAEHTHYHBI 06bIYHBIM IBAN, MOCKOJIBKY MOTYT UCI0J1b30BaTh-
csl 1J1s OTIIPABKU M MOJIyYeHUs IJIaTexel B r/1o6asbHOM Macuitabe. OHU Jake BBITJIS-
JAT TaK ’Ke, KaK M UX TPAJAULMOHHBIN aHAJIOT, U TOXe COCTOAT U3 34 6yKBEHHO-LIUPPO-
BbIX CUMBOJIOB. TakuM 06pa3oM, GYHKIIMOHAJbHO U BU3yaJbHO OHU HEOTJUYHUMBI OT
06b14HbIX IBAN.

OCcHOBHOe pasjnuMve MexAy OObIYHBIMU U BUPTyasbHbIMU IBAN 3ak/toyaeTcsl B Co-
noctaBjeHUU cyeToB. O6bIYHBIM IBAN comocTaBsissieTcd ¢ 6aHKOBCKHM cueToM 1:1,
T.e. K KaXJ0oMy oTzesbHOMY HoMepy IBAN npuBsi3aH ToJIbKO 0AUH GU3UYECKUN OAHKOB-
ckui cueT. [losToMmy, eciiu yesnoBek ucnosibdyeT IBAN g1 ocylecTBIeHUs IJ1aTeXa, Cpes-
CTBa aBTOMATHYECKU NONAAA0T Ha TOT 6aHKOBCKHH CYeT, K KOTopoMy npuBssaH IBAN.

BuptyanbHbiii IBAN, HanpoTuB, npeAcTaBAsseT cO60il BUPTya/lbHbIA HOMEp, HE CBS-
3aHHBIN CO cYeTOM B ¢pu3nveckoM 6aHkKe. OHU SABJISIOTCI UAEHTUPUKAIUOHHBIMU HO-
MepaMH, BblJlaBaeMbIMU GaHKaMH, KOTOpble MO3BOJISIIOT NepeHanpaBJsTh BXOAsLIMe
njaTexu Ha pusndeckril IBAN, KOTOpbIi caM cBsi3aH ¢ pU3NUYECKUM 6AHKOBCKUM CYe-
TOoM. OHM He MOTYT XpaHUTb HUKAKUX CPEJCTB, U UX OaJlaHC NOCTOSIHHO paBeH HYJIIO.
Biagenbupel VIBAN MOryT Takke UMeTb HECKOJIBKO YHUKaJIbHbIX BUPTYaJbHbIX IBAN,
KOTOpbIe IlepeHanpaBJIsSiOT U LleHTPaIM3yI0T BCe IIJIaTeXU Ha OAUMH GU3UYeCKUH OaH-
KOBCKUU CUET, KaK II0Ka3aHo Ha puUc. 3.

3 BaHKOBCKWA CYeT ¢u3nMua BaHk
BWp‘I’yE.ﬂthMIBAN 1 - € MPUSA3EHHBIM K HEMY YHHKANsHbIM |BAN
LUD2 0012 9876 5432 0000 “~

BupTyanbsHbeii IBAN 2
BEDO1 0001 2345 6769

BupTyanessiii IBAN 2
ATO01 0013 1234 1234 0000

BupTyansusiii IBAN 2
DET5 5121 0800 1245 1261 99

(AR

HUcrounuk: locyrapcTBeHHO-9acTHOe MapTHePCTBO EBponosia B 06/1acTy GUHAHCOBOW pa3BeaKU

42. lTockosibKy IBAN u vIBAN BH3yaJIbHO UIEHTHUYHBI, IPECTYITHUKHU UCHOJIb3YIOT UX /5
TOTO, YTOObI 0OMaHYTh XKEPTBY U 3aCTaBUTh €€ AyMaTh, YTO OHA NEPEBOJAUT CpPeJCTBA
Ha 6AHKOBCKUH CUeT, B TO BpeMs Kak, Hanpumep, VIBAN MoxkeT GbITh KCII0/Ib30BaH
JIJIs1 3a4MC/IeHUs CPEeJICTB Ha 3JIEKTPOHHBIN Kolesiek. Elije 60Jibllle YCI0KHSET CUTY-
auuio To, 4To VIBAN MOryT 6bITh NepeBbINyLieHbl KJIUEHTOM (pUHAHCOBOTO yUpex-
JleHHs], 0COOGEHHO eC/IM KJIHMEHTOM sIBJsAeTcsl Apyroe pUHAHCOBOE y4Ypex/eHue. ITO
3aTpyAHAET olipefiesieHue CTpaHbl npoucxoxaeHusa VIBAN U MecTOHaxoX/JeHUA oc-
HOBHOT'O CYeTa.
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PucyHok 2. KackagHas cetb npoBaigepos VIBAN, BbInyCKawIUX U NepeBbiIy-
ckawmux VIBAN

'®
o

(52

S MNposaigep NAaTeXHbLIX yoayr
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KoHcanTUHroBan KoMnavue
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HUcrounuk: locyapcTBeHHO-4acTHOe MapTHepcTBO EBponoJia B 06/1acTy GUHAHCOBOM pa3BeiKU

43. TakuM 06pa3oM, NPeCTYMHUKH MOTYT UCH01b30BaTh VIBAN jy1s1 MackupoBKU HHOD-
MalM 0 KOHeYHOM GeHeUIIMapHOM BJafiesIblie U CKPbIBATh ABHXKEHHE He3aKOHHBIX
JeHEeXHBIX CPeACTB. ITO MOXeT 3aTPYyJHUTb OllpejesleHue UCTUHHOIO OCHOBHOIO
cdyeTa U QUHAHCOBOIO yUpPEXJAEHUS-IMUTEHTA, a TaKXKe HaJJeXalluii MOHUTOPHHT
onepauui. B KOHeYHOM HUTOre 3TO MPUBOAUT K TOMY, YTO KOMIIETEHTHbIE OpraHbl
CTaJIKUBAIOTCS C TPYAHOCTSIMHU NIPU 06HApyKeHUU QU3UUYECKUX CUETOB U 3aMOPaXKH-
BaHMM cpe/icTB (nockosbKy VIBAN - 3To Bcero jinilb BblJAHHBIE 6AHKaMHU UAeHTHU-
KaLlMOHHbIe HOMeDa, a He peasIbHble CYeTa, Ha KOTOPbIX XPaHATCA OCTATKU JEeHEeXHbIX
cpeAcTB). B kayecTBe N0J10KUTEJBHOTO ONbITA HEKOTOPbIE IOPUCAUKLUU COTPYAHU-
4yawT ¢ 6aHKaMHy, BblnyckaromuMu vIBAN, c nesbio 6b6IcTpoil uAeHTUPUKALMM TJ1a-
TEXHOT0 YYPeXJeHHUs, CBA3aHHOT0 ¢ TAKUMH OCHOBHBIMM CYeTaMH, B C/Iydyae BbIAB-
snenunsa KM.
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BctaBka 19. HenesieBoe ucnosib3oBanue VIBAN B niesisix KM

B nepuopa c deBpass no mapt 2023 r. B [IPP JlrokceMbypra nocTynuao HeCKOJIbKO CO-
0611leHUH 0 TaK Ha3blBaeMbIX adepax «[IpuBeT, MaMa», KOT/ia >KePTBbI N0Jy4ad CO06-
mweHna B WhatsApp ¢ HeM3BeCTHOTO, HO MeCTHOTO HOMepa TeslepOHA OT MOIIEHHUKOB,
BbIZIaBaBLIMX ce0s 3a UX pebeHKa. [loTepneBiine Moy4yaau TEKCTOBbIE COOOLEHHA HA
JIIDKCEMOYPI'CKOM fI3BIKE C JIIOKCeEMOYPrCKMX HOMEPOB MOOUJ/IbHBIX TeJ1epOHOB C yKasa-
HueM JoKkceMbyprckoro [BAN.

B xone pacciaenoBaHus aaHHoro gesa [I®P Jliookcembypra oo6Hapy»kuo, uto IBAN,
npeaocTaBJsieMble MollleHHHKaMU, ABAsA0TcsA VIBAN. 3Ty VIBAN 6bl1M BbIJJAaHbI JIOK-
CeMOYpPrcKMM 6aHKOBCKUM y4pexJeHUeM JIIOKCeMOYPrcKOMYy NpoBaliepy MJIaTeXHbIX
yCJIYT, KOTOPBIX NpeAJiaraeT NpefonjaueHHble KpeIUTHbIE KapThl €EBPONENCKUM KJIU-
eHTaM. DTH MpeAoIJIadeHHble KpeJJUTHbIE KAPThI MOTYT GBIThH MOMOJIHEHBI IyTEM Mepe-
BOJla ZileHer Ha BUpTyaabHble IBAN, KOoTOpble NpeCTYNHUKU HaMepeBaJIUCh UCIOJb30-
BaTh /IJis AaJIbHENIIEero OTMbIBaHUS.

M3 1mecTy BbISIBJIEHHBIX BUPTyaibHbIX IBAN, HCI0/1b30BaBIIMXCSA B MOLIEHHUYECTBE,
[I®P JlrokceMbypra yaaioch 3a610KkHpoBaTh UM oTo3BaTh 40 000 eBpo u3 55 000 eBpo,
MoJIyYeHHbIX 060MaHHbIM nyTeM. PaboTe [IPP JlrokceMbypra cnoco6CTBOBAIO COTPY/-
HuvyecTBo Mexay [IOP u 6ankoM-amuTeHTOM VIBAN, 4TO M0O3BOJIMJIO OBICTPO OMpee-
JIUTD IJIaTEXXHY0 OPraHu3alyio, BJaelyo 6a30BbIM CieTOM KOHEYHOTO KJIHEHTA.

Uctounuk: JItokceMOypr

3.3. HeTpaauLUUOHHbIE CEeKTOpbI

44, MHorve IOpUCAUKLHAU OTMETHUJIM BaXKHOCTb paboThl C HETPaJULUOHHBIMU CEKTOPaMH,
BKJIIOYas JIaTGOPMbI COLIUA/IbHBIX CeTeM, 3JIeKTPOHHYI0 TOPTOBJIIO, TeJIEKOMMYHUKaL Y-
OHHbIE U UHTEpHET-NpoBaiiepsl, B 60pbde ¢ O/, cBs3aHHbIM ¢ KM. X0Ts [ TeNbHOCTD
TaKWUX HETPA/IULIMOHHBIX CEKTOPOB He perynupyetcs B pamkax [10//PT, onun obnazarot
noJie3HON MHQoOpMalel, KOTopass MOXeT ITOMOYb B paccjefiloBaHuu ciaydaeB OJ], oco-
OGeHHO ecJIM OHU UCNOJIb3YI0TCA A coBepluieHns O/l u Bep6oBKU MysoB. [lnaTdopmMbl
COLIMAJIbHBIX CeTel, a TaKXKe NOCTaBLIMKU TeJIEKOMMYHUKALHOHHbBIX U HHTEPHET-YC/IyT
MOTYT IPeJOCTaBJIATh BAXKHY0 IUPPOBYI0 KPUMUHAIMCTUYECKYI0 HHPOpMALHIO, BKJIIO-
yas [P-azpeca, HoMepa TesiepOHOB, aZjpeca 3JIEKTPOHHOM MOYThI U T.[J., KOTOpasg MOKeT
NOMOYb YCTAaHOBUTbH KOHEYHBIX MCIOJHUTeNeN npectymieHnil. Ecnu aaa KM ucnosb-
3yI0TCSl MOILIEHHUYeCKHe Be6-CalThl WK peKJIaMHble 00'bsIBJIEHHS, TO B 3TUX CEKTOpax
TaKXXe OyZleT XpaHUTbCA UHPOpMaLMs 0 GPUHAHCOBBIX OllepalysX U IJIaTexaX, CBA3aH-
HBIX C IPeCTyNHUKaMU (HapuMep, IJIaTe;KHble peKBU3UThI 3a pa3MellleHue Be6-calToB,
PEeKJIaMHBIX 00'bSIBJIEHUH ).

45. OnbIT U NpUMepbl U3 NPAKTHUKH IOPUCAUKLUN TaKKe MOKAa3bIBAIOT, YTO 3JIEKTPOHHAs
KOMMEDPIIUSI UM COLiMaIbHble CETH, MOTOKOBblE UJIM WUIPOBbIE MJIATHOPMbI MOTYT HC-
[10JIb30BaThCS B KAYeCTBe KaHaJia [i/isl OTMbIBaHUA f0xo0B oT KM. lllupoko pacnpoctpa-
HEHHOE HCIO0JIb30BaHHUE COLMA/IbHBIX CeTeH, CTPUMHHIOBBIX WM UTPOBBIX MIAaTGOPM
M03BOJISIET [10JIb30BATE/ISIM MOJIy4aTh MOKEPTBOBAHUS, IOIAPKH, TOKEHBI UJIX KPEIUTHI
OT 3pUTeJied U 06IIeCTBEHHOCTH. [IpeCTYITHUKN MOTYT BOCI0JIb30BaThCSl OTCYyTCTBUEM
TpeboBanuii [10/l/PT 1 ucnosib30BaTh TakKe MIATGOPMBI AJ151 OTMbIBAHUS IPECTYIIHBIX
JIOXOJIOB.
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BcraBka 20. loxoAbl OT pUILIMHIA, OTMbIBaeMble Yepe3 COLMa/IbHbIE CETH
U CTPMMUHTIOBbBIE IJ1aTPOPMBI

O6HapyxeHO0, 4T0 19 6aHKOBCKHX CYETOB IIOHECJIU YOBITKU B pe3y/bTaTe GUIIMHTOBOU
aTaKu, HalpaBJeHHOW Ha KJIMEHTOB HEKOTOPbIX 6aHKOB. AHa/IM3, NpoBeAeHHbIH [IOP
lepMaHuH, MOKa3aJ, YTO ONepaldHi C 3TUX OAHKOBCKHUX CYETOB MPOBOJUJIHUCH Yepe3
IJIaTeXXHbIE cYeTa, MPUHAJJIexalle ABYM MoJib30BaTe M. BriocseacTBuu 3TH cpef-
CTBA OBIJIM OTHPAaBJIEHbI HA MJIATGOPMY COIUAJIBbHBIX CETEH U cTpUMUHTa. CpeicTBa HC-
N0JIb30BaJIUCh JIJisl OMOJIHEHUS CYETOB MOJIb30BaTe/Jied CTPUMUHTOBON MJIATHOPMHBI
«KOMHaMMU» (SABJISAIOIUMHUCS Pa3HOBUAHOCTbIO HAIMOHAJbHOW BaJIIOThI MOJIb30BaTe-
Jiel naTopMbl), KOTOpPble MOTJIU GbITh UCIOJIb30BaHbI JIJIs1 IPUOOPETEHUS BUPTYaJib-
HBIX TOZIapKOB. TakKe MoJapKKU MOTYT GbITh MepeJaHbl CO3/JaTeJsIM KOHTEHTa, KOTOpbIe
MOTYT KOHBEPTHPOBATh UX B 00bIYHYI0 BaJIIOTY U BbIBECTH 3KBUBAJIEHTHYIO IEHEXKHY IO
CTOUMOCTb.

PaccnegoBanue npogosnkaetcs. JlanHble 06 [P-afipecax nokasasy, YTo MOLIEHHUYECKHE
oIepalnyu OCyllecTBJSJIUCH C OAHUX U TeX ke [P-agpecoB. AHanus, npoBeieHHbIN [1OP,
MO03BOJISIET MPEJNOJIOKUTh, YTO OJWH W3 NPECTYNHUKOB OTMbIBAET 3HAYUTEJBHYIO
4acTh J0X0/[0B OT pULIMHIA Yepe3 MIaTPOPMy COLMaTbHBIX CETEH U CTPUMUHTA, YTOObI
BIIOCJIEZICTBUY OOGHAJUYUTh CPEJICTBA.

Hctounuk: [epmanusa
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4. HauMoHanbHble onepaTUBHbIE Mepbl U CTpaTernu

46. B 1aHHOM I/1aBe pacCMaTPUBAIOTCA OCHOBHbIE UCTOYHUKU UHPOpPMaLMY, HA KOTOPbIE
ONHPAIOTCA IOPUCAUKIIMU NIPU BbISIBJIEHUM U pacciaenoBaHuu KM. Kpome Toro, aHa-
JINBUPYIOTCS Hal[MOHAJ/NbHbIE CTPYKTYPbl KOOPAUHALIMU U COTPY/IHUYECTBA, a TAKKe
TO, KaK IOPUCAUKIIMU UX UCIOJb3YIOT JJIs paccjae[OBaHUs U NpefoTBpameHus KM
U cBsi3aHHOTO ¢ HUM O/I.

4.1. OCHOBHbIE NCTOYHUKMU BbiiIBNI€HUSA

47. Vcxona Y3 omnblTa WPUCAUKLUUN U TeMaTUYeCKUX MCCJIe[0BaHUM, CylleCTBYeT JABa
OCHOBHBIX UCTOYHUKA UHOpMALMU JJisl BbISIBJIEHUS U paccieoBanus ciaydaeB O/,
cBs3aHHBIX ¢ KM: uHpopMaIys oT NOTepIeBIINX U COOBIIEHUS O MO/[03PUTETbHBIX
onepanusx (CI10).

48. KpoMe TOro, B OPUCAUKLMAX peaJu3yrTcs pa3JM4Hble MHULMATUBBI N0 pacliupe-
HUIO OTYETHOCTH, YTOObI MAKCUMaJIbHO YBEJUYUTh 06 beM HHPOPMALUH, K KOTOPOU
OHM MOTYT MOJIYYUTh AOCTYN AJ15 3 eKTUBHOI0 NpaBoNpuMeHeHus1. Ucrosb3ys aTy
MHPOPMALMIO U JaHHble, KOMIIETEHTHbIe OpraHbl NPUMEHAIT LUdpOBbIe CTpaTe-
MU 1 UHCTPYMEHTHI /IJI51 aHaJ/IN3a U BbISIBJI€HUS IPECTYNHBIX TPYIIHPOBOK C LIeJIbI0
noBbllIeHUs] 3QpPEKTUBHOCTU U LieJleHalpaBJeHHOCTU NPaBOOXPAaHUTEJbHbIX Jel-
cTBUA?.

UHgopmayus om nomepnesuwiux

49. CooOb11eHUsI TOTEPIIEBIINX SABJISIOTCS BaXKHBIM UCTOYHUKOM MHPOPMAIUU /IJ151 BbISIB-
JIEHUS U paccieZJ0BaHUs CJIydaeB He3aKOHHBIX J0X0/10B, CBsi3aHHbIX ¢ KM. [Ipu Heko-
TOPBIX BUAAX MOLIEHHUYECTBA, TaKUX Kak BEC-MomeHHN4YecTBO U QUILIMHT, KEPTBBI
0OBbIYHO OTHOCUTEJIBHO OBICTPO 0O6HAPYKUBAIOT, YTO UX 06MaHYJ/IHM (Hanpumep, Korjaa
VX 3aKOHHbIA KOHTPAreHT HAYMHAeT TPebGoBaTh MPOMNYIleHHbIX IIaTexeH ). B Apyrux
BUjax KM, Takux Kak MOIIEHHUYECTBO C MHBECTUIUSMU, JIIO60BHOE MOIIIEHHUYECTBO
WM QUILMHT, )KePTBBI MOTYT MOHSATh, YTO UX 0OMaHYJIH, TOJbKO CIYCTS HEKOTOpOE
BpeMsl.

50. CBoeBpeMeHHOe obpallleHue NOTepleBLIMX BaXKHO JJisl ONEepPaTUBHOIO NPUHATHUSA
KOMIIETEHTHBIMU OpPTaHaMM Mep MO OTCJIeXKMBAHUIO HE3aKOHHBIX JJOXOJ0B U MOXET
MOBBICUTb BEPOATHOCTb YCHELIHbIX Pe3y/JbTaTOB NIPAaBONPUMEHUTENBHON JeATe b-
HocTu. [loTepneBlIre MOTyT cO061LIATh O NpeANoJaraeMblXx NPecTyNJeHUsAX B IPaBo-
OXpaHUTeJIbHble OPTaHbl, B TOM YUCJIE B Cllelha/IbHbIe T0pa3/e/ieHrs, 3aHMMalo -
ecsl Co06IIeHUsAMU 0 MolleHHU4ecTBe. KpoMe Toro, mocTpazaslirde MOTyT YBeJOMUTD
cBOW pUHAHCOBbIe yUpex/JeHus], IpoBaiepoB niaTtexel v [IYBA o npeanosiaraeMbix
MOLIEHHUYECKHUX ONlepalUsxX [0 UX cYeTaM. B Apyrux prUcAUKLIHUAX OTMeYaeTcs, YTO
MOTepIeBLIMe MOTYT 06palliaThCsl HE B IPABOOXPAaHUTEJIbHbIE OPTaHbl, a B OpraHbl 0
3alllUTe NpaB NoTpebuTes el PUHAHCOBBIX YCIYT.

51. BMecTe ¢ TeM epTBbI HepeJiko He coobiaoT o KM, oco6eHHO B ciay4yasx He3Hauu-
TeJIbHOTO ylep6a. B coueTaHuU ¢ SMOIMOHAIbHBIMU GaKTOpaMH, BKJIKOYasA CMyle-
HUE WJIM CTPAX, }KePTBbI MOTYT NPUHSTH pellleHHe He 3asBJSTh O CyIUBIIEMCS.

%% Bosiee oipo6Hyt0 HHbOPMAIIHIO 0 TOM, KaK [IOP 1 MpaBooXpaHUTeJbHbIE MOTYT HCIIOIb30BaTh UGPOBYIO TPaHCHOPMAIUIO IS
addexTUBHOrO aHanu3a U pacciaeoBanus B chepe [10/1/DT, cm. B 3aKpbIThIX 0TYeTax 10 LUdpoBoi TpaHchopmauuu [10/1/PT
JU/IS1 OTIEPAaTHUBHBIX opraHoB: ['pynmna «3rMoHT» — PAT® (oxTa6ps 2021 T.) «BbIABIEHNE TOAO3PUTENBHOH [IeATeNBHOCTH U aHa-
13 GUHAHCOBOM pa3BebiBaTesibHOM HHPopManuu (Pasa 1)» u PATD (mait 2022 r.) «[IpaBooxXpaHUTeEIbHbIE OPraHbl U 0OMeH
uHdpopmanuei (Paza 2)».
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52. B kauecTBe nepe/j0BOM IPaKTHKH, HallpaBJIeHHOH Ha yBeJIMYeHHe KOJIMYeCcTBa COOOIIeHUI
OT NOTePIEBILINX, B HEKOTOPbIX OPUCAUKIMAX CO3/IaHbI ClleljMa/bHble JIaTPOPMbI, 103BO-
JISIIOIMeE TIOTepIeBIIUM coobiiaTh 0 KM, BkiItovast oH/alH-opTasbl. Takue maaTdopMbl
MOI'yT 06eCIIeYUThb CTPYKTYPUPOBAHHBIN popMaT OTYETHOCTH JJisI CTaHAAPTU3aLUH c60-
pa JJaHHBIX, YTO 00JIerdyaeT KJIaCTepHbINA aHa/IN3 COOOLIEHUH KepPTB U IOMOTaeT BbISIBUTD
KPHMMHHAJIbHBIE TEHAEHLIMY K 3aKOHOMEPHOCTH. [1/1aTHOpPMBI TaKKe MOTYT COAEPaTh IO-
Jie3Hble pecypchbl 1o npoduakTrke KM 1 0kazaHUIO TOMOLM TOCTPa/IaBLIKM.

BctaBka 21. Action Fraud B Besiuko6puTanuu

Action Fraud - aTo HanuoHasbHBIA 1eHTP CoenuHeHHOro KopoJsieBcTBa mo 6opb6e C
MOILEHHUYeCTBOM U KMbOeprnpecTynjeHussMU. OH fABJIsIeTCS OCHOBHBIM KOOPAWHALMOH-
HBbIM IIYHKTOM I10 BOIIpOCaM MOLIEHHHWYeCTBA U UHTepPHET-NpeCcTyIJieHHH Ha GUHaHCOo-
BOW OCHOBE U YIIpaBJisieTCs NOJUIMeH ToOHA0HCKOro CUTH coBMeCcTHO ¢ HaljoHaIbHBIM
6ropo no 6opbbe c MomeHHU4YecTBoM (National Fraud Intelligence Bureau, NFIB). Ha
cadTe Action Fraud npesacTaBJieHbl pa3/iMuHble MHPOPMaLMOHHbIE PECYPChI 10 IPeOT-
BpallleHUIO IPECTYIJIEHHWH, @ TaKKe 10 3aliMTe U NOAJEPKKE OTePIEBLIUX.

Action Fraud Takxxe ynpaBJisieT KPYIJIOCYyTOYHBIM OHJIAWH-NIOPTAJIOM COOOLIEHUHN JJis
»kepTB. CoobueHuss o MmouieHHU4ecTBe Action Fraud nmepepatorcss B NFIB, koTopbiit
NPOBOJUT OLlEHKY U aHa/IM3 B pa3/IMYHbIX pPErMOoHaX CTPaHBI C LIeJIbI0 BbIABJIEHUS KO-
HeYHbIX MPECTYNHUKOB. /lajee 3T COOOLIeHUs HANpPaBJSAKTCA B COOTBETCTBYIOIHE
MeCTHble NOoJIMLeNCcKue opraHbl BeqnkobpuTaHuu AJisl IPOBeAEHUsl paccjel0BaHUS.
NFIB Takxe ucno/ib3yeT NoA00OHbIe COOOLIEeHNS AJis BbisIBJeHUS] OaHKOBCKUX CYETOB,
Be6-CaliTOB U TesiepOHHBIX HOMEPOB, UCIOJIb3yeMbIX MOIIEHHUKAMMHU.

HUcTouHuk: Beanko6puTanus

CoobuwjeHus o Nodo3pumernbHbIX onepayusax

53. C yyeTOM BepOSITHOCTU COKpPbITUSI HHPopManuu kepTBamMu CIIO ABASIOTCSA BaXKHbIM
HEe3aBHUCUMbIM UCTOYHUKOM BbISIBJIEHUS] GUHAHCOBBIX IOTOKOB, CBSI3aHHBIX ¢ KM.

54. CornacHo JjaHHBIM, osiy4eHHBIM OT [1PP, 6osbmuHcTBO CI10, cBsizanHbIX ¢ KM, 6b1710
10/1aHO 6aHKOBCKUM CeKTOpPOM. TeM He MeHee OGaHKaM CJieAyeT NPOJ0/KaTh YKPEMJIATh
CBOW BO3MOXXHOCTHU 10 BbisiBaeHUI0 KM u cBsg3aHHoT0 ¢ HUM O/], MOCKOJIbKY CUH/IUKA-
Tbl KM NOCTOSIHHO COBEPIIIEHCTBYIOT CBOM MeTO/ibl paboThl. JJaHHbIE TaKXKe MO0Ka3aJly,
YTO YCJIYTHU NepeBoja aeHer wiu HeHHocTer (YII/L) u [IYBA noxaroT menbie CIIO.
[locsiefHee MOXKeT GbITh CBSI3aHO C TEM, UTO B HEKOTOPBIX OPUCAUKLUAX ceKTop [ITYBA
He MOJIHOCTBIO PETYIUPYETCs B COOTBETCTBUHM €O cTaHapTaMu GATP?,

55. BaxkHo o6ecneunTh cBoeBpeMeHHbIH aHanus CIIO, cBsizaHHbIX ¢ KM, yuyuThiBas BO3-
MOXKHOe pacnblienue 10xo0B oT KM. Hekotopeie [IOP npumMeHSIOT cucTEMY PHUOPH-
TeTOB /IJIs1 OTCeMBaHHUs 60JiblIoro koandectsa CIIO U cocpefoTOueHUS BHUMaHUA Ha
CIIO c noBbILIEHHBIM PUCKOM, K KOTOPBbIM oTHOCATCA U CIIO, cBa3anHble ¢ KM. [Ipyrue
NpOBOJSAT 06ydyeHHe cOTPYAHUKOB cBoux [IPP no puckam O/I, orHocsiuuMces k KM, uto
N03BOJISIET UM OTOUPATh U KiaccubunmpoBaTh nocrynatouiye CI10, ces3anHble ¢ KM.
Bce 3Tu Mephbl c1oco6CTBYIOT cBOeBpeMeHHOMY aHasu3y [1PP, no3BoJisist npaBooXpaHu-
TeJIbHBIM OpraHaM OlepaTUBHO pearupoBaTh Ha MHLIIUEHTHI, oTHocALrecd K KM.

1 Cm. Taxoke AT (uioHb 2023 I.) «BUPTYaibHbIE AKTUBDL: lleJIeBoe 0GHOBJIEHHe 110 BHeIPeHUI0 cTaHaapToB PATD B oTHOmeHUH
BUPTYaJIbHBIX aKTUBOB U IPOBAK/IEPOB YCJIYT BUPTYAJIbHBIX aKTHBOBY.
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BcraBka 22. PacctaHoBKa npuopuTeToB M Kiacrepusanus CI10, cBazaHHbIX ¢ KM

B nepuog ¢ 2021 no 2022 rr. B [I®P Yunu noctynuio 6osee 1500 CIIO, cBsI3aHHBIX €O
CXeMOM MOIIEeHHHWYecTBa Ha TOProOBBbIX OHJIAWH-NJIOIAAKaX. [ 06pabOTKA TaKOro
o6bema [IOP Yuau npuMeHUI0 METO/IbI KJACTePU3alMU AJis aHaiu3a, U B aTux CIIO
OblJIM 0OHAPY>KEeHBI ONpe/ieleHHble 3aKOHOMEPHOCTH.

[IOP npuMeHNUI0 UHCTPYMEHT UHTEJJIEKTYaJIbHOI0 aHa/l3a TEKCTA, UCMO0JIb3ysl 06Hapy-
»KEHHbIe KJ/II0YeBble CJI0Ba U U3BeCTHbIe ¢ppasbl. BriocseAcTBUY OblM BbISIBJIEHbI reorpa-
dryeckue KJacTepbl, YTO NO3BOJIUJIO LieJleHallpaBJIeHHO U B COBOKYITHOCTH IlepesaTh Jesa
B NIPOKypaTypy. biiarofaps k/jiactepr3alyu c/leACTBUIO y4aJ0Ch YCTAHOBUTD, YTO JeHEeX-
Hble CpeJiCTBA BIOCJEACTBUN ObLIM CHATHI Yepe3 6aHKOMAaThl U NepesaHbl 1LY, 3aHUMa-
ol1eMy 60J/1ee BBICOKMN epapXUyeCcKU YpOBEHb B OPraHM30BaHHOW IIPECTYIHOMW TPYIIIIE.

Uctounuk: Yuam

56. [ToMuMMO BbISIBJIEHHS], WOPUCAUKINMN TAKKE CTPEMSITCS MOBBICUTh OCBEJOMJIEHHOCTb U
YAYYIIUTD AaJbHENIYI0 OTYeTHOCTb. MHOTHE IOPUCAUKIIMU BbIYCTHUIU Te WU HMHbIE
pykoBojicTBa o KM un mpoBesiv ob6y4aroliye ceMUHaphI JIJis1 COTPYIHUKOB GaHKOB U
JIPYTHUX CEKTOPOB, YTOObI MOBbICUTh UHPOPMUPOBAHHOCTDb BCEM OTPAC/M O MOCAESHUX
TeHJIeHUUAX, cBA3aHHbIX ¢ KM, u Tunosorusx O/l. B [Ipunoxenuu A npe/icTaBJieH nepe-
YeHb PUCK-UHAUKATOPOB, KOTOpPble MOTYT OBITH HCIOJIb30BaHbI JJisl BbIsBJIeHUsA KM.
[IOP npyrux 0pUCAUKIUK pa3paboTaiyd CTpaTernyeckue aHIMTUYeCKHe JOKYMEHTbI
no KM. llesibio JaHHBIX MHUIUATUB SIBJISIETCS MOBbIlIeHUE 3PGEKTUBHOCTH BbISIBJEHUS
Y NIpeJIoTBpallleHus1 pecTyIieHuH, cBsa3aHHbIx ¢ KM u O/, coTpyaHuKaMy 6aHKOB, Ha-
XOASAUMMUCS «HA TIEPEJ0OBOU JIMHUW», U T [I.

BcraBka 23. CrpaTernyeckuil aHa/Iu3 MyJIOB, CBA3aHHBIX ¢ KM

CtpaTteruueckuil aHanus, npoBeeHHbld [IOP Wcnanuy, 6611 HanpaBJieH HA U3yYeHUEe
BbISIBJIEHHOTO PO UIIS JleHEXHbIX MyJ0B: 6aHKOBCKUE CYeTa, OTKPbIThIe OJHUM GU3U-
YeCcKUM JIMIOM B Tpex U 6oJiee PUHAHCOBBIX yupex/JjeHUusax B TeueHue 20 fHed. Ha oc-
HOBe HHpOpPMaINH, TOJTYYeHHOH B Iepuo/ ¢ Aekadbps 2020 mo ¢peBpasb 2022 rr. u3 Pee-
cTpa 6aHKOBCKUX cueToB (BAR), 66110 06HapykeHO 0k0J10 40 ThIC. APYTUX 6AHKOBCKUX
CYEeTOB, CBA3aHHBIX € NpuMepHO 10 Thic. pusnyeckux sul. 15% BbIsBJIEHHBIX HAHKOB-
CKHX CYETOB MUMeJIM COBNajieHus B 6a3ax JaHHbIX [IOP Ucnanuu. [laHHble cyeTa ObLIU
OTHECEHBI K BbICOKOPHUCKOBBIM, U COBMECTHO C YeThbIpbMsl GUHAHCOBBIMU YUpEXKJeHHUS-
MU ObIJIO HAYaTO MUJIOTHOE UCC/IEeJ0BaHUE, HAllPaBJIEHHOE Ha yriy6JieHe TOHMMaHHUs
npoduis pucKa Ha OCHOBE 3TUX CUETOB.

[lesibI0 MUJIOTHOTO MPOEKTa 6610 TpecedyeHre KM U pyrux BO3MOXKHBIX C/IyYaeB MOIIIEH-
HUYEeCTBA, a TaKXKe YKpeIlJieHue B3auMOJIEMCTBUS € YaCTHbIM ceKTopoM. Kpome Toro, nu-
JIOTHBIH MPOEKT ObLJI HAMpaBJieH Ha MOBbIIIEHHE CITIOCOGHOCTH GUHAHCOBBIX YIPEKIEHUN
06Hapy>XUBaTh NPOOEBbI B CBOUX CUCTEMAX U MOJIyYaTh AOMOJHUTEABbHYI0 HHPOPMALIUIO O
KM p/151 BIsIBJIEHUS M IpeOTBPaleHUs JalbHENIINX IPECTYIJIEHUN. B KOHEYHOM HTOTe
pe3y/IbTaTOM MUJIOTHOIO MPOEKTa CTAJI0 BHEJ[PEHHE CUCTEMBI MEPEKPECTHOTO KOHTPOJISA
c ucnosb3zoBaHrueM BAR f1s1 npoakTuBHOrO BhisiBaeHUs ceTell O/], cBsizaHHBIX ¢ KM.

UcTounuk: Ucnanus
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4.2. KoopguHauusa u B3aMumopgeincTeme Ha HauMOHaIbHOM YPOBHe
KoopduHauyusa mexc0y KomnemeHmMHbIMU Op2aHamu

57. C yueTOoM KOMIJIEKCHOTO XapakTepa KM cyuiecTByeT HacTosiTe/IbHAas HEO6X0AUMOCTb
B CUJIbHOW KOOpAWHALUU JAeWCTBUHM Pa3/IMYHbIX BEJOMCTB. B HEKOTOPBIX IOPUCAUKLIU-
SIX KOOPJIMHALMA OCYLECTBJISETCS Ha OCHOBE 0011[eroCylapCTBEHHOI'0 CTPaTernyecKo-
ro MOAX0/ia, ONpee/AlLero NoJUTUKY opUucauknuu B obsactu KM. B aToMm ciydae
co3/,aeTcsi BCeoObeMJIIOIIUN MeXXPYHKLUOHA/IbHBIN OpraH, B COCTaB KOTOPOT'O BXOASAT
KJIF0OYeBble MUHUCTEPCTBA Cy/le6HOM, MPAaBOOXPaHUTENbHOMN, PETYAATUBHON U UHOO-
KOMMYHHUKaLMOHHOU cdep. KooparHALMOHHBIN MOAXOJ, MO3BOJISIET HOPUCAUKIHASIM
BBISIBJISITh KJIIOUEBbIE YSI3BUMOCTU M pa3pabaThiBaThb IMOCJ€/10BAaTe/NbHbIE OTBETHbIE
Mephbl B K/JII0YEeBbIX HAallpaBJIeHHUsIX.

58. B paMkax KoOp/lMHALlMK BHYTPEHHEHN OlepaTHBHOU AesTEJbHOCTH [IJIsl OBBIIEHUS
3¢ PeKTUBHOCTH PACKPBITHS U PaCC/IeJOBAaHUSI MOTYT MPUBJIEKATHCI U TEXHUYECKHE
areHTCTBA, B YaCTHOCTHU:

e PasBuTHe KaHaJOB CBA3U Mexy [1OP, mosnued u npoKypaTypou /s obe-
CreyeHUs I[eHTPaJM30BAaHHOW OTYETHOCTH, YHOPSJOYeHHOT0 OoOMeHa HH-
dopmanued U JokasaTeJbHOU 6a30#, a Tak)Xe UHCTPYKIUSMH MO 3aMopa-
)KUBAaHUIO U apeCTy aKTHUBOB. JTO MOXET TAKXKe BKJOYATh UCHOJIb30BaHUE
ABTOMAaTHU3UPOBAHHOW COPTUPOBKM JAHHbBIX, IOMOTaIOIledl BBISABIATH BO3-
MOXHble GaKThbl, IpeCTaBAsALINEe UHTEPEC, U OBICTPO ONpe/iesIsiTb COOTBET-
CTBYIOIUN MPAaBOOXPAaHUTEJbHbIN OpraH [iJisl IPOBeJEHHUs paccje0BaHus.
Takass KoopAMHALUS TAKXKe MO3BOJSAET U36exaThb AyOGJUPOBAHUS YCHUIUU
NpPaBOOXPAHUTEJIbHBIX OPraHOB, MOCKOJbKY NPECTYNHHUKH, 3aHUMAIOIU-
ecs KM, MoryT HalenuBaTbCcsl Ha KEPTB B Pa3HbIX PErdMOHAX HOPUCAUKIUU
(cM. pasgen 4.3.1 Huxke).

e [IpuBJieyeHHEe TEXHUYECKUX IKCIIEPTOB MO KUOEPNPECTYIJIEHHUAM, B YaCTHOCTY,
10 CETEBBIM BTOPXKEHUSIM U JPYTUM IPECTYIJIEHUSM B chepe TEXHUUECKOW UH-
bpacTpyKTyphl, a TakKe OPraHoB IO 3all[UTe YAaCTHOU XU3HU. Takas mpakTHKa
OTpakaeT MHOTOrpaHHOCTb KM ¥ 3HaUMMOCTb UPPOBBIX KPUMHUHATUCTUIECKUX
JlaHHBIX (Takux Kak [P-ampeca, npeHTHGUKATOPDI, MPUBS3aHHbIE K UHTEPHET-/[0-
MeHaM, U T./I.) /s BblsiBeHUs1 cuHAMKaTOB KM U manbHelero pacciej0BaHus
cay4daeB O/.

BcraBka 24. 06beAUHEHHbIM KOOPAUHALMOHHDIN LEHTP M0 60pb6e C
KHGEpNPEeCTYIMHOCTbIO

QenepanbHasa nosaunuss ABctpanud (PIIA) BosriaBaser O6beJUHEHHBIH KOOPAU-
HallUOHHBIM IeHTp Mmo 6opbbe ¢ kubGepnpectynHocThlo (Joint Policing Cybercrime
Co-ordination Centre, JPC3). B coctaB JPC3 BXoAAT mpaBOOXpaHUTEJbHbIE OPraHbI
desepaniiu U MWITATOB, TOCYAAPCTBEHHbIe aHAJMUTHUKH, BKatodasgs AYCTPAK ([IPP Asc-
Tpa/iMU — NPHUM. 1lep.), U oTpac/jeBble NApTHepbl, HAIPUMep, aHAJUTUKH aBCTPaIUN-
CKUX 0aHKOB. JPC3:

e KoopauHupyeT AeWCTBUS MOJHUIUN ABCTpPaIMU MO 60pbOe C KUOGEpPIPEeCTYITHO-
CTbhI0, HAHOCSAIEW OO0JIbIION ylepb, C Iebl0 OKa3aHWS HAUOOJIbLIETO BO3JAEMU-
CTBUS Ha NMPECTYIHYIO CPEAY;
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o [loBbimaeT 3¢ PeKTUBHOCTb 0OMeHA Pa3BeAJaHHbIMHU U BbIPAGOTKHU LieJIeH MEX /Ty
noJsinied ABctpanuiickoro Cowsa, IITaTOB U TEPPUTOPHUH U OTPACIEBBIMU CTPYK-
TypaMy;

o KoopauHupyeT paboTy COBMECTHBIX LieJIEBBIX T'PYII C MOJUIUEN U OTPaACJIEBHI-
MU MapTHEpPAMU MO MPOTHUBOAEUCTBUIO NMEPBOOYEPESHBIM Yyrpo3aM KUbepIpe-
CTYMHOCTH;

e (O6ecrneyrBaeT HAIMOHAJBHYK KOOP/JWHAIIMI0 HAapallMBaHUS MOTEHIMAIA Yepes
MOBBIIIEHHE KBATMPHUKAI[UH, COBMECTHOE 00y4YeHHe U pa3paboTKy HHCTPYMEHTOB
JIJIsl COBMECTHOM paboThl;

e OOGecne4yrBaeT NOC/AeA0BATEIBHYI0 PeaM3alMI0 HallMOHATbHBIX Mep 1o npodu-
JIAKTHKe, TOBBIIIEHHI0 OCBEJOMJIEHHOCTH U UHGOPMUPOBAHUIO OTpaciel U 06-
1leCTBEHHOCTH.

B cocTtaB JPC3 BXOAUT cayk0a M0 Npeaynpex/aeHHI0 NPeCTyIJIeHUH, KoTopas paboTa-
€T C OTpacJeBbIMU U OOIECTBEHHBIMU OPraHU3alUsIMH B 06/1aCTH 60PbOBI C KUOEP-
npectynHocThlo. C 1jes1bio oka3aHus apdekTuBHOoU nogaepxkku JPC3 B AYCTPAK Tak:xe
MMeeTCs Tpynma 1no 60pboe ¢ pUHAHCOBBIMU KHUOGEPIPECTYIIEHUAMHU, KOTOPasi 3aHU-
MaeTcs TMpeJocTaBjieHueM GUHAHCOBOUW pa3BejbIBaTebHOW HMHOpMAIUU O KUOEp-
NPEeCTYIJIEHUSIX U KUbGep3aBUCUMBbIX MPECTYIJIEHUSX, CBA3aHHBIX C pUHAHCAMHU, B TOM
qyucsie 06 O/ oT KubepMOIIEeHHUYECTBA.

B sinBape 2020 r. ®I1A pazpaboTasa onepanuto «/J0J/10C», koTopas npe/CTaBAsIET CO60H
Bo3miaBsseMyto PIIA MexBeZJOMCTBEHHYIO 1eJIEBYIO TPYIIY*?, IPOTUBOAEHCTBYIOILYIO
TpPaHCHALLMOHAJIbHBIM KHOEPIPECTYNHUKAM, OCYILEeCTBJSIOLIAM HJIH CIIOCOOCTBYIOIUM
ocymiectBieHuto BEC. Onepauus «Z10JI0C» npoBOAUTCS Cpeay OTAENbHbIX aBCTPaJIUN-
IleB U MpeJCTaBUTEJNIEM MaJIOr0 U CpeJiHEro 6M3Heca, cTaBux KepTBamu BEC, u mpe-
CeKaeT MOTOKHU 0X0/10B, MOCTyNnauxX B ciHAuKaTbl BEC 1 3 Hux. C MOMeHTa Havyasia
onepanuu «/10JIOC» onmepaTUBHOU IPyNIION ObIJIM pa3paboTaHbl HOBbIE METO/IbI, MO-
3BOJISIIOIME CHU3UTD ylep6, HAHOCUMBbIN aBCTpaJuiLiaM U npeAnpusaTusaM. B nepuog,
¢ 1 nrona 2022 r. no 30 nrona 2023 r. onepanusa «/10J/I0C» nmo3Bosinaa npeJoTBPaTUTh
noTtepto 6osee 30,6 MJIH. aBCTPATUUCKHUX J0JJIAPOB }KepPTBAMHU M3 ABCTPaJINH U APYTUX
CTpaH 6Jiarofaps pa3pyuleHu0 GUHAHCOBOW ONEpPaLMOHHOW MOJeJd, UCIO0Jb3yeMOM
NpeCcTyMHUKAMHU.

HcTounuk: ABcTpanusa

OnepamueHoe NapmHepcmeo ¢ YaCMHbIM CEKMOpPOM

59. HOpHCAMKIMY TaKKe CTPEMSTCS COTPYAHUYATD C YaCTHBIM CEKTOPOM B paMKax rocyzap-
cTBeHHO-yacTHoro naptHepcTBa (['YII). Takoe Y11 MoXKeT crTOCOGCTBOBATH MOBBIIIEHUIO
3¢ EeKTUBHOCTH YCUJIMHI 110 0GHAPYKEHUIO, BBISIBJIEHHUIO CKPBITHIX ceTel O/ myTeMm 06-
MeHa TaKTU4YeCKOU nHPOopMaLvel v MOBbIIIEHHUI0 3)PEKTUBHOCTH ONlePATUBHBIX Mep IO
BO3BpaTy aKTHBOB.

2B cocTaB 1|e/IeBOil TPYNINbl BXOJAT MPEACTABUTENM MONMIMH PAsJMYHbIX IITATOB U TEPPUTOPHUH, Pa3Be/ibIBATeNbHBIX CIIYXKO
U cayx6 kubep6esonacHocTy, [IOP, a Takke npeacTaBuTe M GUHAHCOBOTO CEKTOPA.

© 2023 FATF/OECD, Interpol and Egmont Group of Financial Intelligence Units



HE3AKOHHBIE ®MUHAHCOBBIE [IOTOKW OT KUBEPMOILIEHHUYECTBA 137

BcraBka 25. HpOGKT: onepaTuBHbIEC IZ[(-}I‘/’ICTBI/IS{ o NpeAoTBpAIll€HUIO
MOII€EHHHU4YeCTBa

[1OP lllpu-J/lanku 3anyCTU/I0 IPOEKT NOJ Ha3BaHWeM «OnepaTUBHbIE 1eHCTBYA 10 TPeJOT-
BpallleHHUI0 MoleHHu4ecTBa» (Rapid Actions to Prevent Scams, RAPS), HanpaB/JIeHHBIH Ha
HeMe/lJIEHHOE MPUHSATHE MEP MOCJIe TOTO0, KaK XKepTBa coob11aeT 0 Bo3MoxxkHOM KM. Llesibio
NPOEKTA SIBJISIETCS MPECEYEHNE MOIIEHHUYECKUX AeUCTBUM B duHaHCOBOM cucteMe lllpu-
Jlanky, B ToM yncie KM, 61aromapsi oo6befuHeHuo ycuanui [IOP u coTpyJHUKOB KOMILIa-
€HC JilenapTaMeHTOB GUHAHCOBBIX YUPEXKIEHHUH, C TEM UTOObI ONIEPATUBHO BhISIBJISTh He3a-
KOHHBbIE OTIepaI[iy CO CYeTAMHU, UCII0JIb3yEMbIE MPECTYITHUKAMH U UX TOCOOHUKAMH.

MexaHM3M NpeAnoJiaraeT BblsiBJeHHMEe aHKET MOLIEHHUKOB Ha OCHOBE MOCTYNAILIMX Ka-
JIO6 OT HaceJIeHUs], U aHKETHbIE JaHHble TAKUX MOLIEHHUKOB MepeJaoTCs ClelualucTaM
[0 KOMIlJIaeHCy PUHAHCOBBIX YUpexaeHuH. Ha ocHoBaHMHU aToM nHbopManuu GUHAHCO-
Bble YUPEX/JeHHUs OTCIEXKUBAIOT JEWCTBHUS MO CYeTaM MOTEeHI[MaJbHBIX MOIIEHHUKOB U
npeANPUHUMAIOT COOTBETCTBYIOIHE AEHCTBUS 110 MPeCeYEHUI0 UCTI0JIb30BaHHUsl GUHAHCO-
BOM CHCTeMbI B IPECTYIHBIX 1eJisx. KpoMe Toro, uHGopMalus o MOlIeHHUKAX TepeiaeTcs
B nosinuuio llpu-JlaHKu A5 TpoBe/ieHMs pacc/eloBaHUN B OTHOLIEHUU JAHHbIX JIULL,

Uctounuk: lpu-Jlanka

60. B cBsi3u c 3aMeTHBIM pocToM 06beMOB KM u cBsizaHHOTO ¢ HUM pucka O/l MHoTHE
IOPUCAUKIIMU CO3/aJU CllellMalM3UpPOBaHHbIe [eHTPhl pearupoBaHus NPy NPaBOOX-
PaHUTEJIbHBIX WJIM PETYJASTOPHBIX OpraHax JJis akTUBU3alUuu 60pb6bl ¢ KM 1 moBbI-
1eHus1 MTHPOPMHUPOBAHHOCTH 061LeCTBEHHOCTH (CM. TakKe paszen 4.3.2. HUxe o cre-
[MaJIM3UPOBaHHBIX MO/pa3eneHusx o 6opbbe c KM). B kauecTBe M0JIOKUTENBHOTO
nprUMepa MOXKHO IPUBECTH COBMECTHOE pa3MellleHHe MpecTaBruTeel PUHAHCOBBIX
yupex/eHui u [IYBA B oZj06HBIX LIeHTPaxX pearnpoBaHUs, YTO 06ecredruBaeT AOCTYI
K GUHAHCOBBIM IaHHBIM B pEXKUMe PeabHOTO BpEMEHU U OTC/AeXKUBaHUE PA3JIUYHBIX
$UHaAHCOBBIX OpPraHU3allMil U CEKTOPOB, a TaKXKe pacIIUpsieT BO3MOXXHOCTH KOMIIe-
TEHTHBIX OPTaHOB I10 [TlepexBaTy U 3aMOPaXKUBaHUIO CPe/ICTB.

BcraBka 26. CoBMecCcTHOe pa3MelieHue 6aHKOBCKHUX CIYKaluX

B CaynoBckoii ApaBuu co3aH O6'beJUHEHHbIN ontepaTUBHbIN LeHTp (OPILL) f/151 6aHKOB.
B 3amaun OPI] BXOAUT OTC/IeXKMBAHUE U MOHUTOPUHT C/Iy4aeB GUHAHCOBOTO MOIIIEHHU-
4YecTBa, KOTOPbIM MOTYT MOJABEPTHYThHCS KJIUEHThl 6aHKA. O6'beITMHEHHBIA OTIepaTHUB-
HbIH LIEHTP 00'be/[UHSAET BCe OAHKU U CBSI3aHHbIE C HUMH (pUHAHCOBBIE YUpPEXK/EHUS
JIJ1s1 60PBHOBI C MOATBEPXKAEHHBIMU CIyYasiMU GUHAHCOBOTO MOIIIEHHUYECTBA.

OPI] pasmemaeTcs B 6aHkax CayZ0BCKOM ApaBUU, YTO NMO3BOJISIET 06 bEJUHUTD YCUITUS
JL1s1 o6ecredeHUs1 CTabUIbHOCTH 6aHKOBCKOro cektopa. OPLl pa6oTaeT B Kpyr/ji0cyTou-
HOM peXHMe U MPU3BaH 06eCcnedyuThb ObICTPOe U 3 PEKTUBHOE COTPYAHUYECTBO U UH-
Terpayuio Mexzay BceMu 6aHkaMu Cayz0oBckoi ApaBUM, YTOOBI CZlep>KaTh pacnpocTpa-
HeHUe Cc/y4yaeB MOLIEeHHUYeCTBa, a TAKXKe OllepaTUBHO pearupoBaTh Ha OCTYyNaloLiMe
»KaJsiob M, 10 BO3MOXXHOCTH, IPUHUMATh He3aMeJIUTeJbHble MephI 110 NpeJoTBpalle-
HUIO IPOTUBOIPABHBIX JeHCTBUU.

Uctouynuk: CayzoBckasa ApaBusa
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61. KpoMme Toro, Takve nmapTHEPCTBA SIBJSIOTCS M0J1e3HOU m1aTGopmMoit AJ1s1 o6MeHa Ie-
P€elOBBIM ONBITOM, OGIMMH THUIIOJIOTUSIMH U COBMECTHOM pa3paboOTKU peKoOMeHaye-
MBIX Mep 10 IpeceYyeHHI0 He3aKOHHOM [1eATe/IbHOCTH.

BcraBka 27. locyaapCcTBEeHHO-4aCcTHOe NapTHepcTBO EBponosia B 06/1acTu
¢uHaHCOBOM pa3BeaKu

['ocymapcTBeHHO-4acTHOe nmapTHepcTBO EBpomnosia B 06/1acTH GUHAHCOBOM pa3BelKU
(EFIPPP) siBnsieTcs mepBbIM TpPaHCHAIMOHAJIbHBIM TOCYAApPCTBEHHO-YAaCTHbIM Mexa-
HU3MOM o6MeHa uHbopmanued B o6saactu [10/]/DPT. EFIPPP o6beauHsieT mpaBooxpa-
HUTeJIbHble opraHbl, [IOP u yacTHble cTPYKTyphl B pa3jndHbix cTpaHax EC u 3a ero
npezesaMu.

Pa6ouas rpymnna mno yrpo3am u TunoJiorusiMm B pamkax EFIPPP uMmeeT cnenuaibHble Ha-
npaBJieHUs1 paboThl MO Pa3/IMYHBIM BOMpocaM, CBsi3aHHBIM ¢ KM U uX MexaHHM3MaMU
JleATeJbHOCTH, BKkato4yasd BEC, MHBeCTULIMOHHOe MOUIEHHUYECTBO, CYeTa MYJIOB, BUP-
TyasbHble IBAN 1 kpuntoakTuBbl. XoT4 1esblo EFIPPP aBiseTca co3ganue crpareru-
YeCKUX THUIOJOTUYECKUX OTYETOB, OHO TaKXKe CAYKUT MAaTGopMoul AJist 06CyKAeHUs
BOIIPOCOB COJIEMCTBUSA ONEPATUBHOMY COTPYAHUYECTBY MEX/1Y €r0 YJIeHaMHU.

Hctounuk: EBpomnon

62. CoctaB ydactHukoB [YIl MoxeT O6bITb pa3/iMyHbIM. MHOTHE HOPUCAUKLHUU I0-
NpeXHEMY OPHEHTHUpPOBaHbl Ha TpPaJULMOHHbIE 3aWHTEPEeCOBAaHHblE CTOPOHBI
(B yacTHOCTH, 6aHKU U Apyryve GUHAHCOBBIE YUPEXKAEHUS), OAHAKO BCe Yallle B HUX
yuyactBytoT YH®IIII, [ITYBA u apyrve HeTpaJULMOHHbIE CeKTOpa (HampuMmep, onepa-
TOPBI TeJIEKOMMYHUKAI[MOHHOTO 6U3Heca U MHTepHeT-NpoBaiiiepnbl). KOHKpeTHBIN
COCTaB 3aBMCHUT OT 1esiel u 3aga4y ['YI1.

BcraBka 28. CoTpyAHN4Y€eCTBO C TeJIEKOMMYHHMKAIMOHHBIM CEKTOPOM

B nocsesHue rogbl B Kutae npozgosnkaeTcss HapalllBaHUe yCUJINH 110 60pb6e ¢ MOILeHHU-
YeCTBOM B TeJIEKOMMYHUKAI[MOHHBIX CETAX U €r0 peryJnupoBaHuio, U 1 nekabps 2022 r.
6611 0QUIHMATbHO BBelieH B AeicTBUe «3akoH KHP o 6oprbe ¢ MOIIEHHHYECTBOM B
TeJIEKOMMYHHUKAIUOHHBIX CETSX», KOTOPbIA 06ecrneyus HaJleXKHble FapaHTHH BepXO-
BEHCTBA 3aKOHA [JI1 IPOTUBOJAENCTBUS U NPeJOTBPAlleHUsl IPECTYNHON AesaTeJbHO-
CTU MOLIEHHUKOB B Te€JIEKOMMYHHUKALMOHHBIX CETAX, U COOTBETCTBYIOLIME NPEeCTyIHbIE
JlelcTBUSA 6b1M 3P GEKTUBHO NMPECEYEHBI.

3aKOH 00'beIMHAET YCUJIUS FOCYAapPCTBEHHBIX OPraHOB (BKJII0Yash MPAaBOOXPAHUTEIb-
Hble, pUHAHCOBbIE, TEJIEKOMMYHUKALMOHHbIE U UHTEPHET-UHGOPMaLlMOHHbIE OPTaHbl),
a Tak»ke GUHAHCOBBIX yUpexJeHH M (6aHKOB U HeOAHKOBCKUX IPOBaW/IepOB MJIaTEXHbIX
yCJIyT), ONEPATOPOB TEJEKOMMYHUKALMOHHOTO 6U3HECA U UHTEPHET-NIPOBANEPOB /115
CO3/IaHMsI CUCTEMbI paHHErO MpeAynpex/JjeHus U NpoTUBoAencTBUs. [JaHHas cucTeMa
M03BOJISIET BBISIBJASATH NOTEHIIMATbHBIX XKEPTB 3a CUET CBOEBPEMEHHOTO MpeAynpexae-
HUS, YTO JjaeT BO3MOXXHOCTb IPUHATbL COOTBETCTBYIOLIME U OllepaTUBHbIE MePhI N0 UX
npeJ0TBpalleHUIO0.
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QOuHAHCOBBIE YUPEKEHUs TAKXKE MOTYT HCIOJb30BAaTh 3TY CUCTEMY HPU OTKPBITUH
0aHKOBCKHUX W IJIATEXHBIX CYETOB, a TaKXKe IMPU OKa3aHUH IJIAaTEXHO-PAaCYETHBIX yC-
JiyT. CUcTeMa HCIO0JIb3YeTCs AJisl MOBbIIIEHUS 3G PEKTUBHOCTH IPOLIECCOB HaJJIeXKallen
MPOBEPKHU KJUEHTOB U N03BoJiseT OY MpUHHUMATh MepPhl M0 CHUKEHUIO PUCKOB, YTOObI
Mpe/l0OTBPAaTUTh UCNOJIb30BaHUE 6AHKOBCKHUX, JIATEXKHBIX U T.Il. CYETOB /1JIsl MOLIEHHU-
YeCKUX JEeNCTBUH.

Hctounuk: Kutai

4.3. None3Hble BHYTPEHHME CTpaTerum NpaBonpmumeHeHus

63. B naHHOM pa3zzie/ie pacCMaTPUBAIOTCsS HEKOTOpbIEe MPUMEPHI YCIEIHONW NMPAaKTUKH U
10JIe3Hble CTPATETHH MPABONPUMEHEHHUS, UCIIOJIb3yeMble IOPUCAUKIIUAMU. B 1jesioM
3TU CTPATErUU MO3BOJISIOT UCII0JIb30BAaTh UCTOYHUKH MHPOPMAI[UH, PACCMOTPEHHbBIE
paHee B pazjese 4.1, c ueabio 60Jiee 3¢PEeKTUBHOTO BhISIBJIEHUS, PACCAeJ0BAHUS U
npegoTtBpaileHus KM u cesgzanHoro ¢ Hum O/.

64. JlaHHbI€e M0JIe3HbIE CTPATErNU NPABONPUMEHEHMS, KaK IPABUJIO, MPEAI0JIaralT y4a-
CTHe MHOXEeCTBa BEJIOMCTB M OpraHU3ali 4aCTHOTO CeKTopa. TakuM o6pasom, s
peasu3aluu 3TUX CTPATErMi, Kak MpaBUJo, TpebyeTcs YyeTKass KOOPAUHALUS U CO-
TPYAHWYECTBO Ha HallMOHAJbHOM YpOBHe (CM. pa3fes 4.2 Bbllle).

Hadnemabuee pasepaHu4yeHue omeemcmeeHHocmu

65. 3a mocsiefHYE HECKOJIBKO JIET MHOTHE PHUCAUKIIUN COOOIAIU 00 YBEJTUYEHUH CYyM-
MBI yiep6a U 06bema JieJ1, CBsizaHHbIX ¢ KM. X0Tsl HEKOTOpbIe OT/Ie/IbHbIE JieJla MOTY T
OBITh CBSI3aHbI C HEGOJIBIIMMHU MOTEPSIMH, 00bEM TaKHUX adep 03HA4YaET, UYTO 06IIast
CyMMa MPeCTYMHbIX J0X0J0B, HAKOIJIEHHBIX KaX/JbIM CHHAMKATOM, MOTEHIMAJIbHO
BeJIMKaA.

66. HeckoJIbKO IOPUCAMKIIMU yKa3aJu, YTO 60JbIION 06 beM coobuieHnit 0 KM yka3bi-
BaeT Ha HeOOGXOJMMOCTh pa3rpaHUYEHHUs] OTBETCTBEHHOCTH 3a paccje/loBaHHUE.
Kak mokasbiBaeT MOJIOXKHUTeJbHAsA MPAKTHUKA, B WPUCAUKIUAX, TJe pPa3JUUHbIE
BeJIOMCTBA 10 60pb6e C MOLIEHHUYECTBOM HJIM KUOEpNpecTyNHOCTbIO OCyLLecT-
BJISIIOT HA/I30p 3a AieslaMHu, cBsizaHHbIMU ¢ KM, cTpeMsaTCs onpeie/IuTh KOMIIETEHT-
HbIJ OpPraH WUJKU OpraHbl, KOTOpble OYAYT 3aHUMAThCS JAHHBIMU JleJlaMU. B apyrux
IOPUCAUKLUSAX ObIJI0O TPUHATO 3aKOHOJATEJbCTBO, HANIPABJIEHHOEe HAa 00'beJuHe-
HUE CJIOXKHBIX PAccael0BaHUN, B KOTOPBIX yYaCTBYIOT HECKOJIBKO KePTB OJJHOTO U
TOTO K€ CUH/IMKATa, TAKUM 06pa3oM, YTO6BI HA/[30p 3a BCEM paccie/l0BAaHUEM OCY-
11eCTBJISIJI OLMH KOMIETEHTHBIM OpraH. 3TH UHULUATHUBBI MO3BOJISIOT U36eXKaThb
Nly6JIMPOBAHUS YCUJIUNA PA3/JIMYHBIX KOMIETEHTHBIX OPraHOB U NpPeZOTBPATHUTH
«"BbIMasieHUe" e U3 MoJisl 3peHHUsI», a TaK)Ke YIYUThIBATh TPaHCHAI[MOHAJTbHBIN
XapakKTep JaHHOTO NPeCTyIJIeHHUS.

© 2023 FATF/OECD, Interpol and Egmont Group of Financial Intelligence Units



40| HE3AKOHHBIE ®UHAHCOBBIE [IOTOKN OT KUBEPMOUIEHHUYECTBA

BcraBka 29. Hcnosib30BaHUE TEXHOJIOTHH /ISl pa3rpaHUYeHus
OTBETCTBEHHOCTH 3a pacc/ieiloBaHue

B cenTsi6pe 2022 r. nosmvnus [oHkoHra co3aasa LleHTp 06paboTKH U aHa/In3a 3JIEKTPOH-
HbIX npecTymieHud (e-Hub) c nenpto noBeieHUs: 3¢ PEKTUBHOCTH PabOThI € COOGIIIe-
HUSIMU O TEXHOJOTUYECKHUX NPECTYIJIEHUAX U 06MaHe. LleHTp e-Hub ncnosab3yet ycoBep-
[IIEHCTBOBAHHYI0 KOMIIbIOTEPHYI0 CUCTEMY J1Jisl IPOBEEHUs KOPPEJIAIMOHHOT0 aHa/n3a
pacnpocTpaHeHHbIX BUI0B KHO6EPMOIIIEHHUYECTBA U BBISIBJIEHUS KJIACTEPOB JleJl.

B 2022 r. KOJIMYeCTBO cJy4aeB 0OMaHa yBeJU4Yna0Cch Ha 45,1% v coctaBuio 27 923, 4To
paBHsieTcs nouTu 40% oT ob6uiero yuciaa npectymiaeHu. [loutu 80% caydaeB o6MaHa
6b11K cBsi3aHbl ¢ KM. Bce 6ouiblie sirogeit coobimatoT o KM yepe3s UHTepHET, U MHOTHeE
3JIEKTPOHHBIE COOBIeHNsI 0Ka3bIBAKTCS CBSI3aHHBIMU MeXy COO0U, HanpuMep, yepes
OJIHy W Ty e NpecTynHyw rpynny. Koppeaupytouiye fesa nepefarwTcs B OJHY CleJ-
CTBEHHYIO IPyNIy JJ1s1 COBMECTHOTO pacc/e/JoBaHHUs, UTO MO3BOJISIET JIy4dllle KOOPAUHHU-
pOBaThb pecypchl.

Hcnonp3ysa anroputmsel Kiaactepusanuy, e-HUB MoxeT BbISAB/IATH 3aKOHOMEPHOCTH U
CXOJZICTBA B IaHHBIX, KOTOpPble MOT'YT OBITb He 0YEeBUHBI CPa3y, YTO NO3BOJISIET Iy0xKe
NOHATH MaclITabd U xapakTep fes. K HUM oTHOCATCA 061Me TUIIbI UCI0Ib3yeMbIX KPH-
MUHaJ/IbHBIX LUPPOBBIX UHCTPYMEHTOB U CUETOB JEHEKHBIX MYJIOB, @ TaKKe CIOCOODI
MJIAaHUPOBAHMUS, OCYLeCTBJIEHUs U COKpbITHA KM.

Uctounuk: l'onkoHr, Kutai

CneyuanoHole nodpasdeneHus no 6opsbe c KM u coomeemcmeayrowum Of

67.C uenabto ykpenseHus Bo3MmoxkHocted [10/l/PT B ycioBUAX MeHSIOUErocs KPUMU-
Ha/IbHOTO JlaHAadTa BO MHOTUX IOPUCAUKIMAX ObLIM CO3/aHbI CleliMalbHble O/-
pasjie/ieHUs WM 1ieJieBble IPyMIbl Mo paccaefoBanuio KM u cBsizaHnHoro ¢ Humu O/].
B faHHBIX HOPUCAUKLUAX BbIAEASIOTCA JONOJHUTENbHbIE PECYPChl HA paCIIMpPEHUE
BO3MOXKHOCTEH M0 MPOBe/leHNI0 GUHAHCOBBIX PacC/Ae0BaHUM, COOPY ONepaTUBHON
HHbOpMalMY, 00YYeHHUI0 COTPYJIHUKOB MPaBOOXPAaHUTEJIbHBIX OPTAaHOB M Hapallu-
BaHMIO MOTEHIMaJa YaCTHOTO ceKTopa. Takue IeHTpaJu30BaHHble Mo/ pas/eseHus
KOHCOJIUIUPYIOT OMNbIT PAaBOOXPAaHUTEJNbHBIX OPTaHOB B 60pbbe ¢ KM 1 no3Bo/fA0T
UM 3¢ deKTUBHee NpecekaThb onepalnuu ot KM, oTcieKuBaTh OTMbITbIe CPeICTBA U
BO3BpalllaTb COOTBETCTBYIOLUE [JOXO/bI.

68. OpUCAUKIUM OTMEYaloT, UTO Yy TAKOM CTPYKTYpPbl €CTb MHOXECTBO MPEUMYIECTB.
KoHconupauus Beex fe, cBsg3aHHbIX ¢ KM, B 0JHOM IpaBOOXpaHUTEJIbHOM IO pa3/e-
JIEHUH M03BOJISET MPOBOAUTH 60Jiee KaueCTBEHHbIN aHA/IU3, UCII0JIb30BaTh AaHAJIUTH-
Ky JAaHHbIX U aHAJIU3 CETEBbIX CBSI3EN /1Jis BbISIBJIEHUSI CUHAUKATOB. KpoMe TOro, 3To
nojipasjieJieHue MOXKeT CJAYKUTb eJUHbIM KOHTAKTHbIM LIEHTPOM /AJisl 3aUHTEepPeCco-
BaHHbIX CTOPOH M3 YACTHOT'O CEKTOPA M MHOCTPAHHBIX AaPTHEPOB, a B J0JITOCPOYHOU
NepcrneKTUBe CIOCOOCTBYET Pa3BUTHI0 CTPATErHyecKUxX OTHOIIeHUH. B pesynbraTe
noBblaeTcss 3pGEeKTUBHOCTh MeP, MPUHUMAEMbIX IPABOOXPAaHUTENbHBIMU OpraHa-
MM, TAKUX KaK OTKJIIOYeHHUe TeslepOHHBIX JUHUMY, yla/leHre TO03PUTE/bHBIX CeTe-
BBIX UMEH U PeKJIaMbl, a TAKXKe 00ecredrnBaeTcs1 60J1ee BBICOKMI MTOKa3aTes b BO3Bpa-
Ta aKTHBOB.
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BcraBka 30. HaioHa/IbHBINM LEeHTP pearupoBaHUA HA MOLLIEHHUYECTBO

HauuoHasibHBIN LIeHTp pearupoBaHus Ha MolieHHU4ecTBo (HL[PM) B Masaiisuu — 3To
MHOIOIJIAHOBBIA MeXaHHW3M peardpoBaHUs, OO0beJUHSIOLUN pas3/MyHble pecypchbl U
onbIT HanjoHaibHOTO LeHTpa Mo 60pb6e ¢ GHHAHCOBBIMU NpecTymaeHussMH, Koposies-
cko¥ nmosunuu Manaisuu (KIIM), LleHTpasbHOTO 6aHKA U JAPYTUX FOCYJAPCTBEHHBIX U
YaCTHBIX CTPYKTYP.

HIPM cayxuT neHTpoM c60pa MHGOpPMaL MU O MOIIEeHHUYeCTBe, NOCTyNnawlield U3 pas-
JINYHBIX UCTOYHUKOB, U UCII0JIb3yeT CeTEeBOW aHaJIN3 [JIs1 BbISIBJIEHUS CeTel MyJIOB U OT-
MbIBaHUs JleHer. YacTHble CTPYKTYpPBI, BK/I0O4asi GUHAHCOBbIE yUpPEXAeHNs, OTCIeXK1Ba-
I0T [lepeMellleHue CPeACTB C OAHOrO YPOBHS HAa APYTrOM U BIOC/JAEACTBUHU YAEPXKUBAIOT
cdyeta «Mys0B». KIIM npoBoguT fanbHelIlee pacciefjoBaHUe U MPUHMMaeT Mephl, Ha-
IIpUMep, BbIAeT OpZep Ha 3aMOpPaXKMBAHKUE CYETOB.

WcTouHuk: Manansus

PacwupeHrue docmyna K ¢puHaHcosoll uHgopmayuu

69. B cBsI3U C 60JIbIIMM 0O6bEMOM W ONEPATHBHOCTBIO JeJ, CBsA3aHHbIX ¢ KM, cBoeBpe-
MEeHHBIH A0CTyN K GUHAHCOBOUW M 6AaHKOBCKOW MHPOPMAIUU UMeEET pellialoliee 3Ha-
YyeHHUe /I YCKOPEeHUs pacciiejOBaHUs U OTcaeXuBaHus 40xo40B oT KM. Hekotopbie
IOPUCAUKIIMY IPUOETAOT K TEXHOJIOTUSIM, [T03BOJISIIOLMM OllePaTUBHO pearupoBaTh
Ha 6bICTpbIe NOTOKH A0x040B oT KM, 3a4acTyio BO B3aUMO/IEUCTBUM C YaCTHBIM CeK-
TOpOM. /lpyrue noJsiaraloTcsl Ha LieHTpaJibHble peecTpbl WM pa3pabaTbiBalOT 6a3bl
JQHHBIX JIJI1 ONTUMH3aLMKU [IpoLecca noucka nHpopManuu. Kak npasuiio, 3T nepe-
Jl0Bble METO/bl OCHOBAaHbI Ha CO3JjaHUH 1L1eHTPaJIN30BaHHOM M1aTPOpMbl, 00'beJUHS-
Iol1el pa3/IMYHble 3aMHTEpPeCOBaHHble CTOPOHBI JIJ151 yCKOpPeHUs1 UHOPMaLMOHHOI0
obMeHa.

e [lovck MHGOpMALUM C MOMOILLI TEXHOJIOTHI: 4YTOObl 06eCcnevYruThb Olle-
paTHBHOe NpejocTaBjleHUe (PUHAHCOBBIMHU YYPEXJEHUSIMHU He0OXOJUMOU
MHPOPMAIMKU MPABOOXPAHUTEJbHBIM C/Iy»K06aM, KOMIIETEHTHBIM OpPraHaM B
TOW WJIM UHOW IOPHUCAUKIUHU 1ieJieco06pa3Ho COracoBaTh 06/1acTH JaHHBIX,
KOTOpble MOTYT ObITh MCII0JIb30BaHbl IPY NPOBeJEHUN paccaeoBaHui. Ha-
npaBJieHHe Pa3/IMYHbIX 3allPOCOB, KaX/blH U3 KOTOPBIX TpebyeT UHAUBULY-
aJIbHOTO OTBETA OT COOTBETCTBYIOIET0 PUHAHCOBOTO YYPEXKAEHUS, MOXKET
OTHUMAaThb y 4YaCTHOrO CEKTOPa MHOr0 BpeMeHH. B kKauecTBe MOJIOKHUTEJb-
HOTO OMNbITA NPAaBOOXPAaHUTeEJbHbIE OPraHbl HEKOTOPBIX CTPaH pa3paboTasiu
CTAaHJApPTHBIA WA6J0H, BK/AOYAIOIUKA 3apaHee COIJIaCOBAaHHbIE MOJIS JAaH-
HBIX, 3allpallliBaeMble UMH Y GUHAHCOBBIX YUpexXJAeHUH. B fanbHeleM 3a-
IpOChl MOTYT arperupoBaThbCsl, pacchblIaTbCsl GUHAHCOBBIM yuUpeXJeHUSIM
NapTUSAMHU U UMeTb MallMHouuTaeMylo ¢popmy. Kpome Toro, puHaHCOBBIE
yupexJeHUus MOTYT NPeJO0CTaBJIATh IPAaBOOXPAHUTENbHBIM OPraHaM OTBETHI
Ha COOTBETCTBYIOIL[HME 3aPOCHl B [UPPOBOM BH/IE, UTO M03BOJISIET 6osiee 3d-
$eKTUBHO aHAIM3UPOBATh JAHHbIE.
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BcraBka 31. Ucnio1ib30BaHHEe pOGOTU3MPOBAHHOM aBTOMATHU3aLM U NIPOLLECCOB
JAJIs1 yCKOpEeHUs J0CTyna K (PUHAHCOBOM AOKYMEHTAL U, XPaHALLeNCcA
B (UHAHCOBBIX yUpPEKIEHUIX

CBoeBpeMEHHBIN JIOCTYyN K 6AHKOBCKOW U GUHAHCOBOW MHOpPMALUU MMEET pellaloliee
3HaveHue [ 3pEeKTUBHOrO MepexBaTa U BO3BpaTa aKTUBOB. CUHTAIyp UCIOJIb3yeT Po-
60THU3HMPOBAHHYI0 aBTOMaTH3aIHI0 npoljeccoB (RPA) auia mosiyyeHrs 6aHKOBCKOU HHGOP-
MallMM 32 MeHblllee BpeMsi, YeM 3TO TpeboBaioch paHee. Tenepb 3anpochbl HAPABJISIOTCS
B 6aHKH B 3JIEKTPOHHOM BH/IE 110 CTAHAAPTHOMY I1abJI0HY. BaHKM aBTOMaTHU3UPYIOT MPO-
1ecc nosiyueHust QUHAHCOBOM MHGOPMAIMU U 3aTEM OTIPABJISIOT €€ 06PATHO MPaBOOXpa-
HUTEJIbHOMY OpPTraHy B 3JIEKTPOHHOM BH/le. JJIEKTPOHHbIE JJaHHbIE TAKXKe MOTYT ObIThH He-
Me/JIJIEHHO MCI0JIb30BaHbI JIJIsl aHAJIM3a COOTBETCTBYIOIUM KOMIIETEHTHBIM OPTaHOM.

Biaromapsi aToMy npoueccy BpeMsi 06pabOTKH 3alpOCOB COKpPATUJIOCh Ha 97%, 4To
M03BOJIMJIO MOBBICUTH 3¢ PEeKTUBHOCTD pacciesoBaHuid. UHopManusa Tenepb npeso-
cTraBJiseTcs B udpoBoM popmarTe, roToBas K aHaau3sy. [l 6aHKOB 3Ta UHULMATUBA
NpUBeJa K 3HaUUTEJbHOMY CHHXKEHHIO 3aTpaT 3a CYeT 0OTKa3a OT PYYHOTO HUCIOJHEHUS
3anpocoB. Kpome Toro, 6;1aroziapsi aBTOMaTU3UPOBAHHbBIM MPOIeccaM B 6aHKax MOsSIBU-
JIaCcb BO3MOXKHOCTb MOMCKA JaHHbIX, KOTOPble MOTYT GbITh MCIOJb30BaHbl AJiS AaJb-
Hel1l1ero BbISIBJIEHUS CKPbITHIX ceTell O/,

HcTtouynuk: CuHramyp

e YrnpolieHHe OTC/JAeKMBaHUS aKTUBOB B pa3HbIX ®Y: npoBe/jeHHe CKBO3HBIX
TPaH3aKLUH U NlepeMelleHHe CIETOB MEX/AY HECKOJbKUMU GUHAHCOBBIMU Y-
pex/ieHUsIMU YBeJUUUBaeT 06beM paboThl NPABOOXPAHUTENbHBIX OPraHOB MO
OTCJIEXKMBAHUIO aKTHUBOB, IOCKOJIBKY TpebyeTcs BpeMs Ha c6op nHOpManuuy oT
COOTBETCTBYIOLIMX QUHAHCOBBIX YUPEX/AeHUH, IPOsICHEHUE BCeX yPOBHEH TpaH-
3aKIMH U ompejesieHHe NMPOUCXOXKAEHUS U KOHEYHOr0 Ha3HaueHUsl CPeJCTB.
9TO MOXET GbITb HEMPOCTO, YYUTHIBAsE CKOPOCTb MPOBeJEHUs onepanui. -
dbekTUBHAA MPaKTHUKa BKJIOYAET pa3paboTKy m1aTdopM, CIoCOOCTBYIOUIUX Obl-
CTPOMY OTCJIEXKUBAHUIO U 06MeHY UHOpMaLMell Mexay pa3inyHbIiMU OY nis
nepexBaTa HeE3aKOHHBIX /10X0/10B.

BcraBka 32. Cucrema y4yeTa U ynpaB/IeHUsI COOOLIEHUSIMU MPaXKJaH
o0 puHaHcoBoM ku6epmorieHHn4YecTse (CFCFRMS)

CFCFRMS — 3To0 oHJIallH-cuCTeMa, pa3paboTaHHass KoopiMHAIIMOHHBIM I[EHTPOM IO
60pbbe c kubepnpecTynHocTbio UHAMM [/151 onepaTUBHOr0 UHPOPMUpPOBAaHUSA 0 QU-
HAHCOBBIX KHOEpMOILIEeHHNYEeCTBAaX U MpPeAOTBPallleHUs NOTOKa J0X0Z0B OT MOLIEH-
HHUYeCcTBa B QUHAHCOBOM ceKTope. CUcTeMa 06beiMHU/IA IPABOOXPAHUTEbHBIE OP-
raHbel 1 GUHAHCOBBIE yUpexJeHUs N0 Bcel cTpaHe (6aHKH, KOLIeJbKH, IJIaTeXHbIe
arperaTopsl, IJlaTeXXHble JII03bl, 1J1aTGOPMBbI 3IEKTPOHHOW KOMMEpPLUHU U T.A.) A5
COBMECTHOM paboThl M NPUHSATHUSA HeMelJIeHHbIX Mep 110 KaJ106aM, NOCTYNUBLIMM Ha
CFCFRMS. B HacTos1iee BpeMsi K paboTe ¢ MOJIyJIEM MO/ KJIIOYEHBI BCE TOCYJapCTBEH-
Hble OpPraHbl BJACTH LITATOB U COIO3HBIX TEPPUTOPUH, a TakKe 243 PHUHAHCOBBIX V-
pexJeHusl.

© 2023 FATF/OECD, Interpol and Egmont Group of Financial Intelligence Units



HE3AKOHHBIE ®MHAHCOBBIE [IOTOKW OT KUBEPMOIIEHHUYECTBA 143

Kak To/1bKO >XepTBa cO061IaeT B KOMIIETEHTHBIX Oprad o ¢pakTe MOLIEHHUYECTBA, UH-
dopmanusa o 6eHeduUIIIape MONIEHHUYECKOW OlNepanyy 3alKChIBA€TCS U MepeaaeTcs
B cucteMy CFCFRMS B Buje TukeTa. JJaHHBIA TUKET Mepe/laeTCsl B COOTBETCTBYIOIEE
duHaHCOBOE yupex/eHue (6aHK, IJIaTeXKHbIN KOIIeJeK U T.J.), KOTOpOe BUAUT TUKET
Ha MaHeJu CBOel cucTeMbl. OpraHusanus NpoBepsieT, HAXOASATCH JIU MOIIEHHUYECKHE
JIEHbI'Y Ha CYETE, U MIEPEBOJUT Er0 B PEXKUM OXKUaHUs. EC/iu leHbru 6b11U BbIBE/€HbI
Ha CYeT JIPyroyd OpraHu3allMy, TO TUKET MepeaeTcs Ha CAeAYIIIUN YPOBEHb OpTaHU-
3anuu. [Ipoliecc moBTOpPsIeTCS /10 TEX MOP, MOKA JIeHbI'W He OYAYT mepexBadeHbl. B ciy-
yae U3'bATUSA JeHer PeKBU3UTHI U3bATHUA 3anoaHA0Tca OY fs1g npoBeJieHUs AabHEN-
IMX MEPONPUATUN NPABOOXPAHUTENbHBIMY OpraHaMu.

CucreMa okasasiacb BecbMa 3¢ PEeKTHBHOM C TOYKH 3peHUs MPeA0TBPalleHHs onaAaHus
NPEeCTYNHBIX CPEJICTB B pyKU MOLIEHHUKOB. C MOMeHTa CBOero co3/ilanus B anpeJie 2021 r.
CUCTeMa CMOIVIa epexBaTUTh 6oJiee 6,02 MIp/I. UHAUNCKUX pynui (0koJio 66,1 MJIH eBpo).

Hctounuk: UHgMusA

e Hcnonb3oBaHUe IEeHTPAJIBHBIX PEECTPOB: IIeHTPaIbHble OAHKOBCKUE pee-
CTpPBI O3BOJISIOT MPAaBOOXPAHUTENbHBIM OpraHaM MOJYYUTb GbICTPBINA JOCTYII
K OCHOBHOM 6aHKOBCKOW HHPOpPMALMHU U YCKOPUTBb paccienoBanue KM. 3ta un-
¢dopmarnus mo3BoJisieT MPaBOOXPAHUTENbHBIM OPraHaM MPOBEPUTH GAHKH, B KO-
TOPBIX MOJI03PEBAEMbIM UMEET CYeTa, UJIH JIMYHOCTh BJajesbla cdeta. Takum
06pa3oM, yIpoluaeTcs npolecc Norucka HHGpopMaIyu, 4To MO3BOJISAET MPABOOX-
paHUTEJbHBIM OpraHaM y>Ke Ha paHHHUX 3Tanax paccje/loBaHuUs COCPESOTOYUTh-
csl TOJIbKO Ha TeX GHUHAHCOBBIX YUYPEXEHHUSX, B KOTOPbIX y I0OJ03PEBAEMOT0
HMMEIOTCS cYeTa.

BcraBka 33. BoisiB/IeHH € CKPBITBIX CYETOB A€HEKHBIX MY/IOB

Ha MasibTe mocJsie cepuu moA03pUTeNbHBIX ONEPAMU B aZ[pec pa3JIMIHbIX 6GeHepUIH-
apoB 6b1y10 HanpaJsieHo CIIO B oTHOLIEHWH OZ03peBAaeMOro AeHexxHoro MmyJa. CpeJ-
CTBa MEPEBOJUJINCH B pa3JIMYHble MECTHbIE U MEXAYHapoAHble 6AHKH, CBI3aHHbIE
C IpeAIoJiaraeMbIM JIIO60BHBIM MOIIEHHUYECTBOM.

[TovicK B HallMOHAaJILHOM peecTpe cueToB LleHTpasbHOro 6aHKa no3BoJiu [IOP cpasy
’Ke BBISIBUTBH €llle OJMH aKTHBHBIA CUeT, MPUHA/AJIEXAIIUN M0Z03peBaeMOMy MyJy B
Jpyrom 6aHke. [I®P cMoryio onepaTUBHO COCTAaBUTh 1€JIOCTHYIO KAaPTHUHY U olpeie-
JIUTh 00'b€M HEO6XOJUMOTO JAOMOJHUTENbHOTO GUHAHCOBOTO aHaJ/u3a. B utore ato
nomorsio [IOP 6bICTpO BHISBUTH 00IIHE YEPTHI AaJbHENUIIEr0 OTMbBIBAHUS JIEHEXHbBIX
CpPe/iCTB B OTHOIIEHUH APYTUX HHOCTPAHHBIX JIHII.

Hctouynuk: MajsibTa
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¢ Co3paHue 6a3 JaHHBIX AJi1 oOMeHa MHopManueil B paMKax 4acTHOTO
ceKTopa: B ciy4yae npodeccruoHaibHbIX ceTed O/ MHOTHe y4eTHbIe 3alHCH
«MYJIOB» MOTYT ObITh U3BECTHBI WJIHM MOA03PEBATHCS B CBSI3U C NMpeAblIyIIu-
MU MOUIEHHHWYeCTBaMHM (HampuMep, JIOGOBHbIMH, JOTEPEHHBIMH, TPYAOBbI-
MH) WUJIH JeUCTBUSMHU N0 TPHUCBOEHUIO UJIeHTUDUKALIMOHHBIX JaHHBIX. KpoMe
TOTO, JJaHHbIE U MPOLECCHI, UCTIOJIb3YeMbIe /IJisl BbISIBJIEHUS] MOIIEHHUYECTBA U
JlJIsI BBISIBJIEHUS CETEN «MYJIOB», aHAJIOTUYHO AyOGJUPYIOT APYyT Apyra. B kade-
CTBE MOJIOXKUTEJIBHOTO OINbITAa HEKOTOPbIEe PUCAUKIIUYN UCIOJIb3YIOT IleHTpa-
JIN30BaHHYI 06pabOTKY JAaHHbBIX, 0XBAaTbIBAIOU[UX 6a3bl JJAHHBIX N0 60pbbE C
MoueHHU4YecTBOM U [0/, nyis BeisABJeHUs1 6oJsiee riy6okux ceteit O/l B pas-
JudHbIX OY c 1esbI0 npejoTBpallleHUsI MOIIEHHUYeCcTBa U obecrevyeHUs BO3-
BpaTa aKTHUBOB.

BcraBka 34. LleHTpa/iM30BaHHasA 6a3a AAHHBIX MEXKAY YaCTHBIM CEKTOPOM

B Bpa3suinu HelaBHO GbLJIO NPUHSATO NMOCTAHOBJIEHHE 06 0053aTEJbHOM CO3JaHUU 6a3bl
JIaHHBIX, B KOTOPOM LIeHTPaJIM30BaHO XPaHUTCS MHGOPMALUA O MOIEHHUYeCTBe (BKJIIO-
Yasi ONbITKN) BceX GUHAHCOBBIX U IJIaTEXHbIX OpraHu3alui. PyHKIIMOHUPOBAHUE 3TOH
6a3bl JaHHbIX 06ecnieunBaeTcs LleHTpanbHbIM 6aHKOM bpasusinu (Banco Central do Brasil,
BCB) u, kak o>kuiaeTcs, HaUHeTcs B Hosi6pe 2023 .

[locTaHOBJIEHHE yCTaHABJIMBAET 0053aTe/JbHOCTb 0OMeHa MH$OpMaLMel o caydasx Mo-
IIEHHUYEeCTBA (BKJ/II0Yasi MOMBITKU) AJIs1 YIPEXKJeHUN U oNpeJeisieT MUHUMAaIbHbIN 00b-
eM HHbOopMalUY, ojsexalleld 06MeHy. ITO BK/IOYAET B cebsi UeHTUPUKALIUIO JIUL], TPHU-
YaCTHBIX K COBEPLIEHUI0 MOLIEHHUYECTBA (B TOM YMCJIe JIeHEKHbBIX MYJI0B), PUHAHCOBOTO
yupexeHus (yIpexJeHun) U ncnoab3yeMoro cyeta (cueto). CucTeMa npusBaHa yIpo-
CTUTb 06MeH HHPOpMaL el Mex Ay Npe/iCTaBUTe/IIMA YaCTHOT'O CEKTOPA C LieJIbI0 IPe/ioT-
BpallleHUs1 U 60pbObl C MOILIEHHUYECTBOM, a TaK)Ke BO3BpaTa J0X0/|0B OT HE3aKOHHOT'0 MO-
IIeHHUYeCTBa.

Wctoynuk: bpasunusa

lpeceyeHue deamenbHOCMU OeHeXHbIX mynoe

70. Kak 6bLJI0 OTMeYEHO paHee, JleHeXKHble MYJibl UT'PAIOT BaXKHY0 poJib B ceTsax O/], cBs-
3aHHBIX ¢ KM. MyJibl BepOyIOTCS € TIOMOLLBI0 MHOXKECTBA METO/0B. B 3aBUCHMOCTH OT
crioco6a Bep6OBKY, a TAK¥KE OT TOTO, ObIJIU JIN OHX HEBOJIBHO 06MaHY Thl UJIM UCIIOJIb-
30BaHbl, OHU MOTYT UMEeThb Pa3/JIMYHbI{ YPOBEHb 3HAHUM U BOBJIEYEHHOCTH B OCHOB-
Hyto cxeMy KM (cM. paszen 2.3 Bbllle).

71. B 3TOM CBAA3U y KOMIIETEHTHBIX OPraHOB MOTYT BO3HUKHYTb TPYAHOCTU IPH NMpPesb-
ABJeHUU 00BHHeHUH B OJl. BriBaeT c/10XKHO co6paThb JOCTAaTOYHBbIE JOKa3aTeJb-
CTBa, OATBEPKJAIOLMe HAJIMUKe y MyJia IPeCTyNHbIX HaMepeHUH B oTHowweHuu O/]
(T.e. cTeneHb OCO3HAHUS UM CBOEr0 y4yacTHs B Ipoliecce oTMbIBaHuUs). [ia perie-
HUS 3TOH Np0o6JIeMbl B HEKOTOPBIX IOPUCAUKLIMAX ObIIM IPHUHSATHI 3aKOHOAATEIbHbIE
aKThbl, CHIDKAIOIIMe KpUTepUd mens rea (IpecTyMHOro yMbIC/a), HEOOXOAUMBIN 151
coBepuieHus npectymieHus O/, Hanmpumep, € «<3HAHUSI» Ha «IIOJ03PEHHEY.
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BcraBka 35. CtaTbs 9(3) KonBeHuuu CoBeta EBponbl 06 OTMbIBaHMH,
BBISIBJIECHUM, U3BATHH U KOHGHCKALIUHU JOXOA0B OT NMPECTYNHOH JeATe/IbHOCTH
1 0 puHAHCUPOBAHUM TeppopH3Ma (3aKmoyeHa B I. Bapmage 16.05.2005)

O HUM K3 0OCHOBHBIX BOTIPOCOB 3)HEKTHBHOI0 yTOJI0BHOTO NPeC/ie;,0BaHMs 32 IPECTYILIe-
Hus B chepe O/ siB/1sieTC HEOOXOIUMOCTD JI0Ka3aTeJbCTBA MeNS rea, T.e. TOro, YTO JIUIO,
OTMbIBAMOIIEE JIEHbI'H, 3HAJIO, UTO J0XO/bl, C KOTOPBIMU OHO paboTaeT, ABJSIOTCS [[0X0/a-
MU OT IPECTYIJIEHUs. B CI0KHBIX /leJlax 06 OTMBIBAaHUM JIEHET, B KOTOPBIX GUTYPUPYIOT
npodeccrioHaIbHbIE OTMbIBATEIH, 0OBUHSIEMBINA, KAaK IPABUJIO, OTPHUIIAET, YTO EMY OBLIO
JIOCTOBEPHO M3BECTHO, YTO CPEACTBA, C KOTOPhIMU OH paboTaJl, ABJSIOTCA A0X0JaMU OT
npectymieHui. Cie0oBaTeNbHO, JEMOHCTPALUS TOrO, YTO «CyO'beKTUBHAs CTOPOHA» 06-
BUHSIEMOT0 JIOCTUIJIA COOTBETCTBYIOIIET0 IOPOTa, SABJISETCS OJJHOU N3 HauboJiee CA0KHbBIX
3a/a4 B JloKka3blBaHUU npectymieHusa 0/1.

[IoMHSI O TPYAHOCTAX [OKas3blBaHWS MeNns rea, aBTOpbl BaplaBckoil KOHBEHLIUM BBEJU
HOBBI€E 3JIEMEHTHI B €€ CTaThlo 9, rie ussaraetcd coctas npectrymienus 0/l. [lomumo aie-
MEHTOB, Y2Ke coepalnuxcs B BeHckol u [lasiepMckoil KOHBeHIUSAX, cTaThs 9 BapiiaBckon
KOHBEHIMM B MMyHKTE 3 JieJlaeT ellje OAWH LIar BIepes, yCTaHaBJUBasd, YTO NPECTYIJIEHUE
O/l uMeeT MecTO JaxKke B TOM CJIydae, eC/IM NPeCTYIHUK TOJIBKO NOZA03peBasl WU [O/LKEH
OB/ IPeAII0J1araTh, YTO JOXO0/bI ObLIM N0JIyYeHbl IPECTYIIHbIM IIyTEM.

Hctounuk: MAHUBIJI

72./lpyrve IOpPUCAWKLUN pellaloT Npo6JieMy JeHeXHbIX MYJOB, KaK IpaBUJIO, yepes
IpoCBellleHUe HacesJeHUss M paboTy € NOTeHLHaJbHbIMU MyJaMUd. [J106a/ibHbIE
KaMIIaHUHW B COLIMAJIbHBIX CETAX, Takue kKak #IDontbeaMule, noaaepxxuBaemas EB-
ponosioM, u #YourAccountYourCrime HWHTepmoJia, MOTYT CJAYXXUTb IOJE€3HBIMU
naaTopMaMHu /11 KOOPAUMHALMUA MeXX/AyHapoJHOW OCBeJOMJIEHHOCTH 0 60pbbe ¢
JlesITeJIbHOCTBIO JleHeXXHbIX MYJIOB, 0COOEHHO B YCJ0BUSX TPAHCTPAaHUYHOI'O OTMBbI-
BaHUS cpeAcTB MyJlaMU. COTPYAHUYECTBO C YACTHBIM CEKTOPOM MOXeT 06eclneyrThb
MaKCUMaJbHbIM 3QPeKT U pe3ynbTaThbl TAKUX UHPOPMALMOHHO-Pa3bsICHUTEIbHBIX
MeponpuaTHUi. Oprasbl BJaCTH MOTYT TaK)Ke HCIO0JIb30BaTh CYIeCTBYIOLIME MeXa-
HU3Mbl 06HapykeHuUs (CI10 1 coobiieHNs MTOTepneBIINX) AJIsI BbISBJAEHUS NOTEHLH-
aJIbHBIX JIeHEeXXHbIX MYJIOB, KOTOpble MOIJIM pa6oTaThb ¢ foxogaMu oT KM. lleneBas
MHbOpMalMOHHAasA U IpeAylipeUTeNbHasi paboTa MOXKeT NOOYAUTb TAKUX IOTEHLU-
AJIbHBIX «MYJIOB» BO3/leP:KaTbhCsl OT IOBTOPeHHUS 0A00HOT0 I0OBeJeHUs B OyAyleM.
3amnucu o IpoBeleHHOM paboTe WU IpeAyNpeXJeHUIX MOTYT ObITh UCI10J1b30BaHbl
B KayeCTBe I0JIe3HOT0 l0Ka3aTe JIbCTBA [IPU ONpeieJIeHUH IpecTynHoro ymbicaa O/]
B CcJly4yae peLu/1Ba.

4.4. NpepoTtBpaLleHue U npecevyeHune

73. C y4eToM OBICTPOTHI paClblIEHUsI CPEJICTB BO MHOTUX HPUCAUKIUAX pa3pabaTbiBa-
I0TCSl MHULIMATUBGI N0 npefoTBpaleHuo KM u cBsizaHHbix ¢ HUM BU0B O/l. Takou
MO/IX0/, CHUKAeT 06LIyI0 peHTabebHOCTh CHHAUKATOB KM M 3HauUTeNIbHO YMEHb-
IIaeT 3aTpaThbl peCypcoB Ha MOCJeAyIOlHe 3Talbl — OT paccaefloBaHUs [0 paboThI
C IOCTPaZlaBLUMMHU.
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Oby4yeHue u paboma c HaceneHuem

74. [IpeBeHTHUBHBIN MO/IX0/] MOXET ObITh peaJM30BaH 32 CUET NPOCBEIEHUs] HaceJeHUs
Y NOBbILIEHUSI 6AUTEIBHOCTH B OTHOIIEHUU CJIy4yaeB 3KCIJIyaTallMy, BK/OYasl NMpo-
BeJleHHe HallMOHa/IbHbIX MHPOPMALMOHHBIX KaMIIAaHUH 1O MOBBILIEHUIO KUOeprpa-
MOTHOCTH. /J1 pelleHUs 3TOM 33Ja4d B HEKOTOPbIX HPUCAUKLUAX HUCIOIb3YIOTCSA
TeXHOJIOTMH, I03BOJIAIINE NPOBOAUTE NHGOPMALLMOHHbIE KaMIIAaHUH /1S FPaXKJaH
C LleJIbI0 TIOMOYb UM OOHApPYKUThb MOLUIEHHHWYeCKHe ollepaliiy, OBBICUTb OCBEJOM-
JIEHHOCTb O XapaKTEePHBIX MPU3HAKAX U MOOYAUTH UX COOOLATh 0 paKTax MOIIEHHU-
yecTBa.

BcraBka 36. Hcniosib30BaHMe TEXHOJIOTUM AJ1s1 POCBELeHUs Hace/IeHUs 10
Bonpocam KM

B cenTsabpe 2022 r. nosunys [oHKOHra 3amycTu/a YHUBEPCAJIbHYI0 CUCTEMY IIOMCKA MO-
IIIEHHMKOB U «I10/IBOJHBIX KaMHel» — «Scameter». DTo NpUJIOXKeHHUe IPU3BaHO [TIOMOYb Ha-
CeJIEHUIO BbISIBUTh MOILIEHHUKOB U «I0/IBOJIHbIE KAMHU» B IHTEpHETE.

[Ipy CTOJIKHOBEHHH C MOA03PUTETbHBIMU 3BOHKAMU U OHJIAUH-TIPOAABLIAMH, HEXKeJIaTe Ib-
HBIMU 3aPOCaMU JIpy3€eH, COOOIeHUIMU O MPOU3BOJILHOM Habope repcoHasa, mofo3pu-
TeJbHBIMM MOIIEHHUYECKHUMU UHBECTUIMOHHBIMU CAaUTaMH U T.II. M0JIb30BATEJH MOTYT
BBECTH B Scameter UMsl WJIM HOMep CYETa, HOMeEDP IJIATEXKHOro cyeTa, HoMep TesiedoHa,
agpec ayekTpoHHOH moyThl, URL U T.I. MOJ03peBaeMbIX MOIIEHHUKOB, YTOObI OLIEHUTh
PHCK MOILIEHHHUYECTBA U KH6ep6e30MacHOCTb.

JlaHHbBIe ¥ pEUTHHT Scameter MOCTYNAOT U3 Pa3/IMYHbIX Ha/leXKHbBIX UCTOYHUKOB, BKJIIOYas
OTKPBITBIE COOOIIEHHUSI B MOJHIMIO, HHPOpPMALMIO, TPESOCTABISIEMYI0 OpPraHMU3aLUSIMY,
6a3y JJaHHbIX 10/J03PUTEJIbHBIX TeJePOHHBIX HOMEPOB, a TaKXe 6a3y JaHHbIX U aHa/IU3 B
pexuMe peaJlbHOTO BpeMeHU OT KOMIIAHWH, 3aHUMaloLuxcsd NHPOpMalMOHHOHN 6e3omac-
HOCTBIO.

Wctouynuk: ['oHKOHT, Kutan

ObecneyeHue 6e30nacHOCMU U KOHMPOAA Npomueodelicmeus MoweHHU4Yecmay 014 ocmuxceHus
pe3zynbmamoe no No4/eT

75. ONBIT rocylapCTBEHHOI'0 M YaCTHOT'O CEKTOPOB HaUMHAET [10Ka3blBaTh, YTO NPOLLECCHI
60pb6bI ¢ MolileHHUYecTBOM U [10/] AB/ISIIOTCS B3aUMO/[OMOJIHAOIIMMH. ITO BKJIIOYa-
eT B cebsl UCN0JIb30BAaHUE TEXHOJIOTUH, TOMOTralIlUX 110J1b30BaTeIsIM aBTOMaTHuye-
CKH OTKJIOHSITD [TOJIy4YeHH e MOLUIEHHUYECKUX COOOIIEHUH, COTPYAHUYECTBO C YaCTHBIM
CEKTOPOM B 06J1aCTU CKAHUPOBAHUS CUTYallMU C LeJIbI0 YIpexAalollero CMAaryeHus
BO3HMKAIOLMX TPEH/0B MOIIEHHUYeCTBa, CO3JjaHue QYHKIUMN, CPeJCTB KOHTPOJIA U
NpaBUJI 3alUTh] YYETHBIX 3allMCeH, a TaKKe NpeAyNnpekJatoliX COOOLeHUI B aHTH-
BupycHoM [10 o moTeHUMaNbHBIX QUIIMHTOBBIX caiTax (cM. [Ipunoxenue B, rae co-
6paHbl ylayHble NIpUMepbI BHeApeHHs] pUHAHCOBBIMU PeryJisiTOpaMu TpeGOBaHUH 11O
60pbbe c MOLIEHHUYeCTBOM HapsAy ¢ KontpoJseM [10/1/DT).

76. [lpyruM N0JIO)KUTEJbHbIM ONBITOM fIBJIsIeTCs noouipeHre Y Kk BHeApeHUI0 MOHUTO-
pUHTa TPaH3aKL UK B peXKMMe peaJbHOr0 BpeMeHH /Ji BbIABJIEHNA U NIpeJoTBpalle-
HUS MOLIEHHUYECKUX WM HEe3aKOHHBIX JIeMCTBUM B pexuMe oHJIalH. OTcnexuBas
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aHOMaJIbHYyl0 MHGOpMalLMI0 O BJAJiesbllaX Cc4eTOB (Hampumep, ¢usuyeckue, IP-
Y 3JIeKTPOHHbBIE aipeca, HoMepa MOOUJIbHBIX TeJlePpOHOB U T.JI.) U TPAH3aKIIUHU B pe-
JKMMe peasibHOro BpeMeHH, @Y MoryT GbICTPO BbISIBJIATH, paccjefoBaTh U COOGLIATh
0 JII0601 HEOOBIYHOH UJIU MO 03PUTENBHON J1eSITEJIbHOCTH.

77. MOHUTOPUHT TPaH3aKLUH B pEXUME peasibHOr0 BpeMeHH, NpeAroJaraltouui uc-
[0J1b30BaHUE CJI0KHOTO NMPOTPAMMHOTr0 OOecredyeHusl U aITOPUTMOB JJIs OTCJIEXKHU-
BaHMs PUHAHCOBBIX ONMepalui, cauTaeTcs 3pPeKTHUBHBIM CPEJCTBOM 0OHAPYKEHUS
u npegotBpaieHus KM. B ycinoBusax nHGopMaLMOHHOTO NOTOKA, BBI3BAHHOTO LU -
poBusauyel, BoisiBaeHrne KM MoxeT ObITh 3aTpyHEHO PYYHbIMU MeToAaMU. MoHu-
TOPUHT Ollepallil B peXHMe peajlbHOTO BpeMeHU MOXKeT NOMOYb PUHAHCOBLIM Y-
peXx/JieHUsIM BbISIBUTb U pacc/ieZ0BaTh 1003pUTENbHYI0 aKTUBHOCTb 10 HECKOJIbKUM
c4yeTaM WJIM OllepalUaM, axke eC/IM 3TU CYeTa UJIU Ollepaliuy He CBA3aHbl HANPSAMYIO,
YTO MO3BOJIMT MPEAOTBPATUTD OYyILIHEe MPECTYIeHUA?.

YempaHeHue npecmynHbiX UHCMPYMeHmMoe

78. [lockonibKy KM MOeT oCylecTBAATBLCSA U B HETPAJUIMOHHBIX CEKTOpax (CM. paszes
3.3. BblllIe), HEKOTOPbIE WOPUCAUKLUU YCUIUIU MePHI N0 NpeA0TBPalleHHI0 MOILEeH-
HUYEeCTBA U KOHTPOJIIO B TaKUX HETPAJUIMOHHBIX CEKTOpaxX. B yacTHOCTH, OHU Ha-
npaBJIeHbl Ha yCTpaHeHue UHCTpyMeHToB KI®, Hanpumep, yepe3 OTKJIIOYEHHE MO-
OUJIbHBIX JUHUM U MOIIEHHUYeCKUX BeO-CTPAaHMIL], UCNOJIb3yeMbIX NPeCTyNHUKAMHY,
dunpTpanyo GUIIHHIOBbIX COOOIeHUN U BpeJJOHOCHBIX BEO-CChIJIOK U T.J.

BcraBka 37. YcTpaHeHMe N0403PpUTE/IbHBIX BE6-CaTOB M (PUILIMHTOBBIX
KaMIIaHUH

B CaynoBckoli ApaBUM IPaBOOXPaHUTE/bHbIE U PEryJHpyIolLie OpraHbl COTPYAHUYAIOT
C OllepaTOpaMHM CBS3H, YTO 3HAYMUTEJbHO pacClIUpsAeT UX BOSMOXKHOCTH N0 MPOTHO3UPOBa-
HUIO, IPe0TBPALeHHI0, 06HAPYKeHUI0 U 3P PEeKTUBHOMY pearipoBaHMI0 HAa MOLIEHHUY e-
ckue fencTBus. [ly1s1 60pbObI C KPUMUHAJIBHBIMU CTPYKTYpaMu HarjnoHaibHOE yIipaB/ieHHe
Kkub6ep6esonacHocTy CaynoBCcKoi ApaBUM BBeJIO KeCTKHe TpeGOBaHUA K 3aliuTe 6peH/0B,
HallpaBJIeHHble Ha IPOTUBOJAENCTBUE CalTaM-KJOHaM M (QUILMHIOBBIM COOOLIEHHUAM Ha
conuaabHbIX M1aTdopmax. Kpome toro, LleHTpanbhbiit 6aHk CaynoBckoi ApaBuu (SAMA)
Co3/aJ1 HaJleXXHble CUCTEMbI KMOep6e30MacHOCTH U MPOTUBOAENCTBUS MOLIEHHUYECTRY,
omnpeessitolie obs13aTe/ibHble 6a30Bble KOHTPOJIbHbIE TPEOOBAHUS /ISl PETYIUPYEMbIX
opraHu3sanui. /[aHHble MEXaHU3Mbl HallpaBJeHbl Ha MPOAaKTUBHYIO 3aLUTY OT BO3HUKAIO-
I[MX YI'PO3 MOLIEHHWYECTBA, TeM CaMbIM 06ecreynBasi CTabUIbHOCTb U 6€30MacHOCTb QU-
HaHCOBOI'O CEKTOpa KOPOJIEBCTBA.

K/1roueBbIM aceKTOM YKa3aHHBIX HAIIMOHAIbHBIX 1 HOPMATHBHBIX TPEOOBAHUH SIBJISETCS
POAKTHUBHBIA MOHUTOPHHI MPECTYIMHBIX UHCTPYMEHTOB CO CTOPOHBI OpraHU3anui. 3TO
IpeJIoJiaraeT MOCTOSSHHOe HAabJII/[eHHe 332 MOTeHIMAJbHbIMU MOIIEHHUYECKUMU Jei-
CTBUSIMM, TAKUMHU KaK IMO/I03PUTEIbHbIE Be6-CaUThl U QUITMHTOBble KaMIAHWH, C TOMO-
111b}0 COBPEMEHHBIX TEXHOJIOTHUH U Mep 10 3aluTe 6peH/1a, TPUMeHsIeMbIX OpraHU3alUsAMH.

** Bosiee NoAPOGHYI0 MHOPMALIUIO O TOM, KaK TEXHOJOTHU MOTYT GbITh MCIO0JIb30BaHbl B Heaax [10/l/PT, MoHO HAlTH B OTYeTe

DATD (urosb 2021 r.) «BO3MOXKHOCTH U IPOGJIEMbI HOBBIX TEXHOJIOIMH B 1esax [10/1/DT».
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[Ipy 06HapyeHNU TaKUX AeHCTBUIM OllepaTUBHO UHQOPMHUPYIOTCH COOTBETCTBYIOLHE Op-
raHbl. CBOeBpeMeHHOE yBeZIOMJIEHUE 00eCTIeYMBaeT ONlepaTUBHOE MPUHSATHE Mep IO pac-
C/IeIOBAaHHUIO U NPeCceYeHUI0 MPECTYIIHbIX ONepalyy, NpeAoTBpallas JajJbHeHIIUN yiepo
K CHHUXad IMocJeJCTBHUA MOILIEHHUYEeCKHUX ﬂeﬁCTBHﬁ.

Ucrouynuk: CayzoBckas ApaBus

MpedomepawjeHue pacnvineHus aKMueos

79. Bo MHOTHX IOPUCAUKIMAX OJHUM U3 HauboJiee CJA0KHBIX aClIEKTOB pacc/ie/[0BaHUM,
cBsizaHHBIX ¢ KM, siBJ1sieTCsl BbICOKasi CKOPOCTb OTMbIBaHHs 4,0Xx040B oT KM. [1o o61ie-
My MHEHUIO, JIJIs KOMIIETEHTHBIX OPTaHOB KpaliHe Ba)KHO UMeTh BO3MOXXHOCTh OTle-
PaTHUBHO BMENIATHCSA U YCTAaHOBUTh KOHTPOJIb HaJ, loxoAamMu oT KM /10 Toro, Kak OHU
HMCYE3HYT C pasJIMYHbIX GAHKOBCKHX CYeTOB. IOpUCAUKIUM NPUMEHSAIOT pa3iMyHbIe
MephlI 1151 60Jiee 3G PEKTUBHOIO BO3BpaTa aKTHBOB, CBsI3aHHBIX ¢ KM (cm. pazgen 5.1
HUXKe).

80. Kpome Toro, mesnecoob6pasHo NpuUBJEKaTh KJ/AOYEBBIX MNpeLCTaBUTEJENH YAaCTHOTO
dbrHaHCOBOro ceKTopa AJs COAeHCTBUSA U MOOIIPEHUs UX aKTUBHOI'O NlepexBaTa He-
3aKOHHBIX CpPeJICTB IOC/e MOoJy4yeHUsl yBeJOMJIeHUs] 0 MOLIEHHUYeCcTBe OT MOCTpa-
JlaBILIero KJMEeHTa /10 oOpallleHUs] KOMIIeTEHTHbIX OPraHOB. JTO BKJIIOYAeT 0OMeH
MHboOpMaLUeld Mex/ly HallMOHa/IbHbIMU U 3apy6exxHbiMU DY uau [IYBA (cM. Takxe
BCTaBKYy 41 HUxe).

BcraBka 38. BrosuieteHb I'pynnel «3rMoHT» 0 BEC-Mo1IeHHMYecTBe

B utosie 2019 r. 'pynna «3rMOHT» BbINYCTHJIA O10JJIETEHb, B KOTOPOM MpeAynpeiuia BXo-
JAsuive B Hee [IOP u ux ropucaukiuu o pactyuiei yrpose BEC-MoleHHUYeCTBa, Npe/cTa-
BUB OCHOBHbIE CIIeHapUU U PUCK-UHAUKATOPLI, cBsi3aHHbIe ¢ BEC. KpoMme Toro, B 61011 Te-
He GbLJI0 YKa3aHo, KaKUM 06pa3oM ¢puHaHCcOBbIe yupexaeHus (PY) MoryT crioco6cTBOBaTh
BBISIBJIEHUIO, TTPE/IOTBPAIleHHI0 U1 MHGOPMUPOBaAHHUIO 0 ciaydasax BEC-MomeHHHUYecTBa 3a
CYeT pacUuIMpeHUs B3aUMOJENCTBUSA U COTPYAHUYECTBA MEXY CBOUMU BHYTPEHHUMU MO -
paszeneHusasMu no [10/], KoMMepUecKor AeATeJbHOCTH, NPEJOTBPALIEHHI0 MOIIEHHUYe-
CTBa U KN6epHe30MacHOCTH.

JJ11 cofleficTBUSA pacc/eloOBaHUI0 MHIUJEHTOB, cBa3aHHbIX ¢ BEC, u Bo3BpaTy cpeacTB
noTepneBIMX (GUHAHCOBBIM y4YpexJAeHUSAM-NoJydaTesIM, MOJyYHUBIIMM HHGOPMALUIO
0 TOM, YTO Ha CYeT OJHOT0 U3 UX KJHWEHTOB ObLI OCYIleCTBJIEH MOIIEHHUYECKUH epeBoj,
(nanmpumep, coob1ieHre SWIFT recall), pekoMeH/10BaHO He MPOBOIUTh HUKAKUX ONlepaIiuy,
KOTOpBbIE MOT'YT IPUBECTH K [I0TEpE CPEJICTB, U 06PATUTLCS B IPABOOXPAHUTE/IbHbIE Opra-
Hbl wiu [1OP a5 oLleHKU TPaBOMEPHOCTH M0JIy4eHHOU TPaH3aKLUH.

HUcrounuk: 'pynna «3rMoHT»
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5. MexxayHapogHoe COTPYAHUUYECTBO U BO3BpaT aKTUBOB

81. Kak y»xe roBopu/ioch paHee, IOPUCAUKLHSA, B KOTOpod mpoucxoaut KM (T.e. rae
00bIYHO HAXOAUTCS XKePTBa), Kak IPaBUJIO, OTJIMYAETCS OT IOPUCAUKILMH, B KOTOPOH
OTMBIBAIOTCA JJOXO/|bl. DTO MOKET NPHUBECTH K TPYAHOCTSM B IPOBEJIeHUH TpaHCrpa-
HUYHBIX paccieoBaHUN U 3GPEeKTUBHOM MeX/YHAapOJHOM COTPYAHUYECTBE JJis
YCIIEIHOr0 MoJiyyeHuss HHPOpMaIMu U J0Ka3aTeJabCTB, JUKBUJALUU CUHUKATOB
KM u Bo3BpaTa He3aKOHHbIX Z,0X0/10B. Hanpumep, B OPUCAUKI UMY, [/le OTMbIBAJIUCh
Jl0X0Abl, cBsizaHHbIe ¢ KM, MOT'YyT BOSHUKHYTb TPYJHOCTH C UJeHTUPUKaALlMeN KaXK-
Jl0H >)KepTBbl, CBA3aHHOM co cyeToM O/, TOCKOJIbKY OHU MOTYT ObITh pacnpe/ieseHbl
10 HECKOJIBKUM IOPUCAUKIUSAM.

82. lenenTpanusoBaHHbIi xapakTep KM co3faeT fomosHUTENbHBIE CJ0XHOCTH. Mo-
I'yT BO3HUKHYTb HECOOTBETCTBUSA B NPUOPUTETAX IOPUCAUKIUNA B 06J1aCTH MEXy-
HapOJAHOI0 COTPYAHUYECTBA, HAIIpUMeD, B CJlydasX, KOTZAa )KepTBbl OPUCAUKLIUUA A
1IepeBOJAT JeHblI'U B OPUCAUKLMIO b, a )xepTBbI I0OpUCAUKL UM b HaxoaaTcA B 1opuc-
Juknuu C (T.e. A/151 OPUCAUKLIMUA A IPUOPHUTETHBIM MOXeET ObITh COTPYAHUYECTBO
c opucaukuueit b, a gua opucaukuuu b - corpynHuyectBo c opucaukuueit C).
Heo6x0quMOCTh 33/1eICTBOBAHUSI MHOKECTBA 3aWHTEPECOBAHHBIX CTOPOH U Map-
THEpOB, KaK roCyZjJapCTBEHHBIX, TaK U YAaCTHBIX, 3a pyOeKOM TaKKe 3aTPyAHSET Bbl-
sIBJIeHUe U OTCJIe>KMBaHUe He3aKOHHBIX CPeJCTB.

o CI/IH,ZLI/IKaTbI KM HCIOJIb3YKOT pa3JIMYHbIE Cl)I/IHaHCOBbIe yCayru M KJiaCChbl aK-
THBOB. TpaHBaKI_[I/II/I MOTYT OCyWIeCTBJATLCA NPAKTUY€CKH MITHOBEHHO 4Yepe3
FpaHULIBI MEXAY PAa3JIMYHbIMHU HpOBafI,E[epaMI/I N CEKTOpaMH. 3To 3aTpygHsdaeT
OTCJIeXXKMBaHHE U anI/I6YL[I/II-O nepeBoJoB CpeaCTB.

e KpoMe TOro, COOTBETCTBYyMWIIHe LHUPPOBble KPUMHUHAJIHUCTUYECKHUE JO0Kasa-
TeJIbCTBA MOTYT HAaXOJAUTbCS B Pa3HbIX IPUCAUKLUAX, UYTO 3aTPYAHSET CO-
CTaBJieHWe TOJHOW KapTHUHBI JAesITeJbHOCTHU NPECTYMHbIX CHHJUKATOB WU
OTMBIBAaHUSA [10X0A0B. CUTyalMsi OCTIOXKHSIETCS elle U TEM, YTO IUPPOBbIE KPU-
MHUHAJIUCTUYECKHE N0KA3aTeNbCTBA HECTAOUJIBHBI U MOTYT ObITh JIETKO TIOTE-
PSIHBI, €CJIM UX HE COXPAHUTb B KpaTyalllive CPOKHU.

83. OdunumanbHOe COTPYAHUYECTBO, BKJ/IIOYAsA B3aUMHYIO IPABOBYIO MOMOIIb, KaK Mpa-
BUJIO, 3daHUMAET MHOTO BpeMEeHHU. YUUTHIBAsK CTPEMUTEJIbHBIN XapaKTep HUPPOBbLIX
NpecTyIJIEHUH U CBSI3aHHOM ¢ HUMU JesTenbHocTH no O/] (korga mokasaTesibCTBa
MOTYT G6BICTPO UCUE3HYTh, ECJIU UX HEe COXPAHUTH), pacyeT Ha 0pULHaTbHOE COTPY/-
HUYECTBO MOXET NPUBECTHU K 3HAUUTEJbHOMY CHWXXeHUI0 3dPeKTUBHOCTHU. s
TOT0 YTOObI HEe TEPSATH ONEPATUBHOCTU B OKAa3aHUU TPAHCTPAHUYHOU MOMOIIY JJIsI
YCIELIHOr0 NpeceyeHus NpecTyNHOU AesATeJbHOCTH, CBI3aHHOU ¢ KM, koMmneTeHT-
Hble OpTaHbl BCe Yallle MOoJIaralTcsad Ha HedopMasbHble MEXaHU3MbI COTPYAHUYE-
CTBa, 06MeHHUBasicb HHGOpPMALHEN HANPSIMYIO0 CO CBOMMHU 3apy6eKHbIMH KOJlJlera-
MU. ITO MOXKET NPOUCXOJUTh HAa YPOBHE MPABOOXPAHUTEJNbHBIX OpraHoB uau [IOP
10 pa3JIMYHbIM KaHaJjaM, BKJIo4asi 3aljyIleHHY0 ceTb «IrMOHT», UHTepnion [-24/7,
a Takxe Jipyrue HedpopMasibHble CETH, TaKHe Kak KaMieHckas MexXBeJJOMCTBEHHas
ceThb 110 Bo3BpaTy akTUBOB (CARIN) u perrnoHa/ibHbIe MeXBeJOMCTBEHHbIE CETH IO
Bo3BpaTy akTUBOB (ARINS).
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BcraBka 39. [lepexBat g0x040B oT KM uepe3 HepopMa/ibHbIE
MHOTOCTOPOHHME CeTHU

[t 60pb6BI ¢ pocToM ciaydyaeB KM dpaHiysckue ciefcTBEHHble OpraHbl aKTUBHO MC-
N0JIb3YIOT HedopMasibHble ceTH [Jisl 3QPEKTUBHOTO MEX/yHAPOAHOIO COTPYAHUYECTBA
Y COOTBETCTBYIOLIET0 BO3BpaTa aKTUBOB, CPeH KOTOPBIX Mo/ ceTh EBponeiickux oducos
no Bo3Bpaty akTuBOB (AROs) KamaeHckol MexxBeJOMCTBEHHOM CeTH 10 BO3BPATy aKTH-
BOB (CARIN). ®paninysckuit ARO TeCHO COTpyAHUYAET C YJ€HaMU 3TUX [BYX CETEN, KOTO-
pble MO3BOJISIOT GbICTPO 06MeHUBAThC MHPOpMaLKel MeXy TPaBOOXPAaHUTENbHBIMU
opraHamu u [1PP, cnenmanusupyouMucs Ha po3bICKe, apecTe U KOHPUCKALUK IPECTYII-
HbIX aKTUBOB, 0COGEHHO B 3KCTPEHHBIX C/Iy4asiX, KOTJja OTBEThI Ha 3aMpOChl NOCTYNAT
B TeyeHHe 8 4acoB. Takoe COTPyHUYECTBO MO3BOJISIET OBICTPO COXPAHUTb CPEACTBA Ha
NepBOHA4Ya/bHO BBISIBJIEHHOM CcYeTe Ha3HauyeHMs M Ha BCex NOoCJeJyILMX MHOTOYpPOB-
HEeBBIX CUeTax.

Tak, B 2022 r. ¢paniysckuii ARO cBsizascsa co caoBankuM ARO B €BSI3U ¢ MOLIEHHHYe-
CKMM 6aHKOBCKHM IepeBoaoM Ha cymmy 1 875 000 eBpo B yiiep6 GppaHIy3CKONW KOMIIa-
HUU-)XKepTBe U MONPOCHJ 3aMOPO3UTh 3TH CPEZCTBA Ha GAHKOBCKOM CYeTe MoJy4aTeJis
B CsioBakuu. 06MeH uHpopMalelt Mexy AByMs oprucamu ARO mo3BosinI 3aMOpo3UTh
CPeJCTBa, a CJIOBALIKUM BJIACTSM - MOJIYYUTh BCIO HHPOpPMALUI0, HEO6XOAUMYO JJIs1 CO-
CTaBJIEHUSI U UCIIOJIHEHUSI Cy/lebHOro 3anpoca o 3aMOpaKUBaHUU. B utore cymma B pas-
Mepe 1 874 907 yHTOB CTEp/IMHIOB OblIa 3aMOPOKEHA U BIOCJAEACTBUY BO3BpalleHa
II0CTpaJaBLIel KOMIIaHWUH.

Ucroynuk: OpaHuus

84. /lnsa pocTuKkeHUs] MaKCUMabHOU 3¢ deKTUBHOCTH npu paccaenoBanuu 0/, cBsa3aH-
Horo ¢ KM, 1 Bo3BpaTe 0X0/j0B COTPYAHUYECTBO J0JKHO HOCUTDb He JIByCTOPOHHUH,
a MHOTOCTOPOHHUM XapakTep. B gaHHOM pasjesie paccMaTpUBalOTCH MPo6JeMbl U
NpuMephl NepeloBOM NMPAKTUKU B 00JIaCTH MEX/YHApPOJHOI0 B3aUMO/JENCTBUSA 1O
JIByM OMEepPaTUBHBIM HaNpaBJieHUsIM: (i) Bo3BpaT akTUBOB U (ii) mpaBonpuMeHeHHE U
cynebHOe mpec/ieJoBaHUE.

5.1. Bo3part aKTMBOB

85. 01HOU 13 OCHOBHBIX MPO6JIEM PU BO3BpaTe aKTUBOB 0T KM siByisieTcsi ObICTPBIN
TeMI OTMbIBaHUA. [lJIsl CHUKeHUsI 3TOU Npo6JieMbl CyleCTBYIOT MHOIOCTOPOHHHUE
MporpaMMbl «OBICTPOr0 pearupoBaHUsI», CO3JJaHHbIE PA3JIMUHBIMU OpTaHU3aAIUA-
MU [JIJIsl OTCJIe)KMBAaHUSA U BO3BpaTa A0XoAoB oT KM, Bk/r4asa [Jiob6anbHyH npo-
rpaMmy 6BICTPOro BMellaTeabCcTBa B matexxu UHTepnosa (I-GRIP), [IpoekT BEC
['pynmnel «3rMoHT» U llenb yHUUTOXeHUsA PUHaAHCOBBIX MouleHHUKOB (Financial
Fraud Kill Chain) CIIA. OnbIT 3TUX OopraHu3allMil MOKa3bIBaeT, YTO BMeLIATeb-
cTBO Haubosiee 3G PeKTUBHO B TeyeHUe 24-72 4acoB MOCJ€e COBEPIIEHUS MOIIEH-
HUYecKol onepauuu. [Iof06Hast NpaKkTUKa [103BOJIsIET CHU3UTh PUCK paclblIeHUs
CpeACTB N0 HECKOJIbKUM MOCJAeAYIOLUIUM CA05IM, YTO 3HAYMUTEJbHO Cy>KaeT PaMKHU
paccienoBanus O/l v o6Jieryaet BO3BpaT HE3aKOHHBIX J]0XO/10B.
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BcraBka 40. Llenb yHUYTOKeHUs1 (PUHAHCOBBIX MOLLIEHHUKOB M 'pynna no
BO3BpaTy aKTHBOB

[lenb yHuuTOXKeHUsT duHaHCOBbIX MouleHHUKOB (FFKC) 6b11a co3mana OBP u CeTbio mo
60pbb6e ¢ dpuHaHcoBbIMU npectymieHusaMu ([IOP CIIA) B 2016 r. B OTBET Ha POCT YMCIIa
CXeM KOMIIPOMETAIMH AeJ0BOM 3J1eKTPOHHOM mouThl. B pamkax FFKC oka3biBaeTcst cofei-
CTBHE B BO3BpaTe MeX/AyHAPOAHbBIX 3JIEKTPOHHBIX 1IePEBOIOB, OTIPABJIEHHBIX B pe3yJ/bTa-
Te MOLIEeHHUYECKHX CXeM, 3a c4yeT hcnosb3oBanus ca3eid PuHCEH c 'pynnoi noapasze-
JleHn# pUHaHCOBOM pa3BeJKU «ITMOHT». ITOT IPOLECC MOXKET OBITh peaJTM30BaH TOJIbKO B
TOM CJIy4ae, eC/Iu MOLIEHHUYECKUI 3JIEKTPOHHBIN [TepeBo/;, OTBeYaeT CAe[yILUM KpUTe-
pusm: (1) cymma nepeBoga coctassisieT 50 000 gostapoB CIUIA u Boile; (2) nepeBof siBJs-
eTcs MeXAYHapoAHbIM; (3) MHULUUPOBaHO yBeaoMieHue 06 oT3biBe SWIFT; (4) nepeBog,
ObLJI OCYLLIeCTBJIEH B TeYEHHe NOC/IeJHUX 72 YacoB.

B 2018 r. lleHTp %2106 Ha HHTepHeT-nIpectymieHus (IC3) ®BP cozgan 'pynmny mo Bo3Bpa-
Ty akTHUBOB (Recovery Asset Team, RAT) ass1 ycTpaHeHUsI YSI3BUMOCTEH B 3JIEKTPOHHBIX
nepeBojiax BHyTpu cTpaHbl. RAT ynpoiaeT B3anMozielcTBUEe ¢ GUHAHCOBBIMH yupex/ie-
HUSIMH U OKa3bIBaeT MOMOILb MeCTHbIM 0TAeieHuAM OBP B 3aMopakrBaHUU CpeJICTB IPU
BHYTPEHHUX [epeBO/IaX, OCYIIECTBIEHHBIX M0/ 06MaHHbBIM npeaJsioroM. RAT go6usics 3Ha-
YUTEJIbHBIX YCIIEXOB, 3AMOPO3UB Ha CEroHAIHUN JleHb 73% cpeacTB, 0 koTopbix [C3 co-
0061MIa KaKk 0 MolleHHU4YecKux (433,3 muH. mpoJut. u3 590,62 muH. foJt.). Kak nokasbiBa-
eT npuMep U3 npakTUku CIIIA, B HEKOTOPBIX CJAydYasx 3Ta MPorpaMma Mo3BoJisieT ObICTPO
BBIIBUTH NO/ICTaBHbIE CY€TAa U 3aMOPO3UTh CPEJCTBA, UTO JleJIaeT BOSMOXKHBIM UX OJHOE
BO3BpallleHHeE.

Hctounuk: CIIA

86. B 0ocHOBHOM Takve MHOTOCTOPOHHME [IPOrpaMMbl HalleJIeHbl Ha BBIIIOJIHEHHE /IBYX 3a-
Jla4y: c60p MUHUMAJIbHOTO 06'beMa HHPOpPMaALMK, HE0O6XOAUMOTO AJis JeWCTBUH Mpa-
BOOXPAaHUTEJIbHBIX OPraHOB, U Nepejadya 3TOM MHPOpPMaLUU B «[IPABUJIbHbIE PYKU».
st o6ecniedeHrs 3¢ PeKTUBHOrO TPAHCTPAHUYHOI'O pearupoBaHusl BCe y3J1bl MHOTO-
CTOPOHHUX CeTeM TaKXKe YCTaHaBJMBAIOT MpaBUJa U NMPOLEeAYpbl yIpaBaeHUs. X0Ts
TaKHe MHOTOCTOPOHHHE CETH 06BIYHO HOCAT IJI06a/IbHBIN XapaKTep, perioHaJlbHbIe
MHULAATUBbI TAKXXe MOTYT ObITh 0JIE3HBI /151 pelIeHUs 3a/,a4, ONUPasACh HA yKe Ha-
JIZ)KEHHOE PEruoHa/IbHOE COTPYHUYECTBO.
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BcraBka 41. MexxaAyHapOAHBIN NPOEKT N0 60pb6e C MOLLIEHHUYECTBOM

YuyuTbiBasi TPaHCTPAHUYHBINA XapaKTep MOLIEHHHWYeCcTBa, B paMKax KoHCy/sbTaTMBHOMN
rpynnbl duHaHcoBor pasBegku (FICG)! 6buia pa3paboTaHa perdoHabHasg WHUIUATH-
Ba M0/, Ha3BaHUEM «MexAyHapoAHbIA MPOEKT MO 60pbbe ¢ MolleHHUYecTBOM» (Multi-
jurisdictional Anti-Fraud Project). 3Ta uHUIIMATHUBA, Bo3IIaBJsieMasi coBMecTHO [IOP Ma-
Jnan3um, UHpoHe3un 1 CUHramnypa, HampasJieHa Ha BISIBJIEHUE, OTCJI€KMBAaHHE U BO3BPAT
Cpe/CTB OCTPA/IaBILKM.

Co3JlaH MexaHU3M peardpoBaHMsl HAa TPAHCTPAaHUYHbIE ONepaliuy MEX/AY CTpaHaMH-uJie-
Hamu FICG. [laHHBIN npoeKT no3BoiKT 4ieHaM FICG 6bIcTpo U jierko 06MeHUBaThCs QU-
HaHCOBOH pa3Be/bIBaTeJIbHOU UHGOPMAIMEH, YTO 00ECIIEYUT ONEPATUBHOCTh JAEeHCTBUU
BJIaCTeN 10 60pb6e C MOIIEHHUYECTBOM U BO3BPATY MOXUILEHHBIX CPEJCTB.

WcTouHuk: Masansus

1 FICG — aTo0 pernoHasbHast opranusanus, oobeguusiomasi [IOP ctpan Oro-Bocrounoit A3uu, HoBoii 3estan-
MU U ABCTpa/IUH.

TpaHcepaHu4Hblli c6op u 0bmeH uHgpopmayuelii: «c6op MUHUMANbHO20 06vemMa UHGopmayuu»

87. KM siBsisieTcs oaHOM U3 GOpM MOIIEHHUYECTBA U B COOTBETCTBUM C PekoMeHjanuen
3 OATD gomxHO kBanuduuupoBaThes Kak npegukaT Kk O/]. KpoMe Toro, B oT/indue
OT TPaAULMOHHBIX GOPM MOILEHHUYECTBA, COBEPIIAEMbIX MEXK/AY 3HAKOMBIMHU, KOT/ia
TPYAHO OTIMYUTH MOLIEHHUYECTBO OT MOTEHI[UAJbHBIX FPAXK/AAHCKUX CIIOPOB MEXAY
JIOJDKHUKOM U KpeJUTOPOM, B ci1y4asx ¢ KM, B KOTOpBIX MOIIEHHUYeCTBO, KaK IIpaBu-
JIO, cCOBeplLIaeTCs MeX/Jly He3HAaKOMBIMHU JIIOJIbMH, OTHOCHUTEJIbHO JieTYye YCTaHOBUTh
NpecTyNHOCTb prima facie. 9To yMeHbIaeT HEOOXOAUMOCTb B JJIMTEJbHOM 3alpo-
ce 0 IoMoLHY AJ1s1 GOPMY/IMPOBAHUSA U ONpesie/leHUsI KPpUMUHAJIbHOM CBS3HU, KaK 3TO
06bIYHO TpebyeTcs AJisl PYTUX BUAOB IPECTYIJIEHUH (KOTOpbIe He IPU3HAalTCs Ipe-
JMKATHBIM NIPECTYIJIEHUEM BO BCEM MUPE).

88. B KauecTBe MOJIOKUTEJNBHOTO MPUMepPa MOXXHO MPUBECTH UCIMOJIb30BaHUE 1I1a6JI0-
HOB B pas/IMYHbIX NporpaMMax G6bICTPOro pearupoBaHUs AJisl YCKOpeHUs1 cbopa U
o6meHa unHdopmauueit. la6s0HBI MO3BOJSAIT GBICTPO COO6PATh MHUHHUMAJIbHBIH
06beM nHGOpPMaALUK, HEOOXOAUMBIH JIS YCTAaHOBJIeHUs paKTa NpecTynaeHUus. ITO
IIOMOraeT CKOHIIeHTPUPOBAaTh YCUJINSA NOApa3ie/leHUH ObICTPOro pearnpoBaHUsA Ha
BaXKHeNILIMX BU/JAX Jl0Ka3aTeJbCTB UJIU MHPOPMaL MU, KOTOPYI0 HEOOX04UMO MOJ1y-
YHUTb Ha HayaJIbHbIX 3TallaX pacCMOTPeHHUs YyroJIoBHOro Jesa. Kpome Toro, noso6-
Hble 11a6JI0HbI TO3BOJISIIOT CHU3UTb PUCKH, CBSI3aHHbIE C KAYeCTBOM 0OMeHHBaeMOU
MHPOpPMALMH, U YIYULIATh TPAaHCTPAHUYHOE pearupoBaHUe MPaBOOXPAHUTENbHbBIX
OpraHoB.

89. B fomnosiHeHMe K KpaTKOMy onucaHuio ¢abysibl npectyniaeHuss KM mabi0Hbl 06b14-
HO HaIlpaBJIeHbI HA MOJIyYeHHe OCHOBHBIX JIaHHbIX, HEOOXOUMbIX J1J151 HPO/IBMKEHUS
YCHJIMM N0 OTC/IeXUBAHUIO cpeAcTB. CTaHAapTHU3aLMa 3alpOCOB M103BOJIsAET 3ampa-
IIMBAaeMbIM IOPUCAUKLHUAM ObICTPO 06pabaThiBaTh JiI0Gble NOCTyNAOLIMe 3alPOChI,
YCKOpsisi BO3MOXXKHOCTH NPABOOXPAHUTENbHBIX OPTaHOB IO NepexBaTy He3aKOHHBIX
CPEeJCTB, MOMAaBIIKUX B UX PUCAUKLHIO.

90. lMos11 AaHHBIX B WA6GJ0HAX MOTYT BKJIIOYaTh HHPOPMALMIO O cYeTax UHULMATOpa U
6eHeduIMapa, a TaKKe HHOPMAIUIO O TPpaH3aKLUH ([jaTa, BpeMsi, CyMMbI [lepeBo/ia).
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Jl1s1 noBbIIeHUs1 3 PEKTUBHOCTH MAGJIOHBI MOTYT TaKXKe BKJIKOYATh HHPOPMAI[HIO O
c/efiytolleM MyHKTe Ha3HAuYeHUs CPeJICTB, eC/IU CPE/ICTBA YKe ObLIU NMepeBeieHbl CO
cdyeTa 6eHeduipapa. Kpome toro, 1jes1ec006pa3Ho CBECTH K MUHUMYMY JIFOOble orpa-
HUYEHUS JJIs] OPUCAUKIIMHI 110 pacpoCcTpaHeHHIo JI060H nHGOpMaIuu, KOTOPOH OHU
06MEHHUBAIOTCS C COOTBETCTBYIOIUMH KOMIETEHTHBIMU OpraHaMHU BHYTPH CTPaHbI
1ocJie ee MoJIy4eHus.

Bcragka 42. I-GRIP UHTepmioJia

WuTepnos paspaboTasn [7106a1bHBIA TPOTOKOJ OBICTPOrO0 BMEIIATEIbCTBA B IJIATEXU
(I-GRIP), ssBaisito1iCSl MEXAYHAPOAHBIM MEXaHU3MOM IMpPeKpallleHUs MJIaTexXel, KOTOPbIU
MI03BOJISIET CTPaHAM-4JIeHaM M0/IaBaTh M 06pabaThIBaTh 3aMPOChI HAa OTCIEXKUBAHUE, TTEpe-
XBaT WJIM BpeMEeHHOe 3aMOpakKMBaHUe HE3aKOHHBIX Z10x010B oT KM. /laHHBIN MexaHU3M,
nosiyuuBLIMK Ha3dBaHUe [-GRIP, mepBoHa4YasbHO 6bLI ONMPO6OBAH B MUJIOTHOM PEXHME KaK
[IpoTOKOJI GBICTPOTO peardipoBaHus 1Mo 60pbbe ¢ oTMbiBaHWeM AeHer (ARRP) B 2022 r. u
oduIManbHO 3amylleH B HOsi6pe 2022 r. 6/1aro/japsi MHOTOYMC/IEHHBIM YCIENIHBIM CJIy4a-
sIM OCTAaHOBKH IJIaTeXeU B X0/le MUJIOTHOU (asbl.

[-GRIP crioco6cTBYeT OnepaTUBHOMN CBSI3U MEXKAY HallMOHA/IbHBIMH IeHTPaJIbHBIMH OI0PO
(HOB) MHTepnosa c ne/pio HeoNylleHus TepeBo/ia N0J03pUTe/IbHBIX HE3aKOHHBIX aKTH-
BOB MeX/ly CTpaHaMU-y4aCTHULAMU. 3allpockl, HanpasJsgeMble yepes [-GRIP, foynkHEI co-
JlepaTb J0CTaTOYHO NOAPOOHYI0 MHGOpPMaLMI0, HA OCHOBAaHUM KOTOPOM NpHHUMaoLIee
HIIb MoxeT NpHUHATbL COOTBETCTBYIOILME MePh], @ UMEHHO: ATy OllepaLiy, BTy U CYyM-
My, HOM€epPa CYeTOB U Ha3BaHMs1 PMHAHCOBBIX YUPEXKAEHUN Ha CUeTax MoJyvyaTesis U OTIpa-
BUTeEJIA.

Hctounuk: UHTEpnion

91. KpoMe Toro, cTaH/lapTU3UpPOBaHHbIE M0JI JJaHHBIX B 11a6J0HAX MO3BOJISIOT MEX/Y-
HapOJHbIM OPTaHU3ALUSM C LIEHTPATU30BAaHHBIMU BO3MOXKHOCTSMHU JIETKO aHATU3U-
pOBaTh JJaHHbIE U MAKCHMaJbHO 3P PEKTUBHO NPOBOAUTH PacCaeJOBaHUS U BO3Bpa-
maTh akTUBbl. Hanpumep, UHTepnosa ucnosbdyeT HHGOpPMaIHMIoO, NepesjlaBaeMyto Mo
ero KaHaJjiaM, /iJisl CO3/JaHHsI BHyTPeHHeH 6a3bl JAHHBIX — AHATUTHYECKOr0 ¢aiiia no
¢duHaHcoBbIM npectymieHusM (FINCAF) - ¢ nesibio o6JierueHus1 aHa/iM3a OnepaTUB-
HOM MHbOpMaLUU TpaHCHAIIMOHAJbHOI0 MacliTaba 0 pa3jMuYHbIX BUAAx GUHAHCO-
BBIX PECTYIJIEHUN U BbISIBJIEHUS CBSI3e MEX/Ay TPAHCIPAaHUYHBIMU JleJlaMU U pac-
CJ1eIOBAaHUSIMHU, yTPO3aMU, KPpUMHUHAJIbHBIMU TEHAEHIIUSIMU U IPECTYIHBIMHU CETAMU
(cM. TakKe BCcTaBKy 45 HIKe).

92. /lnsa fa/bHeNIEero yCKOpeHus AeCTBUM 110 BO3BPAaTy aKTUBOB HEKOTOPBIE OPUCAUK-
LMY [IpeJloCTaBU/IU HHOCTPAHHbBIM IOTepIieBLUIMM BO3MOKHOCTb [10/1aBaTh Ka/100y Ha
KM HHanpsaMyo B CBOM IpaBOOXpPaHUTEbHbIE OPraHbl, B TOM YHUCJI€e Yepe3 CBOIO OH-
JIAaWH-NIJIATPOPMY OTUYETHOCTH, YTOObI HANPAMYI0 GUKCUPOBATh HEOOXOAUMBIE MOJIA
JI@QHHBIX JJIsl IPUHATUSA Mep 10 NPUHYAUTENIbHOMY B3bICKaHUIO (cM. paszen «MHop-
Malus OT NOTepIleBIINX» BbllIe). ITO yCTPaHseT JONOJHUTENbHbIN yPOBEHb KOMMY-
HUKaLMU Y I03BOJISIET KOMIIETEHTHBIM OpraHaM ollepaTUBHO IPUHUMATh JIH00bIe 10-
CTYIIHbIEe MePbl B OTHOLIEHWH NOJ03PUTEJIbHBIX Ollepaliui, COBEpPIIEHHBIX I10 CYeTaM
6eHedUIMAPOB B UX OPUCAUKI[UH.
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Heobxodumebie nonHomoyus 815 delicmeulii: «npasusnbHbie PyKU»

93. [locKOJIbKY CKOPOCTb MMeEEeT MepPBOCTENEHHOEe 3HAaUYeHUe, Jitobast co6paHHast uHPop-
MaluA B Ujease JOJKHA HANpsMYIO NepefiaBaTbCsl OpraHaM, y»e 006/1aJaloliuM co-
OTBETCTBYIOUIMMH IMOJHOMOYHUSIMH WU OIBITOM JJs1 [OMCKAa M BO3BpaTa aKTHUBOB.
TakrM 06pa3oM, o NOJyYeHUH 3anpoca MOXKHO Cpasy e NPUHATb 06ecrieuuTesIbHbIe
Mepbl, UTOObI NPeJOTBPAaTUTh JajbHellllee OTMbIBaHME WJIM paclblieHue aKTHUBOB.
TeM caMbIM ITpaBOOXpaHUTEJIbHbIE OPraHbl M0JYYalOT XKMU3HEHHO BaKHOE BpeMs, He-
06x01IMMOe 1Jis PO 0JIKEHUSI paccieloBaHus, pa3paboTKu U c6opa J0Ka3aTelbCTB
Y NI0CJ/IeAVIOLIero Hanpas/eHUs1 opuLMaabHbIX 3anpocos o BIIIL

BcraBka 43. 3anpoc 06 oTCpOYKe mjiaTeKa OT N0A0TYETHOrO JIMIa

B [I®P WTanuu nocTymnusa 3anpoc 06 0OTCpouKe OT 06513aHHOM OpraHU3alUU B CBSI3H C Ye-
ThIPbMA NOJ03PUTEABHBIMU 3J1EKTPOHHBIMU NepeBofaMu Ha cyMMy 490 000 eBpo. Tpan-
3aKLUH OCYLIEeCTBJAJNACh N0 NOPYYEHHUI0 UTAJIbHCKOM KOMIIAaHMH, 3aHMMalOLIeics Oll-
TOBOU TOPTOBJIEN OJIEXKAO0H, AJis1 pa3JUUYHbIX GUPM B OHOU U3 cTpaH JlaJibHEBOCTOYHOU
Asznm.

[lomoT4yeTHas OpraHM3anKs MOCUUTAIA 3TU YeThIpe TPAH3AKIUH M0/I03PUTENbHbIMY, T10-
CKOJIBKY Cpe/ICTBA ObLIM MOJIYYEHBI U3 BXOJSAIIUX MEPEBO/IOB, KOTOpPble ObIIM OTO3BAHBI
0aHKOM-3aKa34YMKOM Ha OCHOBAaHUM TOTO, YTO CPEJCTBA GbLIM OTIPABJIEHBI B PE3YJIbTATE
«MOILIEHHHWYEeCTBa reHepaJbHOT0 AUPEKTOPAa» OJHOW M3 3aNaJHOeBPONENCKUX KOMITaHUH-
»kepTB. [IOP UTannu Takke MoJy4ynio cioHTaHHOe nHGopMupoBaHue oT [I1PP ykazaHHON
3amnagHoeBporenckor ctpadbl. Kpome Toro, B [IOP noctynuio coobiieHre 0 BO3MOKHON
CBSI3U UTATbSIHCKON KOMIIAHUM CO cXxeMaMU MoleHHH4ecTBa ¢ H/IC, B KOTOPBIX y4acTBO-
BaJIa yKa3aHHasl a3MaTCKasl CTPaHa yepe3 OT/[eJIbHYI0 BOCTOUHOEBPOIIEHUCKYIO CTPaHY, YTO
ellle pa3 yKa3bIBaeT Ha CBA3W Mexiy KM u JpyruMu BUaMu OPraHU30BAaHHOU MPECTYII-
HOCTH.

Onepauym ObLIU yCIEemHO OTJIOXEHBI. 3TO MM03BOJIMJIO HWHOCTPAHHBIM BJIACTAM BbIAAThb I10-
CTAHOBJIEHHUE O HAJIOXKEHHWH apeCTa AJid BO3BpaTad CPpeACTB B Wrtanuro.

WctoyHuk: UTanusa

94. OHAaKO TakKoe NpsMOe B3aUMOJEWCTBHE MOXKET ObITh COMPSI?KEHO C TPYAHOCTSIMH,
00YCJIOBJIEHHBIMU Pa3/IMYUSIMU B 3aKOHOJATEJNbHOW U NIPaBONPHUMEHUTENbHON 6a3e
pa3HbIX IOPUCAUKLIUNA. HEKOTOpBIE yclellHble MPAaKTUKKU 110 PelleHHI0 JaHHBIX MPo-
6/1eM BKJIQYAIOT CO3/laHMe BHYTPEHHUX KOOPJAUHAIMOHHBIX MEXaHU3MOB JJis 00-
JIer4yeHusl nepesadyy 3ampoCcoB B COOTBETCTBYIOIME OPraHbl, a TaKXKe HCI0JIb30Ba-
HME KaHaJIOB COTPYAHUYECTBA MEX/y FOCyJapCTBEHHBbIM WM YaCTHbIM CEKTOpPAMU U
BO3MOXXHOCTh @Y 106pOBOJILHO MPUHUMATh BpeMeHHbIe MepPHI 110CJIe MTOYYeHUs OT
KOMIIETEHTHbIX OPTaHOB UHPOPMALMU O MOJ03PUTENbHBIX ONepalUsiX.

Pyxoeodcmeo u npasuna: «KoAMeKmMueHoe coenauieHue»

95. YnpaBJsieHHe U NIpaBUJIa /i1 MHOTOCTOPOHHHUX CTPYKTYp 06ecrednBalOT rapaHTUH U
06s13aTe/IbCTBA 110 B3aMMHOMY paclO3HaBaHUIO NMPECTYNHOHN AesATeJbHOCTHU U Olle-
pPaTUBHBIM JeWCTBUSAM IpH NoJydeHUU HHPopMauuu. byarogapss aToMmy ynaetcs
Npeo/io/1eTh Npo6JieMy HeCOBNaZeHUsl IPUOPUTETOB MeX/AYHApOHbIX areHTCTB, 110-
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CKOJIbKY yCJIOBUSI IPUCOEUHEHHS U OKa3aHUsl IOMOILU ObLJIM COIJIaCOBAaHbI 3apaHee.
Kak nokasbiBaeT NpaKTHKa, 3TU IPaBUJia U KPUTEPUHU JOKHBI ObITh YETKUMHU U M0-
HATHBIMU.

96. Yka3aHHble IPUHIIMIIBI IPUMEHUMBI He TOJIbKO K HedopMabHBIM, HO U K popMalib-
HbIM MeXaHM3MaM MeXJyHapOoJHOTO COTPyAHHUYEeCTBa. B kauecTBe nmpuMepa MOXKHO
npuBectu PernamenT (EC) 2018/1805 EBpomneiickoro napsiamenTta u CoBeTa, KOTO-
prfI IMO3BOJIAET B3AMMHO IIPU3HABATb MHOCTPAHHBIE IOCTAHOBJIEHHUA O 3aMOpPa>KHUBa-
HUU U KOHGHUCKaLUU. [0406HBINA MeXaHHW3M NPSAMOT0 UCIOJHEHUs NI03BOJIsSIET oNlepa-
TUBHO OCYLIECTBJISATb TPAaHCTPAHUYHOE BMeLlaTelbCTBO.

97. YckopeHre MHPOpPMAIMOHHOTO 0OMEHa He JOJIKHO MPOUCXOJUTh B yilep6 3aluTe
1 KOHOUEHIIUMAJbHOCTH JJaHHBIX. YTOOBI 06€eCIeuuTh 6€30acCHOCTD IepeJaBaeMou
MHPOpPMAIMY, MHOTOCTOPOHHHE CTPYKTYpPbl OGBIYHO HCMOJIb3YIOT CYIIECTBYIOIHE
3alluIeHHble KaHaJbl CBS3U, Takue kak UHTepnos, EBponos u 'pynna «3rMoHT».
Hasinuue Takux 3aliuIeHHbIX KAHAJIOB CBSI3U MO3BOJISIET MHOTOCTOPOHHUM CTPYKTY-
paM CBOGOAHO pacCIIUPATHCS, TOCKOJbKY OTIaJlaeT He06X0IUMOCTDb B CO3/JaHUU JIBY-
CTOPOHHMX KaHaJIOB CBS3H.

BcraBka 44. [IpoexkTHas rpynna I'pynnsl «3rMoHT» 110 BEC-Mo1IeHHUYeCTBY

C uesiblo MPOTHUBOJIEUCTBUS PaCTyIled U cepbe3HoH yrpose, ucxoasauiei ot BEC g ¢u-
HaHCOBBIX UHCTUTYTOB U UX KJUEHTOB, 11 [I®OP co3panu «IlpoekTHyto rpynny ['pynmbl
"3rmMoHT" no BEC-Mol1eHHMYeCTBY», KOTOpasg 3aHUMAETCS aHAJIM30M TEeHJEHLUH, UH/U-
kaTopoB u MeTtozosioruii BEC, a Tak:xke 06MeHOM KJIH0UeBBIMHU BbIBoZaMu ¢ [IOP. O6iias
dbrHaHCOBasl TUIOJIOTHUS U IPUMepbl U3 IPAKTHKH II0Ka3bIBaIOT, YTO HauboJiee 3dpdeKTUB-
HBIM CII0COG0M GOPBOBI C 3TUM BH/IOM NPECTYIJIEHUH SIBJISIETCS ONepaTUBHOE pearuposa-
HUe, HallpaBJIEHHOE Ha NpecevyeHre U OTC/IeKUBaHUE 3JIEKTPOHHBIX IEPEBO/IOB.

B sT01 cBsi3u [IpoeKTHOM Ipynnoi 6bIM pa3paboTaHbl IPOTOKOJIbI MeX/y NPaBOOXPaHU-
TeJIbHbIMU opraHaMu U [1®P, a Takxke Mexay nHOCTpaHHbIMU [IDP a5 oTCiexuBaHUs U
3aMOpaXKUBaHUA J0x040B oT BEC-MomeHHHnYecTBa.

e [lpu monyyenuu CIIO, oTHOCALETOCA K MOAO3PUTEJNbHBIM TPAHCTPAHUYHBIM MO-
TokaM BEC, HanpaBssiroiee [IOP paspabaTbhiBaeT 3anpoc «6bICTPOro pearupoBa-
HUs» B npuHuMartoiee [1OP.

e 3ampoc J0/KEH COZEeP>XaTh COIJIaCOBAaHHbIE OCHOBHbIE JJaHHbIE U WHGOPMALHIO,
HeO6XOAI/IMbIe AJIA 06M6Ha B [[&JIAX [IPABOIIPUMEHEHHUA.

e Ot npuHumamwiero [IOP TpebyeTcs NPUHATH (110 BO3MOXKHOCTH ) HE3AME/IJTUTEb-
Hble MePHI 110 IPUOCTAaHOBKE U BO3BPATy HE3aKOHHBIX /10X0/I0B, B Hjieasle — B TeYe-
HUe 72 4acoB I0CJIe COBEPLIEHHUS MPECTYIIEHHUS.

Jlyisi o6MeHa 3anmpocaMu «GbICTPOro pearipoBaHus» B paMkax npoekrta BEC ucnosb3yeTcs
3aluiieHHas 1aTdopMa cBa3u ['pynnbl «3rMOHT».

HUcrounuk: 'pynna «3rMoHT»
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5.2. MpaBonpumeHeHue u cyaebHoe npecnegosaHue

98. [loMuMO BO3BpaTa aKTHBOB, TPaHCHAlMOHaAbHbIN XapakTep K® Takxe npuses kK
BO3HHKHOBEHHUIO TPYAHOCTEN Ha BCEX 3Tamax MpPaBONPUMEHHUTEJNBbHOrO NpoIiec-
ca - oT c6opa onepaTUBHON MHPOpPMALUK U IPOBeJleHUs paccyejoBaHus [0 c60-
pa loKa3aTeJbHOU 6a3bl [/ cyAebHOro npecjaeoBaHusA. PasBUTHe TeXHOJOTUU
yBeJUYHUJIO CKOPOCTb NPOBeJeHUsl TPaH3aKL MU U c0CO6CTBOBAIO NPOBELEHUIO
pa3po3HEHHbIX TPAHCTPAaHUYHBIX onepanuil. KpoMe Toro, aTo yBesM4ui0 BpeMs U
yCHUJIMs, HE0OX0UMble TPABOOXPAHUTENbHBIM OpraHaM /Jisl UX OTCJAEXUBAHUS U
UAeHTUDUKAIUHU.

Céop yughpoesix dokazamesnbcme

99. Hecmotps Ha oTcyTcTBUe mpsiMoi cBsi3u ¢ O], nudpoBbie KPpUMHUHATUCTUYECKHE
JloKasaTeJIbCTBa MOTYT AaThb KPUTHUYECKH BaKHble INOJCKa3KH, KOTOpble MOMOIYT
[IPaBOOXPaHUTEJbHbIM OpraHaM NpoJo/KUTh pacciaenoBanue O/l lllupokoe pacnpo-
CTpaHeHHe U NIPOCTOTA MCII0JIb30BAaHUSA YCIYT 10 COKPBITUIO JIMYHBIX JJaHHBIX, TAKUX
kak VPN, emie 60Jibliie 0CJI0KHAKT PaboTy MO MOUCKY KOHEYHbIX UcTIOHUTe el KM.

100. K coxkaneHu1o, B HacToslee BpeMs He CylLleCTBYeT eMHOr0 IJ1I00a/JIbHOI'0 PeXUMa,
peryJMpyouiero npojo/nKUTeNbHOCTb XpaHeHUsl LUPPOBBIX JAaHHBIX, B TOM 4UCJ/le B
OTHOLIEHWHU NMPOBalJlepOB TEXHUYECKUX YCaAYT. HECKOJIBKO IOPUCAUKLIUU OTMETUIN
3HAYUTEJbHbIA PHUCK yTEUKU [UPPOBBIX J0KA3ATENbCTB. 3a/jepKKH B CO3JaHUHU 0du-
[[MAJIbHBIX MEXAaHU3MOB COTPYAHUYECTBA TAKXKe CO3/AI0T NPO06IeMBbl [Jisl ONepaTUB-
HOTO NOJIy4YeHUs LUPPOBBIX J0Ka3aTeNbCTB.

101. CymecTByeT HeCKOJIBKO 3P PEeKTUBHBIX METO/I0B, TO3BOJISIIOLIMX CMATYUTh 3TH MPO-
6J1eMBI.

e Hcnonb3oBaHue HepOpMaJIbHBIX KaHAJIOB /s c60pa U obecnieyeHus: 6e30-
MaCHOCTH OllepaTUBHOU HHopMaruu. [Tocsie 3TOro UCob3yOTCSI 0QUIHAb-
Hble KaHaJIbl COTPYAHUYECTBA 15 OJIy4YeHUs] He06X0JUMBbIX JJ0Ka3aTeJbCTB U
3as1BJIEHUH [/ TOATOTOBKU Cy/1le6HOT0 pa3brupaTebCTBa.

e Takve KOHBEHIIMM U HHCTPYMEHTHI pacciaeA0BaHuA, Kak KoHBeHIUA 0 KU-
6epnpecTyNnHOCTH, U3BeCTHas TakXke Kak bysaneumTckass KOHBEHIMs, T03BOJISA-
I0T OIIePaTUBHO COXPAaHATH 3JIEKTPOHHbBIE [JaHHbIe U IlepeJjlaBaThb CIOHTAHHYIO
MHPOpMalHMIo, UYTO CIOCOOCTBYeET 60Jiee OLICTPOMY BbISIBJIEHUIO0 KOHEYHbBIX UC-
nosiHuTes e KM. Kpome Toro, B coOTBeTCTBUM C ByJjlanelmiTCKOW KOHBEHLUeHN
co3JjaeTcs KpYIJIOCYyTOYHas CeTb, 06eCleynBaOIAsd HeMeJJIeHHYI MOMOLlb
C/lIe[ICTBUIO0 B NpeJOCTAaBJIeHUHU TeXHUYEeCKUX KOHCYJbTalUH, c6ope AoKasa-
TeJIbCTB, COXPAaHEHUH JAHHBIX U T.[.

o [IpsiMoe cOTPyAHMYECTBO C MHOCTPAHHBIMU NPOBaKiepaMu yCAYT JJisl MOJIY-
YeHHUs HeOO6XOAMMbIX KPUMUHAJNCTUYECKUX J0KA3aTeNbCTB, TAKUX KaK HH-
dopmanusa 06 aboHeHTax, 6e3 NMpoxoxaeHus nporneaypsl BIII. [lo MHeHHUIO
OJTHOM U3 WPUCAUKIIMH, TPSIMOe 0GPOBOJIbHOE COTPYJHUYECTBO C UHOCTPaH-
HbIM MPOBaWJIepOM YCJYT siBjsieTCsl Haubosiee 3PpPEeKTUBHBIM MeXaHH3MOM
c60pa COOTBETCTBYIOLIUX IUPPOBBIX JJ0KA3aTETbCTB.

** JlonoHUTeNbHYI0 HHPOPMAIHIO O 06POBONLHOM COTPYAHUYECTBE C MHOCTPAHHBIMY NMpOBaii/iepaMu yCIyT CM. TaKkxke B My-

6snkanuu CoBeta EBponbl (uiosib 2020 1.) «Byganentckasg KOHBEHIMS 0 KM6EPIPECTYIHOCTH: IPEUMYIIeCTBA U BANIHUE Ha
IPaKTUKE».
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BcraBka 45. Byganemrckass KOHBeHIUS

BynanemTckas KOHBeHIMsI YCTaHABJIMBaeT NpoLeccyalbHble IIOJHOMOYUSA JJI: YCKOPEH-
HOT'O COXpaHeHHsI XPaHUMBbIX JaHHBIX, YCKOPEHHOI'0 COXpaHeHUs U YaCTUYHOI0 PaCKPbITHS
JlaHHBIX 0 TpaduKe, BbIJAUYU OpZepa Ha IPOU3BOACTBO, 0ObICKA U apecTa KOMIIbIOTEPHBIX
JlaHHBIX, cO0pa JJaHHBIX 0 TpadUKe B peXKMMe pealbHOr0 BpEMEHHU U llepexBaTa JJaHHBIX O
KoHTeHTe. KOoHBeHIUS Tak»Ke 06ecredruBaeT O6bICTPbIA U 9P EKTUBHBIN PEKUM MEXKAYHA-
POJHOI0 COTPYAHUYECTBA.

BTopoii 0no/THUTENBHBIN NMPOTOKOJ K KOHBEHIIMU 0 KMOEPIPECTYITHOCTH, KaCAKIIUHCS
paciiMpeHus COTPYJHUYECTBA U PACKPBITHUS 3JIEKTPOHHBIX J0KAa3aTeJbCTB, TAKXKe 06e-
ClleYyMBaeT NPABOBYI0 OCHOBY JiJIsl PAcKpbITUS UHPOpPMALMK O pPerucTpanuy JOMEeHHBIX
VMMeH U NPSMOI0o COTPYAHUYECTBA C NOCTABLUIMKAMU YCAYT JAJs M0oJy4YeHUsd MHGOpMaLuU
06 aboHeHTax, 3G PeKTUBHBIE CPeICTBA MOJIyYeHUs nHOopMaIuu 06 abOHEHTAX U JaHHBIX
TpadrKa, HeMeJJIeHHOe COTPYAHUYECTBO B Ype3BblYalHbIX CUTYaLUsIX, UHCTPYMEHTHI B3a-
MMHOH MIOMOIIIY, & TAK)Ke FapaHTHUH 3aliUThl IEPCOHAIbHBIX JAHHBIX.

Uctouynuk: CoBeT EBpomnbl

CoemecmHble npasonpumMmeHumensHsie delicmeus

102. TpaHcrpaHUYHble COBMeCTHble cjeAcTBeHHble rpynnbl (CCI) mpeacraBisioT co-
6011 I0OpUIMYECKOE COTJIAllleHUe MeX/ly KOMIIeTEHTHbIMU OpraHaMU IBYX WJd 6oJiee
IOPUCAUKIMU C LeJIbI0 IPOBeeHHs YyroJIOBHBIX paccaefoBaHui. OHU MOTYT cozeut-
CTBOBaTb 06MeHy MHpOpMaL el U TPAHCIPAHUYHOMY OTCJIEXXUBAHUI0 PUHAHCOBBIX
noTokoB. Kak nmpaBusio, MHGOPMaLlMOHHBIM 0OMEH OCYIEeCTBJISIETCS HA OCHOBE pas-
JIMYHBIX PAaMOYHBIX IPOTPaMM M corJialieHu# (Hanpumep, EBporoct, O6bejuHEHHAS
LesieBas rpyIIia no 6opbbe ¢ KU6EPIPECTYHOCTbIO IPU NoAAepKKe EBpono.ia).

103. Kpome Toro, CCI" ABASAIOTCS BaXKHBIM KOOP/IMHALIMOHHBIM LIEHTPOM /IJ1sI MHOTOCTOPOH-
HUX NPAaBONPUMEHUTENbHBIX AeUCcTBUN TPOTUB KM, yuynThIBask UX TPaHCHAILMOHAJIb-
HBIA U JlelleHTPaJM30BaHHbIA XxapakTep. baarogaps CHUWXeHHUIO NPensTCTBUN s
MPEeCTYyNHOM J1esiTeIbHOCTH CUHAUKAThI KM MOTYT Jierko nepeMemniaTbcsi U CO3/1aBaTh
HOBbIe IUPPOBbIE [[EHTPHI ONIEPAI[MU B y/la/IeHHbIX MeCcTax. B 3Tol cBsA3U Heo6X0/1U-
MO KOOPAWHHUPOBATH JENCTBUSA [AJis OJHOBPEMEHHOTO IpeceyeHUsl JesTeJIbHOCTU
Pa3/IMYHBIX MOATPYII (KOTOpble MOTYT JEHWCTBOBAaTh HAa TEPPUTOPUH HECKOJIbKUX
IOPUCAUKITUN).
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BcraBka 46. CoBMecCTHBIE eliCTBUS NPOTUB KPYNMHOMACIITAGHOTO
WHBECTUIMOHHOTO MOLIEHHUYecTBa!

Cep6usi coBMecTHO ¢ ABcTpuel, bosrapueit u 'epMmanuedt npu nojep>xke EBporocra npu-
HsJIa y9aCTHeE B YCIELIHbIX ONlepalnusaxX NPOTUB [BYX OPraHM30BaHHbIX NPECTYITHBIX IPYIII],
[10/]03peBaeMbIX B KPyMHOMACIITAOHOM WHBECTUIIMOHHOM MOLIEHHUYECTBE B cdepe KU-
6epropros.id. Bnactu Cepbuu apecToBa/v NATEPbIX [1003PEBAEMBIX U IPOBEIU 0ObICKU
B ZIEBATU MeCTaX, U3bsAB NATb KBAapTUP, TP aBTOMOOWJISl, 3HAYMTEbHYI0 CYMMy HaJIUy-
HbIX fieHer U UT-o60pyoBaHue. [loa HabJl0leHHeM OKa3anch Takxke 6osiee 30 cyeTOB B
cep6ckux 6aHKkax. KpoMe Toro, 4eTBepo MoJ03peBaEMbIX GBI apecToBaHbl B bosrapuy,
a 2,5 MJIH eBpo ObLIM 3aMOpPOXKEHbI HA GAHKOBCKOM CYeTe KOMIIAHWUHM, y4yacTBOBABILEH
B MOIIIEHHUYECKOW cxeMe B [epMaHUU.

Ha ocHoBe nHpopManuy, nosay4eHHOH B X0Ze 3TOU oNepaluy, yepes ABa JHs BJIaCTH Obl-
CTPO MPOBEJIH ellle OfHY Ollepalllio NPOTHUB OJHOM U3 KoMIaHUH B Besrpaje, apecToBas
O/IHOT'O TI0J03PEBAEMOT0 U U3bsIB CEpPBepHI, Apyroe UT-o60pyaoBaHNe U JOKYMEHTHI.

B naHHOM ciiydae cepOCKUe BJIaCTH, B YaCTHOCTH, BOCIIOJIb30BAJIUCh CTaThel 26 Bynanenrt-
cKko koHBeHIUH (CioHTaHHasg HHPOPMaLUA) JJisi 06MeHa HHPOPMALKEN C IPYTUMH Nap-
THepaMu. EBporocT okasas fasbHellee Co/leCTBYE paccief0BaHUI0, MPOGUHAHCHPOBAB
pa6oTy coBMecTHOH caeAcTBeHHOU rpynmbl (CCIY), a Tak»Ke opraHM30BaB KOOPAUHALUOH-
HOE COBelllaHHe B CBOUX MOMeIeHUsIX B [aare 1 BUZIeOKOHepeHIHIO.

HUcrounuk: Cep6us; CoeT EBponbl (utoab 2020 r.) ByganemTckas KOHBEHIIUS 0 KU6epIpPeCcTyNHOCTH: Ipe-
MMYILEeCTBA U BJUSHUE HA NPAKTUKE

B Bonee noapo6Hy10 I/IH(l)OpMa].lI/IIO CM. TaKXe B npecc penuse EBporocta (ampesb 2020 r.): https://www.

104. [Ipu 3TOM COBMeCTHbIE AEHUCTBHS M0 06eCrieYeHUI0 COOJII0IeHHS] 3aKOHOAATE/IbCTBA
CONpPSHKEHBI C ONpe/ieJIEHHBIMU TPY/HOCTSIMU.

e [IpaBoBble Gapbepbl MOTYT OrpaHUYMBATh HedOpMaJbHbI 06MeH HUHOP-
Maliel fake B paMKaxX COBMECTHBIX C/IeJICTBEHHBIX IpyII. B oJHON U3 ropuc-
JUKIUH ObIJIO OTMEYEHO, YTO JIJ1s1 00MeHa HHPopMaluell Bce ellle NPUXOIUTCS
moJlaraThbCsl Ha 3alpoChl 0 B3aHMHOM IPaBOBOU MOMOIIM, YTO MOXKET CHHXKATh
3pdeKTUBHOCTb U BOBJIEYEHHOCTh. KpoMe TOTO, MOTYT CyllleCTBOBAaTh Orpa-
HUYeHHsS Ha 06MeH nHbopMale, 0cCO6eHHO B OTHOLIEHUH JleTaJIu3al[uu UH-
dopmanuu o pYHAHCOBBIX ONEPAIUIX.

e HeoayHaKoBble BO3MOXHOCTHU M MPUOPUTETHI TaKKe MOTYT MPENsSATCTBO-
BaTh y4aCTUI IOPUCAUKLUU B COBMECTHBIX JlelcTBUAX. Kak oTMeuasioch pa-
Hee, BHYTPEHHUE IPUOPUTETHI MOTYT HE COBNAAATh C COBMECTHBIMU JAEUCTBU-
SIMH, U IOPUCAUKIUH MOTYT CTOJIKHYThCSI C TP0O6JIeMOM 6a/TaHCUPOBAHUS 3THX
VHTEPECOB B yCJIOBUAX OTPAaHUYEHHOCTH PECYPCOB, HECMOTpPS Ha pocT KM.

105. B gonosnnenue k CCI' coBMecTHbIe OnepaLuy, OpraHu3yeMble MHOTOCTOPOHHUMU OP-
raHMW3aLMUAMY, TAKUMHU KaK MHTepnoJ, Takxe ABJIAITCA BRXXHBIM KOOPAWHALMOHHBIM
LIeHTPOM [1J11 MHOTOCTOPOHHHUX JlecTBUM 1o 60pb6e ¢ KM. XoTa Takne onepanuu Mo-
I'yT 6bITh 60siee HedpopMaibHbIMY, yeM CCI, B oTcyTcTBHe odpuLHaIbHBIX IOpUAuYe-
CKUX COIJIAllIeHUH, OHU BCE K€ MOTYT CJYKUTb BAXKHOU MJIaTPOPMOU /151 COBMECTHBIX
JleiICTBUI COOTBETCTBYIOIIUX IOPUCAUKLIUI IO IPOTUBOAeUCTBHIO KM.

© 2023 FATF/OECD, Interpol and Egmont Group of Financial Intelligence Units


https://www.eurojust.europa.eu/news/action-against-large-scale-investment-fraud-several-countries
https://www.eurojust.europa.eu/news/action-against-large-scale-investment-fraud-several-countries

HE3AKOHHBIE ®MTHAHCOBBIE [TIOTOKW OT KUBEPMOILIEHHUYECTBA |59

BcraBka 47. Onepauusa Uatepnosia HAECHI

C 2020 r. UuTepnos npoBoAuUT exxeroanyto onepauuto HAECHI, nanpaBiienHyto Ha 60pb-
6y ¢ PUHAHCOBBIMU MPECTYIJIEHUSIMU B KUOEPIPOCTPAHCTBE U CBSI3aHHBIM ¢ HUMHU O/], U
NOAIEPKUBAET 06MeH MHPOPMALUEN MEX/Y YYACTBYIOIIMMU IOPUCAUKIIMAMU. B pamMkax
nocuegHert onepayuu HAECHI III (2022 r.), B koTOpo# npuHsau yyactre 30 IopUcauKIUH,
66110 apecToBaHo mouTu 1 000 mogo3peBaeMbIX U 3a6/10KHpoBaHo 2 800 6aHKOBCKHUX CYe-
TOB U CYETOB BUPTYaJbHbIX aKTUBOB, CBSI3aHHBIX C HE3aKOHHBIMU JI0XOJaMHU B pasMepe
130 muH. gosui. B pamkax HAECHI III UHTenpos1 KoopiuHMPOBaJ MHOTOYMCJIEHHbIE Jesa
MeX/ly CTpaHaMU-y4aCTHUI[AMMU JIJI COBMeCTHON 60pb6bI ¢ KM.

Onepanusa HAECHI Ttakxke mociy»xusa miatdopmoi g FINCAF, koTopblii coGupaeT HH-
dopMany0 U3 pasJMYHbIX UCTOYHHUKOB U BBISIBJISET CBA3M MeXJy paccieloBaHUSIMUY,
BeJlyIIMMUCS B pa3HbIX cTpaHax-ydyacTHulax. Ctpykrypa FINCAF no3BoJisieT BKJIHOYATh
JlaHHbIEe U Apyrye 3JeMeHTbl HHPOopMaluy, OTHOCALMeCS K JI06bIM BUAaM GUHAHCOBBIX
NpeCcTYIJIEHUH U NpecTYIJIEeHUH, UMEeLUX TPaHCHAlMOHa/NIbHBIN XapakTep. UHTepnon
ucnosb3yeT FINCAF g5t B3auMoIeiCTBUS CO CTPaHAMU-YJIEHAMU C 1[eJIbI0 YCUJIEHUS 06-
IIMX TAaKTUYECKUX Mep 60pbOBI C MeX/IyHAapOJHOM OPTraHM30BAaHHOW NPeCTYNHOCThIO, Ta-
koil kak KM. FINCAF siBsisieTcsl BaXKHbIM MHCTPYMEHTOM, IIO3BOJISIIOIIUM MOJIYYUTh 60Jiee
II0JIHOE TIpe/iCTaB/IeHHe O TPAaHCTPAaHUYHOU NPECTYIIHOM [lesTeJIbHOCTH, IPeCTYIHBIX Op-
raHU3aLMAaX, UX TPYNIOBBIX CTPYKTYPaX, UHAUBUAYAJIbHBIX POJIAX U KJIIYEBbIX JNLAX, Me-
TO/|aX esITEJbHOCTH U MOIIEeHHUYeCKUX QUHAHCOBBIX ONepaLUsX.

Uctounuk: UHTEpIioN

locydapcmeeHHO-yacmHoe compyodHu4yecmeo

106. CoTpyAHUYECTBO MEX Y FOCYJapCTBEHHBIM U YACTHBIM CEKTOPAMU MOXKET BbIXOJUTh
3a Mnpe/iesibl HAIMOHABHBIX IPAHUII, UTO MO3BOJISIET JOOUTHCS OOJBIINX pPe3yJbTa-
TOB, YYUThIBAas TPaHCHAIMOHAJbHBIN oxBaT KM. [logo6Ho HanuoHaabHbIM [YII, Ta-
KO€ COTPYAHUYECTBO MOXKET OXBAThIBATb THUIIOJIOTUM WU CTPATETHYECKHH OOMeEH,
a Tak»Ke onepaTUBHYI KoopAuHanUio. COCTaB TaKUX NAaPTHEPCTB TAKXKeE 3aBUCHUT OT
1eJiel U MOXKeT BKJII0YATh Kak TpaguinoHHble as [10/1 /DT, Tak u HeTpagUIMOHHbIE
CeKTopa.
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BcraBka 48. EBponeiickasi nporpamMma no 6opb6e ¢ JeHeKHbIMHA MyJIaMU

EBporneiickas nporpaMma 1o 6opb6e ¢ JeHeXKHbIMU MyJIaMH — 3TO MeX/yHapo/{Hasl onepa-
11151, B OCHOBE KOTOPOH JIEXKUT 06MeH HHOopMalel Mex 1y rocyJapCTBEHHbIM U YaCTHBIM
CEKTOpaMH JJIs1 IPOTHUBOAENCTBHS CI0’KHBIM COBPEMEHHBIM MPECTYIIJIEHUSIM.

B 2022 r. npu nocTOsIHHON KoopAWHaluu EBpomnelickoil 6aHKOBCKOU deaepali 0K0JIO
1800 6aHKOB U (MHAHCOBBIX YUpEXKAEHUN OKasald COLeHCTBHe NPaBOOXPaHUTEJSbHbIM
opraHaM B IpOBeJileHUU JaHHOU ollepaluy, Hapsily C OHJIalH-CepBUCaMU JIeHeXKHbIX lepe-
BO/IOB, KPUIITOBAIIOTHBIMU OUpkaMH, puHTex- U 3CK-KoMIaHUsSMY, a TaK»Ke TpaHCHALKO-
HaJIbHBIMHU KOPIOPALUAMU KOMIIbIOTEPHBIX TEXHOJIOTUH.

B omepanuu y4yacTBOBaJIM NMPaBOOXPaHUTEJbHbIE OpPraHbl U3 25 OPUCAUKIUKA', a Tak-
ke EBponos, EBpotocT u UHTepnos. Beuio BeisiBaeHO 8 755 AeHEXHBIX MYJIOB, a TaKKe
222 BepOOBIIMKA. B 06111el CI0XKHOCTU OBLIO NepexBadyeHo 17,5 MJIH eBpo ¥ apecToOBaHO
2 469 eHeXXHbIX MYJIOB.

Hctouynuk: EBpomnon

* ABctpasusi, ABctpusi, Bosrapus, Besnko6puTtanusi, Bearpusi, FTonkonr (Kurait), Tpenus, Upsiranaus, Ucna-
Hus, Utanus, Kunp, Konymo6us, MoagoBa, Huaepaauasl, [loabwa, [loptyranus, Pymbiaus, Cunramyp, Cio-
Bankas Pecny6uinka, CnoBeHus, CIIA, Yenickas Pecniy6uivika, llIBerinapus, llIBenus, dcToHUS
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6. 3aKnoUYeHue U NPUopUTEeTHbIe HanpaBaeHUA

107.KM coBepuiaeTcs TpaHCHAaLXMOHAJbHbIMU OPraHM30BaHHBIMU NPECTYIHBIMU CHUH-
nukatamu. Kak oxxujaercs, Macmitabbl 1 06beM KM 6yayT pacTu 1o Mepe ycuJjie-
HUS TEHAEHIUU [UPOBU3AIUYU U PACIPOCTPAHEHUSI BUPTYAJIbHbIX YCIYT 110 BCEMY
Mupy. IOpucaukuyu Takxe JOJKHbI IOMHUTb O JOMOJHUTEJNbHBIX YSI3BUMOCTSX B
Pa3JIMYHBIX CEKTOPax, BK/IOYasa [udppoBble GUHAHCOBBIE UHCTUTYTHI U HETPAJUIU-
OHHbIE CEKTOpPa, KOTOPble MPECTYNHUKH MOTYT MCI0Jb30BaTh [IJisl COBEPIIEHCTBO-
BaHus MeToA0B KM u O/] 6;1arofiaps pactyiiei nuppoBrU3aLUU.

108. OpucUKIMKU 1OKHBI COCPELOTOUYUTHCS HA MPeoJ0JIeHUH Pa3pO3HEHHOCTU [Jis
YCKOPEHHS U paclIMpeHUsT COTPYAHUYECTBA MEX/AY PA3JIUYHBIMUA CEKTOPAMU U Op-
raHu3alysIMU KaK Ha HallMOHAJIbHOM, TaK U Ha MeX/JyHAapoJJHOM ypOBHsX. Beies-
CTBUE JlelleHTpan30BaHHOro xapaktepa KM u cBsg3anHoro ¢ HUM O/l »KU3HEHHO
BakHasA pUHaHCOBast UHPOPMaAIMs U J0KA3aTeJbCTBA YaCTO pa3poO3HeHbl B pa3HbIX
MecTax. B pe3ysbTaTe 3aTpyAHAIOTCA YCUJIUA MO paccjeZjOBaHUIO U JIMKBUJAIUU
cunaukaToB KM, a Takke 10 OTC/IeXKMBAHHUIO U BO3BPATY A0X040B oT KM.

109. KM MoxeT UMeTb 3HaYUTebHbIEe U KaTacTpopruieckrue pUHAHCOBBIE NOCAE/CTBUSA
Ji1s1 »kepTB. Ho mocsieAcTBUS He OTPaHUYMBAIOTCS AEHEKHBIMHU OTEPSIMU; OHU MO-
YT UMeTb paspylIMTeJbHble COLMaJbHble U 9KOHOMHUYECKHe MTOCaeACTBUSA. BbIBO-
[ibl, CleJIaHHble B HACTOALEeM OTYeTe, yKa3blBAalOT Ha TPU IPUOPUTETHBIE 00J1aCTH,
B KOTOPBIX IOPUCAUKIIMU JOJKHbBI IeUCTBOBATh AJisd 60siee 3dPeKTUBHONU 60pPbObI
¢ KM u cBsA3aHHbIM ¢ HUM O/]: ycujieHMe KOOpAVWHALUU Ha HAJUOHAJIbHOM YPOBHE;
noJJlepKKa MHOTOCTOPOHHEr0 COTPYAHUYECTBA; yCUJIEHHWEe Mep IO BbISABJIEHUIO
Y NIpecevyeHu 0.
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[IpropuTeTHBIE HanpaBJieHUs 3G PEeKTUBHOTO
npotuBogercTBusi KM u cBss3anHomMy ¢ HUM O/]

Ycunenue BHYTPEHHEﬁ KOOpAHWHaUHUU MeXAYy roCyaAapCTBEHHBIM U YaCTHBIM CEKTOPAMHA

e HpucauKIUK AO/DKHBI Pa3paboTaTh KOOPUHALIMOHHbIE MEXaHU3MbI, 00 bEUHSI0-
e YCUJIHs COOTBETCTBYIOUUX KOMIIETEHTHBIX OPTaHOB JJI1 KOMILJIEKCHOTO IPO-
TuBOAeUCTBUSI KM U OTMBIBaHUIO JOXOA0B OT JJAHHOM AesITeJIbHOCTH. ITO KacaeTcs
KaK TeXHUYECKHX CIEIMaJUCTOB M0 KUOepHpecTyMHOCTH, TaK U NpejcTaBUTe el
HETPAUIMOHHBIX CEKTOPOB, TAKUX KaK MIAaTGOPMbI COIIMATbHBIX CeTeH, 3JIeKTPOH-
Hasl TOPTOBJIs, TEJIEKOMMYHUKAIIMU U UHTEPHET-NpoBaiepbl. KOpUcAUKIINY TaKkKe
JIOJIKHBI UCTI0JIb30BaTh MAPTHEPCKHE OTHOIIEHUS MEX/y TOCYJapCTBEHHBIM U YaCT-
HbIM CEKTOPAaMU /ISl MOBBIIEeHUS 3)PEKTUBHOCTH BBISIBJIEHUS U pPacCaeJ0BaHUM,
a Tak)Ke YCKOPEHUSI ONlepaTUBHbIX MeEpP 10 BO3BPATY aKTHUBOB.

e JddeKTHBHAsA NMpaKTHKa MpeJloJaraeT Co3[aHue ClelHaJbHOr0 LeHTPaJn30BaH-
HOTO MOApa3sjeseHus], KOTOPOe MOXEeT COOMpaTh HeOOXOAMMYI HMHpOpMaLUio U
KOOPAMHUPOBATb JAeUCTBUS Pa3/MYHbIX FOCYAAPCTBEHHBIX M YAaCTHBIX CTPYKTYD,
BKJIIOYasl [IpOBeJleHUe pacc/efloBaHUM, BO3BpaT aKTUBOB M NpeAOTBpalleHHue MO-
IIeHHUYeCTBa.

Ho,q,aepxﬂ{a MHOTOCTOPOHHEr'o MEeKAYHAPOAHOTO COTPYAHUYIECTBA

e Yr0o6b! NOBLICUTH 3 PEKTUBHOCTL BO3BpaTa aKTUBOB M M36eXaTb yTEUKU JJ0XOJI0B
ot KM, 10puCAUKIMY JO/DKHBI COBMECTHO PaboTaTh HaJl ONEPAaTUBHBIM MEPEXBATOM
ZloxozioB oT KM. OnepaTUBHBIN ONBIT IOKa3bIBAET, YTO BMELIATENbCTBO, KaK IPaBUJIO,
Haub6os1ee 3P GEKTUBHO B TeueHUe 24-72 yacoB nocyie BO3HUKHOBeHUs dpakTa KM. [lsist
3 PeKTHBHOTO OTC/IEXKUBAHUS U BO3BpaTa A0x0/10B 0T KM, KoTopble OTMbIBAIOTCS U
pacnpezieIIITCS B Pa3HbIX OPUCAUKIUAX, HEOOXOAUM IVIOOATbHbBIN €/JUHBIN MOAXO.

e /Jlng 3TOr0 IOPUCAMKLMHN J0JDKHBI UCN0JIb30BATh U NOAAEPXKUBATh CYLIeCTBYIOIINE
(1 1r06BIE OyAylIME) MHOTOCTOPOHHME MexaHU3MbI (Takue Kak [-GRIP MuTepmosia
u npoekT BEC 'pymnbl «3rMOHT») AJ1s GBICTPOr0 MEX/IyHAPOAHOTO COTPY/[HUYECTBA
1 o6MeHa nHdopMarlren B nesissx 60pb6bl ¢ KM. Takue MHOTOCTOPOHHHE MEXaHU3MbI
TaKXKe MO3BOJISIIOT IOPUCAUKIHUSAM COTPYAHHUYATb U KOJIJIEKTUBHO JMKBUIUPOBATH
TpaHCHaLMOHAaJbHbIe CUHAUKAThI KM.

Ycunenue Mep I10 BbIABJIEHUIO U IIpEeCEYEeHU IO

e /Jlng noBbllleHUs 3pEKTUBHOCTH BbISIBJIEHHNS NOJO3PUTEJIbHBIX Ollepaluil I0pHUC-
JUKLHU JJO/DKHBI 06eClieYuTh NPOCTOTY NpeAcTaBieHuss HHPOpMaluy NoCTpaiaB-
IIIUM, HallpUMeED, C IOMOIIIbIO CEeMalbHbIX JIATGOPM, T03BOJISIOIUX YIOPSIJ0UYUTh
npezctaBieHue nHGopMauuu. OpucAMKINY TakKe [0/HKHbI COTPYAHUYATD C 4acT-
HBIM CEKTOPOM [JIs1 Y/Iy4IleHUsl OTYETHOCTH O NTO03PUTENbHbIX OllepaLUIX.

e HOpUCAUKLUU AOKHBI CIOCOO6CTBOBATH MOBBILIEHUIO OCBELOMJIEHHOCTH U 6UTEb-
HOCTH B oTHoleHUU KM nyTeM npocBellleHUs HaceJleHUs, B TOM YHCJIe AJ1s Paclpo-
cTpaHeHUs1 UHQopMauuu o nprusHakax KM u noseilieHns kubeprpamMmotTHocTH. [Ipo-
dUIaKTHKa UTrpaeT KJIOYEBYIO POJIb B CHMXKEHUHU OOLIed JOXOJHOCTH CUHAUKATOB
KM. FOpucaukuuy Takke MOTYT COTPYLHUYATh C YACTHBIM CEKTOPOM JJIs1 OALEPXK-
KM CTpaTerui npeforepaieHus KM, Takux Kak 3aldTa NOTpeduTes el U ycTpaHe-
HUE NPEeCTYINHbIX UHCTPYMEHTOB.
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NMpunoxkeHue 1: puck-uHanKatopbl KM

[IpuBe/ieHHble HIXKe NOTeHIMa/lbHble PUCK-UHIUKATOPbl OCHOBAHbI Ha OMbITE U JaHHBIX,
[OJIyYeHHBIX OT PUCAUKINH, BXoAALUX B [o6anbHy0 ceTb PAT®, pynny «3rMoHT»
Y YaCTHBIN ceKTop. /laHHble HHAMKATOPbI HAallpaBJeHbl HA NOBbILIeHHE 3G PEeKTUBHOCTH
BbISIBJIEHUS NOJI03PUTEbHBIX onepalui, cBazaHHbIX ¢ KM. [lepeyeHb kiaccupuuupo-
BaH I10 Pa3/IMYHBbIM HAalpPaBJEHUSIM — OT OTKPBITHSA cYeTa ;0 MOHUTOPHUHIA oNepanui.
WHAMKaTOpbI MOTYT 6bITh AKTYaJIbHBI AJIS PEryJUpyeMbIX OpraHu3anui, Bkaodyas OV,
[IYBA, YHOIIII v gpyrue ¢rHaHCOBbIE U NJIATEXKHbIE yUpeXKJeHUs.

Hasuyne ogHOro MHAMKATOpa B OTHOLIEHUM KJMEHTa WM ollepalyy caMo o cebe He
MOXKET CJY>KUTb OCHOBaHMEM /[iJisl OL03pPEHUH B COBEpLIEHUHU NpecTyIJIeHUs, CBsI3aH-
Horo ¢ KM, paBHO Kak M He 06513aTeJIbHO SIBJSETCS YeTKMM YKa3aHUEeM Ha TaKylo Jes-
TeJbHOCTb. OJHAKO OH MOXeT MOCAYXUTb NMOBOJOM JJif AaJbHeUero MOHUTOPHUHTA
Y IPOBEPKH B c/1y4ae HE0OXOAUMOCTH.

Xapakmep onepayuli

° BbICprIe WJIM He3aMeOJIMTEJIbHbIE Oollepalru C GOJIBIIMMHU UJIM MaJbIMH CyMMa-
MU NOCJie OTKPBLITHUA CHETA, HE COOTBETCTBYIOIIME €Ir0 HA3HAYEHHUIO.

° BbICTpOG WJIN HEMeJIEHHO€ CHATHWE HAaJIMYHbIX WJIK IIepeBOo/J KPYIIHbIX CYMM I10-
CJie IoJiydeHud nepesosa cpeCTB C eJIbI0 ONMMYCTOLEHUA CHeTa.

e YacTble 1 KpynHbIe ONepaliy, HE COOTBETCTBYIOIME 3KOHOMUYECKOMY MPODUITIO
BJIaJiesiblla cyeTa (HampuMep, BHe3aNHble MeX/yHapOJHble MepeBOJAbI, CHATHE
HaJIMYHBIX JIeHEeT C UCM0JIb30BAaHUEM IIJIATEXKHbBIX KAPT B UHOCTPAHHBIX 6aHKOMa-
Tax, npuobpeTeHue B 60/bIINX 06'beMax BA uiu ToBapoB [Jis1 BbIBO3a 3a pyb6ex,
NJIaTEXU B M0J1b3y HEJIMLIEH3UPOBaHHbIX UHOCTpaHHbIX YII/ILI).

b HepeBOﬂbI CpeacCTB B OPUCAWKINHU C BBICOKMM PUCKOM OTMbIBAHHWA AE€HET U U3 HUX.

e KpynHble yacTbie onepanyu ¢ HeZJaBHO CO3/JaHHBIMU KOMIIAaHUSIMU U /UJIH Ybs OC-
HOBHasl J1esITeJIbHOCTb He COBNAJAET C AeATEJbHOCThIO, OCYIIeCTBIsIeMOI GeHe-
duHapoM, UM UMeeT OOIIYIO I[eJIb.

e HeGoubiiKe niaTeXu B N0J1b3y 6eHedUIIMapa, 32 KOTOPbIMU OC/I€ YCIEUIHOTO 3a-
BepLIEHUsI GbICTPO CAEAYIOT MJIATEXH B [10J1b3Yy TOrO0 e 6eHeduiapa Ha 6oJiee
KPYIHYI0 CYyMMY.

e YacTble U/UJIU KPYIIHbIE IOKYNKH Ha KPYIJIYI0 CYMMY, YTO MOKeT CBU/eTebCTBO-
BaTh O MOKYIKe NOJapO4YHbIX KapT.

UHCcmpyKyuu u KommeHmapuu K KnueHmcKoli onepayuu

e KiueHTcKas TPpaH3aAKLUHA 3allpalliBaeT AOIOJIHUTEJ/IbHbIE IIJIATEXHKU Cpa3y Iocje
YCIIEIHOTI'O IJIaTe»Xa Ha CYET, KOTOprfI paHee He HCII0Jb30BaJICAd KJIMEHTOM OJiA
OIlJIaThI YCJIYI' CBOUX l'[OCTaBIJ_U/IKOB/l'IpO,E[aBLIOB. Takoe noBeaeHue MOXeT OBbITh
XdpaKTepHO AJid NPEeCTYyINHHUKA, NbITAKIErocd NpoBeCTH AOINOJHUTEJIbHbIE He-
CAHKOUOHHWPOBAHHbIE IIJIATEXH, Y3HAB 06 yCriemrHoM MnpoBeiIeHNKU MOLIEHHUuYe-
CKOTO IJiaTe»a.

e Kaxyuiuecss 3aKOHHBIMU MHCTPYKL MU N0 TPAH3aKLUAM KJHEHTa OTIMYAIOTCS M0
SA3BIKY, CDOKaM U CYMMaM OT paHee NPOBePeHHbIX HHCTPYKL UM 110 TPaH3aKIUsAM.
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e MHCTpyKLUHM 10 IPOBEJIEHNIO ONlepalluil coZlep>KaT NOMETKH, YTBEPKJeHUs UIU
bopMyIMpoBKH, 0603HayarlLMe 3a0poC Ha NpoBeJleHUe onepanuu Kak «Cpou-
HbIN», «CeKpeTHbIN» WU «KoHbUIeHITnaIbHBIN».

e B kavecTBe 060CHOBaHHUS ONEPALMU KJIUEHT NpeJCTaBJseT IJ10X0 0popMIeHHbIe
Cco001IeHMs /3/IEKTPOHHbIe HcbMa (opdorpaduueckrue u/uUau rpaMMaTHyeCKUe
OILUOKH).

e HHCTpyKLHMH O NPOBEJEHUIO ONlepaliuy HANPaBJAIOT IJIaTeX U3BECTHOMY GeHe-
dunmapy, onHako nHpopmanus o ciete 6eHedUMAPA OTIUYAETCSA OT TOU, KOTO-
pas MCNoJib30Balach paHee.

e [lpexnosiaraembiii 6eHedUIIMAp B OMMCAHUU ONEpallMUd U UMs BJaJiesiblla CYeTa,
W3BeCTHOe 6aHKY-TMoJIyyaTesl0, He COBMAIaloT.

e [lepeBozbl, 3aKka3aHHble PU3NYECKUMHU JHULLAMU (MpeAnoaraeMblMU HHBECTOpa-
MH), He 06Js1a/lal0IlMMU GUHAHCOBBIM ONBITOM U 3HAHUSMH, B 1013y KOMIAHUN
(BO MHOTHUX CJly4asiX, CO3/JaHHbIX B IOPUCAUKLUSAX C BHICOKUM YPOBHEM pHCKA), Y
KOTOPBIX OCHOBAHMUS [iJsl IIJIaTeKel CBA3aHbl C MHBECTULUSAMH U GHUHAHCOBBIMH
NpOLYyKTaMH.

e HecooTBeTcTBHE KOHTPAareHTOB HaMMEHOBAHUIO NpeANpPUATHS/KOMIAHUHU, yKa-
3aHHOU Ha CYeTe, YTO MOXKET CJAYKUTb IPUKPBITUEM J1JIs1 IEpeMeLIeHUs] KPYTHBIX
CYMM CpeJiICTB B MeX/yHapoJHOM MacluiTabe (HanpuMep, KOMIaHHUSA, yKa3aHHas
KakK MebeJibHas, 0CyLeCTBUIa MHOTOKPATHBIM KPYNIHBIN NepeBo/ B aipec KoMIna-
HUH, YKa3aHHOU Kak HepTeTpelHAUHIOBas ).

e Omnepanuu, NpoBOJUMbIE IPU HECOBIA/IEHUH YACOBbIX IIOSICOB YCTPOUCTB.
Modo3peHus e omHoweHuUu enadenbya cuema

e BurageJsen cyeTa He XeJlaeT UJIM He MOXKeT NpoiTu npoBepky HIIK.

e Buaziesen cueTa He 3HaeT 06 UCTOYHUKE CPEJICTB, MPOXO/IAIUX [10 €T0 CYETY, UJIU
YTBEPXK/AAET, YTO COBEPIIAET OMEPAIUU OT YY>KOI'0 UMEHHU.

e YacTasg cMeHa Ha3BaHUU IOPUJHUYECKUX JUL/UHAUBUYaJbHbIX IpeANIpUHUMaTe-
Jiell C UCN0JIb30BaHUEM UHOCTPAHHBIX BBIpAXKEHUHU U TEPMUHOJIOTUH.

e KiMeHT JleMOHCTpUpPYeT HeJOCTAaTOUYHYIO0 OCBEJJOMJIEHHOCTb O XapaKTepe, npe/-
MeTe, CyMMe WJIM LieJIM olepaluu/onepandi UM OTHOLIEHUH J1M60 JaeT Hepe-
aJIbHblE, 3aMyTaHHbIE UJIM HENOC/IEe0BaTe/bHble 00'bSICHEHUS, YTO BbI3bIBAET I10-
JI03pEHHE, YTO KJIUEHT BBICTYNAET B POJIM MyJIa.

I'lodo3peHue 8 /IUMHOCMU nosb3oeamensa cyema

e [losb30BaTe/Ib MBITAETCS CKPBITh CBOI JIMYHOCTh, MCIOJIb3ysl 001ue, dpaabCu-
duIMpoBaHHbIE, YKPaJleHHble UJIW U3MeHEeHHbIe UJeHTUUKALIMOHHbIE TaHHbIE
(ampec, HoMep TesredoHa, 3IEKTPOHHASA [1OYTA).

e YacTas cMeHa KOHTAaKTHBIX JJaHHbIX, HOMEPOB TeePOHOB, aZ;peCcoB 3J1EKTPOHHOU
IMOYTHI ITOCJIE OTKPBITHUA CHETA.

e AJpecasjieKTPOHHOU MOYTHI, HEe COOTBETCTBYIOLME UMEHU BJIaJle/ibl[a CYeTa, UJIU
CX0KHe aJipeca 3JIEKTPOHHOM MOYThHI HA HECKOJIBKUX CYETAX.

e HeperynspHble JaHHble B Ipodusie KIUEHTA, HalpUMep, ob1IMe yYeTHbIe JaHHbIe
(HanmpuMep, obLKe AJid BYX UK 60Jiee 0Jb30BaTeel) ¢ IPYTUMU CYETaMHU.
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L AHOMaJII/II/I, BbIABJIEHHDbIE I10 [TIOBEJEHHIO B I/IHTepHeTe, HalpuMmep, 3aMeﬂerHHbeI
BBO/| JAHHBIX, 3aJiepKKa HAXKATUA KJIaBUII, IPU3HAKW aBTOMATU3allUHW, MHOTO-
KpaTHble HeyJla4Hbl€ IIOINIbITKHW BX0/la B CUCTEMY U T.A.

e VYyeTHble 3alMCH, OTHOCSLIMECS K CyO'beKTaM, KOTOpble, KAaK MOXXHO INpeAIoJio-
’KUTBH, 60JIbILIEe HE BEJyT aKTUBHOM J1eSITEJIbHOCTH B JAHHOH IOPUCAUKIUY (HANIPU-
Mep, yueTHas 3allMCb MHOCTPAHHOTO CTYZ,EHTa, IPoJaHHasi ocJie 3aBepIlieHUsI 06-
y4eHus).

e [P-appeca nau GPS-koopAUHATDI, IPOUCXOASALIUE U3 OPUCAUKIUN C BBICOKUM pU-
CKOM OTMbIBAHHUSI JIEHET.

e Hcnonb3oBaHMe BUPTyasJbHbIX 4YacTHbIX ceTedl (VPN), KoMOnpoMeTHpYROIIUX
yctpoictB (Hanpumep, IOT-ycTpONUCTB) U XOCTUHTOBBIX KOMIIAHUM, KOTOPbIE MO-
ryT MackupoBaThb [P-azpec nosb3oBaTesd.

e Hcnonb3oBaHue HecKosbKUX [P-agpecoB WM 371€KTPOHHBIX YCTPOUCTB, CBSA3aH-
HBIX C OJHOM Y4eTHOMU 3anucblo B UHTepHeTe.

L4 O,E[I/IH CTaTUYECKUHU IP-a,qpec HJIN 3JIEKTPOHHOE YCTpOfICTBO, CBA3aHHOE C HECKOJIb-
KUMH YI€THBIMH 3alIUCAMHUA PA3HBIX BJIaA€/JIbEB YIYE€THbIX 3aMnuce.

e JlocTyn K y4eTHOM 3amucu yepe3 MOPThbl KOMIbIOTEpA, UCMOJb3yeMble TaKUMHU
NpujoKeHUsIMH, Kak Team Viewer u T.II., YTO He NO3BOJISIET YBUJIETh UCTHUHHOE
YCTPOMCTBO U MECTOIOJIOKEHHE.

e Y4YeTHble 3allUCH, pa60Ta}oume Cc4pe3MepHO 6bICprIMI/I Ha>XaTUAMHU KJIaBUII UJIH
HaBI/IFaL[I/IefI, CBUAETEJIbCTBYIOIIMMHU O BO3SMOXXHOM ylIpaBJI€EHUU 60TOM.

HezamueHas uHgopmayus o enadenvye ciema

e Hasuuue CyHI€eCTBEHHbIX WU MOAAAKUIHNXCA IMPOBEPKE HEraTHUBHBIX HOBOCTEH 0O
KJIMEHTE WJIM KOHTpAreHTax, HallpuMep, C4eT, npm—xaanemamnﬁ W3BECTHOU WJIH
npeanonaraeMoﬁ HPEL[bIﬂymeﬁ KepTBe MOLIEHHHWYeCTBa, MyJla UJIHW NOXUIIEHUA
JINYHOCTHM.

L COO6LL[€HI/Ie O MOIIEeHHHWYeCTBE UJIK OT3bIB U3 3d09YHOTI'0 YUYpeXKAeHUA UJIHN JPYTUX
CTOPOHHHUX 6a3 JAAaHHBIX O MOLLIEHHHWY€eCTBeE.

e Hasuuue 3dIllIPpOCOB HA OT3bIB 3JIEKTPOHHbIX ITEPEBOAOB.

e Hasnnuue HeGaaronpusATHON HHPopManuu, npegoctaBaeHHon [IOP uau npaBoox-
paHUTEJbHBIMU OpraHaMH O JIMLAX, y4aCTBYIOIIUX B ONlepalyHu.

TpaH3akyuu BA

e OTnpaBka/moJsiydyeHre GOJIBIINX 060'b€MOB WJIM 4YaCTOE€ KCIOJIb30BAaHUE HU3KHUX
cyMM BA Ha afjpeca HEXOCTHHTOBBIX KOILIEJTbKOB; UJIM aJipeca, CBsI3aHHbIE C Jap-
KHEeT-IJIOLA/IKaMH, IaTGOpPMaMHU [JIJis1 pa3MelleHHs] MaTepHuaioB O CEKCyaIbHOM
HACWJINM HA/| IeThMH, IJIOIAJIKAMHU JIJIsl TPOAXKH BpeJJOHOCHBIX POTPaMM, IpyTi-
NaMU BbIMOTaTeJield, CepBUCAMH MUKIIUPOBAHUSA/TYMOJIUPOBAHUS, FOPUCAUKIUSA-
MU BbICOKOTO PUCKA, UTOPHBIMU CAUTaMU U MOILIEHHUKAMU.

L4 HPEBbILHeHI/Ie CYTOYHBIX IUMHUTOB IIOIIOJIHEHUA CUE€TA B OUTKOWH-6aHKOMAaTaX.

¢ OTCyTCcTBHE JOKYMEHTOB, NMOATBEPXKAAUIUNX MPOUCX0XKJeHrne BA Wiau cpeicTs,
KOHBEPTUPOBAHHBIX B KPUNITOAKTHUBBI.
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e [lepeBozbl BA Ha KollIe/IbKY, CBSI3aHHBIE C HE3aKOHHOM /1eTe/IbHOCTbIO B JlapKBe-
6e (HanmpuMep, TeppOpU3M, AieTCcKas MopHorpadus, HAPKOTUKU U T.J.).

L TpaHSaKI_II/II/I C UCII0JIb30BaHUEM 00Jiee YeM OJHOT'O THUIIA BA, 0COOEHHO TeX, KOTO-
pbie o6ecrnevyruBamT MNOBBIIEHHYX0 dHOHHWUMHOCTb.

e AHoMaJsibHas TPAH3adKIJUOHHAA aKTHBHOCTb BA ¢ Kouie/ibKOB, CBSI3aHHBIX C MHU-
PHUHTIOBBIMH I'[J'IaT('l)OpMaMI/I, He nMeroliad JIOTu4eCKoro 00'bSICHEHHS.

Apyaue

e HecooTBeTcTBUE HOMepa c4eTa U UMEHH BJlaZieJiblla CYeTa.

e [losp30BaTesb BU/IEH 10 TesieOHY UJIM B CONTPOBOXKeHUN PU3NUECKOTO JINIA Ye-
pe3 cucTeMy BUe0HAOJII0/JeHHs], er0 MHCTPYKTUPYIOT UJIM HACTaBJASIOT BO BpeMs
COBepIleHUs onepaLuHu.

e KommnaHuu-6eHedunmapbl ynpasasioT MHTepHeT-caTaMu, NPe0CTaBIISIOIUMU
TOPTOBble/UHBECTULMOHHbBIE YCAYTH, BO MHOTHUX C/Iy4Yasix He aBTOPU30BAHHBIMU
WJIY He BKJIIOYEHHBIMU B epeyeHb HAallMOHAJIbHOT0 HAa/I30PHOTO OpraHa.
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MpunoxeHue 2: ncnonb3oBaHMe cUHepreTuueckoro apdekTa
oT mep no 6opbbe c moweHHnyecrsom u NOA/dT

B nanHoM IlpusiokeHUH co6paHbl MPUMEPHI TOT0, KaK pUHAHCOBbIE PETYIATOPhI HAPSALY
¢ MepaMHu KOHTpoJIsA B o6sacty [10/1/OT npuMeHSIOT TpeGoBaHUSA 110 60pb6e C MOIIEHHHU-
4YeCTBOM, HEKOTOPbIe U3 KOTOPBIX HallpaBJeHbl IPOTHUB BO3MOXXHOCTH MPECTYIHUKOB pe-
TUCTPUPOBATD, MOJIYYaTh JJOCTYI U KOHTPOJUPOBATDb CYeTa MYJIOB yJaJeHHO. K HUM oTHO-
CATCs pa3/IMYHbIE MePbl, CBsI3aHHbIE C IPOBEPKOH KJIUEHTOB U MOHUTOPUHIOM OlNepalui.

ITU Mepbl KOHTPOJISA MOTYT ObITh MoJie3Hbl AJs Y, [IYBA u agpyrux ¢rHaHCOBBIX U IJIa-
TEXHbIX OpraHU3alUH.

e BHeJpeHHe cTporux mpoiieccoB «3Ha cBoero kiueHTa» (3CK) uam «3Hall cBoM
6usHec» (Know-Your-Business), ncnosib3oBaHre 6MOMETPUUECKUX XapAKTEPUCTHUK
B IIPOIlecCe PerUCTPALMH U T.[I., A TAKXKE UJIeHTUPUKAIUS OJTHOTO MOGUJIBHOTO UJTH
3al[MIEHHOTO YCTPOUCTRBA /151 MOATBEPXKAEHUS OJAJTMHHOCTH 6AaHKOBCKUX Ollepa-
i B MHTepHeTe (Jpyrue yCTpPOUCTBA OJOKUPYIOTCA WJIU MOJBEPTalOTCS YCUIEeH-
HBIM MepaM 110 CHM>KEHHIO PHCKOB).

e [lepuopn oxxuJaHWs NpU IePBOM MOAK/IYEHUH YCIYT UHTepHeT-6aHKUHTa UM 3a-
IIUIEHHBIX YCTPOUCTB (T.e. HOJHBIA Ha60op 6AaHKOBCKUX yCJAYT He CTAHOBUTCH Ji0-
CTYNHBIM Cpa3y NocJe OTKPBITHA), OrpaHUYEHHe KOJIMYeCTBa UM CTOUMOCTH Qu-
HAHCOBBIX Ollepalui KJIMeHTa.

e PaspaboTka onpejiesieHUs 0’)KUAAEMBIX ONlepaldil (KOJIMYecTBO Ollepaliii, CYMMBI,
TUIbl KOHTPAreHTOB, CTPaHbI-y4YaCTHUKM) /IS BbISIBJIEHUS MOJ03PUTEJIbHBIX Olle-
panui, a TakXe y>KeCToYyeHHue NpaBUJl BbISIBJIEHWS MOLIEHHWYECTBA U TPUITEPOB
JL1S yIIpexkarollero 6J1J0KUpOBaHUSl He3aKOHHBIX ollepanyi.

e Hcnosb3oBaHHe CepBUCOB «BepUPUKALMU MOJy4yaTessd», MO3BOJAKIMX OTIpa-
BUTeEJII0 /TIJIaTeIbLIUKY /JO/DKHUKY TJIaTEXHOT0 MOpy4YeHUs] IPOBEPUTh COOTBET-
CTBUe MUMeHHU GeHedulMapa/mnosydaTesis/KpeJUTopa, YKa3aHHOI0 B IJIATEXHbBIX
COOOLIEeHUSIX, UMEHHU BJIa/lesIblia CYETA.

e CoxpalieHHe 001LeHH C KJIMeHTaMU 110 3JIeKTPOHHOM I10YTe U B COLlUAJIbHBIX CETAX
J10 MHQOPMHUPOBaHHUA 00LEero xapakTepa C SBHbIM YKa3aHUeM Ha HeJJ0IlyCTUMOCTh
obMeHa M eHTUPHKALMOHHBIMU U IepCOHaJbHBIMU JaHHbIMU ¢ DY /TIYBA no asek-
TPOHHOM MoOuUTe.

¢ Jlo6aBsieHHe MpoOrpaMM paclo3HaBaHUs T'0JIOCA U UCKYCCTBEHHOTO MHTEJJIEKTA B
0011leHNEe C KJIMEHTAMHU JIJisi o6ecriedyeHrs UX NOAJUHHON UeHTUPUKALIUU.

¢ TpebGoBaHMeE HUCIIOJIb30BAHUS MEXaHU3MOB MHOTO()AKTOPHOW ayTeHTUUKAITUHY NTPU
NpOBepKe KJIMEHTA, a TAKXKe NMPU TPoBeieHUH GUHAHCOBBIX OTNIEPALMH, 106aBJIeHU N
WJIK aKTUBAIMK 6eHepUIIMAapOB C UCN0JIb30BAHUEM Pa3JINYHbIX KAHAJIOB.

L YAOCTOBG}JEHI/IQ JIMYHOCTH MOJIb30BaTEJId IIPU y,anIEHHOI‘/'I HaCTpOI‘/'IKe " npegoT-
BpalmeHne noay4YeHud NpeCTynHUuKaMHU JOCTyIla K HECKOJIbKHUM C4eTaM C UCII0JIb-
30BaHHUEM I/IHCl)OpMaLII/II/I 0 CHeTax JEeHEeXKHbIX MYJIOB UJIHN XXEPTB 3a CHET:

o [loBbIlIeHUs HAJIEXKHOCTH MPOIIECcca UIeHTUPUKAIMHU KJIUEHTA C TIOMOIIbIO TECTOB
Ha «KUBOCTb» (T.e. 0b6ecreyeHre KUBOT0 U MOAJIMHHOIO YeJIOBEKA), B TOM YHUCIIE,
€CJTH MIPH MPOBEPKE «KUBOCTU» YeJIOBEK NMO/IBEPraeTCs COLMATbHON UHXEHEPHH;
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o MonuTopuHra IP-ajipecoB, ucnoJsib3yeMbIX /s NOAK/IIOYEHUS K caWTaM GaH-
KOBCKHX YCJIYT B peXKUMe OHJIAWH U T.J., B TOM YHCJIE /IJ151 BbISIBJIEHUS UCII0JIb-
30BaHUs CPEJICTB YAAJEHHOTO 0CTYIIA U aTaKU «4eJIOBEK B Gpay3epen.

e PacmivpeHue THUIIOB JaHHBIX, KOTOpPble COGUPAIOT U aHAJIM3UPYIOT NOAOTYETHbIE
OpraHu3aluy O KJHWeHTax, BK/4Yas, HallpuMep, HoMepa MOGUJ/IbHBIX TeJlepOHOB,
[P-anpeca, GPS-koopauHaThl, HleHTUPUKATOPBI yCTPOUCTB U T.Z. B Lesisix npeoT-
BpalleHuss MouleHHU4YecTBa ®Y MOTYT MOBTOPATH TAKyl HJAeHTUPUKALUIO, UC-
N0J1b3ysl PUCK-OPUEHTUPOBAHHBIN NOJX0A (HanpyuMep, IPOBOJUTh TaKHe NpoBep-
KU IIpY 06HapyKeHUH aHOMaJIbHOTO [I0BeJleHNs ).

e BHeapeHHe cucTeMbl MOHUTOPHHTA ONEPAllMi B peXHMe peajbHOI0 BpPEMEHH,
OCHOBAHHOM Ha OlLleHKe PUCKOB, Jisl ONIePpaTUBHOIO BbISIBJIEHHUS, paccie/0BaHus
Y, IpU HE06X0JUMOCTH, MHPOPMHUPOBAHUS O MOJ03PUTEIbHBIX onepanusax. Caox-
HOCTb CUCTE€Mbl MOHUTOPHHTA JI0J)KHA OBITh COU3MEPUMa C 00'beMOM U XapaKTe-
poM onepanuii, obpabaTbiBaeMbix DV.
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He3aKoHHble GpUHAHCOBbIE NOTOKU OT KNbEepMOLUEHHMYECTBA a‘“o“ .

B faHHOM OTYETE aHA/IM3MPYHOTCA METOAbI, MCNOIb3yeMble AN KNbepmo-

LWEeHHNYeCTBa, ero CBA3b C APYrMMU NPECTYNIEHUAMM U TO, KaK mpecTyn-

HUKM MOTYT MCMOJIb30BaTb YA3BMMbIE MeCTa B HOBbIX TEXHOJIOTUAX. ‘
B oTueTe npnBOAATCA NPUMEpPbI HALMOHA/IbHbIX ONEPATUBHBIX MEp U CTpa- *
TErui, KOTopble AO0Ka3an CBO 3PPeKTUBHOCTL B Bopbbe c MoLLeHHNYe-
CTBOM C MCMO/Ib30BaHMEM KMOEPTEXHONOFMI. B OTYeTe TaKMKe yKasaHbl
WHAMKATOPbI pUCKa U 3PPeKkTMBHbIE TpeboBaHMA U-Mepbl’ KOHTPOAA
B 061acTn 60pbbbl C MOLIEHHNUYECTBOM, KOTOPbIE MOTYT NOMOYb OpPraHu-
3aUMAM rocyAapCTBEHHONO M YaCTHOrO CEKTOPOB OOHaPYXUTb U NpesoT-
BPATUTb MOLUEHHNYECTBO C UCMO/Ib30BaHMEM KMOBEPTEXHONOFUIA U CBA3AH-
HOe C HUM OTMbIBaHUWe AEeHer.




