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bnazodapHocme

DATD xoTesna 661 106/1aroAAPUTL COTPYLHUKOB OCYAAPCTBEHHBIX OPraHOB U NpeJCcTaBUTeE-
Jiell 4YaCTHOT0 CeKTOopa, B T.4. pa3paboTYNKOB TEXHOJOIUH, TpeJcTaBUTeNell GUHAHCOBBIX y4-
pex/JieHuH U COTPYAHUKOB OPraHOB BJIACTH, OTBEYAIOLIMX 3a 3alUTY JAHHBIX, 3a NPeJL0CTaB-
JleHUe [IleHHOW nHOopMaLuy, IPUMEPOB KOHKPETHBIX CJIy4YaeB U 06paTHOM CBSI3U KacaTeJbHO
JJAaHHOTO OTYeTa.
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CoKpawieHus
Uu HckyccTBeHHBIN UHTEJIEKT
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UcnonHutenbHoe pesome

Ycnexu, JOCTUTHYThIE HEJABHO B 06JIaCTH TEXHOJIOTUH, TOMOTAal0T GUHAHCOBBIM YYpeXKJeHH-
M 6oJsiee 3¢ PeKTUBHO aHAJIM3UPOBATH OOJIbLIME 00'beMbl CTPYKTYPHUPOBAHHBIX U HECTPYK-
TYPHUPOBAHHBIX JJaHHBIX, A TaKXKe 60Jiee 3 PeKTUBHO pacno3HaBaTh WAGJ0HBI U TEHAEHIUH.
O6berHEHME JAHHBIX U UX COBMECTHBIN aHA/IN3 TOMOraeT GUHAHCOBBIM YUPEXKAEHUAM JIy4-
lle TOHUMATh, OLleHUBaTb U CHWXATb pucku O/l/PT. ITo NpUBOAUT K Gosiee AUHAMUYHOMY,
JlelicTBeHHOMY U 30 PEKTUBHOMY BBISIBJIEHHUIO JieATEJTbHOCTH TOA06HOr0 po/ia U MOMOTAEeT Y-
peXeHUsIM 4aCTHOT0 CEKTopa cobutto/1aTh TpeboBaHus B o6s1acTu [10/]/ DT 6os1ee onepaTUBHO
U MeHee 06peMeHUTeJbHbIM 06pa3oM. KpoMe Toro, 3To He jaeT BO3MOXXHOCTH 3JI0YMBbILIJIEH-
HHUKaM MCII0JIb30BaTh B CBOMX MHTepecax UHGOPMalMOHHbIEe NMPOGesibl, TOCKOJbKY OHU B3a-
MMOJIEUCTBYIOT C MHOTOYMCJEHHBIMH HAallMOHAJbHBIMUA U MEXAYHAPOJHBIMU GUHAHCOBBIMHU
YyUpEeX/AeHHUSIMH C LieJIbI0 OTMbIBAaHUS CBOUX HE3aKOHHBIX JI0X0/I0B, KaX/l0€ U3 KOTOPbIX UMeeT
OTPaHUYEHHYI0 U YaCTUYHYI0 UHPOPMALMIO0 06 onepanusx.

OaHaKo 00'beiMHEHHE AAHHBIX U COBMECTHBIH aHAIM3 TaKXe CIIOCOGHBI OTPULIATENbHO BJIU-
STh Ha 3alIUTY NMpaB rpakJaH U GyHJaMeHTaJbHbIX IPaB Ha HEIPUKOCHOBEHHOCTb YaCTHOU
KU3HU. TaKUM 06pa3oM, HE0OX0AUMO, YTOOBI PU 06MeHe HHPOopMaIMeld CO6JIIAAT0Ch HALU-
OHaJIbHOE U MEeXAYHapOoJHOe 3aKOHO/IaTeJbCTBO B 00JIACTH 3alUThI JAaHHBIX U HEMPHUKOCHO-
BEHHOCTH YaCTHOM *KU3HH.

B nanHOM oT4eTe oTMeuaeTcs, uyTo [10/1/PT, a Takke HENPUKOCHOBEHHOCTD U 3allUTa JAHHBIX
IpeJCTaBJASI0T COO0M 3/1eMeHTHI CYyLeCTBEHHOTO 061eCTBEHHOI'0 UHTepeca U CayXaT JJOCTH-
»KEHHUI0 BaXKHbIX Liesiel. ITH LjeJIM He IPOTHUBOpPeYaT APYT APYTY U 110 CBOEH CYTH He SIBJSIOTCS
B3aMMOUCKJIIOYAOLKMMHU. [le/blo NPUHIMIIOB U NPaBUJ 3aLMThI JaHHBIX, IPeyCMOTPEHHBIX
B HallMOHAJIbHBIX U MEX/YHAapPOAHBIX IOPUAUYECKUX aKTaX, AABJISETCS 3aliyTa [paB yesJoBeKa
Y QyHlaMeHTa/lbHbIX CBO60/], 0CO6EHHO NPaB Ha 3alUTY YaCTHOM KU3HU. B 3TOM 0T4eTe oTMeya-
eTCs BaXKHOCTb TOTO, YTOObI CUCTEMbI IPABOBOTO PeryJHpoOBaHUs CIOCOOCTBOBAJIN JJOCTHXKe-
HUI0 06eUuX 3TUX esen auas npegorepaiteHus O /PT/PPOMY u apyrux GruHaHCOBBIX IPECTY-
IJIEHUH TakUM 06pa3oM, 4To6bl pyHAaMeHTabHble IpaBa rpak/iaH Ha HENPUKOCHOBEHHOCTh
4aCTHOM ’KU3HH, a TAKXKe Ha 3aLUTY JAHHBIX ObIJIN OJHOCTbIO COOJ/IIO/EHBI.

HoBble 1 akTUBHO pa3pabaTbiBaloliydecsi TEXHOJIOTUM MNOBBIIIEHUS KOHPUAEHLUaTbHOCTU
npeAJaraloT MepCHeKTUBHbBIE CIOCOObLI 3aLUThI JUUHBIX JaHHBIX B KOHKPETHBIX CJAyYasx UX
IpUMeHeHMUs], a TaKKe B COOTBETCTBUHU C HAallMOHAJbHBIM U MeX/yHapOoJHbIM 3aKOHOAATEJIb-
CTBOM B 00/1aCTH 3alWThbl JAHHbIX U obecleyeHUs] HEIPUKOCHOBEHHOCTH YaCTHOW KU3HHU.
B TexHOJIOTHSIX MOBBbILIEHNWS KOHPUIEHLUAJBHOCTH MUCHOJIb3YEeTCs LeJbl Psf, Pa3IudHbIX
KpunTorpapriecKUXx UHCTPYMEHTOB, I03BOJISIIOLMX 00€ClIeYUTh 3allUTy IepCOHAJIbHbIX JjaH-
HbIX B pa3/IMYHbIX chepax NpUMeHeHUsl. ITU UHCTPYMEHThI 103BOJISIIOT Pa3/JIMYHbIM CTOPOHAM
coJlep:KaTeJIbHO B3aHMO/IEMCTBOBATb MEX/y COO0W [/l JOCTHUXKEHUS IjeJIM IPUMEHEHUs], He
IpesoCTaBJisAsl OCHOBHYIO JIMYHYI0 MHPOpPMaLHUIO APYTr APYrYy WM TPeTbUM CTOPOHaM. JTOH
TeMe IMOCBSILEHO IOCTOSIHHO yBeJIMYMBaloleecsl KOJIMYeCTBO UCCAe,0BaHUN U 06CyKJeHUH,
O/IHAKO TeXHUYEeCKHe CTAaHJapThl 0 CUX MOP He BbipaboTaHbl. [l pa3paboTKU TaKUX CTaH-
JlapTOB U CO3JaHHUA CChLJIOK Ha OTKPbITble UCTOYHUKU NPeJCTOUT OCYLeCTBUTH ellle MHOTO
paboThl, KOTOpas MO3BOJIUT NPOSICHUTL KOHKPETHbIe C/y4Yal UCHO0JIb30BaHUsA, TPU KOTOPbIX
TEXHOJIOTUH IMOBBbIIIEHUS KOHQUJAEHIUAJbHOCTH MOTYT 06€CHeYyuTh 3alUiUTy KOHPUAEHIIU-
AJIbHBIX JAHHBIX.
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5. B 3TOoM aHa/IMTHYECKOM OTYETE PacCMAaTPUBAIOTCA YXKe MMeIIIUecs Ha PbIHKE, a TaKXKe Haxo-
Jdliyecs Ha CTaJiMU pa3paboTKU TEXHOJIOTHH, KOTOpble 06ecrneyrMBalOT NpoBe/jeHre paclliu-
penHoro aHasnusa [10/]/PT BHYTpU OTAeNbHBIX NOJAOTUETHBIX CYO'bEKTOB, a TaKXXe COBMECT-
HOTO aHa/K3a MeXAy GUHAHCOBBIMH YYpeX/JeHUSMU. B JaHHBIA OTYET TaKKe BKJIIOYEH
aHaJM3 HaMeuyeHHbIX Liejed U ABWXKYLHMX GAaKTOPOB, CBSA3aHHBIX C WCNOJb30BaHUEM 3THUX
HOBBIX TEXHOJIOTUH. B HEM Takxe BbICKa3aHbI CTPaTEruyecKre COOOpaKeHUsI U COJlepPKaTCs
BO3MOXKHbIE pelIeHHs, KOTOpPble MOTYT OBbITh UCIIOJb30BaHblI IPU 0OCYK/AEHUU UJIH BHeJpe-
HUM TaKUX TEXHOJIOTHH.

6. ®OATD npoJo/KUT CBOUM IMAJIOT C OpraHaMH, OCYIeCTBJSIOIUME Hai30p B obsactu [10/]/ DT,
paspaboTYMKaMM TEXHOJIOTUH, UHAHCOBBIMH YYPEXAEHUSIMU U C OpraHaMu BJIacTH, o6ecre-
YMBAIOUIMMU HEMMPUKOCHOBEHHOCTh U 3alUTY JIUYHBbIX JaHHBIX, @ TAK)Ke C IPYyTUMU COOTBET-
CTBYIOIIUMH 3KCIepTaMU. ITO 06ECHEeYUT MCIO0JIb30BaHUE B MOJHOU Mepe HOBBIX TEXHOJIO-
TUH, KOTOpble MOTYT MOBBLICUTH 3¢ dPeKTUBHOCTD [10/I/PT, B COOTBETCTBUH C HallMOHAIbHBIM
¥ MeXJYHapOJHBIM 3aKOHO/IaTeJbCTBOM B 06/1aCTU 06ecreyeHus1 HEMPUKOCHOBEHHOCTH U 3a-
LM ThI IUYHBIX JAHHbIX.
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BsepeHue

[log 06'beiiHEHMEM JJAHHBIX U COBMECTHBIM aHA/IN30M IO pa3yMeBaeTcst Npolecc aHanuza (Lud-
POBBIX) JAHHBIX U3 PA3JIMYHbIX UCTOYHUKOB (B T. 4. Pa3HbIMH CTOPOHAaMH). ITHU JJaHHbIE MOTYT
ObITb CrPyNIMPOBaHbI LIEHTPAIN30BaHHbIM CI0CO60M (06'beiMHEHME JAHHBIX) UJIU paclpesieseH-
HBbIM 06pa3oM (COBMeCTHbIM aHa/u3)'. B 3TOM JJOKyMeHTe pacCMaTpUBAIOTCS BONPOCHI, CBS3aH-
Hble C 00'be/JUHEHHEM JIAHHBIX U COBMECTHbBIM aHAJM30M MeX/ly GUHAHCOBBIMH YyUpeXKAEeHUIMU
(®H), B TOM uKc/Ie BXOAALIMMH B COCTAaB MeX/YHAPOJHbIX GHHAHCOBBIX TPYIII U He BXOASIMMU
B HUX. OHU HecyT B cebe olpe/ie/ieHHble IPEUMYILeCTBA, HO BMECTE C TEM XapaKTepPHU3YIOTCs 3Ha-
YUTEJbHBIMU PUCKAMH. ITU CIOCOOBI MOI'YT MOTPe6OBATh UCIOIb30BaHUSl aHAJTUTUUYECKUX HH-
CTPYMEHTOB, KOTOpPble CIIOCOGHBI YCUJIUTh COBMECTHOE TIOHUMaHUe, OLleHKY U CHIXKeHHEe PUCKOB
0/l/®T, yto npuBezeT K 60Jiee AUHAMUYHOMY, 3P PEKTUBHOMY U JIeICTBEHHOMY BBISIBJIEHUIO Jie-
SITeJIbHOCTH N0J06HOr0 posia. OHU MOTYT NPUBECTH K YMEHBLIEHUIO JIOXKHOIOJIOXKUTENbHBIX CI1Y-
yaeB, o6ecneynBasi 3¢ PeKTUBHOe COOJII0[jeHHe YCTAaHOBIEHHBIX TpeOOBaHUH NpeJiCTaBUTENSIMU
YaCTHOI'O0 CeKTOpa HauboJiee OoNepaTUBHbIM U HavMeHee 0O6peMeHUTeNbHbIM 06pa3oM. Kpome
TOr0, 3TO [IOMOTaeT NPeJ0TBPATUTh UCI0JIb30BaHHE HHPOPMALIMOHHBIX TPO6EJI0B, TO3BOJISIOIIUX
UCIO/Ib30BaTh Pa3HUIly B HOPMAaTHMBHOW 6a3e pas/IMYHBIX IOPUCAMUKLUN 3/I0yMbILIJIEHHUKAMH,
KOTOpble MOTYT MOMNBITAaTbCs NPUOGEraTh K ycJayraM MHOTOYMCJIEHHbIX HAIlUOHAJIBbHBIX U MEXAY-
HapOo/AHbIX GMHAHCOBBIX YUPEXKJEHUH, KaXK/A0€e U3 KOTOPhIX HMeeT OrpaHUYeHHOEe U YacCTUYHOe
npejcTaBieHue 06 onepanuax. OJHAaKO UCNOJIb30BaHUE TaKUX METO/0B MOXET NMPUBECTH K Ha-
pYILIEHMIO NPaB IpakJaH U GyHAaMeHTaNbHbIX MTpaB. TakKUM 06pa3oM, O4eHb BaXKHO, YTOObI MTPU
obMeHe nHbOpPMaLMel COGJIIOAATUCE TPEOOBAHNS HAMOHAJIBHOIO0 U MEX/AyHAPOJAHOI'0 3aKOHO-
JlaTesIbCTBa B 06/1aCTH 3alUThl U HETPUKOCHOBEHHOCTH JIaHHBIX.

Ycrexu, JOCTUTHYThbIe HEJJABHO B 06JIACTH TEXHOJIOTHUH, TO3BOJISIOT GUHAHCOBBIM YYPEXKIEHH-
siM 6oJiee 3P PEKTUBHO aHATU3UPOBATH OOJIbIIME 06bEMbI CTPYKTYPUPOBAHHBIX U HECTPYKTY-
PUPOBAHHBIX ZIAHHBIX, @ TAKXKe PACIIO3HABATH 1IAGJIOHBI U TeHJeHuU. Ucnosb30BaHue 60JIb-
IIMX MAacCHUBOB JIAaHHBIX U CaMbIX COBPEMEHHBIX METO/I0B aHA/M3a TAKHX, KaK UCKYCCTBEHHBIN
HUHTEJJIEKT? CIOCOGHO YCUIUTh CoOII0ZieHre Tpe6oBaHuil B o6sactu [10/1/PT yupexjeHUAMU
(GUHAHCOBOTO CEKTOPA, HO TaKXKe COMPSKEHO C BOBHUKHOBEHUEM PUCKOB JJisd GpyHAaMeHTaJlb-
HBIX IPaB U MpaB IPaK/JaH B cIy4yae 06MeHa JIMYHBbIMH JAaHHBIMU WJIH B TeX CJAy4asX, Korja co-
OTBETCTBYIOIIMM MPOILECCAM He XBaTaeT HaZJieXKalled 00bsICHUMOCTH, YTO MOXET MPUBECTU
K HEMPAaBUJIbHBIM UJIM OLIMGOYHBIM pe3dybraTaM. HanpuMep, puHaHCOBbIE yUpEXTeHHUS] MOTYT
MCII0JIb30BaTh COBPEMEHHbIE METO/Ibl aHAJIM3a [/ 60Jiee TIIATeJbHOTO BbISBJIEHUS MOJ03pHU-
TEJIbHOU [JleSITEeJIbHOCTH, IPOBEPKU KJIHWEHTOB U YNpaBJeHHUs pUCKaMU. [I0CKOJIbKY TOYHOCTb
COBpPEMEHHbBIX METO/IOB aHAIM3a B 1[€JIOM COOTBETCTBYET pa3Mepy, KaueCTBY U peJIeBaHTHOCTHU
Habopa AaHHbIX, 3pPEeKTUBHOCTb ITUX MHCTPYMEHTOB MOXKET 3aBUCETh OT CIIOCOOHOCTHU PpUHAH-
COBBIX YUpeX/JeHUH (BXOASAIIMNX B COCTAaB GUHAHCOBBIX IPYII U He BXOJSIINX B HUX) 0OMEHH-
BaTbCs UHPOpMalMe.

TexHOJIOTHH, KOTOPbIE MO3BOJISAIOT 06OMEHUBATHCS JAHHBIMH, 06’ b€IMHSATh UM aHAJIM3UPOBATh
UX, JOJKHBI 3aLMIIATh JIMYHbIE JaHHbIEe B COOTBETCTBUM C HALMOHAJbHBIM U MeXYHapOHbIM
3aKOHO/IaTe/IbCTBOM. TakuM 06pa3oM, MOTPEOGHOCTh B 06MeEHE JJaHHBIMU TPEOYET TIATENbHOTO
aHa/vM3a ero BausAHUA Kak Ha [10/1/DT, Tak 1 Ha HENPUKOCHOBEHHOCTh W 3aIIUTY AaHHBIX. Ha-

1 l'IpH COBMECTHOM aHaJ/IM3e JaHHbI€ HE TIEpEeMelaloTCAd B KaKOe-TO OJHO MeCTO AJifd UX aHa/IM3a COBMECTHO C APYTUMH JaHHBIMH. BmecTo

3TOr0 AaHAJIMTUYECKHEe HHCTPYMEHTBI «IIPUXOAAT» K JAHHBIM, a4 HE HaOGOpOT. 3To obJieryaeT obecrneyeHue CEeKpPEeTHOCTH JaHHBIX, a TAKXe
obecreyrnBaeT KOHTPOJIb 3a T€M, KTO IIOJIy4aeT AOCTYIl K KAKUM JaHHbIM U JJI1 KAKHUX ueneﬁ..

2 CIMCcoK ompe/iesIeHUi OCHOBHBIX MOHSITHH, CBSI3aHHBIX ¢ [UPPOBOH TpaHchopMalue, npuBeeH B [IpunoxeHuu A.
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npuMep, GUHAHCOBOE yUpexeHHe JJO/HKHO cOOUpaTh M 06pabaThiBaTh JTUYHbIE JaHHbIE (MU-
HHUMM3alus JaHHbIX), HE00X0MMble UCK/IIOUUTENBHO /51 JOCTHXKEeHHUS] KOHKPETHOM, 3apaHee
onpeJesieHHOH Liesd (orpaHUYeHue Liejik) U He 06pabaTbiBaTh UX JOMNOJHUTENbHO TaKUM 06-
pa3oM, KOTOpPbIM Gy/leT TPOTUBOPEYUTh ITUM LeasiM. MHpopmanuelt ciefyeT Takke 06MeHU-
BaTbCsl /151 JOCTHXKEHNS] KOHKPETHOM 11e/1M, KoTopasi He MOXKeT ObITb JJOCTUTHYTa C MOMOLIbIO
KCII0/Ib30BaHUsl MeHee UHBA3WBHbBIX Mep, TPEOYIOLUX MEeHbLIEro JOCTyna K JUYHbIM UJeHTHU-
$UKaMOHHBIM JaHHBIM. KpoMe 3TOr0, COGpaHHbIE JaHHbIE [JO/DKHBI XPAaHUTBCS B TEYEHUE He-
06X0/IMMOT0 Nepro/ia BpeMeHHU U He JI0JDKHBI Nepe/laBaThCsl YUPEX/AeHHUI0, KOTOpoe He UMeeT
COOTBETCTBYIOLUX [IPaBUJI 3aLUThI JAHHBIX.

10. HoBble M aKTUBHO pa3pabaThbiBalolivecss TEXHOJOTMH MOBbILIEHUS KOHQUAEHLHAJbHOCTH
npeJJlaraloT MepcreKTUBHbIE CIOCO6bI 3alIUThI IMYHBIX JAHHBIX TPU UX PA3JIMYHOM HUCIOJIb-
30BaHMH, a TAKXKE B COOTBETCTBUU C HALLUOHAJIbBHBIM U MEX/AYHAPOJHBIM 3aKOHO/AATEJNbCTBOM
B 00J1aCTH 3aLUThI JAaHHBIX U 0O0ecredyeHUs] HEIPUKOCHOBEHHOCTH YacCTHOM KU3HU. B TexHo-
JIOTUSIX TMOBBIIIEHUS] KOHOUIEHIUATBHOCTH UCIOIb3YeTCs Le/Nbli PsiJl pa3JIM4HbIX KPUITO-
rpaduyecKuXx UHCTPYMEHTOB, MO3BOJISIOUIUX 06eCIeYnTh HENPUKOCHOBEHHOCTb MEPCOHAb-
HBIX JJAaHHBIX B PAa3JIMYHbIX cPepax NpUMeHEeHH®. ITU HHCTPYMEHTHI T03BOJISIOT Pa3JIUYHbIM
CTOpPOHAM COJiep>KaTeJIbHO B3aUMO/IeICTBOBATD [IJisl JOCTHKEHUS L€/ IPUMEHEHHUs], He Tpe-
JlOCTaBJIsIs OCHOBHYIO JINYHYI0 HHPOPMALUIO PYyT APYTY UM TPETbUM CTOPOHAM. XOTs 3TOU
TeMe NOCBSILEHO NOCTOSSHHO yBeJIM4YMBalolleecss KOJMYeCTBO UCCAeJOBaHUHN U 06CyK/AeHUH,
TeXHUYEeCKHe CTaHAAPThl 0 CUX MOp He BbipaboTaHbl. [y pa3paboTKH CTaHJAPTOB U CO3/a-
HUS CChLJIOK HA OTKPBITbIE UCTOUYHUKHU MPEJCTOUT BBINOJHUTD 60JbLUI0NH 06beM paboThI, KO-
TOpasi NO3BOJIUT NPOSICHUTD, 06ecreyaT JIM TEXHOJOTMY NOBbILIEHUS KOHPUIEHIIMaTbHOCTH
3alIUTY JIMYHBIX JJAHHBIX B KOHKPETHBIX C/Iy4Yasix NpUMeHeHUs. bojiee TOro, eC/iu Lies1blo TaKUX
TEXHOJIOTUH SIBJISIETCS WCIOJb30BaHHUE JAHHBIX [IJIsl BbISIBJEHHUS KOHKPETHBIX PU3UYECKUX
WM IOPUJMYECKHUX JIUL, (HanpuMep, AJs NPUHATHUA Ha 06Cay>KUBaHUe KJIUEHTOB), 3TO MOXeET
OTpHULATENbHO CKa3aThCs Ha 3al[UTe HENPHUKOCHOBEHHOCTH JaHHbIX. TakuM 06pa3oM, 06MeH
JIAHHBIMU B HEKOTOPBIX OPUCAUKIIMAX B HACTOSILIEE BPeMS MOXKET OTPAaHUYUBATHCS 06MEHOM
HeJIMYHBIX JJAaHHBIX (HanmpuMep, KOPIOPAaTUBHBIMU JAHHBIMHU, U3 KOTOPBIX MCKJIIOYEHb! JJaH-
Hble, UMeI[e OTHOIeHHE K KJIMeHTaM), Ha KOTOpble He PacpoCTpaHseTcs 1eHCTBHE COOT-
BETCTBYIOIIUX MPABOBBIX TPe6OBAHUN B 06/1aCTH 06ecliedeHUsI HeIIPUKOCHOBEHHOCTH U 3aLU-
Thl JAHHBIX.

11. B utoHe 2020 r. B COOTBETCTBUM C NPUOPUTETaMU npe3ufieHTcTBa [epManuy B PAT®, cBs3aHHBIMU
¢ uudpoBoi TpaHchopManuei B obsactu [10/1/PT, DATO cornacuiacb NpoBECTH KPUTHUECKYIO
OIIeHKY 00'be/INHEeHU s JJAaHHbIX, COBMECTHOTO aHaJ/IK3a U 3alllUThl JaHHbIX. Llesibio 3TOro Meponpu-
SITUSA SIBJISIETCS U3YUYEHHE YKe UMEIOIIMNXCS WM HaxOASLIMXCS Ha CTaJuU pa3paboTKU TEXHOJIO-
TU, KOTOpbI€e NMO3BOJISAIOT OCYIIECTBAATh pacliUpeHHbI aHaiu3 B o6sactu [10/1/PT BHyTpH no-
JIOTYETHBIX CYyO'bEKTOB UM COBMECTHBINM aHa/IU3 Mex 1y GUHAHCOBBIMH YUPEX/IeHHUSIMHU, a TaKxKe
BBISIBJISITh MPO6JIeMbl U HAXOJAUTb BO3MOXKHBIE PelleHus /11 TOTO, YTOObI 3TH TEXHOJIOTUH MOKHO
ObLJI0 UCII0JI30BATh B IIOJIHOW Mepe C 11eJIbI0 YKpeInJsieHUs co0JitofeHust HopM B obusiactu [10/1/PT
B COOTBETCTBHHU C HAI[MOHAJIbHBIM WJIH MEX/IyHApOAHbIM 3aKOHO/IATEbCTBOM B 06J1acTH obecIie-
YeHHsI HETPUKOCHOBEHHOCTH U 3aIUThI JJAHHBIX.

3 K TeXHOJIOIMSIM MOBBIIIEHHUS] KOHQHUAEHIIMAJIbHOCTH OTHOCSTCS C/IeAYIOIIHEe TEXHOJIOTUU: ToMOMOpPdHOe IHppoBaHUe, HOJTHOCTBIO T0-
MoMopdHoe mrdpoBaHue, A0KA3aTeNbCTBO C HyJIeBbIM Pa3IvalieHneM KOHQHAEeHI[HalbHbIX CBeZIeHUH, IPOTOKOJ KOHHeHIINAaTbHOTO
BBIUMCJIEHUS, QYHKIMOHA/TIbHOE X POBaHUe, TPYNIIOBast U KOJIbLieBasi HOANUCH, OJIyYeHHe CKPBITOM HHOpMaLMK, IepeceyeH e YacT-
HBIX Ha60pOB, KU POBAHUE C BO3MOKHOCTBIO MTOKCKA, CJIETble MOITHNCH

https://csrc.nist.gov/CSRC/media/Projects mec[documents[smte drafti. pd mncprBaHne Ha ocHoBe I/I,ELEHTPIQ)HKaqu/I u TL[ CmMm., Hanpu-
mep, https://csrcnist.gov/projects/pec; dia i
PEC-ICMC-slides.pdf; https://zkproof.or:
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12.

13.

KpHTH‘{eCKaH OILICHKAa 06'};(‘.‘,"{”][6[”19{ JaHHBIX, COBMCCTHOI'O aHaJIM3a U 3alllUThl JaHHBIX

ITOT aHA/IUTUYECKUN OTYET OPTaHW30BaH CAEAYIOIUM 06pa3oM: Passiesn 2 coaepKUT onucaHue
npeapiayineit pabotel PATD, cBsI3aHHON € 06MEHOM JJaHHBIMH YUPEXKJeHUSIMHU YaCTHOTO CEKTOPA,
B Paszesnie 3 u3naraloTcsd HaMedeHHbIe Ie/id U ABUXKYyLiue paKTOphbl, CBA3aHHbIE C UCII0JIb30Ba-
HHeM HOBBIX TEXHOJIOTUH JJIs1 OOMeHa JaHHbIX U UX aHa/M3a YYpexJeHUs MU YaCTHOTO CEKTOPa,
B Paszesie 4 onucbiBaloOTCs pa3/iMyHble HOBbIE TEXHOJIOTUH, KOTOPble pa3pabaThIBAIOTCS UJIH YKE
UCI0JIb3YI0TCS, B Pasziesie 5 nepeducsieHsl Ipo6seMbl U IPENATCTBUSA, C KOTOPBIMU CTOJIKHYJ/IUCh
Te, KTOo oTBedas Ha ONPOCHUK, MpU pa3paboTKe WU BHEJPEHUU 3TUX TEXHOJIOTUH, B Pa3jese 6
NpUBeJEeHbI pelleHus], IpeJaraeMble peCIOHAEHTAMH, 10 OTHOLIEHUIO K 60Jiee IHPOKOMY BHe-
JIPEHHI0 HOBBIX TEXHOJIOTUH (KOoTOpOE ele He yTBepkaeHo PATO).

YTo KacaeTcst 0XBaTa 3TOr0 MEPONPUATHS, B 3TOM JOKYMEHTE pacCMaTpPHUBAIOTCS 06 beJUHEHHE
JIAaHHBIX U COBMECTHBIW aHaJ/IU3, OCYLeCTBJsIeMble YYpeXJeHUAMHU YacTHOTO ceKTopa (B T.4. Me-
ponpusATHS, NOAJEP)KUBAaeMble WU HUHULMHUPYeMble TOCYJapCTBEHHBIMU OpraHaMH BJIACTH).
HWcnosib30BaHNE HOBBIX TEXHOJIOTHUH /1151 06MeHa UH}opMalMeil Mex 1y rocylapcTBEHHBIMH Op-
raHaMi Y YYpex/ieHUsIMU YaCTHOI'0 CEKTOPA, B YAaCTHOCTH, MeX/y N0JJ0TYETHBIMU CyO'beKTaMu1
u [1PP/npaBooXpaHUTENbHBIMU OpraHaMH pacCMaTPUBAETCS B OTAEJIbHOM JIOKYMEHTe M0/ Ha-
3BaHueM «Llupposas Tpanchopmanus [10J/PT g yupexxjeHUH, OCyIeCTBASAIOIUX OlEPATUB-
HY10 paboTy».
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2. Metoponorus

14. B Hos6pe 2020 r. PATO HanpaBusia yepe3 UHTepHET ONPOCHUK, MOCBSAIIEHHBIN IMGPOBOU TpaHC-
dopmaLyy, opraHaM BJIaCTH pas3/IMYHbIX CTpaH, oTBevawowuM 3a [10/l/PT, u yupexjeHUsAM 4acT-
HOro cektopa (B T.4. y4eHbIM, GUHAHCOBBIM YUPEXAEHHUSM U pa3paboTuMKaM TEXHOJIOIMH) AJIs
noJiydyeHus1 ”HPOpMaLMKU O CYLIeCTBYIOLUIMX HOBBIX TE€XHOJIOTUAX, MO3BOJIAIOIINX OCYLIECTB/IATh
COBMECTHbIHN aHa/M3. B 06111e# c/10KHOCTH 6b110 Nos1ydeHo 188 3anosHeHHbIX OnpocHUKa. B aToM
JIOKyMeHTe CYMMUPYIOTCs pe3y/ibTaTbl ONPOCHHUKA, a TAK)Ke KaMepaJIbHbIX UCCIe/JOBaHUM U Gece],
C COTPYAHUKAMU rOCy,apCTBEHHBIX OPTaHOB U IPe/CTaBUTENAMH yUYPEXKJeHUN 4aCTHOTO CEKTOPa,
B T.4 IPe/ICTaBUTE/IAMU GHHAHCOBBIX YUPEXAeHUH, pa3paboTUMKOB TEXHOJIOTHH, OPraHOB BJIACTH,
otBevaronux 3a [10/] /DT, a Takke 3a obecrieyeHre HEMPUKOCHOBEHHOCTH U 3aL[UTHI IaHHbIX.

15. OnpocHUK 03BOJIUJ COOPATh MHEHHS] OCHOBHBIX JIEMCTBYIOILMX JIUL] O [IPEAN0JIaraeMbIX pe3yib-
TaTax UCIOJIb30BaHUs HOBBIX TEXHOJIOIUH C L|eJIbI0 OCYLeCTBJIEHUS] COBMECTHOTO aHAJIN33, a TaK-
K€ 0 TOM, KaK HOBbIE TEXHOJIOTMU HCIOJIb3YIOTCS AJs1 06ecredeHrsi 6€30MacHOCTH, COBMECTHOM
paboThbl HAJl JAaHHBIMHU U UX aHa/K3a. OH TakXKe BKJIIOYas B ce6s1 BOMPOCHI 0 NpobyieMax U CTpa-
TEruyecKUux COOOpPAKEeHUSX, CBI3aHHBIX C BHEJPEHUEM TaKUX TEXHOJIOTUN U B3aHMO/[eNCTBUEM
C OpraHaMH, OCYIIEeCTBJISOIMMU HaA30p B o6sactH [10/1/PT u o6ecneyeHrsi HEMMPUKOCHOBEHHOCTU
Y 3allUTHI AaHHbIX. B ONpocHUKe Takke cofiepkasiach NpPocbba K peCoHAeHTaM MPUBECTU NpHUMe-
PbI KOHKPETHBIX CIy4aeB, UITIOCTPUPYIOIIUX MTOJIE3HBIN OMBIT (B JlaJIbHENIIIEM T10/] «PECIIOH/IEHTa-
MU» OYAYT MOApPa3yMeBaThCd Te, KTO HAMPaBHWJI 3aMl0JTHEHHBINH OIPOCHUK, U 3KCIIEPTHI, K KOTOPBIM
obpatuiica CekpeTapuar, B T.U. 3KCIIEPThI, TpeJJIOKeHHbIe JiesieratusiMu ctpaH B PATD).

16. Ha pucyHke HMXKe NpUBeZieHa pa36rBKa 3anoiHeHHbIX OMPOCHUKOB 110 ceKTopaM. B cekTope rocy-
JlApCTBEHHBIX OPraHOB GOJIBbLIYIO YaCTh PECIIOH/IEHTOB COCTABUJIM HaJI30pHbIe OpPraHbl, a B 4acT-
HOM CeKTOope 60oJibliast 4aCTh HHPpOPMAIMH MOCTYIHIA OT GUHAHCOBBIX YUPEKAEHUN U pa3paboT-
YUKOB TexHoJsiorui*. Han6osibinii Bk1ag B OMPOCHUK BHEC/IH YUPEXK/IEHUS, KIacCuPUILMPyeMble
KaK «KpyIMHble 6aHKW». BoJibliast 4acTh pecrioHieHToB HaxoguTcs B EBpone (53%), 3a Heil cieay-
10T l0>xHas u CeBepHast Amepuku (20%), A3us u Okeanus (18%) u Appuka (9%)°.

PucyHok 1. Pa361BKa peCliOHAE€HTOB M0 CEKTOpaM

PA3BUBKA PECTIOHIEHTOB 10 CEKTOPAM
[ Jipyroe, 7% |

YacTHblll CEKTOD,
54%

* 113 pecrioH/IEHTOB-IIPe/ICTAaBUTEJIEH YaCTHOTO ceKTopa 54% NpHUIIOCh Ha 10110 QUHAHCOBBIX YYpeXxXAeHUH, a 46% - Ha [J0J110 OCTaBIH-
KOB T€XHOJIOTHH.

5 Tlop «/lpyruMu» pecrnoHzieHTaMu nojpasyMenatotcs HKO, aHaMTHYecK1e LeHTPbI U YYeHbIe.
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3. OcHOoBHaAa nHpopmauums

17.

18.

19.

O6beiHeHUe JAHHBIX U COBMECTHBIM aHa/IM3 He SIBJSAI0TCS abCOI0THO HOBbIMU TeMaMHU [iJisl
@OAT®. HekoTtopnie u3 Pekomenganuiit ®ATD copepkaT 3/ieMeHThI, CBI3aHHbIE C 0OMEHOM HH-
dbopManuen Mex Ay yupeXAeHUsIMU 4acTHOTo cekTopa. Hanpumep, Pekomenpanus 18 Tpebyer
ob6MeHUBaTbCsA MHbOpManMeld B paMKax ¢uHaHCOBBIX rpynn s nenei HIIK u ynpaBaenus
puckamu O/]/DT. Takoit 06MeH npeaycMaTpyuBaeT o6MeH WHPopMal el U aHAJIM30M olepa-
LUH WU AeATeJbHOCTH, KOTOPbIe, 0 BCeH BUJUMOCTH, SIBJSAIOTCSI HEOOBIYHBIMHU (€CJIU TaKOU
aHaJ/IM3 IPOBOJIUJICA); U MOXeT BKJto4aThb B ce6s CI10, ocHoBonosaratoyto HHGOpMaIuio Uiu
¢dakT HanpasseHus CII0. 3To TpeboBaHUe NPUMEHSIETCS KO BCeM CyObeKTaM (KaK OCyIecCT-
BJISIIOIIMM CBOIO [IeSITeJIbHOCTb B IpeJiesiaX OJHOM CTpaHbl, TaK U OCYLIEeCTBJSAIIIUM CBOIO
JlesITeJIbHOCTD 3a py6eXoM), KOTOphle MOANAJaloT 10/, onpeseieHue NOHATHA «pHUHAHCOBas
rpynna» B [noccapun OATDC. [Tomumo aToro, Pekomenganusa 21 Tpebyet, 4T06BI GUHAHCO-
BbIE YUPEXJEHHs], a TAKKE UX JUPEKTOPA, JOKHOCTHBIE JIMIA U PA6OTHUKY 110 HAUMY MOTJIA
packpbITh ¢akT HanpasieHus CIIO uium cBsA3aHHOM ¢ HUM MHQOpPMaAIMU, €CIU 3TO COOTBET-
CTByeT TpebGoBaHUAM, KacawiumMcs yrnpapJieHus puckamu 0/1/ DT, koTopble NPUMEHSIOTCS Ha
ypOBHE rpyNIbl U KOTOpble peAycMoTpeHbl B PekoMmenjanuu 18. Hakonen, B PekomeHnaanuu
2, KoTopas TpebyeT OT OpPraHoOB BJIACTH OCYLIECTBJATb COTPYAHUYECTBO U B3aUMOJENCTBUE
JIJ1s1 o6ecriedeHHsl COOTBETCTBUSA TpeboBaHuit B 061actu [10/]/PT nosioxkeHUAM, KacaruMcs
HENPUKOCHOBEHHOCTH U 3aLIMTe JaHHbBIX, 4 TAKXKe JPYTUM MOJ0OHBIM MOJOXKEHHUSAM, TIOAYED-
KMBaeTCs Ba)KHasl POJib, KOTOPYIO OpraHbl BJACTH UIPAIOT NPU NPeosoJeHUU NPensTCTBUH,
BO3HUKAIOIIUX NPU 06MeHe HHPOPMALMEN U CYLIECTBYIOLUX B 1eHCTBUTENbHOCTH UJIU NIPEJi-
MOJIOXKUTEJIBHO.

XOTsl B 3TUX peKOMeH/IallUsAX U3JI0’KeHbI TapaMeTphl A5 o6MeHa HHopMalvell B paMkax ¢u-
HaHCOBOU rpymniel, B HacTosuee BpeMs Ctangaptbl PATD He comepkaT NOA06HbBIX TPEOOBAHUN
K 06MeHy nHbOpMaln el 3a npejesaMy GUHAHCOBBIX FPYIIIL.

B 2017 r. PAT® ony6.inKkoBaJja cBoe PyKoBoJICTBO OTHOCHTEJIbHO 06MeHa HHopMaLnuel Mex 1y
y4pEeXAEeHUSIMH YacTHOIO ceKTopa. B aToM PykoBozcTBe cofepKaTcs MHULIMATHBBI, Kacarliye-
cs1 o6MeHa MHPopMaLHel, OCyLeCTB/IIeMOr0 PUHAHCOBBIMU YUpeXKJeHUSIMHU, KOTOPbIe BBIXOAAT
3a npegenbl Pekomenganuit PATD (c. 22-25). C Tex nop B 3TOM 06/1aCTU PETUOHBI U OT/le/IbHbIE
CTpaHbl BbIABUHYJIN PAJ MHULIMATUB. HanpuMep, B He06513aTeJIbHOM ITYHKTe 46 ieK1apaTUBHON
yactu naToi [upekTuBsl B obJactu [10/] EBpormnelickoro coro3a roBOPUTCS, UTO «3/10YMblUl/1eH-
HUKU nepemeujarm He3aKOHHble d0X0dbl C NOMOUbI0 MHO204UCAEHHbIX PUHAHCOBBIX NOCPEOHUKO8
04151 moao, Ymobbl uzbexcamsv ob6HapyxceHus. Takum 06pa3omM, 8aHHO 0aMb BO3MOMCHOCMb Kpe-
JUMHBIM U PUHAHCOBBIM YUpercOeHUSIM 06 MeHUBAMbCS UHPOpMayuell He Mo1bKo Medxcdy Y/1eHa-
MU 00HOU 2pynnbl, HO Makjce ¢ dpyaumu KpedumHbIMU U PUHAHCOBLIMU YUpercoeHUsMU, yoenss
Jd0/19CHOE BHUMAHUE NPABUAAM 3AW UMbl AHHBLX, CO0epHCaujuxcsl 8 3KOHO0ame/16Cmeax omae b-
Hbix cmpaH».” B neka6bpe 2020 r. CoBeT no 3amuTte ganHbiX EBponbl (C3/E) Takke BbICTyNHII
C 3asiBJIeHHEM, B KOTOPOM 'OBOPHUJIOCH, IOMHUMO BCETO MPOYEro, YTO 0XKMJaeMOoe BHECEHUE U3-

¢ B I'moccapuu PATP comepxkuTcs ciefymolee onpesie/ieHre NOHATHS «QUHAHCOBAs TpyNma» - IPYIa, KOTOpass BKJIOYaeT MaTepHH-
CKYy10 KOMIIQaHUIO WJIM I0pUMUYEeCcKOoe JIMIO JI060r0 APYroro THIA, OCyLecTBIIsA0Iee GYHKIMY KOHTPOJIS ¥ KOOPJHUHALMY B OTHOLIEHUH
0CTa/JIbHOHM YaCTH I'PYIIIBI 110 OCYILeCTBIEHHIO TPYNIIOBOro HaAi3opa corimacHo OCHOBHBIM NMPUHLIMIAM, BMecTe ¢ GUIHasaMy U/Uiu f0o-
YepHUMHU NpeJIPUATUAMY, NoAexkauMuy npasuaam [10/]/PT u npouesypam Ha ypOBHE IPYNILL

7 IlyHkT 46 nexaapatuBHoi yacT Jupextussl (EC) 2018/843 EponapsiamenTta u CoBeta EBponbt oT 30 mMast 2018 r., BHOCSLM#H H3Me-
HeHUs U jonosiHenus B [lupektuBy (EC) 2015/849 o npenoTBpalleHUH UCHOJb30BaHUsI GUHAHCOBOU cucTeMbl s Leseit O/l unu OT,
a TaK)Ke BHOCSLMN U3MeHeHUs U JjonoyiHeHus B [upektuBsl 2009/138/EC 1 2013/36/EC.
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MEHEHUH B 3aKOHOAATEJbCTBO® MO3BOJIUT YCTPAHUTh NPOTHBOPEYHE MEXK/Y 3aIUTON JUYHOU
*KU3HU /JINYHBIX JAHHBIX U MepaMu B o6sactu [10/1/PT. C3/JE oTMedaeT, 4TO OH YBEPEH B TOM,
4yTo 6oJiee YeTKOe pasjesieHre AByX HabopoB npaBuJ (B obsactu [10//PT u B obsacTu obecne-
YeHHs] HEMPHUKOCHOBEHHOCTH JIMYHOM KU3HU Y 3al[UThI JJAHHBIX) TPUHECET MOJIb3y KaK 3al[UTe
JIMYHBIX JAHHBIX, TaK U 3ppexTuBHOoCTU cucteMbl [10/l. C3/IE mogyepkrBasa HEOO6XOAUMOCTh
HaJIMYMSI YETKOr0 MPAaBOBOTO OCHOBAHMUS JIJis1 06PabOTKH JIMYHBIX JAHHBIX U YKa3aHUs 1esiei
Y CPOKOB TaKOU 06pabOTKH B COOTBETCTBUH € MYHKTOM 5(1) OGIMX MOJI0KEHUH 0 3alUTE JjaH-
HbIx (OI13/] EC), B YacCTHOCTH 10 OTHOIIIEHHIO0 K 00MeHYy HHpOpMaIiel U lepeade HHGOpMaluy
Ha MexxAyHapojiHoM ypoBHe (C3/E, 2020, [1]).

20. C BHeJpeHHEM M Ha4aJIOM IPUMEHEHHUS PAa3/IMYHbIX TEXHOJIOTUH MOBbILIEHUSI KOHOUAEHUAJIb-
HOCTH® yYpeXxJleHUsl YaCTHOTO0 CEeKTOpa Hava/ld OCYIIEeCTBJATb PSAJ] UHUIUATHUB W MUJIOTHBIX
nporpaMm, HalmpaBJieHHbIX HA 06'beIUHEHUE U COBMECTHBIN aHA/U3 JJaHHbIX, B T.4. JAHHbIX 110
HIIK, s ycunenus coburogenns TpeboBanuil B o6saactu [10/PT u 6osiee 3dpdeKTUBHOTO BbI-
sIBJIECHUS] HE3aKOHHOU [JleITeJIbHOCTU. ITH MeXJyHapo/JHble WHUIIMAaTUBbI CBUJETEJbCTBYIOT
0 CTpeMJieHUM (PUHAHCOBBIX YYPEXJEHUNW COBMECTHO MCI0JIb30BaTh U 00beUHSAThH PECypCHI,
a Takke 0 ToM, 4T0 PATD He06X0AMMO pa3paboTaTh HOBbIe PYKOBO/ICTBA JIJIsl pellleHUs mpobJie-
Mbl, CBSI3aHHOM C 00'beIUHEHNEM JJaHHBIX U COBMECTHBIM aHAJIU30M, YUUThIBAs CyllleCTBOBaHUE
HOBBIX TEXHOJIOTHUH.

8 EC nuiaHUpyeT U3/aTh eIUHBIN CBOJ| IPAaBUJI B BH/IE COIJIACOBAHHOTO MOJIOXKeHUsI, Kacatouierocs [10/1.

9 TeXHOJIOTMM MOBBIIIEHUS] KOHQUAEHIMAJBbHOCTH (3a4aCTyl0 MX Ha3bIBAOT «IIM(pPOBAaHUE, obecreynBarollee HENPHUKOCHOBEHHOCTb
JINYHOY >KU3HU») MPEACTABISIOT CO60H «0COOble BO3MOXXHOCTH IHPPOBAHUSA, KOTOPbIE MI03BOJISIOT OCYIIECTBAATh 060pabOTKY JaHHBIX,
CJIyKalllMX OCHOBaHHWEM JiJIs1 00paGoTKH, IIPU 3TOM BJIaJieJiel] JAHHBIX He 00s13aTeJIbHO pasryiallaeT Takue JaHHble. Takas TEXHOJIOTHs
MOXeT 06eCreyuTh CUTYalHIO0, KOT/Za BIae iel] JaHHBIX He 00513aTeIbHO BUUT MNOMCKOBBIN 3aIIpOC, IPH 3TOM 3alpOC U ero Pe3y/IbTaThl
OCTalTCs 3alIMPPOBAHHBIMY (MJIM He Pa3IVIallaloTCs) U ABJISATCSA BUAUMBIMU TOJIBKO JJIs JIMIA, OCYLIeCTBIAIEro 3ampocy. (Mak-
cBes, 2020 [16])
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4. Llenu n npeasapuTesibHble YCN0BUA ANA Nepeaaym U aHanusa
nHpopmauum B chepe NOA/PT B uacTHOM ceKTope

21.

22.

4.1.

23.

24,

@®AT® HeaBHO U3y4ynIia 06MeH UHOpMalell BHYTPU GHHAHCOBBIX YIPEXKAEHUN U TPYIII U MEXKAY
TaKUMH yUPEK/JeHUSIMU Y TPYIIIIaMU B 60J1ee Y3KOM KOHTEKCTe 06MeHa KOHKpeTHON nHbopMalent
B UHAMBUAyaJIbHOM Nopsifike B nesisx [10/1/PT (Hanpumep, A1 MPOBEPKH KIMEHTA, KOTOPBIH MPo-
JIeMOHCTPUPOBAJI HACTOPAXKUBAOIIMEe TPU3HAKH ). HacTosmui aHaTMTHYECKUH 0TYET ONUPAETCS Ha
3Ty paboTy, U B HEM pacCMaTpPUBAETCS, KaK TEXHOJIOTHYECKHe MHHOBAIMH, OCHOBaHHbIE Ha KpyTI-
HOMacLITabGHOM 0600IIEHHH JAHHBIX, Tepe/jJaBaeMbIX MeXy YaCTHBIMU JIMIIAMH, U1 HA COBMECTHON
aHaJIMTHUKe, MOTYT CIIOCOOCTBOBATh AocTkeHUo 1iesel [10/1/DPT/PPOMY, npu aToM obecneyrBast
COOJIIO/IeHY e TPEOGOBAHUU B OTHOIIIEHUH 3all[UThI IAHHBIX U KOHUIEHIIMATBHOCTH.

HoBble TeXHOJIOTHH, TPOTECTUPOBAHHbBIE B APYTHUX 06J1aCTAX, BK/IIOYasA IIMPPOBAHKNE YYBCTBUTEIb-
HBIX JIMUHBIX JJAHHBIX, HATPUMED, B CEKTOPE 3/IpaBOOXpaHeHus ™, MOryT 06ecrieynBaTh MHHOBAIIMOH-
HbIe pelleHus JJIs1 COOIOJEHHUST PAa3IMYHbIX HAIJMOHAJIBHBIX U MEK/[YHAPOJHBIX 3aKOHOB O 3alLHTe
JIAHHBIX U KOH)UIEHLIMAJBbHOCTH, a TaAKXKe [IJI1 oOecrieueHrs Nepeiayd U aHaau3a UHpopMaIuu
B 1es1s1x [10/]/OT. [leficTBUTENBHO, COTJIACHO Pe3y/ibTaTaM aHKeTUPoBaHUs, 93% pecroHIEHTOB CYu-
TaIOT, YTO HOBbIE TEXHOJIOTMHU MOTYT [IOMOYb IPE0JI0JIETh 3T U APyrye NpobeMbl 00MeHa JaHHBIMU
B cdepe [10/]/PT (Hanpumep, 3a1{MTa KOHGUAEHIIMAIbHON NHPOPMALIUU B KOHKYPEHTHBIX LIEX).

3auem nepegasaTtb AaHHblE?

O6MeH JJaHHBIMU UMeeT pelatliee 3HadeHue A 60pbu6bl ¢ O], T u duHaHCUpoBaHUEM pac-
NPOCTPAHEHUS] OPYXKUSI MaccoBOro yHuuTokeHus (PPOMY). MHoroHalMoHa/IbHbIE CXEMbI
0/l/®T/DPPOMY He cob/I0AAI0T HAllMOHATbHbBIE IPAHULbBI, U TPECTYIHUKHU UCIOJIb3YIOT HE OJTHO
yupex/ieHUe /151 OTMbIBAaHUS CBOMX JJ0X0/10B, IOJIyYEeHHbIX IPECTYIHbIM NyTeM. YacTo He3aKoH-
Has eATeJbHOCTb CTAHOBUTCA OYEBU/JHOW TOJIBKO TOT/A, KOI/la YUYpPEeX/AeHHUS U OpraHbl BJacTH
MOTYT U3yYUTb COBOKYIHYIO JIeSITEJIbHOCTb CyO'beKTa, OCYILeCTBJISIEMYIO Yepe3 pas/iMdyHble Ipa-
HUIIBI ¥ T1aTGopMbl. 06 3TOM CBU/ETENBCTBYIOT Pa3IMYHble MEXAYHaPOIHbIE Aesa 06 O/], B Ko-
TOPBIX UCIOJIb30BAJIMCh CJ1abble MeCTa PUHAHCOBBIX YUPEKJEHUN PA3IUIYHbIX IOPUCAUKIIUN JJIs
OTMbIBAaHUsl 3HAYUTEJIbHBIX CYMM /JI0XO/I0B OT MPECTYNHOM JlesITeIbHOCTH. CKOOPAUHUPOBAHHbIE
OLIEHKHU COBOKYITHOM [JlesITeIbHOCTH HECKOJIbKUX YUPEeXJeHUH MOTYT MOBBICUTh 06llee KayeCTBO
M0JIyYeHHbIX IaHHbIX PUHAHCOBOMN pa3BeJKH.

YTo6b! 3 deKkTUBHEe NpeAOTBPAllaTh U BbISBJATH 3JI0HAMEPEHHOE MCII0JIb30BaHUE MeEX/AyHa-
poznHoi ¢uHaHcoBOU cucteMbl B nensax 0/1/PT, drHaHCOBBIE YUpeKIeHUS MOTYT pacCMOTPETh
BO3MOXXHOCTb COTPYZHUYECTBA, €CJIM U KOT/la 3TO COOTBETCTBYET TPe6GOBAHUAM B OTHOILIEHUH 3a-
IIUTHI JaHHBIX U KOHQUAEHLMaJbHOCTH B Npejesax ¢UHAHCOBOM IPYIIlbl, a TaKXe Mexay Ppu-
HAHCOBBIMH YUPEXJEHUSIMH, He SIBJISIOIIMMHCS 4acThl0 OJHOM U TOH ke GUHAHCOBOU TPYMIIbI.
B To e BpeMsl pHHAHCOBbIE yUpeXxIeHHs LO/LKHBI 0CO3HABAaTh OTBETCTBEHHOCTh, KOTOPYIO OHU
NOHECYT 3a HapylleHUe TpPeOGOBaHUN B OTHOLIEHUM 3alUThI JAHHBIX U KOHPUJEHLUAIbHOCTH.
Kak npaBuio, pMHAHCOBBIM YUPEXKIEHUSIM He peKOMEH/IyeTCs llepe/1aBaTh JIUYHbIE JaHHbIE, eCJIU
napaMeTpbl TAaKOro o6MeHa JaHHBIMHU (TUIBI JAHHBIX, 0OCTOATE/]bCTBA 0OMeHa, KaHa/lbl CBA3U
U T. I1.) IBHO He NPeyCMOTPeHbl 3aKOHOAAaTe/IbCTBOM IOPUCAUKLIUY, B KOTOPOX OCYILeCTBJISETCS
JleITeJIbHOCTb.

"Hanpumep, ucnoJib3oBaHue Qpe/ilepaTUBHbIX JaHHbBIX (MK GpejepaTUBHOT0 06y4eHHs1) — YCUIMBAOIIAsCs TEHAEHIUs B CEKTOPE 3/IpaBo-
OXpaHeHHs], KoTopas o6Jieryaet o6MeH HHpOpManKei U cOTpyAHUYECTBO B UcciegoBanusax (Tum Xanbcen, 2020 [19]).
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25. Takoi o6MeH nHbOpPMaIMer MOXKET MO/IJIEPKUBATHCS BJAACTIMU, HO TaKXKe MOXKET MPOUCXOJUTD
Ha YpOBHE OTpacju 6e3 06s3aTeJIbHOTO y4acTHs NMPaBUTENbCTBA, €CJIM NapaMeTPhl U LeJb COo-
BMECTHOU paboThl C JaHHBIMU YEeTKO ONpe/ie/ieHbl 3aKOHOJAaTeJbCTBOM U €C/IM CYLIECTBYET 3¢-
$eKTHUBHBIN HaI30p 32 3aL[UTOMN IaHHBIX B YaCTHOM CEKTOPE.

26. PecrioHeHTBI OTMETHJIY, YTO NOJIy4eHHe AOCTyNa K 6oJiee IUIMPOKOMY HAbOpy JaHHBIX MOXKET
YJAYYLIUTb pe3y/bTaThl U N03BOJUTb NPUHHUMATh pellleHUs] Ha OCHOBe pa3Be/JaHHBIX 3a CYeT
yMEHbIIEHUS KOJIUYEeCTBa JIOXKHOIO0JIOKUTEIbHBIX Pe3y/IbTaTOB, Ollpe/ie/IeHUsI IPUOPUTETOB, 110-
BbllleHNUA 3QPEeKTUBHOCTU pacciefloBaHUA GHMHAHCOBBIX NPeCTYIJIEHUH, NOBBIIIEHUS KayecTBa
KOpPNOPAaTHBHBIX JJAHHBIX U NOBbILIEHNS 3 PEKTUBHOCTH OllepallUOHHON AesiTe/bHOCTU. KoHeu-
HO, KaYeCTBO U CTAaHAAPTHU3aLMs JAHHbBIX SIBJISAIOTCS BOXKHBIMU 3J1eMEHTAMHU, 06ecleyrBaoLMMy
TOYHOCTb COBMECTHOM aHAJIMTHUKH B 11eJI0M, KaK YKa3aHO B paszeJie 6.2.

27. PacuiMpeHHasi aHaJIMTHKA, MPUMeHseMasd K JJaHHBIM, KOTOPbIMH OOMEHHUBAKTCS HECKOJbKO
GUHAHCOBBIX yUpeXKeHUH, MOXKET BbIIBUTh TEHJEHIIMU WM NOTEHIIMAIbHO MOJ03pUTENbHbIE
BU/Ibl ZIeITEJIbHOCTH, KOTOPble B IPOTUBHOM CJy4Yae MOTJIA Obl OCTAaThCS He3aMeYeHHbIMU OfI-
HUM yupexJeHueM. Hanpumep, pecnoHAEHTbl OTMETHUJIM, YTO TaKMe UHCTPYMEHTbI U METO/bI,
KaK pe30JII0LUU YYPEeXX/JeHU U CeTEeBOW aHaJ/Iu3, M03BOJISIOT UJeHTUPHUIUPOBATh CBSI3H, KO-
TOpbIe C 60JIblIIeN BEPOATHOCThIO OCTAHYTCSI He3aMeYeHHbIMU, KOTr/la laHHble pparMeHTapHbI,
a TeXHOJIOTUYEeCKU e pelleHUs s caeloBaTe/led OpUeHTHPOBAHbI HAa MPOBEPKY OTAEAbHbIX Y4-
peX/eHUH Ha COOTBETCTBUE TPeOOoBaHUAM. boJiee TOro, MCII0JIb30BaHUE aHAJUTUKHU I03BOJISAET
GUHAHCOBBIM YYPEXJAEHUSAM aHAJU3UPOBATh PUCKU PUHAHCOBBIX MPECTYIJIEHUH Ha J0KHOM
YPOBHE U C TOPa3A0 GOJIbIIUM YIPEXIeHUEM BhISBIATh pUCKU. COOTBETCTBEHHO, HOBBIE TEXHO-
JIOTUU, BEPOSITHO, IOBBICAT LIEHHOCTD U M0JIE3HOCTh NlepeaBaeMoi nHpopManuu. B onucanHOM
HIKe CUTYallMOHHOM HCCJe[JOBaHUU MPUBOJSTCSA NMPUMEPHI IPEUMYILIECTB, JOCTUTHYTHIX NPHU
NpOBePKe KOHIENIUH Nepeaadu AaHHbIX B 2018-2020 rr. B Besinko6puTaHUu.

BcraBka 4.1. [InnnoTHbIM IpoeKT Beinkooputanuu Tribank

[TunotHbiN npoekT TriBank, peannzoBanHbiii B Bennko6putanuu B 2019 roay, BKIro4asl
B cebsl TPU KPyINHbIX 6aHKa U 06'beJUHSAJ ICEBJOHMMU3UPOBAaHHbIE JJaHHbIE 00 omepa-
1UAX (TO ecTb AaThl, CYMMBI U CHa0>KeHHble METKaMU cyeTa OTIPaBUTeJd U MoJydaTe-
Jis1) /11 MX KOMIIJIEKCHOTO aHa/u3a. baHKH-yYacTHUKU He pacKpblBajid MHPOpMaIUIO,
MO3BOJISIIOILYI0 YCTAHOBUTD JIMYHOCTD (HapuMep, UMeHa U ajZipeca). B xozie muioTHOro
IIPOEKTA ObIJIO MPOJEMOHCTPUPOBAHO, YTO [1CEBAOHMMHU3UPOBAHHbIE JaHHbIE 00 onepa-
[[USIX MOTYT 6e30MacHO U 3 PEKTUBHO COOUPATHCH Y HECKOJIbKUX YYaCTBYOMIUX GUHAH-
COBBIX YUpEeX/IeHUH, 00beJUHATBLCSI U CBS3bIBATHCS B 3HAYUMbIH YHUUIIMPOBAHHBIN
Ha0bOp JaHHBIX M LeHTPaJIM30BAaHHO MOABEPraTbCsl aHa/IU3y. TexHosornyeckas IJIaT-
dbopMa npoJeMOHCTPUPOBAJIA, UYTO 6€3 KaKUX-JINO0 3HaHHUU 0 6a30BBIX ONepallUOHHBIX
cyeTax GOJIbIIME U CIOXKHbIE KJIACTepbl MOTYT aBTOMAaTUYECKU M eHTUPHULUPOBATHCS,
BBIYJIEHATHCS U3 6a3bl JJAHHBIX CY€TOB U CTAHOBUTBCS KaHAUAATAMU JJ1 Aa/JbHENHIIero
aHa/IM3a, IPOBOJUMOr0 YYaCTBYIOIINMU YUPEXAEHUAMU.

IJTOT NUJIOTHBIA NPOEKT NPOAEMOHCTPUPOBAJI iBa B3aUMO/ONOJIHAIOIIMX OJX0/1A K CO-
BMecTHOM aHanuTuke B chepe [0/ /PT: 1) yyacTBywoiue GUHAHCOBbIE YYPEXAEHUS
NpeJoCTaBUIMd UCXOAHYI0 MHPOPMALMIO O MOJO3PUTENbHbIX/BbI3bIBAIOLIMX ONACEHUS
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28.

29.

cyeTax, a laTGopMa 3HAYUTENbHO pacliMpu/ia 3TH OCHOBHbIE pa3Be/laHHbIE, YTOObI
MOKa3aTh «0OLIYI0 KapTHHY»; a TaKXKe 2) caMa IiaTdopMa aBTOMAaTUYECKU ONpeJiesTu-
Jla BOYKHbIe 06J1aCTH, BbI3bIBAOLHEe 03a60YEHHOCTb, 6€3 KaKUX-JIN60 OCHOBHBIX pa3Be/-
JIAaHHBIX, IPeJI0CTaB/IsieMbIX GYHAHCOBBIMHU yUpeXJAeHUAMU. ITH JiBa N0JX0/a paboTa0T
COBMECTHO U CO3/aI0T 3P PEKTUBHYIO CTPYKTYPY MOHUTOPUHIA MeX6AHKOBCKHUX Olepa-
LU}, NO3BOJIAOILYI0 KaX/A0MY YYaCTBYOLEMY YIpEXJeHUI0 BHOCUTb CBOU pa3Be/ilaH-
Hble U U3BJIEKATh BbI'O/ly U3 pa3Be/JaHHbIX APYTOro yupex/JeHus 6e3 Heo6X0JUMOCTH
PACKpPBITHS KaKOU-1M60 KOHOUEHITMaTbHOU HHPOpMALUH O KJIHeHTaX.

KpoMe Toro, HeKOTOpble peCOHAEHTHl OTMETUJIM, YTO B HEKOTOPBIX PErHOHaX C MOSABJIEHUEM
®unHTex 1 APyruX HOBBIX Y4aCTHUKOB PbIHKA B 0AaHKOBCKOM CEKTOpPE KJIMEHThI YXOJAT OT TPaiu-
LJMOHHBIX 6AHKOB Y UCNOJIb3YIOT YCJIYTH HECKOJIbKUX YUpeXK eHUH /1151 OCyllecTBIeHNs] 6aHKOB-
CKHX Ollepalydil BMECTO TOTrO, YT06bI paboTaTh C 0JHUM GUHAHCOBBIM yUpEKJEHUEM, 3aXBATHB-
UM 6O0JIBLIYIO J0JII0 PBIHKA. ITO O3HA4YaeT, YTO JaHHble 00 OTZAe/IbHbIX KJINeHTax CTAHOBATCA
BCce 6oJiee paccpef0TOYEHHBIMU CpeJU MHOTOYMC/IEHHBbIX (pUHAHCOBBIX yUYpEXJEHUH, YTO 3a-
TpyZAHseT nojydyeHue nHopmauuu 06 O/l u ®T Ha oCHOBe JJaHHBIX, AOCTYIIHBIX TOJbKO OJ[HO-
MY yupexJeHHI0. ITO AaeT AONOJHUTEJbHbIN CTUMYJ /11 00OMeHa JaHHbIMU MeX/y YaCTHBIMU
JIMLJAMHY, @ TaKKe JIJ11 COBMECTHON paboThl C Ljes1blo 00'beIMHEHHs JOCTAaTOYHbIX HA60POB JaH-
HBIX J1JIs] IPUMEHEHHUs pacliMpPeHHON aHAJIMTUKH C LieJIbl0 60Jiee TOUHOM OLleHKH KJIMEeHTCKUX
PUCKOB WJIY BbISIBJIEHUS] BO3MOXKHO! II0/03PUTEIbHOM eTeJbHOCTH.

Tem He MeHee, 06pabOTKa JJAHHBIX JIO/DKHA OBITH COpa3MepHa MpecyielyeMoi 3aKOHHOM 1[eJTh UX UC-
noJib30BaHusA. Ha Bcex sTanax 06paboTKH Jo/IKeH 06ecriednBaThCsl 6J1arONpUATHBIN 6alaHC MeXAy
BCEMM 3aMHTEpPECOBaHHBIMU CTOPOHAMH U NpaBaMu. TouHee, TUYHbIE JAHHBIE JOJHKHBI 00pabaThl-
BaTbCs JOJKHBIM U IPO3PayHbIM 06pa3oM K cOGMPaThCs /15 IBHBIX, YKa3aHHbIX U 3aKOHHBIX LieJled
B COOTBETCTBHUH C IPAaBUJIaMHU XpaHeHUs JJaHHBIX. Bce acniekThl 06MeHa JaHHbIMU U UCIIOJIb30BAHUSA
TexHOJIOTUH, BK/I04as apdekTuBHOCTb [10/]/PT, a Takke BaMsAHUE TPeOOBAaHUN B OTHOILEHUH 3a-
IIUThI JaHHBIX, KOHQUEH[MAJIbHOCTH U KOHKYPEHLMH, JOJKHBI OLIEHUBATLCS B IEPBYIO OYepe/ib
JIJI51 TOTO, YTOOBI BCE ACMeKThI ObLJIM NPUHATHI BO BHUMaHUe /0 3aIycKa IPOeKTOB.

4.2. KaKoBbl 3aAB/IeHHbIE Lie/I UHULMATUB No 0606LeHUI0 AaHHDbIX, NepegaBaemMbiX MeXay
YacCTHbIMU IMLLAMU?

30.

HecMoTpsi Ha TO, YTO CIIMCOK He SIBJSIETCS MCUYEPIbIBAIOLIMM, GUHAHCOBbIE YIPEK/JEHUS MOTYT
NPUHUMATD pellleHus 0 Tlepe/iade JaHHbIX, B TOM YHMCJie 3a pejesibl QUHAHCOBBIX TPy U, BO3-
MOXKHO, B /IpyTHe IOPUCAUKINY, YTOOBI 00JIETYUTD:

L4 INpuMeHeHne mep Haanemameﬁ IIPOBEPKHU KJIMEHTOB, TAKHUX KaAK:

- OYeHKa UHCMuUmMyyuoHAIbHO20 pucka — Jijisi 60Jiee TOYHOU oneHKH puckoB O/l /DT c ue-
JIbIO UCT0JIb30BaHUs 60J1ee TOYHBIX TOKa3aTes el JJisi HOBBIX MPOJYKTOB U YCIAYT;

- npuem KAUeHMO8 HA 06CAyxcugaHue — JJisi ONpeJie/IeHUsl TOTO, BbI3bIBAJIO U pU3nye-
CKOe WJIM I0pUANYEcKoe JIML0 paHee UHAMKATOPbl OMACHOCTH WJIU NPOoG6JIeMbl C JPYyTrUM
yupexJieHlueM B IpejiesiaXx WM 3a NpefesaMyd GUHAHCOBOM TIpYIIbL; AJs NPOBEPKU
pEWTHHIa PUCKA KJIUEHTOB MyTeM BbISIBJEHHUS BO3MOXXHOTO aHAJOTUYHOI'O MOBEJIEHUS
B IpyTUX HaNpaBJ/ieHUAX 6U3Heca;
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- MOHUMOpUH2 onepayuil — JJisi 06HapyKEHUsI paccJOeHUusl CPefCTB MyTeM HU3y4YeHHUs
Mo/iesIv ollepaliMi KJAMeHTa AJs OlleHKH GUHAHCOBOro Npodus; /s Nocaefyollero
KOHTpOJIA JIID60M aHOMAJIbHOU e TeJbHOCTH YYpex/JeHUH; s 6oJiee 3pGeKTUBHOTO
BBISIBJIEHUS] IOJ,03PUTENbHON JesiTeJbHOCTH; /11 IPUMEHEeHUsI TOPOrOBbIX 3HAYEHUHN
CyMM oIlepaluy;

- ynpas/eHue puckamu 0e/108blX 0MHOWEeHUU — JIJisi TOCTOSTHHOT0 0OHOBJIeHUs HHpOopMa-

LIHWH O KIIMEHTAax; AJIA ollpeaesieHud r106aabHOM MMOABEPNKEHHOCTHU PUCKY B PE3YyJIbTATE
InprueMa Ha O6CJIy>KI/IBaHI/Ie OAHOTO M TOTO € KJIMeHTa HECKOJIbKHUMHU YIPEeXKACHUAMU,
AJid JUHAaMHU4Y€eCKOro ynpaBJ/JeHUA PUCKAMHU C LeJIbI0O OTPaAXEeHHUA HOBOH I/IH(l)OpMa]_U/II/I
WJIU U3MEHEHUH B nNoBeAEHHUHN KJIMEHTOB;

— B8blides1eHuUe 6eHeg§uuua;2Hoeo cobcmeeHHUKa — AJid IMOBbIIEHUWA TOYHOCTHU HJEHTH-

¢ukauuy 6eHepuLMAPHBIX COOCTBEHHUKOB; AJis ONpeJeeHs OJHOTO U TOTO e be-
HedULIMapHOTrO COOGCTBEHHUKA Pa3HbIX yuYpexJeHUH; Ajs 6osiee 3PpPeKTUBHOTIO 006-
Hapy»XeHUs MO/ CTaBHbIX KOMIAHUM; JJis1 pa3paboTKu Gojiee 3pPeKTUBHOTO ydeTa
nHbopManuu o 6eHePULHAPHBIX COGCTBEHHUKAX;

e CKBO3HOM MexHU4YecKuil NOMoOK, TAKO! KaK:

- gblgs/eHue munoJozul npecmwmeHuﬁ — AJid ooJiee 6bICTpOFO N TOYHOT'O BbIABJIEHUA
BO3HHKAOIINX TUIIOJIOTUH l'[p(ECTyrIJIeHI/Iﬁ U peaJin3allu Mep 3alllMThI, a TaAKXe 4Jid 06-
Me€Ha pe3yJIibTaTaMHU C APYTUMH YIpPEKAEHUAMU U TOCYyAAPCTBEHHBIM CEKTOPOM;

- QGCC./IEC)OGGHUH HA OCHoee Qa36€()aaHHle — [AJId COIVIaCOBaHHUA YCI/IIII/II\/II 110 MpoBeAEHHU IO
pacciegoBaHUA U IOJYYEHUA 6oJiee onpene/JieHHbIX CJie ICTBEHHbIX 3aKJIIOYEHU .

31. Ucxonsa U3 pe3y/ibTaTOB aHKETUPOBAHMsl, 0OCHOBHAs NIPUYMHA lepeJjlayr UM 000011 eHNs [JaH-
HbIX a1 neseit [10[]/PT — 3To MOHUTOPUHT omnepanyil. 0JHAKO HEKOTOPbIe PECIOH/EHTHI OT-
MEeTHJIH, YTO LeIMU TaKUX HHUIUATUB MOTYT ObITh HECKOJIbKO BAPUAHTOB U3 NPUBEJEHHOT0
BbIIlIe CIIMCKa. B npuBeleHHOM HMKe TabJ1MLe 060011 eHbl OTBETBI Ha BONIPOCh] aHKETHI, B KOTO-
pbIX yKa3aHbl pa3/MyHble LjeJH, paJy KOTOpbIX GUHAHCOBbIE YYPEXAEHUsI MOTYT Ilepe/iaBaTh
nHnpopmanuio B cpepe [0/ PT.

PucyHok 2. OCHOBHBbIE LIeJIY, paJ¥ KOTOPbIX (UHAHCOBBIE YUYPEXKAEeHUS
nepeaawT uHPpopmanuio B cpepe 104/ PT

OCHOBHBIE TIENTH, PaJX KOTOPBIX ((MHAHCOBBIC YUPEKICHUS
nepenarot uHpopmanuio B chepe [1O/DT

MoHUTOPUHT orepanui

VYnpasienue puckamMu

ITpreM KJIMEHTOB Ha 00CIY)KUBAHUE
(3CK («3Haii cBOEro KIMEHTa»))

|
Brrasiienne tunonornii I
[Ipoyee N
I

Wnentudukarms
OcHe(UIUAPHOTO COOCTBEHHUKA

0% 5% 10% 15% 20% 25% 30%

HpuMel{al—me K Ta6nm{e. Ka)KAbIﬁ pecnoHZeHT Mmor BbI6paTb TOJIBKO OJJVUH OTBET M3 NPHUBEIEHHOT'O BbIlIe CIIUCKaA.
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32. HekoTopble MpUMephl «ITPOUUX» IPUYHH JJis epeJadyu AaHHbIX B cdepe [10[/DT:

- CHWXeHHe PHCKa B IeJISIX COJeUCTBHUS MPUHATHIO 6GoJsiee 3P PEeKTUBHBIX PellleHUH Mpu 00HapY-
>KeHUH, TpeloTBpalleHuU U paccieaoBanuu O/ /DT B 6os1ee 06111eM CMBICIIE;

- yHOpollleHHe ITUKJIa 06paTHOH CBS3M B IeJIsIX pa3paboTKU U ONTHMU3ALUU TapaMeTpoB o6pa-
OOTKHU JJaHHBIX;

- NpOBeJieHHE paccie/JOBaHWN Ha OCHOBE pa3Be/|JJaHHbIX;

- CO,IIeﬁCTBPIE pa3pa60TKe THUIOJOTUHN l'IpeCTyrIJ'[eHI/Iﬁ Ha OCHOBE JAaHHDbIX.

4.3. KaKoii TMN JaHHbIX MOXET nepeaaBaTbca?

33. ,Z[J'IH AOCTHXXEHHA YKA3aHHbIX BbIllI€ KOHKPETHBIX uenel‘/’l BaI.LII/ICI)pOBaHHbIe rnepegaBaeMbie JaHHbIE

MOTyT BKJItoYaTh: uHopMmanuw HIIK; onepanuu; HacTopakyBarole NpU3HAKW; MTPU3HAKU KJIU-
€HTCKOTO PUCKa, HanmpuMep, 66110 i HanpassieHo CI10; o6HOBIeHHY0 HHPOPMAIHMIO 06 yupex/e-
HUSX, C KOTOPbIMU YCTAHOBJIEHbI KOPPECIOH/IEHTCKHE GAHKOBCKHE OTHOLIEHHS], BKJIIO4ask UHPOp-
MalI[HI0 0 KJIMEHTAX, eCJIM OHa MOXKET 00JIErYUTh OIIEHKY PUCKOB U Ha/IJIEXKAIIIYI0 IIPOBEPKY, KOTOPYIO
POBOJAT YUPEHJEHUSI.

34. CorsiacHoO pe3ysibTaTaM aHKETUPOBaHHWA, OCHOBHBIM Munom nepejaBaeMbIX JaHHbBIX (KOTOpre nepe-

JIal0TCsl B HACTOsIILee BpeMsl WM Nepejiadya KOTOPBIX 06CYKAaeTcs) ABsseTcss HHPOopMaLUs O KJIU-
eHTe (BKJIOYasi CBeJIeHUs1 0 beHepHUI[MapHBIX COOCTBEHHUKaX), THPOPMAI[HI0, OTHOCALIYIOCS K Ha-
CTOPAKUBAIOIIMM NMPHU3HAKAM, a TAK)Ke JJaHHbIe 00 onepanusaX. PecrioH/IeHThl OTMETHJIH, YTO YaCTO
nepe/iaeTcs KOMOUHAIMSA JAHHBIX PAa3HbIX KATErOPUH B 3aBUCHMOCTH OT KOHKPETHOMH LieJIM MHUIHA-
TUBbIL. O/IHAKO HEKOTOPbIE PECIIOH/EHTHI TAKXKe OTMETUJIN, YTO MHPOPMaLYs 0 KJIMEHTax lepejaeT-
sl TOJIBKO B 3aIIMPPOBAHHOM BH/I€ U B CUTYAIUSAX MAJIOTO KOJIMYECTBA JI0KA3aTe/bCTB KOHIEIIHH.
Ha mpuBesieHHON HMKe cXeMe MPUBOAUTCS CBOJIKA Pe3Y/IbTAaTOB aHKETHPOBAHMS, MOKA3bIBAKOLIAS
OCHOBHbIE THUIIbI HHPOPMAIMH, KOTOpasi IepeAaeTcsl B HACTOsLIee BpeMs MU lepeada KOTOpon
06CyK/1aeTCsl pECIOH/IEHTAMU aHKETBhI.

PucyHok 3. OCHOBHbIE TUNBI lepeAaBaeMoil MHPOpMaALUU

OcHOBHbIE THUIIBI TIepeAaBaeMoi uHpoOpMauu

WNudopmarus o kireHTax (BKIFOYAs CBEICHUS
0 OeHeuIMapHbIX COOCTBEHHHKAX )

Hacropaxuaromine npu3HaKu
Hudopmarmst 06 onepanmsx
Wudopmarus o cuete

Nuaukaropsl pucka, Bkiaroyas ceeaenus CI10

[Ipouee

0% 10% 20% 30% 40% 50% 60%

HpnMeanne K Ta6J114ue. Ka)K[[blﬁ pecrnoHgeHT Mor Bbl6paTb HECKOJIbKO UJIK BCe OTBEThI U3 IPUBEIEHHOI'O BbIllIe CIIKMCKA.
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35. HexoTopble npuMephbl «IPOYUX» THUIIOB llepe/laBaeMblX JaHHbIX:

- cIpaBOYHbBIE JJaHHbIE KOJJa UIeHTUPHKAIIUH I0pUIUYeCcKoro Junall;
- THUIIOJIOTHH; a TAK¥Ke

- BblAa4ya/pes3yJsbTaThl ONOBEIIEHUH (/151 HACTPOHUKU BHYTPEHHEH MOJEN).

BcraBka 4.2. ANOHCKHMI NPOEKT AOKa3aTe/JIbCTBa KOHLENIMHA MAallUHHOTO
00y4YeHMs U MCKYCCTBEHHOr0 MHTeJ/IJIEKTa

YTo6bl 06JIETYHUTH Nepesady AAaHHBbIX B COOTBETCTBHMU C HOPMaMH 3alIUThl JAHHBIX
Y KOHQUJeHIUAJbHOCTH B fIOHUM ObLI pa3paboTaH YHUKaJbHbIA NPOEKT MOATBEPXK-
nenus koHnennuu (POC) ¢ yyacTueM HECKOJIBKUX SATTOHCKUX GUHAHCOBBIX YUPEKIEHUH,
No/ilep>KUBaeMblii ATeHTCTBOM GHMHAHCOBBIX YC/IYT AIOHUH U CHOHCUPYEMBbI FMOHCKON
OpraHu3alyei [0 PasBUTHI0O HOBBIX 3HEPTeTUYeCKUX U NMPOMBILIJIEHHBIX TEXHOJIOIUH
(NEDO). B pamMkax 3TOro npoeKTa 06beIUHSI0TCSA aJIrOPUTMbl UCKYCCTBEHHOTO UHTEJI-
jekTta (MM) c uHCTPYKLMAMU M3 KaXK0Tro Habopa JaHHbBIX onepayuii GUHAHCOBBIX Y-
pexJieHuH, 6e3 nepefjady UM IpyNNnupOBKH JaHHBIX, U CO3/aeTcsl efnHas1 Mozesb UU.

[IpoekT HampaBJieH Ha co3zaHue Mozeau MU, momMorarwinei 4YeJoBeKy CAeaTh CyXKe-
HHE, U BKJIIOYAET pacyeT BEPOSTHOCTH UCTUHHO IMOJIOXKUTEJTbHOU OIIEHKHU /I MOHUTO-
pHIHTa OTepaIyi ¥ MPOBEPKH M0 CAHKITMOHHBIM IEPEYHSIM.

B aToM npoekTe AaHHbIE 06 onepanusax OTAe/IbHbIX GUHAHCOBBIX YUpPeXJeHUH He nepe-
JIAalI0TCS ¥ He TPyNNUPYIOTCs. Mcnob3yoTcs caefyolye Ba nogxosa: (1) nuTerpauus
camux mMogesied MY, yxke M3yyMBIIMX HAGOPbI JaHHBIX KaXKJOr0 yupexJeHus; (2) Ha-
cTpoiika Mogenu MU, koTopas yxe M3y4yua HabOp JAaHHBIX OJAHOIO YYPeXJeHUs, A5
M3y4YeHus Apyroro 6aHkKa, U NpoJo/irKeHre 3TOro Mpolecca /s MOBbIIEHUS TOYHOCTH
JaHHou Mogenau UN.

CorsnacHO pe3yJsibTaTaM JAHHOTO MPOEKTAa, COBMECTHAsI CHCTEMA MOHUTOPHUHTA U TPOBep-
KU ornepauuil Ha 6aze MU o6/1aiaeT AOCTAaTOUYHBIM MOTEHIIMATIOM JJisl CHUXKEHUST pabo-
Yel Harpy3KH U BKJIFOYAeT COPTUPOBKY 0OHAPYKEHHBIX JIOKHOTIOJIOKUTETbHbBIX PE3YJIb-
TaTOB M paboTy ¢ HUMU. C TOYKHU 3pEHHS TOUHOCTH U UHTEPIPETUPYEMOCTH PE3YIbTAThI
MOKa3bIBAKT, YTO HEKOTOPHIE ONEpaIvH, BbINOJHAEMbIE YeJIOBEKOM MTPU 06BIYHOU CO-
PTHUPOBKE, MOXKHO 3aMEHHUTbH CyKJeHUeM Ha 6asze MU. PacnpocTpaHeHHe 3TOW WHUIIM-
aTUBbI Ha 6oJjiee MUPOKUNA KPYT YYAaCTHUKOB GUHAHCOBOTO CEKTOPA MOMET MOBLICUTH
3dpdekTUBHOCTD U pe3yabTaTUBHOCTD [10/]/DT B 1esiom.

"Kopx upentudukanuu ropuguieckoro juia (LEI) — ato 20-3HauHbIi 6yKBEeHHO-IIUGPOBOM KOJI, KOTOPHIN MTO3BOJISIET YETKO U OJ[HO3HAY-
HO OIpe/IeJIUTh IPUUYECKUX JINL, YYaCTBYIOIHX B pUHAHCOBBIX ONepanusx. JlonoJHUTe bHas MHGOpMaLUs IPUBOJUTCS B JOKyMEHTE
«3HAKOMCTBO € KOZIOM HJeHTHUKanuH opuandeckoro auna (LEI)», ®ona GLEIF, www.gleif.org/en/.
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4.4. Uunumatopbl U NnpeaBapuTeNbHble YC/I0BUA UCMO/1b30BaHUA HOBbIX TEXHOIOTUIA

36.

37.

38.

39.

B 3TOM paszesie KpaTKO U3JIaraloTCs CJAOKUBIIMECS YCIOBHS UCIOJIb30BAHUS HOBBIX TEXHOJIOTHUN
JIJIs oOOMeHa JaHHBIMH MeX/Iy YaCTHbIMU JIMIAMU U COBMECTHOUM aHAJIMTUKU A5 Hesen [10/1/DT,
a TaK)Xe OINpeJieJieHbl 6JIAroNpUATCTBYIONME GAKTOPbI, HHUIUATOPHI U NPeJIBAPUTEbHBIE YCJI0-
BUS1, KOTOPBIE CIIOCOGCTBYIOT PA3BUTHIO U MOCJIEIYIOIIEMY BHEIPEHHUIO TAKUX TEXHOJIOTHH.

CoriacHo pe3ysibTaTaM aHKeTUpoBaHus, 40% pecroHIeHTOB 3asiBUJIY, YTO GUHAHCOBbIE YIpeX/ie-
HUS B MX OPUCAUKIMM UCTIOJIb3YIOT HOBbIE TEXHOJIOTHH JIJIS1 Iepe/iadl WK 00'be/JMHEHUS TaHHBIX
Cc ApyrumMu ¢puHaHCOBBIMU yupexaeHussMU B Lesisix [10[/PT. 72% sTux pecrnoHAeHTOB 3asBUJIH, YTO
TaKye MHUIMATUBBI ObLJIM COBMECTHO Pa3paboTaHbl FOCYAPCTBEHHBIM U YaCTHBIM CEKTOPAMHU.

B mpuBe/leHHOM HIKe CHUTYaIl[MOHHOM HCCJIeIOBaHWHU IPe/ICTABJEH TPUMeEpP COBMECTHO pa3pabo-
TaHHOM MoJie/ii 06MeHa MHopMaLnel Mex /1y YacTHbIMU injaMu B cdepe [10/]/DT.

BcraBka 4.3. TectupoBaHue miiatrgpopmbl o6MeHa HHGopmanuen B Kurae

[loz, pykoBoacTBOM M KoHTpoJsieM HapopHoro 6aHka Kutasg — Bropo mo npoTuBoneit-
CTBUIO OTMbIBaHHIO AeHer HapogHoro 6aHka Kutas — mpoBoAMTCSA MPOOGHBIM 3ammycK
naTdopMbl 06MeHa MHPopmauuel o puckax O/ (zanee — «miatrdopMa ob6MeHa HH-
dbopmaneit») MexJy HECKOJbKUMHU KUTAaUCKUMU GUHAHCOBBIMH yUpeXJeHUsIMU, KOTO-
past 06’beiuHSAET 6JI0KYEHH, [UPPOBYIO HAEHTUPHUKALMIO U HAJ|eXKHbIEe TEXHOJIOTHH T0-
BbILIEHUS] KOHQUIeHIUAJbHOCTH. JTa Npo6Has maaTdGopMa M03BOJISAET YYACTBYOLUIUM
GUHAHCOBBIM yUpexJAeHUsAM WHdpoBaTb UHGOPMALHMIO O BbICOKOPUCKOBBIX KJIMEHTAX,
BKJItOYast IMPPOBOM UIeHTUPUKALMOHHBIA HOMEP U METKU PUCKA, UIeHTUPHUIHUPOBAH-
Hble YUpexJeHueM, a 3aTeM 3arpy:kaTb ee Ha Os0k4YelH-11aTGopMy. Korga ydacTByro-
1lee yYpexJeHue JesaeT 3alpoc O KIUEHTE, BbINOJIHSAETCS CONOCTaB/IeHHe I0CPeCTBOM
6JIOKYElH Yepes 3alUILEeHHY0 BbIYUCIUTENbHY0 M1aTdopmy. LiudpoBoit naentrduka-
[JMOHHBIA HOMEDP CONIOCTABJISIETCS TOJIBKO B TOM C/1y4ae, eCIu GaMUu/Ius/MMs U HOMep Ha-
LIMOHAJIbHOTO YA0CTOBEPEHUSI IMYHOCTU MCKOMOTO YeJI0BeKa ObLIM 3arpyKeHbl JpyruMu
y4acTBYIOLMMHA GUHAHCOBBIMH yupexJjeHusiMu. [locsie conocraByieHus miaatgopma o6-
MeHa UH$opMaL el u3BjiekaeT MHGopManmio o puckax O/l 1 Bo3BpallaeT ee B 3aKOUPO-
BaHHOM BH/le [iJ1s pacliiPpoBKY; 6JI0K 06pabOTKH TaKyKe HEMe/IJIEHHO yaseT Jobble
3alMCH O TaKUX BbIYMCJIEHUSIX. 3aTeM pUHAHCOBOE yUpeX/eHHe, HaMpaBUBIIee 3anpoc,
[I0JIyYaeT ONOBeLeHNEe 0 TOM, UYTO GU3UUECKOe JIML0 TaKXKe SABJISIETCH BICOKOPUCKOBBIM
JUIsl Apyroro GpMHAHCOBOIO YYpeXJeHHUs, UK eMy O6yAyT aipecoBaHbl 3allpOChl APYTUX
¢$rHaAHCOBBIX yupexaeHui. C/ieJoBaTebHO, B 3TOM NpPoeKTe paKTUYEeCKUH OOMEH JlaH-
HBIMH O KJIMEHTaX MeX/y YIPeXAeHUSMHU He IPOUCXOAUT.

Kpome Toro, oTBeTbl Ha BONPOCHI aHKETHI MOKA3bIBAIOT, YTO GOJIBIIMHCTBO UHUIMATUB, UCIOJIb3Y-
IOIL{MX HOBbIE TEXHOJIOTHH JIJIs1 06JIerYeHrsI COBMeCTHOM aHaJIMTUKU U 00'beIMHEHNs] JAaHHBIX YacCT-
HBIX KOMIIaHUH, B HACTosi1Ilee BpeMsl HaX0AATCS Ha Ha4ya/IbHOU CTaiMM pa3paboTKU U TECTHUPOBAHMUS.
Hampumep, 60/1bIUHCTBO pecoHAeHTOB (74%) OTMeTUIIH, YTO BHEJPEHUE TAKUX TEXHOJIOTUH JIN60
BCe ellle 00CyX/AaeTcs], IM60 ITH TEXHOJIOTHH HAXOATCS Ha aTalax pa3paboTku/TecTupoBaHus. Ha
NpUBe/IEHHOMN HIDKe CXxeMe Npe/iCTaB/IeHbl OTBETHI Ha BONPOCHI aHKEThI 0 TEKYLIUX ITanax BHeJpe-
HUSI 3TUX HOBBIX TEXHOJIOTHH.
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PﬂcyHOK 4. CTaAIIIH BHEJAPEHHUA HOBBIX TEXHOJIOTHI nepeaayu JaHHbIX

Tekymas craavst BHEAPECHUS HOBBIX TEXHOJOTMI NEpeIayu JaHHbBIX

Oo6cyxmaercs = B mporiecce pa3zpaboTKy (He MPOTECTUPOBAHBI)

= DKCIepUMEHTAJIbHAs CTAIHS = BHenpeHsl B paMkax ocHOBHOM cuctemsl [101/OT

40. Kaxk nokasaHo B TabJIMIle HIKE, PECTIOH/EHTbI OTMETHJIM, YTO Pa3/IMYHble MHUIIMATUBBI 110 TECTH-
POBaHMIO U UCII0JIb30BAHUIO HOBBIX TEXHOJIOTUH /IJ1s1 00beAMHEHUS JaHHbIX U COBMECTHOW aHa/IU-
TUKW UHULMUPYIOTCS YAaCTHBIM CEKTOPOM, 0COOEHHO KPYTHBIMU MHOTOHAIIMOHAIbHBIMU GHUHAHCO-
BBIMU YUpEXAEHUSIMH, PO3SHUYHBIMU U KOMMEpPUYECKUMH GaHKaMH, a Takke UHTepHEeT-KOMIaHUSIMU
(FinTech-koMnaHUsIMU Y IPYTUMHU).

PI/ICYHOK 5. I/IHI/I].[I/IaTopr Pa3BUTHUA U BHEJAPECHHUA HOBBIX TEeXHOJIOTUH

KTo nannmupyet pazpurtue
Y BHEJPEHNE HOBBIX TEXHOJOT UM ?

ITonp30oBatenu
B Haz30pHble opraibl
B OUHAHCOBBIC YUPESIKIACHUS
B FinTech-xkommanuu

B [TocTaBIIUKU TEXHOJIOTUH

Hpnmeqa}me K Taﬁnnue. Ka)KﬂbIﬁ pecrnnoHZieHT Mor Bbl6paTb HEeCKOJIbKO OTBETOB M3 CIIMCKa BbILIE.

41. /lpyrue aBuxyuide GakTOpbl UCIOIb30BAHUS HOBBIX TEXHOJIOTMM O6GMeHa JAHHbIMU — IOSIB-
JieHVe TeXHOJIOTMYeCKUX pa3paboTOoK, KOTOpble MOTYT MOBBICUTh 3G PEKTUBHOCTD U JIeUCTBEH-
HocTb cucteM [10/1/DT, a Takxke HasiMuue 6JIarONPUATHBIX U YeTKUX HOPMATHUBHbBIX PAMOK JJIs
BHE/IPEHUsI HOBBIX TEXHOJIOTHHM 06MeHa JJAHHBIMU MeX/1y YaCTHBIMHU JINIIAMU.

42. B HEKOTOPBIX IPUCAUKLUAX OpraHbl peryjaupoBaHusi U Hazazopa B cdepe [10/l/DPT TecHo B3a-
HMOJIECTBYIOT C YaCTHBIM CEKTOPOM /[Jisi CTUMYJIMPOBAHHUS Pa3spabOTKU HOBBIX IOAXOJ0B
Y TEXHOJIOTUH /ISl COBMECTHOW aHAaJIMTUKHU U 00'be/lUHeHUs JaHHbIX B 06J1acty [10/]/DT. Heko-
TOpbIe PECNIOH/EHThl OTMETHJIN, B YACTHOCTH, YTO IPU Pa3pabOTKe HOBBIX MPOEKTOB MPOBOAAT-
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€51 KOHCYJIbTALlMM C opraHamu Haj3opa B chepe [10/]/PT u opraHamMu, OTBeYaOIIMMU 32 3aLUTY
JMIAaHHBIX U KOHQUIeHITUATBbHOCTH. OTKPBITHIN IUAJIOT C HAI30PHBIMU OpPraHaMHU U BJIACTSIMU OT-
MeyvyaJiCsl YaCTHBIM CEKTOPOM KaK HEOOXOJUMbIH 3JIEMEHT YCIENTHbIX MHUI[UATUB C UCI0JIb30Ba-
HUEM HOBBIX TEXHOJOTUH U UX KOHEYHOH 3¢ PEeKTUBHON peanu3alnnu.

B HEKOTOPBIX C/Iydassx 3aKOHO/AaTe/IbHbIe MOMPABKU HAa3bIBAUCh B KaUeCTBEe HEOOXOAUMOTO Y C-
JIOBUsI BHEJJPEHUSI TEXHOJOTUH COBMECTHOW aHAJMTHUKUA MEXAY YacTHbIMU jaulaMu. [loaTomy
B TAaKUX CJy4Yasix B3aUMOJeCTBUE C AUPEKTUBHbIMU opraHaMu B cepe [10/l/DPT u opranamu
Hazzopa B coepe 10/ /DT saBasieTcss He06XOJUMbIM YCJIOBUEM yCIlexa 3TUX UHUIUATHUB. B mpu-
BeZIEHHOM HWXKE€ CUTYalMOHHOM HCC/Ie[,0BAaHUU OMUCHIBAETCS MHULMATHBA YaCTHOTO CEKTOopa
no o6beAuHeHUI0 AaHHbIX B chepe [0/ /DT, nis ganbHeliel peanrusandu KOTOpou TpebyeTcs
BHeCeHUe MONpPaBOK B 3aKOHOJaTe/JbCTBO. JTO CUTYAaLMUOHHOE MCCAe[J0BaHHE eMOHCTPUPYET
BAXXKHOCTb OTKPBITOTO [iMajiora MexAy pa3JIMuHbIMHA KOMIETEHTHbBIMU OpraHaMH U MpeJiCTaBU-
TEJIIMH YaCTHOT'0 CEKTOPA.

Bbsiok 4.4. [IporpaMmMa MOHUTOpUHTra TpaH3akuuu (Huaepianabi)

lonnaHjckasd mporpaMMa MOHUTOPHUHra TpaH3akuuil «Transaction Monitoring
Netherlands» (TMNL) — o6ujas uHMLIMaTUBA NATU 6aHKOB U3 HupepsiangoB mo co-
BMECTHOMY MOHUTOPHUHTY MJIATEXHBIX ONlepalluii C LleJibl0 0OHAPYKEHUsI IPU3HAKOB
O/ unu OT. Ha MOMeHT HanvcaHusl JaHHOTro TekcTa nmporpaMma TMNL HaxoauTca Ha
aTamne Co3/aHusl.

[lepBooyepeHOH 11€Jibl0, KOTOPOUW MJIAHUPYETCS AOCTHYb MPU UCIOJIb30BAHUU TeEX-
HOJIOTMM COBMECTHOTO MOHMUTOPHUHIA OObeJJMHEHHBIX JaHHBIX 10 TPaH3aKLUsAM, SB-
JisieTcsl noBbilieHHe 3QPEeKTUBHOCTH BBISIBJIEHUS CIy4aeB OTMbIBAHHUS JleHET 4epe3
obHapyKeHHe HETUIIMYHbIX ONepalui, KOTOpble OT/ebHble 6AHKU CaMU BbISIBUTb He
moryT; nporpaMMa TMNL 6yzeT HanpaB/sATb COOTBETCTBYIOLME YBeJOMJIEHUS BCEM
6aHKaM-y4yacTHHKaM. OHU IPOJ0J/IKAT, B COOTBETCTBUM CO CBOMMU 00513aTe/IbCTBAMU /
B paMKax 3akoHojaTebcTBa Hugepianzos B chepe [10/l, MOHUTOPUHT CBOUX COOCTBEH-
HbIX TPAH3aKLMH B JONOJIHEHHE K HCI0/b30BaHUIO 3TOU MIaTGOPMBbI KOJIJIEKTUBHOTO
MOHUTOPHUHTA.

YyacTBymwolye B IporpaMMe roJilaH/CKMe 6aHKU OyAyT OCyleCTBJIATb 06'beiUHEHUE
TOJIBKO JaHHbBIX 110 OllepalysaM, IPOU3BOJSIIUMCS B OTHOLIEHUH 6AaHKOBCKUX CYETOB,
KOTOpble a/]MUHUCTPUPYIOTCA Ha Tepputopuu Hupepsangos. [lnaHupyetcs, 4To co
BpeMeHeM K TMNL cMoryT nprucoefuHUTHCS U Apyryue 6aHku. Korga mporpamMma Hau-
HeT paboTaTb, NP MOJy4eHUU CUTHa/Ja O NOTEeHIMaJbHO HETHUIIUYHOW TpaH3aKLUHU
WJIM CEepUU NepeBOOB C pU3HaKaMu npegnosaraeMmoro O/l uin Jpyrux He3aKOHHBIX
JleICTBUH, BCe YYaCTHUKHU LIeNI0YKH IJIaTeXXel MoJy4yaT npeAynpeJUTelbHOe YBeJOM-
JleHre KacaTeJIbHO TaKOW TpaH3aKUuU (uau psga). baHky, nosydyusuirve yBeoM/IeHUs
cucteMbl TMNL, paccMaTpuBalOT UX CaMOCTOATEJNbLHO U CAMU e IPUHUMAIOT pelleHue,
HaIpaBJIATb JIM UM COO0OIeHHe 0 HeTUIMYHOMN TpaH3aKIMKU B afpec royianackux [1PP
(o TakoM pemeHnuu TMNL yBegomisTbcs He 6yzieT). Ha MOMeHT HamucaHUs JAaHHOTO
JIOKYMEHTa 3TOT IPOEKT HalleJiIeH Ha paboTy ¢ MHopMaLuen o TPpaH3aKI UM, OTHOCS -
IIMMCA K KOPIIOPAaTUBHBIM KJIWEHTaM.
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['pynna TMNL ceiiyac 3aHMMaeTcs co3ZjlaHUEM IIaTGOPMbI, HEOOXOAUMOM JJIsI MOJIy4e-
HUS BCEX JJAHHBIX 110 TPaH3aKLHMAM, 00'beJUHEHUS UX C II€JIbI0 OCYILeCTBJIEHNSI COBMECT-
HOTO MOHMUTOPHMHIA, a Takxe A/ GOPMUPOBAHUA YBeJOMJIEHUN OaHKaM-y4acTHHUKaM
0 MPEATONOKUTENbHO HETUITMYHON aKTUBHOCTHU. [l1aTdopma 6yAeT Ucrnoib30BaTh 06-
JIaYHble TEXHOJIOTUM W CO3/aeTCsl Ha 3K3eMILIspe TaK Ha3bIBaeMOH MIaTGOPMBbI YCKO-
peHUs BbIYMCJIEHUHN OJJHOTO U3 GaHKOB-y4acTHUKOB. OJHMM U3 NPUHIIMIIOB Pa3paboTKU
3TOU CHenuaJIu3UpPOBAHHOUN MIAaTPOPMBbI OYAeT MOAY/AbHAs HACTPOMKA, MO3BOJIAIASA
Y B JajJbHEMIIeM MCIO0JIb30BaTh CaMble COBpEMEHHbIE MHCTPYMeHTAasJbHbIE CPEJCTBa.
KoHduaeHnanpHble JaHHbBIE 110 TPAH3aKLUAM, KOTOPbIMU OYAYT 0OMEHUBATBHCSA OaHKU
u TMNL, 6y1yT niceBJJOHUMHU3UPOBAHHBIMH.

B 1ies151X pa3paboTKU 3TOT0 NPOEKTa y4acTBYIOL[ME B HEM TOJIJIaH/ICKHE OAaHKU TECHO CO-
TPYAHUYAIOT C MapTHEPAMHU U3 TOCCTPYKTYP, TAKUMU Kak Ciyx6a 3a1[ydThl AaHHbIX (Data
Protection Authority), MunucTepcTBa GUHAHCOB, OCTULIMH U 6e3omacHocTH, Ciay»x6a ¢u-
CKasibHOU nH$opManuu 1 pacciaenoBanui (Fiscal Information and Investigation Service),
a takxe c [IOP. Cosganue TMNL cornacyetcs c [lnanom gevicteuit no 110/ 2019 r.,, npea-
CTaBJIEHHBIM MpaBUTeNbCTBOM HupepsanpaoB. [lnaHoMm mpeaycMaTpuBaeTcsi BHECEHUE
B 3akoH o [10/l/®T uaMeHeHUH, KOTOpPbIE MO3BOJIST OCYLIECTB/SATh KOMIIJIEKCHBIN CO-
BMECTHBIA MOHUTOPHHT TpaH3akIui'% [locsie BHeCeHUS MOMPABOK TOJIJIaHJICKHE GaHKU
CMOTYT OOMEHUBAThCSI GOJIBIIMM 06'bEMOM JAaHHBIX M0 TPaH3aKLUAM M MHPopManuen
0 NPEeJNOJIOKUTEIbHO HETUIINYHBIX Ollepalyax, 000118, TAKUM 06pa30M, 3alpeT Ha ayT-
COPCHHT CBOMX MPOIIECCOB MOHUTOPUHTA TPAaH3aAKLUH U OJTYYHUB BO3MOXKHOCTb HUCIOJIb-
30BaTh B MMPOILECCE COBMECTHOI'0O MOHUTOPHUHIA HOMEPA FOCY/IJapCTBEHHOM CITYKObI U WH-
JUBHU/Iya/IbHbIE UAEHTUPHKALMOHHbIE HOMePa PU3UUECKUX JIHL,

44, Hapsiay ¢ OTKPBITBIM AdauoroM Mexay ®Y u rocysapcTBeHHbIMUA OpraHaMU, 3aHUMaKOLMMUCS BO-
npocamu [10/1/PT u H3/], pecrioHAeHTbI OTMeYaId BAYKHOCTh HAJTMYHS TECTOBOU Cpeibl (MJIM MHHOBA-
I[MOHHBIX LIEHTPOB) /151 06KAaTKH B3aUMO/IEHCTBHS HOBBIX TEXHOJIOTUM C HALJMOHAIbHBIMU (WU HAJ-
HaI[MOHA/IbHBIMH ) 3aKOHAMHU 1 HOpMaTHUBHBIMU akTamu B chepe [10/]/PT u H3 /. OnHako, kKak 06 3TOM
CKa3aHO B HeJlaBHeM J10KJ1a/le Paboueit rpymnmnbl FinTech oduca CrierpanbHoOro coBeTHuKa [eHepasib-
Horo cekpetapsi OOH no BompocaM MHKJ/II03UBHOTO GMHAHCHUPOBaHUs B Liessx pa3Butust (Working
Group of the United Nations Secretary-General’s Special Advocate for Inclusive Finance for Development,
UNSGSA), mojo6HOr0 pojia Cpeiy MOMKET ObITh CJIOXKHO CO3/IaTh U 3aTPATHO MOAAEPKHUBATh 2,

45. PecnoH/IeHTBbI OTMeYaJld, YTO KaK TeCToBasi cpe/ia (peryissTopHas HeCOYHHULA), TAK U UHHOBAILU-
OHHbIE IIEHTPHI SBJSJINCH Obl ABUXKYIIEN CHION CO3JaHUs 6JIaronpusTHOrO KJAMMaTa AJs1 pas-
BUTHS U BHEJIPEHUS HOBBIX [10/IX0/10B, TOCKOJIbKY GOPMUPOBaAIU Obl YCI0BUSA AJ11 HAX0XKAEHHUS
y4aCTHUKAMHU HOBBIX BO3MOXKHOCTEH, — a TakK»Ke /JIsl BbISIBJIEHUS] PUCKOB U YS3BUMOCTEH, CIT0-
coGCTBOBa/IM ObI BBIPAGOTKE Mep MO UX MUHUMU3ALUU. B HIkec/ieaywLeM 6j10Ke IPUBeJEHbI
NpUMephl CO3JlaHHUs HOPMAaTHBHO-IIPAaBOBOM TeCTOBOM Cpe/ibl U MHHOBALMOHHOIO LeHTpa HO-
BbIX TEXHOJIOTHUU J1J11 06MeHa JaHHbIMU B cdepe [10/]/DT.

12Ha MOMEHT HalMCaHHUs 3aKOHOAATE/IbCTBO, pa3pelanlee JestesbHocTb TMNL, Bce elje HaXo[UTCS B CTajUK pa3paboTKH (He GbLIO
MpeJiCTaBJeHO NapJaMeHTy).

13Pagoyast rpynna UNSGSA FinTech u KeMGpumxckuil 1ieHTp ajapTepHaTHBHOro ¢rHaHcupoBaHusi (Cambridge Centre for Alternative
Finance, CCAF) (2019 r.). «kKpaTkuii Kypc 1o pery/isiTOpHbIM MHHOBALUsIM B IleJIsIX MHKJ/II03UBHOro ¢puHaHcupoBaHus FinTech: unno-
BallMOHHBIe 0QHUCEI, PEerylsaTOPHbIE NeCOYHULBI U TexHosoruu» (Early Lessons on Regulatory Innovations to Enable Inclusive FinTech:
Innovation Offices, Regulatory Sandboxes, and RegTech). Opucst UNSGSA u CCAF: r. Heto-Mopk (CILIA) u Kem6pumx (BesukoGputanus).
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BbJ1ok 4.5. Co3aHM e HOPMAaTUBHO-NIPAaBOBOM Ccpebl

Besimko6puTtaHus

YnpaBaenueM no ¢uHaHCcOBOMY peryiavpoBaHuio U Haja3opy (The Financial Conduct
Authority, FCA) B 2019 roay 6b11 npoBejieH KOHKypc uHHoBanuil TechSprint aaa us-
y4eHHUsI BO3MOXXHOCTEN TeXHOJIOTUH MU(pPOBaHUs, U3BECTHBIX KaK TEXHOJIOTUH IO-
BBIIIIEHHOW KOHOUAEHIIMAJIbHOCTH, B OTHOIIEHUH 06MeHa nHpopManuel B chepe O/]
Y GYHAHCOBBIX NPECTYNJIEHUH, TPU YCIOBHUU COOTBETCTBUSA PU ITOM 3aKOHO/|aTe lb-
CTBY 10 06ecrieyeHHI0 6€30MaCHOCTH JAaHHbIX. YYaCTHUKU MepPONPUATHS JEMOHCTPU-
pOBaJi CBOU MPOEKTHI, TEXHOJIOTUH U MOJyYeHHbIEe pe3y/IbTaThl. [loceTHu ero npes-
CTaBUTEJH KOHTPOJIMpYIOIUX opraHoB B cdepe [10/], a Takxke npeactaBuTen Oduca
YnosHoMo4eHHOro o BonpocaM uHPopMmanuu (Information Commissioners Office,
ICO, Benmko6puTtanus). HegaBuo FCA 6b11 peasn3oBaH NPOEKT MO CO3JAAHHUI0 TEMaA-
TH4Yeckol nudpoBoi TecTtoBol cpesbl Digital Sandbox Pilot, 1jes1bt0 KOTOPOro GbIIO
npejoCTaB/eHUe JOCTyIa K KOMIIJIEKCHbIM HabopaM JaHHbBIX 10 6aHKOBCKUM oIlepa-
[MSIM UHHOBAlMOHHBIM KOMIAHHUSIM-pa3paboTYMKaM HOBBIX IPOAYKTOB U pelIeHUN
110 MPOTUBOJEUCTBUIO MOLIEHHUYECKHUM onepanusaM U adpepaM. HekoTopble U3 aTUX
KOMIIAaHWH IPUMEHSIOT B CBOMX pa3paboTKaX TEXHOJIOTMU OLleHKH Ha OCHOBaHUU CTe-
NeH! ycToMuuBocTU K uaMmeHeHusM cpefibl (PET, performance evaluation tool). 3toT
IUJIOTHBIN POEKT OblJs 3aBepileH B peBpasie 2021r., ¥ ero HapabOTKHU JATYT B OCHOBY
OyAyIIMX MPOEKTOB CO3/JaHU MPPOBOUN TECTOBOU CPEJIbI.

dpannua

@paHIy3CKUM KOHTPOJIbHO-pa3peluTebHbIM opraHoM Autorité de Controle Prudentiel
et de Résolution (ACPR) 6611 co3aH nHHOBaUMOHHBIN 11eHTp FinTech, nesnpio koTopo-
ro 610 GOpMHUpPOBAaHHE MHHOBALLMOHHOW QUHAHCOBOHM 3KOCHCTeMbl. TaM paboTaeT
CrenyasbHO MoJjo6paHHas He6GoJIbIlasi KOMaH/1a, U LEHTP OTKPBIT AJis BCEX cOo3/iaTe-
Jlell ”THHOBALMOHHBIX IPOEKTOB, BBICTYTAas [JIsl HUX CBOEro posa 6U3Hec-uHKy6aToOpoM
B chepe nHHOBanMU. Takke TaM 3aHUMaloTcsa BHeJ[peHreM B ACPR Ha/130pHBIX TEXHO-
jgoruii (SupTech) — HOBBIX TEXHOJIOTUYECKUX PELIEHUU [/ UCIOJHEHUSI HaZ30PHbBIX
¢dyHKIMN. 32 TOC/Ie/[HUE JIBA FO/la B 3TOM I[eHTpe QYHKIIMOHUPOBAJIU YeThIpe pabouue
rpymnmbl, 3aHuMaBiecs TeMatukou [10/1/OT. [Ipo6JieMbl JUCTAaHIIUOHHON UAEHTUDU-
KallU¥ ¥ MPOBEPKHU KJIMEHTOB (Ipoleaypa «3Hail cBoero kuauneHTta», 3CK), nmporeccos
[10J1/®PT B cdepe KpUNTOAKTHUBOB, B3AUMOOTHOLIEHUH MeX/Jy 6aHKaMH U MOCTaBILU-
KaMHU ycJayT B cpepe KPUIITOAKTUBOB C MO/[0IJIEKON noTeHnyasna o [10/] u ap. paccMa-
TPUBAJIMCh 3THUMHU PabOYHMMH rpyNIaMu C NPUBJIEYEHHEM MNpeACcTaBUTEEN OTpacau
Y rocyjiapcTBeHHbIX opraHoB ([I®P, opraHoB, 3aHUMaOLKUXCsl 6€30MaCHOCTBIO U 3allU-
TOH JJaHHBIX). KpoMe Toro, ”HHOBAaIMOHHBIM 1IeHTPOoM ACPR 6b1/1 MFHUIIUMPOBaH AHUAJIOT
C HAyYHbIMHU KpyraMy KacaTeJbHO BO3MOXKHOCTEHN U PETY/ASATOPHBIX BOIPOCOB, CBsI3aH-
HbIX C HOBBIMU TEXHOJIOTUSIMU GUHAHCOBOTO ceKTopa. B koHTeKkcTe 3TOr0, B MapTe 2020
r. ACPR 6b1710 OpraHru30BaHO MepONpUsITHE HA TEMY OOMeHa JAaHHBIMH U UX 00be/IH-
HEHUS C aKLlEHTOM Ha BO3MOXXHOCTH, KOTOpbIE AAIOT Mepe/loBble TEXHOJOTUYECKUE
pa3paboOTKHU B TOM, UTO KacaeTcss o6MeHa nHPopMainyel 6e3 06s3aTeJIbHOTO 06MeHa
JaHHbIMU. HanpuMep, rapaHTUU HENMPUKOCHOBEHHOCTH JaHHBIX, PeAOCTaBJsIeMble
TEXHOJIOTUAMU JUuddepeHIUPOBAHHON NPUBATHOCTH, MOTYT UCII0Jb30BaThCS 1/ 006-

© FATF/OECD 2021


https://www.fca.org.uk/events/techsprints/2019-global-aml-and-financial-crime-techsprint
https://www.digitalsandboxpilot.co.uk

Kp”TH‘{eCKaH OILICHKAa 06'})6,"[”][6””9[ JaHHBIX, COBMCCTHOI'O aHaJIM3a 1 3alllUThl JaHHBIX I 23

y4eHHs MPOrHO3HbIX MoJesiel (K IpUMepy, IPUMEHSIOLUIMXCSA B CHCTEMAaX MOHUTOPHH-
ra TpaH3aKIMi) B OTHOLIEHUU PACKPBITUSL CBEPXKOHPHUAEHIUATBHBIX JAHHBIX TOMY
WJIM MHOMY KOHKpeTHOMY GUHAHCOBOMY yupexxjeHH0. [Ipyu ToM, 4TO UCHO/Ib3yeTCs
Y IPOTOKOJI KOHPUIEHIIMATIbHOTI'0 BBIYUCIEHUS, CTAaHAAPTHBIA MOAYJIb 3alUILeHHbIX
COBMECTHBIX IIPOLECCOB, TAKUX Kak omnpegeneHue KPI mo MomeHHUYECKMM HOMepaM
cyeToB IBAN, ocHOBBIBaeTCsl Ha M0JIb30BaTEJNbCKUX U ONEPALlMOHHBIX JJaHHBIX, M10J1Y-
YeHHBIX OT psiga DY.

46. B 3aBeplleHUe c/elyeT OTMETUTb, YTO PECIOH/EHTb] TaKXKe MOoAYepKUBAIU HEOOXOAUMOCTb OCY-
IIeCTBJIEHHS TIIATEIbHOHN OLIEHKU Pe3y/IbTaTUBHOCTH MPOIECCOB 3al[UThI JAHHBIX TPU pa3paboTKe
HOBBIX TEXHOJIOTMI 06'beIMHEHHUS] JAHHBIX M COBMECTHOI'0 aHa/IM3a. B psizie cTpaH npoBejeHue Io-
JIOOHOM OLIEHKU Tepe/; HAa4aIoM MPoIecca 00paboTKH JJAHHbIX SBJISIETCS] HOPMAaTUBHBIM TPEOOBaHU-
€M B 11eJISIX MUHUMM3Aal|uH BbISIBJIEHHBIX PUCKOB B OTHOILIEHUH TPaB OT/e/IbHbIX JIUII,
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5. HoBble TexHONOrMmM obmeHa U aHanusa uHpopmauum B chepe
noa/oTt

47. B aToM pasziesie B 00IIUX YepTaxX pacCMaTPUBAIOTCS pas/IMuHble pa3pabaThIBaIOILUECs WUJIH MPU-
MeHS0LMecs B HACTOoslee BpeMsl HOBble TEXHOJIOTMU 06MeHa AaHHbIMU Mexay DY 1 ux aHanusa
B 11esisax [10/]/OT. Unpopmanust 06 3TUX TEXHOJIOTHSX ObLIa [10JIydeHa Ha OCHOBE aHaJ/n3a BTOPUY-
HbIX UCTOYHUKOB (KabHWHETHbIE UCCJ/IeI0BAHMS) U UHTEPBBIO C PECIIOH/IEHTAMHU.

5.1. TexHonorum obmeHa nHpopmaLmeit mexKay NPeACTaBUTENIAMM YAaCTHOIO CEKTopa

48. B TabJsiMile HUXKe MpeAcTaBJeHa CBOJHAss UHPOPMAIUs MO0 HOBbIM TEXHOJIOTHUSM, KOTOphIE
paccMaTpUBAKTCA AJs NPUMEHEHHs] NMPU COBMECTHOM aHaJu3e U 06beJUHEHHUH AaHHBIX
npeJ/CTAaBUTEJIIMU YaCTHOW 3KOHOMUKHU. HanGoJiee 4acTo yNOMUHABIIMMCS TUTIOM TEXHOJIO-
MU JJis1 00beIMHEeHUs JaHHbIX U UX COBMECTHOTO aHaJiu3a sABJseTcs mudpoBaHue, a s
aHaJi13a O0JIbIIMX HAa60POB JJAHHBIX — MallMHHOE o06y4yeHHe. [Ipu 3TOM pecnoH/JEeHTHI Ya-
CTO OTMeyaJiH, YTO /Ji1 06MeHa ¥ aHaJIM3a JJaHHBIX TpebyeTcs MpUMeHEeHHEe PA3JIUYHbIX TH-
OB TEXHOJIOTUH — JiJis1 o6eclnedyeHus: 6e30MacHOCTH U aHa/in3a 60JIbIIKMX MaCCUBOB JaHHbBIX
Y JIJIsl TapaHTUU UX COOTBETCTBUS HAllMOHAJbHBIM U MEXAYHAapOJHBIM TPeOOBaHUAM B che-
pe H3/l — moaToMy pa3Hble TEXHOJOTHUH, MHGOPMAIUS O KOTOPBIX Mpe/ICTaBJeHa B HUXKecie-
Aymoliel TabJiunIe, 4acTO MPUMEHSIOTCS OJHOBPEMEHHO B 1eJisX 06ecriedeHust 6€301acHOCTH
Y 3al[UTHI JaHHBIX.

Ta6siuna 5.1. TeXH0J10TMM COBMECTHOTr0 aHaJiu3a HHGopmManuyu 4acTHOTO
cekTtopa B cpepe I10J/PT

MpuMmepbl NOTEHLMANBHOI NONb3bI ANA

Tvn TexHonornm OnucaHue

obmeHa gaHHbiMuM B chepe NOA/ DT

TexHonorum wudposaHUa/KoaUPOBaHUA

fomomopdHoe wnpposaHue

Mo3BoNAET yupexAeHUAM CONOCTaBNAT
M BECTM NOUCK MO AaHHbIM TPETbUX KL,
6e3 packpbiTMA cOAEpPIKaHMA MONCKOBbLIX
3anpocos Mbo be3 HapylweHns
6€e30MacHOCTM UK ANCKPEeAUTUPOBAHMA
npasa coOH6CTBEHHOCTU MO OTHOLIEHMIO

K MCNONb3yeMbIM flaHHbIM. ITO 03HaYaeT,
YTO Pa3IMYHbIE CTOPOHbI MOTYT BECTH
COBMECTHYIO paboTy ¢ KoHdMAEHUMANb-
HbIMM AAHHbBIMMW NPU COBNOAEHNUN UX
HEeNPUKOCHOBEHHOCTH, KOHGUAEHUMANb-
HOCTM M COOTBETCTBUA PEryAATOPHbLIM
TpeboBaHuAM. (MaikpocodT, 2016 1. [2] )

[ocTyn K 6bonbluemy o6bemy AaHHbIX

C UeAbto yAyYlleHWsa pesynbTaTos, BO3-
MOKHOCTb MPUHATUA PELIEHNI CUCTEMaMM
MCKYCCTBEHHOTO MHTENeKTa baaroaaps
COKpPALLEHWIO KOJIMYECTBA /TIOXKHOMO/I0-
KUTENbHbIX Pe3Yy/IbTAaTOB, NMOBbIWEHMIO
3bPEKTMBHOCTU paccaeoBaHUsA GUHAHCO-
BbIX MPECTYNNEHMI, NOBbILIEHWIO Ka4ecTBa
KOPMOpaTUBHbIX AaHHbIX, POCTY 3KCMayaTa-
UMOHHOMN 3 dEKTUBHOCTHL.

ﬂpOTOKOJ’I bl AOKa3aTe/1bCTB
C HyN1ieBbIM pa3riawleHnem
AaHHbIX

Mo cBOEW CYWHOCTM NPOTOKObI flOKa3a-
TEeNbCTB C HY/NIEBbIM pa3rnaWeHnem aaH-
HbIX ABAAIOTCA METOA0M WNGPOBaHMA

M BEPUOUKALMM, MPUMEHAEMBIM MEXKIY
O0KasbiBatollen n sepudunumpytouemn
cTopoHamu. [lokasbiBatolan CTOpoHa
MOMKeT A0Ka3aTb Bepudunumnpytolen
Hanunyune y ceba nHbopmaumnmn 6es pac-
KpblT1A ee 6a30BbiX AaHHbIX UK CaMOM
nHdopmaumm.

TexHoNOrMA N03BOAUT BaHKy A yCTaHOBUTS,
pacnonaraet A baHK B gaHHbIMKW B OTHO-
WeHWN TOro UAN MHOTo NnLa 6e3 packpbi-
TWA ero IMYHOCTU.
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Tvn TexHonoruu

MpoTOKON KOHPUAEHUMANb-
Horo BbluncieHunsa (SMPC)

KpI/ITI/I‘{CCKaﬂ OILICHKa OGT)CHI/IHCHI/W{ JaHHBIX, COBMCCTHOI'O aHaJIM3a U 3alllUThl JaHHBIX I

OnucaHue

SMPC gaeT BO3MOXHOCTb HECKO/IbKMM CTO-
POHaM MNPOU3BOANTb AEMNCTBMA C YACTHbIMM
OAHHBIMUW 13 ONpeaeneHHbIX MCTOYHWKOB
6e3 arpernpoBaHmna UAn obmeHa UMK,

Mo 3aBepLleHnn NPOTOKOAA CTOPOHAM
CTAaHOBMTCA M3BECTHO /ILLb MTOrOBOE pac-
yeTHoe 3HayeHue. (Scheibner, 2020 . [1])

Mpumepbl NOTEeHUMUANbHOM NO/b3bl ANA

o6bmeHa gaHHbimu B chepe NOA/DT

TexHONOTUA MOMKET MPUMEHATLCA

B OTHOLWEHMM PAa3HOM/IAHOBbLIX MCTOYHMKOB
[JaHHbIX C LLeNblo M3BAeYEHUA 1OCTOBEP-
HbIX MOLO3PEHMI OT Pa3HbIX CTOPOH NPK
COXpaHeHuM cOBCTBEHHOCTU Ha flaHHble
BAaZetoLlein CTOPOHOM.

OnddepeHumpoBaHHasn
MpPUBATHOCTb

MpoToKobl WKPPOBaHUA, MO3BOAAOLLME
KasKa0W CTOpoHe COoXpaHATb aHOHUMHOCTb
CBOWX COBCTBEHHbIX A@HHbIX MPU COBMECT-
HbIX C APYTMMWU CTOPOHAMM BbIYUCNEHUAX
Ha OCHOBaHUM 0ObEAMHEHHbBIX BBOAHbIX
napameTpos.

TexHONOrMA MOXKET TpeboBaTb KOMNPOMMCCa
MeMAY TOYHOCTBHO A@HHbIX M UX HEMPUKOC-
HOBEHHOCTbIO, YTO MOXKET NoAPa3ymMeBaThb
60bLYIO NPUFOAHOCTb A5 aHann3a 6onee
WWPOKMX TPEH/0B, YEM ANA OBHAPYKEHUA
aHOManuit IMBO KOHKPETHbIX LWab1oHOoB.

Yrny6neHHbl aHanus

MauwmnHHoe obyyeHmne

(KOHTpONMpPYEMOE, HEKOH-
TPONMPYEMOE, a TaK:Ke 06-
y4eHMe C NogxpenieHnem)

Tun VI, Npu KOTOPOM KOMMbIOTEPBI MOTYT
obyyaTbcs (NocpeacTBOm 0by4atoLLmMX
aAroOpUTMOB) Ha HOBbIX AaHHbIX, 6e3 He-
nocpeacTBEeHHOro NPOrpaMmMmnPOBaHNA Ha
BbINOJ/IHEHWE ONpeae/eHHbIX 3a1aY.

MeTo/bl KOHTPOAMPYEMOTO 0BYYEHUA MO-
YT NPUMEHATLCA 415 paspaboTku moaeneit
pacyeTa KOMMNIAeHC-PUCKOB Ha OCHOBE
MMEOLLMXCA AaHHbIX MPOLL/bIX Nepuoaos/
pEe3y/LTaToOB NMPOBEPOK.

ONTUMM3ALIMA 3TaMNOB NPUHATUA PeLleHni
B BM3HEC NpoLeccax Npyu NOMOoLLM Mmoaenei
MaLLVHHOTO 0ByYeHUs Yepes NoHNMaHue
TEKYLLEro MONOMKEHWA U MPOrHO3MpoBaHme
ONTUMANbHbIX PEeLIeHN.

[ns 06HapyKeHWA NoA03pUTE/bHbIX ceTel
M T. N. HA OCHOBE AaHHbIX GUHAHCOBbIX
TPaH3aKUWM UAK APYTMX COOTBETCTBYIOLWIMX
[aHHbIX MOTYT MPUMEHATHCA CKOPUHTOBbIE
(KonM4ecTBeHHbIe) UK KnacCUbUKaLMOH-
Hble MOAENW.

depepatnsHoe obyyeHme

depepatnsHoe obydyeHne npeacrasaseT
cob0M TEXHONOTMIO MaLLMHHOIO 0byYeHus,
obyuatolLyto anropuTm No AaHHbIM paaa
[EUEHTPANN30BaHHbIX 6a3 C I0KabHbIMM
[aHHbIMK. ANropuTM 0by4YaeTcs HOBOM
MHGOpMaLMK (TPeHOaM) B KaskaoM, He
CBA3aHHOW ¢ ApyrMmm, Hase be3 obmeHa
nnv nepemelleHna aanHbix. (Shiffman,
2020T. [2])

Hanpumep, nepemeLlLatoLmiica anropmutm
MOMKET No/y4YaThb AOCTYM K 1 AeNaTb 3aMpochl
no AaHHbIM Apyrmx QY 6e3 nepemelleHms
NaHHbIX. Llenbto anroputma ABaseTca noayde-
Hue obyyatoLlein ero MHGOPMALMK MO HOBbIM
TNam NPECTYNHOW AEATENbHOCTU, ee TPeH-
0aM 1 MeToAam — 3HaHMM, KOTopble OH Obl
He noay4nn, ecam Hbl OCTaBasCa B Npeaenax
0AHOM opraHmsaumm. MoseT cnocobcTBoBaTh
bopmmpoBaHmio bonee GyHKLMOHANbHBIX
MHCTPYMEHTOB OLIEHKM PUCKOB, TaKMX KaK
onepaTuBHble NMOoKa3aTeNn PUCKOB.

[nybokoe obyyeHune

rny6okoe obydeHue ABASETCA TUMIOM Ma-
LUMHHOTO, C MPMMEHEeHMEeM MHOTOYPOBHEBbIX
06y4atoLMX aNropUTMOB A1 NOTyYeHUn
3HAYeHMA U3 BO/LLIOTO KOSIMYECTBA AAHHbIX.

Hanpumep, moxeT BHeapaTbes ®Y ana
MOHWTOPMHIA TPaH3aKLMI.

O6paboTKka ecTecTBEHHOroO
A3blKa

TexHonorna 06paboTkmn ecTecTBEHHOIO
A3blKa NOMOraeT KOMnbloTepam 0bLWaTLCA
C Ye/IOBEKOM Ha €ero A3blke 1 AndbdepeHum-
pyeT Apyrme cBA3aHHble C A3bIKOM 3aa4n.
Hanpumep, Mo3BoasaeT KOMMbOTEPaM
YMTaTb TEKCT, CbIWATb PeYb, UHTEPMPETH-
poBaTh e, MOHMMATb IMOLMM U BbIYIEHATb
BarkHoe. (SAS, 2020 . [3])

Hanpumep, MoKeT BHeAPATLCA 414 TPaHC-
bopmaumm npomssonbHoro Tekcta CMO

B CTPYKTYPUPOBaHHbIE aHHble, KOTOpble
MOKHO MCM0/1b30BaTh B CETEBOWN aHAIUTUKE.

Mpy NPUMEHEHUU MHTENNEKTYaIbHOIO aHa-
nmsa CMO unn ntobble AOKYMEHTbI MOTYT
aBTOMAaTUYECKM aHHOTMPOBATLCA ANA bonee
3bPEKTMBHOIO MNOMCKA MO HUM

B Aa/ibHeMLleMm.
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Tun TexHonorum

OnucaHue

Mpumepbl nOTEHLI,Mal'IbHOﬁ nonb3bl ANA

obmeHa gaHHbimK B chepe NOA/DPT

PO6OTM3MpOBaHHaH aBTOMa-
TM3aumna npoueccos

MporpammHoe obecnevyeHne 419 aBTOMa-
TM3aummn npoueccos. Mporpamma «poboT»
NporpaMmmmnpyeTcsa Ha OCHOBE MOAEeN MNo-
BEAEHMA YeNOBEKa 1, CUMYIMPYHA COOTBET-
CTBYIOLLME B3aMMOENCTBUSA, BbIMOAHAET
MHOTOYMCIEHHbIE MOBTOPAOLLMECA 3a4a4M
B 60/1bLLINX 06BEMAX, ObICTPO M TOYHO.

Mo3BoNSAET NOBbLICUTL 3GHEKTUBHOCTL
nocpeacTBOM aBTOMaTU3alUMM NOBTOPA-
IOLLLMXCA 334a4, NPEKIE BbINOIHAEMbIX
UE/I0BEKOM.

CeTeBOW aHanu3

Vicnonb3oBaHme ceTeBbIX AaHHbIX A1 06-
HapyKEeHMA BO3MOXKHO CKPbITbIX TPEHA0B

1 WabnoHoB B HOMbLIMX MacCMBaX AaHHbIX.
M03BONAET BbIABUTb C/IOMKHbIE B3aVMOCBS-
311 MEKAY YYaCTHMKAMM BbISIBIEHHbIX CXEM,
MX MPU3HAKK.

BbiBOAMTL LaboHbI, KOTOpPble HEBO3MOXK-
HO 6bI710 Bbl MHaYe YBUAETb B KOHEYHOM
TOuKe.

CeTeBOM aHaIN3 MOMKET MPUMEHATLCA 418
BbIBNIEHMA CETEeMN CBA3AHHbIX ML, Ha OCHO-
BaHMM AaHHbIX O NpeaMeTax nHTepeca.

UHdpacTpyKkTypa 06paboTKMn

M nepepayun AaHHbIX

[loBepeHHas cpeaa BbINo-
HeHus (be3onacHoe BblYnc-
nexHue)

3allmTa UCNOMb3YEMbIX AaHHbIX Yepes
npoBeAeHMe M30/MPOBAHHbIX BbIYUCAEHMI
B J0BEPEHHOW BblAENEHHOW annapaTHOM
cpeje BbiNoNHEeHWA. ITa cpea 3alumieHa
nyTeM BblAE€/EHNA YaCTU MOLLLHOCTM Npo-
ueccopa 1 namatu. (Microsoft Azure, 6e3
natol [4])

[1Be cTOpOHbI A0roBOpUAUCH 06 0bMeHe
[OaHHbIMM (K NpUMepy, TPaH3aKLUMOHHbIMM)
1 O NPOBEAEHUM UX aHaIM3a B 0BEPEHHON
cpege.

3almLLeHHble 0bnadYHble
TEXHONOMMM

ObnayHble BbIYMCAEHMA NPeACTaBAfIoT
coboi npenocTtasneHne cepsmcos UT ye-
pe3 MHTEPHET, 4TO No3BoNSET BU3HECY

M BNACTAM MHTEHCMULMPOBATL BHE-
[LpeHne MHHOBALMA U COTPYAHUYECTBO.
ObnayHas 6e3onacHOCTb NoapasymeBaeT
MCNoNb30BaHWe NpoLeayp U TEXHONOMMIA,
3aLWMLLIAIOLLMX 0BNAYHYIO Cpely Bblumnc/e-
HWI KaK OT BHELIHMX, TaK 1 OT BHYTPEHHMX
Knbepyrpos. (McAfee, 2020 r. [5])

Mporpecc B coepe 06/1a4HbIX TEXHONOTMIA
MO3BONA KOMMNaHUAM COBUpaTh, XPaHWUTb
M aHaZIM3MPOBATb 3HAYMMO KPYrHble Mac-
CMBbI J@HHbIX MPU OYeHb HMU3KMX 3aTpaTax
Ha 3T0. TeXHON0rMA AaeT BO3MOXHOCTb
XPaHWTb M aHANM3MPOBATb KaK CTPYKTYPU-
POBaHHblE, TaK U HECTPYKTYPUPOBAHHbIE
[JaHHbIe, 1 MOXET MPUMEHATLCA ONA 40-
CTUsKeHun Bonee TeCHOTO COTPYAHUYECTBa
MEXAY UMELWMMM AOCTYM K 3aLLMLLEHHON
obnayHom cpeage.

OAHaKO He3aBUCMMO OT TOTO, HaXxoaATCA N
OaHHble asyx OY B ogHOM 0bnavyHoM cpeae,
npaBoBble bapbepbl 415 0bMeHa AaHHbIMMK
OCTaloTCA NPEXHUMMU.

TexHoN0rMK pacnpeneneH-
HOTO peecTpa

rNoaAepKMBaemblii yHaCTHMKAMM CETEBOM
3alMPPOBAHHbIN 06N peecTp TpaH3akK-
LM — Ype3BblYaHO HaAEeXHbIM 1 Npo-
3payHbIi cnocob xpaHeHna MHbopmaumn
B, MO CYTW, HEM3MEHHOM BUE 1 B XPOHO-
NorMYeckom nopsake. HuKakol LeHTpanb-
HbI OpraH He KOHTPOAMPYET TaKoW peecTp.
(O2CP, 6e3 patbl [6])

Hanpumep, MOXKET MCMNOIb30BATLCA KaK
cnocob obMeHa AaHHbIMKU MEXAY HECKOb-
KMMW CTOPOHAMM, NP KOTOPOM HK OAHA
N3 HUX HE MMEET BCEX NMOIHOMOYMI Ha yaa-
NeHne AaHHbIX. [py 3TOM BCe NpaBoBble
Hapbepbl 4158 0bMeHa AaHHbIMM OCTatoTCA
NpeXHUMU.

MHTepdeicsl npuknagHoro
nporpammmpoBaHms (API)

MHTepdeiic, No3BoNSIOWMIA NOAHAA30p-
HbIM YUYpEXAEHNAM NPeaoCTaBAATb CBOU
naHHble. ObnerdyaeT KOMMYHUKALMIO MeX Y
NoAHaA30PHbIMM YUPEKAEHWUAMM U KOHTPO-
JMPYIOLLMMKM OpraHamm NOCPeACTBOM WH-
TErpMpoBaHHOTO NpoLecca reHeprMpoBaHNs
[aHHbIX, Braroaaps KOTOPOMY AOCTUrAETCA
6onee BbICOKMIA yPOBEHb aBTOMATM3ALMK U
COKpaLLLAKTCA 3aTpaThbl Ha NpeaoCcTaBneHNe
otyeTHocTu. (FSB, 2020 . [7])

MNo3BonsaeT apdekTnsHee cobunpats, Xpa-
HWUTb M @aHaAM3MPOBaTb BoNbluMe 0ObEeMbI
OaHHbIX.
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49. Jlanee nprBeIeHbI MPUMEPHI y3Ke MPUMEHSIEMbIX UM HAaXOASIIHUXCS B pa3pab0TKe HOBBIX TEXHO-
JIOTUU J1JIS1 OCYIleCTBJIEHUS1 COBMECTHOr0 aHar3a AaHHbIX Y B uensax [10//PT (monosHuTe b-
Hble npuMepsl o Regtech cm. B [Ipusioxkenuu B).

bsiok 5.1. PeaepaTUBHOE 0O0y4YeHUE

KomaH/a moCTaBIIMKOB annapaTHbIX U NPOrpaMMHbBIX TEXHOJOTUN paboTaeT Ha/J, 3a-
IIyCKOM 3allMIeHHON MIaTPopMbl peZilepaTUBHOTO 00yYeHHUs, B Cpesie KOTOPOH MO-
JleJld MalllMHHOTO O6yYeHHsI MOXKHO TPEeHUPOBATh HA MHOXXECTBE KOMIIJIEKTOB JlaH-
HBIX B I]€JISIX BbISIBJIEHUS U aHAJ/IM3a KHOPMaJIbHBIX» U «AaHOMaJIbHBIX» 111a6/10HOB. [Ipu
3TOM MOJEJU MepeMelaloTCs M0 6a3aM AAaHHBIX B PA3HBIX JIOKALUAX, 2 CAMU JIaHHbIE
HUKOT/ZIA He MepeMelalTcs, YTO MO3BOJISET MOJIeJIM H3y4yaTh HOBbIE TEHJIeHIMHU
IPECTYIHOr0 NOBEJIeHUs] U CIOCOOBI ero peaju3alli, UCIO0Jb3Ysl MAacCUBbI JaHHBIX
OpTraHU3anUN-yIaCTHHUI, MIPOEKTA MPU COXPAHEHUN WX HEMPUKOCHOBEHHOCTHU U KOH-
buneHIManbHOCTH. [losIydeHHBIE MO/IE/IbIO CBE/IEHUS 3aTEM MOTYT HUCIOJb30BaThCS
y4acCTBYIOLUIMMH CTOPOHAMU [1Jisl IOCTOSIHHOTO COBEPILEHCTBOBAHMSA U HACTPOUKH MO-
Ka3zaTeJsield PHUCKOB.

B0k 5.2. [IpoTOKO/1 KOHQUJEHIIMA/IBHOTO BHIYMC/IEHUS

Komnanuet us cdepbl Regtech paszpaboTaHa TexHOJIOTHS, MO3BOJISAIOIAS JBYM
i 6osiee ®Y cCOBMECTHO BBIYUCAATH MMOKA3aTeJad MO OIleHKe PUCKOB, 06pabaThl-
Bas 3alIMPppPOBAHHbBIE JAHHBIE O KJUEHTAX, a TAKXKe MOBeJleHIYeCKYI0 HHPOPMAIHI0
B OTHOLIEHHWU TPAH3aKLUUW M YYETHBIX JaHHBbIX 6e3 UX pacKpbITUs. ITa QYHKIUS
3a/1eCTByeTCsA IPU UCIOJIb30BAHUN TEXHOJOTUH ObGecreyeHusl MOBBIIIEHHOW KOH-
bUeHIIMAaIbHOCTH U He TpebyeT GpaKTUUEeCKOro 06MeHa UJIU PACKPBITHSA YYaCTHHU-
KaMU KJHMEHTCKHUX JaHHbIX B KAKOW Obl TO HU 6b1J10 GpopMe. TeXHOIOTUS UCIOIb3YET
NPOTOKOJIbI KOHPUIEHIIMAJbHOTO BEIYHCIAEHHU AJs1 00pabOTKU JJAaHHBIX HA CTOPOHE
KaX/I0TO U3 YYaCTHUKOB, IIPU 3TOM JlaHHbIe BOOOIe He MOKUJAIOT NpeJesbl Cpeibl
COOTBETCTBYIOLIEr0 YyYaCTHUKA Npolecca. YUpexXJAeHUs-y4aCTHUKU JULIb 06MeHHU-
BAIOTCS MOJHOCTBIO CIyYaHHBIMU MOCJI€40BATENbHOCTSIMH JaHHBIX, HEe COAepKally-
MU KJIMEHTCKOW WHopMaluu. [[puHIUNNAJIbHBIM MOMEHTOM SIBJSIETCA TO, YTO HU
O/lHA M3 CTOPOH He pacKpbIBaeT CBOM JaHHbIe APYroil CTOPOHE HU HAa KaKOM 3Tale
BbIYMCIEHUN. [IpOTOKO KOHOUAEHMATBHOTO BBIYUCAEHUS MOAUHUIUPYET BIYHC-
JIUTEJIbHBIA MPOIEeCC TAKUM 00pa30M, UTO He MPOUCXOAUT Nepeaadynd KaKux Obl TO
HU OBLJIO JaHHBIX, HO IPU 3TOM BbIYMUCJEHHE pe3yjbTaTa BO3MOXHO, KaK eclu Obl
JlaHHbIe ObLJIM Mepe/laHbl B OTKPBITOM BHUJE. ITA TEXHOJOTHUS MOXET IPUMEHSIThCS
nepesi paKTUUYECKOW OTIPABKOU AAHHBIX O TPAH3aKUHUW UJIU HA CTAJHUAX OCYIECT-
BJIEHUSI MOHUTOPUHTA U aHasu3a u3 obsactu [10//PT. OHa Takke QUKCUPYET BCe
NpOU30LIEIINE B CUCTEME COOBITHUS HAa CTOPOHE Kaxkaoro ®Y. [Ipu Ha/M4uK TaKoro
KpPUNITOTPaPHUUECKOTO ayAUTOPCKOro cjejia Mo BCEM KJIHMEHTaM, 3a/IeiCTBOBAHHBIM
B TPaH3aKIMU, BHELIHUH ayAUTOP MOKET BOCCTAHOBUTb BECh IPOLeCC NIPUHATHUSA pe-
HIeHUS.
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Bbyok 5.3. TomomopdHoe mudppoBaHue

Regtech-koMnanuen 6b1y1a pa3paboTaHa TEXHOJIOTMYHAsA YHUBepCcalbHasa aJjalTUBHAS
CTPYKTypa /Il OCYIeCTBJE€HUs 06e30MacHOTO0 U KOH(HUAEHIIMAJIbHOTO MPOBEIEHUS
HpOIeCCOB UAeHTHPUKALUH U TpoBepkHU karneHTOB (3CK), a Takxe HIIK, orpanuyesn-
HbIM KPYyroM JloBepeHHbIX @Y B Ie/IIX YCOBEPIIEHCTBOBAHUS MPOIECCOB MPUHSATUSA
pellleHUH CUCTEMaMU UCKYCCTBEHHOT 0 MHTeJIeKTa. [Ipu 3pdeKTUBHOM HCIOJIb30Ba-
HUHU TOMOMOPQHOTo MKUPPOBAHHUS C €T0 UCKIIYUTETbHBIMHA BO3MOXKHOCTSIMHU 00pa-
O0TKH JJaHHBIX B UX 3alIMPPOBAHHOM BH/le, 3TA nporpamma saeT ®Y BO3MOXKHOCThb
6€e30MacHOTO MOKMCKA, 06MEHA U COBMECTHOU 0OpabGOTKH AAHHBIX TPETHUX JIUI| 6e3
PAaCKpPBITUS COJIEPKAHUSI CAMHUX IMMOMCKOBBIX 3alPOCOB JIN60 6€3 HapylleHUs1 6e30mac-
HOCTH WJIY JUCKPEeIUTHUPOBAHUS NMPaBa COGCTBEHHOCTH 10 OTHONIEHHIO K UCIOJIb3Y-
€MbIM JaHHBbIM. [Ipy UCMOJIb30BAaHUM 3TOW MOJIeJIM Ha MPUHIUIE AelleHTPpaJu3anuu
JIAaHHBIX YYaCTHUKH MPOIECCOB HUKOT/A HE IEPEMEIIAIOT U He 00beJUHSIOT MaCCUBBI
JIAaHHBIX, 2 UX BJIa/IeJIbI[bl COXPAHSAIOT KOHTPOJIb HA/l CBOMMU JJAHHBIMHU U YIPABJSIOT
JIOCTYIIOM K HUM.

B atoit mozenn 3CK-uHpopMaIys nocTynaeT K psi/ly J0BepeHHbIX Y4aCTHUKOB CUCTe-
Mbl UJIM OPUCIUKIIUHI 6€e3 epeMelieHus UK 00'be/IMHEHUS JAHHBIX IPU UCI0JIb30Ba-
HUHU BO3MOXKHOCTEHN ee BepUPUKALUH, OCYIIECTBJIsIEMON OLHONW CTOPOHOU B OTHOILIE-
HUU JIaHHBIX JPyroy MOCpPeACTBOM 3alIMPPOBAHHOIO MOUCKA. AHAJTUTHUKY MOJIYUYUIN
BO3MOXXHOCTh 6€301acHO U C COGJII0JIEHHEM HENMPUKOCHOBEHHOCTH COMOCTABJISATH
M BECTHU MOKWCK PeryJupyeMbIX JaHHBIX B MpeJesax peJeBaHTHBIX (U3 6U3HeC-co006-
pakeHUM ) BpeMeHHbIX paMOK IIpU 06eclieueHUH B IIpoliecce 06paboTKU COXPAaHHOCTH
KOHOUIeHIUAJbHBIX GANJIOB B COOTBETCTBUU C HOPMAaTUBHBIMHU TPE6OBAHUAMU. ITO
TEXHOJIOTUYECKOE pelleHHe MPOJEMOHCTPHUPOBAJO BO3MOXXHOCTH HUHHOBAI[MOHHBIX
MeTO/I0B MKUPPOBAHUS B pEIIEHUN KJIOYEBbIX MP06ieM pUHAHCOBOTO CEKTOpPA, MO-
3BOJISIST YUPEXKIEHUSAM JIeJIUThCS KOHPUIEeHIIMATbHOU WHOpMalMen, Jiydllle TOHHU-
MaThb KJHUEHTCKHE PUCKU W ObICTpee MPUHUMATh pelleHUs MpH Jydiied UHPOpMHU-
POBAaHHOCTH — B LieJIsIX pa3pelieH’s peajbHbIX BONPocoB U3 cdepsnl [10/] u 60pb6bI
¢ PMHAHCOBBIMH MPECTYNJIEHUSIMHU.
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6. Mpobnembl, cBA3aHHbIE C UCNO/Ib30BaHUEM HOBbIX TEXHONOTUMN
NPV COBMECTHOM aHan3e AaHHbIX

50. Heo6xonuMocTb 06beJUHEHUSI JAHHBIX U COBMECTHOTO aHa/M3a GUHAHCOBBIMU YYPEXKAEHUSMH,
0COGEHHO M3 Pa3HbIX CTPAH U C YYaCTHUEM TPEThUX JIUII, IOPOXKAAET LeJbld psiji IPOrpaMMHO-
HOpPMAaTHBHbIX BOIPOCOB. HeKoTophle 3 HUX ObLIN U3JI03KEHBI B BbILIEYTOMSHYTOM JJOKYMEHTE
«PykoBosctBOo AT no o6mMeHy uHpopmanueit B yactHoM cektope» (2017 r.) (FATF Guidance
on Private Sector Information Sharing). [losiBJsIOTCA U HOBBIE MOBOJBI — €CJAW HPUCTYNHUTH
K 06paboTKe 60siee 06'beMHBIX IPYNIN JJAHHBIX C UCI0JIb30BaHHEM yCOBEPILEHCTBOBAHHbBIX TEX-
HOJIOTUH MOBbINIeHUSI KOHOUJEHI[UAJbHOCTH U MePeJIOBbIX METO0B aHA/IN3a, TAKUX KaK MPU-
MeHeHue UN.

51. CoryiacHO pe3ysbTaTaM IPOBEJEHHOI'0 OMPOCa, pU pa3paboTKe U BHEJPEHUH HOBBIX TEXHOJIO-
ruil o6MeHa JJaHHBIMU MPeJICTaBUTESIMH YaCTHOTO ceKTopa (private-private data sharing) Tpe-
6oBaHud ob6ecriedyenuss H3/] ABasoTCcsA nepBooyepefHbIMU. Cpeiu APYTUX 4ACTO yIIOMUHAIOLIUX-
cs1 mpo6JieM (CM. TAbJIUIy HUXKe) — TPOo6JIeMbl HOPMAaTUBHOTO XapakTepa (BKJ/I0Yasi MOMEHTHI,
CBSI3aHHBIE C 0O'bSICHUMOCTBIO/MHTEPIPETHPYEMOCTbIO HOBBIX TEXHOJIOTHH, a TaKXXe HeJ0CTa-
TOYHO MOTUBUPYIOLLAs PErysTOPHAsA CUCTEMA) U Ka4eCTBO JJaHHBIX (HeJOCTAaTOK CTaHJapTU3U-
POBAHHOCTH).

PucyHOK 6. OCHOBHbIE IIPOGJIEMBI IIPU UCIO0Ib30BAHNH HOBBIX TEXHOJIOTHH /151 OGMeHa
Mmexay ®Y unpopmanueit, kacawuericsa 104/ PT

OcHoBHbIE TPOOJIEMBI MPU UCTIOTH30BAHUN HOBBIX TEXHOJIOTHMA
s oomeHna mexay @Y undopmanueit, kacaromeiics [IO1/OT

TpeboBaHMs K HENPUKOCHOBEHHOCTH U 3allUTE JAHHBIX
HopmaruBHsie (HarpuMep, 00bICHUMOCTb HOBBIX TEXHOJIOTHIT) |
KauecTBo iaHHbIX
3arpaTh! I
Texnonorun (MOAEPHU3ALS HCIIOIb3YEMbIX CHCTEM) I
TpeboBanus 1Mo NPeOTBPAIEHUIO YTeukn JaHHbIX CIIO I
CI105KHOCTB, KOMIUIEKCHOCTh HOBBIX TEXHOJIOTHI
Jlebuuut TecToBOM cpesibl /U1 HOPMATUBHO-IIPABOBBIX MEXAHH3MOB I
TpeboBanus B OTHOIIEHHH JOKAJIBHOTO XpaHEHUs JaHHbIX I
Kommepueckue untepecs! I
Crpemienne uzderatb pucky I
IIpoGnemsl, CBA3aHHBIC C COKPAIICHHEM PUCKOB N

TIpoGuembl, cBsi3aHHbBIE ¢ KHOEPIPECTYITHOCTHIO

0% 10% 20% 30% 40% 50% 60% 70%  80%

anMe‘{aHHe K Ta6JIPIL[e: Ka)}(ﬂblﬁ PeCrnoHZeHT Mor BbI6paTb A0 4-x BApPHWaHTOB OTBETA U3 YKA3aHHBIX B CITHMCKE.

52. B cineayrwoieM paszesie pacCMaTPUBAIOTCA BOMPOCHI U TPOGJIEMBI, CBI3aHHBIE C 00'be/JUHEHHEM
Y COBMECTHBIM aHAJIM30M /IaHHbIX, BbISIBJIeHHbIE HA OCHOBAHUH MPOBE/IEHHOT'0 aHKETHPOBAHUS,
OTPOCOB U UCCJIeI0BATENBCKOT0 aHAIK3A.
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6.1. O6ecneuyeHue u nosbilieHUe 3G PEeKTUBHOCTU 3aLLUTbI U HENPUKOCHOBEHHOCTU AaHHbIX

53. Kak mepsbl [10/]/DT, Tak u o6ecieuenue H3/] ABAsI0TCSA BaXKHBIMU 33/1a4aMU TOCYJapCTBEHHOT 0

YPOBHS, pellieHHe KOTOPbIX HE0OX0UMO /J15 0CTHXKEHUSI BaXKHBIX 1eJ1el, He TPOTUBOpedal|ux
JpyT IPYTY YU [0 CBOEH CYTH He SIBJSIIIUXCSA B3aUMOUCKAYaomumMu't. [lesbio peanusanuu
NpaBUJ M NMPUHLUIIOB 3aliMThl JaHHBIX MOCPEJCTBOM MEX/AyHAapOAHBIX U BHYTpUTOCyAap-
CTBEHHBIX NPABOBbIX UHCTPYMEHTOB fIBJISIETCS 3allUTa MPaB U OCHOBHBIX CBOOOJ, YeJIOBEK],
B YaCTHOCTH, MpaBa Ha HEMPHUKOCHOBEHHOCTb JIMYHOU HHPopMaLuu. [[puHIUNIHATBLHO BAXKHO,
YTOOBI CUCTEMBI MPABOBOT'0 PETYJUPOBAaHUS TOCYAAPCTB CIIOCOOGCTBOBAIM PELIEHUI0 006eUX
3TUX 3a/jau C LeJibio npegoTBpalieHus 0], T, DPOMY u npyrux GuHaHCOBbBIX NPECTYNJeHUH,
C YBaXKEHHEM K OCHOBOIOJIArawIMM MpaBaM OT/AeJbHbIX JIIOJeW Ha HENPUKOCHOBEHHOCTH
Y 3alMTY JJaHHbBIX. B QUHAHCOBBIX JAHHBIX MOTYT COJIEPKAaThCSI U caMble KOHQU/eHI[Ha/IbHbIE
CBeJleHUs O JIIJAX, TOBOpslLide 060 UX MaTepHUaJlbHOM MOJI0KEHUH, B3AUMOOTHOLIEHUSX B Ce-
Mbe, 00pa3e )KU3HU U NPUBBIYKAX, COCTOSIHUHU 3/J0POBbSA U T. [, — [I03TOMY HEOHXOAUMO YYU-
ThIBaTh BaKHOCTh U [10/1/PT, u H3/, c cobatogenreM 6asiaHca U COTVIACHO 06513aTe/IbCTBAM
roCyJapCTB-4JIEHOB B COOTBETCTBUU C MEXAYHAPOAHBIM 3aKOHOJATEJbCTBOM (B TOM YHCJIE
B chepe npaB yesoBeka). [1o 3TUM NpaBOBbLIM HOPMaM OJIHUM M3 CAMbIX BaXKHbIX TPpeOGOBaHUN
SIBJISIETCS] HAJIMYMe BECKUX 3aKOHHBIX OCHOBAaHU M 1J1s1 00pabOTKU NepCcOHabHbBIX JaHHBIX. [Ipu
3TOM HYXXHO NPHUJEPXKUBATbCSA NPUHILIMIIA COPAa3MEPHOCTH B TOM, YTO KacaeTcCs MCIO0Jb30Ba-
HUS aJIbTePHATUBHbBIX CIOCOOOB AOCTUKEHHS MOCTaBJAeHHOU 1iesiu. Huke npuBeseHbl Tpebo-
BaHUS B 3TOM OTHoUleHMU KoHBeHIMM 0 3auiuTe GU3UYECKUX JIML B OTHOIIEHUH aBTOMATH-
YeCKOM 06paboTKU nepcoHa bHbIX JaHHBbIX (Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data (CETs No. 108)), npuHsaToit 28 suBaps 1981
I. U SBJISIOLIENCS MepBbIM MEX/yHapOoAHO NPAaBOBBIM JJOKYMEHTOM B chepe 3alUThl JaHHBIX,
HOCSLUM IOpUIUYECKU 0053bIBaIOIMI XapaKTep.

b0k 6.1. KoHBeH1 M 0 3auTe pU3NYEeCKUX JIML, B OTHOLLIEHUU
aBTOMaTU4YeCKON 00pabOTKH NepCOHAIbHbIX AaHHbIX (KoHBeHus 108+)

CorsnacHo KonBennuu 108+, 06paboTKa NepCoOHaTbHbBIX JAHHBIX MOXKET OCYIeCTBJSTh-
cs Ha ocHoBe: 1) cB060JHOT0, KOHKPETHOTO, UHGOPMHUPOBAHHOTO U OJJHO3HAYHOTO CO-
rJlacusl UX Cy0'beKTa Ha 06paboTKY ee/ero nepcoHaJbHbBIX JJAHHBIX WU 2) 06paboTKHU
(BkJIOUasa moJsiydeHHe) JAHHbBIX, 6a3UpyOIIeiics Ha UHOM 3aKOHHOM OCHOBaHUU (Ha-
npyuMep, UCIOJHEHUE [0TOBOpA, FOCYAAapCTBEHHbIE HHTEPECh], obecneyeHue oblie-
CTBEHHOW 6€30MacHOCTH, 3aKOHHOE NIPaBO KOHTPOJIMPYIOIIUX OPraHoB U T. A.). Eciu
B KaueCTBe BECKUX 3aKOHHbIX 0CHOBAaHUH BbICTYNAIOT COIJIacue, FOCYAapCTBEHHbIE UH-
Tepechbl UM 3aKOHHOe MpaBo, npegctaBuTteau cepsol [10/PT, H3/] u 3amuTe! npas
yeJloOBeKa U3 JPYTUX CTPaH LOJDKHBI TIAaTeJbHO U3YYUTh U BbICKa3aTb CBOE MHEHHE
0 M0JIOXKEHHBIX B OCHOBY MOTHUBaX.

Kak ykazano B Ctatbe 11 KonBeHuuu 108+, Bce KaTeropuu JaHHBIX AJis COBMECT-
HOTO HCI0JIb30BaHHU, a TaKXKe IeJib UX 00PabOTKU AOJKHBI OBITh YETKO OIpe/ese-
HbI. DTO HEOOXOAUMO JIJIsI TOTO, YTOOBI YCTAHOBUTDH CPOK XpaHEHHUS JAHHBIX, a TAKXKe

“HanpuMep, MpaBo Ha HEITPUKOCHOBEHHOCTDb YaCTHOM )KU3HU SIBJISIETCSI OJHUM M3 OCHOBOIIOJIaralolUX COrJIacHO Bceobieit gektapanuu

npaB YesioBeKa U MeX/[yHapoJHOMY NaKTy O IPaKJaHCKUX U NMOJHMTHYECKUX NpaBax (Ha perioHajbHOM ypoBHe — EBponencKol KOH-
BEHIMH O IPaBax YesJ0BeKa).
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y6eIUThCS B COPAa3MEPHOCTH U ONMPABJAAHHOCTH BMENIATEJbCTBA B YACTHYIO KHU3Hb.
[Tomumo 3toro, CTaTbsl 6 TJIACUT, YTO JJisl IPEIOTBPAIeHUs HEGJIATONPUATHBIX JJIs
Cy6beKTa JaHHBbIX MOCJAeACTBUN 06paboTKH KOHQUEeHLMAJbHbIX TapaMeTpPoB [Jisd
3aKOHHBIX IleJIel 06513aTebHbI COOTBETCTBYIOIME JONOJHUTENbHbIE MEPbI Ge3omac-
HOCTH: HallpUMep, IBHO BbIpaKEHHOE COIJIacue CY6'beKTa; YeTKOE Mpe/INMUCaHue 3aK0-
Ha, OTHOCSILeecsl K JaHHOMY KOHKPETHOMY CJIy4alo; 06513aTeJIbCTBO M0 COXPaHEHHUIO
npodeccuoHaIbHON TalHbI, 0COOble MepPhl TEXHUYECKONW 6e30MacHOCTU (TaKue Kak
mudppoBaHue HHGOPMALUH).

54. Kak y»e roBopusioch Boiiie, mpu O] u @T yacTo 3a1eCTBYeTCS MHOXKECTBO OPTraHU3aIUuN U FOPUC-
JUKUUN. [1151 60s1ee 3¢ PeKTUBHOTO BbISIBJIEHUS NOJ03PUTENbHBIX MOJiesiel TOBeJJeHUsI U MUHU-
MH3aL1U 3JI0YMbILIJIEHHOT0 HCII0/1b30BaHUsA QUHAHCOBOM cucTeMbl DY 06MeHUBatOTCs UHPOpPMa-
LMel ¥ aHaJIMTUKOW B OTHOLIEHUU CBOMX KJIMEHTOB, B TOM YUCJIE U B MEX/AyHApPOJLHOM MacluTabe.
@Y MoryT cTpeMHUTbCS 06paboTaTh U 60JIbIEe JJAHHBIX C TEM, YTOObI ICHEE TOHUMATh HampasJie-
HUS IBH)KEHWS KpUMUHAJIMTETA B CYLIeCTBYIOILUX yCa0BUsX. [Ipu aTom ®Y B paBHO# Mepe 110 3a-
KOHY 00s13aHbl 3alMLIATh JJUYHbIE JAHHbIE CBOMX KJIUEHTOB.

55. MexayHapo/iHble ¥ Hal[MOHAaJbHbIE 3aKOHO/IaTe/ibHble aKkThl B chepe H3/] co Bceli cBoeit HeoI-
HO3HAYHOCTbI0 TOJIKOBAHUM MOTYT ObITh NpenATCTBUAMHU PY Ha nyTH MMIJIEeMeHTaluu 00s13a-
TesibcTB 1o [10/]/PT unu npu paspaboTke UHULMATUB N0 06MeHy UHOpMalMell B OTHOILIEHUU
npeJcTaBuTe/N el 4acTHOro cektopa. [Ipo6sieMa MoXKeT cTaTh elle IIy6Ke MpU HeJLOCTaTKe pe-
IJIaMEeHTHUPYIOLMX PYKOBOACTB WJIM PACCOIJIACOBAaHHOCTH NMOAXO0A0B K TpeboBaHusAM no [10[/PT
1 06s13aTesibcTBaM B oTHoueHUH H3/[. MHOTr0C/J0:KHOCTh Pa3/IMYHbIX M0AX00B K Bomnpocy H3/l
BJIMSIET HA HAIMUME, ,OCTYITHOCTD, BO3MOXXHOCTb 06paboTKHU U 06MeHa MHPOpMaLUel CO CTOPOHBI
4aCTHOI'O CEKTOpa.

56. B xoze vcciejoBaHus U IO pe3yJsibTaTaM OIpoca PeClnoH/€HTOB BbISICHUIOCh, YTO CYlleCTBEHHOM
npo6/eMol Tpyu o6MeHe U 00'beMHEHUU JJAHHBIX YaCTHBIX MOJIb30BaTeseN SABJSAETCS CyObek-
THUBHO BOCIIpHUHHMMaeMoe NPOTHUBOpeure Mexy cTpeMueHneM PY aenutbcs mHGopMauuen A
noBbilieHUs 3QPEeKTUBHOCTU U AelcTBeHHOCTU ycuaui no [10[/PT u cyuiecTByOUMMU IOPU-
JMYeCKUMH OTpaHUYeHHUsIMH, HallpaB/JeHHbIMU Ha 3alUTy NPUBATHOCTH KJMEHTOB. Bo MHOrux
IOPUCMKIUAX TOJ0OHBIM 06MEH C BbIX0JJ0M MHPOpMaLMH 3a pe/esibl QUHAHCOBOU rpynbl orpa-
HUYEH B COOTBETCTBUU C TPeGOBAHUAMM K HENPUKOCHOBEHHOCTH JIMYHBIX JaHHBbIX. U Hao060poT,
B ofHOH U3 opucaukuui (CoeauHeHHble LlITaThl AMEPUKH) CYLIECTBYIOT HUCK/IOUeHUs («6e3omac-
Hble TaBaHW» ), T03BoJIsIIoLe 06MeH HHpopMaluel B coepe [10/1/OT mexay DY, He ABIAIONTUMHU-
€51 4aCTh10 OAHOU PHUHAHCOBOM I'PYNIbI (CM. 6JI0K HIDKE).
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57.

58.

Bnok 6.2. 3akoH CLUA o 6opbbe c Teppopuamom (USA PATRIOT Act),
Paspgen 314(b)

Paznenom 314(b) 3akona CIIIA o 60opr6e c TeppopuamoM (USA PATRIOT ACT), kacatoie-
rocst ooMeHa uHdopMalMel Mexxay GUHAHCOBBIMU YIPEXKAEHUSMHU, IpelyCMaTPUBAET-
cs, 4TO /ABa Uiu 6os1ee DY uinn nob6oe o6befuHeHre DY MOryT J06POBOJIBHO JAEJUThCS
JpyT € ApyroM UHpopMalel B OTHOIEHUHN PU3NIECKUX U IOPUIUYECKUX JIUII, OpTraHH-
3allM¥ U CTpaH, M0JI03PEBAEMbIX B BOSMOXKHOM OCYIIECTBJIEHUH TEPPOPUCTUIECKOH JTe-
satejapHOCTH WK O/. DMHaHCOBOE yupexAeHUe WU 06beJUHEHNE, KOTOPOE TEPeAET,
NOJTy4YaeT WJIW JeJIUTCS TaKoH MHPOopMal el B LiesIsIX BbISIBJIEHHS U COOOIIEHHUs O Jies-
TEJIbHOCTH, KOTOpasi MOXKET UMETb CBSI3b € TeppopuamMoM uiu 0/, He HECET OTBETCTBEH-
HOCTH IlepeJ; KaKUM 6bl TO HU OBLJIO JIUIIOM WJIU 3aKOHOM JIM60 MOA3aKOHHBIM aKTOM
CIIIA, KOHCTUTYLMEH, 3aKOHOAATETbCTBOM HUJIM HOPMAaTHBHBIMH JOKYMEHTAMHU JIF060T0
HITaTa JU60 ero a[MUHHUCTPATUBHO-TEPPUTOPHUAILHOTO 06PA30BAHUS, IO KAKOMY ObI
TO HU ObLJIO KOHTPAKTY UJIM UHOMY JOr0BOPY, UMEIOIIEMY HPUIUYECKYIO CUJIY (BKJIIO-
yasi JIIoOble apOUTPAKHBIE COTVIALIEHHUS ), 32 TAKOBOE pa3rJiallleHre UM HEBO3MOXKHOCTh
0 HeM YBeJIOMUTh JIUIIO, IBJIAIOIIEEeCs CyO'beKTOM PACKPbITHS, UJIH JIDO0€e JPYyTroe JIUI0,
yKa3aHHOe NpU TaKoBOM pacKpbITuu (PAT®, 2017 r.[8])

CorsacHo Pasgeny 314(b) («6e3onacHoi raBaHu»), UHAHCOBOMY YUYPEXAEHUIO WU
X 00beJMHEHUIO JOCTAaTOYHO UMETb pa3yMHble OCHOBAaHHUSA IoJaraTb, YTO HHOP-
Manus, KOTOPOM OHHU [JeJsIATCs, UMeeT OTHOLIeHHe K JeATeJbHOCTH, MOTyllleld BKJIIO-
4aTb OTMbIBAaHUeE JleHer UM TepPOPUCTUYECKYI0 aKTUBHOCTb, U UTO 0OMEH JJaHHBIMHU
NPOU3BOAUTCS C LieJiblo, moAnaAawinei nox aercreue Pasaena 314(b). Takum o6pa-
30M, GUHAHCOBOE yYpexAeHUe UM UX 00'beJJUHEHNEe MOTYT JeJIUThCs HHOopMaLen
0 ZleATeJIbHOCTH, KOTOpasi, [10 UX NOJ03PEHNI0, MOXKET BKJIIOYAaTh OTMbIBaHUE JleHer
WJIU TEPPOPUCTHUYECKYIO [eTeJbHOCTb, JJaxke ecJd PUHAHCOBOE y4pexkJeHUe WU
o6be/JUHEHNE He MOXKeT UAeHTUGUIMPOBAaTh KOHKPETHBIE MOCTYIJIEHUSI OT Olpeje-
JIEHHOW He3aKOHHOMH [lesITeJIbHOCTH, B OTHOLIEHUU KOTOPOM NMPOU3BOLUTCS MONBITKA
seranusauuu goxonos. (FinCEN, 2020 r. [9])

CorslacHO pe3y/bTaTaM OMpoca, 60J/blIas YacTh PECTIOHAEHTOB CUUTAET, YTO C MOMOIIbI HOBBIX
TEXHOJIOTUHA MOKHO HAWTU pellleHHe y)Ke U3BECTHBIX MPo6JieM ¢ 00MEHOM JIaHHBIX NMpPeCTaBU-
TeJleld YaCTHOr0 CeKTopa, cobJito/last MPU 3TOM KakK QpyHAaMeHTa/bHble, TaK U NpaBa OT/AEeJbHbIX
sauL, cBsi3aHHble ¢ H3/l. MHorue pecrioHZieHThl TaKKe OTAe/IbHO aKLEHTUPOBAIU CBOU OXKUJAHUS
10 Pa3’bsICHEHHIO B HAI[MOHABHBIX U MEXAYHAPOAHBIX HOPMAX TOTO0, KOT/Ia U B KAKUX LIeJISAX JIaH-
Hble (M KaKhe UX TUIIbI) MOTYT OBbITh IpeJMeTOM 0OMeHa UM 00befuHeHUs1 Mexay Y B KoH-
TekcTe [10/1/DT, B 0c06€HHOCTH eC/u peub UJeT 06 06MeHe C BbIXOJ0M UHPOpMAI[UU 32 MTPe/Iebl
¢uHaHCOBBIX Tpyni. KpomMe TOro, pecrnoHieHThl OTMeYaJ/iid, YTO NpHMeHeHHe HOBBIX U aKTUBHO
Pa3BUBAIOILUXCS TEXHOJOTUN He TapaHTUPYET COXpaHEeHUe MPUBATHOCTH, €CJIU LeJIbI0 SBJSETCS
HCII0JIb30BaHUE JIAHHBIX /I UJeHTUDHUKAIIMA KOHKPETHOr0 QU3UYECKOT0 WM HPHUIUUECKOTO
JINIA, HApUMep, TpY IPUHATHU Ha 06CTY>KUBaHHEe HOBOTO KJIMEHTA.

[Ipy HaIMUKMK TOHUMMaHHUS HEOOXOAUMOCTH CYILleCTBOBAaHMS 0611eMUPOBbIX CTAHJAPTOB 3aLUThI
JIAaHHBIX JIJIs1 pa3BUTHS COTPYHUYECTBA B LUPPOBOH chepe, B HAcToOsILee BpeMs HET TaKOM opra-

© FATF/OECD 2021



KpHTH‘ICCKaﬂ OILICHKAa 06'[:(‘,’[”][0[]”9[ JaHHBIX, COBMCCTHOI'O aHaJIM3a 1 3alllUThl JaHHBIX I 33

HU3alMK, KoTopasi 6blja 6bl YIIOJTHOMOYEHA KOOPAMHUPOBATb UX pa3paboTkKy. HanpoTus, Takue
CTaHJapThl CO3/AIOTCSl HA YPOBHE OT/e/IbHBIX [OCYZAPCTB UJIM Ha HA/rOCYAapCTBEHHOM YPOBHE,
IIOCKOJIbKY CTpaHbl JJOJKHBI YCTaHABJIMBATh B CBOUX IOPUCAUKIUAX NPAaBOBble OCHOBLI B chepe
H3/l. B pe3ysibTaTe — HeT O4EBUJHOCTU TOrO, YeM PYKOBOZCTBOBATLCS NMPH O6OMeHe JJaHHBIMHU
Mexay DY (kacaTesbHO BU/I0B JaHHBIX U MHPOPMALMH, KOTOPbIMU MOXXHO 06MEHUBAThCS, Jaxe
€CJIM 3TO Oy/1eT COBMECTHBIN aHaJIM3), @ TaK»Ke M03BOJIAT JIM OPraHU3alMsaM 3TH HOBble U pa3paba-
ThIBAIOI[MEeCs] TEXHOJIOTMH U TPOLECChl COOTBETCTBOBATh B CBOEH pab0OTe HAalMOHAJIBHBIM U Ha/l-
rocyAapCTBEHHBIM TPe6GOBaHHUSM B OTHOILEHUH HEIPUKOCHOBEHHOCTH JIMYHBIX IaHHBIX.

59. CornacHo ganHbiM Kondepeniuu OOH no Toprogsie u paseutuio (United Nations Conference on
Trade and Development), B 132 ctpaHax u3 194 B Tol uiu uHOU popMe BBEJIEHO B JIeICTBUE 3a-
KOHO/IaTeJIbCTBO B OTHOILIIEHUH HEMMPUKOCHOBEHHOCTH U 3amuThl AaHHbIX (UNCTAD, 2020 r. [10]).
B TO ke BpeMs], cTeneHb 3al[UMThl U COOTBETCTBUS TpeboBaHusAM no H3/l cpeau rocyjapcTs cylie-
CTBEHHO pa3HUTCs. BBesieHue B AelicTBUe O6IIero perjaMeHTa 3al[yMThl TePCOHATbHbBIX JAHHBIX
(GDPR) EC He Tosibk0 rapmoHusupyeT HopMbl 1o H3/] B cTpanax EC u EBporneiickoii akoHOMUYe-
CKOM 30HBI, HO ¥ BBICTYMAET JJIS1 MHOT'UX CTPaH GaKTOPOM yCKOPEHHUSI MPOILECCOB MO/IEPHU3ALMU
HOPM B OTHOIlIEHUU HEMNPHUKOCHOBEHHOCTHU JINYHbIX JJaHHBIX.

60. B HixenpuBeJleHHOM 6JI0Ke Ipe/icTaBieHa HHGopManus o persiaMmenTe EC no 3amuTe JaHHbIX.

Bbnok 6.3. PernameHT EC no 3awmte AaHHbIX

[IpaBo Ha HENPUKOCHOBEHHOCTh Y 3aLIUTYy JaHHBIX 3aKpemnsieHo XapTued EBpomei-
ckoro Coro3a 06 ocHoBHBIX npaBax (Charter of Fundamental Rights) (Ctatbu 7 u 8).

061Kt per/iaMeHT 3allUThl lepcoHaIbHbIX AaHHBIX (GDPR) EC, BcTynuBLMi B cuity 25
Mas 2018 1., onpeessieT NOPSA0K 06PAbOTKU KOMIIAHUSMU MePCOHAIBHbBIX JaHHBIX QU-
3udeckux L. GDPR, noMumo Bcero npouero, Tpe6yeT OT KOMIAaHUKA MUHUMHU3UPOBATh
06beM cO6GHpaeMbIX U 06pabaTbiBaeMbIX JAAHHBIX, T. €. OCYLIECTBJAATh TaKyl AesTesIb-
HOCTb TOJIBKO B OTHOLIEHUH WHGOpPMALUH, HEOOXOAUMOM [1Jis1 KOHKPETHOW yKa3aHHOH
1esu (OpUHIUI 1eJIEBOTO OTPAaHUYEHUs ), U He MPOU3BOJAUTH AaJbHEUIYI0 060pabOoTKY
TEM WJIM WHBIM CIIOCOG0M 6e3 COOTBETCTBHUS yKa3aHHBbIM LieJssM. Takke MOJIOXKEHUIMU
GDPR npexnuceiBaeTcss MHPopMUpOBaHHe GU3UYECKUX JIML, B YACTHOCTH, O TOM, KOTAa
COOUPAIOTCA UX JJAaHHBIE U C KAKOH 11eJIbI0 (B KaKHUX 1eJ1sIX) OHU OyIyT 06paboTaHbl, a TaK-
K€ YCTAHOBJIEH NlepeyeHb 3aKOHHbIX OCHOBAHUH, O3BOJISIOLIMX 06pabaThIBaTh JIUYHbIE
JlaHHbIE, U TIPaB GU3NYECKUX JIUL], BKJIKOYas MpaBa Ha AOCTYH K JAHHbIM, UX yTOYHEHHE
U yJlaJieHre, a TaKKe IPaBO He M0/iBepraThCsl pelleH’I0, KOTOpOe OCHOBAHO MCKJIIOYU-
TeJIbHO Ha aBTOMAaTU3UPOBaHHOM 06paboTKe, B TOM YKCJie Ha IPOPUINPOBAHUH.

Hapzop 3a co6atonenreM GDPR B rocynapcrBax-usneHax EC ocyliecTB/ISI0T opraHbl M0
Ha/I30py 3a COOJII0/IEHMEeM 3aKOHO/IATENbCTBA O 3all[UTe NMepCOHAIbHbIX AaHHbIX (data
protection authorities, DPA). EBponeiickuii coBeT no 3aujute AaHHbIX (European Data
Protection Board, EDPB), B cocTaB KoToporo BXoAsT npejcTaBuTe i Bcex DPA u EBpo-
nelckasi MHCIEeKIUs 1o 3aiuTe AaHHbIX (European Data Protection Supervisor, EDPS),
KOHTPOJIMPYEeT CUCTEMHOE NpuMeHeHue noJioxkeHuil GDPR Bo Bcex cTpanax EC.
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61.

62.

63.

[lepefavya JUYHBIX JAaHHBIX TPETHUM CTpPaHaM WJIM MeX/JyHAapOJAHBIM OpTraHU3alUsIM
OCYyLIeCTBJISIETCS NMPU COOJI0JEHUU 0COOBIX YCJOBUM, FrAapaHTUPYIOILUX COGJIIOeHUe
HopM GDPR. OcHoBaHueM JJis1 TAKOU Nepefauu, B YaCTHOCTH, MOXKET CJAYKUTb «pelle-
HUE 0 IOCTaTOYHOCTHU Mep», IpuHUMaeMoe EBponelickoil KoMmuccrel, korja ypoBeHb
3alUThl JAHHBIX B TPETbUX CTPaHaX B CyLIECTBEHHONW Mepe COOTBETCTBYET rapaHTHU-
poBaHHOMY B rocyaapcrtBax EC.

BaxxHo orMeTuTh nosioxkeHue GDPR o0 TOM, YTO NpUHLMIIBI 3aLUTHI JAHHBIX HE paclpo-
CTPAHSAITCSA HAa 06€e3/IMYeHHble JaHHble (2 UMEHHO, Ha NepCOHA/JbHbIE AAaHHbIE, 06€e-
3JIMYeHHbIe BCJIe[CTBHUE TOr0, YTO UX CYO'bEKT He NMoAAaeTCsl UK 60Jiee He TOAJAeTCs
ueHTudukanuu). [lceBJOHUMHU3UpPOBaHHbIE Ke JaHHble (JIMUHble JaHHblEe, KOTOpPble
60Jiee He COOTHOCHMBI C KOHKPETHBIM CyO'beKTOM 6€3 MCI0/Ib30BaHUA JONOJTHUTEb-
HOW MHQOpPMALMK) CYUTAIOTCS NEPCOHAJBHBIMU U oA NaAa0T nok geicteue GDPR.

[Ipu ToM, 4TO 3aKoHOZATeAbCTBO Mo H3/l B pa3HbIX HPUCAUKLUAX MOXKET Pa3auvyaThbCsl, TEH-
JIeHLIUS K COIMMKEHUIO eCTh: HallpuMep, BHeJIpeHUe KOHLEMLUN 3alUThl JAHHBIX CO CXOHbIMU
KJIIOUEBBIMU NapaMeTpaMu (TaKMMU KaK IMpeBaJiMpoOBaHue 00Iero 3aKOHOAATENbCTBA Ha/l CEK-
TOpPaJIbHBIMK HOpMaMH, 06a30Bbli HAG0OP MPUHLMIOB U 00513aTE/NbCTB B OTHOLIEHUH 3aLUThI
JlaHHBIX, HaJleJleHU e PU3UYEeCKHUX JIULL FOPUAUYECKU 3aKpeNnIeHHbIMU IpaBaMU KOHTPOJIMPOBATh
CBOU JlaHHbIe (YTOYHEHUE U YJaJIeHUE), CO3/laHUe He3aBUCMMOT0 Ha/[30PHOTO OpraHa C mpaBo-
NPHUMEHUTENbHBIMU MTOJTHOMOYHUSMH). KpoMe TOro, 0 NOJI0KUTENbHBIX TEHAEHLUAX B 3TOM OT-
HOLIEHWU CBU/JETEJIbCTBYIOT TaKue MeX/AyHapoJHble CTaHAAPThI, KaK, HanpuMep, KoHBeH A
108+ (eAMHCTBEHHbIH MHOTOCTOPOHHUM HOPUAMYECKU 00SI3bIBAIOIIUN JOKYMEHT B cdepe 3a-
IIUTHI AaHHbIX), PykoBoacTBOo O3CP no HEMPUKOCHOBEHHOCTH JIMYHBIX JaHHbIX (OECD Privacy
Guidelines) u ap. Opranusanus O6beguHeHHbIX Haniuii paspabaTbhiBaeT peKOMeH/J0BaHHbIe 3a-
KOHOZIaTeJIbHbIE MOJIOXKEeHHS, a TaKXKe cOOpaHue MoJIe3HbIX HapaboTOK B OTHOLIEHHWU HOPM IO
3alMTe JAHHBIX C [[eJIbI0 COAEHCTBHS MEX/AYHAPOAHOMY COTPYJLHUYECTBY B IPOTHUBOAENHCTBUU
Teppopusmy («IIporpamma crpanoBoi rpynmnbl OOH o 3aimuTe JaHHBIX»).

Ho kak ormeueHo B PykoBojicTBe PATD no o6MeHy nHpopMalmell B cpepe YacTHOTO CEKTOpa
(2017 r.), pass DY B nesssx 06pabOTKHU JAaHHBIX KJIWEHTOB (BKJIOYas UX Nepefady ApyruM CTo-
poHaM) A1l IPOTUBOAENCTBUS GUHAHCOBBIM NPECTYNJIEHUAM MOXKET 0Ka3aThCs CJI0XKHBIM UJIU
HEBO3MOXKHbIM PAacCUUTBHIBATh Ha COIVIaCHe WJIM HCK/IYeHHsl, Kacaloliuecsl rocyapcTBeHHbIX
nHTepecoB. K ToMy ke He06X0MMO CO6JII0/IaTh YCA0BUS OPUANUECKON TPaBOMEPHOCTH TaKOU
MeXAyHapoAHOU nepejjayu JaHHbIX. CTOCO6CTBOBAaTh 06MeHy HHPOpMaL el MOXeT YeTKOe U3-
JIOX)KeHHEe I0pUINYeCKUX NO0JIOKEHUH € COOTBETCTBYIOLMMU 3alIMTHBIMU MepaMHU U1K PEKOMEH-
JlaLlUSIMHU, ONIpeJeISIIoLMMU 06CTOSATENbCTBA, IPU KOTOPBIX, I/je 3TO BO3MOXKHO, JaHHbIE KJIUEH-
TOB MOTYT IlepeJlaBaTbCsl MeXAy IPUCAUKIHUAMU B 000HbIX nessax. (PAT®, 2017 r. [8])

Tem He MeHee, Jjaxke IPU HAJIMYUM JIeMCTBYIOILEM NTPAaBOBOM CUCTEMBI, 03BOJIAIOIIEN Nepeaady
JIaHHBIX Ipe/icCTaBUTe/Iel YaCTHOI'O CeKToPa, NpefocTasisieMble DY faHHbIE MOTYT O6bITh HETOY-
HBbIMU WJIM HENOJIHBIMHU. [[09TOMY, XOTSI IPUMEHeHHe IPAKTUKU 06'beJUHEHUS JAaHHBIX U COBMECT-
HOT'0 aHa/IM3a MOXKET B HEKOTOPBIX C/Iy4yasiX CIOCOGCTBOBATD MOAAePKAaHUIO COOTBETCTBUSA pabo-
Tbl ®Y HopMaM B oTHoweHuU [10[1/PT (Hanpumep, o nposesenuto HIIK), Te @Y, koTopble 6ynyT
TaKWe JaHHble UCI0JIb30BaTh, CAMH JO/KHbI 00ECeYnBaTh UX JOCTOBEPHOCTb. TakuM 06pa3om,
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() AOJDKHBI IPOBEPATDb Ka4€CTBO IMOJIYY€HHbIX OT APYTHUX OpI‘aHI/IBaLlI/Iﬁ JAdHHDbIX, Ol€HNBaA aKTYy-
AJIbBHOCTb, aJEKBATHOCTb U IOCTATOYHOCTb X KOMIIOHEHTOB, d TAKKe IPOBE€I€HHbIX B OTHOLIEHHUH
TAKHUX JAHHBIX IPOBEPOK C LEJIbIO C06}I}O[LEHHH CBOMX 06513aTE/ILCTB 10 HO,[[

64. B HeKOTOpBIX OPUCAUKLUAX DY, KaK pacnopsAUTeNN TepCOHANbHBIX JaHHBIX, J0/LKHBI IPesio-
CTaBJIATh GU3UYECKUM JIMIIAM JIOCTYM (10 TpebGoBaHUIO) K MHPOPMAIUH, KOTOPYI OHU COOU-
paloT, nmepejalT U XpaHAT®. ITo JesaeTcs AJs1 TOro, YTOGbI YacTHbIE JIMIA TOHUMAJIH, KaKHe
MMEHHO UX JJaHHble eCTb B pacrnopsikeHUd ®Y, 1 MOI/IM 10 CBOEMY 3alIpOCy BHOCUTb B HUX KO-
PEKTUBBI WM YJAJUTh HENPABUJIbHYIO WM Heo6s13aTe/IbHY0 HHPopManuio (MpaBo Ha HCIpaB-
JIeHHe WJIH yJjaJleHre MOA00HbBIX JaHHBIX IPU ONpe/e/IeHHbIX YCI0BUAX). [IpobieMa MOXKeT BO3-
HUKHYTb, €CJIU Te, B OTHOIIEHUH KOTO eCThb I0/03peHHe B OCYLIeCTBJIEHUH NPOTHBONPABHON
JlesITeJIbHOCTH WJIM MPOTHUB KOTOPBIX BeZleTcsl 0QULMATbHOE pacciejoBaHUe, TPEOYIOT yaae-
HUS pa306/iauuTebHON nHPopManuu. OJHAKO 3aKOHOM MOTYT ObITh PeAYCMOTPEHBI ONlpeie-
JIeHHble (HaJiexkale 060CHOBaHHbIE) OrpaHUYEeHHs, OTHOCSIINECS K CJy4yasM, Kor/ia peaiusa-
I1Msl IPaB OT/EJIbHOT0 YeJI0BEKA MOKET MOBJIMSATH HA UCIIOJITHEHUE 3aKOHHBIX 0653aTe/IbCTB UJIU
KOTI/]a eCTh PUCK CO3/laHus YTPO3bl A5 TEKYLero paccjeJ0BaHUA.

65. ,Z[pyme CJIOXKHOCTHU €CTb B T€X WPUCAUKIHUAX, II€ pa3peliaeTcd repegadya 06€e3/IMYeHHbIX nep-
COHaJIbHbBIX JAaHHbIX. HeKOTOpre peCrioHAEHTbI B CBOUX OTBETAX OTME€4YaJIu HaJudiue ABYCMbIC-
JIEHHOCTHU B TOM, 4YTO KacCaeTCd BO3MOXHOCTH ob6MeHa Mexay y4dpexJgeHUuAMHnu 06€e3/IMYEHHBIMU
AaHHBIMH, ITIOCKOJIbKY Tp96OBaHI/IH B OTHOILEHUM 06e3/JIMYEHHOCTH® U l'ICEB,,ZLOEIHOHI/IMHOCTI/I17
npeacTaB/adl0TCAd HEHETKUMHA UKW PA3JIMYAKOTCA B 3dBUCUMOCTHU OT OPUCAUKIUH.

66. Kpome Toro, Ha npoiiecc o6MeHa JaHHbBIMU NPEJCTABUTENSIMH YAaCTHOTO CEKTOPA 3KOHOMHU-
KU (C BbIXOJIOM MHGOpPMAIMU 3a NpeJiesibl olpe/ie/IeHHONW GUHAHCOBOM I'PyMIibl) MOTYT BJIK-
STh NMpPaBUJIa UX MEXAYHAPOJHOU mepesayu. Bo MHOrHUX ciy4asix rocyZjapCTBeHHble OpraHbl
WJIK YaCTHbIE€ OpraHu3alyi He MOTYT InepeJaBaTb JaHHbIE 3a IpeJeJibl cBoen IOPUCOAUKI WA
0e3 paBHOIIEHHOM UX 3al[UThl B OPUCAUKIIMY IOJIydaTesisI UJIU 6€3 COOTBETCTBYIOLUX rapaH-
TUH 6e30omacHOCTH. K TOMY ke 3aKOHbI B OTHOIIEHU U pa3MelleHus JaHHbIX, KaK MPaBUJIo, MO-
I'YT COAEp>KaTh JBa OCHOBHbIX TpeboBaHHUs: 1) 4TOOBI JIMUHbIE JaHHbIE IPaXK/JaH XPaHUIUCH
B ZlaTa-IleHTPax, pacloJIO’KeHHbIX Ha TEPPUTOPHUU TOU WM MHOU CTPaHbl UJIU T'PYNIbI CTPaH;
2) 4TOOBI yrpaBJeHHe JJAHHBIMUA U UX 06pabOTKa OCYIeCTBJSINCh BHYTPU TOU Ke CTpPaHbI.
JTo TakKe HajlaraeT OrpaHUYeHMs] Ha Nepepady UHPopMauuyd M3-3a HOPM [JEeHCTBYOLIUX
B IOPUCAMKIMSX IPAaBOBBIX CUCTEM, B pe3ysbTaTe 4yero ®Y MokeT OBITH 3ampenieHo 06OMeHHU-
BaThCsl OIpe/ieIeHHbIMU JJAHHBIMH, CBSI3aHHBIMH C Tpe/oJiaraeMbIMU (pUHAHCOBBIMU Ipe-
CTYIJIEHUSIMH, CO CBOMMHU KoJiieraMy u3s ®Y Apyrux rocyapcTB, BKJIOYasl BXOJSALIMX B TY XKe
GUHAHCOBYIO TPYIINY, MO0 Ke OHHU MOTYT OBbITb He 3alllMIIeHbl OT OTBETCTBEHHOCTH 3a 3TO,
B IPOTHUBOTIOJIOXKHOCTb CUTYAllMH B UX COOGCTBEHHOU OPUCAUKIUU S,

*Hanmpumep, cM. CtaTtbio 9 KonBenuuu 108+.

1606e3iMueHHbIE JaHHbIE MPEJCTABIISIOT CO60H MHPOPMAIIHMIO, HE OTHOCAIIYIOCS K UJeHTUGUIUPYEMOMY GU3UYECKOMY JIUILY, UJIH UH-
¢$opMalHIo B OTHOIIEHUH Cy6'beKTa, KOTOPBIN GoJlee He ABJsAETCA UAEHTUQUIUPYEMBIM (M OTCYTCTBYeT BO3MOXKHOCTB €ro MOBTOPHOH
uaentudukauum). (Ynpasiaenue Komuccapa no undpopmanuy, ICO, «4to Takoe nepcoHasnbHble AaHHble?» (What is Personal Data?), ae-
kabpb 2020 r,, ico.org.uk.)

7TlceB,0aHOHUMHOCTbD NPEJCTABJISIET CO60H Mepy 6€30MaCHOCTH, B COOTBETCTBUHM C KOTOPOU M3 6JI0KA JAaHHBIX yaJseTcss HHopMaLus,
M03BOJISAOLIAS UIeHTHPUIMPOBATh GpU3HUUECKOe JINLO, TMO0 MPOU3BOJUTCS 3aMellleHue Takol nHopmanuu. Takue JaHHbIE IPU 3TOM
CUMTAKOTCS] NEPCOHANBHBIMH, HOCKOJIbKY UX CYO'BEKT MOXKET ObITh CHOBA HJeHTUGULUPOBaH (HanmpuMep, PU HAJIMYUH KJIto4ya udpo-
BaHusA). (Tam xe.).

181151 moJtydeHus1 fonoiHuTeabHOW nHdopmanuu cM. [IF (MHcTUTYT MexxayHapoHbix duHaHcoB, UM®), 2019 1. [17]
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67.

6.2.

68.

69.

6.3.

70.

71.

U B 3aBepiiieHue, B KaueCcTBe MPENATCTBUSA 6oJjiee IMHUPOKOMY paclpOCTPAHEHUIO HOBBIX TEXHO-
JIOTUH JJis Liesied 06'beJUHEHNUSI NAHHBIX U UX COBMECTHOTO aHaJ/u3a PeClOH/JIeHThl OTMeYaJiu
He0CTaTOYHOE B3aMMOJIEUCTBUE MEXK/Y BHYTPUTOCYAAPCTBEHHBIMU U MEXAYHAPOJHBIMU WH-
crutynuamy, 3anuMawiumucs [N0/PT u H3/l. Takoit HeOCTATOK COTJIACOBAaHHOCTU JleCTBUH
Y COTPY/IHUYECTBA MOXKET MPENATCTBOBATDH MCNOIHeHHI0 PekoMmeHanuu 2 OATD B oTHOLIEHUHU
COTpyAHUYECTBA U (T/Ie 3TO 1[eJIecC000Pa3HO0) COIVIACOBAHHOCTH MEXK/Iy COOTBETCTBYIOIIMMU Opra-
HaMH, OCYIeCTBIAIONUMHU AesiTebHOCTh 1o [10/]/ DT, B 1es11x o6ecnedeHrsi COBMECTUMOCTH Tpe-
6oBanuii cuctemsbl [10/1/DT u Hopm H3 /.

KauecTBo AaHHbIX

CraHzapThl ¥ GOpPMaThl JAHHBIX CYyLECTBEHHO PA3HATCH B 3aBUCUMOCTH OT UHCTUTYILUH, IOPHUC-
JHUKLMH, UHQPACTPYKTYPHI U ceTel nepesiayu coobuieHui. BeaeacTBre nogo6HbIX pa3anyui Mo-
KeT NOHAA00UThCS IPOBE/IeHHe aHaIM3a JAHHBIX, UMU MOTYT ObITb 06yC/I0BJIEHbI 33/IeP>KKHU OaH-
KOBCKHX IPOLIECCOB M POCT 3aTpaT Ha Mo/ Jiep>KaHre COOTBETCTBUSA CTaHAapTaM. Hu3koe kauecTBO
JlaHHBIX (B T. 4. HEJOCTOBEPHOCTD UJIM HEAKTYaJIbHOCTh) MOXKET CBECTH Ha HET BCe IPeUMYyLeCcTBa
IPOLEeCCOB UX 00'beJUHEHNS U COBMECTHOI'O aHAJIM3a, TIOCKOJIbKY MOXET NPUBECTH K MOJIyYeHHUI0
OLIMO0YHBIX AHAJIUTHUYECKUX Pe3yJbTaToB. [IpMeHeHHe aBTOMAaTHU3UPOBAHHBIX U IepeOBbIX
aHAJIMTUYECKUX NHCTPYMEHTOB, B YaCTHOCTH, 3aBUCUT OT TOT'0, HACKOJIbKO CTaHAPTHU3UPOBAHEI
BXO/IHbIE JIJaHHbIE.

CorsiacHO pesysibTaTaM OIPOCa, Ka4eCTBO JaHHbIX Ipe/CcTaB/isieT OCHOBHYO Ipob6J/ieMy /151 6oJiee
IIMPOKOro NPUMEHEeHHsI METO/IOB YIIy6JIeHHOT0 aHa/In3a B OTHOILIEHUH LIeHTPA/IM30BaHHbIX U Jie-
IIleHTPa/IM30BaHHbIX 6JIOKOB JJaHHBIX. PeCIOH/IeHTBI 0060 OTMeYa/l HU3KOoe KayecTBO JJaHHBIX
oTzesbHbIX DY, Hab/II0AAI0TCA U HECOBMECTUMOCTD CTaHZAPTOB JAHHbBIX MeX/y pa3/IMYHbIMU Y-
pexeHnaMu. KauyecTBO JaHHBIX OCTAeTCA IVIaBHBIM IPENATCTBUEM B TOM, YTO KacaeTCs CO3JaHUsA
HY>KHBIX MaCCHBOB JJaHHBIX KOPPEKTHOTO ¥ COBMecTUMoOro ¢opmMara C LieJiblo peoTBpallleHUs
HeOoO'beKTUBHBIX BBIBOZIOB, UTO MOXKET B Xy/llIeM CJyyae IPUBECTH K GMHAHCOBBIM noTepsM. Bee
3TO ele 6oJiee YCI0KHAETCS IPYU NPUMeHeHU Y KM PPOBaHUS, T. K. CTAHOBUTCS TPYLHEE BhISABISATh
OLIMOKH B JAHHBIX, YTO MOXKET B CBOIO 04epe/ib NPUBECTH K OLIMOKAM B pe3y/bTaTax.

HepoctatouHaa 4eTKOCTb 3aKOHOAATE/IbHOro perynnpoBaHuA

PsoM pecrioHEHTOB OTMeYaJoCh, UYTO HEJOCTATOK YeTKO CPOPMY/IUPOBAHHbIX PErYIATOPHBIX
TpeGOBaHUN K COOTBETCTBYIOLIMX PyKOBO/CTB [0 PYMEHEHHIO HOBBIX TEXHOJIOTMU Npe/CTaBIIs-
eT npobJieMy /15 IPOLeCcCOB 00'beJUHEHNS JJAHHBIX Npe/iICTaBUTes el YaCTHOTO CeKTOpa U NpPHU-
MeHeHHsI COBMeCTHOI'0 aHa/Iu3a. PAI0M I0pUCAMKIMI OCYLeCTBAATCS MONBITKY IPOSICHUTD 3TU
MOMEHTHI WM aJlaTUPOBAaTh CBOM NpaBuJia, YT06bl OY MOI/IM 0OMEHUBATBCS JAaHHBIMU U NPO-
M3BOJUTb UX COBMECTHBIM aHa/IM3, 3 B HEKOTOPBIX JeHUCTBYIOT NapTHEPCKHEe OTHOLIEHUS MeXIy
noJpaszeieHUsIMU QUHAHCOBOM pa3BeJikU. HeKoTopble peclIOHAeHThI 0TMeYasly, YTO OTCYTCTBHE
MeTO/0JIOTHYECKUX OPUEHTHUPOB U ONpPeJie/IEHHOCTH CO CTOPOHBI PETyJsiTopa He CIoCO6CTBYeT
CKOpelleMy HHBECTUPOBAHHUIO B ZJOPOTOCTOSALIMEe HOBble TEXHOJIOTUU U UX IPUMEHEHHI0 — 4TO
MOTJIO Obl COENCTBOBAThb B IPOBEJIeHUU COBMECTHOI'0 aHAJ/IN3a JaHHbIX.

OAuH pecliOHZEHT TaK)Ke OTMeTHJI, YTO CyLlecTBYIOIasi IpaBoBasi CUCTeMa NIpU ee CO3JaHUU He
noJijpazyMeBasia BO3MOXKHOCTH HMCIOJIb30BAaHHSI HOBBIX TEXHOJIOTHUA MOBBILIEHHS KOHQUIEHIIU-
JIbHOCTH, X IO3TOMY B Hel HeT YeTKOI'0 ONMCAHUsA I'PaHuL, IPUMeHEeHUs TaKUX TeXHOJIOTHH.
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72. Yl HakoHel] MHOTHe OTMETUJIH, UTO CYLeCTBYIOIMEe HAallMOHA/IbHbIE HOPMATHUBBI IOJTHOCTbIO UCKITIO-
YalT 00MeH YaCTHbIMU JaHHBIMU (KpOME C/IyyaeB TaKoro o6MeHa BHyTpH GUHAHCOBOH IPYMIbI).

6.4. 06BLACHNMOCTb U MHTEpPNpPEeTaUUuA

73. B auBape 2020 r. EBponeiickoil ciyx60¥ 6aHkoBckoro Hagzopa (European Banking Authority,
EBA) 6b1s1 BbINYIIEH JOKYMEHT, perJiaMeHTHPYIOUUI UCNI0JIb30BaHUE B €BPOMEeCcKol 6aHKOB-
CKOM cucTeMe G0JIBLIKMX MacCHBOB JAHHbBIX U YIVy6JIEHHBIX METO/[0B aHa/IM3a. B HeM roBopuTcs,
4yTOo eBponerckue OY HaxoAATCA Ha Ha4a/JbHOM CTaJIUM UCIOJIb30BaHUs YI/IyOJIeHHOT0 aHaIN-
3a, IpY KOTOPOM MPUMEHSIOTCS NPOCThIe MO/ MAallMHHOT'O0 00Y4eHHs U TPUOPUTHU3UPYETCS
NPUHIUI 06bSICHUMOCTH U UHTepnpeTauuu. OgHON U3 npob6seM, CBI3aHHbIX C IPUMeHEeHUEeM
60Jiee CJIOXKHBIX aHAJMTUYECKUX MOJeJsiel, IBISeTC UX 0O0bSICHUMOCTb U MHTepIpeTalus A1
pery/asiTopa, a Takke BO3MOXHOCTb INOJIyYeHUS] HEOOG'bEeKTUBHBIX U HENpPeNyCMOTPEHHBIX pe-
3ysbraToB. CoryiacHo EBA, Mozenb siBasieTcsl 06'bsICHUMOM, KOTZa ee BHYTPeHHee MOBeJeHUe
MOXXeT OBbITb MOJHOCTBIO MOHATHO /J14 YesoBeKa (00'bSICHUMOCTD) I KOT/la B OTHOLIEHHUH OC-
HOBHBIX GaKTOPOB, NIPUBEAIINX K [TOJYYEHHUIO PE3Y/IbTaTa, MOTYT GbITh NPeLOCTaBIEHbI 00bsC-
HeHus (o6ocHoBanus). (EBA, 2020 r. [11]) [Ipu oTcyTCTBUM OA06HOTO MOHUMAHUS TEXHOJIOTUSA
MOXKeT BOCIPUHUMAThCS PETYISATOPOM KaK «4E€PHBIH AIIMK», YTO MOXKET MOBJIUATH Ha ee IpHUMe-
HEHMUE, T. K. PETYJIATOP He MOXeT JJO/DKHBIM 06pa30M OCYIIeCTBJISTh IPOBEPKH, OLIEHKY PUCKOB,
aJleKBaTHO YNpPaBJsTb U MUHUMHU3UPOBATh BCE BbIsIBJIEHHbIE PUCKH, CBSI3aHHbIE C IPUMEHEHHU-
€M TaKOM TeXHOJIOTMHU. ITO 0COOEHHO KacaeTcs CJyyaeB, KOT/Jja pellleHHe IPUHUMAeTCs NPH Bbl-
COKOM ypOBHE aBTOMAaTHU3aLMHU U HEMIOCPEICTBEHHO BJIMsSET HAa KJIUEHTOB. [l/is pellieHus] TaKUX
npo6JsieM peryasiTopbl MOIyT paboTaTh C COOTBETCTBYIOLIMMHU TEXHUYECKUMHU CHELUAINCTaMU
Y IP., KaK 4aCTHOTO, TaK ¥ TOCCEKTOPA, /15 OLleHKU U CO/leCTBHSA BHEIPEHHUI0 COOTBETCTBYIOLIUX
IPaKTHK B TOM, YTO KacaeTcsi 00'bsICHEHUs], JOKYMEHTHPOBAHUS U yIIPaBJIeHUsI MeTOJaMU YIJIy-
6sieHHOTO aHasu3a B KoHTekcTe [10/1/PTY. [logo6Has paboTa MOXKeT BECTHUCh B HallPaBJIEHUHU
BbISIBJIEHUS] HEOOXOJAUMOCTH U CNIOCOO0B NMPUMeHEeHUsl TPe6OBaHUM K 00'bSICHUMOCTH COIJIACHO
PHCK-OPUEHTUPOBAHHOMY MOAXOAY — HAIpUMep, NpUMeHeHue (oJiee KECTKUX TpeGboBaHUH
K 00BSCHUMOCTH NMPH BO3PACTaHUHU MOTEHIIMAJTBHOTO BO3JEUCTBUS MOJeM Ha Gecrepeboii-
HOCTb GYHKIIMOHUPOBaHUsI 6u3Heca U (MJIK) Bpeia sl KJIUEHTOB.

74. HekoTopble peclOH/IEHThl OTMeyaJy, YTO BO BHEJPEHUH HOBBIX TEXHOJIOIMH OOMeHa JaHHBIX
u aHanusa B coepe [10[1/PT DY ocTaHaBIUBAET TO, YTO PETYJISATOP OXKUAAET MOJHON SCHOCTU
B OTHOLUEHUH MoOjesied UPOBAHUSA U MALIMHHOTO 06y4YeHHs. ITO OCOOEHHO CI0MKHOLOCTHKH-
MO, eCJIM TEXHOJIOTUH pa3pabaTbiBa/IMCh TPETbeH CTOPOHOM, KOTOPOH M MpHHA/L/IeXaT NpaBa coo-
CTBEHHOCTH Ha TeEXHUYeCKHe crielupukanuu, in ajs OY, UcnbITbIBAIOLUX JePULUT TEXHUIECKU
IrPaMOTHBIX B 06J1aCTH HOBEUILIHUX CUCTEM MIMGPOBAHUA U aHAIUTUKHU KaJipoB. OAH U3 pecloH-
JIeHTOB 0003HA4YMJ BUJIEHUE PETYJSTOPOM aJITOPUTMHUYECKUX MoJiesiell B TOM KJ/I04Ye, YTO OHHU
JIOJDKHBI pa3pabaThIBaThCSl C BO3MOXKHOCTBIO BOCIIPOU3BO/CTBA TOT'O XKe pe3yJibTaTa IPH YCJI0BUU
BBE/IeHUS TeX Ke NMepBOHAYAJIbHBIX JJAHHBIX, YTO HE BCETJA BO3MOXKHO AJIsI CUCTEM MALIMHHOIO
00y4eHus.

19Cm. 3ampoc deaepanbHbix 6aHKOBCKUX areHTCTB CIIA B oTHOmEHUH HHGOPMALUKU U PEKOMEHAAIUIA MO KCI0JIb30BaHUI0 GUHYUPENK-

JIEHUSAMH HCKYCCTBEHHOTO MHTEJUIEKTa, BKJII0Yask CUCTeMbI MalIMHHOTO 06y4eHus (Request for Information and Comment on Financial

Institutions’ Use of Art1f1c1al lntelllgence Includmg Machme Learmng) WWW. federalreglster gov/documents/2021/03/31/2021-06607/

artificia nce. Takxke CM. JOKYMEHT Ha 3Ty TeMy LleHTpa

FmReglabs u CT3H(1)OpACKOI‘0 YHUBEpPCUTETA (nocne sanpoca an])opmaunu c])eaepaanbIMH 6aHKOBCKUMHU areHTcTBamu CIIA), nesbio

KOTOpPOTo 6bIJIO JaTh OLleHKY HOBBIM MPAKTHKaM 10 06'bSCHEHHUIO, AOKYMEHTHPOBAHMIO U YNPABJIEHUIO MOJEJIIMY MAIIHHHOTO o6yqe—
HUA JUIA ueneu HpeAOCTaBHEHI/Iﬂ KpeauToBaHus: https://fi hi lai
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75.

76.

6.5.

77.

78.

79.

PecrnioH/ieHTaMu 6bLJ1 OTMeYeH BaXKHbIA MOMEHT: HEOOXOJJUMOCTb MPOBEPKH PE3Y/IbTATOB YIJIy-
6sieHHOrO0 aHasu3a (MW, MamrHHOEe 06ydeHre) 4eJIOBEKOM B 1IeJIsIX 06ecriedeHUs UX JOCTOBEPHO-
CTH Y TIOCTOSIHHOT'O COBEPILEHCTBOBAHUS AITOPUTMOB. XOPOLIMM BbIXO0M ObLT HA3BaH CMeEIIaH-
HBIU MOJIX0/], TPY KOTOPOM YeJIOBEK NPOBepsieT 60Jiee CJI0XKHYI0 aHAIMTHKY, 2 6a30Bble PyTHHHbIE
3aJla4¥ MOTYT BBIMOJHATBCSA MPOCTHIMU MozieasAMH. OJTHAKO ObIM TaK»Ke BbICKa3aHbI OTMACEeHUs],
YTO UHOT/A YIJIy6JIeHHbIE CUCTEMbBI aHA/IM3a MOTYT NpUMeHAThca DY 6e3 r1y6oKoro MNoHUMaHUs
NPUHIUIIOB QYHKIMOHUPOBAHUSA U lleJied MPUMeHEeHUs] KOHKPETHOM TeXHOJIOTUH, YTO MOXET
MPUBECTH K MOJIyYEHHI0 HEMPOBEPEHHBIX U HEHAJIEXKHBIX Pe3y/IbTaTOB. Takke pyKOBOJUTEJN pa-
6ot o [10/]/PT mo/KHBI cAaMU OHMMATh WM paboTaTh C KOMAH/I0M TeX, KTO MOHUMAaeT paboTy
Mo/lesiel yrIy6JIeHHOT0 aHA/IM3a C TeM, YTOObI TPOBEPSTH, Kak OY pa3pabaThIiBav U OIeHUBAJIN
MPABUJIbHOCTh PAb0OThI CBOUX MOJIEJIEHN.

HakoHer, pecnoH/IeHTbl OTMe4YajJd BaKHOCTb MOHWMAaHUs MOJAHAJ30PHON opraHusanuen (U aTo
JLOJKHO ObITh O4EBH/IHO KaK UX BbILIECTOSALEeMY OpraHy, Tak U UM CaMUM) TOT0, YTO JIt06ast HoBas
TEXHOJIOTUS JlaeT JIy4yllue pe3yJsbTaThl, YeM MIPeXHsIsl CUCTEMA, 0COOEHHO B TeX 06J1acTsX, Ije Mo-
»KeT ObITh HEOUEBHU/JHO, TOBBILIAET JIM JJAHHASI TEXHOJIOTHS 3ddeKTUBHOCTb paboTsl no [10//PT.

KoHdupaeHumanbHoctb CMO 1 npeaoTspaLleHre YTEUKU JaHHbIX

[IpaBusia B oTHOoWeHUM KoHQuAeHnuasbHocTh CIIO MoryT nmpenAaTcTBOBaTb O06MeHy HUMHU
(unu yBenmoMmyieHH0 o camoM ¢akTe nojgauu CIIO nub6o mpefocTaBJeHUIO cojiepKaleics
B CI10 nunpopmanuu). Konduaennuanbuocts CI10 oueHb BaxHa AJ151 3G PEKTUBHOrO QYyHKIIH-
OHHUPOBAHHUSA CUCTEMBI OTYETHOCTH, a TAKXKe JJIs FapaHTHUH HepacnpocTpaHeHUs UHGopMaLuu
0 cyobekTe CIIO ¥ TpeTbUX JIMIIAX, TOCKOJbKY 3TO MOXET OTPHUIIATeJbHO MOBJUATHL Ha cH60Op
MHOpPMALUU U HA CaM XO/J| paccje/lOBaHUs, a TAKXKe MOXET JJaTb BO3MOXXHOCTb CKPBIThCS
BMeCTe C aKTUBaMHU JIM60 ke u36aBUTbCA OT HUX. Cob0/leHne KOHPUAeHIMaJIbHOCTH JaeT
3amuTy penyTanuu cyobekta CII0 u 3amuniaet yesnoBeka, popmupytoiero 3to CIIO, a ee Ha-
pyllleHHe MOXeT MoJopBaTh pabory Bcell cuctembl CI10. HecaHKMOHHPOBaHHOE PAaCKPBITHE
AaHHbIX CI10 MoXeT NpuBeCcTH BO MHOTUX IOPUCAUKLUAX K YTOJIOBHOW OTBETCTBEHHOCTH JJid
@Y. Bce 3TO JIe)KUT B OCHOBE YCTAHOBJIEHUSI HEOOXO0JUMbIX OTPaHUYEHUI B OTHOIIEHUM 06MeHa
nanubeiMu CIIO. (PATD, 2017 r. [8])

Bonpoc kondpugeHunanbHocty CI10 cTaHOBUTCA ellle CI0KHEE, KOT/ia [1eJl0 KacaeTcsi oOMeHa UH-
dbopmaryeit ¢ IpyruMu rocyIapCTBaMy, T7ie TPaBOBble CUCTEMBI OTJIMYHBI. CJI0XKHOCTH, HallpUMep,
MOTYT COCTOATb B HAJIMYKWH B HAllUOHAJIBHOM 3aKOHO/JATEJIbCTBE ITOJIOKEHUH B OTHOIIEHHUH OT-
KPBITOCTH U QUKCAIMH JIOCTYIHbBIX JAHHBIX IPH Cy/leOHbIX pa36rupaTebCcTBaX. B HEKOTOPBIX cTpa-
Hax NPUHSATBI HOPMBI, 10 KOTOPBIM TPEOYETCS YBeJJOMJIEHHE PErYIATOpa O CYeOHbBIX 3alpocax
Y MOBECTKax, Kacawluxcsi BHyTpurocygapctBeHHbix CIIO, — U perynsaTop MOXKeT JeHCTBOBAaThb
B HampaBJyieHUHU oGecrnedyeHust KoHPuaeHuanbHocTu CIIO B Xo/ie Cy0npor3BOACTBA, — OZHAKO
3TU HOPMbI He MOTYT OBITh 3aIUTOH B ciaydae nogauu CI10 U3 MHOCTpaHHOTO rocy/JapCcTBa B UHO-
ctpadHoe [1DP.

[Ipu ToM, yTO Bonpoc koHuAeHuHanbHOCTU CIIO MOXeT co3/jaBaTh onpesiesieHHble TPYAHOCTH
py 06MeHe JaHHBIMU MeXAy MpeJiCTaBUTEISIMU YaCTHOTO CEKTOPA, BAXKHO He JI0NYCKaTh yTeuek
vHpopMauuu. 3aliMTUTh JaHHble 6e3 noTepb A 3¢dekTuBHOCTU paboTsl no [10/1/PT mMoxHO
IPY TMOMOLM aJIbTEPHATUBHBIX NPABOBbIX U TEXHOJOIMYECKUX MEXaHU3MOB, 00ecleyrBaoLIX
QHOHUMHOCTb WJIY LM $pOBaHKe NepCOHATbHBIX JJAHHBIX.
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6.6. CTpyKTypa pbIHKA U KOHKYpPEHLUUA

80. llupokoe npuMeHeHHe METO/L0B CO0Opa M aHAJIM3a JAHHBIX HE SIBJISIETCS HOBIIECTBOM, HO CET0/I-
Hsl TEXHOJIOTHYeCKHe NHHOBALM U NMO3BOJISIOT XPaHUTD CyllleCTBEHHbIE 06'beMbl MHPOPMALIUHU
¥ MTHOBEHHO ee aHaJIU3UpoBaTh. YeM GoJiblile, HAIPUMED, 06'bEM JJAHHBIX, TEM BbILIE BEPOST-
HOCTh 60Jiee BBICOKOW TOYHOCTHU Pe3yJIbTaTOB ee aHasau3a. Celivyac TosibKo KpymnHbie Y pac-
10J1araloT CTOJIb OGLUIMPHBIMUA MacCUBaMHU JIaHHBIX, YTOObI 3pPEeKTUBHO NPUMEHATH METO/ bl
yrJay6/JeHHOT0 aHa/IN3a, I0O3TOMY HY»KHO pPaclpoCTPaHATh CBeJEHUS 0 MEXXKUHCTUTYLMOHAJIb-
HOUM 06paboTKe JaHHBIX, YTOOBI HeboblIKEe U cpegHUe DY ToKe MOIJIM NPUMEHSITh HOBBIE
TEXHOJIOTMU. DTO TaKXe JlaeT BO3MOXHOCTb BCEM I0JIb30BAThC 3KOHOMHUYECKUMHU BBIT0Jia-
MU, BOSHUKAIOIIMMHU B pe3y/IbTaTe TaKOro NpUMeHEeHHUS.

81. Kak oTMeTH/IM MHOTHEe PeCcloOHJeHTh], LUPKYyJIUpOBaHHe 60JbIIUX 6JI0KOB 06pabaThiBaeMoOM
KJIMeHTCKOM nHPopManuu Mexy OY noTeHIMalbHO MOXKeT BbI3BAaTh NP06JIe€Mbl, CBI3aHHbIE
C KOHKypeHLHel. Pe3y/ibTaTOM MOXKeT CTaTb BbIOOPOYHBIM 06MeH JaHHBIMU JIUIIb C y4aCT-
HUKaMHU HeGOJIbIIUX I'PYIII «JOBEPEHHBIX JIUI» U, KaK CJIeICTBUE, — HEPABHOMEPHBIH 06MeH
MHPopMauuu no cucreMe. TakuM o6pa3omM, MoxkeT HabogaTbcsa nepexos puckos O/l /OT ot
®Y, pacnosiararomux MexaHu3MaMu o6MeHa UHPopMaLuel, K TeM, KTO UX He UMeeT. HeHaiex-
Hble YYACTHUKH, HUCKJIOUYEHHbIE U3 CBOEH I'PYIIbI IEPBOr0 THIA, MOTYT 3aTeM TATOTEThb KO
BTOPBIM, YTOGbI YMEHBUIUTDL BEPOSATHOCTD BbIsIBJIEeHHUS, 103TOMYy DY MM ceKTOpBI, He pacno-
Jlararmouiye MexaHHu3MaMu o6MeHa UH$oOpMalMel, MOTYT CTOJKHYTBCS C JJONOJHUTEIbHBIMU
puckamu OJl/PT, u B cBSA3K C ITUM MOXKET NOHAZO0OUTHCSA PAacCCMOTPEHHUE JJONOJTHUTENbHbBIX
CNOCO6G0B CHUXKEHHUSA 3TUX PUCKOB.

82. ®Y Takke MOTYT GbITh He PaCIlOJIOKeHbI AeJUThCSI KOMMep4YeCcKH BaXKHOU HHopMaluen, Ko-
TOopasi MOXKeT MCKa3UTh KOHKYPEeHLMIO Ha pblHKe. Pa3Hble Bo3MoxkHOCTH DY B TOM, YTO Kaca-
etcs cepnl UT, Toke MOTYT ObITh PENSITCTBUEM /151 3G PEeKTUBHOTO 0OMeHa HHOopMaL e,
IIOCKOJIbKY pa3/IMYHble UM HecoBeplueHHble cucTeMbl MT, a Takke pa3Hble GopMaThl JaHHBIX
HCKJIIOYAIOT BO3MOXHOCTb 00'be/JUHEHUS U COBMECTHOT0 aHasu3a. [loo6HbIM 06pa3oM, B He-
6/1aronpUsITHOM MOJIO)KEHUH MOTYT OKa3aTbCsl OpraHU3aluy, NoJib3yloliMecss HHPPaCTPyK-
Typo# U cucteMaMu UT npexHUX NOKOJIEHUH, 4TO, OJy4YaeTCs, IPUBEET K UX UCKIIYEHUI0
M3 CUCTeMbI 06MeHa JJAHHBIMH.

83. JlocTyn K faHHBIM (M 06MEH UMH) CO CTOPOHBI OrpaHUYeHHOro yucaa Y He f0/1KeH IPUBO-
JUTb K TOMY, YTOObI OHM MMeJIM HecllpaBe/JIMBble IPEeUMYILeCcTBa, Be/lb KOHKYPEHTOCIOC06-
HOCTb Ha pblHKe GUHAHCOBBIX YCJAYT BCce 6oJiee 06yClIaBIMBaAeTCs BO3MOXXHOCTBIO JIOCTYIa
K 60JIbIIMM MacCUBaM aKTyaJbHBIX (B peXUMe peajibHOro BpeMeHHU) JaHHbIX. [loaToMy npu
OlleHKe BO3MOXXHOCTel o6MeHa JaHHBIMU B cdepe [10/1/PT MoryT Bo3HUKATb COOOpaKeHUs,
HanpaBJIeHHble B CTOPOHY 3aKOHO/JaTeJIbCTBA O 3alljMTe KOHKYPEHILIUH, o6ecriedruBas oJjMHa-
KOBbIe YCJIOBUS AJIsl BCEX YYACTHUKOB PbIHKA M MCKJIIOYasi BO3MOXXHOCTH [JIsl BBITECHEHUS
NOTeHLMaJbHbIX KOHKYPeHTOB. Tak, Npy rapaHTUPOBAHHOM J0CTyIle K JaHHBIM OH J0J)KeH
IpeoCTaBJATbLCSA HA COIpaBeAJIMBbIX, PAa3yMHBIX U PABHbIX /IJIs BCEX YCIOBHUSAX, @ TAKXKe CII0-
co60M, HCKJIOYAIUM TalHble JOTOBOPEHHOCTH U He CHOCOOCTBYIOILUM HUX GOpMHUPOBa-
HU10. Takke 06MeH JAHHBIMHU J0JDKEH ObITh OTPaHHUYEH JIMIIb KPUTHYECKH HEe0O6X04WMbIM
UX 06bEMOM.
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6.7.

84.

85.

86.

87.

88.

6.8.

89.

TexHonornyeckue 3atpatbl U OrpaHUYEHUA

Ps0M pecrioH/IeHTOB 6b1JI0 0OTMEYEHO, YTO Ha BO3MOXKHOCTh 00Jiee IMHUPOKOro MPUMeHEHHUS TeX-
HOJIOTUH MOBbIIIEHUS KOHPHUAEHIIMAIbHOCTH, a TaKXKe MeTO0B YIVIy6JIEHHOTO aHa/IM3a, B YacT-
HOCTH, BJIMSIIOT CyIllleCTBEHHbIE 3aTPaThl HA MEPBOHAYaIbHOM 3Tane. U ecnu kpynHbie OY MoryT
pacroJiaraTb pecypcaMu JJIs1 UX BJIOXKEHUS B OJ00HbBIE TEXHOJIOTUH HUJIU PUOOPETEHHS JIUIEH-
3UH /151 AOCTYNA K MPOJIyKTaM CTOPOHHUX pa3paboTUMKOB, MHOTHE HEOOJIbIIIME U CPeIHHE KOMIIa-
HUU BCe ellle OTKJIQ/IbIBAIOT 0OHOBJIEHHE UCII0/Ib3YEMbIX UMU TEXHOJIOTUN MPEKHUX MTOKOJIEHUH.
Pe3ysbTaTOM 3TOTO MOXKET CTaTh COKpallleHHe 6aHKa JAaHHBIX, T. K. TyAa OYAYT MOMaZaTh TOJIbKO
JlaHHble TeX OpTaHU3allMK, KOTOpPble MOTYT cebe M03BOJIUTh IepBOHAYa/IbHbIE 3aTPaThl HA 3aNyCK
TaKHUX TEXHOJIOTHUH.

B KauecTBe JOPOrOCTOSIIIMX JIJIsI BHEJJPEHUS U MOAAePKaHHUA UX PaGOThl PECIIOHAEHTAMU TaKXKe
ObLIM Ha3BaHbl METO/bI YIJIyOJIEHHOTO aHa/IN3a, TaKKMe KaK MallMHHOe o6y4yeHue. Elie 6oee oc-
JIOXKHSIET CUTYallUI0 HEOOX0AUMOCTh UHTEIPUPOBAHUS HOBOW aHAJMTUKHU B CYLIECTBYIOLIUE CHU-
CTEMBI, YTO BJIEYET 32 COOOM JIOMOJHUTENbHBIE 3aTPAaThl HA MOJepHU3aNHI0. bapbepoM ¢ Touku
3peHusl Ype3MepHOH CTOMMOCTH GbIJIO HA3BAaHO U MPOOHOE UCNO/Ib30BaHME HOBBIX YIVyOJIeHHbIX
METO/I0B aHa/IN3a OJJHOBPEMEHHO C 3KCIlJIyaTallell UMEIOIIUXCs CUCTeM. JloMoIHUTe/IbHbIE pac-
XOJIbl B 3TOM KOHTEKCTE CBSI3aHbl U C HEOOXOJUMOCTBIO COZIEPKATh TEXHUYECKUX CIELIMAIHNCTOB,
MMEeIOLIMX J0CTAaTOYHbIM NpodecCHOHaNbHbIN ONBIT B 3TUX TEXHOJIOTUAX, [I/I1 Pa3pabOTKHA KOM-
IJIEKCHBIX MOJieJIed U yCOBEPILEHCTBOBAHUS UX CO BpEMEHEM.

Euie ogHOW TeXHOJIOTMYECKOW MPo6JieMON C TOYKHU 3peHHUs] 00beIMHEHUs W aHa/k3a OOJIbIINX
00b€MOB JIaHHBIX SBJSETCS HEOOXOAUMOCTD PAaCIOoJIaraTh CyIleCTBEHHbIMU BbIUUCIUTETbHBIMU
MOIIHOCTSIMH JIJIs pa0OThI aJIFOPUTMOB. BesTMYMHA MacCUBOB JAaHHBIX MOXKET 3HAYUTEJIbHO BJIM-
STh Ha CTOMMOCTb BBIUUCJIUTEbHBIX TPOIIECCOB.

06besuHeHre U 06MeH JaHHbIMU B cdepe [10[]/DPT moxkeT nogpasyMeBaTh, HAPUMED, epeaady
O0JIBIINX X MAaCCHBOB, BKJIl04Yas MHGOPMaLUIO O TPaH3aKLMAX U KJIMeHTax. Takye KpynHble 6J10KU
JIAaHHBIX MHOTO «BECSIT» U UX CJIOXKHO Nepe/iaBaTh (3TO ellle HAa3bIBAIOT «I'PaBUTALMEN JTaHHBIX»).
[losToMy npu pa3paboTKe BapUAaHTOB 0ObeJMHEHUS JAHHBIX BaXKHO YYUTBIBATb 3TOT MOMEHT,
a TaKk)Xe MOTEHIMa/IbHble BO3MOXXHOCTH POCTA N0Ka3aTe/Isl FPaBUTALUU JJAHHbBIX IPU UX LIeHTpa-
JIM3alH.

U ele 0HOM CJIOKHOCTBIO B [IJIaHE BHepeHUs YI1ybJIeHHOro aHa/iu3a (MallMHHOTO 06y4eHus1)
B kKoHTeKcTe [10/]/ DT siBasieTcss HE06X0JUMOCTD TPOBEPKH KOPPEKTHOCTH JAHHBIX UJIN TOATBEPXK-
JIeHHs TOTO0, YTO NMOBe/IeHHe TOTO UJIM UHOTO JIUIA JIeMCTBUTEIbHO HOCUT MPU3HAKU TPECTYIHOTO.
Basuanus Moiesid MOXeT 6bITh 0C000 3aTpyAHEH], Korjia peub uaet 06 0/1/PT, Beaw paccaeso-
BaHHE MOXET BECTHCh rojlaMu. Bo MHorux ciaydasx OY He nosy4aroT MHGOPMAIMI0 O KOHEUHbBIX
pe3yJsibTaTax 1o HanpasJyeHHbIM UMU B [IPP CIIO, kak 1 0 TOM, BBIHOCUJIKCH JU 06BHHeHUS B 0/]
i OT B OTHOIIEHUH JIEUCTBUH, 110 KOTOPBIM dopmupoBasucs CII0.

YnpeputenbHble cOOBLLEHMA U CHUXKEHUE PUCKOB

Kak npaBus1o, COBMeCTHBIA aHa/IM3 TaHHBIX B AieATesbHOCTH 110 [10/]/PT npumeHsieTcs AJ1s UJIeH-
TUUKAILUU [IPECTYNHOr0 NoBeJieHus1 B paMKax rpymnmbl ®Y. [Ipu adpdeKkTHBHOM UCHO/Ib30BaHUU
TEXHOJIOTHUU MOBbIIIeHUsS] KOHPU/IEHIIUATBLHOCTH, HATPUMED, MOXKHO 060U TH TpebGOBaHUS B OTHO-
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IeHUHY pa3MelleHns JaHHbIX U KoHQuaeHHanbHocTH CIIO 1 y3HaThb, He HaNpaBJIs/Iv JIU ipyTHe
opranusanuu CI10 B OTHOLIEHUU UX KJIMEHTA, — HO 6€e3 M0oJIyuyeHUs CBSI3aHHbIX C 3TUM CBeJIeHUN
3aKpBITOTO xapakTepa. OHaKO TYT KPOeTCA BEPOATHOCTb UCKaXKEHUsl CUTYaLlMU IyTeM Halpas-
JleHus1 U36bITOYHbIX ynpeguTesabHbix CIIO. Eciy cauiikoM noJiaraTbCsl Ha CUCTeMy OoOMeHa Io-
Jl03pUTENbHON HHPOpMalLMen, MOXKHO CTOJIKHYTbCS € cuTyauuel, koraa @Y couTeT KJIMeHTa Co-
MHUTEJIbHBIM TOJIbKO JIMIIb HA OCHOBaHUMM MHPOPMALMU TpeTbell CTOPOHBI, @ OHA MOXKET ObITh
HeTOYHOH WJ/IM YK€ MOTUBbI BOSHUKHOBEHMUS 10/103PEHUN MOTYT ObITh I0JIHOCTbIO ONIPOBEPTHYThI
noJipas/iesieHieM GUHAHCOBOW pa3BeKH. ITO MOXKET MOBJeYb OTKa3 (HenpeJBUAEHHbIA U Hed-
TUYHBIM B IAHHOM CJ1y4ae) 06p0OCOBECTHOMY KJIMEHTY B ZJ0CTyIe K GQUHAHCOBOM CHCTEeMe, UJIH JKe
B OTHOILIEHUY Ollepaliuii KJIMeHTa MOTI'YT IPOM3BOAUTLCH JajibHeHIle BbIICHEHUS UX XapaKTepa
U 11eJiel, ¢ 33/Iep’KKaMU B UCTIIOJIHEHUH 6AaHKOBCKHUX OTePaI[ui.

90. Kpowme Toro, camo 1no ce6e HaMuKe NOJ03PEHHUS HE 3HAYUT, YTO APYyTryUe OpraHU3alyy, OJyYUB
TaKyo MHPOpMalLUIo, 06s13aTebHO OyAyT HANlPaBJATb CBOU cooTBeTcTByoLue CII0. 3To MoxeT
CJIY>KUTb BaXKHbIM 3JIEMEHTOM aHa/Iu3a PUCKOB U NpUBeCTU K paciiupeHHbIM MepaM HIIK. Takum
06pa3oM, IHUPOKOe BHEJPEHNE IPAKTUKU COBMECTHOTO aHa/IN3a U 06'be/JUHEHUS JaHHBIX MOXET
IIPUBECTH K POCTY KOJIMYeCTBa NOJ03peHUN (0COOGeHHO NPU HaJIMYUM yIpeAuTelbHbIX CO00lle-
HUM) U MOXET MPUBECTHU K CYL[eCTBEHHOMY POCTy npuMeHeHUs paciiupeHHbix Mep HIIK, a kak
CJIe[ICTBHE 3TOT0 — K POCTY 3aTpaT Ha CoOJItoZileHue HOpMaTHUBOB. Bce 3To MoXxeT npensTCTBO-
BaTb NIPMMEHEHHUIO MTOJ00HBIX TEXHOJIOTUM WM CTaTb IPUYMHOW NPUHATHUA Mep 10 CHUXKEHUIO
PHCKOB.

6.9. be3onacHocTb

91. C BHeApeHHEM HOBBIX TEXHOJIOTHH /IS 06'beIMHEHHUST K 06PAaBGOTKH JJaHHbIX TPOSIBJISIIOTCSI HOBbIE
CylieCTBEHHbI€ YA3BUMOCTH, a TAK¥KE HOBbI€ BO3MOXXHOCTH AJIA KI/I6epHpeCTyr[HI/IKOB, CBfA3aHHbIE
Cc obHapy)XeHHEeM U WCIOJIb30BaHHWEM HEJOCTAaTKOB CUCTEMBbI Ge3omacHocTd. Hampumep, mpu
IPUMEHEHHUH TEXHOJIOTHH, GOPMHPYIOUIUX IeHTPaJU30BaHHbIA MacCUB JJaHHbIX, BO3HUKAIOT
cepbe3Hble YSI3BUMOCTU B CHCTeMe KHOep6e30MacHOCTH, a TaKKe MPo6JIeMHble MOMEHTHI C 6e3-
OMACHOCTbIO HAa FOCYAApCTBEHHOM ypoBHe. [10SIBJIAIOTCS U Ba)KHbIe MPOIeAyPHbIE COO6PAKEHUST
KacaTeJIbHO TOTO, KTO B KOHEYHOM HTOTe JI0JDKEH CJIeIUTh 32 6e30MacCHOCThIO TaHHBIX B TaKUX
XPaHUJIMLIAX, U KTO OY/leT OTBETCTBEHEH 3a HapylleHHUsI paboThbl CUCTEMBI UJIH B C/Iydasx Kubepa-
TakK. O6'be/JUHEHHE GOJIBIINX 06'bEMOB JIAHHBIX CO3/]ae€T TAK)Ke BO3MOXXHOCTH KaTacTpOopHUIECKH
KPYIHBIX yTeYEK BCETO JIMIIb U3 OJJHOTO UCTOYHHKA. COOTBETCTBEHHO, C POCTOM MacCIITa60B 06b-
eANHEeHHWA JAHHBIX U obMeHa UMHU BO3pacCTaeT ¥ BaXXHOCTb 3alIUThI OT BHYTPUCHUCTEMHBIX YT'PO3.

92. OmpejiesieHHas 3alUTa €CTh 6J1aro/japsi MpPorpeccy B NpUMeHEHUH METO/I0B COBMECTHOI'O aHA/IH-
3a C UCNOJIb30BaHUEM TEXHOJIOTUM TMCEBJOHUMU3UPOBAHUS, IPU YCJIOBUHU OT/AEIBHOTO XpaHEHHUsI
nepcoOHUPUITUPYIOIIMNX CBEJEHUHN U COO/IOIEHUS] TEXHUYECKUX U OPraHU3al[MOHHbBIX MEP 10 HeJ0-
NYLIEeHUIO CBSI3bIBAHMS JIMYHBIX JAHHBIX U KAKOr'0-TMO60 KOHKPETHOT0 WJIM UIeHTUPULUPYEMOro
¢dusnyeckoro Jsivia. TeM He MeHee, HECMOTPSI Ha yCIEXH MCEBJJOHUMU3UPYIONIUX TEXHOJIOTHH, 3a-
KOHO/IaTeJIbCTBO 110 3alllUTe JAHHBIX JIeUCTBYET, U CJe/lyeT BCe ellle YIUThIBAaTh PUCK IIOBTOPHOU
uJieHTUGUKaAMU (OTC/IEKUBAHUSA AAaHHBIX). B 3TUX LeJIIX HY>KHO OLleHUTh HEOOXOAUMbIA 00 beM
paboT, BpeMsi, pecypchbl B COOTBETCTBUU C XapaKTePOM JIAHHbBIX, chepoil UX UCMOJIb30BaHUS, CyIile-
CTBYIOIIMMHU TEXHOJIOTUSIMU ITOBTOPHOW UIEHTUDUKALIUM U CBA3aHHBIMHU C 3TUM U3JiepskKaMu. [Ipu
BHe/IpeHUH MEeTO/0B COBMECTHOT'O aHa/IM3a C UCI0Ib30BaHHUEM IMCEBJOHUMU3UPYIOIUX TEXHOJIO-
MU TaK»ke HeoOX0/IMM CTPOTHUM HAJ[30p CO CTOPOHBI OPTraHOB, 3aHMUMaloIIUXcs Borpocamu H3/I.
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6.10. yCTpaHeHMe Cy6'bEKTVIBHOCTVI B dHAJ/IUTUKE NPU UCNOJIb30BaHUU UCKYCCTBEHHOIO MHTENI/ZIEKTA

93. B oTHOlLIEHUU NPHMEHEHHUS aHAJIUTUUECKON 00paboTku JaHHbIX (UW) g o6beguHeHnss HHOOP-

MallH, BAXKHEH UM CO0OpaKeHUeM SIBJISIETCS TO, UTO UCI0JIb30BaHUE JIF60r0 yIriiy6/IeHHOro Me-
TOJa aHA/IM3a UCKJII0YaeT CyObeKTUBHOCTD U POJIb YEJI0BEYECKOTO PaKTOpa, U, TAKKM 06pa3om,
npeJoTBpaliaeT JUCKPUMHUHALUIO (PEJTMTHO3HYI0, PACOBYIO, TEHIEPHYIO, TIO BO3PACTY, CEKCyallb-
HOM OpHeHTaLMH, HAlMOHAJIbHOCTH U T. /1.). CMelleHre 06beKTUBHOCTH MOXKET ObITh IPUBHECEH-
HBbIM B CUCTeMY (AKTOPOM MOCPEACTBOM BBEJEHHS WM UCKJIOYEHUS ONpefie/IeHHbIX JaHHbIX
JIM60 MpHU MPOrpaMMHPOBAHUM AJITOPUTMHUYECKOH Mojenn?’. 06s3aTesIbHbIM NpU pa3paboTKe
¥ 06y4YeHHHU 3TUM METO/aM SIBJISIETCS UCIOJIb30BaHUeE HENpPeB3SAThIX JaHHBIX U CO3/IaHUEe a/ro-
PUTMOB, He TOAAePKUBAIOIINX CBOMCTBEHHYIO Y€JIOBEKY MPUCTPACTHOCTb U JAUCKPUMHHAI[MOH-
Hble MOTHUBBI.

6.11. MNpaBa Yyenoseka

94. B yeJisix NoJly4eHUs1 KOMMepPYeCcKOH BbIro/ibl YaCTHbIE IPEANPUATUS MOTYT OCYLLLECTBJSITh NPOdU-

JINPOBAaHHWeE YaCTHBIX JIML. B KOHEYHOM UTOre 3TO MOXKET IPUBECTH K JJUCKPUMHUHALMHU (pacoBOH,
reH/lepHOM NOJIUTUYECKOH, peJINTHO03HOH). [103TOMY €O CTOPOHBI Ha/I30PHBIX M KOHTPOJIUPYIOILIHUX
Bornpocs! H3/] opraHoB He06X04MMbI TPe6OBaHHS OJHOM IPO3PAaYHOCTH, CTPOTOr0 MOHUTOPUHTA
Y (MJIM) KOHTPOJISI B OTHOIIEHUH BCEX MHCTPYMEHTOB, IPUMEHSIeMBbIX [JIs1 00'beJUHEHUS JJAHHBIX
Y UX COBMECTHOT0 aHa/IM3a. ITO KacaeTCsl U UHCTPYMEHTOB C UCI0JIb30BaHHEM TEXHOJIOTMH TICeB-
JOHUMHU3UPOBaHU4, TOCKOJIbKY IIPU UX IPUMEHEHHNH €CTb BO3MOXXHOCTb OTCJIeKMBAHUSA JAHHBIX
M3 MaCCHBOB U BbIBEJIEHHUSI TepPCOHAJIBHBIX JAHHBIX C UAeHTUUKALMEN IUIYHOCTH.

20 1151 6osiee noApo6HOM HHPOPMALMH 10 ITHYECKUM BonpocaMm, cBsizanHbIM ¢ U, cm. (FSB, 2017 r. [15]), [Tpusioxkenue B.
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7. Bo3moKHOCTK 60n1ee LLMPOKOro NpUMeHeHUs TeEXHON0rMu
o06beanHeHUa AaHHbIX U YIy61eHHbIX MeToA0B aHau3a

95. Cpezny OTBETOB PECIOH/EHTOB B Ka4eCTBEe BapHaHTa LOCTHKeHH s 60Jiee INPOKOT0 IPUMEHEHHUS
HOBBIX TEXHOJIOTUN 00'beIMHEHUS JaHHBIX U COBMECTHOTO aHaJ/Iu3a, a TaKKe pelleHUs HEKOTO-
PbIX U3 BbILIEYOMSIHYThIX TP06JieM, Haub0Jiee YacTO HAa3bIBAJIOCh MOBbIILIEHUE YPOBHS peryJis-
TOPHOU CTAaGUJIbHOCTH B OTHOILLEHUHU UX IPUMeHEeHUs. B npuBejeHHOM HUXKe pa3jesie 060611e-
Hbl pa3/IMyHble pelleHus, ONpe/ie/ieHHble PECIOHAEHTAMHY M YYaCTHUKAMU YaCTHOTO CEKTODa,
KOTOpbIE€ MOTYT CIIOCOGCTBOBATH G0JIee NIMPOKOMY HCNOJIb30BAHUIO HOBBIX TEXHOJIOTUH /1151 00-
MeHa M aHa/Iu3a JaHHbIX MeX/ly YaCTHBIMU JIMIIAMU. DTU PELIeHUs JAI0T CTapT AUAJIOTY MeXIy
QOAT®, yacTHBIM CEKTOPOM M OpraHaMu, obecneynBaoiMy H3/l, a Takke nepcrneKTUBHBIM MPO-
ektaM QAT®. 3T PpakTOphI CO3/JaHUSA COOTBETCTBYIOIIEN cpe/ibl 60Jiee MIUPOKOTO NPUMeEHEeHUs
CUCTeM 00'be/JMHEHUS JAHHBIX M UX COBMECTHOT0 aHAJ/IU3a 10 COCTOSIHUIO HAa HACTOsIILee BpeMs
He noaTBepKAeHbl DATO.

7.1. K BONpoCy 0 ACHOCTM NO3ULIUK PETYIATOPHDBIX OPraHOB

96. PecrnioH/1eHTBI OTMeYa/Ii PaCcTyIyI0 HEO6X0AUMOCTb Pa3paboTKU CHCTEMbI JaHHBIX, BKIIOYAI0-
el Bce cdeprl, CBI3aHHbIE C 0OMEHOM HJIM 06'be/JUHEHUEM JJAHHBIX YACTHBIM CEKTOPOM, BKJIIO-
yas faHHble no [10/]/PT. locTu4b 3TOro pecnoHAeHTbI Ipe/ijiarajau nyTeM 60/1ee MHTEHCHBHOTO
coTpyauudectBa Mmexay opranamu [10[]/PT (Bkitouas peryastopoB) u H3/. 3To MoxeT cmo-
cOo6CTBOBAThH MOSIBJIEHHUIO CPe/ibl, 6J1AaroNpUsATCTBYIOILEH COKpAIlleHHI0 YPOBHS HEPACIIOJIOKEH-
HOCTH K PHUCKY CO CTOPOHBI CYyO'beKTOB 9KOHOMUKH BCJIe[iICTBHE HAbJII0JAl01erocsl B HaCTOS LN
MOMEHT HeJ0CTaTKa YeTKUX PYKOBOACTB. bosibliast 4acTh OTBEYaBUIMX TAKKe aKLeHTHUpOoBasa
BHHMMaHUe Ha HEOOXOJUMOCTH a/leKBAaTHBIX Pa3bsSICHEHUH CO CTOPOHBI HALMOHAJIbHBIX PUHAH-
COBBIX PEryJATOPOB OTHOCUTENbHO BH/I0B JJaHHBIX, KOTOPbIMU MOTI'YT 06MeHUBaThbcs DY, a Tak-
K€ OTHOCHUTEJIBHO TOT'0, 06€CIeYrBaIOT JIM OPraHU3aLUsAM Te UM HHble TEXHOJIOTUU (HanpuMep,
romoMopdHoe muppoBaHUe U JpP.) U MPOLECCHl UX JaJbHelllee COOTBETCTBUE TPeGOBaHUAM
B OTHOLIEHHWH HENTPUKOCHOBEHHOCTH JJaHHBIX (Ha HALlMOHA/IbHOM Y Ha/JHALlUOHA/IbHOM YPOBHE)
Y 6oJiee Y3KUM HOpMaTUBaM /JIJisl IPeNPUsATUNA GUHAHCOBOTO CEKTOPA. ITO MOXKET JaTh QUHYY-
peX/JieHUsIM YBEpPEeHHOCTb, HEOOX0AUMYIO JI TOTO, YTOObI MHBECTHPOBATh B TEXHOJIOTHH, 00Y-
4yeHHe, KaZIpOBbIH OTEHIIMA] U IPOU3BO/ACTBEHHOE Pa3BepThIBaHUE pelleHrnH B 06J1acTh 06Me-
Ha JJaHHBIMU. AHAJIOTUYHO, PsiJl PECIIOHIEHTOB BbICKA3aJIMCh 32 000611IeHHe U ONy6JINKOBaHUE
coJieprKaTeIbHbIX MaTepUaJIOB C BApMaHTAMU HUCII0JIb30BAaHUSI HOBBIX TEXHOJIOTMH (M3 MpaKTH-
KU NPUMeHEeHUs1) C KOHKPEeTUKOM B pa3pe3e OTZAeJbHbIX HOBBIX TEXHOJIOTHH MO pa3pelleHHI0
BOIIPOCOB, CBSI3aHHBIX C HENPUKOCHOBEHHOCTBIO JJAHHBIX NIPU UX 06MeHe Cy6'beKTaMU YaCTHOTO
CEKTOpa 9KOHOMUKH.

97. OTMevasiu pecrnoH/ieHTbl U HEOOXOAUMOCTb MPABOBBIX M0OJIOKEHUNM HAa HAllMOHAJbHOM yPOBHE
B OTHOILEHHU «06e30IaCHbIX raBaHel», 03BOJISIOLIMX J06POBOJIbHBIA 0OMeH JaHHBIMU MEeXy
@Y nns onpenesieHHbIX Hesel o [10/]/PT Ha ocHOBe NPUHITUIIOB HEOGXOJUMOCTH U COpa3Mep-
HOCTH.

98. B oTHoIIeHHU TPpeGOBAaHUH 0 HeAONMyleHUI0 yTedeK nHpopmanuu mo CI10 psgom pecrnoH/eH-
TOB OTMevaJsiach HeO6X0AUMOCTh BHECEHUSI U3MEHEHUU B PETyJASTOPHBIX TPeGOBAHUAX B OTHO-
menuu CI10, mo3Bosstouux Y 6osiee cBO60HO 0OMEHUBATHLCS CBEEHUSMU O TOM, HAallpaBJIsi-
sock v CI10 o KOHKPEeTHOMY JIMILY WJIM 110 JAHHBIM [110 GakTy].
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7.2. CnocobcTBoBaHUE CO34aHUI0 61aronpPUATHLIX YC10BUMA

99.

100.

MHorure y4yacTHUKH OIIPOCa TaKKe 03KU/IaIu Obl OT KOHTPOJIMPYOLMX opraHoB B chepe [10/ /DT
CO3JlaHUs JONOJHUTEJBHBIX 3KCIepPUMEHTAJbHbIX [IPOrpaMM, NIPAaBOBBIX PEKUMOB, LIeHTPOB
MHHOBALM{ JJisI TeCTUPOBAaHUs HOBBIX TEXHOJIOTUHM aHa/u3a U O6MeHa JAaHHBIMU B YCJIOBUAX
OTCYTCTBUSI KapaTeJbHbIX WU U3JIMIIHE }KeCTKUX Mep MPUHYKAEHUsI CO CTOPOHBI HAa/I30PHbBIX
OpraHoOB Ha cTajuu BHeApeHUs DY ToU UM MHOU TEXHOJIOTMU. ITO CIOCOOCTBOBAJIO Obl POCTY
MHHOBaLMH B 3TOU chepe, oCKoJIbKY Y He cTa/IKUBaJIMCh ObI C HETaTUBOM JlaXKke B CJIy4yasix He-
yZa4HOT'0, B KOHEUHOM UTOTE, 3aMyCKa 3KCIIEPUMEHTATbHOM POrpaMMBbl. YcIiex MoJ00HbIX UHU-
LJMaTHB TaK>Ke 3aBUCUT OT YPOBHSI BOBJIEYEHHOCTH Y B3aMMO/ eMCTBUS HALlMOHAJIbHBIX OPTaHOB,
KOHTPOJIMPYIOLIUX coOMt0eHre TpeboBaHui o H3/l. [locTtaTouHas cTeNeHb UX Y4aCTUS MOXKET
CIOCOGCTBOBATD COIVIACOBAHHOCTH PabOThl, COBMECTHOMY OOYYEHHUIO U JIy4IlIeMy HOHHMaHUIO
CJIO)KHBIX MOMEHTOB, CBI3aHHBIX C yIPaBJeHUEM MOJe/sIMH, TEXHOJOTUAMU MOJeIMPOBaHUs,
croco6aMu BO3/IeMCTBUS Yepe3 aHA/IM3 IaHHbIX HA KOHKpeTHbIe pucku O/[/PT u BapuaHnTamu
MHTeHcudUKaMu 06MeHa JaHHBIMU NIPU cobJ0leHuU TpeboBanui mo H3 /.

DATO Takke 6blM pazpaboTaHbl «PekomeHdayuu, HaNpas/ieHHble Ha N0OJePHCKY NPUMEHEHUS
mextosozutl 8 cpepe I10/]/DT» (Suggested Actions to Support the Use of Technology in AML/CFT)
(cm. Mpunoxenue C), npojpurawliyie chopMyIupoBaHHbIA HAa ¢dopyme B CaH-Xoce (2017 1.)
NPUHLHUI pa3sumusi NO3UMUBHbIX U 0MEemcmaeeHHblX UHHo8ayull. B 3TOM JoKyMeHTe TOBOPHUT-
cs1, UTO HOBbIe TexHosioruM B chepe [10J/PT posrkHbI pa3pabaThiBaThCsl U BHEAPSATHCS C yye-
TOM KaK CyLeCTBYIOLIUX YTPO3, TAK U BO3MOXXHOCTEH, a TaKKe NPpU 06ecrieyeHUH TOro, YTO UX
IpUMeHeHHe He NIPOTUBOPEYUT MeX/YHAPOAHbIM CTaHJapTaM B OTHOLIEHUH HEPUKOCHOBEH-
HOCTH U 3alUThI JJAHHBIX, @ TAKXKe paBU/IaM Ku6ep6e30NacHOCTH.

7.3. CTaHAapPTM3aLMA AaHHbIX U yNpaB/ieHUe 4aHHbIMU

101.

102.

103.

C 1eJsibl0 yydllleHUs] KaueCTBa JaHHBIX HEKOTOpPble PECHOH/IEHTHI BbICTYNAIHM 3a CTaHIapPTH-
3MpoBaHKe GOPMaTOB UX COOPA, a TAKKe 3a CTUMYJIMPOBAHUE HCII0JIb30BaHUS OTKPBITHIX API,
4TOOBI MOXKHO OBLJIO 0OMEHUBAThCA JaHHBIMU MexAy DY. Ha MecTax, B OPUCAUKIUAX, MOXKHO
OBLIO 6Obl, UCIIOJIB3YST PETYIATOPHBIE MEXaHU3MbI B KaueCTBe HHCTPYMEHTOB 0GpaTHOU CBSI3H,
nHpopmupoBaTh PY 0 TpeOGOBAHUAX K KAYeCTBY JIAHHBIX, a TAKXKe BBOJIUTH B JleHCTBUE COOT-
BETCTBYIOII[ME€ MEPHI 110 €ro MOBBIIMIEHUIO [0 IPUEMJIEMOTO YPOBHS.

YTo KacaeTcsa ylpaBJieHUs] JaHHbIMH, PECIIOHJIEHTbl 0c060 0TMeYad HeoOXOAMMOCTb BBeJe-
HUsd B AelicTBUe DY cOOTBETCTBYOLIMX IPHUHIIMIIOB, CTPYKTYP U CUCTEM KOHTPOJISA B LieJisiX obe-
Crie4eHHUs:

a. KayecTBa JaHHBIX, BKJ0Yasl UX MOJHOTY, YKa3aHHe Ha TO, HACKOJIbKO HeJJaBHO OHHU OblIU
cobpaHbl UM 0OHOBJIEHBI, CTPYKTYPHUPOBAHBI JIM B MOAXO/SIIEH [IJIsT KOMIIbIOTEPHOH 06-
paboTku popMe, BO3MOXKHO JIU BJIUSIHHE UCTOYHHMKA JaHHBIX Ha UX UHTepIpeTUpPOBaHUe
WJIU HaZleXKHOCTh; CHO/Ia XKe BXOJAT CpeJiCTBA OLLeHKHU JJOCTOBEPHOCTH JaHHBIX; U

b. ¢ukcanuy HCTOYHMKA UX NPOUCXOXKJAEHUs, BKJIOYas BeJeHHe KOHTPOJIBHOIO »KypHaJa
(«ayauTOpPCKOrOo cefia») B OTHOILIEHUH JaHHBIX.

HpI/IMeHEHI/Ie MeTO/J 0B L[H(l)pOBOﬁ I/I,E[eHTI/I(bI/IKaL[I/II/I JIMYHOCTHU TAK»e€ YKa3bIBaJIOChb CpeJu BO3-
MOX>XHBIX BAPHWAHTOB pelleHHA l'[pO6JIEM C Ka4eCTBOM JaHHDbIX. 3To MoOIJIO 6bI CTaTh U CTaH-
AAPTHBIM MHCTPYMEHTOM, IO3BOJIAKIINUM TpeTbef/‘I CTOpPOHE MoJilaraTbCAd Ha pe3yJibTaTbl UAEH-
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TUPUKALMH, CIOCOOCTBYSI TeM caMbIM 06o0Jiee aKTUBHOMY OOMeHY JaHHBbIMHU. AHaJIOTUYHO,
IIPaBOOXPAHUTEbHbIE OPTaHbl MOIVIU OBl CIY>KUTb UCTOYHUKOM AokyMeHTauuu s HIIK B ot-
HOILIEHUH I0PUAUYECKUX JIUL,. YJacTHe NPaBOOXPaHUTENbHBIX OPraHOB rapaHTHUPOBAJIO Obl CO-
OTBETCTBUE KAXK/[OMY I0pHUIUYECKOMY JIUILY CBOET'0 YHUKAJIbHOTO U/leHTHPUKaTOpa U U36aBUJIO
Obl OT HEOOXOAMMOCTH MPOBEPKU COOTBETCTBUS Ha3BaHHUM.

104. U HakoHel, B KayecTBe 006pasiia Ha3biBaJicsd B Xo/ie onpoca «EAMHBIN cTaHAApT 0 06MEHY UH-
dopmanueii» (Common Reporting Standard, CRS). /lokyMeHT npeAnuchiBaeT OPUCAUKIIUSIM T10-
JiydaThb oT cBoux OV omnpeseseHHy0 HHGOPMALMIO U aBTOMATHUYECKH JEeJUThCS €10 C JPYTUMHU
IOPUCIUKIUAMU (Ha e3Kero/HON OCHOBE) B I[eJISIX MPOTUBO/IeCTBUS YKJIOHEHHUIO OT YIJIaThl Ha-
sioroB. (O3CP, 6e3 gatel [12]) OTBeTHBIIME TaKUM 06pa30M PECMOHAEHTHI CYUTAIOT, YTO MPHU-
MeHEHHE TAKOW MOJIeIM MOXKET CTUMYJUPOBATh 06CYKAEHUE BONPOCA Ka4yeCcTBa JAHHBIX JJIs
o6MeHa umH B 1enax [10/1/PT, nockosbKy COZlep>KUT 0coOble TpebOBaHUS MO CTaHAapPTU3aALUN
JMaHHbBIX (cnenuduurpoBanue HHGOPMAIUH, TOAJIEXKAIIEN COOPY U 0OMEHY ).

7.4. MpUHUMN HenpeaB3ATOCTU NPU UCMO/Ib30BaHUMN UCKYCCTBEHHOIO MHTE//IEKTa

105.B TOM, 9YTO KacCaeTCd npeagoTBpalieHUuA BJIUAHHUA 9€JI0BE€9Y€CKOro (1)3KTOpa U JUCKpUMHWHaALlUN
IpH UCII0JIb30BAHNHU HH, pecCrioHAeHThI NIoOAYEePKHUBAJ/JIUM BAXKHOCTb CHCTEMATHUYE€CKUX ITPOBEPOK
3aKOHHOCTH Y HAJ€XKHOCTHU UCTOYHHKOB JaHHbIX, pPAaCIHMPEHHOT'0 TECTHUPOBAHHA Moaeneﬁ H I110-
CTOAHHOT'O UX MOHHUTOPHHTA. HaanMep, B OTHOIIIEHUH 6JI0Ka AAdHHBIX 11O TEM HMJIK UHBIM JINLIAM
MOXeET HOHaﬂO6I/ITbCH BHeCeHHe JOIMOJIHUTEJIbHOIO TPEHUPOBOYHOI'O UX Ha6opa AJid IMOBbILIEe-
HHUS TOYHOCTU U 0O bEKTUBHOCTU pe3yJibTaTOB.

106. Kpome Toro, B «OcHOBHBIX nosoxkeHUs1x O3CP B oTHomenun UM» (Principles on Al), npuHATBIX
YJIeHaMU 3TOW opraHusanuu B Mae 2019 r,, roBopurcs, 4To cucteMbl MU f10/KHBI CO34aBaThCs
TaKUM 06pa30M, YTOObI COGJII0AAJICS TPUHIUI BEPXOBEHCTBA IPABa, IPaBa 4eJIOBEKa, C yBaxKe-
HHUEM K JIeMOKPaTU4YeCKHUM LEHHOCTSIM U 3THOKY/JIbTYPHOMY MHOT006pa3uIo, ¥ YTO OHU J0JKHbI
COJlep>KaTh COOTBETCTBYIOIIME MPEJOXPAHUTEIbHbIE BO3MOXKHOCTH (HalpuMep, NO3BOJIAIOIINE
BMeIIATeJbCTBO YeJIOBEKa NMPU HEeOOXOJUMOCTH) B IeJIIX 0b6ecriedyeHus CylleCTBOBAHHUS J0-
CTOWHOTO U crnpaBeAanBoro ob6iecta. CucrtemMbl MU Takxe JOKHBI TOJHOLLEHHO, 6€301acHO
Y HaJIeXkKHO PYHKI[MOHUPOBATH B TEUEHUE BCETO CPOKA CBOETO CYIeCTBOBAHUS, TPH 3TOM JI0JIK-
Ha MPOU3BOJUTHCS MOCTOSIHHASA OLlEHKA PUCKOB U yIlipaBJjieHUe UMU. [l0aToMy nepBooyepesHOU
HeoOXOJUMOCTbIO SBJISETCS MOJHOE MOHUMaHWe NPUHLUIIOB UCM0JIb30BaHUS IPOTHO3HBIX MO-
JleJiell B pery/iiTOpHOM KOHTEKCTE Y3Ke Ha Hadya/IbHbIX CTaZiUSIX Pa6OT B 3TOM HamnpaBJIeHUH, T10-
CKOJIbKY OTBETCTBEHHOCTbD 3a Hajijiexallee pyHKIIMOHHpOBaHUe cucteM MU GymeT siexxaThb Ha
yuYpexJeHUsAX U JIULAX, OCYLeCTBIASBIINX UX Pa3paboTKy, BHeApeHUe U sKciyaTanuio. (03CP,
2019 r.[13])
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8. 3aknouutTenbHble NONoOXeHUA

107.

108.

BbickazaHHble COOOPaXKEHUSI MO CUTYallMM C 0OMEHOM YaCTHbIMU AaHHbIMU B chepe [10/1/PT
st DATO He HOBBL. Ho UMeroniyecss 1 akTUBHO pa3pabaThiBawoIMecss TEXHOJIOTUYECKHE HOB-
IIeCTBA MOTYT IpPEAOCTAaBUTb HOBble BO3MOXKHOCTH OOMEHA W aHa/lM3a JAHHBIX AJs GoJiee
ycrnemHoro U 3p¢PeKTUBHOTO OOHApPYKEeHHUs MOTEHI[MaJbHO MOAO03PUTENbHOU AKTHUBHOCTH
Y vcnoJyiHeHUs 06513aTebeTB 1o [10//PT. HoBble TeXHOJIOTUU TaK¥Ke MOTYT NMPEJOCTAaBUTD pe-
IIEHHS 10 YIYYLIIEeHHUI0 3al[UThl MePCOHATBHBIX JJAHHBIX C IeJIbl0 0b6ecriedeHus COBJII0eHHs
HaIlMOHAJIBHBIX U MeX/YHAapOAHBbIX MPaBoBbiX HOpPM mo H3/] mpu o6MeHe u 06pabOTKe WH-
dopmanuu. Tem He MeHee, Nepe/; BHeApEHUEM HEO0OX0JMMO JI0KHBIM 00pa3oM OLIEHUTh CO-
OTBETCTBUE YKAa3aHHbBIX Pa3paboTOK TPeOGOBAaHUAM B OTHOIIEHHUH 3al[HAThI JAHHBIX B TOW WUJIH
WHOU IOPUCAUKIIUA — C Te€M, YTOObI HE OCJIOKHATD 3alIUTY GyHAaMeHTaIbHBIX IPaB U CBOOO/I.
B HEKOTOPBIX PUCTUKIIUSAX, K TPUMEPY, I0/]00HbIe HHUIIUATUBBI B HACTOSIIIlEE BpeMsI MOTYT He
OBITh 3aKOHOATENBHO JOMYCTHUMbIMH.

B HacTos11eEM IOKYyMEHTe OTpe/ie/IeHbl CYLIeCTBYIOIINE U HAaX0/[IIUecs B AKTUBHOHW pa3paboT-
Ke TEXHOJIOTHH, obJierdamonpe oobeJUHEHNE JAaHHBIX U UX COBMECTHBIM aHaimu3 OY, a Takxke
paccMOTpeHbI MOJUTHYECKHE COOOPaKeHH s, TpaBOBble MPO6IEMb] U BO3MOXKHbIE pelleHus, 0
KOTOPBIM BbICKA3aJIUCh PECIOH/IEHTHI. JledCTBUTEe/NbHO, pab0oTa B HalpaBJeHUH UCIOJb30Ba-
HUSI METOJIOB 06'beIMHEHHS 1 COBMECTHOTO aHaAJ/IN3a JAHHbBIX AAeT NMOYBY AJIs 11eJI0ro pPsAAa co-
06paKeHHH MO BOMpocaM MpoleypHOTO XapakTepa. BaxkHo, Hanpumep, 4T06bI PU peaansa-
MU METO/I0B 06'beJUHEHUS TAHHBIX U COBMECTHOI'0 aHAJIM3a B PaBHOU CTeNeHU OlleHUBAIUCh
Y MUHUMU3UPOBAJIUCH JIIOObIE PUCKH, CBSI3aHHbIE C HECKJIOHHOCTBIO K PHCKaM, a TaKXXe C OTKa-
30M A06pPOCOBECTHOMY KJIMEHTY B JIOCTyIe K UHAHCOBOU CUCTEME /10 UCIOJHEHUS MOA06HBIX
Mep. PAT® 6yjeT y4UThIBATh U3JI0XKEHHOE B IAHHOM JIOKYMEHTE NPU BeJIeHUU JlaJIbHEeHIIero
JlHaJIora C KOHTPOJUPYOLUIMMU UcnosHeHue TpeboBanui no [10/1/PT u H3/l opranamy, c pas-
paboTYMKaMU TexHOJI0THH, ¢ DY, a TakKe ¢ APYyTrUMHU NPOPUIBHBIMU IKCIIEPTAMHU [1J1s1 06ecneye-
HUS BO3MOXKHOCTH IMOJIHOI[EHHOTO MPUMEHEHUST U COOTBETCTBHS HAI[MOHAJIBHBIM U MEX/yHa-
POAHBIM NMPaBOBbIM HOpMaM B chepe H3/l HOBBIX TEXHOJIOTHH, KOTOPbIE MOTYT CII0COGCTBOBATh
MOBBIIEHHIO 3P eKTUBHOCTHU JlesiTesibHOCTH 110 [10/1/OT.
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MpunoxxeHue A. Moccapumn

¢ Advanced Analytics — Yr1y6/1eHHBIEe MeTOAbI aHaAU3a. [10/] yr/1y6/1eHHbIMU MEeTOJaMU aHaJIU -
3a MOHUMAaEeTCs U3ydYeHUe JaHHbIX WU COJAEePXKUMOr0 aBTOMAaTUUECKUMU UJIU MT0JIyaBTOMaTH4Ye-
CKUMH CUCTEMAMHU C UCIIOJIb30BAaHHUEM Pa3BUTHIX TEXHOJIOTUH U IIUPPOBBIX CPEACTB, BO3MOXKHO-
CTHU KOTOPBIX, KaK IPaBUJIO, NPEBBIIAIOT TAKOBbIE TPAJAULIMOHHBIX CUCTEM OHM3HEC-aHAJUTHUKH,
C 11eJIbIO MOJIyYeHUs TJIyOOKUX BBIBOJIOB, TPOTrHO3UPOBaHUsl, GOPMYIHPOBAHUSA PEKOMEHAAUH.
TexHos10THY YIVIY6JIEHHOTO aHA/IM3a BKIYAIT UHTEJIEKTYaJlbHbINA aHAIN3 JaHHBIX/TEKCTOB,
CpeZicTBa MallIMHHOTO 00y4YeHHUs], CONIOCTaB/JAeHMe C 1abJ0HOM, IPOrHO3UPOBaHUE, BU3yasln3a-
LU0, CEMAaHTUYECKUW aHa/Ii3, aHaJIM3 3MOLUOHA/JIbHOU OKPACKH, CETEBOU U KJIACTEPHBIU aHa-
JIN3, MHOTOMEPHYI CTAaTHUCTHKY, aHaJU3 rpadoB, MOJeJHPOBaHHE, CIOCOOBI 06PAGOTKU CJIOXK-
HbIX COOBITUN, HEMPOHHBbIE ceTH. [Ipy MpUMeHeHHUU YIyOJeHHbIX METOJ0B aHa/h3a 0ObIYHO
HCI0JIb3YI0TCS 60JIblIMe MacCUBbI aHHbIX (big data).

¢ Application — IIpunoxenue. KomneloTepHoe mporpamMMHoe obecneyeHue, pa3paboTaHHOE
10/l KOHKPETHbIE 33/1a4U M10JIb30BaTEIS.

¢ Application Programming Interface (API) — UHTepdeiic npuK/JIagHOro NporpaMMHupoBa-
HUs. API npezcTaBiisieT cO60¥ Ha6op onpezie/IeHUH U TPOTOKOJIOB ZIJIs1 CO3JJaHUsI U UHTErpUpo-
BaHHUS NPOrpaMMHBIX NpUI0xkeHUH. API mo3BoJisieT ofHUM LUPPOBBIM NPOAYKTAM U CEpBUCAM
B3aMMO/I€HCTBOBATD C APYTUMH.

¢ Algorithm — AsnroputmMm. KoMIb1OTEpHbBIN alrOPUTM NpeCTaBJsIeT CO60M HabOp MOIIAroBbIX
MHCTPYKU WU [1J151 BBINOJIHEHHUS ONIpeie/IeHHOH 3a/1a4H.

e Artificial intelligence (AlI) — UckyccTBeHHbiil MHTELIeKT (UU). UU aBaseTcsa aBToMaTuye-
CKOM CHCTEMOM, CIIOCOOHOU B Ompe/ieJIeHHbIX 33/[aHHBIX YEJOBEKOM I[eJisIX JaBaTh MPOTHO3bI
Y peKOMeH/lalliM, NIPUHUMAaTh pellleHUs], BAUAIOLIME Ha peaJbHYI0 UM BUPTYaJbHYIO Cpeay
(meHcTBys c pa3HOU cTeneHbio aBTOHOMHOCTH). (0O3CP, 2020 r. [14]) Leas MU cocTouT B KOM-
NbIOTEPHON aBTOMAaTH3allMM HEKOTOPBIX ACEKTOB aHa/IN3a, MOTEeHI[MaJlbHO BbICBOOOXK/jasi IpU
3TOM YCHJIMS YesI0BeKa /Jis BhIMIOJIHEHUS 60Jiee TOHKHUX 33/]ay, a TaKXe B MOJYYEeHUU BbIBO/IOB,
K KOTOPBIM YeJIOBEK MOT U He NPUUTHU. B ocHoBe UMW siexkaT MHOTOKOMIIOHEHTHbIE TEXHOJIOTUHU
C MHOTOYHCJIEHHBIMU NPUJIOKeHUAMU. He cyliecTByeT eZJHHOr0 MHEHHUSI 110 TIOBOAY TOTO, B YeM
COCTOUT «MBbIIIJIEHUE» U «UHTEJIJIEKT», UJIHA YTO €CTh «IOJHOCTbI0 aBTOMaTU4YeCcKu». ECTb pajn
kateropuil U, HO B 1es10M, B pa3/IMi4HOU cTeneHH, cucteMbl MW co37al0T «yMHbIe MalllUHBIY,
coyeTawlye IpeJHaMEePEeHHOCTb, MHTE/JIEKTYaJIbHOCTb W aJalTUBHOCTD. B HacTosee BpeMs
CHUCTeMbl MAalIMHHOT'O 00y4YeHUs SABJISIIOTCS HanboJiee U3BeCTHOUM M pa3BuToi ¢opmoit UN.

¢ Bigdata — BoJsibine MaccUBBI AAHHBIX («60/IbIINeE JaHHBIE»). CoBeTOM 10 GUHAHCOBOM CTa-
ounpHocTH (Financial Stability Board) gaHo Takoe onpe/iesieHHe MOHATHUS «O0JbIINX JJaHHBIX»:
«OTPOMHBIE 06'bEMBI JIAHHBIX, FTeHepUpPyeMble BC/IeJCTBUE BCe BO3PACTAIOLIET0 HCI0/b30BaHUS
IMGPOBBIX UHCTPYMEHTOB M MHPOPMALMOHHBIX CUCTEM», TAKHUX KaK JaHHble 0 GUHAHCOBBIX
TPaH3aKLUMAX, UHGOPMaLMs COLHaNbHBIX CETeH, MalllMHHbIE JJaHHbIe (HallpUMep, BBIYUCIUTE b-
Hasl ceTb «MHTepHeT Belel» (Internet of Things), JaHHbIE KOMIIBIOTEPOB U MOOUJIbHBIX TeJledo-
HoB). (FSB, 2017 r. [15])

¢ Black Box — «YepHbIi samuK». [loHATHE «UepHBIN AIMK» OTHOCUTCS K TexHosorusam MU /ma-
IIMHHOT0 00Y4YeHUs U AP., KOTOPhIe He SBJSAITCS MPO3PAYHbIMU U UHTYUTHUBHO MOHSTHBIMU 4e-
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JIOBEKY, HE IPpeJOCTAaBJIAKT HAaAJIeXKallly10o I/IHCl)OpMaL[I/IIO B OTHOIIEHHWH IPUHATHUA UMU peLLIeHPIfI
" NMOJIYy4YeHHA paCi€THBIX L[aHHbIX/pESYJIbTaTOB, T. €. B OTHOIIIEHHUH TEXHOJIOTHUH «4epHOoro Auu-
Ka» eCTb HEJJOCTATOK 0O'BbSICHUMOCTH.

Benchmarking — ConmocraBuTebHBbIN aHa/aU3. CONOCTAaBUTENbHBIN aHAJU3 — 3TO MOAXO/]
K OINpe/ieJIEHUI0 peajlbHbIX U OTHOCHUTE/bHbIX BO3MOXKHOCTEHN MPOLLECCOB, MPOAYKTOB HJIU CEP-
BHCOB, OCHOBAHHbIX Ha ONpe/ieJIeHHbIX TEXHOJIOTHSX, @ TAKXKe K BbISIBJIEHHIO TPo6JieM, CBsSI3aH-
HbIX C 3pPEKTUBHOCTHIO PABOTHI, MyTEM TECTUPOBAHUS B CPABHEHUM C HAWIYYUIMMHU JOCTUT-
HYTBIMU MMOKA3aTeJNsIMU B OTHOILIEHUH onpeieleHHONW QYHKIIUHY, 3a/]a4U UJIH 1eJH (BHYTPH TOH
WJIM UHOW OpTaHMU3alluy, 10 OTPAC/H B LIEJIOM WU B APYTOX OTPACIH), C IPUMEHEHUEM NIPEieb-
HbIX PAab0YUX XapAKTEPUCTHUK, PACCIMTAHHBIX MO CIIeIUPHUIECKUM CPAaBHUTETbHBIM KPUTEPUSIM.
MeToA COMOCTaBUTEJbHOTO aHA/N3a MOXKET MPUMEHATHCA AJis u3MepeHUs (CpaBHEHHs) MOKa-
3aTesied YHKIMOHUPOBAHWS HOBOM TEXHOJIOTUX B CPAaBHEHHH C N10KA3aTEJNSIMU CUCTEMBI, IPU-
MeHSIBIIENCS 10 TOTO, IU60 C MOKA3aTeJIMU JJPYTUX HOBBIX TEXHOJIOTUH.

Collaborative Analytics — CoBMecTHbINA aHaau3. /Il OoCylleCcTBIeHUsI COBMECTHOTO aHaJU-
3a JJaHHbI€ He IepeMellaloTCAd U He LHEeHTPAJIM3YyITCA, YTOOBI [IPOAHAJIM3NUPOBATb UX BMECTE
C APYT'MMH JaHHBIMHU. Hao6op0T, AHAJTUTUIECKUH I/IHCT]I)YMGHTapI/Iﬁ «IMPpUXOAUT» K JaHHBIM OJId
UX aHa/M3a. ITO obJierdyaeT obecrneyeHre 6€30NaCHOCTH JaHHBIX U KOHTPOJIb HaJ| OJlyYeHUEM
JIOCTyNa K HUM (KTO, C KaKOU LieJIbI0 U K KAKUM JIaHHBIM UMeeT J0CTY).

Cybersecurity — Ku6ep6e3onacHocTb. Kubep6e30mnacHOCTb sIBJseTCs 6oJiee MIHUPOKUM Tep-
MUHOM, 4YeM «06e30TaCHOCTD JJAHHBIX», U OTHOCUTCS K KOMIIJIEKCHOMY MPOIEeCCY 3aIUThI IaHHBIX
" CUCTEM IlepeMellleHUd, XpaHEeHHUAd U aYTEHTI/I(bI/IKaLU/II/I YKAa3aHHbIX JaHHbIX.

Data pool/pooling — O6beauHeHUe JAaHHBIX. JTO Npolecc 00 beMHEHUS TUPPOBIX AAHHBIX
13 Pa3HbIX UCTOYHHUKOB C I10JIy4eHHueM 6oJiee II0JIHOTO U [10J1Ie3HOr0 Habopa AaHHbIX AJI aHa/IM3a
(B T. 4. JIIO6BIM KOJIM4ECTBOM Obpaliaroiuxcs). Takue KOMIJIEKTbI JaHHBIX LleHTPaTU3y0TCH.

Data security — be3onacHOCTb JaHHBIX. JTO ONpeJeeHue OTHOCUTCA K MPOLIECCy 3alUThl
JIQaHHBIX OT HEeCAaHKLMOHUPOBAHHOTO JOCTYNA U OT HMCKaXKeHUsl MHQOpMaLMU B TeyeHHe Bce-
ro BpeMeHU ee CyLeCTBOBaHUSA. Bk/o4aeT MeTO/bl 3alMThl JAHHBIX BO BCEX NMPUJIOKEHHUAX
)41 nnaTcl)opMax: ].LII/I(l)pOBaHI/Ie AAaHHBIX, XeIINpOBaHHE, TOKEHU3alud, yIIpaBJIeHHUEe KJIIYaMH.
Be3onacHOCTb JaHHBIX — 60Jiee y3Koe OHATHE, YeM «KMOep6e30MacHOCThb».

Data standardization — CraHgapTusanusa AaHHbIX. CTaH/[apTU3aLUs AAHHBIX MPEJCTABJIS-
eT co60l NMpuBeieHNEe K eJuHOMY GOpMaTy AJIs TOro, YTOObI M0J1b30BaTENN MOTJIM UX 06paba-
TBIBAaTh U aHAJIM3UPOBATh. ITOT NPOLECC OUEeHb BaXKEH JIJI1 BO3MOXXHOCTH 06PabOTKH GOJIBLINX
MacCCHBOB JIaHHbIX, IPUMEHEeHHs1 METO/0B YIJIy0JIEHHOI'0 aHa/IN3a, pa3paboTKU U MPUMeEHEHUs]
JIPYTUX HOBEHIIUX UPPOBBIX MHCTPYMEHTOB U MeTOAWK. HanmpuMmep, B pa3HbIX OpraHMU3aLUsIX
dopmar npescTaBieHUs1 GUHAHCOBBIX JAHHBIX MOXKET Pa3HUTHCS. [Ipy moMoly npouecca cTaH-
JlapTHU3al {1 JaHHBIX OHU PUBOASITCS B 0611YI0 GOPMY, YTO O3BOJISIET IPUMEHSITh IIEpe0Bble
METO/ bl KPyITHOMACIITAaGHOr'0 aHa/IU3A.

Digital Identity (ID) Systems/solutions — Cucremsl/pemenus nudpoBon uaeHTUPUKa-
puu (LLU). Cucremsl/pemenuss U — 3To cucteMmbl (IpOAYyKTbI/CepPBUCH]) UAeHTUDUKALUY,
OCylecTBJsALLIMe Npolecc ueHTUUKanuu/BepudunupoBanus auL, (GU3HMUECKUX WU IOpU-
JINY€eCKUX), CBA3bIBast MOATBEPKAEHHYIO IMYHOCTD € IMPPOBBIMU JAHHBIMU U UCHOJb3Ys UG-
pOBOE€ OATBEPK/IeHHEe U IOTEeHIIMa/IbHO Jpyrrie GakTopbl ayTeHTUPUKALMU /151 YCTAaHOBJIEHUS
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(HO,E[TBep)KL[eHI/IH) JIMYHOCTH TOI'O WJIM KHOT O JIKMLa (T. €., 4TO JIML 0, 3adBJIAIOIIEE O cebe Kak Ta-
KOBO€, MMEHHO 3THUM JIMIIOM U HBJ’IHGTCH).

¢ Distributed Ledger Technology (DLT) (a.k.a. blockchain) — TexHoJ/iorus pacnpejejaeHHOT0o
peectpa («610K4eiiH»). [lonsaTue DLT TeXHOJIOTUH OTHOCUTCS K TUIY TEXHOJIOIMYECKOT0 MPO-
TOKOJIa, I03BOJIAIOILET0 OAHOBPEMEHHBIN JOCTYII, BaJWJaLMI0 U 0OHOBJIEHUE HEU3MEHSEeMOT0
11u$poBOro peecTpa, pacnpezie/IEHHOI0 Ha MHOXKeCTBO KOMITbIOTEPOB (U, Kak MpaBUJIO, HA MHO-
»KeCTBO OpraHU3al WU UM JIOKALUH), T. e. co3/laeT pacnpe/eseHHyo LUdpoByo 6a3y JaHHbIX.

¢ Deep Learning (DL) — [lty6okoe o6y4yeHHe. TexHOIOTHU TJIyOOKOr0 06yUYeHUs1 — 3TO Mepe-
JlOBOM THIl MAlIMHHOI'0 00Y4YeHUs, IPU KOTOPOM HCKYCCTBEHHble HEPOHHbIe ceTH (aJropUT-
MbI, B OCHOBY pPab0Thbl KOTOPBIX MMOJIOKEHbI NPUHIMINBI QYHKLHMOHUPOBAHMS MO3ra Yes0BeKa)
C MHO>XeCTBEHHbIMHU (TJIyOMHHBIMU ) CJI0SIMU 00y4aOTCA Ha 60/IbLIOM 00'beMe IaHHBIX B YCI0BU-
SIX BBICOKOU CTelleHU aBTOHOMHOCTHU. ANropuTMbl DL MHOTOKpaTHO BBINOJIHAIOT 3aJlaHUe, pa3 3a
pa3oM fopabaTbiBasi pe3yJibTaT, YTO MO3BOJIsIeT MAllMHAM pPellaTh CJ0KHbBIE 3a/1a4u 6e3 BMella-
TeJIbCTBA YeJIoBeKa.

¢ Digitalisation — HudpoBusanusa. PacnpoctpaneHue 1udppoBbix TexHOJ0TUH. [ludppoBrzanus
npejcTaB/isgeT co60i NpuMeHeHHe [UPPOBBIX TEXHOJOTUHN U JaHHBIX JJI1 U3MeHeHUs1 OU3HecC-
MO/ieJ1Y, BO3/1eICTBUS Ha METO/Ibl BBINOJIHEHUS paboT, U3MeHeHHe IPUHIIMIIOB B3aUMO/IeCTBUS
KOMIIAaHUH U ee KJMEHTOB U CO3/JaHUs HOBBIX BO3MOXKHOCTEHN MOTYYEeHHUs [J0X0/,a U TeHEpHUpPOBa-
HUS JJONIOJTHUTEJbHON CTOMMOCTH.

* Digitisation — OuudpoBka, nepeBoj B nupporoii popmat. OrdpoBKka — 3TO MeEpPeBO/, AaH-
HbIX, ”HQOPMaLMHY, TeKCTa, U300paKeHUH, 3ByKa WU APYTrux GpopM aHAJOroBOro npescTaBie-
HUS JJAHHBIX B IMpoBor popmMaT (6UHAPHBIN KOA), KOTOPbIN MOXeT 06pabaThIBaThCsl KOMIIbIO-
TEPOM.

¢ Dynamic data — /IuHaMu4eckue gaHHbIe. [loHATHE JUHAMHUYEeCKUX JJaHHbIX OTHOCUTCS K He-
MPePBIBHOMY, TOCTOSIHHO U3MEHS0LeMycs MPPOBOMY MOTOKY JJAHHBIX B PEXHUMeE PEaTbHOTO
BpeMeHH (B OTJIMYHE OT CTAaTUYECKUX WJIM NMOCTOSTHHBIX JJaHHBIX, C Te4eHHEeM BPeMeHHU OCTaro-
IMXCcsl 60JIbIIENd YaCThI0 HEU3MEHHbBIMHU).

¢ Explainability — O6bsAcHUMOCTb. B KOHTEKCTe HOBBIX TEXHOJIOTUM MOHATHE 06BICHUMOCTH 03-
HayaeT, YTO TEXHOJIOTHYeCKHe MPOLeCChl, pellleHUsl UM CUCTEMbI MOTYT GbITh 0OBSCHUMBIMHU (HC-
TOJIKOBAaHHBIMH), TOHATHBIMH, U TI0 UX JEUCTBUSM U pelleHUsM MOXKHO HOJIy4YUTh oT4eT. [Ipu co-
6J110/leHNY IPUHIMIA 0GbSICHUMOCTH €CTh HaZJlexxallee MOHMMaHKe TOro, Kak cucremMa paboTaeT
Y KaK POU3BOAUT pe3ysbTaT. O06bsICHUMOCTD SIB/ISIETCS 6a30BbIM YCJIOBUEM JIOBEPUTENBHOIO U OT-
BETCTBEHHOI'O UCIOIb30BaHUSA [TexHoIorui]. [Ipy UCoIb30BaHUU TEXHOJIOTUM 06bsicHuMoro MU
pe3y/bTaT MoJIy4yaeTcsl HA OCHOBE MTPO3PayHbIX JAHHbIX, IEPeMEHHbBIX U TOUeK MPUHSATHUS PeLIeHHH.

¢ FinTech — ®uHTeX, prHAHCOBO-TEXHO/IOTUYECKHE pelneHUs. [loHaTue «PUHTEX» B LIUPO-
KOM CMBICJIE IPUMEHAETCH B OTHOIIEHUHN HCI0JIb30BaHUSA HOBBIX M HAXOJALIMXCA Ha CTaJUHU
pa3paboTKH LUPPOBLIX TEXHOJOTUH B PUHAHCOBOM CEKTOpe JiJIl LIMPOKOTO CHEeKTpa Liesei.
[lepBoHaya/JbHO TEPMUH B OCHOBHOM NPHUMEHSJICS K TEXHOJOTMYECKUM MHHOBALMAM B HOBBIX
$UHAHCOBBIX NPOAYKTAX U yCJayrax AJis KIMeHTOB (MOGHJIbHbIE NJIATEXHU, IPeJ0CTaBJIeHUE OH-
JIaliH miaTdopM, npeAsararmliiux 6oJee 6bICTpoe KpeJUTOBaHHe GU3NYECKUX U IOPUAUYECKUX
JIUL, QJITOPUTMHUYECKHEe UHCTPYMEHTh! cOepexeHUH U MHBECTULUH, IJIaTeXXU B BUPTYaJbHON
BaJIIOTE, IPUBJIeUeHHE pecypcoB (KpayAdaHUHT) U AeN03UTOB (JUCTAaHLIMOHHBIN IPHUEM YEKOB,
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MOGUIBHBINA 6aHKHUHT). Ceituac PUHTEX TaKKe BKJIIOYAET B cebsl MCII0JIb30BaHUE HOBBIX U HaX0-
AAIUXCA HA CTaAUU Pa3pabOTKH TEXHOJIOTUH /i1 aBTOMATHU3UPOBAHHOTO BhIMOJHEHUSA QYHK-
UM IPOMEXYTOUHBIX U CIYKEGHBIX CUCTEM NMPEANPUATHH, TAKUX KaK UCI0JIb30BaHUE aJITOPHUT-
MOB U 60JIBIIUX MAaCCUBOB JIaHHbIX, U 1 MalIMHHOT0 06y4eHUs, a TAKKe CBA3bIBAET AaHAJUTHUKY
KPYIHBIX PaCYeTOB B OTHOIIIEHUH, HATIPUMeED, LIEeHHBIX 6yMar, IepUuBaTUBOB, KPYITHOMACIITa6bHO-
ro UHAHCHPOBAHUS U IJIATEXKeH C JIeHCTBUSIMH, HallpaBJIeHHbIMU Ha COGJII0/leHre HOPMAaTHB-
HbIX TpeboBaHU (cM. onpegenenue «RegTech» Hmke). OxkugaeTcs pa3paboTka U APYTUX CIOCO-
60B NpUMEHEHHUS.

Fuzzy logic — HeyeTkas joruka. OiHa u3 pazHoBuAHocTel MU, ncnonb3ytolias OTKPbIThIN He-
onpeJe/ieHHbIH CIIEKTP JAaHHbBIX U 06pabaThiBaloLlasi HECKOJbKO 3HAaYeHUH C MoJlyyeHneM psjia
NPOMEXKYTOUHBIX pe3ynbTaToB MexAy «JA» u «HET» (Hanpumep, «onpe/ie/ieHHO, 1a», <BO3MOXK-
HO, /Ia», KHeOMpeJleJIEHHO», KBO3MOXKHO, HET», «ONpe/leJiIeHHO, HeT»). CUCTeMbl HAa MPUHITUIIAX
HEeYeTKOW JIOTUKHU JAI0T ONpe/ieJIeHHBbIM pe3y/abTaT NPU HeolpeJeseHHbIX, JBYCMbICIEHHBIX,
VCKQ)KeHHbBIX, HETOUYHBIX (HEeueTKUX) BBOAHBIX, UMUTHPYS MPOLLECC NPUHATHUSA peLleHUH JyeJsio-
BEKOM TOYHee, YeM TPaJUIMOHHAs JIOTUKa «Ja/HeT». [I[puMeHsieTca B annapaTHbIX CPeJICTBAX,
NpPOTrpaMMHBIX POAYKTAaX UM KOMOUHHUPOBAHHO.

Internet of Things (IoT) — «MHTepHeT Beleii». ITo 106a/bHasA CETb BCEX MOJKJIIOUEHHBIX
K MHTEepPHETY NMPUOOPOB U MAllWH, COOUPAIOUIUX, OTChLIAININX, 0OMEHUBAIONIUXCA JaHHBIMU
Y IPOU3BOAALIMX HAJl HUMHU JIeUCTBUS, UCII0JIb3Ys BCTPOEHHbIE JATYUKH, POLIECCOPBI U KOMMY-
HUKAI[MOHHOe 060pyZ0BaHUe 6e3 BMellaTeAbCTBA YyesoBeka. [0T reHepupyeT orpoMHOe KOJIH-
YeCTBO JIAaHHBIX B peaJlbHOM BpeMeHH, KOTOpble MOXKHO aHAJIM3UPOBAThb U UCI0JIL30BaTh IieJjie-
BbIM 00pa3oM, B T. 4. /JIJIsl TOJIy4eHUs: GU3Hec-pe3y/ibTaToB (cM. «big datay).

Interoperability — OnepanuoHHas coBMeCcTUMOCTB. [lo/] onepanuoHHONW COBMECTUMOCTbIO
Mo/ipa3yMeBaeTCsl CIOCOOHOCTD Pa3/IMYHbIX UHGOPMAI[MOHHO-TEXHOJIOTUYECKUX CUCTEM U MPO-
rpaMMHOTO obecneyeHUs1 KOMMYHUIUPOBAaTb, 0OMeHUBAThCs JAHHBIMU U GeClpeNnsTCTBEHHO
MCII0/1b30BaTh UHGOpPMaILMIO B peajJbHOM BpeMeHH, IPY 3TOM BCe YYaCTHUKU HUMEKT BO3MOXK-
HOCTb paboTaTh BO BCEX CHUCTEMaXx.

Machine Learning — MamnHHoe o6yuyeHue. OHa U3 pasHoBuaHoCcTel WU, «obyyatomias»
KOMIIBIOTEPHbI€ CUCTEMBI YIUTbCA Ha JAdHHBbIX, I/ILLeHTI/I(l)I/ILlI/IpOBaTb 11a6JIOHBI U IIPUHUMATD pe-
IIeHUsl IPY MUHUMaJIbHOM Y4YaCTHU YesioBeKa. TeXHOJIOTMH MAlIMHHOTO 00y4YeHHs BKJIIOYAIOT
dbopMUpoBaHUe NOCJeA0BaTEJbHOCTH JAeHCTBUU [/ pellleHHs 3alaud B aBTOMAaTUYEeCKOM pe-
»)KHMe IIoCpe/iCTBOM y4eTa IpeJblAyIIero onbiTa U C IpMMEeHEeHUEM aJITOPUTMOB paclio3HaBaHUA
11a6JI0HOB NPY OrpaHUYEHHOM y4acTHH 4YeJIOBeKa UM 6e3 Hero, T. e. 3T0 MeTO/| aHa/iu3a JlaH-
HbIX, aBTOMAaTU3UPYOLUHI IOCTPOEHHE aHAJIMTUYECKON MOJeIH.

Machine Readable Regulation — MammnHouMTaemoe peryJiupoBaHue. 3aMellaeT eCTeCTBEH-
HO-sI3bIKOBbIE IOpUIMYECKHE MPaBUJIA MPOrPaMMHBIM KOJIOM, MO3BOJISISI UCIOJIb30BaThb UCKYC-
CTBEHHBIN MHTEJJIEKT JJISl IpeJjOCTaBJIeHUs PeTyAATOPHON OTYETHOCTH.

Natural language processing (NLP) — O6pa60oTKa ecTeCTBEHHOT0 fA3bIKa. BeTBb 1Y, no3Bo-
JISI01Asi KOMIbIOTEpaM MOHUMAThb, UHTEPIPETUPOBATH U OTIEPUPOBATH €CTECTBEHHBIM SI3bIKOM.
NLP faeT BO3MOXHOCTb JIFOAAM F'OBOPUTDh C MalllMHAMH.

Privacy Enhancing Technologies — TexHosoruy mnoBbIlIeHUS] KOHQUAEHLIUATbHOCTH.
«Cl'[eL[I/IaJ'II/ISI/IpOBaHHbIe BO3MOXXHOCTHU LHI/I(l)pOBaHI/IH, IMO3BOJIAKOIIWE IPOU3IBOAUTDL paCYEThI I10
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6a30BbIM JIaHHbIM 6€3 06513aTeJIbHOTO UX PACKPBITHS BJaJie/IblieM JJaHHbIX. JTa Ke TEXHOJIOTUS
obecreyrBaeT OTCYTCTBUE J,0CTyNa BIaJle/IbLia JaHHbIX K COAEPKaHHUI0 0K CKOBBIX 3alIPOCOB, TPU
3TOM 3alpoChl U UX pe3y/abTaThl OCTAIOTCA 3allIMPPOBAHHBIMU (JIMOO He PACKpPLIBAIOTCS) U [J10-
CTYIHBI TOJIbKO GopMupoBareJto 3anpoca». (Maxwell, 2020 . [16]) TakuM 06pa3oM, 3TO OHATHE
BKJIIOYAET PsiJ} TEXHOJIOTMH, UCIIO/Ib3YIOLMX LIM(POBaHHUE, IPUMEHEHHUE KOTOPBIX Lie/1IeCO006Pa3HO
IpeK/ie BCero /i 3allUThl HEMPUKOCHOBEHHOCTH JJAaHHBIX PY UX UCTO0JIb30BaHHUU.

¢ Real-time analytics — AHa/in3 B pexKMMe peajibHOro BpeMmeHHM. [IpescraBisieT cob6oit npo-
11ecC MallMHHOT0 06y4YeHHUs, IPU KOTOPOM CHUCTeMa 06pabaTblBaeT U aHAJNU3UPYeT TOJIBKO YTO
3arpy:KeHHble JJaHHble U cpa3y (IpaKTUYeCKHU B peKUMe pealbHOr0 BpeMeHH ) reHepupyeT 3Ha-
YUMbIH pe3ysbTaT (MHGOpPMaIMIo, IPOrHO3, pelleHue).

¢ Real-time data (RTD) — /laHHbIe B peajibHOM BpeMeHHM. [1og RTD noHumaeTtcst undopmarus,
npejlocTaBJisieMas cpasy rnocje c6opa, c 06ecredyeHrEM ee aKTyaIbHOCTH. Takue JJaHHbIe TT03BO-
JIAKOT OCYILIECTBJIATDb dHAJIM3 B pE€KHMMeE peaJIbHOI'O BpEMEHU U MOT'YT OBbITH AWHAMHW4YECKHNMH NN
CTaTUYeCKUMHU (HaNpuMep, HOBbIH BBOJI, YKA3bIBAIOIIMKA Ha KOHKPETHOE MEeCTOPACIOJIOKeH e
B KOHKpPETHOE BpeMsi).

¢ Regulatory Technology (RegTech) — PerysisituBHbIe TexHo10ruu. RegTech npezcrasasioT co-
6011 moaTun FinTech. Mcnosib3y10T HOBbIE TEXHOJIOTHHU AJis1 06ecredeHus 60Jiee IOJHOTO U 3ddek-
TUBHOTIO (110 CpPaBHEHUIO C IPUMEHSIOIUMUCS ) COOTBETCTBHUS PETYISATOPHBIM TPeOOBAHUSIM.

¢ Responsible Innovation — OTBeTcTBeHHasi MHHOBaLus. IHHOBALIUY SBJISIIOTCSA OTBETCTBEH-
HBIMH, €CJIM OHU TOAXOJAT JJisl 1leJie U COOTBETCTBYIOT HOPMAaTUBHBIM TpeGOBaHUSAM, B T. Y.
B cdepe 10/ DT, 3amuThl HHTEPECOB NMOTPEOUTENENH, KUOEpHE30TaCHOCTH, 3alllUThI HEMTPUKOC-
HOBEHHOCTH JINYHBIX TaHHBIX.

¢ Smart machines — «YmMHble MamIuHbI». KoMIbIOTEpHBIE allIapaTHO MPOTrPaMMHbIE CUCTEMBI,
ycrnoJb3ylouue aaroputMmsl MU, «YMHBle MallMHbI» pa3pabaTbIBAlOTCS AJIS NPUHATUSA pellle-
HUM, 4acTO MpPHU MCII0JIb30BaHUM JAaHHBIX B peajlbHOM BpeMeHHU. B oT/inuue OoT nmacCUBHBIX Ma-
IIMH, KOTOPbIE CIOCOOHBI TOJBKO HAa MexaHUYeCKHe WK Mpeonpe/e/éHHble peaKliH, YMHbIe
MallMHbI UCTOJIb3YIOT AATYUKH, ITUPPOBBIE JJAHHbIE U BO3MOXXHOCTH JIUCTAHIIMOHHOT'O BBO/a,
KOMOUHHUPYIOT UHPOPMALMIO U3 3TUX Pa3HbIX UICTOUHUKOB, MTHOBEHHO aHAJIM3UPYIOT BBEJE€H-
Hble JJaHHbIE U IeUCTBYIOT HA OCHOBAHUH TAKOT0 aHa/IM3a. YMHbIe MallMHbl UMUTHUPYIOT paboTy
YeJIOBeUYeCKOTr0 UHTEJIJIEKTA, UCIOJIb3Ys Nepe/oBble BLIYUCIUTEbHbIE POIEeCChI, /s oJyve-
HUS BbIBOJIOB HAa OCHOBE MTHOBEHHOT'0 aHaJ/IM3a JJaHHbIX.

e Static data — CraTuuyeckue gaHHble. PUKCUPOBAHHBIN HAbOp JAaHHBIX, KOTOPbIE MMOCje UX C60-
pa 0CTarTCA HEM3MEHHbIMHU.

¢ Supervised learning — KonTposinpyemoe o6y4yeHue. [Iponecc MalmMHHOTO 06y4eHus, 00y-
YaUMU aJIFTOPUTMBbI ITPU TOMOIIA TPOTHO3HBIX MO/ieJield ¢ BBeJIEHUEM B aJITOPUTM 33/IaHHBIX
pPEe3y/IbTaTOB, T. €. MPOUCXOAUT 0OyUYeHHe aJITOPUTMOB Ha mpuMepax. [lapa BXOJAHBIX U BBIXO/I-
HbIX JJAHHBIX (pa3MeuyeHHble JaHHbIE) JlaeT aJITOPUTMY OOPATHYIO CBSI3b, HA OCHOBAaHUU KOTO-
poli (TpeHUPOBOYHOTO HAGOPA JJAHHBIX) TOT KOPPEKTUPYET MOJIesib JJisi MUHUMU3AIUU OlIH-
60k. Hanpumep, Ha6op JaHHBIX AJis 06yIEeHHUsS MOXKET COCTOSTh U3 U300paKEHUN Pa3JIUYHBIX
’KUBOTHBIX C COOTBETCTBYIOLEH MAapKUPOBKOH, MO3BOJISIOIIEN aJIFTOPUTMY CPABHHUBAThH IPOTHO-
3MpyeMblid BApUAHT MAapKUPOBKHU C BepHbIM. [Ipy KOHTpPOJIMPYyeMOM OGYYEeHHUH HCMOJIb3YeTCs
KOHTPOJIbHBIM HA6OP JJAaHHBIX JJisl OI[eHKH NPOorpecca aJIr0OPUTMa B U3yUYeHUH MOJIEJIH, A TAKXKe
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HpOBepO‘-IHbIﬁ Ha6op AJ1d OLL€HKH pa6OTbI MOJ€eJIN Ha paHee HEN3BECTHBIX en JAAdHHBIX C TEM,
YTOOBI onpeaesIuTb S(b(l)eKTI/IBHOCTb yCBO€HHUA MOAEJIbIO TPEHUPOBOYHBIX JAHHBbIX W IOHATD,
MOXET JIK OHa UX O606IllaTb AJIA TI0JIy4€HH A HOBBIX.

Supervisory technology (SupTech) — Haa3opHsblie TexHO10THM. M clT0/Ib30BaHUE HA/I30PHbI-
MU OpraHaMH HOBEHILIUX TEXHOJIOTHH [IJIsl OCYIeCTBJIEHHS HaZj30pa U IPOBEPOK.

Unsupervised learning (a.k.a. unsupervised machine learning) — HekoHTpo/impyemoe 06-
yuyeHue (HEKOHTPO/JIMpyeMoe MallIMHHOe oGy4eHue). [Iporecc MalilMHHOTO 0Gy4Y€eHus, TO3BO-
JISIIOIIMH aJICOPUTMaM aHaJIM3UPOBATh U 00'beJUHATD Hepa3MeveHHble HaboPbl JaHHbIX /151 BbI-
SIBJIEHUS] CKPBITBIX MAG/JI0OHOB, FPYNIHUPOBAHUSA JAaHHBIX UM OTKJIOHEHUH 6e3 BMellaTe/ bCTBA
YyeJioBeKa. AJITOPUTM aHAIM3UPYyeT UMEIOLIMecs JaHHble, HAXOAUT KOPPEJSIMA U B3aUMOCBSI3U
6e3 kJII04Yel MyTeM nosydeHuss UHGOpMaL MU U IPyNNUPOBaHUs NOJO0OHBIX 00'bEKTOB, OCHOBBI-
BasiCh Ha HUYEM He OrpaHUYEeHHOM HabJII0JeHUH U UHTYHULUU. C yBeJIMUeHHEM KOJIMYeCcTBa UC-
M0JIb3yEeMBbIX aJITOPUTMOM JAHHBIX BO3PACTAET TUATEJbHOCTb U TOYHOCTb MO/IEJTMPOBAHUS.
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Mpunoxenue B. lononHutenbHble npumepbl B cpepe Regtech

NO HOBbIM TEXHO/IOrMAM aHa/M3a U 0bmeHa AaHHbIMMU

(no Tematuke NOA/PT) mexxay npeacTaBUTENAMM YAaCTHOrO CEKTOpa
3KOHOMUKM

3awmndposBaHHbIe 3anpocbl: IKCNEePUMEHTA/IbHAA NPOrpaMmma ¢ UICNoIb30BaHUEM FrOMOMOPPHOro
wudposaHus

Komnanus cheprl Regtech B mapTHepcTBe ¢ DY BHeapsieT MexK6AHKOBCKYIO CUCTEMY OOMeHa UH-
dbopManmeil NoBbILIEHHON KOHQUJEHIIMAJIbHOCTH. ITa TEXHOJIOTUS C IPUMeHeHHeM roMOMOpd-
Horo mM$poBaHUs M03BOJIsSIET BHEAPATH 3aliMdpPOBaHHbIE 3alPOChl N0 PUHAHCOBLIM NpeECTY-
IJIEHUSIM, a TaKXKe 110 COOTBETCTBHIO KOMILJIAeHC TPe6OBaHUAM NMPU 06ecrieueHUH COOTI0eHUS
peryJasaTopHbIX HOpM. B HacTosiiee Bpemsi Regtech-komnanus u @Y paboTaroT B HanpaB/eHUU
NpHBJIeYEeHUsI B NPOrpaMMy U ApPYrUx GAaHKOB, ONpeJeJisiloT HOBble BapUaHThl NPUMEHEHUs
(B T. 4. BHYTPpHMGAHKOBCKHE TPAHCTPAHUYHbIE BAPUAHTbI IPUMEHEHUS, CBSI3aHHbIE C pEHTUHTaMHU
PHCKOB KJINEHTOB Y MO/ZeJIbHBIMU IOPOraMU) U JBUTAIOTCA B HAIlpaBJIeHUH IPOU3BOACTBEHHOIO
pa3BepTbIBaHUs. [oMoMopdHOoe mudpoBaHUe B JAHHOM CJydyae ClieljdajbHO IpUMeHseTcs AJ1s
3alMThl KOHPHUJEeHIIMaIbHOW HHPOPMALMHK OT PACKPBITHUS, HO IPH 3TOM YYAaCTHUKH CUCTEMBI
MOTIYT UCNO0JIb30BaTh JaHHble B TOM 4UCJ/le U JPYTUX yIpexJeHUH [/ X aHa/lM3a U CONOCTaB-
JleHusd. [IpenMylecTBa COXpaHSIOUIMX NPUBATHOCTb aHAJUTHYECKUX WHCTPYMEHTOB COCTOUT
B BO3MOKHOCTH [TOMCKOBBIX 3alIPOCOB yYaCTHUKAMU 6€3 pacKpbITHUS APYT APYTY UX YCIAOBUM. ITO
npeJoCcTaBJ/isieT NO0TeHUaJIbHbIM yYaCTHUKAM BO3MOXHOCTb BECTH aHAJIMTUYECKYI0 paboTy pu
OTCYTCTBUH PUCKOB PACKPbITHS, YTEUKH HUHPOPMALUU U HApYLIeHUsl PeryasTopHblx HOpM. Oc-
HOBHBIM MPENSTCTBUEM /151 JAHHOTO MPOEKTA SABJISIETCS HeJOCTAaTOYHAs YeTKOCTh IPOSICHEHUSA
CO CTOPOHBI PeryyiATopa B OTHOLIEHUH TOT0, KAKOTO THIA JAHHBIMU MOXHO 0OMeHUBAThCH, IpU
KaKHUX YCI0BHUSAX U KaK.

CoBmecTHaa aHanuTnuYeckaa nnatpopma (fepmaHma)

Komnanus us cdepsnl FinTech B napTHepcTBe ¢ KOHCOPUUYMOM BeAyIIUMX 6AHKOB, MOCTABIIMKA-
MU IPOrpaMMHOr0 obecreyeHrsi ¥ HayYHbIMU pab0THUKAMU 3aHUMAIOTCS pa3paboTKON HOBOM
00 be/JMHEHHOW aHATUTHUYECKOU MAAaTHOPMBI Jisi 60pbObl ¢ PUHAHCOBBIMU MPECTYILJIEHUSIMHU.
Takas niatdopma O6yAeT cofepkaTb UHCTPYMEHTAPUH AJi 00beJMHEHNS] U aHAJIM3a JaHHbBIX
c 1esibto o6MeHa Mex 1y PY GrHaHCOBBIMU JJAHHBIMU U JAHHBIMH O TPAH3aKLUAX. DTO MO3BOJUT
HOJIyYUTh HOBBIE CBE/IEHHUSI B OTHOLIEHUH MO/Ie/IN IOBEJEHUS IPECTYITHUKOB U 00 UX CETAX, KaK
Oy/leT NOHATHO 110 pe3y/ibTaTaM aHa/IM3a 10 CUCTeMeE B 11eJI0M, a He TOJIbKO o KaxkgoMy DY B oT-
JleJIbHOCTU. IMes TaKy1o aHaJIUTUKY, UHYy4YpexAeHus [epMaHuy U Bcelt EBponbl cMOTyT BUZIETh
00111y10 KApTUHY aKTUBHOCTU CBOUX KJIMEHTOB B paMKax 60Jiee IIMPOKOU PHUHAHCOBOM CUCTEMBI,
TEM CaMbIM 3aTATUBas y3€eJ BOKPYT OTMbIBAHUS IEHET Yepe3 BhbIsIBJIeHUE PeX /e CKPbIThIX B3a-
MMOOTHOILIEHUH U Mo/Jiesiel oTepalMOHHOTO OBe/eHH .

Nnatdopma gna ngeHTMPMKaymum KANeHToB
(Ha npumepe BHegpeHUA B cTpaHax CeBepHOro pernoHa)

Kommnanus us coepnl Regtech 6b11a ocHoBana B 2019 r. mecTbio BeAyIUMHA GaHKaMU CTPaH
CeBepa B KauyeCTBe COBMECTHOW HWHUIMATUBBLI [/ pelleHHUs BOMNPOCOB, BO3HUKAIOLUX
B CBfI3M C HOpPMAaTHUBHbIMU TpeboBaHUsAMU B chepe [10/] 1151 pblHKA 3TOro peruoHa. banku-
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OCHOBaTeJ/IM pa3paboTay o6LUMi CTaHAAPT JAHHBIX B OTHOIIEHUU HHOPMAL UK JJis UJIeH-
Tudukauuu kaueHtoB (3CK), koTopas JocTynHa N0CpesCTBOM COOTBETCTBYIOIIUX CEPBUCOB
uJleHTUPUKALMY KOMIIAHUK U [UPPOBOH NmaTPopMbl, cofeprkalleil mopTal KOHEYHOTO 10-
TpebuTess/noab3oBaTens. [lnaTdopmMa NOMHOCTHIO aBTOHOMHA U JOCTYyNHA JAJIsS UCHOJb-
30BaHHUS YYACTBYOILUMU B MPOoeKTe GUHAHCOBBIMU YUPEXKAEHUAMH, HYXKJAOLUMUCS B Ha-
JIe>KHOH U corJiacylouleiicss C HOpMaTUBHBIMU Tpe60oBaHUAMHU HHOpMaL UK 0 KaveHTax. OHa
obecreyrBaeT JAOCTYI U UCNOJIb30BaHUEe PUHAHCOBBIMU YUYPEXAEHUAMHU 3TOH HHGOPMALUHU
0 KJIMeHTax B KayecTBe 6a3bl JJisl NPOBeJeHUs1 COGCTBEHHOUN OLleHKH PUCKOB. JTO UJET Ha
N0J1b3y U UX KJHEHTaM, IOCKOJIbKY YeM Bblllle KJIUEeHTOOPUEeHTUPOBAaHHOCTb DY, TeM Jer-
4ye BbICTpauBaTb (pUHAHCOBble B3aWMOOTHOUIeHHUs. KOHTpoJb HaJ, B3aMMOOTHOIIEHUSAMU
C KJIMEeHTaMU OCyIllecTBJsieT caMo (uHyupexeHUe. KoMmnanus obecneynBaeT HENPUKOC-
HOBEHHOCTb NepPCOHAJIbHBIX JAHHbIX B IporpaMMe NOCpeCTBOM NPUMeHeHHs 6e30MacHON
ru6pUJHON 061a4HON apXUTEKTYPhI, B IPUHLIMI PaboThl KOTOPOU 3a/102KeHbl MOMEHTHI 6e3-
ONACHOCTH U HENPUKOCHOBEHHOCTH JaHHBIX.

MUcnonb3oBaHue nHAeKca GUHAHCOBOM NPECTYNHOCTU

YT0O6BbI Jiyyllle pacCYMThIBATh PUCKU PUHAHCOBBIX NpeCcTyIJIeHUH baHk A Hayas UCIIOb30BaTh
vHJekc puHaHcoBou npectynHocTu (Financial Crime Index) Regtech. UHjekc mo3BoJisieT uc-
[0JIb30BaTh COOCTBEHHBIE JaHHbIE 6aHKa IJI0C UHPOpPMALHIO0 U3 0011eJ0CTYIHbIX UCTOYHUKOB
B KOMOMHAIMU C 3aKpbITOM 6a301 fJaHHbIX Regtech aus exxemecssuHoro ¢gopMupoBaHus 0611ero
nokasareJsisl pucka GUHAHCOBBIX MPECTYIJIEHUH, B JONOJHEHHUE K I0Ka3aTessIM U 0TYeTaM 110
JleBATHU TEMaTHUKaM B chepe pUCKOB GUHAHCOBBIX NPECTYIJIEHUH.

3awmweHHan nnatpopma CKBO3HOro WwugposaHUa

Kommnanue#t u3 cpepsnl Regtech 6b1s1a cozpana ninatrpopma o6MeHa nHPopManue U JaHHbI-
MU, T03BOJIA01IAsA 6aHKaM U ApyruM OY o6MeHHBaThCcsd UHGOpMallMel, OTHOCsALIelcs K cde-
pe [MO/l. Uudopmarusi, 06MeH KOTOPOH MPOU3BOJUTCS MOCPEJCTBOM 3TOU MaaTHOpPMbI, MO-
»KeT UCNO0JIb30BaThCA AJISI MHAUBUAYAIbHbIX COO6OLIeHUH (3anpockl UHGOpMaLMK) WU A5
00'beJUHEHUs] JaHHBIX M0 TUIY «OJAUH KO MHOTMM» (one-to-many), 4To nossoJiseT ®Y: 1)
peliaTh 3aja4M Kak 1o 6o0Jiee NPOCTbIM 3alpocaM (HalmpuMep, YBeJLOMJIEHUs O CaHKLUSAX,
COTJIaCHO KOTOPBIM TpebyeTcs JOoNoJHUTeNbHasd MHPopManusa oT PY KOHTpareHToOB), Tak
Y 2) IpoBOAUTH 60Jiee CJI0KHbIe COBMECTHbIE paccjeloBaHUsA (HanpuMep, pacciejoBaHUeE 110
yBeJOMJIEHUSIM MOHHUTOPUHTA TPaH3aKL MU 2-ro YPOBHS, Kacalluecs psja yupexJeHuit),
a Takxe 3) paclIUPUTH JJaHHbIE, UCIIOJIb3yeMble /Jis HajJlexallell IpoBepKH BbICOKOPHUCKO-
BbIX KJHEHTOB (HanpuMmep, o6MeH JaHHbIMU B oTHouweHUU [1/1J], cCOTpyHUKOB peruoHasb-
HOrO TaMOXEHHOT0 yIpaBJieHUs], KOHeYHbIX 6eHePpHIIMapHbIX COOCTBEHHUKOB, HCTOYHUKOB
GHUHAHCOBBIX CPEJICTB U T. 1I.).

[lnatdopma co3zaHa c NpUMeHeHHEM CKBO3HOro wudpoBaHus. Bce naHHble, nojsexaliue
0o0MeHy, 3aljMIleHbl KJH4YaMU WHPPOBaHUA M NMApOJbHOW 3amUTOU. Jlng 06beMHEeHUS
JlaHHBIX NpPHUMeEHseTCsd OJHOCTOPOHHee mHMdpoBaHHE U XelUIMpOBaHUe, NMo3TOMy DY Mo-
KeT JeNuTbcsl HHPopMalell co MHOXeCTBOM pelUNHUeHTOB (BepuduKayus ayTeHTUYHO-
CTH JJaHHBIX UK $alioB A8 oOMeHa NPOU3BOAUTCA NMPHU MOMOILM XellMpoBaHUsA). Bnaje-
Jien; n1aTGOPMbl He UMeeT JJOCTYINa K KaKUM 6bl TO HU 6blI0 He3alMPPOBAHHBIM JIaHHBIM,
Y 1aTpopma obecrnedyuBaeT NOJHYIO KOHTPOJIHUPYEMOCTb NOCPEACTBOM QUKCALLMU BCEX KPU-
TUYEeCKHX ONlepalui.
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Moa6op Bcnenyto ¢ Ucnonb3oBaHMEeM romomopdHoro wudpoBaHUa

KoMnaHus-pa3paboTYMK NpOrpaMMHOro obecreyeHust paboTasa ¢ ToCyAapCTBEHHBIM OPraHoM
Ha/| 3KCIePUMEHTaIbHbIM IPOEKTOM, MO3BOJIAIOIUM OCYLIECTBAATb N0A60D JAaHHBIX BCAENYI0
C McnoJib30BaHUueM romomopdHoro mudpoBanus. [ocoprany Tpe6oBaIoCh cCOOGUPATD U MPUBS-
3bIBaTh JJaHHbIE, [10JIyYeHHbIe U3 HECKOJIbKUX YAaCTHBIX U FOCYJapCTBEHHbBIX HCTOYHUKOB, BKJIIO-
4asl HecKoJIbKO DY, /1/19 cTaTUCTUYeCKUX Liesiell popMUpOBaHUS 061eCTBEHHON NOJUTUKU. Pa3-
paboTYMUK NPUMEHUJ KOMOHUHALUIO TEXHUYECKUX U CTPYKTYPHBIX Mep KOHTPOJIsI, YTOOBI MOKHO
ObLJI0 BHOCUTB 3alIMPPOBaHHbIE JAHHBIE TAKUM 06pa30M, 4TO:

1. Tosapko 3amrdpoBaHHas UHPOpPMaAIMs NOCTYNAET U3 NMPOrpaMMHOMN cpeJibl BHOCSILETO
JIaHHBIE;

2. [0 TOTO, KaK JJaHHble IOCTYNIAT PeLIUIIMeHTY, OCYLeCTBUTb UX IPUBS3KY HEBO3MOXHO: [/
KOHBEPTHPOBaHUs 3al1MPPOBaHHBIX JJAHHBIX B KOMIIOHYEMbIH, pa3MeyeHHbI! MaccUB pe-
LIUIIMEeHTY TpebyeTcsa NOCPeAHUK, TPETbsl CTOPOHA;

3. peuuInUueHT He MOXKeT 06paTUTh Npoljecc 06pabOTKU U MOJYYUTh UCXO/IHbIE JAHHbIE, HO
MOXKeT JieJIaTh MPUBSI3KY MacCHBOB.

[IpoeKT ycheuHo npoJIeMOHCTPUPOBAJ BO3MOXKHOCTb MPUBS3KH JIaHHBIX K 06IIeMYy MPU3HAKY
TaK, YTOObI OH He OblLJI BUJIEH KaKOW-JIH60 CTOPOHE IMOCJe TOTO, KaK JaHHbIE TIOKUHYJIU CPey
penunyeHTa. 3TO AaeT 3alU[ATy NPUBATHOCTU PU3NUYECKHUX JIMII, HO B TO K€ BpeMs M03BOJISIET
OCYIIeCTBJIATH JleMoTpaduueCKUi aHaIu3 JJis [jeJied BBIpab0TKH COOTBETCTBYIOIEH MOJTUTHKHY.
TexHoJ/IOTHSA B HACTOSAIIEE BpeMsI MPOU3BOAUTCS B BeJITMKOGPUTAHUHM M UCIIOJIb3YETCS MOopase-
JIeHHWeM rocy/lapCTBEHHOM cucTeMbl 3/ipaBooxpaHeHus (National Health Service Digital).
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NMpunoxxeHune C. PeKomeHaauuu, Hanpas/sieHHble Ha NOAAEPKKY
npumeHeHusa TexHonoruii B cpepe NOA/PT

OTBeTCTBEHHOE IPUMEHEHNE HOBBIX TEXHOJIOTUH, BKJIIOUAsl TEXHOJIOTUH UPOBOHN UAEHTUDH-
Kalluy U NepesioBble pelleHus B 06/1aCTH MOHUTOPHUHTIA M aHa/IM3a onepanui (B T. 4. COBMeCT-
HbIM aHA/IM3) MOXKET COJIeHCTBOBATh 3G PEKTHUBHOMY, C yUE€TOM PUCKOB, BHeJpeHHI0 CTaHapTOB
@®ATO® B rocyjlapCTBEHHOM U YaCTHOM CEKTOpE, a TAKXKe PaCIIMPEeHHUI0 AOCTyNa K GUHAHCOBBIM
yCJIyraM.

HmxenpuBeeHHbIE [T0JIOKEHHUS TPOABUTAIOT cHopMynrupoBaHHbIN Ha popyme B CaH-Xoce npuH-
yun passumusl NO3UMUEHbLIX U 0MEemcmeeHHbIX UHHo8ayull, yTBepKaeHHbId ®ATD B 2017 1.
HoBble TexHosioruu B chepe [10/1/DT nomkHbl pa3pabaThiBaThCSA U BHEAPATLCA C yYETOM KakK
CYLIECTBYIOIMX YTPO3, TAK U BO3MOXKHOCTEH, 06ecnedrBasi, YTOObI UX IPUMEHEHNE HEe TPOTUBO-
peuunsio MeXXIyHapoAHbIM CTaHAApPTaM B OTHOILEHUM HEMPHUKOCHOBEHHOCTH U 3alIUTHI JAHHBIX,
a Tak)e MpaBuiaM KH6ep6e30MacHOCTH.

1. Co3sjaHMe KakK roCyAapCTBEHHBIM, TaK U YaCTHBIM CEeKTOPOM 06J1arONpUATHOMN cpebl JJis
OTBETCTBEHHbIX UHHOBAIUH C 11eJ1b10 noBbllieHUs a¢pdekTuBHOCTH [10/]/DT:

i. HHHOoBayuoHHbIE peweHus, obaezyarowue umniemenmayuio mep I0//PT, exkarouas
oyeHky puckos, HIIK u dpysue mpebosaHusi; ycuieHue npoeepok U KOHMpoJsi.

ii. IlosnoxcumenvHble npumepbsl ManpHUSGL{UU BHYMPEHHUX cucmemM npexcHux nokoJie-
HUT U/1U 3aMeHA UX HOBbIMU MeXHOA02UIMU.

iii. Coomeemcmeyujue Mmepbl KOHMPOAs U PYHKYUU 0151 HOBbIX pewleHUl 8 obaacmu
[10/]/®T, 8kar04as: 0661CHUMOCMb U NPO3PAYHOCMb NPOYECCO8 U pe3y/1bmamos; KOH-
mpo/ib CO CMOPOHbLI 4e108eKa; cob6a00eHUe NPUHYUNO08 HENPUKOCHOBEHHOCMU U 3d-
Wumbsl 0AHHbIX; cmpoeaasl Kubep6e3onacHocmsy,; coomeemcmeaue JAy4WuUM npumMepam
npuMeHeHus U cmaHdapmam Ha 06WeMupo8oM U HAYUOHA/IbHOM YPOBHe, A makice
mexHU4ecKuM cmaHdapman.

2. OGecreyeHHe HEMPUKOCHOBEHHOCTH U 3allMThI JJaHHBIX IPH BHEeJ[PEHUH HOBBIX TEXHO-
JIOTUH:

i. O6ecneueHue delicmayrowell npagoeoli 0CHOBbI 0151 06PA6OMKU hepCOHAAbHbIX JaH-
HbIX NPU 8HedpeHUU HOBbIX MEXHO/102ULL

ii. 3awuma auuHoli uHopMmayuu 8 coomeemcmeuu ¢ HAYUOHAJIbHbIMU U MeHCOYHAPOO-
HbLMU NPABOBLIMU HOPMAMU.

iii. O6pabomka O0aHHbIX 8 SIBHbIX, KOHKPEMHbIX U 30KOHHbIX YeasX, 8 coomeemcmauu
€ HAYUOHA/NbHbIMU U MEHCOYHAPOOHBIMU NPABUAAMU.

iv. Iloddepicka omeemcmeeHHO20 pazgumusi U 8HedpeHusl UHHOBAYUOHHbIX MEeXHO/10-
2ull, obecheyusarWUx coXpaHeHue KOHEPUOIeHYUAAbHOCMU, 8 YeasX NO/AHOYEeHHO20
aHaausza u obmeHa uvgpopmayueti no 110/]/®T (npu coxpaHeHuu HENPUKOCHOBEHHO-
cmu 0aHHbIX).
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3. Ilpoasukenue nHHoBanuu B cdepe [10/1/PT, B 0CHOBHBIX NPUHIIMIIAX KOTOPbIX 3aJI0’KEHO
pacuiMpenue AocTyna K puHaHCOBBIM YCIyraMm:

i. MuHumuszupogame npensmcmeus 015 60j1ee WUpoko2o docmyna K (puHaHCO8bIM YC-
JIy2aM hocpedcmeom paspabomku U 6HedpeHUs1 UHHOBAYUOHHbLIX peuweHUll.

ii. Obecnevumb omeemcmeeHHbIl N00X00 K UHHOBAYUAM 8 COOMEEeMCcmMauu ¢ yeasimu
@PATP no cnocob6cmeosaHuro pacuupeHuo docmyna Kk puUHaHCOBbIM YCAy2aM.

4. PaspabaThIBaTb U PacHpoOCTPaHITb TMOKHE, HENpeAB3sAThble M0 OTHOLIEHHUIO K TOW WJIH
WHOM TEXHOJIOTHH, OCHOBAHHbIE HA pe3y/IbTaTax, a TAK)XKe COOTBETCTBYIOIME PUCK OpUEH-
TUPOBAHHOMY MOAXO0/Y NOJUTHUKY U IPUHLMUIIBI peryJIMpoBaHus B cdepe MHHOBAL M.

i. Paccmompemb 80npoc 8AUSIHUSI HOBbIX MEXHO102Ull KOMNJEKCHO, 8 KOHMeKcme co-
nymcmeyrnuwux um op2aHu3ayuoHHO-CMPYKMYpPHbIX U3MEHEHULl, UX 803MOMCHble He-
npedHamepeHHble nocsiedcmeus u obwee eausHue Ha aggekmusHocms [10/]/DPT,
a makdice Ha pacwupeHue docmyna K QUHAHCOBbIM YCAY2aM.

ii. Co3damb u (uau) 06HOBUMb YemKUe NPO2PAMMHO-NOAUMUYECKUE NPUHYUNbL U PYKO-
800cmea, Uucho/1b308aMmb NPUMepbl U AyvUwUe 8apUAHMbl NPUMEHEHUS, HOPMAMU8bl
(npu Heob6xodumocmu) 8 yeas1X UHUYUUPOBAHUS U CMUMYAUPOBAHUS] 0MEemMCmMeeHHO-
20 npuMeHeHUst HO8bIX mexHos02ull 8 cpepe T10/]/DT.

iii. IIpogodumbs KoHCysnbmayuu ¢ Koajne2amu U NOOHAO30PHbIMU O0p2aHU3AYUAMU 015
paspabomku codepixcaHusi cOOM8emcmayuux npo2pamMHoO-noAUMU4ecKux npoyec-
€08 U npoyeccos NpuHAMuUSs peweHUll.

5. OcymectBasTh MHPOPMUPOBAHHBIN KOHTPOJIb

i. Ioayvame onbim u 3HaHUS 8 cihepe HOBbIX MEXHO.102Ull 0151 0becneyeHUsl 803MONCHO-
cmu UH@POPMUPOBAHHO20 pe2yAUpPO8aHUs U HAA30pd 3d UX NPUMEHEHUEeM, 8 M. Y. 015
KOHKpemHbIX yeseti coomeemcmaeusi mpe6osarusm no [10/]/PT.

ii. Haxodumb eapuaHmbvl 00HO3HAYHO NOI0HCUMENLHO20, 4eMKO 0YEPUEHHO20 NPUMEHEHUS
HOB8bIX MeXHO102Ull 0151 0OCywjecme1eHuUsl nposepok U koHmpos 8 cpepe I10/]/DT.

iii. Oco3Hasamv pUCKU U N0/1b3Y HOBLIX MEXHO/102Ull, NOHUMAMb codepiHcaHue coomeem-
CMeyWUx Mep N0 MUHUMU3AYUU PUCKO8 8 Ye/s1X COXPAHEHUS UX NOJI0HCUMEAbHO20
go3delicmaus.

iv. Hcnoab3o8ams mexHo02uu 0151 yCO8EPUEHCMB0BAHUSI KOHMPOAS HAO UCNO/IHEHUEM
Mep no [10/]/PT.

6. IlpogBurarth u crioco6CTBOBAThL COTPYAHUYECTBY

i. CompydHuuamy, KOOpJUHUPOBAMb YCUAUSI C COOMBEMCMBYIOUWUMU Op2aHAMU (8 MoM
yucse 3aHumarwjumucs eonpocamu H3/]) das codelicmaus sbipabomke 8ce06seM10-
wWez0, c02/1aC08aHHO20 NOGX00d K NOHUMAHUK PUCKO8 U N0/1b3bl NPUMEHEHUSI HOBbIX
mexHo1o2ull 8 yeasix [10/]/PT, a makaice K peuleHUI C8s13AHHbIX C IMUM NPOOAEM.
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IL.

1.

Paccmompemb 803MoscHOCMb c030aHUs1 cpedbl compydHuyecmaa 0415 CmuMyaupo-
8AHUSI ME}CNPABUMENALCMBEHHBIX U (U/1U) MeXcCeKmopa/ibHbix (20cydapcmeeHHblll/
uyacmtbwlli cekmop) uccaedo8aHuli, a makice pazpabomku HO8bIX MeXHO/102Ull U UHHO-
8AYUOHHbBIX peweHUl.

Yuacmeosamv 8 MexncdyHaApOoOHbIX Npo2paAMMAX NO PA3BUMUIO 2100A/1bHbIX NPUHYU-
nos, pe2yAupyuux Ucnoab308aHue Ho8blX mexHoso2ull 045 yeael [10/]/DT, ¢ menm,
umob6bl cnOCO6CcMB0BAMb UX COOMBEMCMEUI0 NPUHYUNAM COO100eHUs] Npas vesose-
Ka, Mepam no 6o.1ee nosaHoU umnaemenmayuu npunyunos I[10/]/PT e obwemuposom
Macuimabe, obecneyeHur Kubepb6e3ondacHocmu, HenpukoCHO8eHHOCMU U 3aujumbl
JaHHbIX, @ mMakdxe coomeemcmeyruwumM MmexXHU4YecKuM U ompac/aesbiM cmaudap-
mam.

© FATF/OECD 2021



KpHTI/IllecKaﬂ OILICHKAa 06%6}1””6]]”9{ JaHHBIX, COBMCCTHOI'O aHaJIM3a 1 3alllUThl JaHHBIX I

CCbINIKM U UCTOYHUKN MHPOPMaLUK

EBA (2020 r.), Boavwue /laHHble u paculupeHHbIU aHAAU3 JAHHbBIX.

EDPB (2020 r.), 3asieseHue 0 3aujume nepcoHa/1bHbix 0aHHbLX, 06pabamuvl8aemblx 8 C8s13U
¢ npedomepaujeHueM ommbl8aHusl deHez U (PUHAHCUPOBAHUS meppopu3sma, https://edpb.eu-
ropa.eu/sites/edpb/files/files/file1/edpb_statement 20201215_aml_actionplan_en.pdf.

OATD (2017 r.), PyKoeoacmeo no 06JvzeHy UH@popmayuetl 8 HacmHoMm ceKmope

FinCEN (2020 r.), Pazdea 314(b) UngopmayuonHozo Brosiemens,
http://www.fincen.gov/sites /default/files /shared /314bfactsheet.pdf.

FSB (2020 r.), Ucnosb308aHue HAO30pHbIX U pe2yaupyroujux mexHo.102ull 8Aacmsamu
u pezyaupyemuiMu yupexcoeHusmu, ctp. 32, http: //www.fsb.org/2020/10/the-use-of-superviso-

ry-and-regulatory- technology-by-authorities-and-regulated-institutions-market-developments-
nd-financjal- ility-implication

FSB (2017 r.), UckyccmgeHHbl1ll uHmMeA1eKm U MawuHHoe o6yyeHue 8 cihepe (hUHAHCOBbIX YCaye,
https://www.fsb.org/wp-content/uploads/P011117.pdf

GLEIF (6e3 patsl), 3Hakomcmeso ¢ kodom udeHmugpukayuu ropududeckoeo auya (LEI),
http://www.gleif.org/en/.

IIF (2019 r.), TpaHczpaHu1Hble NOMOKU OQHHbIX - NPeodoaeHUe 02PaHUYeHULl, CBSA3AHHbIX

c 10kaausayuell daHHbIx, http://www.iif.com/Portals/0/Files/32370132_iif data flows_across
borders_march2019.pdf

Maxwell, N. (2020 r.), HHHO8ayuu u duckyccuoHHbll dokymenm: [Ipumepsl UCNOAb308AHUS
aHaU3a OAHHBIX C COXPaHEHUeM KOHPUIeHyua1bHocmu 04151 60pbobl ¢ PUHAHCOBLIMU

npecmynseHusimu, http: / /www.future- fis.com/uploads/3/7/9/4 /3794525 /ffis innovation and
discussion_paper_-_case_studies_of_the_use_of privacy preserving _analysis_-_v.1.3.pdf.

McAfee (2020 r.), Ymo maxkoe Cloud Security?
http://www.mcafee.com/enterprise/en-us/security- awareness/cloud.html.

Microsoft (2016) r., ToMomopgHoe wugposaHue
http: //www.microsoft.com/en- us/research/project/homomorphic-encryption.

© FATF/OECD 2021

[13]

[11]

[9]

[17]

[21]

[19]

[18]

[2]

59


https://edpb.europa.eu/sites/default/files/files/file1/edpb_statement_20201215_aml_actionplan_en.pdf
https://edpb.europa.eu/sites/default/files/files/file1/edpb_statement_20201215_aml_actionplan_en.pdf
https://www.fatf-gafi.org/publications/fatfgeneral/documents/guidance-information-sharing.html
https://www.fatf-gafi.org/publications/fatfgeneral/documents/guidance-information-sharing.html
https://www.fatf-gafi.org/publications/fatfgeneral/documents/guidance-information-sharing.html
https://www.fsb.org/2020/10/the-use-of-supervisory-and-regulatory-technology-by-authorities-and-regulated-institutions-market-developments-and-financial-stability-implications/
https://www.fsb.org/2020/10/the-use-of-supervisory-and-regulatory-technology-by-authorities-and-regulated-institutions-market-developments-and-financial-stability-implications/
https://www.fsb.org/2020/10/the-use-of-supervisory-and-regulatory-technology-by-authorities-and-regulated-institutions-market-developments-and-financial-stability-implications/
https://www.fsb.org/wp-content/uploads/P011117.pdf
http://www.gleif.org/en/
https://www.iif.com/Portals/0/Files/32370132_iif_data_flows_across_borders_march2019.pdf
https://www.iif.com/Portals/0/Files/32370132_iif_data_flows_across_borders_march2019.pdf
http://www.future-fis.com/uploads/3/7/9/4/3794525/ffis_innovation_and_discussion_paper_-_case_studies_of_the_use_of_privacy_preserving_analysis_-_v.1.3.pdf
http://www.future-fis.com/uploads/3/7/9/4/3794525/ffis_innovation_and_discussion_paper_-_case_studies_of_the_use_of_privacy_preserving_analysis_-_v.1.3.pdf
https://www.mcafee.com/enterprise/en-us/security-awareness/cloud.html
http://www.microsoft.com/en-us/research/project/homomorphic-encryption

60

I KpHTI/I‘{ecKaﬂ OILICHKAa 06'})6,"“4”6””9[ JaHHBIX, COBMCCTHOI'O aHaJIM3a U 3alllUThl JaHHBIX

Microsoft Azure (6e3 naTbl), KoHgudenyuarbHble ebrvucaeHus https://azure.microsoft.com/en- [6]
us/solutions/confidential-compute. (o coctosinuio Ha gekabpb 2020 r.).

03CP (2020 r.), [IpuHyunsvl UCKYycCMBEHHO20 UHMe1/1eKma [16]
https://www.oecd.ai/ai-principles.

03CP (2019 1), [Ipunyunsi ucCKyccmeeHHO20 UHmMe11eKkma [15]
http://www.oecd.org/going- digital/ai/principles/.

03CP (6e3 gathi), Blockchain Primer, http://www. .org/finan ECD-Blockchain-Primerpdf [8]
(o coctosiHMIO Ha iekabpb 2020 1.).

03CP (6e3 gaThl), Ymo makoe o6wuti cmandapm obmeHa uHgopmayueti (CRS)? [14]
http://www.oecd.org/tax/automatic-exchange/common-reporting-standard
(o coctosiHUIO Ha iekabpb 2020 1.).

SAS (2020 r.), O6pabomka ecmecmeeHHO020 A3bIKA [5]

Scheibner, . (2020 r.), Tpe6oganus K 3aujume 0aHHbIX U IMUKe 8 pAMKAX MY/1bMUCALIMOBbIX [3]
ucc1ed08aHUll € UCh016308aHUEM MeQUYUHCKUX OAHHbIX: CPABHUMEAbHbBIU AHAAU3

3aKOHOJameIbHOU CmpyKmMypbl ynpasieHusl U poau mexHo102Ull 3auumul 0aHHbIX
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC7381977 /pdf/lsaa010.pdf.

Shiffman, G. (2020 r.), «®@edepamusHtoe ob6yueHuUe ¢ NOMOUWLH PEEOAIOYUOHHBIX IMEXHO/A02Ull [4]
(benast kHuea) ».

Tim Hulsen, T. (2020 r.), Jeaumbcs - 3Hayum 3a60mumucst - UHUYUAMUBbI N0 06MeHY OaHHbIMU [20]

8 chepe 30pasooxpaHeHus, hitp://www.mdpi.com/1660-4601/17/9/3046/pdf.

FOHKTA/L (2020 r.), 3akoHodameibcmao o 3au4ume aaHHle u KOHg’iuaquuaﬂbHocmu 80 8ceM [12]

© FATF/OECD 2021


https://azure.microsoft.com/en-us/solutions/confidential-compute/
https://azure.microsoft.com/en-us/solutions/confidential-compute/
https://oecd.ai/en/ai-principles
https://www.oecd.org/going-digital/ai/principles/
https://www.oecd.org/finance/OECD-Blockchain-Primer.pdf
https://www.oecd.org/tax/automatic-exchange/common-reporting-standard/
https://www.sas.com/en_us/insights/analytics/what-is-natural-language-processing-nlp.html
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7381977/pdf/lsaa010.pdf
http://www.mdpi.com/1660-4601/17/9/3046/pdf
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide




KPUTNYECKAA OUEHKA OBbEANHEHWNA OAHHbIX,
COBMECTHOIO AHATU3A 1N 3ALLNTBI OAHHbIX

[OCTUTHYTBIN 33 NocnegHue rofbl TEXHONOTMYECKUI Nporpecc nossonset ¢u-
HaHCOBbIM OpraHm3auuam 6onee rpaMoTHO aHaM3MpPoBaTb 6o/bluMe 06BbEMBI
OaHHbIX U 3pPeKTUBHEe pacnosHaBaTb WabnoHbl U TeHaeHuun. ObbeanHe-
HUE JaHHbIX U UX COBMECTHbIA aHa/IN3 MOXET COAeNCTBOBaTb COTPYAHUYECTBY
Mexay GMHAHCOBbIMM YUPEXAEHUAMM B LENAX IyYLIEro NOHWMaHMA, OLEeHMBa-
HUSA U CHUXKEHWUSI PUCKOB OTMbIBAHWUA AeHer U GUHAHCMPOBaAHMA TEPPOPU3MA.
B ®ATD n3yyatoT HoBeMLLME TEXHONOTUN, MO3BOIAIOLLME MPOLLE U KAYeCcTBEHHEee
BbIAB/IATb MPECTYMNHble AEWCTBUA, COKPATMB NPU 3TOM KOJIMYECTBO JIOXKHOMONO-
YUTENbHbIX PE3yNbTaTOB U OrpaHUYMBan KPUMUHAAUTET B UCNONb30BAHUM UH-
bopMaLMOHHbIX NPO6ENOB, CYLLECTBYIOLMNX BO B3aMMOAENCTBMU MeKay GUHAH-
COBbIMW OpraHM3aLmamu.

TaKKe B HAaCTOALLEM AOKYMEHTE FOBOPUTCA O HEOBXOAMMOCTU NPOTEKLMOHN3MA
B OTHOLUEHWUWN 3aLMTbl MHPOPMALMM U ANYHBIX AaHHbIX: MOO/PT, KoHbUaeH-
LMaNbHOCTb M 3alMTa AaHHbIX NPeACTaBAAT COOON 3N1eMEeHTbI CyL,EeCTBEHHO-
ro o6LWecTBEHHOro MHTepeca M CAyXaT AOCTUNKEHMIO BaXKHbIX Uenei. Hosble
N aKTMBHO pa3pabaTbiBalOWMECH TEXHONOMMM NOBbILWEHUA KOHOUAEHUMANbHO-
CTU cynaT 60/bluMe BO3MOMKHOCTM MO 3aLLUTE JIMYHbLIX AAHHbIX B KOHKPETHbIX
CNy4anx UX UCNOMb30BaHMA MU B COOTBETCTBUM C HALMOHANbHBIMU U MEXAYHa-
POAHBIMU HOPMaMK No 0becneyeHmo HEMPUKOCHOBEHHOCTM U 3aLUMUTbI AaHHbIX.
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