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[HUDPOBAA NAEHTUOUKALINA

CMUCOK COKPALLLEHUN

ypOBeHb HaJeXXHOCTH ayTeHTI/Iq)I/IKaLlI/II/I (COI‘JIaCHO CTaHAapTaM Ha].[I/IOHaJ'IbHOFO HUHCTUTYTa

AAL1/2/3 CTaHJapTOB U TexHoJsorni CIIA)

AL YpoBeHb HaIEXKHOCTH

oja/®T [IpoTHBO/EICTBYE OTMBIBAHHUIO IeHEeT U GUHAHCUPOBAHUIO TEPPOPU3MaA
API WHTepdelic npuKIaZHOTO MPOrpaMMHUPOBAHUS

ASP [IpoBaiigep ycayr ayTeHTUPUKALUU

HIIK Hapnexalas npoBepka KJIMEHTOB

CEN EBponeicKkuii KOMUTET [0 CTaHJAPTU3ALUH

CENELEC EBpomneickuil KOMUTET 3JIEKTPOTEXHUYECKOU CTaHAAPTHU3AL MU
CSP [IpoBaiifiep y4€THBIX JaHHBIX

DCS CepBuC IPOBEPKU [JOKYMEHTOB

TPP TexHoJI0TUA pacnpejeIEHHOro peecTpa

YH®IIII YcraHoB/ieHHbIe HeQUHAHCOBbIE IPEANPUATHUS U Npodeccuun
ETSI EBponenckuii MHCTUTYT TeJIeKOMMYHHUKAallUOHHBIX CTAHAapTOB

PernameHT EC
06 3/IeKTPOHHOU
ujeHTUPUuKany

PernamenT (EC) N2910/2014 «06 3/71eKTpOHHOU UAEHTUPUKALMH U YJIOCTOBEPUTEJBbHBIX CEpPBUCAX
JII1 3J1eKTPOHHBIX TPAaH3aKL MK Ha BHYTPEHHEM PbIHKE»

YpoBeHb ZjoBepHUs K dpesiepaTUBHON UHTETpaluu (corsiacHo cTanAaptaM HanronanbHOro

FAL1/2/3 WHCTUTYTA CTaHAAPTOB U TexHosioruu CIIIA)

FIDO Anbsinc «Fast Identity Online Alliance»

GDPR O6uuii persaMeHT 1o 3amuTe JaHHbIX (EC)

GPS CucTeMa 17106a71bHOTO MO3UIMOHUPOBAHUS

GSMA [706anbHast cUCTeMa MOOUILHOM CBSI3U

UTT WHdopmaloHHbIEe U TeJIEKOMMYyHHUKAI[MOHHbIE TEXHOJIOTUH

1AL1/2/3 z’f;:eﬂb Ha/IeXKHOCTH u,qe:HTchuKauHH (cornacHo craHgapTaM HanimoHa/IbHOTO HHCTUTYTa
JapToB U TexHoJsioruu CIIIA)

ID WUpenTrdUKanusa JUIHOCTH

IDSP [IpoBaiifep uAeHTUGUKALMOHHbIX YCIYT

M3K MexxayHapoaHasa 3J1eKTPOTeXHUYecKass KOMUCCUS

3P [ToscHuTeIbHAA 3anKCcKa K PekoMeHnganuu

IP MesxceTeBOM MPOTOKOJ

ISO MexxayHapoaHas opraHu3alnus 110 CTaH4apTHU3aL U

MC3 Mexx1iyHapOAHBIM COI03 3JIEKTPOCBA3U
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IVSP [IpoBaiifiep ycayr no BepupuKanuu JUIHOCTH

LoA YpoBeHb HaleXKHOCTH

MAC KoHTposb focTyna K cpefie nepefiadyu JaHHBIX

(0)i) OTMBbIBaHUE JIEHET

MFA MHorodakTopHast ayTeHTUPHUKALKA

HIIO HenpaBuTesbCcTBEHHbIE OPraHU3aALUU

NIST HanuoHaqbHbBIA HHCTUTYT CTAHAAPTOB U TexHoJoTHi CIIA
OIDF Opranusanus «OpenlD Foundation»

PI1 WHdopmanus, mo3BoidgoIas yCTaHOBUTh JIMYHOCTD
PIN [lepcoHaNbHBIN UEHTUPUKALUOHHBIA HOMED

P. PexomeHaanus

POI1 PUCK-OpHeHTHPOBAHHbIHN MOAX0/,

SAG KoHcynbTaTHBHAas rpynna no cTaHAapTaM

SCA YcuneHHast ayTeHTUPUKAL WS KIUEHTOB

oT dunaHcupoBaHUE TEppOpU3Ma

IYBA [IpoBaiizep ycayr B cdepe BUPTyaIbHbIX aKTUBOB
W3C KoHcopruym BcemupHoM nayTHHBL

BKB OOH BepxoBHbIl koMuccap OOH no gesnam GexxeHIieB
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KPATKUNA OB30OP

1. Temnbl pocTa 06bEMOB IIUPPOBBIX MJaTEXKeH oleHUBawTCs B 12,7% B roj, U NporHO3UpyeTCs,
YTO KOJIUYECTBO TAKUX ONepaluil JocTurueT 726 musinapaos k 2020 roay'. CorsiacHo oljeHKaM,
k 2022 roay 60% mupoBoro BBII 6ygeT onudpoBaHo?. YBesrYeHHE KOJTUIECTBA U 06'bEMOB U P-
poBbIX GUHAHCOBBIX onepanuil TpebyeT oT PATD GoJree ry1y60KOro MOHUMAHUS TOTO, KaK MPOUC-
XOAUT ujeHTudukanusa u Bepudukanusa GU3NYeCcKUX JUL B MUpe [UPPOBbIX PUHAHCOBBIX YCIYT.
BricTpoe pa3BUTHE TEXHOJIOTUN LUPOBOU UAEHTUDUKALUU NPUBOJUT K NOSIBJIEHUIO PA3JIMYHbIX
cucteM nudpoBoii uaeHTudukanuu. Hacrosuiee PykoBoAcTBO peZHa3HAY€EHO [iJ1s1 OKa3aHUs CO-
JlefiCTBUs rocyJapCTBEHHBIM OpraHaM, peryJiipyeMbIM cyGbeKTamM® U [PYTUM COOTBETCTBYIOLUIUM
3aMHTepecOBaHHbIM CTOPOHAM B ONpeJieIeHUHU TOro, KaK CUCTeMbl HUPPOBOH UAEeHTUPUKALUU
MOTYT ObITb MCII0JIb30BaHbI AJIs peaju3al Uy onpe/e € HHbIX 3/1eMEeHTOB HaJijlexallell IpoBepKHu
kaneHToB (HIIK) B cooTBeTcTBUU ¢ PekoMenpanuit 10 ®ATO.

2. IloHnMaHue TOro, Kak paboTalT CUCTeMbl LUGPOBON UAEHTUPUKALMU SBJSETCH BOKHBIM U He-
06XOIUMBIM YCJIOBHEM JJII MPUMEHEHUS] PUCK-OPUEHTHUPOBAHHOIO MOAX0JA, PeKOMeHJ0BAaHHOIO
B HacToseM PykoBojcTBe. B Pasese Il fanHoro PykoBozcTBa npuBei€H KpaTKUH 0630p KJII0UYEBBIX
XapaKTEPUCTUK cUCcTeM LUPPOBOU HUeHTUUKALMY, KOTOpble 6Gojiee MOAPOGHO pacCMaTpPUBAIOTCS
B [IpusoxxeHnu «A».

3. B Pazgene IIl 0606uieHsl ocHOBHbIe Tpe6oBaHuss PATD, paccma- HagémHble He3aBMUCHMble CUCTEMbI
TpUBaeMble B HacTOsl[eM PyKOBOACTBe, BKJItOUasi TpeGoBaHHE 00 LMdpPOBOI MaEHTUDUKaLMK,
YCTAaHOBJIEHUH U POBEPKe JIMYHOCTH KJIUEHTOB C UCIOJb30BAHUEM HapAZAY C HaANEKaLLMMM Mepamy,
JIOKYMEHTOB, ZJaHHbIX UM MHQOPMALMK U3 «HAAEKHBIX, HE3ABUCH-  anpasieHHbIMM HA CHUKEHWE PUCKOB,
MbIx» UCTOYHUKOB (Pexkomenpanus 10(a)). B koHTekcTe nudpoBoi MOTYT 06€CneynTb CTaHAAPTHBIN AN
ueHTUGUKALMY, TPEOOBAHUE O TOM, YTOOBI K UCTOYHUKH LUPPOBBIX [asKe MOHUKEHHbIN YPOBEHb PUCKa.

JIOKYMEHTOB, IaHHbIX UM HHPOPMALIUU» SIBJISIUCh «HAJEKHBIMHU U

He3aBUCUMbIMH», 03HAYAET, UTO CUCTeMa IIUPPOBOU UAeHTUDUKAIMY, UCTIOJIb3yeMas [JJisl IPOBeJie-
Hus HIIK, goykHa ObITH OCHOBAHA HAa TEXHOJIOTHSX, HaJJIeXalleM yIpaBJeHUH, Ipoleccax U Mpo-
1eAypax, obecrnedruBaroMX HEO6X0JUMbIH yPOBEHb YBEPEHHOCTH B TOM, YTO CUCTEMA BBIJAET TOY-
Hble pe3yJbTaThbl. B PyKoBO/CTBE pa3bsCHSETCS, YTO JUCTAHIIMOHHAS UJEeHTUPHUKALUS KJIMEHTOB
Y onepayui 6e3 IMYHOTO KOHTAKTA, PU KOTOPbIX UCIIOJIb3YIOTCS HaJ|éKHble HE3aBUCUMbIE CUCTEMBbI
qUPpoBON HAEHTUUKAILMY, HAPSAY C HAJIMUMEM HaJAJIeXalluX Mep, HAalpaBJeHHbIX Ha CHM)KeHUe
PUCKOB, MOTYT NpPEACTaBAATh CTAHAAPTHBIN WU laXKe MOHKEHHbIA YPOBEHb PUCKaA.

! KoncantuHroBast komnanus «Capgemini» u I'pynna «BNP Paribas» (2018r.), «World Payments Report 2018» («0630p mupo-
8bix naamedicetl 3a 2018 200»), foctyn no aapecy: https://worl mentsreport.com/wp-conten 1 i 2018/1

World-Payments-Report-2018.pdf

2Mex/IyHapo/iHasl UCC/Iel0BaTe/IbCKasi U KOHCAJITUHI0Bast KoMnaHus «International Data Corporation» (IDC), IDC FutureScape:
Worldwide IT Industry 2019 Predictions («Barisg B 6yayiee: nporao3 pasButus MupoBoit UT-unayctpun Ha 2019 rogy»)

3 lns ueneit HacTosiero PykoBoAcTBa «peryiupyeMblie CyGbeKThl» 03HA4Ya0T pUHAHCOBbIE YUPEXKAeHUs], IPOBANU/IEPOB YCAYT
B cdepe BUPTyaabHbIX akTUBOB ([IYBA) 1 ycTaHOB/IeHHble HepHHAHCOBBIe NpeAnpuaTUs U npodpeccuu (YHPIIII), kak oHn
onpegenensl B CtangapTax PAT®, u npu yc10BUM, 4TO OHU 06513aHbI IPOBOAUTD HaJJIEXKalllyl0 IPOBEPKY KJIUEHTOB B 06CTO-
SATEeJIbCTBAX, IPelycCMOTPeHHbIX B PekoMenpanuu 22. B urone 2019 roga ®PATD BHecna u3meHeHus: B Pekomenganuio 15 (Ho-
Bble TEXHOJIOTMU) U B [l0sICHUTe/IbHYI0 3aNUCKy K PexoMeHganuu 15 ¢ TeM, 4TOObI, TOMUMO BCEro IPOYEro, pacpoCcTPaHUTb
06s13aTesIbCTBA 10 HaJlexKalllel IpoBepKe KJIMEHTOB, yCTaHOBJIeHHble B PekomeHgauuu 10, Ha npoBaiiepoB yciayr B cdepe
BUPTYaJbHbIX aKTUBOB.
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4. B ocHOBe pHUCK-OPUEHTHUPOBAHHOIO MOAX0/a, PEKOMEH/J0BAHHOTO B HACTOSALEM PYyKOBOZCTBE, JIEXKUT
Ha6Op OTKPBITHIX COIVIACOBAHHBIX MEXaHU3MOB HA/IEXKHOCTH UJIEHTUPUKAIIMU U TEXHUYECKUX CTaH-
JapToB [ cucTeM LUPPOBON uAeHTUPUKALMHU (Jaslee IO TEKCTY «MeXaHU3Mbl U CTAHJAPThl Ha-
JIEXXHOCTH [UPPOBOU UAEHTHPUKALMU» ), KOTOPbIE ObLIN pa3pab0oTaHbl B HECKOJIbKUX OPUCAUKITUSAX.
MexayHapoiHast opranusanus no cravgaprusanuu (ISO) coBMecTHO ¢ MexXAyHAapOAHOUM 3/IEKTPO-
TexHU4YecKod koMuccuert (MIK) BegéT paboTy no cTaHZApTHU3aLUHU 3TUX MEXaHU3MOB HaZJeXKHOCTU
udpoBoH HJeHTUGUKALMHU U OGHOBJSET psifi TeXHUYECKUX craHfgapToB ISO/MIK, kacarouiuxcs
ujeHTUUKALUY, 6€30MacCHOCTH UHGOPMALMOHHBIX TEXHOJOTMH U HENPUKOCHOBEHHOCTH JIMYHOMU
’KHU3HH, B LleJIIX pPa3paboTKH KOMIJIEKCHOIO IV106aJbHOT0 CTaHJapTa AJifl cCUcTeM LUPPOBOU HJeH-
TuduKauMu. B paMkax MexaHu3Ma HaJeXXHOCTHU MJeHTUOUKALUM YCTAaHABJIMUBAIOTCA TpebOBaHUS,
Kacarwlyecs: pa3HbIX «YPOBHEHW HAJIE?KHOCTU» UJIM «YPOBHEN JIoBepHsi». Takue YpOBHU HAZIEKHOCTHU
ONpesessAoT CTeNeHb YBEPEHHOCTH B HAAEKHOCTHU U HE3aBUCUMOCTH CUCTeMbl LUPPOBOU HUJIEHTH-
duKauuu U eé 37eMeHTOB. XOTs YPOBHU HAZJEXKHOCTH, YCTAHOBJIEHHbIE Pa3HbIMU IOPUCAUKLUIMY,
MOTYT Pa3/IMuaThCsl B HEKOTOPBIX OTHOIIEHHUSX, [/ yI006CTBA M0JIb30BaHHUsI B HACTOsILEM PykoBo/-
CTBe pacCMaTPUBAKTCSA B OCHOBHOM MeXaHW3Mbl U CTaHZAPThI Ha/le3KHOCTH LUPPOBOH UAeHTUPHKa-
M1 HalimoHasbHOT0 MHCTUTYTA cCTaHAApTOB U TexHosiorui CLIA (NIST) (PykoBoacTBa no uudppoBoi
ugentudukanuu NIST)* u PermamenT EC 06 2/1eKTpOHHOM UAeHTUPUKAIUN®, FOPUCAUKIIUAM CIeayeT
paccMaTpUBaTh MOJAXO0J, U3JI0)KEHHBIN B HAacTOsIIeM PyKoBOJCTBe, C y46TOM CBOMX HAL[MOHAJbHBIX
MeXaHU3MOB HaJIe)XHOCTH IUPPOBOH HIeHTHPUKALMU U APYTUX COOTBETCTBYIOLUIUX TEXHUYECKHUX
CTaHJapTOB®.

5. MexaHU3MBbI U CTAaH/AAPThl HAAEXKHOCTH [UPPOBOU HAEHTUDUKAIMH, 2 TAKXKEe HOPMATUBHO-NPABO-
Bble aKThI B chepe [10[/DPT 6b11M pa3paboTaHbl, UCXOAs UX PA3HbIX lieJlel, U NpeJHa3HauYeHbl IJ1s
pa3HbIX NoJsib30BaTesiel. OJJHAKO B HACTOsIeM PyKoBOACTBE MeXaHU3Mbl U CTaH/IAPThI HAJIEXKHOCTH
nudpoBok ugeHTUGUKaUU U Tpe6oBaHus AT, kacawuecs Haasexalleld NTPOBEPKU KJIUEHTOB,
paccMaTpHUBAIOTCS B MPUBSI3Ke JApyT K Apyry. Kak BUAHO U3 nmpuBeJéHHOU Hibke TaGIUIb], KIIOYe-
Bble 3JIEMEHTBI CUCTEM LUGPOBON HUAEHTUPUKALUU UMEIT OTHOLIEHHE K KOHKpPETHbIM TpeboBa-
HUSIM 110 UAeHTUPUKAUU U BepudUKAIMH, YCTaHOBJIEHHBIM B Pekomenmanuu 10(a). B aToit cBsi3u
MEeXaHU3Mbl HaJIe?KHOCTH UPPOBOH UAEHTUPUKALMHU U TEXHUYECKUE CTAHIAPThI B JJAHHOU 06.J1aCTH,
B KOTOPBIX OIpe/ie/IeHbl yKa3aHHbIE 3JIEMEHThI U YCTaHOBJIEHbI TPeGOBAHUS K KOXK/IOMY YPOBHIO Ha-
JIeXXHOCTH, SIBJISIIOTCS BECbMa M10JIe3HBIM UHCTPYMEHTOM /ISl OLleHKU HaIEXKHOCTH U He3aBUCUMOCTH
cucteM UGpPoBoi naeHTHPUKaLUU B Leasax [10[/PT.

*PykoBozcTBa no nudposoi uaentrdukanuu NIST 800-63 BK/IIOYAIOT KOMIJIEKT JOKYMEHTOB: PyKOBOJCTBO MO LUppOBO#
npentuduxanuu NIST SP 800-63-3 - o61muii 0630p; PykoBogcTso mo nudposoit ngentudukanuu NIST SP 800-63A - peru-
CTpauus U NOATBePXKAeHHe JUYHOCTH; PykoBoacTBo no nudposoit naentuduxanuu NIST SP 800-63B - ayrenTudukanus
Y ynpaBJieHHe XKU3HEeHHbIM LUKJIOM; U PykoBogcTBO no nudposoit uaentudukanuu NIST SP 800-63C - uHTerpauus u yt-
BepXK/JeHUs

SPersiameHT (EC) N2910/2014 «06 3/1eKTpOHHOU HAeHTUUKALUY U 0PULUATBHBIX CEPBUCAX [1JIsl 3JIEKTPOHHbBIX TPaH3aKIHH
Ha BHYTPEHHEM PbIHKe»

B IOpUCAMKLHUSAX MOXKET He UMEThCs MeXaHH3Ma rapaHTHH HGPOBOH HAEHTUPUKALMY WM TEXHUYECKHUX CTAH/apTOB, Ka-
CalIMXCA CUCTeM LUPPOBOH HJIeHTHPHUKALIMY, HO MOTYT UMEThCS APYTHe TeXHUYeCKUe CTaHjapThl (HanpuMep, CTaHAapThI
nHpOpManuoHHON 6esonacHocT UT-cucTeMm), KOTopble ABJAAITCA BeCbMa aKTYalbHBIMHU /111 PAaCCMaTPHUBAaeMOM TEMBI.

© FATF/OECD 2020



[MUDOPOBASA NJAEHTUDUKALINA

7

TpeboBaHMA No Hagnexalleln KnioueBble aneMeHTbl cuctem
npoBepKe KAUeHTOB (pusnyeckux auu) umudposoii ngeHTMdUKaLUm
Mp,eHTVId)MKaLI,VIﬂ [MpoBepKa 1 noaTBEPKAEHMNE NOANNHHOCTU IUYHOCTU, PErUCTPaLIMS
(ycTaHOBNEHME IMYHOCTW) (c npuneaskow) — KTo Tbl Takon? MonyyeHne aTpnbyToB (MMA, AaTa POKAEHUA,
/BepuduKaLms HOMep JLOKYMEHTA, YL0CTOBEPAIOLLErO JIMYHOCTb U T.4.) U CBUAETENLCTB,

MOATBEPKAAOLWMX 3TU aTPMBYTbI; NPOBEPKA U NMOATBEPIKAEHWE AOCTOBEPHOCTM
YAOCTOBEPAIOLLMX IMYHOCTb CBUAETE/IbCTB U OTOXKAECTBEHNE UX C KOHKPETHbIM
YeN0BEKOM, IMYHOCTb KOTOPOTO MOATBEPKAEHA.

(npoBepKa AMYHOCTU) —
PekomeHaaumsa 10(a)

MpuBA3Ka — BbiNycK y4ETHbIX AaHHbIX/ayTEHTUGMKATOPOB, CBA3bIBAIOLLMX JIULLO,
BO B/IaZeHNM/NOA KOHTPONEM KOTOPOrO HaXOAATCA 3TU YUYETHbIE AaHHbIE,
C Ye/I0BEKOM, IMYHOCTb KOTOPOro NOATBEPXKAEHA.

AyTeHTdUKauMA — ABNAETECH I Bbl YENOBEKOM, Ybsl IMYHOCTb YCTaHOBAEHA/
npoBepeHa? YCTaHOB/IEHME TOrO, YTO NPUBA3bIBAIOLME YUYETHbIE faHHble
Haxo4ATCA BO BNAAEHWM U NOA, KOHTPOIEM 3aBUTENNA. AyTeHTUOMKaLMA
npMmeHMMa B pamkax PekomeHgaumm 10(a), ecan peryampyemblii cy6bexT
NpoBOAUT naeHTUdUKaunio/BeprdUKaLMIo NYTEM NOATBEPHKAEHMSA TOTO,

UTO MOTEHLMA/bHbIN KAMEHT 06/1a43eT paHee BbIMyLWeHHbIMU YHETHbIMM
UMOPOBLIMU MAEHTUOUKALMOHHBIMU AAHHBIMMU.

6. B HacrosimeMm PykoBozcTBe pasbscHseTcs, 4TO (1) ayTeHTHOHUKALMA UMeeT OTHOIIEHHe K TpeGoBa-
HusiM PekoMeHzauuu 10(a) B cayyasx, KOrja peryJupyeMbli Cy6'beKT OTKPBIBAET CUET /JIsl KJIUEHTa,
MMeIOLIero paHee BhINylIeHHble YYETHbIE IM(POBbIe HIeHTUOHUKALIMOHHbIE JAHHbIE (T.e. He BHYTPEH-
Hue LHPoBble HAeHTHPHUKALMOHHbIE JaHHbIE, BbIJaHHbIE 3TUM PEryJHpyeMbIM Cy6BEKTOM); U, YTO
(2) B koHTeKCTe LU POBBIX GUHAHCOB U I POBOH HAeHTH UKL, 3 deKTHBHAsA ayTeHTUUKAIUA
JINYHOCTH KJIMEHTA /151 IPeJOCTaBJIeHNs eMy NpaBa JoCTyIa K CUETY MOXET CO/leiCTBOBATb MepaM,
MpUHUMaeMbIM B nesax [10//PT.

7. Pazgen V sBisieTcs IJIaBHBIM 3JIEMEHTOM HacTtosuero Py- MpYMeHeHWe PUCK-OPUEHTUPOBAHHOTO NOAX0LA
KOBOJCTBa. B HEM JaHbl pyKOBOJsIIME YKa3aHUSA [JIJIs1 TOCY- K MCMO/Ib30BaHMIO LGPOBOIA MAEHTUUKALMM
JlapCTBEHHBIX OPTaHOB, PETYIUPYEeMbIX CYyO'bEKTOB U APYrUX B Lensx HIK: (1) MoHruMaH1e ypoBHe HasemHoCTH,
COOTBETCTBYIOIIMX CTOPOH 10 BOIIPOCAaM IPUMEHEHUS PUCK- obecneymBaemblx cMcTeMoi undposom
OPUEHTHUPOBAHHOTO MO/AX0/A K UCI0JIb30BAaHUIO CUCTEM LU - naeHTUGUKaLUMK; 1 (2) oLEeHKa, C yH4ETOM
pPOBOH MJEHTUUKALMY B LEJIAX UAEHTUPHUKALUU U BEpUDU- YPOBHEIN HafEKHOCTK, TOTO, ABSETCA M CUCTEMA
KalM1 KJIUEHTOB B COOTBETCTBUH c PekomeHzanueit 10(a), a NaeHTUGUKALMM AOCTAaTOYHO HaAEKHOM
TaKXe JJ151 COJeMCTBUSA NMPOBEJEHUI0 TOCTOSTHHON MPOBEPKU 1 He3aBMCUMOM B cBeTe puckos O/PT.

B cooTBeTCcTBUU ¢ PekomeHnganuen 10(d). PekomeH10BaHHBIN

MIOJIXO/, SIBJISIETCSI HENPEAB3SThIM B IJIAHE HCIO0JIb3YEMbIX TEXHOJIOTUH (TO eCcThb, B HEM He OTJAETCS
NpeANnoYTeEHHE KaKUM-IN60 KOHKPETHBIM THIAM CHUCTEM LU(PPOBON UAEHTHUPHUKAIMH). ITOT HOAXO,
BKJIKOUAET B €0 /iBa 3JIeMEHTa:

a. [lonumMaHue ypOBHeI‘/‘I HaJeXHOCTH, o6ecreyrBaeMbIX OCHOBHBIMH 3JIEMEHTAMU CUCTEMBI I.[P[(i)pOBOﬁ

uaeHTUbUKaLUK (BK/II0Yasl €€ TEXHOJIOTHI0, apXUTEKTYPY U CUCTEeMY YIIpaBJieHus1), AJIs onpejeJie-
HUSI TOTO, YTO OHA SIBJISIETCS] HA/ZIEXKHBIM HE3aBUCUMbIM HCTOYHUKOM HHbOpMAIUK; U
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b. BoJiee mupokoe puck-opueHTUPOBAHHOE Ollpe/ie/ieHue TOro, 06ecreuyrBaeT JIM KOHKpPeTHast CUCTeMa
nupoBoi uaeHTUUKALMY, C YYETOM e€ YpOBHEH HaJIeXKHOCTH, Ha/lJIeXKallyIo CTelleHb HaZi&XKHOCTH
Y He3aBUCHMOCTH B CBeTe MOTEeHIHaTbHbIX PUCKOB, CBSI3aHHBIX C OTMbIBaHUEM JieHer, GUHAHCHUPO-
BaHHEM TePPOPH3Ma, MOIIEHHUYECTBOM U JIPYrol He3aKOHHOW pUHAHCOBOH J1eATE/TbHOCThIO.

8. B Pazpiesie V pa3bscHsSETCS, KaK UCII0/Ib30BaTh MEXaHW3MbI U CTAHAAPThI HAJIEXKHOCTH LIUPPOBOH UieH-
TUQUKALUU [JI1 OLeHKH HaA&KHOCTH/HEe3aBUCUMOCTU. B HEM Taioke ompefieléH Npoliecc NPUHATHSA
pellleHUH, KOTOPBIM C/leyeT PYKOBOZACTBOBATHCS PEryJUpPYeMbIM CyGbeKTaM MPU MPUHATUU pelleHHs
0 TOM, SIBJISIETCS JIU UCII0JIb30BaHKe LUPOBOM uaeHTUUKALMY [IJIs1 peaM3aliii HEKOTOPbIX 3JieMeH-
ToB HIIK nogxoasumm B pamkax Pekomenganuu 10 @AT. [ocynapcTBeHHBIM OpraHaM U peryaupyeMbIM
cy6beKTaM NPUAETCA CKOPPEKTUPOBATh 3TOT NPOLECC MPUHATHUS PellleHUH ¢ y4ETOM KOHKPETHBIX 06CTO-
ATEeJIbCTB ¥ 0COOEHHOCTE!N I0PUCAUKLINHN U OTAE/bHBIX CyO'beKTOB. B 3aBUCMMOCTH OT CUCTEMBI (CUCTEM)
1M $poBOM HJIEHTUPUKALIMYA U HOPMATUBHO-IIPABOBOM 6a3bl, UMEIOILENCS B KOHKPETHOW IOPUCUKIIUH, TO-
CyZapCTBEHHble OpraHbl U peryjupyeMble CyO'beKThl MOTYT BBINO/HATh pasHble GYHKLMU U 06513aHHOCTH
B IIpolLiecce OLIeHKU YPOBHEH HaJIeXKHOCTH, 06eclieurBaeMbIX CUCTEMOMN HAeHTUPUKALIUY, U €€ IPUTOJHO-
ctu asia neneit HIIK, kak ykasaHo Ha IpYBeJEHHOM HIDKe JuarpaMMe PUHATHSA PellleHUH 11 peryaupy-
eMBbIX CYO'bEKTOB.

9.  Hacrosiee PykoBoACTBO He AIBJII€TCA 00513aTe/IbHBIM /151 BbIIIOJIHEHUSA. B HEM pa3bsACHAOTCA JelcTBy-
tome CtanaapTol PATD, KoTophble ABIAIOTCA HEUTPAJIbHBIMU B TJIaHe UCTI0JIb3yeMbIX TEXHOJIOTHUH.

PucyHnok 1: [Ipounecc npyuHATHS pellleHNH AJ1sl peryJiupyeMbIX Cy0ObeKTOB

'r{jt\,",-_'LapCTBE‘HHhIE
Opraqbl paspeLumnnm
mav obAzanu
MCNOML30BATh
UMb poBYIo
WAEHTHBMHALLMIO WAEHTUDUKALWA He
B uenax HIMK ABNAETCA HABEMHOM
M HEIABUCUMON.
EE He cnenyer
MCNOMb30BATH
- 8 uenax HIHK,
feiicrane: EC7I TONBKD OHa
lMpoBeCT MAK NOAYHUTL ) HE MOWET BbiTh
OUEHKY YPOBHA rapaHTun A0NOAHERE OPYTHMK
HA e WIMIA
MEPAMK.
v W N e——
Uundposan Pewenne:
WAEHTUDMKALMA Ecnm MmMeeTca HECKONBKD
ABNAETCA HAAEKHON < YPOBHEW rapaHTK, HyMHD
W HE3ABMCHUMOR M MOMET 8616paTh NogxoaRLEe
6bITb MCNONb30OBaHa peweHve ana HIR 1 apyrnx
B uenax HMK** dakropos

.
[ns seinonHeHua Tpebosardmit Pekomengaumy 10 notpebyerca
AONCAHUTENBHAA UHDOPMALMA @ TaKKe MOFYT NoTpeBboBaThCA
[ONOAHKTENEHLIE MEDBI ANA CHUMEHWA PUCKOE
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10. 10. B Paspene IV HacTosimero PykoBoacTBa paccMaTpUBAIOTCS HEKOTOPbIE MPEUMYyLecTBa CUCTEM
nrdpoBoi naeHTUGUKALMY, a TaKXKe [IpeJiCTaB/sieMble UMY PUCKU. MHOTHE PHCKH, CBSI3aHHbIE C CU-
cTeMaMu M POBOH HAeHTUPHUKALMY, TAKKe IPUCYTCTBYIOT IPY POBeJeHUU UAeHTUPUKALUH C HC-
M0JIb30BaHHUEM JIOKYMEeHTapHbIX I0Ka3aTeNbCTB B OyMaxkHOU popMe. OHAKO ITPOBEpKa U MOATBEPXK-
JleH’e TMOAJUHHOCTH JIMYHOCTH U/WIM ayTeHTUHUKALMS JIUI C UCII0JIb30BaHUEM OTKPBITBIX CeTel
cBs3u (MHTEepHETA) 06YC/I0BAUBAET 0COOBIE PUCKH, XapaKTePHBIE /151 CUCTEM [UPPOBOU UAEHTUPH-
KalM{ — B YaCTHOCTH PUCKH, CBSI3aHHbIe ¢ KMbepaTakaMy U BO3MOXXHBIMU KPYTHOMACIITa6HbIMHU XU-
LIeHUAMU UAeHTUPUKALMOHHBIX JaHHbIX. C ApyTroi CTOPOHBI, cHUcTeMbl IMGPOBON UAEHTUPHUKALUY,
KOTOpble 06eCeYMBAIOT CHIXKEHUE 3THUX PUCKOB B COOTBETCTBUU C MEXaHU3MaMH U CTaHZAPTaMU
Ha/IeXXHOCTH IUPPOBOH HAeHTUPHUKALMH, UMEIOT OOJIbIION NMOTeHI AN [ yKpenenus mep HITK
Y Mep KOHTpoJI4 B 1esisix [10/]/PT, pacuimpeHus JOCTYITHOCTH GUHAHCOBBIX YCIYT, PA3BUTHS KJIMEHT-
CKOT'O OIbITA U CHWXKEHUS U3JlepXKeK PeryJupyeMblX CyO'beKTOB.

11. B HacrosmeM PykoBojcTBe OTMeuyeH psijJi MyTEH U CIOCOOOB, MO-  CucTembl LMOPOBON UAECHTUDMKALMN MOFYT

CpeACcTBOM KOTOPbBIX MCIOJIb30BAaHUE CUCTEM IUPPOBOU UEHTH- COAECTBOBATL PACLLMPEHMIO AOCTYMHOCTM
dUKaLMUU MOXKET CIIOCO6CTBOBATD PACLIMPEHHUIO JOCTYIHOCTU QU- bMHAHCOBbIX YCAYT.
HaHCOBBIX YCJIYT. Bo-1epBbIX, CUCTEMBI LUPPOBOX HAEHTUPUKALIUU
MOTYT MO3BOJIUTH FOCYAAPCTBEHHBIM OpPraHaM UCI0JIb30BaTh 60Jiee TMOKUH, BBIBEPEHHBIN U MPOrpec-
CHBHBIH TOJXO0/1 K ONpe/IeJIEHUI0 aTPUOYTOB, I0KA3aTEIbCTB U MPOLECCOB /IJ15 O TBEPKAEHUS «0PH-
[UAJIbHOW UJIEHTUYHOCTHU» — B TOM YHCJIE B LeJISAX UAeHTHPUKAIMU U BepUPUKALUU KJIUEHTOB IPU
NpUéMe Ha 06CIy>KHBAaHUE TAaKUM 00pa30M, YTOObI 3TO COAEHCTBOBAJIO PElIEeHHI0 33/1a4H 110 pacliupe-
HUIO OCTYNMHOCTHU GUHAHCOBBIX YCIYT. BO-BTOPBIX, MEXaHU3MbI U CTaHAAPThl HAZEXKHOCTH IUPPOBOM
UJleHTUPHUKALMY CaMU 0 cebe 06eCreyrnBaoT HEKOTOPYI0 FTMOKOCTb, KOTOPAsk MOXKET UCI0JIb30BAThCS
B IpolLiecce MPOBEPKU U MOATBEPKAEHUS MOJJIUHHOCTH JIMYHOCTH U ayTeHTUPUKALMHN GU3NYECKUX
JIUII, YTO, B CBOIO OYEpPe/ib, MOKET ObITh aJJallTUPOBAHO JIsl pellleHus 33/1a4 110 PaclIMPEHUI0 JOCTYTI-
HOCTU GUHAHCOBBIX yCayr. M, HaKoHel, IpU NPUMEHEHUH PUCK-OPUEHTHPOBAHHOIO MO/JX0/A K IPO-
BeJIEHUIO HaJlJIexKalllell MPOBEepPKHU KJIMEHTOB, Ha/I30pHbIe OpraHbl U PEryJUpyeMble CyO'beKThl MOTYT
COZIeHCTBOBATh PACIIMPEHHUIO JOCTYIHOCTH GUHAHCOBBIX YC/IYT, B TOM YMCJIE MyTEM HUCI0Jb30BaAHUS
cucteM LUPpPOBOH UAeHTUPUKALNY B COOTBETCTBUU C TIOAX0A0M, U310:KeHHbIM PAT® B 0O THEHUM
K PykoBogcTBy no Bonpocam HIIK u goctynHocTH puHaHCOBBIX yoiyr ot 2017 roga.

PekomeHpauuu gnsn rocyaapcrBeéHHbIX opraHoB

12. CnenyeT pa3pa6oTaTh YéTKHeE PYKOBO/CTBA UM HOPMATHBHBIE aKThI, T03BOJISIOLINE CYOBEKTAM,
perynupyeMbIM B Lessx [10[/PT, ucnosib3oBaTh HaI€KHble HE3aBUCHMble CUCTEMBI IUPPOBOM
UZieHTUUKALUY COOTBETCTBYIOIMM 06pa30M U Ha OCHOBE OLIEHKH PUCKOB. B KauecTBe oTHpaB-
HOWM TOYKHU CJIe[lyeT NpPOaHaJIU3UpPOBAThb CHUCTEMBbI IUGPOBOH HAEHTHOHUKALMH, HMEIIInecs
B IOPUCAUKIUH, U ONPEJEeUTh, B KAKOH CTENEHU OHU COOGPAa3yTCs C CYILEeCTBYIOLIMMHU Tpe-
6OBaHUAMU WJIH PYKOBOJCTBAMHU IO MPOBEJEHHUIO UAEHTUOUKALNUY, BepudUKaAILIUU KJIUEHTOB
U IIOCTOSTHHOW HaJJIeXkallel MpoBepKH (a TaKXKe CBA3aHHBIMHU C 3TUM TPeGOBAHUSIMH O XpaHe-
HUU JJAHHBIX ¥ JJOKYMEHTOB U 0 BO3MOXKHOCTH I10J1araThCsl HA TPEThU CTOPOHBI).

13. CrnenyeT OLEHHUTb, BKJIIOYAIOT JIM JEeHCTBYKOIINE HOPMATHBHbIE aKThl U PYKOBOJCTBA IO BO-
npocaM HIIK, BeinyiieHHble BCEMU COOTBETCTBYIOIMMU OpraHaMH, CUCTEMbI IUGPOBOM HJeH-
TUPUKALUY, U IEPECMOTPETh UX, IPU HEOOGXOAUMOCTH, C YIETOM 0COOEHHOCTEH IOPUCAUKIIUU
U CYLIECTBYIOI[MUX CUCTeM HJeHTHUUKanuu. Hanpumep, rocyjapcTBeHHbIM OpraHaM CJeJyeT
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paccMoOTpeTb BO3MOXKHOCTb pa3bsICHEHHUS TOTO, UTO IPUHATHE KJIMEHTOB Ha 00CIy>KMBaHue 6e3
JINYHOTO KOHTAKTa MOXeT MpeJCTaBJIsATh CTaHAAPTHBIN UM Jjaxke MOHKEHHBIA PUCK B 4YacTH
HIIK, ecu pns ypanéHHol neHTudrKanuy,/ BepuduKanuy U ayTeHTUGUKAL MY KJIUEHTOB HC-
M0JIb3YIOTCS CUCTEMbI IUPPOBOU HAeHTUPUKALNH, 06ecliedrBaOLMe HallexKallle YpOBHU Ha-
JIe?KHOCTH.

14. CnepyeT pa3paboTaTb U YTBEPAUTb NPUHIMIBI, TOKa3aTesU U/UI1 OpHUeHTHPOBaHHbIe Ha pe-
3yJIbTAT KPUTEPUHU IPU ONpesieleHUH Heo6X0JUMbIX aTPpUOYTOB, 0Ka3aTeJbCTB U NPOLLECCOB
JLJIs1 IOATBEPKAeHUS MOJJIUHHOCTH «0PUIMATbHON HAEHTUYHOCTH (T.e. IOATBEPKAEHUS JINY-
HocTH) B nessx npoBegeHus HIIK. C y4éToM cTpeMUTENBbHOI0 pa3BUTHS TEXHOJOTUH IMPPOBOH
HUJIeHTUOHUKALMH, 3TO IOMOXKET MPOJBI?KEHUIO OTBETCTBEHHBIX NHHOBAIMK U MepCIeKTHBHBIX
peryJsTUBHBIX TPe6GOBaHUM.

15. CinepyeT yTBepAUTH NOJUTHUKY, HOpPMaTUBHbIE aKThl, @ TAK)Ke Ha/30pHble U IPOBEPOYHbIE
npoLeAyphl, Jallide peryJlupyeMblM Cy6beKTaM BO3MOXHOCTb pa3paboraTb 3¢deKkTus-
HbIi KOMIJIEKCHBIA «PUCK-OPUEHTUPOBAHHBIN» IOAX0/J, MO3BOJSKLIWA HCIO0Jb30BaTh
NOTOKH JAHHBIX, TEXHOJOTHYECKYI0 apXUTEKTypy M IpoLecchl B paMKax BCeX COOTBET-
CTBYIOLIMX Mep 10 yIpaBJEHHUIO 0GIIMMU PUCKAMHU U PUCKAaMH, CBA3aHHBIMHU C L[IUPPOBOH
uJleHTUGUKanuel, OTMbIBaHUEM JieHel, GUHAHCUPOBAaHUEM TeppopH3Ma U MOIIEHHHYe-
CTBOM, /1l yCUJIEHUS BCEX CJYK0 U Nojpas/ie/leHuH, OTBe4alolUX 3a ypaBJjeHne pUcKaMU
Y 3a UX CHHIXKEHHe.

16. CuepyeT pa3paboTaTh KOMIJIEKCHBIA MHOTOCTOPOHHHUM MOAXOZ, /1J1sl TIOHUMaHUS BO3MOXKHOCTeH
Y PUCKOB, CBSI3aHHBIX C IUPPOBOM HJIeHTUPHKALMEN U BBIPAOOTKOW HOPMATHBHBIX aKTOB U py-
KOBO/ICTB I10 CHIPKEHHIO 3TUX PUCKOB. CJie/lyeT OLlEHUThb U UCII0JIb30BaTh (TaM, I/ie 3TO LieJ1eco-
00pa3Ho) CyLeCTBYIOIMe MEXaHU3Mbl U CTaHAAPThl HAZeXKHOCTH LIUPPOBOK HleHTUUKALMY,
pa3paboTaHHble OpraHaMU, OTBEYAIOLIMMU 32 BONPOCHI UJieHTUdHKaAL MY, Kubepbe3onacHocTH/
3aLIUTHI JAHHBIX U HEMPUKOCHOBEHHOCTH JIMYHOM KU3HU (B TOM YHCJIEe C yYETOM TEXHOJIOTUH,
6€30MaCHOCTH, yIPABJIEHUS U PeCYPCHOT0 06ecreyeHus), B LieJIsIX OLeHKH YPOBHEH HaJIeXKHOCTH,
obecreyrBaeMbIX CUCTeMaMU IUPPOBON HAeHTUPUKALMHY, AJI1 UX BO3MOKHOI'O NMPHUMeHEHHUSs
B IIpolLiecce HaJiJlexalllell IpOBePKU KJIMEeHTOB. B cooTBeTcTBUU ¢ Pekomenanueii 2 @AT cie-
JlyeT 06eclieduTb COTPYAHUYECTBO U B3aUMOJEeHCTBUE C COOTBETCTBYIOLIUMU rOCyJapCTBEHHbI-
MU OpraHaMH B LieJisIX BbIPA6OTKH KOMIIJIEKCHOTO CKOOPJMHUPOBAHHOTO [T0/X0/a AJIs1 TIOHUMa-
HHUS U CHUXKEeHUS pUCKOB B cdhepe nudpoBoi naeHTUGUKALUU U 06ecrieyeHUs] COBMECTUMOCTHU
Tpe6oBanui [10/]/PT k cucremaM ubpoBON UAEHTUGUKAIIMY C IPABUJIAMHU 10 3aLIUTE JAHHBIX
Y HEIIPUKOCHOBEHHOCTH JIMYHOU KHU3HU.

17. TocynapcTBeHHble oprasbl, oTBevawlnue 3a Bonpocs! [10/l/PT, morsiu 661 pacCMOTPETH BO3-
MOXHOCTb CO3/laHHUS MEXaHU3MOB B L|e/IIX Pa3BUTUSA JUajiora U COTPyJJHUYeCTBa C COOTBET-
CTBYIOLIMMU y4aCTHUKAMH 4aCTHOI'O CEKTOPA, B TOM YMCJe C PeryJupyeMbIMU CyO'beKTaMU
Y npoBaigepaMu yciayr uudpoBoi nieHTUOUKALUY, AJIs COLEeICTBUS B ONpeJieJleHUU KJIIo-
YeBbIX BO3MOXKHOCTEH U PUCKOB, CBI3AHHBIX C UAeHTUUKALIMEH, U BBIPAaGOTKHU Mep AJIs1 CHU-
JKeHUS1 3TUX PUCKOB. TakMe MeXaHHU3Mbl MOTJIM Obl BKJIIOYATh «PETryIsITOPHbIE MTECOYHUIIBIY,
obecneyunBarlle KOHTPOJIUPYEMYIO Cpely /1l TECTUPOBAHUSA U IPOBEPKU TOI0, KaK CUCTe-
Mbl IMPPOBON UJeHTUPUKALMY B3aUMOJeHCTBYIOT C HAllUOHAJbHBIMU HOPMATUBHO-IIPAaBO-
BbIMU akTaMu B cpepe [10[]/PT. l'ocynapcTBeHHbIE OpraHbl TaK¥XKe MOIJIM Obl pacCCMOTPETh
BO3MOKHOCTb CO3J@aHHUA MEXaHHW3MOB JJi COLEWCTBUA MeXOTpacJeBOMY COTPYLHUYECTBY
B L]eJISIX BbISIBJIEHUS U YCTPaHEeHHUs YSI3BUMOCTEH CyIleCTBYIOLIUX CUCTeM IUPPOBOHM UAEHTH-
duxanuu.
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18. CiepyeT pacCMOTpPeTh BO3MOXXKHOCTb OKa3aHHUs MOAJEPKKU U COZLEHCTBUS B pa3paboTKe U BHe-
JPEHUH HAJEXHBIX HE3aBHUCHUMBIX CHUCTEM IUPPOBOH HAEHTHUPUKALUU MYTEM HUX MPOBEPKU
U cepTUdUKALMK Ha COOTBETCTBHE MPO3PAYHbIM MeXaHU3MaM U CTaHAapTaM HaJJeXKHOCTH [ub-
pOBOM HeHTUOUKALWHY, UM MYTEM Ha3HAYEHHUs IKCIEPTHBIX OPTaHU3aALMH /I UCIIOJTHEHHUS
3TUX GYHKUMHA. EcM rocyapcTBEHHBbIE OPTaHbl CAaMU He OCYIIECTBJISIOT IPOBEPKY WUJIH CEPTH-
dukanuo npoBaisepoB ycayr qUPppoBol UAEHTUUKALIMH, TO UM PEKOMEHAYETCS OKa3bIBaTh
NOAEPKKY U COZEHCTBUE B TECTUPOBAHUHU U CEPTUPUKALMUY YPOBHEH HaJIEXKHOCTH, IPOBOU-
MO COOTBETCTBYIOIIMMHU 3KCIEPTHBIMU OPTaHU3aLUsIMU’, C TEM, YTOOBI B IOPUCAUKLIUU UMe-
JIach HaJ€XHasl cucteMa cepTUUKaluu. [0CyAapCTBEHHBIM OpraHaM TaKXKe PeKOMeHAyeTCsl
NOJJIEPXKUBATh YCUJIUS 10 TApMOHU3AIMK MEXAaHU3MOB W CTAaHAAPTOB HAJIEXKHOCTU LIUPPOBOM
UJIeHTUQHUKAIMH /1151 BBIPAGOTKH €JMHOT0 IIOHUMAHHUS TOTO, YTO MPEJCTABJISIET COG0N «HAAEX-
Has He3aBUCHMMasi» cucTeMa [UPppPOBOH UAEHTUUKALUH.

19. CrnenyeTr NpyUMeHSITh HaJJIeXalllle MEXaHU3Mbl U TEXHUYECKHE CTAaHJAPThI HaJIEXKHOCTH LIUPPOBOI
HIeHTUOUKALMH [TPY pa3paboTKe U BHEPEHUH IOCyJapCTBEHHOH CHCTeMbI U(POBON HeHTHHU-
Kauu. [ocyapcTBeHHBIM OpraHaM CJieiyeT aBaTh YETKHe Pa3bsiCHEHNsI OTHOCUTEIBHO GYHKI[HO-
HUPOBAHUS HallMOHAJIbHOH cucTeMbl IUPPOBOH HAeHTHHUKALUY U e€ YPOBHEH Ha/JeXKHOCTH.

20. CnenyeT moowpATb BHeJpeHHe T'MOKOro PHUCK-OPMEHTHPOBAHHOIO INOAX0JA K HCIOJb30BaHMIO
cucteM nudposoi uaeHTudukanuu B Lenax HIIK, cogelicTByromiero paciiupeHuIo JOCTYITHOCTH
dunHaHCcoBbBIX ycyT. CieflyeT pacCMOTPeTb BO3SMOXKHOCTD BbIIyCKa PYyKOBOJCTBA [l pa3bsCHEHUSA
TOTO, KaK MCIO0JIb30BaTh CUCTeMbI IUGPOBOM HJeHTUUKALUY C Pa3HbIMU YPOBHSAMU HafleXKHOCTH
JI/Is1 IPOBEPKU U NMOATBEPKAEHNS MOJIMHHOCTH JIMYHOCTH/PETUCTPALIUU U ayTeHTUHUKALUH B Iie-
JISIX IPOBeJleHH s II03TallHOM MHOTOypOBHEBOM Ha/ljlexalliell IpoBepKU KJIMEHTOB.

21. CnenyeT OTCIEXHBATh TEHAEHIMH U U3MeHeHUs B chepe nudpoBoi naeHTUPUKALUK )11 0OMe-
Ha 3HAaHUSMHU U NEPEIOBbIM OMbITOM, a TAKXKE /IS CO3/IaHMsI HOPMAaTUBHO-IIPABOBOM 6a3bl KaK Ha
HaI[MOHAJIBLHOM, TaK U Ha MEX/IYHApPOJAHOM YPOBHE, KOTOpast 6yJIeT COAEeHCTBOBATh BHEIPEHUIO OT-
BETCTBEHHBIX UHHOBALIMH U 06€CIIeYUT GOBLIYIO THOKOCTD, 3P PEKTUBHOCTb U PYyHKIIMOHATBHOCTD
cucteM IUPPOBOH HAEHTUPUKAIIMU KaK B OT/AEJbHBIX CTPAHAX, TAK U BO BCEM MUpE.

PekomeHgauum ana perynmpyembix cybbeKros

22. CnejyeT MOHMMAaTh OCHOBHbIE COCTABHBIE 3JIEMEHThI CUCTEM LIGPOBOH HAEHTHHUKALUY, 0COGEH-
HO Kacaroluecs IPOBepPKH, OATBEPKIeHHUs IOJ/IMHHOCTH JINYHOCTH U ayTEHTUQUKALIMY, U TO, KaK
OHU c006pasyroTcs ¢ aneMeHTaMu Tpebosanuii Kk HITK (cm. Pasgen II v [IpunoxkeHne «Av).

23. CrnenyeT MpUMeHSITb 0G0CHOBAHHBIA PUCK-OPUEHTHUPOBAHHBIN TOAXO0J, K UCIOJIb30BAHUIO CUCTEM
nupoBoi naenTudukanuu B uessax HIIK, yto Bk/toyaeT B cebs:

7 Takue 9KCIePTHbIE OPraHU3ALUH 10 CePTUGUKALMU MOTYT OKa3bIBATh YCJIYTH B KOHKPETHON IOPUCUKIMKI UK PETUOHE, UK
npejJjaraTb CBOU cepTUGHUKALMOHHbBIE YCIYTH Ha MEX/YHApPOJHOM YPOBHE.
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12 1U®POBASA UJEHTUDOUKALIAA

a. [loHMaHue ypoBHsI/ypOBHEN HAZIEXKHOCTH, 06eCTIEYMBAEMbIX CUCTEMON IUPPOBOK HAEHTHHKALINH,
0COGEHHO, B YaCTH MPOBEPKH U MO TBEPXK/IEHNS TOJJIMHHOCTH JINYHOCTH U Ay TEeHTUDUKALWY, U

b. OGecneyeHre COOTBETCTBHUSI YPOBHS1/YpoBHel HajiexkHOCTH prckaM O//®T, cBsi3aHHBIM C KJIMeH-
TaMH, IPOAYKTAMH, OPUCAUKIUSIMH, TeorpapruyecKM OXBAaTOM U T.[.

24. CrenyeT paccMOTpPeTb, MOTYT JIM CUCTEMBbI IUGPOBON HAeHTHUPHUKALUU C Gojiee HU3KUMHU
YPOBHSIMU HAJI€)KHOCTU ObITb JOCTAaTOYHBIMHU JJIs1 IPOBeJleHUsl YIPOILEHHON HajJ exallen
NPOBEPKU B CUTYaLUAX, XapaKTepu3ywuxcs Hu3kuM puckom 0/1/PT. Hanpumep, BO3MOXKHO
JI1 TPUMeHEeHUe, B pa3pellléHHbIX CIy4yasx, I03TaMHoro nojaxoza k nposesenuto HIIK, npen-
YCMaTPUBAIOILET0 UCI0Jb30BaHUE CUCTEM LUPPOBOU UAeHTUPHUKALUH C Pa3HBIMHU YPOBHSAMU
Ha/JIeXKHOCTH, [/ COJIeHCTBHUS PACIINPEHUIO JOCTYIHOCTH PUHAHCOBBIX YCJIYT.

25. Ecuv B cusly BHYTpeHHEH NOJIMTUKY WU NPAKTUKHU J|eJI0BbIe OTHOIIEHUS UJIM OTlepaluu 6e3
JIMYHOTO KOHTAKTa BCErJla pacCMaTpPUBAKTCS, KaK MPEJCTABJASAOLINE BEICOKUN PUCK, Cle-
JlyeT pacCMOTpPEeTb BO3MOKHOCTb IepecMoTpa TaKOU MOJUTUKHU C YU4ETOM TOTO, UTO MepPhI
no uAeHTUUKAUU/BepuUPUKAIUU KJIUEHTOB, OCHOBAaHHbIE Ha HAJEXHBIX HE3aBUCHUMBbIX
cucteMax UMGPOBOH UAeHTUDUKALUH, HAPSY C UMEIOLUMUCA HAZJIeXAIUMU MepaMu 10
CHUXXEHUI0O PUCKOB, MOTYT MPEJACTABAATh CTAHAAPTHBIM MJIM Jlake NOHWKeHHBIH ypOBEHb
pucka.

26. B COOTBETCTBYWIUX CJydassXx CJleAyeT HCIOJb30BAaTb Mepbl U MNPOLEAYpPbl MO MPOTHBO-
JIeACTBUIO MOLIEHHUYECTBY M oOecleyeHHI0 Kub6ep6e30nacHOCTH [JJIst COLeHCTBUSA B MpO-
BeJIeHUU NPOBEPKU NMOAJHUHHOCTH LUPPOBBIX HEHTUPUKALMOHHBIX JAHHBIX U/HUJIN ayTeH-
Tudukanuu B neuaax [10/PT (B npouecce uaeHTUdUKanUK/BepUuPUKALUU KIUEHTOB NPU
npuéme Ha 06CAyKHBaHUE, @ TAKXKe B NPOIeCCe OCYLeCTBIEHUs NOCTOSSHHOM HaJlJIexalen
IPOBEPKHU U MOHUTOPUHTA onepanuii). Hanpumep, perynupyeMble Cy6beKTbl MOTYT UCIIOJIb-
30BaTh BCTPOEHHBIE B CUCTEMBI IUPPOBOH HIeHTUDUKALMHU 3JIeMEeHThI U QYHKIMHY, HAalpaB-
JIEHHble Ha NpeAynpex/jeHre MolleHHUYecTBa (T.e. yHKIUHU OTCIEeKUBAHUS COOBITHH ay-
TeHTHUPUKALHUU B 1lesIsIX BbIsIBJIEHUs CJyyaeB HEHa/JIeXallero MCI0JIb30BaHUs IUPPOBBIX
UJleHTUPUKALMOHHBIX JAHHBIX AJA AOCTyNa K cueTaM, B TOM 4YHCJe, C UCIO0Jb30BaHHUEM
YTePSHHBIX, YKPaJeHHBIX UJIH NPOJAHHBIX YYETHBIX UPPOBBIX HAEHTUOUKALUOHHBIX JJaH-
HbIX/ayTeHTUPHUKATOPOB) AJIs1 BCTPAUBAHUS UX B CBOU CUCTEMBI JIJIsi IPOBEJeHHUsI IOCTOSTH-
HOH HaJJIexall el IPOBePKH JIeJIOBbIX OTHOLIEHUH, a TaKKe JJIT MOHUTOPHUHTA ¥ 06HapyxKe-
HUS [T0JJ03PUTEJbHBIX ONepalMil U HaNpaBJeHUs roCyJapCTBEHHBIM OpraHaM COOOLeHUH
0 TaKHX oNepanusx.

27. PerynupyeMbIM CyG'beKTaM cae[yeT 06eCledyuThb, YTOObl Y HUX UMeJICs HeloCpeACTBEHHO
JIOCTYTI UJIM IPOLECCHI, TO3BOJIAINIME TOCYAAPCTBEHHBIM OpraHaM I0Jy4aTh JOCTYI K CO-
OTBETCTBYIOLIUM HAeHTHPUKALMOHHBIM JAaHHBIM U [J0Ka3aTeJbCTBaM MU LUGPOBOH HH-
dbopManuy, HeoGXOAMMOM 1/l YCTAHOBJIEHUS U NPOBEPKH JTUYHOCTH GU3NUeCKUX auL,. Pe-
T'yJIMPyeMbIM CyG'beKTaM PeKOMEH/YETCsI B3aUMO/IeCTBOBATh C OpraHaMU peryJMpoBaHUs
W OpraHamu, 3aHUMAaIOIMMUCS BbIpabOTKON NMOJMTHUKH, a TAKXKe C NMpoBaljepaMH yCiyr
nUGpPOBOH UAEHTUPUKALUHY, [IJIsT UCCIEJOBAHUSA NMyTel U cnoco60B 3GPEeKTUBHOrO U pe-

3yJIbTATUBHOTO pelleHus 3TOX 3a/ia4u B cdpepe LUpoBOM ULeHTUPUKALU Y.
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PekomeHaauumn ana nposaiiaepos ycnyr umdposoit uaeHTMpuKaumm®

28. Cnepnyer nonumathb TpeboBanus [10/]/PT B yacTy, Kacarolencs NpoBeAeHUs Haliexalleld mpoBep-
KU KJIMEHTOB (0COGEHHO HJeHTU(UKAIMH/BeprUPHUKALMA KIUEHTOB U MOCTOSIHHON HajJliexalen
NPOBEPKH), & TAKXKE JAPYyTHe COOTBETCTBYIOIIME HOPMATUBHbIe TPeOGOBaHUs, BKIOYas TpeGOBaHHUs
0 XpaHEeHUH PeryJIMpyeMbIMU Cy6beKTaMU JJaHHBIX, T0JIy4eHHbIX B mpouecce HITK.

29. CrnenyeT oGpamaThCcs 32 TECTUPOBAaHHUEM YPOBHEH HA/IEXKHOCTH U CepTUPUKALMEHN K FOCYyAapCTBEH-
HbIM OpraHaM WM K Ha3Ha4eHHOH 3KCIIepTHOH OpraHMu3aliy JIM60, B CIy4ae OTCYyTCTBHSA TaKoH op-
raHU3alyHY, K JPyrod Mex/IyHapoJHO NMPU3HAHHOW 3KCIEePTHON opraHusauyu. [Ipy Haluuuu Bos-
MOXKHOCTH, CJIeZlyeT y4acTBOBATh B FOCYJAPCTBEHHBIX «PETYISTOPHBIXK MECOYHULAX» (MK B JPYTHX
COOTBETCTBYIOILIMX CTPYKTYpPax) J/Is OLlEHKH YPOBHEH Ha/IeXKHOCTH, 06eCIeunBaeMbIX CUCTEMaMU
UGPOBON HJIEeHTUDUKALUH.

30. CrefyeT npeAoCTaBJISATh PETYIUPYEMbBIM CYGBEKTAM «IIPO3PAYHYIO» HHPOPMAIHIO 06 YPOBHSIX Ha-
JIEKHOCTH CUCTEMBI IIUPPOBON HAEHTUPHUKALMHU B YACTH ITPOBEPKU U NMOATBEPKIEHUS MOLJTUHHO-
CTU JIMYHOCTH, ayTEHTUPUKALIMU 1, B COOTBETCTBYIOIIMX CIy4asix, UHTerpanuu,/GpyHKIHOHATbHON

COBMECTHMOCTH.

8 Xorsa Cranzaptbl PAT® pacnpocTpaHSIOTCS TOJIbKO Ha PeryJIupyeMble Cy6beKThI (T.e. Ha GUHAHCOBBIE YUPEXAEHHs, TIPO-
Baii/1epoB ycyr B cdpepe BUPTYalbHbIX aKTUBOB U YCTAaHOBJIEHHbIe HeHUHAHCOBbIE NIPeJNPUATHS U Ipodeccuu), HacTosllee
PyKOBOZCTBO TaKe aKTya/JbHO B IJIaHe CIPaBOYHOH MHOPMALMHU AJisl IPOBaijepoB yciyr nudpoBoil uaAeHTHUKALNY,
KOTOpbI€ NPeJJOCTABJSIOT YCJIYTH peryainpyeMbiM cy6bekTaM (B nessix PATP). OfHaKO B KOHEUHOM MTOre 3a BbINOJHEHHE
Tpe6oBanuil PATD oTBeyaloT peryaupyemble CyOLEKTHI.
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PA3AEN |: BBEAEHUE

31. T'pynmna pa3paboTku GUHAHCOBBIX Mep 60pPBOBI ¢ 0TMbIBaHUEM JeHer (PATD) cTpeMUTbCA 06ECIEYUTS,
YTOObl MeX/yHapoJHble CTaHJAPThI B cpepe NMPOTHUBOAEHUCTBUSA OTMbIBAaHUIO JieHer/UHAHCUPOBAHUIO
TeppopusmMa ([10/l/PT) cnocobeTBOBa/IM BHEPEHUIO OTBETCTBEHHBIX GUHAHCOBBIX MHHOBALMK. B aTOM
cBsi3u QAT aKTHBHO NOALEPKUBAET UCIOIb30BaHUE HOBBIX TEXHOJIOTHN B PUHAHCOBOM CEKTOPE, KOTO-
pble COOTBETCTBYIOT U COAENUCTBYIOT pean3aliu cTauAapToB B oosactu [10/]/PT u focTrkeHUIo Liesei
pacIIUpeHusi JOCTYITHOCTH GUHAHCOBbIX yCIyTY.

32. CrpeMuTENBHBIE TEMIIBI MHHOBALMH B cdepe 1udppoBoi uaeHTHHKA- CTpemMUTENbHbIE TEMbI MHHOBaLMI
I[UM IOCTUIJIH TIEpEJIOMHOMN TOYKH. Pa3BUTHE CTaHIapPTOB, TEXHOJIOTHHA B chepe LMdPOBOIt MAEHTUDUKALMM
¥ [IPOLLeCCOB LI$POBOH HAEHTUPHUKALMH JOCTUIIO TOTO YPOBHSL, KOTAQ  1j0cTUIIN NEpEenomHOl TOUKN ... CUCTEMbI
cucreMbl 1MPOBOH HEHTUDHUKAIMN CTATH WK MOTYT B CKOPOM Bpe- LMGPOBOI MAEHTUDMKALMM CTanU
MEHH CTaThb JIOCTYIHBIMH B [JI06a/IbHOM MaclITabe. K gyuciy Takux Tex- WAU MOTYT B CKOPOM BPeMeHU CTaTb

HOJIOTMA OTHOCHUTCS C/lefyioliee: PasHOO6pasHble GMOMETPUYECKHUE  nocrynHbimu 8 m06ansHoM maclitabe.
TEXHOJIOTHY; TIOYTH NOBCEMECTHAs JOCTYITHOCTb IHTepHeTa M MOGHJIb-

HBIX TeJlepOHOB (BKJII0YAsI CTPEMUTEIBLHOE Pa3BUTHE U COBEPIIEHCTBOBaHUE CMAapTGOHOB C BUZEOKaMe-
paMy, MUKPOGOHAMHU U IPYTUMU «YMHBIMH» TE€XHOJIOTHSIMU); UAEHTUPUKATOPBI IIMPPOBBIX YCTPOWCTB
U CBsi3aHHasl ¢ HUMU UH$opMalus (Hampumep, MAC-azpeca u IP-aspecal, HoMepa MOGUIBHBIX Tesiedo-
HOB, SIM-KapThl, PYHKIMU Te0JIOKAUK CUCTEMbI II06abHOTO no3unroHupoBanus (GPS)); ycrpoiicTea
CKaHUPOBAHUS C BBICOKOM YETKOCTBIO ([IJI1 CKAHUPOBAHUS WAEHTHUPUKAIMOHHBIX KApT, BOJUTEIbCKUX
VAOCTOBEPEHUH U IPYTHX JJOKYMEHTOB); CUCTEMBI Ilepe/iad BUIeOMH(OPMAIIH C BBICOKUM paspelieHu-
eM (I03BOJISAIOIIME AUCTAHIIMIOHHO YCTAHABJIMBATb U MPOBEPSATh JIMYHOCTD U TOJIYYaTh J0Ka3aTeIbCTBO
TOrO, YTO YeJIOBEK PeaIbHO CYIECTBYET U *KUB); UCKYCCTBEHHbIA HHTEJ/JIEKT/MallMHHOe 06y4deHue (Ha-
npuMep, JJIsl ONIpe/ieJieH sl JeCTBUTEIbHOCTH YI0CTOBEPSIIOIIEro JMYHOCTD JJOKYMEHTA, BbIJAHHOTO ro-
CyIApCTBEHHBIMH OpraHaMH); U TEXHOJIOTHS paclpe/ie/IEHHOTO peecTpa.

[TomeHyuabHble npeumyujecmaa

33. Cucrembl 1u$poBoi HAeHTHUKALMY, OTBEYalolle BbICOKMM CTaHJapTaM B cdepe TeXHOJIOTHH, opra-
HU3alMU U yNpaBJeHHs, UMeloT GOJIbIION NMOTeHIHas /s MOBbIIEeHHs JOCTOBEPHOCTH, 6€30MacHOCTH,
KOHQUEHIIMAIBHOCTY U YA06CTBa UAeHTUPUKALUY GU3UUECKUX JIUL, B CAMBIX Pa3/IMYHbIX CUTYaLUAX,
CBSI3aHHBIX B TOM 4Hc/le ¢ PUHAHCOBBIMU YC/IYTaMy, 3/JpaBOOXpaHeHHEM, YCIYTaMU 3JIEKTPOHHOTO Ipa-
BUTEJIbCTBA, B IV100a/IbHOM 3KOHOMUKe 1IMPPpOoBOH 3pbl. Takue cucTeMbl [UPPOBOH WeHTUPHUKALMH OT-
HOCAITCA K CUCTEMaM C [TOBbILIEHHbIMHU YPOBHSIMU HaJIeXKHOCTH.

34. TlpumenutesbHO K CrangaptaMm PAT®, cucrteMbl HMPPOBOH HAEHTUPUKALMY, UMEIOLINE HA/IJIEXKAILYI0
CTerneHb Ha/IEKHOCTH U HE3aBUCUMOCTH, MOTYT:

* cofleficTBOBATDb HAeHTHOUKAIMY U BepUHUKALIMY KIUEHTOB IIPY MPUEMe Ha 00CTyKUBaHUE;

* cOZIEHCTBOBATD OCYIIECTBJIEHUIO IOCTOSIHHOM Ha/ijIexalllel MPOBEPKH U TIATEJbHOMY aHAJIM3Y Ollepa-
U B poliecce MOAAePKaHU JIeIOBbIX OTHOIIEHHH;

* coZleiCTBOBAThb peasn3aliu Jpyryux Mep B LieJIsX HaJJlexalllel NpoBepKU KJIMEHTOB; U

* cofleiCTBOBATh OCYIIeCTBIEHHI0O MOHUTOPHHTA ONepaliii A/1s BbIABJIEHUA U HAlIPaBJIEHHsI COOBIeHUH
0 IO/I03pUTEJIbHBIX OllepalUsx, a TAKXKe COAeHCTBOBATb MepaM, IPUHUMAaeMbIM B LieJIsIX 00L1ero ynpas-
JIEHUS] PUCKaMH U NIPeYTIPEXKJEHHA C/IydaeB MOLIEHHUYeCTBa.

9 Cm. nosunuio PAT® 0THOCUTEIbHO GMHAHCOBBIX U PETYJAATOPHBIX TEXHOJIOTHH (0T 3 HosIGpsa 2017 roza), KoTopas JOCTYIHA
no agpecy: www.fatf-gafi.or, lications/fatfgeneral ments/fatf-position-fintech-r h.html.

10 MAC-azpeca onpe/e/iSIlOT yCTPOCTBa, a IP-ajipeca onpeessioT MOAK/II0YeHUS.

© FATF/OECD 2020



[IM®POBAS UJEHTUDUKALIMA 15

35.

36.

OHH Taxke 06J1aAI0T OTEHI[UAIOM [I/IS1 CHIDKEHUS U3JiepXKeK U NMOBbIIeHUs 3P PeKTUBHOCTH AeATeTbHOCTH pe-
TyJIMPYeMBbIX CyO'beKTOB U MO3BOJIAIOT llepepaciipe/ie/IMTh Pecypchbl Ha BbINOJIHEHNe JPYyruX QyHKLUUN U 06s13aH-
HocTel, cBs3aHHbIX ¢ [10/]/PT.

Hapéxuble He3aBUCHMBIe!! cucTeMbl IGPOBOH MAEHTHOUKALMK TAKXKe MOTYT COZIeHCTBOBATh PaCLIMPEHHIO J10-
CTYITHOCTH (GUHAHCOBBIX YCIYT, MO3BOJIAA JIOAAM, He UMEIOLIKUM JOCTYN WM UMEIOLUM OrpaHUYeHHbIN JOCTyI
K GUHAHCOBbBIM yC/IyTaM, IOATBEPIUTh CBOIO «0QUIMAIbHYI0 UAEHTUYHOCTb» (T.e. IMYHOCTB) B Pa3/IMYHbIX 06CTOS-
TeJIbCTBAX, B TOM YHCJIE JUCTAHI[UOHHO, [J1s1 IOJTy4eHHs I0CTYyTIa K PETyIUpyeMbIM GUHAHCOBBIM yCIyraM. BoBseye-
Hue 00JIbILIEro KOJIMYecTBa JIIJeH B peryJiMpyeMblii QUHAHCOBBIN CEKTOP COAENCTBYET JAa/IbHeNleMy YKpelleHUIO
MexaHH3MOB U Mep, HallpaBJIeHHbIX Ha IPOTHUBO/EHCTBHE OTMBIBAHHIO JieHer ¥ pUHAHCUPOBaHMIO TeppopU3Ma.

HomeHuuaﬂbele puckKu

37.

38.

39.

CucteMbl 1udpoBOH HAeHTHUKALKHU TaKXKe NpeAcTaBsoT pucku O/ /DT, koTopble HY>KHO IOHUMATh U CHXKATb.
Te perysnupyeMble Cy6bEKThI, KOTOPbIE HE JIENAI0T 3TOT0, TAKXKe He CMOTYT BBIIOJIHUTh TPEOOBAHMUS], YCTAHOBJIEH-
Hble B Pexomenianuu 10(a), u Tpe6oBanus CtangapToB PAT®, koTopble 00513bIBAIOT PETYJIMPYEMbIX CYOBEKTOB
BBISIBJIITh, OLleHUBAThb U CHWKATb pUCcKU O/l U PT, KoTopble MOTyT BOSHUKHYTb B CBA3HU C HCI0/Ib30BaHHEM HOBBIX
WM pa3pabaTbiBaeMbIX TEXHOJIOTUH KaK /sl HOBBIX, TaK U JIJIs 7K€ CYIIeCTBYIOIINX TPOAYKTOB'?,

3TH puUcKkH NoApobHO paccMaTpuBaroTcs B Paszene V. KpynHoMaciutabHble cucTeMsbl 11$poBoil HAeHTUUKALNY,
He obecredrBarollye Hajl/lexKallie YPOBHU HaJeXXHOCTH, IPeJICTaBIISIOT PUCKH JJ1 K6ep6e30nacHOCTH, TO3BOJIAS,
B TOM YHCJIe, OCYIECTBJIATh KUOEpaTaKky, HalleJleHHbIe Ha BbIBe/leHHE M3 CTPOs GOJIBLIMX CErMEHTOB (MHAHCO-
BOI'0 CEKTOPA WJIM Ha BbIBe/IeHUe U3 CTPOsl caMuX cucTeM LUGpoBol naeHTHOUKauuy. OHU TakKe NpeJCTaB/IsAT
cepbé3Hble PUCKU [ HEMPUKOCHOBEHHOCTH JIMYHOM »KU3HH, PUCKH MOIIEHHUYEeCTBa U JpyrHe PUCKH, CBA3aHHbIE
¢ pHHAHCOBBIMHU MPECTYIJIEHUSAMH, TOCKOJIbKY POGEJIbI B CUCTeMe KMb6ep6e30nacHOCTH MOTYT MPUBECTH K KPYITHO-
MacLITaGHbIM XUILEHUAM WAEeHTUUKALMOHHBIX JAHHBIX U, KaK Pe3y/bTaT, K HeCAHKLIMOHUPOBAaHHOMY PacKpPBITHIO
MHGOPMALMY, 03BOJISIIOLIEN YCTAaHOBUTD JIMYHOCTB'®. PUCKY, CBSI3aHHbIE C ynpaBJieHHeM, oGecredeHreM Ge3omac-
HOCTH,/ COXPaHHOCTH J@HHBIX 1 HEIIPUKOCHOBEHHOCTH JIMYHOM *KU3HH, TaKKe BJAMSIOT Ha MepbI [10/1/PT. 3Tu prucku
pas/IMYalOTCs NPYMEHNTE/IbHO K Pa3HbIM 3J1eMeHTaM CUCTeMbl HUPPOBOH MAeHTUPUKALIMY, HO MOTYT UMEThb OoJlee
paspylIMTe/IbHbIE NOCAe[CTBHS 110 CPaBHEHHIO C HAPYILEHHAMH, CBA3aHHBIMU C TPaJULIMOHHBIMU CHCTEMaMH H/JieH-
THUKALUHY, BCIeICTBHE TOTeHIMaJIbHOT0 MacllITaba coBepIllaeMbIX aTak. Pa3BUTHe TeXHOJIOT M, a TaKoKe TIATeIbHO
NpopaboTaHHbIe TPOoLiecchl TPOBEPKH U MOATBEPKAEHUA NOAMHHOCTH IMYHOCTU U ayTeHTUHKALIUU MOTYT COAei-
CTBOBATb CHIKEHUIO 3TUX PUCKOB, Kak yKka3aHo B Paszesie IV u paccmaTprBaeTcs 6ostee noApo6Ho B Paszeste V.

[Ipu3HaBas MOTeHIMAIbHBIE PUCKU U TIPeUMylIecTBa cucTeM IudpoBoi naeHTHdUKanuy, PATP paspaboTana Ha-
crostiee PYKOBOZICTBO /151 Pa3bsICHEHHS TOT'0, KaK CHCTEMBI IUPPOBOH HAEHTHUKAIIMK MOTYT HCII0JIb30BAThCS JJIS
BbINOJIHEHUS] KOHKPeTHbIX TpeboBanuii [10/]/PT, ycraHoBneHHbIx B CTanaapTax PATO.

HasHaueHue u uenesas ayautopms

40.

Hacrosiee PykoBojcTBO NpefiHa3HaueHO JJIs1 OKa3aHUs COAENCTBUS rocyJapCTBEHHBIM opraHaM B Gosiee 4éT-
KOM NOHMMaHHH TOT0, KaK QYHKIIMOHUPYIOT CUCTEMbI UPPOBOH HAeHTUPUKALUY, U Pa3bACHEHHS TOr0, KaK OHU
MOT'YT HUCNOJIb30BaThCsl B paMKax M1o6anbHblX ctanAapTos [10/1/PT. K unciy Takux rocyapCTBEHHbIX OPraHOB
OTHOCATCA: OpPraHbl, 3aHMMaloLIMecsd BbIPAOOTKON MOJIMTHUKH; OpraHbl, OTBeYalollle 3a peryJupoBaHHe, HaZ30p
U KOHTPOJIb 32 AeATeJbHOCTbIO PeryJMpyeMbIX CyObeKTOB; OpraHbl, OTBeYarollie 3a obecreyeHre HEPUKOCHO-

U s yA06CTBa YTEHHUsI B HEKOTOPBIX C/Iy4asix TEPMUH «LOCTOBEPHBIN» HCIOJIb3YeTCs B KAaUeCTBe CHHOHMMA TePMUHA «HAZEXKHbIN He-
3aBUCUMBIN».

12 pexomenpanus 15 (1151 GUHAHCOBBIX yUpeX<IeH i M POBaiiiepoB yCIyT B chepe BUPTyalbHbIX aKTHBOB) U PexoMenanus 22 a1 YHOIIL.

3 Y udpopmanusl, Mo3BOIAOMIAA YyCTAHOBUTh IMYHOCT, BKJII0YaeT B ce6s JII06y1o HHPOPMaIHIo, KOTOpas caMa 1o ce6e UM B CoYeTaHUH
¢ Apyro# nHpopMaIyen Mo3BoAeT yCTAaHOBUTDb JINYHOCTh KOHKPETHOTO YeJl0BeKa.
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41.

BEHHOCTH JIMYHOM KU3HH, 3aLUTY JJAHHBIX U KHOep6e30MacHOCTh (B YaCTH, Kacarolleics: X KOMIeTeHIIMHU ); a TaK-
Ke IpyTHe rocyAapCTBEeHHbIE OPTaHbl, IPec/eAyolIye CBS3aHHbIe C 3ITUM MOJUTHYECKHE ey (HampruMep, paciiu-
peHHe TOCTYIMHOCTH GUHAHCOBBIX YCJIYT).

Hacrosiee PykoBoAcTBO Takke NpejHa3HAUYEHO /1J1s1 OKa3aHUs COAeHCTBHUS yYaCTHUKAM YaCTHOTO CEKTOPa, B TOM
quCJie peryiupyeMbIM CyO'beKTaM U NpoBaiiepam ycuayr nudpoBoi uaeHTudukauuu. OHO TakKe sIBJISETCS aKTy-
JIbHBIM JJIs1 MEXXYHAPOJHBIX OpraHU3alMH, HeMpaBUTeIbCTBeHHBIX opranu3anuii (HI10) u apyrux opranusanui,
Y4YaCTBYIOLIMX B IPeIOCTABJIEHUH U UCII0JIb30BaHUU CUCTEM LUPPOBOI HAEHTUPUKALMH AJ1 OKa3aHUsA GUHAHCO-
BBIX YCJIYT ¥ TyMaHUTAPHOH IIOMOIIIH.

Npeamet PykoBoacTea

42.

43.

44,

Hacrosiee PykoBozcTBO MOCBsLEHO BompocaM, Kacarouumcs npuMmeHeHus: Pekomenganuu 10 (Hagsexalnas
NpOBepKa KJIHMEHTOB) B KOHTEKCTEe UCIOJIb30BAHUSA CUCTEM LUPPOBOM MAeHTUOUKALKU B LesAX UAeHTUPUKa-
UM /BepUPHUKALMH KIMEHTOB ITPU IPHUEMeE Ha 00CTYKUBaHKe (OTKPBITHE CYETOB), IPeyCMOTPEHHOH B PekoMeH-
Jaunu 10(a). B HEM TakKe paccMaTpPUBaIOTC BO3MOXKHOCTH MCI0JIb30BaHHUs IIMGPOBON UieHTUDUKALMH B LesAX
COZLEMCTBHSI OCYLeCTBJIEHHUIO IOCTOSIHHON Haj/lexKalllel NPOBePKH (B TOM YKMCJle MOHUTOPHHIA ONlepaluii) B co-
otBeTcTBUM ¢ PekoMenzauueit 10(d). Kpome Toro, B PykoBofcTBe paccMaTprBaeTcsl IpuMeHeHUe PekoMeHanuu
17 (BO3MOXKHOCTb MOJIAraThCsl HA TPETbU CTOPOHBI) B CUTYALUSAX, KOT/]a peryjupyeMble CyO'beKThl IpefoCcTaBIsl-
10T cucTeMbl LUPOBOX HAeHTUDUKALUY JPYTUM PETYINPYEMBIM CyO'beKTaM /sl IpoBeJeHUs naeHTuduKaLum/
BepUUKALUU KJIUEHTOB.

B cooTBeTCTBUM € NPUHLMIIOM TeXHOJIOTMYECKON HelpeAB3ATOCTH, Tpe6oBaHuA PekoMeHjauuu 11 (xpaHeHue
JIaHHBIX U JIOKYMEHTOB) B PaBHOM CTeNeHH pacHpOCTPaHAIOTCA Ha XpaHeHHe JOKYMEeHTOB Kak B IIMPPOBOH, TakK
u B usnveckol (FokyMeHTapHOH) dopMe. B mpakTHYeCcKOM I/1aHe, IPU UCTIOJIb30BAaHUU CUCTeM LM(POBOM HJeH-
TUUKALMK MOTYT BO3HUKHYTb aKTya/lbHble BOIPOCHI, Kacaloluecs TOro, Kak CJleflyeT XpaHUTb U NPeJoCTaB/IATh
JIOCTYT K TpebyeMoit nHpopMaruu no pesyasrataM HIIK c TeM, 4To6bI perynupyemble CyG'beKTbl MOIJIU BbINOJI-
HATb TpeboBaHus PekoMeHaanuu 11. Ilofxop! K XpaHEHUIO AAHHBIX U JOKYMEHTOB B KOHTeKCTe [I1pPOBOH HJieH-
TUdUKaLMK OYAYT Pa3/In4daThCsl B 3aBUCUMOCTH OT BUJIA U CTPYKTYPhI CUCTeM LIUPPOBOH HJieHTUPHUKALMY, BU/IOB
Y IPaBOBbIX 00513aHHOCTEN NMPOBai/IepPOB TaKKUX CUCTEM, a TaKKe HOPMAaTUBHO-ITPABOBOM U JIOTOBOPHOM 6a3bl, Cy-
IeCTBYIOILeH B IOpUCAMKLMU. HamprMmep, Korja rocyAapcTBeHHble OpraHbl MPeioCTaBJIAIT CUCTEMb] LUPPOBO
uAeHTUPUKALMY, OHU COOMPAIOT WM CO3AAI0T COOTBETCTBYIOLIME YOCTOBepsIOlfe JTUYHOCTb CBUAETENbCTBA
(mepBUYHBIE UCXOAHBIE JOKYMEHTbI, HHPOPMALMIO U JaHHbIe) JJ1s MPOBEPKU U MOATBEPXAEHUS NMOAJINHHOCTU
JINYHOCTH/PETUCTPALMHY, U B 3TOH CBSI3U 0XKUJAETCS, YTO OHH OYAYT UMETh AOCTYH K 3TOH HHPOPMAIUU B PeryJis-
THUBHBIX U IPAaBOOXPAHUTEJIbHBIX LIeJISIX, YTO COOTBETCTBYeET LesiaM Pekomenaanuu 11. Ecau perynvpyeMble Cy6b-
€KThI UCIMOJIb3YIOT CUCTeMBI IMPPOBON UAEHTUPHUKALIMY, TPeJJOCTaB/IeHHbIe HETOCYAPCTBEHHBIMU CyObeKTaMH,
TO COOTBETCTBYHOLIHE YA0CTOBEPAIOLIME IMYHOCTb CBU/I€TE/IbCTBA MOT'YT XPAHUThCH, LIeJIMKOM UJIM YaCTUYHO, I1PO-
Baiiiepamu yciyr nudpoBoi uaeHTUPUKALUU U/UIN JPYTUMU cyObekTaMu. KpoMe Toro, yacTHble NpoBakepsl
ycryr LudpoBoi ueHTUHKALMY MOTYT I0/1y4aTh/NOATBEPX/AAaTh HEKOTOPbIe WU Bce 6a30Bble HAeHTUPUKALU-
OHHbI€ IAHHbIe HAMTPSIMYI0 U3 IHPPOBOro UCTOYHHKA (TAKOT0 KaK, HAlTPUMep, TOCyAApCTBeHHbIE 6a3bl JJAHHBIX HJIH
peecTpbl IPeJjOCTaB/IeHHsI U OILIaThl KOMMYHAJIBHBIX YCJIYT, Be[lylliMecss KOMIIQHUAMU 4acTHOIO ceKTopa). B atom
cJlydae, TaKkXKe UMeeTCH BepOATHOCTb TOT0, YTO LMPPOBbIE 3alKCH C yKasaHHeM BU/IOB JI0Ka3aTeJbCTB UIEHTHY-
HOCTH, UCTOJIb3yeMbIX B Ka4eCcTBe CBU/ETE/bCTB B KOHKPETHBIX LieJIfIX, BK/I04as UCTOYHMK JJaHHBIX, AATy/BpeMs
U Cpe/CTBa JOCTyNa K HeMy, MOTYT COOTBETCTBOBaTb TpeGoBaHUAM Pexkomenzauuu 11. 3TH Bonpockl COOTBET-
CTBYIOIUM 06pa3oM pelIaloTcs roCyAapCTBEHHbIMU OpraHaM{ B paMKax HOpMaTUBHO-IIpaBOBOM 6a3bl B cdepe
[0/ ®T u nudpoBoit HaeHTUPHKALNY, a TAKKe PETYIUPyeMbIMU CyObeKTaMU B PaMKaX CTaHJapTHBIX JJOTOBOPHBIX
OTHOILIEHUH € areHTaMH 1 IpoBaiiepaMu GUHAHCOBBIX yCIIyT. [103TOMY TpeboBaHus, Kacarolyecst XpaHeHUs JaHHbIX
Y JIOKyMEHTOB, ¥ aHaJIOTU4YHbIe TpeboBaHMs He pacCMaTPUBalOTCcA 6oJiee MOAPO6HO B HacTosAIEeM PykoBozcTBe.

B HacTodleM PyKOBO,Z[CTBe paccMaTpHUBaOTCA BOIIPOCHI I/I,CLEHTI/ICIDI/IKHHI/II/I KJIMEHTOB, ABJIAIINXCA ¢)H3H‘{CCKI/IMI/I
JIMLAMHU. B PyKOBO,E[CTBe He HcCieayroTcd BOIIPOChI UCIIOJIb30BaHUA CUCTEM LlPICl)pOBOﬁ I/IAEHTHCbI/IKaU,I/II/I B LieJIdxX
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45.

46.

47.

COZIEHCTBUS YCTAHOBJIEHUIO U IPOBEPKE JIMUHOCTH NPeJCTaBUTes (IIpeICTaBUTENeN) FOPUINIECKOrO JIMIA B paM-
Kax UIeHTUPUKAIMK/BeprUPUKALUH KJIUEHTOB, SIBJISIOLUIUXCS IPUANYECKUMHU JIMIIAMH; WU B LEJISIX peaTn3aliu
Jpyrux aneMeHToB npouecca HIIK - B yacTHOCTH, B LieJIIX YCTAaHOBJIEHUS Y TPOBEPKU JIMUHOCTH 6eHepULIMapHOTOo
coOGCTBEHHHUKA (COGCTBEHHUKOB) B COOTBETCTBUMU ¢ PekomeHnzanueit 10(b) uiu /s moHUMaHUS U NOJyYeHUS UH-
dbopManuu o Lesy U npejnoJaraeMoM XapakTepe J1eJI0BbIX OTHOIIEHUH B cOOTBETCTBUU ¢ PekoMenganuyeit 10(c).
OfHaKo HaZI&KHble He3aBUCUMble CUCTeMbI LIUGPOBOM HieHTUUKALMH BaXKHBI /1J151 BBINOJIHEHUS BCEX ITUX QYHK-
L1, CBSI3aHHBIX C IPOLIECCOM Ha/IexKalllel TPOBEPKU KJIUEHTOB.

B HacrosueM PykoBojcTBe paccMaTpUBAlOTCsl CUCTeMbl LUPPOBOH uAeHTHUPUKALMY, NpeJocTaB/sgeMble Ipa-
BUTEJIbCTBOM HJIM OT JIMIIA NIPAaBUTEJbCTBA', a TaKkxKe CUCTeMbl IMGPOBOH HAEHTHUUKALMY, IPeJjOCTaB/IseMble
y4aCcTHMKaMHM 4acTHOTO ceKTopa. UTO KacaeTcsl NMpaBUTEJbCTBEHHBIX CUCTEM LUPpPOBOHM HMAEeHTHPHUKALMH, TO
B PyKkoBOZCTBe paccMaTpUBalOTCH, [JIaBHBIM 06pa3oM, CUCTeMbl IHGPOBOI HAeHTHUKALMY 0011ero HasHaueHUs
(T-e. yudpoBbIe UAeHTUPHUKALMOHHDBIE JAHHBIE, TPUMEHUMbIe 1 0QUIINAIBbHOTO YA0CTOBEPEHUsI IMYHOCTH BO
BCeX WM B OOJIBIIMHCTBE Lieslel B OPUCAUKLUK). [Ipy 3TOM, B PyKoBOACTBe Takke pacCMaTPUBAIOTCS CHCTEMBI
nu$poBON HJieHTUPUKALMY, UCIO/Ib3yeMble B Y3KOCIELMaJIN3UPOBaHHbIX Lessax (T.e. LudpoBble HaeHTUUKA-
LMOHHbIE JJaHHbIe, IPUMEHUMbIE JIJI1 KOHKPETHBIX LieJlel), TAKUX KaK perucTpanus B CHCTeMe COLJMaIbHOTO 06e-
CrleyeHMs WK B IPyTUX 6a3ax AaHHbBIX, KOI/la NPaBUTE/IbCTBO paspellaeT UX UCIO0/b30BaTh A4 nposegeHns HITK
Y IpeJoCcTaB/IfgeT AOCTYI K HUM PeryaupyeMbIM CyGbeKTaM U MpoBaiiepaM ycayr LUPpoBoi MAeHTUPUKALUUL.
JonoHuTeIbHAsA HHPOPMALHS, Kacalollascs BUA0B cucTeM IHGPOBOM HAeHTUPUKALMY, pacCCMAaTPUBaeMbIX B Ha-
crosieM PykoBozcTBe, npuBesieHa B Paspene I

B nactosamem PykoBozcTBe He yCTaHABJIMBAIOTCA MEXaHU3Mbl HAaJIEXKHOCTHM WA TeXHHUYECKHe CTaHAAPThI JJIS
OLIeHKH He3aBHCUMOCTH WJIM HaJI&KHOCTH cucTeM LIMPPOBON uAeHTUPUKALMY B YACTH UCIOJIb3yeMbIX TEXHOJIO-
I'MH, IPOLIECCOB U apXUTEKTYpbL. BMecTo 3TOro, B HEM MCIOJIb3YIOTCA TEXHUYECKHe CTaHAApThl U MeXaHU3Mbl Ha-
JIeXKHOCTH LMbpoBoM ueHTHUKALKY (fasee [0 TEKCTY CTaHJAPThl U MEXaHU3Mbl Ha/IeXKHOCTH LU$POBOM uzeH-
TUPUKALMU), KOTOPbIe pa3paboTaHbl WK pa3pabaThIBAIOTCS APYTUMHU OPTaHU3aLUAMU U B Pa3HbIX OPUCAUKIHSIX.
PazbsicHeHUEe TeXHUYEeCKUX CTaHAApTOB NpuBeJieHo B Paszee I, a qonosiHuTeIbHAsA HHPOPMAIUA 110 3TOMY BO-
npocy copepxutcs B Pasznesie V u B [Ipuoxenun «E».

Hacrosiiee PyKoBozCTBO BKJIIOYAET B ce6sl IATh MPUJIOKEHHUH U IJI0CCAPUH, B KOTOPBIX COAEPKUTCS JOTIOJTHUTEb-
Hasl aKTyasIbHasi ”HpOpMalHst:

* [punoxceHue A: OnucaHue 6a3080l cucmemsl Yyugposoll udeHmugukayuu u eé yuacmHukos — B 3ToM [Ipuoxe-
HUH COAEPKUTCS 60Jiee MOAPOGHBIH 0630p KOHIEMIUI 1 MOHSATHH, KaCAIOIMXCsI 3JIEMEHTOB CUCTEMBbI [I(POBOH
uAeHTUGUKALMY, TPUBeIEHHBIX B Pazfee V.

* [Ipunoscerue B: [Ipumepwt — B 3ToM [IpHioKeHUH TPUBEJEHbI TPUMEPBI UCII0JIb30BaHUs IUPPOBBIX UAEHTUDU-
Kal[MOHHBIX JJAHHBIX B Pa3HbIX KPUCAUKLHUSAX, B TOM uncie B Lessx HIIK u noydenus goctyna k GUHAHCOBBIM
yC/IyraM.

* [Ipunosicerue C: [punyunst udeHmu@ukayuu 8 yeasix ycmotMugo2o pasgumus — B 3ToM [[puJ1okeHrH 0CBeleHbI BO-
HPOChI YIIPaBJIeHHs1/OTYETHOCTH, KOHPUIEHLIMAJbHOCTH M PyrHe OllepaTUBHbIE BOIPOCHI, PellaeMble PasHbIMU
FOPUCIUKIUSIMU U OpraHU3anusMu .

* [Ipunosicerue D: Opzanuzayuu, ycmaHasausaowue mexHu4eckue cmaHoapmsl U MexaHu3mbl HadexcHocmu yugp-
posoli udenmugukayuu — B 3ToM [IpUI0KEeHUU TepeurcieH psiJ OpraHu3alui, YCTaHABIMBAIOIIMX CTaHAAPThI

4 Cucrema uudpoBoi ueHTUGUKALMH IPEAOCTABIISETC «OT JIMIA IPABUTENLCTBA» B C/IyYae, KOT/A IPAaBUTEIbCTBO 3aKJII09aeT JI0ro-
BOP WJIM HHBIM 06pa3oM JI0rOBapyBaETCs WM NPeA0CTaBIseT IPaBo MeX/yHapoJHOH opraHU3aliy, TaKoH, HapuMep, Kak YrpasJie-
Hue BepxoBHoro komuccapa OOH 1o sesiam 6exeH1EB, UM HHOMY Cy6'bEKTY NPeJOCTaBUTh U YIPABJIATb CUCTEMOHN IMYPOBOH HAEHTH-
¢dukanuu. B 3ToM cilyyae HelpaBUTENbCTBEHHBIN CyO'beKT 3aHMMAeT MeCTO IPaBUTE/IbCTBA B YaCTH BBINOJHEHUS 3TUX QYHKIHMH.

153u [IpMHLMNBI 6BUIM COBMECTHO Pa3paboTaHbl M 0J06peHbI 25 y9acTHUKaMu UHUIMATUBbI yCTOHYMBOTO Pa3BUTHS, MEXAyHAPOAHbI-
mu opranusanuamy, HI10, acconuanusamMu 4aCTHOTO CeKTOPa U MPaBUTEbCTBEHHBIMU CTPYKTYPaMH.
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(He BKJIIOYAsT HALMOHAJIbHbIE WM PETHOHAJIbHbIE OpPraHU3alKH), KOTOpble Pa3pabaThIBAIOT COOTBETCTBYIOLHE
MeXaHMU3MbI WM CTaHJIaPThl HAZIEXXHOCTH IUPPOBOH UAEHTUPUKAIINH.

* [Ipunosicerue E: 0630p mexHUYeCcKUX cmaHoapmos u MexaHuamos HadedxcHocmu yugdposoti udenmugukayuu 6 CLIA
u EC - B atom HpI/I.)'IO)KeHI/II/I pHUBEAEHO, B Ka4eCTBe MPpUMepPa, OIIMCaHre HAllMOHAJIbHbIX U perMOHaJIbHBIX MeXa-
HHU3MOB HaJIEXKHOCTH LU poBol nieHTUdUKanuy B CoequHéHHbIX [lITaTax AMepuky u B EBpornelickoM coro3e.

* [noccapuil - B [occapuy MpUBEEHO pa3bsiCHEHWE TEPMUHOB, KacaroUMXCcs UpoBoH uaeHTUGUKALNH, KOTO-
Pphble UCI0J/Ib3YI0TCA B HAacTosieM PyKoBoACTBe.

PA3ZEN 11: TEPMWUHONOIUA U KNIOYEBBIE XAPAKTEPUCTUKMU
LLUGPOBOM UAEHTUDUKALIUU

YTO O3Ha4YaeT «IMYHOCTbY» B LleNAX HacToALero PyKOBOACTBa?

48.

MoHamue «oguyuanbHol udeHmuyHocmu»

JINYHOCTB - 3TO CJI0XKHOE NOHSATHE, UMelollee MHOXKEeCTBO 3HaYeHUH. B nestsax PAT®, mpumMenuTeIbHO K PekoMen-
nmanuu 10(a) (T-e. B LesIax «uAeHTHPHUKALMHU KIMEeHTa U IPOBEPKHU JINYHOCTH 3TOTO KJIMEHTa»), < TMYHOCTb» O3Ha4Ya-
eT 0QHUIMaAIbHYI0 UJIEHTUYHOCTb, KOTOPasi OTVINYAETCs OT 60Jiee LIMPOKUX MOHATHUH NEPCOHATIbHOW U COLIMA/IbHOM
U/IEHTUYHOCTH, KOTOPbIE MOTYT GBbITh aKTYaJbHBIMHU /JIs HEOOHUIUANbHBIX Iiesiell (HanmpuMep, AJis Heperynupye-
MOr0 KOMMEPYECKOT'0 WIH COL[UA/IbHOTO B3aUMOZENCTBYS MEXAY GU3NUECKUMH JIMLAMU B JINYHOM MOPSIAKE WIN
yepe3 UHTepHeT). Hacrosiiiee PYKoBOACTBO MOCBSILIIEHO HCIOJIb30BAHUIO CUCTEM LUQPOBON HeHTHUUKALUU
B LieJIAIX TOATBEPK/IeHHS TOJ/IMHHOCTH «0PUILHaTbHON HAEHTUYHOCTH» /IS MOJIyYeHHs AOCTYIa K QUHAHCOBBIM
yCIyraM.
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49. B pensx Hacrosiero PykoBozcTBa'® opunpaibHas UIEHTUYHOCTD SIBJISIETCS XapaKTEPHUCTUKON KOHKpET-
HOTO pU3NYECKOT0 JIUL[A, KOTOPast:

a. OCHOBaHA Ha XapaKTepPHUCTHKaX (aTpubyTax WK UeHTHUUKATOPax) JaHHOTO GpU3NYECKOro JIUIA, KOTO-
pbI€ ONpe/IeNAIOT YHUKAIBHOCTD 3TOT0 JIL[A B paMKax IPYIIIbI HaCeJIeHHUs K OITPeJieIEHHON CUTYaluu
(cutyanmii): u

b. mpu3HaéTCcs rocyiapCcTBOM B PErY/ISSTUBHBIX U IPYTUX OPUIMAIBbHBIX LIEJISX.
ModmeepxdeHue ohuyuanabHoli uBeHMuU4YHoCmu

50. IloaTBepxkaeHHEe OPUIMATBHON UJAEHTUYHOCTH, KaK PABUJIO, 3aBUCUT OT POPMbI 06ecrieyrBaeMo UK
Mpe/I0CTaB/ISIEMON MPABUTEIBCTBOM PErMCTPALUY, JOKYMEHTALMH WM cepTUdUKanuy (Hanpumep, CBU/ie-
TEJIbCTBO O POXKAEHUH, YAOCTOBEPEHHE JIMYHOCTH WX YIeTHbIE [UPPOBbIE HIeHTHUKALMOHHBIE IaHHBIE),
KOTOpbIe MO/ATBEPXKAAIOT OCHOBHBIE aTPUOYTHI (HAapUMep, UMs ATy U MeCTO POXK/EHHs) JJIsI YCTaHOBJIe-
HUS ¥ IPOBEPKH JINYHOCTH.

51. Kpurepuu nonTBepxAeHUs «OPUIMAIBHONH HIAEHTUYHOCTH» MOTYT  /Cro/ib30BaH/e OpUEHTUPOBAHHOMO Ha

pa3MyaThbCAd B PasHbIX IOPUCAMKLMAX. B paMKax ocCyllecTBJIeHUS pe3ynbTaT NoAxoAa A/1A onpefeneHus
CBOEro IpaBa CyBepeHMTeTa HallMOHa/IbHble IpaBUTE/IbCTBa OIpe- NAeHTUGUKALMOHHbIX aTpnbyTOB
IEeJISTIOT HEe0OXOAMbIe anI/I6YTbI, YAOCTOBEPSAOIINE CBUAETENBCTBA M03BONAET OPUCAMKLMAM YCTaHABINBATL
Y NpoLefypbl AJs NOATBePXAeHUs «0PULHAIbHON UJEHTUYHOCTUY. nepcnekTuBHble TpeboBaHMA B LeNAxX
[Ipy 3TOM TakHe $paKTOPbl MOTYT MEHAThCA C TedeHHeM BpeMeHHU. [1o noaTBepPKAeHNA «odULManbHOM
Mepe pa3BUTHSA TEXHOJIOTHH, a TaKxkKe KyJIbTYPHBIX IOHATUH U KOHLell- UOEHTUYHOCTUY.

LUH JINYHOCTU TOCYAAPCTBEHHbIE OpPraHbl MOTYT CAHKIMOHHPOBATb

HCII0/Ib30BaHUE PA3/IMYHBIX aTpUOyTOB. [Ipy onpejiesleHUN KPUTEPUEB NMOATBEPKAEHNUA «OPUIIATBHON
U/IEHTUYHOCTH» TOCYAAPCTBEHHBIE OPTaHbl MOTYT MCIO/Ib30BATh JIN60 MKECTKUH AUPEKTUBHBIA HOPMAaTHB-
HO-OPUEHTHPOBAaHHbIN NOAX0J, JIM60 MOAXO0J, B OCHOBE KOTOPOIO JieXkaT ONpeJiesIéHHble MPUHLUIbI, 10-
KaszaTesI1 U/Win pe3yabTaThl. [Ipyu 3TOM BTOPOH MoAxo[ sBsieTcst 6osee rUb6KUM. C y4ETOM CTpeMHUTEIb-
HOT'O Pa3BUTHsS TEXHOJIOTMM U CTaHAAPTOB LUPPOBOK HJEHTUPUKALMH, OH MO3BOJISET HOPUCIUKLHUAM
yCTaHAB/IMBATh NEPCIEKTUBHbIE TPeOOBAHUS B LEJSAX IMOATBEPKIEHHUS «OQUIMAIBHON HUIEHTUYHOCTH»
Y IIPOAIBIKEHUS OTBETCTBEHHBIX HHHOBAIMH.

52. B EC ucnosib30oBaHHe 06LUX MEXAaHU3MOB Ha/IEKHOCTH MO3BOJISIET rocygapcrBaM-yieHaMm EC ycra-
HaBJIMBATh U IPUMEHATb pa3Hble HalMOHA/IbHble TpeboBaHUs, HAllpUMeD, Kacawlyecs NpU3HaAHUSA
pas/IMYHBIX BUJIOB 0pULMAJIBHBIX JJOKYMEHTOB U NpOLeAYyp YAOCTOBEPEHUS JUYHOCTH, CYLIeCTBY-
fomux B ctpaHax EC, mpu yc/i0oBHUH, YTO UX Pe3yJbTaThl OTBEYAIOT TPeGOBAHUAM, YCTAHOBJEHHbBIM
B PersiamenTe EC 06 3/1eKTpOHHOHN HAeHTUUKALMU. B 3aBUCUMOCTH OT 06CTOSITE/bCTB, B KOTOPBIX
He06X0AMMO NPOBEPUTH TOT WJIM UHOW aCHeKT yJOCTOBEPSIILEro JUYHOCTb CBUJETeJNbCTBA, UC-
H0JIb3yeMble JJOCTOBEpPHble MCTOYHHUKHA MOTYT CYIecTBOBAaTb BO MHOXECTBe pas3HbIX opM, TaKuX
KaK, HallpuMep, peecTpbl, JJOKYMeHTbl, COOTBETCTBYIOIINE OpraHbl U T.J. /locToBepHble UCTOYHUKHU
MOTYT pa3JjinyaThCs B pasHbIX rocyjapcrBax-uieHax EC gaxke B aHa/JlOTHYHBIX 06CTOSTEbCTBAX, HO
MexaHH3M, YCTaHOBJIeHHbIN B PersiamenTe EC 06 a/1eKTpOHHON MAeHTUPUKALUY, IpeyCMaTPUBAET
BO3MOXXHOCTb FapMOHM3AIMH U B3aUMHOT0 IPU3HAHUS 3TUX UCTOYHUKOB. B HacTosiee BpeMst Mex-
JyHapo/JHasi opraHusanus no crasgaprusanuu (ISO)Y7 pa6oraeT Haj co3/jaHUEM IJ106aNTbHBIX CTaH-
JapToB N0 uAeHTUUKaLUU GU3NIECKUX JIUL| B LieJSX NpejocTaBJeHuss QUHAHCOBBIX YCIYT, B TOM
yucje B [MPpoBOM KOHTEKCTE.

16 UcnonbzoBanne GATD 3Toro onpezie/ieHus B e/IX HACTOSAIero PyKoBo/ICTBa HUKOMM 06pa3oM He OrpaHM4MBaeT UCIO/b30Ba-
HUe aJIbTepHaTUBHbIX ONpe/ieJIeHUH APYrMMU OpraHU3alysMy, pa3pabaThIBaOLIMMU U yCTaHABIUBAIOLUIMMY CTAaHAAPTHL.

17 KoncynbraTuBHas rpynna no crangapram UCO Texuuueckoro komuteTa 68, Pa6ovas rpynmna 7
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53.

54.

55.

56.

Bo MHOrMx cTpaHax NOATBePXkAeHHe «0PULMAIbHON HAEHTUYHOCTU» 00eCclieuuBaeTCa B paMKaX CUCTeM HUJIeHTH-
¢duKanuu o61Iero Ha3Ha4YeHMs (KOTOpbIe MHOI/IA TaKKe HAa3bIBAKOTCS 6a30BbIMU CUCTEMAMU HEHTHUUKAIMH),
TaKUX KaK CUCTEM HALOHAJIbHBIX YZIOCTOBEPEHUH JINYHOCTH U CUCTEM PErHMCTPaLUH aKTOB IPaKJAHCKOTO CO-
cTosiHusl. TaKKe CHUCTeMbl OObIYHO NpeycMaTpUBaOT 0popMIeHHEe JOKYMEHTAPHbBIX U/UIH [UDPOBBIX yYETHBIX
JIAaHHBIX, KOTOpbIe IOBCEMECTHO MPU3HAIOTCA U MPUHUMAIOTCS TOCYIapCTBEHHBIMH OpraHaMHU M YacTHBIMH TPO-
Bal/IepaMH YCJIYT B KAYeCTBE MOATBEPXKIEHHUS «OPUIIUATIbLHON UJIEHTUYHOCTH» B pa3HbIX 1eJisix. OTHAKO He BO BCEX
IOPUCUKIUSX UIMEIOTCS TaKHe CUCTEMBI HAEHTUOHUKALMHY 001Iero Ha3HaYeHusl.

B 1opuCcAMKLHMAX TaKXKe, KaK TPaBUJIO, UMEIOTCS pa3HO06pasHble CUCTEMb] HAeHTUPUKALMY OrPAaHUYEHHOr0 Ha-
3Ha4eHUs (KOTOpble TaKXKe Ha3bIBAIOTCSA PYHKIMOHAIbHBIMU CUCTEMaMU UAeHTUUKaLMK). Takue cucTeMbl pas-
pabaThIBAIOTCA B LieJIsIX 00ecrnedeHns AeHTUGUKALNY, ayTeHTUGHKALUY U aBTOPU3ALUH AJ15 KOHKPETHBIX YCJIYT
WM CEKTOPOB, HalPUMeD, B IieJIsIX cO0pa HaJIOroB; AOCTYIA K KOHKPETHBIM TOCyapCTBEHHBIM MporpaMMaM Co-
[[HAJIBHOTO O6ecleyeHtst U yCIyraM; IpeiocTaB/IeH s IpaBa /Il FOJI0COBaHMS; BbIIauM pa3pelleHni Ha yrpaB-
JleHUe aBTOTPaHCIOPTHBIMHU CPe/ICTBaMy; U (B HEKOTOPbIX IOPUCAUKLMAX) [JI JOCTYNA K GUHAHCOBBIM yCIyraM
U T.4. [[puMepbl yZ,0CTOBEPSIOIMX IMYHOCTb CBUAETENBCTB U JJOKYMEHTOB, UCII0JIb3yeMbIX B OTPaHUYEHHBIX LEJIAX,
BKJ/IIOYAIOT B Ce6sl: MHAUBUAYaIbHble HOMEPA HaJIOTOIJIaTe/IbIMKOB, BOAUTEIbCKUE YAOCTOBEPEHHS], NACHOPTa,
KapThl pETUCTPALMK U3GUpaTesiel, HoMepa COLMaTbHOTO CTPAXOBAHMUS, UJIeHTUDUKALMOHHBIE JOKYMEHThI 6eXKeH-
1eB U T.JI. B HEKOTOPBIX c/lydasx, 0cO6eHHO B CTPaHax, B KOTOPBIX OTCYTCTBYIOT CUCTEMbI HAeHTUPUKALUH 001Iero
Ha3Ha4YeHHUs], Takue GYHKIMOHAIbHbIE CUCTEMBI U YIETHbBIE JAHHbIE MOTYT TAK)Ke HUCIO0JIb30BAThCS B LIEJISAX O/~
TBEPXKAEHUS «0QUINATBHON HIEHTUIHOCTH».

Kak npaBuiio, cBUJeTebCTBA U JOKYMEHTBI, Y0CTOBepsAILie «0PUIMANbHYI0 HAeHTUYHOCTbY», BbIJAIOTCA
roCyZlapCTBEHHBIMY OpPTraHaMH WJIM OT UX jnla. OAHaKo B HUPPOBYIO 3Py CTAIHU NOABIATHCA HOBble MOJEJIH,
B paMKax KOTOPbIX [[UPPOBbIe YUETHBIE JJAaHHBIE, IPeJ0CTaB/IsieMble YaCTHBIM CEKTOPOM WJIH B MAapTHEPCTBE
C YaCTHBIM CEKTOPOM, NIPU3HAIOTCS FOCYAAPCTBEHHBIMY OpPTaHaMU B KayecTBe 0QUIMATIbHOTO Y,0CTOBEPEHUS
JINYHOCTH B OHJIAKHHOBOU cpefie (HanpuMep, NemID B /lanun), Hapsay ¢ 6osiee TpaAULMOHHBIMU LUQPOBBIMHU
YAOCTOBEPEHUSIMH, BblJaBaeMbIMH TOCyapCTBEHHbIMU OpraHaMM (TaKMMH KaK, HalpuMep, HallMOHa/IbHble
3JIEKTPOHHBIE YJ0CTOBEPEHHUs TUIHOCTH).

B ciydae 6eXeHIleB CBUETEIbCTBA, MO TBEPKAAIIHE UX JIMYHOCTb, MOTYT TaK)Ke MPEe/[0OCTABJSTbCA MEX/yHa-
POJIHO IPU3HAHHBIMU OPraHU3alKAMH, 06J1aJAI0IIMMU TAKUMHU oJIHOMoYusiMu S, CM. BctaBky 8.

Yto npeacraBnser cobon cuctema unppoBoit naeHTUGUKaLUU B Lenax
HacTtosawero PykoBoacrea?

57.

58.

B paMkax cucteM 1M$poBor HeHTUUKALMU HCIIO/Ib3YHTCS 3/IEKTPOHHbBIE CPECTBA AJisl YJ0CTOBEPEHHUS U MO/~
TBePXKeHHUs «0PUIATBHON HAEHTUYHOCTH» JIMLIA B PEXXUMe OHJIAMH (B IMPOBOM pexUMe) U/ MUIH IPH JTUIHOM
HPUCYTCTBUH C PA3/IMYHBIMU YPOBHSIMH HaJIEXKHOCTH.

B HacrosueM PykoBoACTBe paccMaTpUBAIOTCSl KOMILJIEKCHbIe CUCTeMbI IMPPOBON UAeHTHUKALUU (T.e. CUCTe-
MBI, OXBaThIBAIOI[e MPOLeCChl NPOBEPKH, NOATBEPK/eHHsl MOAJIUHHOCTH JTUIHOCTH/PerucTpallii U ayTeHTH-
dukanun). B cucremax nudpoBoil MAeHTUPHKALMKU MOTYT MCIOJb30BaTbCA PasHble ONepaliOHHble MOJEJH,
B HUX MOT'YT GBITb 3a/leliCTBOBaHbI pa3Hble CyObeKTbl, U OHY MOTYT 6bITh OCHOBaHbI Ha pa3HbIX BUAAX TEXHOJIOTUH,
HPOLIECCOB U apXUTEKTYPHbIX pellieHUH. Koraa B HacToslieM PykoBo/icTBe FOBOPUTCS O cCTeMax IUGPOBOH H/ieH-
TUQUKALMHY, TO peyb UAET 0 KOMILJIEKCHOH CHUCTeMe, a He 0 € OT/|eJIbHBIX COCTAaBHbIX 3JIeMEHTaX.

18Cm. CTaTbu 25 u 27 KonBeHIuu o craTyce GexxeHues ot 1951 roga u Ycras Ynpapsenus BepxosHoro koMuccapa OOH no sesam Ge-

»keHneB oT 1950 roga.
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59. He Bce aieMeHTBI cUCTEMBI IIMPPOBON HIEHTHPHUKALMN HEITPEMEHHO SIBJISIOTCS [UPPOBBIMU. HeKOoTOpEBIE 3/1eMeH-
ThI IPOBEPKH, OATBEPXKAEHUS MOAJIUHHOCTH JIMYHOCTH U PETUCTPALMH MOTYT ObITh JIN60 LIUGPOBBIMH, JIUG0 J0-
KyMEeHTapHbIMHU WJIM COYeTaTh [U(POBYIO U JOKyMeHTapHY0 GOpMY, HO MPUBA3KA, BBIMYCK YYETHBIX JAHHBIX,
ayTeHTUPUKAIUA U MeXaHU3Mbl NepeHoca/uHTerpanuu (rge NMpUMeHUMO) 06S3aTes/IbHO AOJ/IKHBI GbITh
mdpoBbIMHU. BoJiee ToApoGHOE OMTMCaHKE ITUX TOHSITHH MPUBEIEHO B ITOpa3/iesiaxX HUKe.

60. B paMKax CUCTeEM LLH(l)pOBOﬁ I/IﬂeHTI/ICIJI/IKaI_[I/II/I uH(l)pOBbIe TEXHOJIOTUU MOTYT UCII0JIb30BATbCA Pa3/IM9YHbIMU CII0-
cobaMu 1 MyTAMH, 9YTO BKJIFOYAET B Ce6ﬂ, HarnpuMep:

* Mcnosib30BaHMe 3JIEKTPOHHBIX 06a3 IaHHBIX, BKJII0Yasl paciipe/ie/IEHHble peecTpbl, AJ1 N0/Iy4yeHus],
NOATBEPXK/I€HUS, XpaHEHUs U/ WY YIIPaBJIeHUs Y0CTOBEPEHUSAMH JINUHOCTY;

* Mcnosib30BaHMe M PPOBBIX YYETHBIX JAHHBIX B [EJSX Y0CTOBEPEHUS] IMYHOCTH JJIs IOCTYIIA
K MOGHUJIbHBIM, OHJIAMHOBBIM U 0 }JIaHHOBBIM MPUJIOKEHUSM;

* Mcriosib30BaHMe OMOMETPUIECKUX XapaKTePUCTHK JJIsI COAEHCTBUSA B UJIeHTUHKALIUY 1/ WM ayTeHTUQHKALIH
br3NYeCcKUX JIUL; U

* Ucniosib3oBaHMe [IUPPOBBIX UHTEPGEHCOB MPUKIAJHOTO TPOrPaMMHUPOBAHUS, IJIATPOPM U IIPOTOKOJIOB,
COZIEMCTBYIOILMX UAeHTUUKALNH/BepuPUKALMU U YIOCTOBEPEHUS JIMUHOCTH B PEKUME OHJIAMH.

KakoBbl K/iloueBblie 3/1eMeHTbl cuctembl LudpoBoii aeHTuGUKauumn?

61. Kak ykasaHo B PykoBojcTBax no uudpoBod uaeHTHUUKALMY, BbINylleHHbIX HallMOHaJBHBIM HHCTUTYTOM
cranzaptoB u TexHosorui CIIA (NIST), cucrembl nudppoBoi uAeHTUPUKALMU BKIIOYAIOT B cebs JBa OC-
HOBHBIX 3JIEMEHTAa W HeoOs3aTesIbHbI TpPETHH 3JieMeHT (yKa3aHo HibkKe). 3a obecrieyeHHe (QYHKIMOHHPO-
BaHHUsl COCTABHBIX YacTell 3TUX 3/1eMEHTOB MOTYT OTBeYaTb pasHble CyO'bEKThbI, B TOM 4MC/Ie 3TO MOXET 0be-
CNeYMBaTbCsl COBMECTHO TOCYJAPCTBEHHBIMU OpraHaMH M CyGbeKTaMM 4YacTHOro cekTopa. TepMHHOJ/OrHS,
HCI0JIb3yeMasi Pa3HbIMH IOPUCAUKIUSAMU U OPTaHU3ALUAMH, MOXKET HECKOIBKO OTVINYAThCs, B 3aBUCUMOCTH OT
KOHKPETHBIX ONHCBIBaEMbIX CHCTeM. bosiee moapo6GHOe omucaHue KaXJOro 3Tana paGoThl CUCTEMBI IPUBEJEHO
B [IpusiostceHuu «A»: Onucanue 6a3080ii cucmemsl yughpoeoii udeHmugukayuu u eé y4acmHuKos.

3nemeHm 1: [poeepka u nodmeeprcdeHue NOGAUHHOCMU AUYHOCMU, pe2ucmpayus
(c nepeuyHoii npueAsKoli U 8bINYCKOM yYEMHbIX OAHHbIX) (0653amenbHbIl 31emeHm)

62. IJTOT 2JIeMEeHT OTBeyaeT Ha Bonpoc: Kmo ebl makoti? OH BKJIIOYAET B cebsi: cO0p, BAUJALMIO U IIPOBEPKY MOJ-
TBEPXKJAIOIINX JIMYHOCTb CBU/ETEIBCTB U MHGOPMaLUU 0 GU3UUECKOM JIMLE; CO3/laHHe YYETHON UIeHTUDUKALU-
OHHOM 3anucH (perucrpanus); ¥ NpUBA3KY YHUKAJIbHBIX UIeHTUPHUKAIIMOHHBIX JAHHBIX JIMIA K ayTeHTUPUKATO-
paM, MpUHAJ/IEKAIIUM UK KOHTPOJUPYEMbIM 3TUM JIULIOM.

63. IJTOT 3JIeMEeHT NPSIMO U HENIOCPECTBEHHO CBsi3aH (1epeceKaeTcsi) C Tpe6OBaHUSAMM 10 UeHTHUKanuK/ Bepudu-
KalllH, ycTaHOBJIeHHbIMU B Pekomenjanuu 10(a) (cm. Paspen III).
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PucyHok 2: [I[poBepka ¥ NOATBep K eHe JUMYHOCTH, pErucTpanus

3aaBuTtenb

Jtan 1: Céop u otoxkaecTBneHne. C60p OCHOBHbIX aTPUBYTOB U MOATBEPKAAMOLLMX MX
CBUAETENbCTB, UX OTOXAECTBEHME C UAEHTUOMKALMOHHBIMM AaHHBIMM KOHKPETHOTO
yesioBeKa B paMKax rpynrbl HaceNeHUA UK KOHTEKCTA

I1an 2: Banugaumsa. OnpegeneHme ayTeHTUYHOCTY M TOYHOCTY NOATBEPHKAAOLLMX JIMYHOCT
cauaeTenbets/ MHGOPMaLMK, U NOATBEPKAEHMWE TOTO, YTO OHM OTHOCATCA K }KMBOMY GU3UUECKOMY /IULLY

J1an 3: Bepudukauma. NoareepskaeHme Toro, YTo MAEHTUOUKALMOHHbIE AaHHble
OTHOCATCA K 3aABUTENIO

- ITan 4: Peructpauus v npmuBaA3Ka (MCXOAHBIN BbIMYCK YY4ETHBIX AaHHDbIX). Peructpaums (3anucob)
1l 3anBUTENA, IMYHOCTb KOTOPOTO Bblna NoATBEpPKAEHA; Co3aaHMe YYETHOW MAEHTUDMKALMOHHOWM
3anumcuy 1 NPYBA3KA NPOBEPEHHbIX YHUKANbHbIX MAEHTUOUKALMOHHBIX AAHHbIX MOANMCYMKA

K ayTEHTUUKATOPAM, KOHTPONNPYEMbBIM MNOANMUCHNUKOM

Moanucumk

Ilpumeyanue: [lannas cxeMa NpUBeJieHa TOJIbKO [JIs HAIVIAAHOCTH. JTalbl IPOBEPKHU, OATBEPKAeHHUSA OAJINH-
HOCTH JIMYHOCTH U PErUCTPALlUU MOTYT CJIejoBaTh B UHOM Mopsiike. Llesb cocTOUT B uAeHTUGUKaALNY, BepUudUKa-
L[UU JIMIA ¥ IPUBSA3Ke ero JUYHOCTH K ayTeHTUPHUKATOPY. [JoNoTHUTEIbHOE pa3bsCHEHHE KJII0YeBbIX TEPMUHOB,
HCIO0JIb3YeMBIX B 3TOM CxeMe, IpUBeZleHO B [Ipu/ioxkeHUU «A».

64. HexoTopble MpUMepbI IeHCTBUH, OCYIECTBJIAEMBIX B paMKax JsieMeHTa 1 (KOTOpble MPUBe/IeHbI UCKJIIOYHTENBHO
JIJIS1 HAaIJISIIHOCTH), MOTYT BKJIIOYATh B cebs clefyroliee:

* Coop: [IpencraBiieHye U c60p aTPUOYTOB U MOATBEPKAAIOIINX JJUIYHOCTb CBUAETENBCTB JIMOO0 B IMYHOM MPUCYT-
CTBUHY, IM60 B pe3KrMe OHJIalH (HanpuMep, IyTEM 3al0JIHeHNs1 OHJIaliHOBOM $opMbl, HanpasJieHus GoTorpadpuu
caMmoro ce64, 3arpy3ku poTorpadpuii JOKyMEHTOB, TAKUX KaK NaCIOPT, BOAUTEIbCKOE YJ0OCTOBEPEHHUE U T.A.).

* Bannpanust: Lludposas vin ¢pusudeckasi NpoBEPKA, OCYLECTBJIsseMas [IJIs TOTO, YTOOBI YZIOCTOBEPUTHCS B ayTEH-
TUYHOCTH (TOJJIMHHOCTH) JIOKYMEHTAa U TOYHOCTH COZeprKalliuXcsl B HEM JIaHHbIX U CBeJleHUH (HanpuMep, Ipo-
BepKa 3alUTHbIX CBOMCTB, IaT UCTeYeHUsI CPOKOB JeHCTBHUS, a TaKKe IIPoBepKa aTpUBYTOB 10 APYTUM UCTOYHU-
KaMm).

* UckiroyeHre Ay6sMkaToB: OnpeziesieHre TOTo, YTO aTPUGYTHI M TOATBEPXK/AAIOIIHE IMUHOCTh CBU/IETENILCTBA OT-
HOCSITCS K OTpe/ieJIEHHOMY (YHUKabHOMY) GpU3NYECKOMY JIUIY B CUCTEME IUPPOBOH uAeHTUPUKALUU (HANIpH-
Mep, Iy TéM NOKCKa BO3MOXXHBIX JYOJIUPYIOIUX 3aKCel, UCII0Ib30BaHUsI CUCTEM GUOMETPUYECKOT0 Paco3HaBa-
HUS U/WIH aJITOPUTMOB UCKJ/IIOYEHHs yOJIUKATOB).

* Bepuduxanus: [IpuBsaska GU3NIecKoro JMLA K NpeJoCTaBAeHHbIM CBUJETEIbCTBAM, NOATBEPXKAAIOLIUM €ro
JIMYHOCTb (HampuMep, MyTEM HCIOJIb30BAHHUS GHOMETPUYECKUX TEXHOJIOTHH, TAKUX KaK paclo3HaBaHUE YepT
JIMIA ¥ IOATBEPXKEHHUE TOTO, YTO YEJIOBEK SIBJISIETCS )KUBbBIM).

* 3aHeceHUe B YYETHYIO WIeHTU(GUKALMOHHYIO 3aMKCh U puBsiska: Co3zaHue yYETHON HAeHTHUKALMOHHOH 3a-
MIMCH, a TAKXKE CO3Z[AHHE OHOTO UJIM HECKOJIBKUX ayTeHTUGHUKATOPOB U UX MPUBS3KA K YYETHON UAEHTHHUKALY-
OHHO 3anucy (HarmpuMep, IapoJiy, TeHepaTop 0HOPA30BBIX KOJI0B/ TapoJiel Ha cMapTdOoHe, cMapT-KapThl PKIY,
ceptudukatsl FIDO u T.21.). ITO nporecc No3BoJIsIeT IPOBOAUTD Ay TEHTUPHUKALMIO (CM. HIDKE).

19 MupacTpyKTypa OTKpPBITHIX KJIH04el
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3nemeHm 2: AymeHmughuKayusa u ynpaeneHue #U3HeHHbIM YUKA0M UGeHMUGUKAYUOHHbIX
0aHHbIX (0653amesbHbIl 3nemeHm)

65. JTOT 3JIeMEHT OTBevyaeT Ha BONpoc: s 151emecs AU 8bl AUYOM, Ybsl AUHHOCMY Gbl1a YCMAHO8/1eHA
u nposepeHa? ITo BKJIIOYAET ONpesiesIeHHe, HA OCHOBAHUH BJIaJIEHUsI U KOHTPOJIS ayTeHTHQUKATOpa-
MH, TOTO, YTO JIMIIO, 3asIBJISIOLIEe CBOK JIMYHOCTb (MPUHSTHIA Ha 06CAYKUBaHHE KJIUEHT WM 3asiBU-
TeJib), IBJISIETCS] TEM JIML[OM, INYHOCTb KOTOPOro Gbljla MOATBEPKAeHa, U KOTOpOe GbLI0 3aperucTpu-
poBaHo.

66. HMeeTcs1 Tpu BUJA PAKTOPOB, KOTOPbIE MOTYT HMCIOJIb30BAThCS B IEJSAX YOCTOBEPEHUS JIMYHOCTH
Kakoro-au60 yesnoBeka (cM. PucyHnok 3 Huke): (1) dakTopsl BiaajieHUs (4TO-1M60, 4eEM Bbl 06J1a/1a€TeE,
HanpuMep, Kpunrorpapuyeckue Kaw4dn); (2) dakTopsbl 3HaHUSA (4TO-J1M60, YTO Bbl 3HAETE, HATTPUMED,
napoJib); ¥ (3) npucyuue GpakTopsl (4TO-J1M60, KEM BbI SIBJIsIETECh, HATPUMep, GHOMeTpHUYeCKHe XapaK-
TEPUCTUKH)Z,

67. B paMkax ayTeHTH(HUKAIMU MOTYT HCII0JIb30BAThCS Pasjd4yHble BU/bl GAKTOPOB ayTeHTHUDUKALUH,
NPOTOKOJIbI WJIH Mporecchl. Takue GpakTopbl ayTEHTUUKAIIMK XapaKTEPU3YIOTCSI pa3HbIMHU YPOBHIMHU
6e30MacHOCTH - aHAJIM3 PUCKOB, CBSI3aHHBIX C ayTeHTUUKaLKel, npuBeséH B Pazaesne V. OfHHOYHBIM
dakTop ayTeHTUPHUKALMH, KaK IPAaBUJIO, HE CYMTAETCs 3aC/IYKUBAIOLIMM MOJHOTO JoBepus. [Ipouecc
YAOCTOBEPEHUS IMYHOCTH 06BIYHO CYUTAETCS GoJiee IIYGOKHUM U Ha/IEHHBIM IIPU UCII0JIb30BAaHUH MHO-
JKeCTBa BU0B GaKTOPOB ayTeHTUUKALIUK L.

20 Korpa B HacTosieM PyKkoBozICTBE peyub HAET O COCTABHBIX 3JIeMEHTax ayTeHTU(UKAIMK, TO 3TO HE TO Ke CAMOE, YTO «YCHUJIeHHAA ayTEeHTH-
duKanys KJIMeHTOB», IPelycCMOTPeHHasi B HOPMaTUBHO-NIPaBoBoi 6a3ze EC. YTo sBsIeTCs, a UTO He SBJIsSIeTCs IPUMEeHUMbIMU paKTOopaMu
JUIS1 YCUJIEHHOW ayTeHTHUKALUK KJAMeHTOoB B nessax Jupextunsl (EC) 2015/2366 (Bropas /lupeKTHBa 0 MIATEXHBIX YCIyrax), JOHKHO
OLIeHUBATbCSI B COOTBETCTBUHU €O BTOPO# /INpEKTHUBOM O IJIaTE&XHBIX YCIyrax v PeryJiTHBHBIMU TeEXHUYECKUMH CTAaHAAPTAMU 10 YCUJIEH-
HOM ayTeHTUPHUKALMU KJIMEHTOB U 6€301acHOM CBsI3H, a He B paMKax PykoBojcrBa PAT.

“1Tlo Mepe pa3BuTHs cucTeM L[UPOBOI ay TEHTUGUKALMHU ITO IOHMMAHKE CTAHOBUTCs 60J1ee KOHKPETHBIM U JleTalbHbIM. Ecii nponecc
ayTeHTUUKALMY SIBJISIETCS aKTUBHBIM U NOCTOSTHHBIM, TO HaJZIEXXHOCTb ayTEHTUQHKALMU UHOT/AA OLleHUBAETCS He C TOYKH 3peHUs
KOJIN4eCTBa Pa3/IMYHbIX paKTOPOB ayTeHTUPHUKALMM U UX BU/IOB, a B IIJIaHe 061eil Ha/IEXKHOCTH U JOCTOBEPHOCTH, 00YC/IOBJIEHHOM
UCII0JIb30BAaHUEM MHOXKECTBA MCTOYHUKOB JJUHAMHUYHBIX IHPOBBIX JJAHHBIX O KJIMEHTAX, BKJIIOYash 0XKHJjaeMble KaHaslbl MOJKJII0Ye-
HUS, JaHHble IeosIoOKalK, YacTOTY UCII0Jb30BaHUs, BUAbI UCIO/Ib30BaHUs, IP-ajipeca ¥ Mo/ie/ii TOBe/leH!s], OCHOBaHHbIe Ha GHOMe-
XaHUYECKOU 6MOMETPHUH.
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PucyHok 3: O61mue pakTopbl ayTeHTUPUKALMUA

KaKoOM-TO YenoBeK

3HaeT

o - obnapaer
ﬁgﬁiﬂ: dhpasy - Omnevarkam nansues .
e — Pany»xHow cbonoYxoi rmazs |
Apyrie cekpertbie KioH9 fation |
lNMoseneHem '

BuorpathyHeckuin AaHHEIMA

Hemounuk: HHuyuamuea «Mdenmugukayus e yeasix Passumusi» BcemupHozo 6aHka

BcraBKa 1: Ponb ayTeHTUGUKALUM B OCYLLECTB/IEHUU HaaNeXKallueil NpoBepKu
K/INEHTOB M peasiM3auunmn apyrux mep B uenax Noa/eT

e [locse Toro, Kak JIMYHOCTb Y€JOBEKa Obla MOATBEPXKJEHA U YeJOBEK ObLI 3ape-
TUCTPUPOBAH B cHUcTeMe IUGPOBOH HAeHTHUPUKALUH, OH MOXET HCIO0JIb30BaTh
y4ETHBIE JaHHbIE M ayTeHTHQUKATOPHI, NPUBSI3aHHbIE K €ro HAeHTUPHUKALUOH-
HbIM JIaHHBIM, AJIl TOTO, YTOOBI «IIPeAbABUTb» 3TU UJAeHTHUPUKALUOHHbIE JaHHbIE
TPeTbeH «IoJiararlneicss CTOpoHe» (HaIpUMeEp, PeryJupyeMoMy cy6beKTy). XoTs
HaJIEXKHOCTh IIPOBEPKHU, MOATBEPKAEHHUsI IMYHOCTH U PETUCTPALMU JAET I0JIara-
lieiicsi CTOpOHE ompe/ie/IEHHYI0 CTeNeHb YBEPEHHOCTH B JJOCTOBEPHOCTH HU/IEHTH-
$UKALMOHHBIX JaHHBIX (HaIPUMeEP, TO, YTO TaKHe aTPUOYThI, KaK UM U BO3PACT,
ABJAKTCA NPABUJIbHBIMU U CBA3aHbI C peaJlbHbIM ‘-IEIIOBeKOM), nponecc ayTeHTH-
duKanuy rapaHTUpyeT IMOoJIaTalLeics CTOPOHE, YTO YeJ0BEK, NPeSOCTaBUBIIUI
YyUETHBIE JaHHbIE, IBJISIETCS UMEHHO TeM, KOMY OHU MIPUHA/JIEXKAT, @ He BOPOM WJIU
caMO3BaHIeM. B 3TOH CBSI3M BO3MOXXHOCTH CHUCTEM LHU(POBOH HUAEHTUDUKALUU
MO TBEPXK/AATh JIMYHOCTD Y€JI0BEKA SIBJISIOTCS BAXKHOW COCTaBHOM YaCThI0 X GYHK-
[[MOHAJIa U MOTYT UCIOJIb30BaThCs PEryJIUPyeMbIMHU CyO'beKTaMU A1 UJJeHTUHKA-
nuu/Bepudukanuu B pamkax HIIK npu oTKpbITHH CYETA.
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e  (CJyie[iyeT OTMETHUTD, YTO «ayTEHTU(UKAIMSI» CYIIECTBYIOIIUX KIUEHTOB TaKXKe SBJISIETCS
Ba)XHOW Mepoii JJisi oGecrievyeHus1 6e30MacHOCTH B IPOLiecce MPOBeEHHs TIOCTOSTHHOM
HaJjIeXcallel MpOBEPKH U CAaHKI[MOHUPOBAHMUS J0CTYTA K cyeTaM. B HEKOTOPBIX ci1ydasax
JUUISl CAHKIIMOHUPOBAHUS JOCTYIA K CUeTaM pPeryJupyeMble Cy6'beKThl MOT'YT UCIOJIb30-
BaTh T€ )K€ CaMble YYETHBIE [UPPOBBIE HAEHTHUKALIMOHHBIE JAHHBIE U YCIYTH ayTEHTH-
buKaIuy, KOTopble OHHU UCIOJIB3YIOT NPY OTKPBITUU CYETA, HO 3TO He 06si3aTesibHO. Ha-
NpUMep, MHOTHE PeryJupyeMble Cy6beKThI MPEOCTABIISIOT CBOU COGCTBEHHbIE YIETHbIE
JlaHHble /ayTeHTUUKaTOphl (HanpuMep, [IMH-KoAbl U TOKEHBI JJIsl JOCTYHa K OHJIAHH
cyeTaM) U/WiM NPUBSA3BIBAIOT UX K YCTAHOBJIEHHBIM Ha YCTPOMCTBAX ayTEeHTHUPHUKATO-
paM, HHTErPUPOBAHHBIM B MOGHIIbHBIE TesiepOHBI WK 6pay3ephl (HAIpUMeD, UCIOJIb3YS
crangaptel FIDO).

68. YnpaesieHue HCU3HEHHbIM YUK/A0M UOeHMUPBUKAYUOHHBbIX AHHBIX 03HAYAET I CTBUS, KOTOPbIe HE06XO-
JIUMO TIPeJIPUHUMATD B OTBET Ha COOBITHS, KOTOPbIe MOTYT IPOU30MTH B TeYeHHUE KU3HEHHOT'0 LIUKJIA UJeH-
TUPUKALMOHHBIX JAHHBIX U IOBJUSATH HA UCIOJIb30BaHUe, 6€30IIaCHOCTh U HAZIEXKHOCTh ayTEHTUQUKATOPOB,
HampuMep, B CJy4ae KpaXK, yTepH, HECAHKIIMOHUPOBAHHOTO AYyGJUPOBAHUs], UCTEYEHHUs] CPOKA [eUCTBUS
U aHHYJIMPOBaHUs1 ayTeHTU(PUKATOPOB U/1jiu YYETHBIX JAHHBIX.

3nemeHm 3: MexaHu3mbl nepeHocumocmu u pyHKYUOHAAbHOU coemecmumocmu
(Heobs3amenbHbIl anemeHm)

69. CucreMbl 1MbpoBOH HeHTHGUKALUM MOTYT BKJOYATh B cebsl 3/71eMeHT, 06eclieyrBaloIINi IepeHOCUMOCTh
NOJTBEPKAAIOIINX IUYHOCTb CBUZIETEBCTB. «[lepeHocuMast UAeHTUYHOCTb» 03HAYaeT, YTO yYETHbIe HUPpo-
Bble UeHTUGHUKALMOHHbIE JaHHbIe GU3UYECKOr0 JIULA MOTYT UCI0JIb30BAThCA AJIS IOATBEPXKEHUS ero JIHd-
HOCTH («0pUIIMATBHON HAEHTUYHOCTHU») B paMKaX HOBbIX KJIMEHTCKUX OTHOIIEHUH C HECBSI3aHHBIMU Cy6beK-
TaMU U3 YAaCTHOI'0 UJIU FOCY/JapCTBEHHOI'0 CEKTOPA, 6€3 HEOOXOMMOCTH C UX CTOPOHBI KX/ bIi pa3 MoJiy4aThb
Y IPOBEPSATH IepCOHAJIbHbIE JaHHbIE U IPOBOAUTD UAeHTUGHKaL M0/ BeprudUKaLUIO KIMeHTa. Bo3aMoXXHOCTH
TAKOIo lepeHoca MOTYT MOAJlepKUBATHCS PAa3/IMYHBIMU apXUTEKTYPHBIMU peLIeHUsIMU U NPOTOKOoIaMU -
poBoii uaentudukanuu. B EBporne PersiameHT EC 06 3/1eKTpOHHOU UieHTUUKAIIUY [TpelyCMAaTPUBAET Mexa-
HHU3M B3aWMHOTO MPU3HAHUS CUCTEM LUPPOBOU U eHTUUKALIUH.

70. Tax Ha3bIBaeMasl «MHTErpaLusi» sIBJSeTCS OHHUM U3 CIOCOO0B obecrneyeHusi NeEPeHOCUMMOCTH «0pUIIMaTbHON
WJeHTUYHOCTU». IHTerpanus o3HayaeT UCIO0JIb30BaHNe B3aUMOCBSI3aHHON apXUTEKTYpPbl U y0CTOBEPSIOLIUX
IPOTOKOJIOB ISl Nepesiaud HAeHTUHKALMOHHbBIX JJAHHBIX U ayTeHTUQPUKATOPOB B paAMKAX 066e0UHEHHbLIX
8 cemb cucmeM. ITO 1103BOJIsSIET 06ecreduTh GYHKLMOHAIBbHYI0 COBMECTUMOCTDb OT/ie/IbHbIX ceTel. B CoenHeH-
HoM KopousieBcTBe nopran «GOV.UK. Verify» siBasieTcss npuMepoM MHTErPpUPOBAaHHOMN CUCTEMbI LUPPOBOU UIEeH-
TU)UKaALKK - cM. BcTaBky 16.
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TexHunuyeckmne CTaHAAPTbI U MEXaHU3Mbl HAAEXKHOCTU UnudpoBom
naeHTudpuKaumumn

71.

72.

73.

74.

75.

MexaHH3MbI HaJIEXKHOCTH U TEXHUYECKHE CTaHJAPTHI [0 06eCIedeHNI0 Ha/IEXKHOCTH TEXHOJIOTHH, TPOLECCOB U ap-
XUTEKTYPbI IUPOBON HeHTUUKALMU Pa3paboTaHbl UK pa3pabaThIBAIOTCS CJEAYIOIIUME CYO'beKTaMU:

* Pa3/IMYHBIMHU IOPUCAUMKLMAMY U HaJIHALLMOHAJIbHBIMU IOPUCAUKIMAMY (HanpuMep, EBponelickuM coro3oM,
Kanago#t u ABcTpanuei);

* MexxlyHapOoJHbIMU WJIM OTPACJeBbIMU OPraHU3aL UMK 110 CTaHAAPTHU3aL MY, TAKUMU Kak MexyHapoaHas
opraHusanus no cravgaprusauuu (ISO), MexxayHapoiHas asekTpoTexHudeckass komuccus (M3IK), anbsiHc
«Fast Identity Online Alliance» (FIDO), Opranusanus «OpenID Foundation» (OIDF), MexayHapoHbIii col03
3sieKTpocBsi3u (MC3) u Acconuanus «GSMA».

061uii 0630p 3ITUX OpraHu3aluil npuseséx B llpusoxcenuu D: Op2aHu3zayuu, ycmaHasausarujue mexHu-
YecKue cmaHdapmul U MeXaHu3mbsl HadedxcHocmu yughposoil udenmugpukayuu.

B MexaHHM3Max U CTaHJApTaX Hae)KHOCTU MGPOBON UAeHTUPUKALMH, pa3pab0TaHHbIX Ha JaHHbIA MOMEHT
Ha YpOBHE I0PUCAUKIMHN, HCI0JIb3yeTCsl pa3Hoe KOJIMYeCTBO U/UIU pa3Hble HANMEHOBaHUs YPOBHEH Halex-
HOCTH, HO, 110 CBOEH CYTH, OHU B 3HAYUTEJbHOHU CTeNleHU CX0XKU. B JaHHOe BpeMs IOPUCAUKLUU paboTal0T
Ha/l IpUBEJIEHUEM CBOUX COOTBETCTBYIOL[UX TEXHUYECKUX CTAHJAPTOB I[MPPOBOH HIeHTUPHUKALIUU B COOT-
BETCTBHE JIpYyT C JPYrOoM A/l yCTPaHEeHUs OCTALUXCA pacxoxjeHui. B 2018 rogy MexayHapoziHas opra-
HU3aLMsA [0 CTaHJApTHU3alMHU BbIIIYCTUIA COBMECTHO C MeX/yHapoJHOH 3/IeKTPOTeXHUYeCKON KoMUccren
MeX/JYHapOoAHbIN CTAaHAAPT 110 IPOBePKe, OATBEPXKIEHUIO IMYHOCTU U peructpayuu pusndeckux auy, (ISO/
M3K 29003:2018). B HacTosi1ee BpeMst MexiyHapoqHasi OpraHu3alys 0 CTaHAapTHU3aluY llepecMaTpuBa-
eT CBOU paHee BbINYLIEHHbIN CTaH/APT, KACAKIIMNCA MeXaHW3Ma HaJieXXHOCTH ayTeHTUuKanuu (ISO/M3K
29115:2013), u yTouHsieT cBoe PykoBozcTBO no ynpasJienuto puckamu (ISO 3100:2018) a5t ero npuMeHeHUs1
B LleJISIX CHUXKeHUsI PUCKOB, CBA3aHHbIX ¢ uAeHTUUKanrell. KpoMe Toro, MexyHapoAHas opraHu3anys no
CTaHJAapTU3alUy NPOBOAUT paboTy 110 O6GHOBJIEHHIO, CUCTEMATU3alMM U TapMOHU3alUM BCeX APYTUX CTaH-
JapToB cepud ISO A/15 co3/1aHUSA KOMILJIEKCHOI'O MEX/IyHAPOJHOI'0 MeXaHM3Ma HaleXKHOCTH IMPPOBOU njeH-
TUPUKALUH.

C yuéToM paspabaTbiBaeMbIX CTaH/JApPTOB, B HaCcTosALleM PykoBojcTBe NPUBOAUTCA MHOTO CCbLIOK Ha Pyko-
BO/ICTBa M0 [[U$POBOH HAeHTHOUKAN NN HallMOHAIBHOT0 MHCTUTYTA CTaHAapTOB U TexHostorui CIIA (NIST)
u PernameHT EC 06 2/1eKTpOHHOM HAeHTUPUKaLUU. [ocyapcTBEHHBIM OpraHaM, OTBEeYaloLiuM 3a BONPOCHI
[10/1/DT, cneayet TeCHO B3aMMOJEUCTBOBATh CO CBOMMHU NMapTHEpPaAMU B cdhepe LUPPOBOH UIeHTUDUKALIUU
Y KM6ep6e30nacHOCTH, a TaKXKe C APYTMMHU COOTBETCTBYIOIMMH FOCYAapCTBEHHbIMU BeIOMCTBAMU [1JIfl ONpe-
JleJleHUs NOAXOAAIUX MEXaHU3MOB U CTaHAApPTOB HaleXKHOCTH LUPPOBOH uaeHTHGUKALUH.

[To Mepe pa3BUTUSA TEXHOJIOTUH, apXUTEKTYPhI U IPOLeccoB [UPOBON UAeHTUPHUKALUY TIOTPeOyeTCs COBep-
IIeHCTBOBAaHHE CaMHX MEXaHHU3MOB HAJIe)KHOCTH U TEXHUYECKUX CTaHAAPTOB JJsS CUCTeM IUPPOBON HEH-
TUUKALUY, KOTOPbIe, BEPOSITHO, OyAyT OTCTAaBaTh OT Pa3BUTUSA cUCTeM LUPPOBOHN uaeHTUPUKaL UK. B 3TOMI
CBfI3M FOCYy/JapCTBEHHBIM OpraHaM ¥ yYaCTHHUKaM YaCTHOTO CEKTOpa HaCTOATENbHO PeKOMEH/1yeTCs TIaTe lb-
HO OTCJIeXKMBATb MOAABJIEHHE HOBBIX TEXHOJIOTMI/IpoleccoB UUPPOBOH HeHTUPHUKALUY, 06ecredynBaloIUX
6os1ee HaJ&KHYIO MPOBEPKY U MOJTBepXKJeHue MOAJTUHHOCTH JIMYHOCTU WM ayTeHTUUKanuu. M Takxke
peKoMeHAyeTCs pacCMaTPUBaTh MEXaHU3MBbI U CTaHAAPTHI B KaueCTBe I10JIe3HOI0 MHCTPYMEeHTa AJIs1 OL[eHKH,
a He UCI0JIb30BaTh CYILleCTBYOLMe OBbIIIEeHHbIEe YPOBHU HAZIeXKHOCTH [JIS1 yCTAaHOBJIEHUS NIpe/le/IbHbIX Na-
paMeTpoB.
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PA3AEN Ill: CTAHAOAPTbI ®AT®, KACAIOLLUECA HALNEXALLEN
NMPOBEPKWU K/IMEHTOB

76. Jlna paccMOTpeHHs BOIPOCOB, 3aTparuBaeMbIX B JaHHOM Pa3zene, TpebyeTca 6a3oBoe TOHMMaHUeE TOTO, KaK
cucTeMbl UUPPOBON UeHTUPHUKALUY PabOTaIOT Ha MPaKTHKe. B 3Tol CBA3M YUTATeNAM peKOMeHAyeTCs 03-
HAaKOMUTbCSI C KpaTKUM 0630pOM U ONMCAaHUEM OCHOBHBIX 3TaloB 06061EHHOM cucTeMbl IUPOBON UAEHTH-
¢dukanuy, KoTopble npuBefieHbl B Pazzaesne 11 u [lpunoxkeHun «A». ITO HE0O6X0JUMO B KaueCTBe OCHOBBI /15
aHaJ/IM3a TOro, Kak 3T0 OTHOCUTCA K PekoMenzanuu 10 1, B YaCTHOCTH, K YCTAaHOBJIEHHBIM B HeH KPUTEPUAM
«HAJEXHOCTHU M HE3aBUCUMOCTU», 0 Y€M UJIET peyb B laHHOM Pa3fese.

77. Pexomenpanus 10 TpebyeT OT IOPUCAUKIUN YCTAHOBUTD JJIs1 PETYJIUPYEMBIX CYO'bEKTOB 06513aTeJbCTBO 110
NMpOBeJIeHUI0 Haz exallel npoBepku kiaueHToB (HIIK). Huxke pasbsicHseTcs npuMeHeHWe TpeboBaHUH Pe-
koMeHanuu 10(a) B KoHTeKCTe UPOBLIX CUCTeM UleHTUGUKALUU. OT MOAOTYETHBIX CYy6'bEKTOB TPebyeTcs
omnpeJie/IUTh CTeNeHb U 06bEM Heo6xoANMbIX Mep HIIK, ncnonb3yst pucK-opHeHTHUPOBAaHHBIHN NTOJX0/] B COOT-
BETCTBHUH C MOJIOKeHUSIMU [10sICHUTENbHBIX 3alTMCOK K PekomeHanuu 10 1 k PekoMmenganuu 1. B HacTosmem
Paszesie Takke KpaTKO paccMaTpUBaeTCsl TO, Kak HaZéxHble cucTeMbl LUPPOBOH HAeHTHUPUKALIUM MOTYT
COJIeNICTBOBATH BhINOJHEHUIO ApyruxX Tpe6boBanui [10/]/PT, ycraHoBeHHBbIX B PekoMenjanuu 10(d).
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Tpe6oBaHua 06 npeHTudUKauun/sepuduKayum
(npu npuéme KnneHTOB Ha 06CNyKMBaHME)

78.

[Ipu yCcTaHOBJIEHUH /1€JI0BBIX OTHOLIEHUH C KJIMEHTOM (T.e. IPU NMpUEMe KJIMEHTA Ha 00CAYKUBAaHUE) pe-
TyJIupyeMble CyGbeKThl 00513aHbl UEHTUPHUIUPOBATh KJIMEHTA U IPOBEPUTH €T0 JIMYHOCTD, «UCNO/1b3Ys
JdoKyMeHmbl, daHHble UAU UHPOPMAYUK U3 HAODENCHBIX He3a8UCUMbIX UcmoyvyHukos» (Pexkomenpanus 10,
NoJANyHKT (a)).

[LoKymeHTapHasa uau yudposaa popma cBUAETENbCTBA YA,0CTOBEPEHUA
NIMYHOCTU U Npouecca NoATBEPXKAEHUA IMYHOCTH

79.

80.

PexomeHanus 10 sBsieTcsl HeNpeAB3STOU B IJIaHE UCIIOJb30BaHUS Pa3JIMYHbBIX TEXHOJOTUH. PekoMeH1a-
nusa 10(a) paspewmaeT GUHAHCOBBIM YUpeXJeHUSIM HUCI0JIb30BaTh «JJOKYMEHTbI», a Takke «MHpopMaluio
WJIY IaHHbIe» IPU OCYLIeCTBJIEHUH UeHTUOUKALUY U BepUUKALUK KIUeHTOB. B Pekomenauuu 10(a) He
YCTAHOBJIEHbI HUKAaKHe OTPAaHUYEHUs B 4aCTH popPMbI (JJOKYMEHTapHOU /GYMaKHOU UK [UPPOBOH) CBU/E-
TEJIbCTB, UCI0JIb3yeMbIX /IJIsl IPOBEPKHU U MOATBEPXK/EHHUS NOJJIUHHOCTH JIMYHOCTH, T.e. KACXOJHBIX JIOKY-
MEHTOB, HHQOPMAIMHX U JAHHBIX».

BoJiee Toro, xoTs B cooTBeTcTBUU ¢ PekoMeHanueit 10(a) duHaHCOBBIE yUpexAeHUs JLOKHBI IPUBS3bI-
BaThb [IPOBEPEHHYIO JIMYHOCTb KJIHMEeHTa K KOHKPETHOMY 4YeJIOBEKYy KaKUM-JU60 «HaZEXHbIM» CII0CO60M,
HUKakue nosoxeHus CtaHzaptoB OPAT® He ycTaHAB/IMBAIOT TPeOGOBAHUSA OTHOCUTEJbHO TOT0, KAaKUM
MMEHHO 06pa3oM NpoBepeHHas JIMYHOCTb KJHWEHTa J0J>KHA NPUBA3bIBATHCA K KOHKPETHOMY YHBO-
My 4YeJIOBEKY B Ipoliecce NMpoBeJeHUs] UAeHTUOUKALMY/BepuUKALUU NPU NPUEMeE HA 06CayKHUBaHHUeE.
TakuM o6pasomM, Pekomenganusa 10 He ycTaHaBJIMBaeT OrpaHUYEHHUS HA UCIOJb30BaHUE CUCTEM IUPpo-
BOM uaeHTUOUKALMU B 3TUX LiesAX. CTaHAapTbl PAT® ocTaB/IAIOT 3TOT BONPOC HA YCMOTPEHUE PUCIUK-
LUH, KOTOpble CAMOCTOSITE/NIbLHO ONpe/essSloT B paMKax CBOEro HallMOHAJbHOr0 3aKOHOAATENbCTBA CIO-
CO6bl U METO/Ibl IPOBEPKHU U MOATBEPNKAEHUS NOJJIUHHOCTH JUUHOCTH («0dUIIMaTbHON UJEHTUYHOCTU»)
B npoiecce npoBegeHus HITK.

((Ha,qé)KHble He3aBUCMmbie» cBuaeTenbCrBa, ygocrosepawoume 1IM4HOCTb

81.

82.

83.

KitoueBbIM yc/I0BUEM /sl ONIpe/iesieHUsl TOro, KaK CUCTeMbl LUGPOBOH HAEHTUGUKALMU MOTYT UCIOJb-
30BaThCsl B LeJsaX UAeHTUGUKALKUKU/BepuUKALUYU KJIUEHTOB, SBJSIETCS NOHUMaHHEe TOTO, YTO UMEHHO
Tpe6oBaHue PexomeHganuu 10, Kacarouieecsi «MCIOJAb30BaHUs JOKYMEHTOB, JaHHBIX UJIX HHGOPMAUU
Y3 HaJ[EKHbIX HE3aBUCUMBbIX UCTOYHUKOB», 03HAYaeT B IMPPOBOM KOHTEKCTe. B MexaHM3Max U cTaHap-
Tax HaleXKHOCTU LUPPOBOH HAeHTUPUKAL WU UCIONIb3yeTCs] TEPMUH «TapaHTUA» [Js1 ONUCAHUs Haféx-
HOCTHU CUCTeMbl. TAKUM 06pa3oM, YPOBHHU HAJI€KHOCTH sIBJISIIOTCS T10JIE3HBIM UHCTPYMEHTOM AJIs1 oIpe/ie-
JIEHUsI TOTO, SIBJISIETCS JIU KOHKpPeTHasi cucTeMa HMbpoBON UeHTUPUKALUY «HAZEKHON U HE3aBUCUMOMN»
B nessx [10/DT.

Huke paccMaTpuBaeTcsl pa3BUTHE U U3MeHeHUe AelcTByoIero Tpe6oBanua AT, kacawouerocs «Haféx-
HOCTH U He3aBUCUMOCTHY, JIJIFl JIy4llero IOHMMaHUs ero 3Ha4eHUs U LeJel.

B ucxogubix 40 Pekomenpanusax AT (yrBepxkaéHHbIX B Utosie 1990 roga) B Pekomenganuu 12 6b110 ycra-

HOBJIEHO TpeOOBaHHE, COMJIACHO KOTOPOMY perynpyeMble CYOBEKTbl ObUIM 06513aHbl UAEHTHUPHULIHPO-
BaTh CBOMX KJIMEHTOB (T.e. yCTaHABJMBATb JIMUHOCTb) «HA OCHOBaHHM OQUIMATbHBIX WM UHBIX HaJEXHBIX
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JIOKYMEHTOB, Y/I0CTOBEPSIOIHX TUIHOCTb»?2, ITa GOPMYJIUPOBKA OCTaBaaCh HEU3MEHHOM MPH epPecMo-
Tpe PekomeHanuii B utoHe 1996 roga u B utoHe 2003 rozia ¥ npo/joJnkasia 0CTaBaThCs B CUJIE 10 YTBEPXK-
JleHus1 HbIHellHel Bepcur PekoMenaanuii B ¢pepasie 2012 roga. B 2012 rony PATO nob6aBuia Tpe6oBa-
HUe 0 «BepuUKauHU (MPOBepKe) JUUHOCTH» U TPEOOBAHKE O TOM, UTOOBI Y0CTOBEPSIOLINE JUUHOCTh
CBU/IETEJIbCTBA ObLIM «HE3aBUCUMbIMU» B JIOMIOJIHEHUH K TOMY, UTO OHH JI0JDKHBI ObITh «HAIEKHBIMU».
O HOBpPEMEHHO C 3TUM, U3MeHeHUs], BHeCEHHbIe B 2012 rojy, npefycMaTpuBalOT 60jiee TUOKUM U K-
POKHH MOJX0/| K BUJIAM YZI0CTOBEPSAIOIUX JIMYHOCTb CBU/IETE/NBCTB — UCXO/IHbIE IOKYMEHTHI, IIUPOBbIE
JlaHHbIe WK UHPOPMAIHs — KOTOPbIE MOTYT UCIOJIb30BAThCA A/ UAEHTUPUKALMH/BepUPUKALIMH KJTH-
eHTOB. KpoMe Toro, 661710 y/jaJieHO NpsIMOe YKa3aHUe Ha «0pUuIha/bHble JJOKYMEHThI, YZI0CTOBEPSIOIHE
JINYHOCTb», KOTOPOE MPUCYTCTBOBAJIO B IPeJbIAYIHX BEPCUAX PekoMeHaaui.

84. B KoHTekcTe LUPPOBOU UAeHTUUKALUMU TpeGOBaHUE O TOM, YTOObI LIUPPOBbIE «UCXOJHble JOKY-
MEHTHI, JJaHHble WK MHPOPMAaLUA» ObIIM «HAJEXHBIMU M He3aBUCUMBIMU», O3HAa4aeT, YTO B OCHO-
Be cucTeMbl [U(POBON HAeHTUPUKALMH, UcTToIb3yeMol Ana npoBefeHuda HIIK, nexxaT TexHos0THY,
HaJJlexcalllee yIpaBJieHHe, IPOLecchl U NpoLefypbl, KOTOpble 06eCneYnBaloT HaAldexKalluil ypoBeHb
YBEPEHHOCTHU B TOM, YTO CUCTeMa BbIJAéT TOUHbIe pe3y/IbTaThl. ITO O3HAYaeT Ha/IU4Me Mep [/ CHU-
»KeHUd BUJI0B U TUIIOB PUCKOB, yKa3aHHbIX B Pazfese IV.

PUCK-OpMEHTUPOBAHHDbI NOAXOA K HaANeXallel npoBepKe KAMEHTOB

85. CommacHo TpeOGOBAaHUSAM, YCTAaHOBJEHHBIM B PekoMeHAALUH MprvmeHeHne pUCK-opUeHTUPOBAHHOIO

10, peryavpyeMble Cy6bEKTbI JO/KHBI HCIOJIb30BaTh PHCK- noaxoaa K peanvsauuun mep HMK ana
OPUEHTUPOBAHHBIN IOAX0J, [JIl ONpejesieHusl CTelleHu NpUMeHs- COLENCTBUA LOCTUKEHUIO Lieneit,
embix Mep HIIK, B ToM uucie g uaeHTUUKALUKU/BEPUPUKALUM  KaCaoLLMXCA PaCLUMPeHmns AOCTYIMHOCTH
KaneHToB. B cooTrBeTcTBUU ¢ Pekomenpauueit 10 u [losicHUTE/IbHOM UHAHCOBbIX YCAYT.
3aMHUCKOM K Hell perysupyeMble CyObEKThI 00513aHbI BbISBJIATD, OLie-
HUBATb U NPUMEHATb 3¢ EeKTHBHbIE Mepbl [/l CHIDKEHHUsI cBOUX pUcKoB O/1/PT (cBsI3aHHBIX C KJIMEH-
TaMH, CTpaHaMU WJIM reorpadpryeCKUMU perdoHaMH, a TakKe C NMPOAYKTAMH, YCIyraMu, olepanusiMu
WJIM KaHaJIaMU [IOCTaBKH). YCUJIEHHBIE Mephl 10J/KHBI IPUHUMATBCS B CUTYaLUSX, XapaKTePU3YOLUXCS
MOBBIIIEHHBIM PUCKOM, a YNPOILLEHHbIE Mepbl MOTYT GbITh NOAXOJALMMY B CIy4asx, KOrja yCTaHOBJIEH
HU3KUH puck. PATO ony6mkoBasa PykoBoACTBO /151 pa3bsiCHEHUS TOr0, KaK OPUCAUKLUY/peryaupye-
Mble CyO'beKThI MOryT MpUHUMaTh Mepbl HIIK ¢ ncnosib30BaHKEM pHCK-OpHEHTUPOBAHHOIO TOAX0AA A5
COZIENICTBYS IOCTIKEHUIO 1[eJIeH, KacarolMXCsl paCIIMPEHHs JOCTYMHOCTH GUHAHCOBBIX YAy,

86. Kak mospo6HO paccMaTpuBaeTcs B Pa3sjesie V, B cOOTBeTCTBUM € TpebGoBaHUSAMHU PekomeHpanui 1
1 10 u [NosicHUTENbHBIX 3aMMCOK K HUM, PETYJUPYyeMble CyO'beKThl AO/KHBI NpuHUMaTh Mephl HIIK,
COOTBETCTBYIOLIME BUAY U ypoBHIO puckoB O/l/PT. B losicHuTenbHOM 3anvcke K Pekomenganuu 1

22 B ucxonnbix 40 Pexomenpanuax ®AT® (ot urosisa 1990 roga) A/l UHAHCOBBIX YUPEK/IEHUN GbLIM yCTaHOBJIEHbI TPE6OBAHHUS 110
uleHTUGUKALMY KJIMEHTOB 1l yCUJIeHHs UX POJIM B IPOTHBO/IEMCTBUH JIeTalM3alMH1 J0X0/[0B OT HE3aKOHHOT0 060p0Ta HAPKOTH-
KoB. B Pexomenziannu 12 (ot 1990 roza), B yacTy, Kacaroweics 3THX TpeGoBaHUH (BblJjeIeHO KypCHBOM HaMH, a yHKTYaILHsl cOXpa-
HeHa), 6bIJI0 YCTaHOBJIEHO cileAytoliee: PuHAHCO8bIM yUpescdeHusM He ClieflyeT BeCTH aHOHUMHBIX CY€TOB UJIM CYETOB, OTKPBITBIX
Ha SIBHO BBIMBILIJIEHHbIE UMEHaA: OHU J0/1%#CHbl 6biMb 00513aHbl (B COOTBETCTBUM C 3aKOHOM, HOPMATHBHBIM aKTOM, COIVIAIIEHUAMU
Mex/ly HaZI30PHBIMH OpraHaMu U GUHAHCOBBIMU yIpex/JeHUMH UJI CaMOPery/IMpyeMbIMH I0TOBOPEHHOCTAMH MexXAy GpuHaHCO-
BBIMH y4pex/IeHUsIMU) udeHmu@uyuposams, Ha 0OCHOBAHUU 0PUYUANLHO20 UAU UHO20 HAOEHHO20 JOKyMeHmd, y0ocmosepsouje20
JIUMHOCMb, ¥ PETUCTPUPOBATH INYHOCTD C80UX K/1IEHMO8, KaK Pa30BBIX, TAK M OCTOSHHBIX, NPU YCMAHO8/1eHUU 0e/108b1X OMHOWEHUU
u/1u npogedeHuu onepayuli (0cobeHHO Npu OMKPbIMUU CHEMo8 UAU coepezamebHbIX KHUICEK, 3aKA04eHuU GudyyuapHsix cOenok, coa-
yy 8 apeHdy celighosbix sueek, ocyujecmeeHuU onepayutl ¢ HaAUYHbIMU 0eHb2aMU HA KPYNHbIE CYMMbl).

23 OATD (2013-2017), «Mepbl 10 TPOTUBO/EHCTBHIO OTMbIBAHHIO JleHeT ¥ GMHAHCUPOBAHMIO TEPPOPU3MA U JOCTYIHOCTH GUHAHCO-
BBIX YCJIYT — C JIONOJHEHHEM, KacaloLMMCsl HaJlJlexalliell TpoBepKU KJIMeHTOBy, [lapwk, https://www.fatf-gafi.org/fr/publications
inclusionfinanciere/documents/financial-inclusion-cdd-2017.html?hf=10&b=0&s=desc(fatf releasedate).
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[I0YePKUBAETCs], YTO NPU OLleHKe PUCKa peryjupyeMble cy6beKThl JOIKHbI PacCCMOTPETh Bce dak-
TOPbI PUCKA, IPEX/e YeM ONpesie/IMTh YPOBEHD O6LIer0o pUCKa U HaAJlexalllylo CTelleHb Mep, HalpaB-
JIEHHbIX Ha CH>KeHUe pucka. Hapsaay c Pekomenpanueit 10 u [losicHuTenbHOM 3anucKoM K Hel, B [1o-
SICHUTeJIbHOM 3anucke K PekoMeHjanuy 1 KOHKPETHO yKa3aHo, 4YTO pery/lupyeMble Cy6'beKTbI MOTYT
AuddpepeHIMPOBATH CTENEHDb U 00'bEM IPUHUMAEMbIX MepP, B 3aBUCUMOCTH OT BU/Ia U YPOBHS PHUCKOB,
CBAI3aHHBIX C pa3JIMYHbIMU paKTOpaMU pucka (HanpuMep, B onpe/ie/leHHONW CUTYallu OHU MOTYT MC-
noJb30BaTh 06bIyHble Mepbl HIIK, npuMeHsieMble py npuéMe KJHEHTOB Ha 06C/IyKUBaHUE, HO IPU
3TOM NPUMEHATH ycusneHHble Mepbl HITK npu ocyliecTBIeHUM OCTOSSHHOI'O MOHUTOPUHTA, UJIU Ha-
060opoT).

[enoBble OTHOLWEHMA U onepayumn 6e3 AMYHOro KOHTAKTa

87. ®AT® ucnosib3yeT TEPMHUHBI «IIPU IMYHOM HPUCYTCTBUU» U «6€3 IMYHOTO NPUCYTCTBUSI» AJIs1 KJac-
cudUKaMU 1eJI0BbIX OTHOLIEHUH (BKJ/II0OYast IPUEM Ha 06CAyKUBaHUe) U onepayuil. B nensax PATD
B3aWMOJIEHCTBHE P JIMYHOM NMPUCYTCTBUU OCYILECTBJSIETCS B IMYHOM MPUCYTCTBUU — TO €CTh, 3TO
03HAYaeT, YTO CTOPOHBI, yYACTBYIOIINE BO B3aUMO/IEHCTBUY /OTIEpALIMH, HAXOASATCS B OZTHOM U TOM K€
«pu3nyecKkoM» MecTe U OCYILeCTBJSAIOT JesATeJbHOCTb NYTEM «PU3U4YEeCKOro» B3aUMOeCcTBUSA JpyT
¢ apyroM. BsaumopgericTBue 6e3 JINYHOT'O NPUCYTCTBHS OCYIECTBJISIETCI JUCTAHIJUOHHO — TO €CTbh,
3TO 03HAYaeT, YTO CTOPOHbI He HAXO/SATCS B OJJHOM U TOM Ke «PU3UYEeCKOM» MECTE U OCYLIeCTBJISIOT
JlesITeIbHOCTb MOCPEACTBOM LU(PPOBBIX UM UHBIX GU3UIECKU HEOCSI3a€MbIX CPEJICTB, HAIIPUMED, 110
(2/1eKTPOHHOM) MOYTE UJIH 10 TesedoHy? .

88. BIlloscHuTesbHOU 3anucKe K PekomeHganuu 10 «e/10Bble OTHOIIEHUS UJIH Ollepaliiu 6e3 IMYHOTO
KOHTaKTa» NpUBeJleHbl B KauecTBe 00HO20 U3 NpUMepos cumyayuu, NOMeHyua/1bHo NpeACcTaBJIsIO-
el noBblIeHHbIH puck npu npoBeaenuu HIIK. [lo cBoeMy onpeiesieHUI0 3TO 3asiBJIeHUE He Tpeby-
€T OT COOTBETCTBYIOILIUX [OCYAAaPCTBEHHBIX OPraHOB U PETyJIUPYeMbIX CY6'bEKTOB BCETja OTHOCUTD
JleJI0OBble OTHOLIEHUsI UK GUHAHCOBLIE OllepalUu 6e3 JIMYHOTO KOHTAKTA K KaTEerOpUHU MOBbILIEH-
Horo pucka B 1essx [10/]/®PT. Ckopee, je/10Bble OTHOLIEHUS U onlepaliiy 6e3 IMYHOTO KOHTaKTa SB-
JIIIOTCS TPUMepaMu 06CTOSATeNbCTB, NPpU KOTopblX puck O/l u ®T MoxkeT nomeHyua1bHO ABASATHCA
MOBBIIIEHHBIM.

89. C y4yéToM pa3BUTHS TEXHOJIOTUH, apXUTEKTYPhl U NpoueccoB LUPPOBOH HAeHTUPUKALUY, A TaK-
Ke TMOSIBJIEHUSI OTKPBIThIX COTJIACOBAHHbBIX TEXHUYECKUX CTAHAAPTOB LUGPOBON UAeHTUUKALUH,
BaXKHO Pa3bsSCHUTDb, UYTO AUCTAHIUOHHAA HJeHTHUUKALUS KJIUEHTOB U ONlepalUd 6e3 JIMYHOTO
KOHTAKTa, OCYLIeCTBJIsIEMbIE C UCIIOJIb30BaHUEM HAJIEXKHbIX HE3aBUCUMbIX CUCTEM [UPPOBOU UJeH-
TUPUKALMH, B KOTOPBIX IPeyCMOTPEHb] HaJJlexkalliie Mepbl 110 CHUXKEHHUIO PUCKOB, MOTYT IpeJ-
CTaBJATb CTAaHAAPTHBINA YPOBEHb PUCKA WJIH Jla)ke NOHMKEHHbIH PUCK B cjlydae obecreyeHuUs I0-
BBIIIEHHBIX YPOBHEHN Ha/le)KHOCTH U/WJIYM NPpUMEHEeHUs HaJJlexKallluX Mep KOHTpoJist puckoB O /PT
TaKUX, KaK orpaHuyeHre QYHKIMOHATbHBIX BO3MOXXHOCTEH NMPOJYKTOB U JAPYyrUX Mep, YKa3aHHBIX
B [losicHuTenbHOU 3anucke k Pekomenganuu 10 u B PykoBoactBe PATP no gocTynHocTH GpUHAH-
coBbIX ycayT. (CM. Takke moJpa3/iesbl HacTosiero PykoBoiCTBa, NOCBAILEHHbIE BOIIPOCAM pacIlu-
peHus JOCTYNHOCTU GUHAHCOBBIX YCJIYT, JUCTAaHLMOHHOW NPOBEPKHU, NOATBEPKAEHUS JTUYHOCTH
U perucTpanum).

24 Onpegenienue B3auMO/IEHCTBUS NPY JIUYHOM MTPUCYTCTBUM M 6€3 JIMYHOTO KOHTAKTa MOXET Pas/iM4aThCsl B 3aBUCUMOCTH OT Ha-
LIMOHAJIbHOM HOPMAaTUBHO-NPAaBOBOM 6a3bl. HanmpuMep, B HEKOTOPBIX PUCAUKIMAX BUJEOUJEHTUUKALMS CAUTAETCS B3aUMO/[EH-
CTBUEM IIPU JINYHOM NPUCYTCTBHUH.

© FATF/OECD 2020



[IM®POBAS UJEHTUOUKALIMA 31

NMocTtoAHHAA HagneXawan npoBepkKa genosbix OTHOLUEHUM

90. IloMuMO JpyTUX Mep, B COOTBETCTBUHU € TpeboBaHUsAMHU Pekomenganuu 10(d) perynupyemble cy6bek-
ThI JJO/KHBI IPOBOJUTH «[IOCTOSIHHYIO Ha/iJleXallly o IPOBEPKY AeJI0BbIX OTHOIIEHUH U TIaTe bHbIH
aHa/IM3 oNepanui, oCyleCTBAsIeMbIX B paMKaX TAKUX OTHOIIEHUH, AJ11 TOT0, YTOOBI Yy6eJUThCS B TOM,
YTO MPOBOJUMBIE OTIEPALIMU COOTBETCTBYIOT CBeIEHUSIM YUPEXKAEHUS O KJIUEHTe, ero X03s1CTBeHHOU
JlesITeJIbHOCTH U XapaKTepe PUCKOB, B TOM YHCJ/Ie 00 HCTOYHHUKE CPEJCTB, IPU HEOOXOAUMOCTH».

91. Kak ykasaHo B Pa3zyese Il Bbille 1 6osiee noApo6HO onucaHo B [IpuioxkeHun «A», ayTeHTH(PUKaA-
LU IPOBOJUTCSA C UCNO0JIb30BaHUEM cUcTeMbl HUPPOBOH ueHTUPUKALUU U 0beclieurBaeT YBepeH-
HOCTb B TOM, YTO pU3UYeCKoe JIULO0 SBJSETCS UMEHHO TeM 4eJIOBEKOM, IMYHOCTb KOTOPOro 6blia
MOATBEPXKAEHA, U KOTOPOMY ObIJIU BblJaHbI COOTBETCTBYIOLHE YUETHBIE JaHHbIe. TeM peryJnpyeMblM
Cy6'beKTaM, KOTOPbIe UCIOIb3YIOT CUCTEMbI [LUPPOBOK U eHTUDUKALMY AJ1s Ay TEHTUPUKALUY JTUY-
HOCTH CBOMX KJIMEHTOB B paMKaX CaHKI[MOHHUPOBAHMUS JOCTyNa K CYeTaM, HACTOSTEJbHO PEKOMEH-
JlyeTcs1 UCT0JIb30BaTh JJaHHble, FTeHeprUpyeMble B IIpoliecce ayTeHTUPUKALUY, a TaKKe JIPYTylo COOT-
BETCTBYIOIYI0 HHGOpMALMI0®® [Jis1 COAEeNCTBUS MPOBEJEHHUIO MOCTOSHHON HajJiexalleld MpoBepKU
Y MOHUTOpPUHTra onepanuil. C6op Takoi MHPOpMaL MU, KaK IPABUJIO, OCYLLECTBJAAETCS B LjeJAX 3allU-
ThI PETYJIUPYEMbBIX CyO'bEKTOB OT MolleHHUYecTBa. O/JHAKO, YUUThIBasl YCKOPSIOLIMEeCcs TeMIIbI epe-
xXoZla K [UPPOBbIM GUHAHCOBBIM CUCTEMAM M COMYTCTBYIOIE€Ee 3TOMY pacCliMpeHHe UCII0JIb30BaHUS
MeXaHHU3MOB ayTeHTUUKAUN [UPPOBLIX UIeHTUPUKALUOHHBIX JJAHHBIX JJIsI CAHKIIMOHUPOBAHHUS
JIOCTyIIa K cyeTaM, 3Ta MHPOpMalUs TaKXKe MOKET 0Ka3aTbCs aKTyalbHOU Auis neseit [10//OT.

92. TlocTosiHHadA ayTeHTHUPUKaLUA NPUHATHIX Ha 06CAyKMBaHUe KJIUEHTOB JAéT peryJupyeMbIM Cy6b-
eKTaM pa3yMHYyl0, OCHOBaHHYI0 Ha OlleHKe PHUCKa, rapaHTHIO (T.e. yBepeHHOCTb) B TOM, YTO JIHLO,
KOTOpOe CeroJiHsl NMpejoCTaBaseT CBOU HJeHTUPUKALMOHHbIE AaHHblE, ABJAETCA TEeM e CaMbIM
YeJIOBEKOM, KOTOPBIH paHee OTKPBLI CYET WJIM 3aKJIOYWJ JOrOBOP Ha OKasaHHe APYrux GHUHaH-
COBBIX YCJYT, U, B CAMOM JieJie, IBJIIETCS TeM >Ke CaMblM QU3WYECKUM JIMLOM, B OTHOIIEHHUU KOTO-
poro 6bl1a NMpoOBeJeHA «HALEXKHAsA He3aBUCHMasg» HUJeHTHUOUKALUS U BepUHUKaAlUs NMpU HpUEMe
Ha ob6cayxuBaHue. [locTosgHHasa uMPpoBasd ayTeHTHPHUKALUs JUYHOCTH KJIMeHTa obecrneduBaeT
NPUBA3KY Takoro GU3WYECKOro JMIa K OCyllecTBJIseMOH UM (UHAHCOBOHN AeATeNbHOCTH. TakuM
06pa3oM, 3TO MOXeT JONOJHUTEJIbHO MOBBICUTb BO3MOXXHOCTU AJI MPOBeJEHUs IMOJHOLeHHON
HaJJiexkallled NpoBepKHM Ha IOCTOSHHONW OCHOBE U OCYILeCTBJeHHWS MOHUTOPHHIA oOlNepayui
B COOTBETCTBUHU C TpeboBaHUAMU Pekomenganuu 10(d).

TpeboBaHuUA, KacaloLWMeca BO3SMOXKHOCTU NONAraTbCA Ha TPETbM
CTOPOHDI

93. B paHHOM mojpasjesie pasbsCHAETCs, KAKUM 06pa3oM CyO'beKT, Ybsl JesITeJbHOCTb PEeryaupyeTcs
B nesisax [10/1 /DT, moxeT: (1) mosiaraTbcs Ha pe3y/abTaThl HAeHTUUKALUN /BepuUKALLUY, TPOBEEH-
HOH APYTUM peryJrupyeMbIM CyObEKTOM B KOHTEKCTe IUPPOBOH naeHTHPUKANUH (B paMKaxX Tpe6o-
BaHuM PexomeHpauuu 17); u (2) BeICTynaTb B KaueCTBe areHTa JIpyroro peryjupyeMoro cy6bekrta
WJIM B KayeCTBe CyO'beKTa, KOTOPOMY JieJleTMPOBaHbl [I0JIHOMOYMSA 10 uAeHTUUKanuu/Bepuduka-
LMY JPYTUM peryjupyeMblM cy6O'beKTOM (BHe paMOK Tpe6oBaHul PekomMeHjauuu 17).

25 AyTeHTUUKALMA ABJAETCA JMIIL OJHUM U3 3/71eMEHTOB TPOLe/lyphl CAHKIIMOHUPOBAHUS JI0CTYNA K CYETY. Peryinpyemble cy6hb-
€KTbI TaKXKe MOTYT COGHpATh ApYyrye JONOJHUTENbHbIE IaHHbIE (TaKHe, KaK AaHHble reosiokanuy, IP-agpeca u T.4.) A1 NIPUHATHS
pelleHUH 0 Npe/j0CTaBIeHUH paBa JJOCTYIA K CYeTaM.

© FATF/OECD 2020



32 [IU®POBAS UIEHTU®UKAIINA

94. B cooTBeTcTBUM C PekoMeHaalyeit 17 cTpaHbl MOTYT MO3BOJIMTh PETYIUPYEMbIM CyObeKTaM?® noJia-
raThbCsl Ha TPETbU CTOPOHBI B 4YaCTH OCYILeCTBIeHUs U eHTUPHKaAL UK /BepUdUKALUU KIUEHTOB MpU
npuéme Ha 06CayKMBaHUe?’, IPU COBJIIOEHUN CIeYIOIUX YCIAO0BUIA:

* TpeTbsl CTOpOHA [0/)KHA TaKXKe ABJIATbCA PeryJupyeMbIM Cy6'beKTOM, Ha KOTOPOTo pacnpocTpaHs-
I0TCs1 Tpe6OBaHUsA 0 NPOBeJleHUU HaJi/lexallleil NpoBepKH KJIMEHTOB B COOTBETCTBUU C PekoMeH/ja-
nueit 10, ¥, B OTHOIIEHHUH KOTOPOIO JOJKEH OCYLIeCTBJATHCA HaZ30p MW KOHTPOJIb Ha NpeMeT
c006JII0/leHHs] yCTAaHOBJIEHHBIX TPEOOBAHUM U 06513aTe/bCTB.

* PerynupyeMbli CyObEKT JO/KEH:

0 He3aMe/IUTeJIbHO [0OJIy4aTh HEO6X0JUMY0 HHGOPMALHUIO, KacalIlycs uaeHTUdUKa 1,/ Bepu-
duKalMU KJIMEeHTOB;

O [I[pyHUMAaTh HaJlJIeXKalie Mephl JIJIsl TOTO, YTOObI UMETb BO3MOXKHOCTb 0€3 3a/JIePXKKH 110 3alpoCy
IMOJIYy4YUTb OT TpETbefI CTOPOHBI KOITUHU I/IL[EHTH(I)I/IKaLU/IOHHbIX AaHHBIX U APYTYI0 COOTBETCTBY1O-
L1y10 JOKyMeHTal 1o, MoNaAalolyo noj JeicTBUe TpeboBaHUM Pekomenganuu 10(a);

O Y6eAUTbCS B TOM, UYTO B OTHOIIEHUU TPETbel CTOPOHBI OCYLIECTBJISETCA PEryJIUpPOBaHUe, HAJ-
30D UJIM KOHTPOJIb, U YTO TaKas TPETbS CTOPOHA NIPUHUMAET Mephl 10 BbINOJHEHHIO TPe6GOBaHUH,
kacawmuxca HIIK u xpaHeHHsl JaHHBIX U JJOKYMEHTOB, B COOTBETCTBUHU € PekoMmeHpmanuamu 10
null;u

O YYUTBIBATh I/IH(l)OpMaL[I/IIO 06 YPOBHE CTPAHOBBIX PUCKOB IPH olpeJieJIeHUU CTPpaH, B KOTOPbIX MO-
KeT HaXOAWUTbCA TPEThbA CTOPOHA, OTBE€Yarollasd BbIIIEYKa3aHHBIM YCJIOBUAM.

95. B ciyyae pa3pelleHUs N0JaraTbCs Ha TPETbU CTOPOHBI, KOHEYHAsA OTBETCTBEHHOCTh 3a Mephl HIIK
OCTaeTCs JieXKaTb Ha peryJIMpyeMoM cyOo'beKTe, IIoJlaralieMcsl Ha TPeTbI0 CTOPOHY.

B0o3MOX¥HOCMb N0/102aMbCA HO MpPembU CMOPOHbI 8 KOHMeKcme Yudgposoli
udeHmudpukayuu (e cay4yaax, Ko20a pezynupyemMmolie cybbeKkmbsl makyce ebicmynarom
8 Kayecmee nposalidepos ycayz yugposoli udeHmugpuxkayuu)

96. B Tex ciyyanx, KOTJa 3TO pa3pelleHO B IPUCAUKLHUY, PEryJUpyeMblil CyO'beKT MOXeT IoJaraThbcs
Ha Jpyroro CyG'beKTa, OTBEYAIOLIEr0 BhIIIeNePeYNCIeHHBIM KPUTEPUSIM, B YaCTH NPOBeIeHUS U/IeH-
TUPUKAMH/BepUPUKALUU KIUEHTOB C UCMOJIb30BAHUEM CUCTEMbI UPPOBOU UIEHTUPHUKAIUU TTPU
NpUéMe UX Ha 06C/yKUBaHUeE, IPU YCIOBUHY, YTO cUcTeMa LUPPOBON HAeHTUGUKALMU TaKOH TpeThel
CTOPOHBI MO3BOJISIET N0JIaraloIeMyCs CYObEeKTY:

* He3aMeAJ/IUTEJbHO IMOJY4YaThb HEO6XOJUMYyH HHPOpMAaLMI0, KaCaIYICs JUYHOCTH KJIMEHTa
(BkJIIOYAsi yPOBHU HAJIeXKHOCTH (JJ0Bepus), TAe IpuMeHUMo). Hanpumep, cuctemMa uudppoBoi ujeH-
TUGHUKALUY MOXKET [IaTh NOTEH[HAJbHOMY KJIMEHTY BO3MOXHOCTb 3asBUTh CBOIO JIMYHOCTh M0OJIa-
rallieMycsi peryJnupyeMoMy CyO'beKTY U MO3BOJIUTb TPeThbed CTOpOHe MOATBEPXKAATb JIUYHOCTh
TAKOTO YeJIOBEKa M MPeJOCTABUThL CBeJIeHUSs, TaKHe KaK UM U JaTa POXK/EHHUs ITOTO YeJOBEKa,
NPUCBOEHHBIH T'OCYAPCTBOM YHHUKa/JbHbIH HJEHTUOUKALMOHHBIA HOMEp WJIU HHble aTPUGYTHI,
TpebGyeMble JJisI TOATBEPKAEHUs «0OQUIHATBHON UAEHTUYHOCTH» B L|eJIIX YCTAaHOBJIEHHUS [1€/I0BbIX
OTHOLIEHUH B IOPUCAUKIIHH.

26 B PexoMeHanuK 22 yCTaHOBJIEHO, YTO TPeGOBaHHS, KaCAKI[MeCs: BO3MOXHOCTH T0JIaraThCsl HA TPEThU CTOPOHBI, yCTaHOBJIEHHbIE
B Pexomenpiannu 17, pacnipoctpansitorcs Ha YHOIIIL

27 Pexomenjauus 17 Mo3BoJisieT MoJlaraThcsl Ha TPeThU CTOPOHBI B YacTH peanusanyu mep HITK, onpesenéHHbIX B noAnyHkTax (a)-(c)
PexomeHgauuu 10, HO He 1aéT MPaBO MOJIATaThCsl HA TPETbU CTOPOHBI /IJIsl OCYLIECTBJIEHHUS IOCTOSIHHOW HaJjlexallel IpOBEPKU
JleJIOBBIX OTHOLIeHHH. B HacTosieM PyKoBo/ICTBe paccMaTpUBAIOTCS MoJioxeHUs: PekoMeHjanuu 17 TOJIBKO B YaCTH, KacaroLencs
Tpe6oBaHUM 06 ueHTHUKaLMK/BepudUKaLMK KJIUEHTOB, yCTAHOBJIEHHbIX B Pekomenjarnuu 10(a).
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* [IpyHUMAaThb HaJJlexxalllue Mephbl /15 TOTO, YTO6bl UMeTb BO3MOXKHOCTb 6€3 3a/lepKKH [0 3apoCy
[0JIy4yaTh MMeloLiMecss KOMUU WU JpYyrue COOTBETCTBYOIHE GOPMBbI AOCTyNaA K Y0CTOBEpPSIO-
UM JIMYHOCTb CBUJETEJNbCTBAM ([JJOKYMEHTaM, JAaHHBIM U JJPyroil COOTBETCTBYyOIENH HHPOpMa-
[[UH), OTHOCALIUMCS K TpeboBaHUAM PekomeHnganuu 10(a). Hanpumep, nosaraouuiics cy6beKT
MOXEeT NPUHATb COOTBETCTBYIOIUE MepPBHI JJisl TOTO, YTOOBI: (1) y6eAuThCcsA B TOM, YTO B paMKax
NpOBEPKHU, NMOJTBEPKJAEeHUs NMOJJIUHHOCTH JUYHOCTH U PerucTpanyu TpeTbsl CTOPOHA co3jaJja
y4éTHY10 LUGPOBYI HAeHTUOUKALHUOHHYI 3aNUChb UJAeHTUOULMPOBAHHOIO JIMLA, B KOTOPOH
coZlep:KaTca HajJexalyde MoATBepKAeHUs aTpUbYyTOB U Apyrue UAeHTUOUKALMOHHbIE JJaHHble
U cBeieHUsT; U (2) ybeAUThCA B TOM, YTO MOPAAOK U Mpouejypa ayTeHTUUKALUY, TPOBOJUMOMN
TpeTbel CTOPOHOM, MO3BOJIsIET el 6e30TaraTeJIbHO NPEeJOCTABIATh 3Ty HHPOPMAIMIO 1oJIarak-
1ieics CTopoHe no eé 3anpocy.

Perynupyembie cy6beKTbl, BbICTynalolMe B KauecTse NpoBaiiaepos ycnyr
undposoi ngeHTMdPMKaLMmn BHe paMmoK TpeboBaHuii PekomeHpgauum 17

97. Te peryaupyeMble cy6'beKThI, KOTOPbIe pa3paboTaau CBOU COGCTBEHHbIE CUCTEeMbl LUPPOBOH UJeH-
TUPUKALUU, MOTYT CTATh POBaiZepaMu ycayr uMGpoBod HAeHTUPUKALUY, BBICTYIIAsl B KAUeCTBe
areHTOB WJIM TPETbUX CTOPOH JJisl APYTUX PEryJupyeMbIX CyO'beKTOB. B Tex ciydasx, Korja 3To
paspelieHo, 3To 6y/leT BKJIOYATb B ceOsl JleJlernpoBaHUe MOJHOMOYUN Ha OCYyIleCTBJIeHHUe UJeH-
Tudukanuy/ Bepudukanuy KJIMEHTOB IPU NpUéMe Ha 06CIyKUBaHUe, a TaKXKe Ha [IpoBeJleHue ay-
TeHTUPUKALUU KJIUEHTOB. B 3TUX 06cTOATENIbCTBAX TpeboBaHUs PekoMeHnaanuu 17, kacawluecs
BO3MOKHOCTH I10JIaraThCs Ha TPEeTbU CTOPOHBI, He 6YAYT AeHCcTBOBAThb, OCKOIbKY PekoMeHaanus
17 He oXBaTbIBaeT OTHOLIEHUS ayTCOPCUHTA UJIM areHTCKUE OTHOLIEHHUSI.

98. Kak u gpyrue npoBaijiepbl ycayr 4udpoBoi ujeHTUUKALMY, BbICTYAOLMEe B KAYeCTBe areHTOB
WJIM TPETbUX CTOPOH [/l PYTUX PeryjupyeMbIX CyO'beKTOB, peryjupyeMble Cy6beKThl, el CTBYI0-
Live B KaueCTBe NpoBalAepoB ycayr [udpoBol uaeHTUPUKAL MY, OYAYT UCII0Ib30BATh CBOU CUCTe-
MbI IUPPOBON UAEHTUPUKALUHU IJIs OCYLIECTBIEHUs UIeHTUGUKALIMU /BepUUKALIUU (U ayTEeHTH-
duKaLUKM) KJIMEHTOB OT JIML|A PETyJIUPYEMbIX CyO'bEKTOB, eJeTMPOBaBIIUX UM TaKHe IOJTHOMOYHS.
Kpome Toro, Kak U Apyrue npoBaijepsl yeayr qudpoBoi naeHTUPUKALUY, OHU MOTYT 00palLiaThCst
3a cepTUdUKaIMed CBOUX CUCTEM B COOTBETCTBUU C JEUCTBYIOIUMHU B UX IOPUCAUKLUAX HOpMa-
THBHO-IIPAaBOBBIMU aKTaMHU, peTyJIMPYIOLIMMU BOIPOCHI TOCYJapCTBEHHON NPOBEPKHU U cepTUdUKa-
LMY, eCJIU TaKHe aKTbl UMeITCs, IN60 06pallaThCs 3a IPOBEPKOU U cepTUdUKaL el CBOUX CUCTEM
K aBTOPUTETHBIM CePTUOUIIUMPYIOLIMM OPraHU3alUsAM U3 YaCTHOTO CEKTOpA.

99. B sn1060M ciyyae, 6yLyuu NOpy4YHUTeNeM, yCTAHOBJIEHHBIN cyObeKT 6yeT NpoJo/KaTh OTBeYaTh 3a
npoBefieHUe spPpexmusHoll uieHTUPUKALNH /BepUPHUKAIUY KINEHTOB U UX 3ekmusHoll ayTeH-
TUPUKALMHU C UCNIOJIb30BAHUEM CUCTeMbl HUPPOBON ueHTUGUKALUY, IPeLOCTABJIeHHON TpOBal-
JlepoM ycayT UTMPPOBOM HAeHTUPHUKALIMH, U eMy TOTPebyeTcs IPUMeHATb PUCK-OPUEHTUPOBAHHbIH
MOJAX0J, K UCIOJb30BaHUIO cUcTeM LudpoBoi uAaeHTUGUKaANUU Aad uaeHTUGUKanuu/BepudUKa-
MU U ayTeHTUUKAL MU KJIHMEeHTOB, KaK yka3aHo B Pazgese V.
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PASAEN IV: NPEMMYLLECTBA U PUCKM UCNONb30OBAHUA
CUCTEM LIU®POBON UAEHTUDGUKALMUN B LLEENAX
OBECMNEYEHUA BbINOJIHEHUA TPEBOBAHUI Nog/®T

N CONYTCTBYIOLLMUE BONPOCHI

100.

101.

102.

B paHHOM Paszesnie paccMaTpUBalOTCS HEKOTOpPble NMOTeHIMaJbHble NMPEUMYILeCTBA, KOTOpble CUCTEMBI
nudpoBoi uAeHTUPUKALMY JAIOT PETyJUpPyeMbIM Cy6beKTaM, UX KJIUEHTaM U roCyAapCTBEHHBIM OpraHaM.
B HéM TakKe paccMaTpUBAIOTCS HEKOTOPbIe MOTEeHIMaJbHble PUCKY, IPeCTaBAsieMble CUCTEMaMHU LUPPO-
BOU MJeHTUDUKALUY, KOTOPble HEOOXOAMMO BBISIBJIATh, IOHUMATh U KOHTPOJHUPOBATH, & TAKXKe IPUHUMATh
HazJuiexale Mepbl 414 yIIpaBJeHUA WU CHUXKEHUA 3TUX PUCKOB. Takue npernMyuiecTBa U pUCKHU OTHOCATCA
KakK K peajnisanuu Mep KoHTpoJis B nessix [10/]/PT, Tak 1 K oCyLiecTBIEHHIO Mep, HAallpaBJIeHHBIX Ha pacCIly-
peHue JOCTYIHOCTH GUHAHCOBBIX YCAYT.

JlanHbid Pasgen npeaHa3HavyeH [Jisl MOBBINIEHUS 0CBEIOMJIEHHOCTH 3aUHTEPECOBAHHbBIX CTOPOH O MOTEHIHU-
aJIbHBIX PUCKAX, IPUCYLIUX TEXHOIOTUAM LHPPOBOM HAeHTUDUKALUY, C TEM, YTOOBI OHU MOTJIM MPEAYIPex-
JaTh WK 3QGEKTUBHO YIPABJSATb 3ITUMU PUCKAMU, IPUMEHSS NPU 3TOM PUCK-OPHEHTHPOBAHHBIN MOJXO/,
Kak ykasaHo B Paszesie V. [IpuBeI€HHBIN HIDKe aHAJIM3 PUCKOB HUKOMM 06pa30oM He HalpaBJieH Ha BOCIpe-
NATCTBOBaHHE HCIOJIb30BAaHUI0 HAJIEXHbIX HE3aBUCUMBIX CUCTEM LHUPPOBOH HAEHTUPHUKAIMU — TO €CTh
cUCTeM, 06eCreYrBalOIUX HaJIeKallie YPOBHU HANEeXHOCTH (T.e. COOTBETCTBYIOIUX T'OCYAAapPCTBEHHBIM
HOpMaTHUBaM U TEXHUYECKUM CTaHZapTaM), ¥ MO3BOJISIOIUX Ha/IeXKal[iM 06pa3oM CHHUXKATb MOTEHIHAJIb-
Hble pucku. OH Tak)Ke He MOJPa3yMeBaeT, YTO MIPUMEHEHNEe CUCTEM [TUGPOBOH UEHTUPUKALUN, 0COOEHHO
B eJIsIX UleHTHGUKanu/BepudrUKaL UK KJIMEHTOB, HEMPEMEHHO 06YCI0BIUBAET GOJIBIIYIO CTENleHb YA3BU-
MOCTH B IlJIAaHE UX UCI0JIb30BaHHUsI B HE3aKOHHBIX L[eJISIX, HeXEJTU TPAJUIMOHHbIE METOAbI JOKYMEHTAPHOH
HUJIEHTUQUKALIMH U TPOBEPKU JIMIHOCTH.

B nanHOM Pa3sziesie TakKe OTMeueH psiJi 6oJiee IHUPOKUX NPo6JieM, TPeACTaABIsIEMbIX CHCTEMaMU UGPOBOH
uaeHTUGUKAUU. PearupoBaHue Ha 3TU NP06JIeMbl, KaK IPABUJIO, HE OTHOCHUTCS K IPSIMON KOMIIETEHILIUH TO-
CyZlapCTBEHHbIX OPraHOB, 0TBeuarouyx 3a Bonpockl [10/1 /DT, Ho 3TH Mpo6JieMbl MOTYT OKa3bIBaTh KOCBEHHOE
BJIMSIHHE HA YCUJIUS U MEPBI, IPUHUMaeMble B IIeJIsIX TPOTHUBOAEHCTBUS OTMbIBAHUIO JleHeT U pUHAHCHPOBa-
HUIO TeppOpHU3Ma.
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103. Xors B naHHOM Pa3sjesne W mpuBeléH OGIHUHA 0630p HEKOTOPBIX PUCKOB M MPOGJIEM, HMEHHO MeXaHU3MbI
Y CTAaHJAPThl HAZIEKHOCTH L[UPPOBOU UIEHTUDUKALIMY 00€CIIeYUBAIOT OCHOBY [IJIsl OLEHKH Mep [0 CHIKEHHIO
DHUCKOB, 3aJI0KEHHBIX B CUCTEeMbI LIUDPOBOM HAeHTUUKALMU. B 3TOH CBS3U HOPUCAUKLUAM PEKOMEHAyeTCsl
NpOaHaJM3UPOBaTh TaKUE CTAHAAPTHI, Kacarluecs: 60Jiee IMHUPOKOT0 CIeKTPa CYIeCTBYHOLIUX PUCKOB (CBSI-
3aHHBIX C TEXHOJIOTHSIMHU U C APYTHUMH BONPOCaMH, KacalOUMMUCS OpPTaHU3al[MU U yIpaBJIeHus), U onpe/e-
JINTB CIIOCOOBI M METO/[bI CHIXKEHHUSI 3THX PHUCKOB.

MNoTeHuManbHbie NpeMmyLLecTBa cuctem Ludposoi naeHTUGUKaLum
YcuneHue Hadnexaweli nposepKu KAUeHmMos

104. Cucrembl 1udpoBoH HAeHTUPUKALMHN 06J1aJAI0T HOTEHIIMAIOM /IJIs HOBBILIEHUS HA/IEKHOCTH, 6€30aCHOCTH,
KOHOUAEHIIMAIBbHOCTH, y100CTBa U 3QPEKTUBHOCTH MJeHTUPUKANUN GU3UYECKUX JIMIL B MIPOLIECCE MPeso-
cTaBJjieHHs] GUHAHCOBBIX YCJIYT, YTO UAET HA M0JIb3y KJIMEHTaM U PEryJrupyeMbIM CyGbeKTaM, a TAaKXKe CIO-
COGCTBYIOT YKPEIJIEHUIO 11eJI0CTHOCTH GUHAHCOBOrO cekTopa. Kak ykasaHo HuKe, Ha/I&XKHbIE He3aBUCHMble
cucTeMbl UPPOBON UAEHTUPUKALMYA MOTYT MPUHECTH 3HAYUTEbHYIO 10JIb3y B IIJIaHe MOBBINIEHUS HAEXK-
HOCTH HJeHTHUUKAMN/BepuPUKALUY KINEHTOB IIPH NMpUEMe Ha OGCTYy>KMBAaHHE U ayTEHTUPHUKALUY JIHNY-
HOCTH KJINEHTOB IIPY CAaHKI[MOHUPOBAHUHU JOCTYIIA K cieTaM. boJiee Toro, TouHas HjeHTUPUKALMS KINEHTOB
MOXeT obecneduThb 3dpPeKTUBHYI0 peanusanuto gpyrux mep HIIK, B ToM yucie npoBefeHue adpPeKTUBHOM
MOCTOSIHHOM Ha/JJiexalleidl MpoBePKH [1eJIOBbIX OTHOIIEHUH U OCYLeCTBIeHHE MOHUTOPHUHTA ONEePalHii.

MuHumu3zayus cnabsix mMecm 8 py4YHbIX Mepax KOHMPos

105. TpaAUIIMOHHO JJOKYMEHTapHble MeTO/bl MPOBeJeHUsT UAeHTHUKAIMK/BepuHUKalM KJINEHTOB B 3HAYM-
TeJIbHOW CTelleHH OCHOBBIBAJIUCh HA PYYHBIX Mepax KOHTPOJIS — HallpuMep, cpaBHeHUe doTorpaduu B odu-
LMaJIbHOM JJOKYMEHTe, yZI0CTOBEPSAIOLEM JIMYHOCTD, C 4eJIOBEKOM, 06pAaTUBLIMMCS C IPOCHOOM OTKPBITh CYET,
U CYyXJIeHUE O TOM, IBJISETCS JIU JOKYMEHT MOJJUHHBIM. OIHAKO y COTPYAHUKOB, HEOCPEJCTBEHHO 06CIy-
YKUBAIOIIUX KJIUEHTOB, MOXXET HE UMEThCSl HHCTPYMEHTOB, TEXHOJIOI'UMH, IOATOTOBKH, HABBIKOB U ONBITA J1JIsI
Ha/JI&KHOTO BBISABJIEHHUS MO Ae/bHBIX, BUI0M3MEeHEHHBIX HJIU KPaJleHbIX JJOKYMEHTOB.

106. TlpuMeHeHHe HAZEKHBIX HE3aBUCUMBIX CUCTEM IIUPPOBOH MAEHTUPUKAIIUHA MOXKET MOTEHIIUAJbHO CHU3UTD
BO3MOKHOCTb YeJIOBeUYeCKOH OIM6KHU B MPOIlecce yCTaHOBJIEHHS U TPOBEPKHU JIMYHOCTH YeJIOBeKa.

*Bo - mepBbIX, KOTZA 3JIEMEHT CUCTeMbl UUGPOBOH HAEHTUPUKALUY, KACAIOIIUICS TPOBEPKU U IO TBEPXK-
JIeHUsI IMYHOCTH, IPOBOJUTCS MPU JIMYHOM MPUCYTCTBUU*® U OCHOBBIBAETCSl HA YEJI0BEYECKOM CYXK/EHUH,
3TOT NMPOLecC 06bIYHO OCYIEeCTBJSETCS CHEeLHATUCTAMHU, UMEIOLUIUMHU JOCTYH K epeZOBbIM TEXHUYECKUM
WHCTPYMEHTAaM AJIs1 BbISIBJIeHUS OAIeJbHBIX U KPaZleHbIX JOKYMEHTOB, Y0CTOBEPSIOLUIMX JIUYHOCTD. Ha-
IpUMep, PU AUCTAHIMOHHON MPOBEPKE U MOATBEPKAEHUHU MOAJUHHOCTH JIMYHOCTH (10 KpaiHel Mepe
IPH MOBBIIIEHHBIX YPOBHIX HAZIEXKHOCTH ), KaK IIPaBUJIO, IPUMEHSIOTCSI BCé Gosiee COBpeMeHHbIe U 3ddek-
TUBHbIE TEXHOJIOTUU LIUGPOBOH MAeHTUPUKALUYU AJs ONpe/iesieHUs] TOro, YTO JOKYMeHTapHOe yJ0CTO-
BepeHUe JIMYHOCTH SIBJISIETCS MOAJIMHHBIM, a He MO//JeJIbHbIM, a TaKXKe HUCIO0JIb3yTCS JONOJHUTENbHbIE
JlaHHbIe U CBeJIeHHs], TOMOTAKII1e HaIEXKHO MOATBEPUTh JIMYHOCTD YesoBeKa?’.

28 Kak ykasaHo B Pasziese 11 u [IpusioskeHUH «A», B paMKax CMCTeMbI IMPOBOii HeHTUUKALMY IPOBEPKa U MOATBEpXIeHHe JIMYHOCTH SAB-
JIAIOTCA OZIHUM 3JIEMEHTOM, KOTOPBIA MOKET MMeTb MeCTO ITPY JIMYHOM NPHUCYTCTBHH (T.€. TaKasl IpoBepKa Heo6s3aTebHO J0/KHA TPOBO-
JIUThCS ANCTAHIMOHHO JJ1 TOTO, YTOGBI CYUTATHCA 3JIEMEHTOM CHCTeMbI IUPPOBOI HJIeHTUPHKALMN).

29 B HacTosiiee BpeMsi MOXET 0Ka3aThCs 3aTPY/AHUTEIbHO WM BOOBLIE HEBO3MOXKHO JAMCTAHIMOHHO IPOBEPUTD U TMOATBEPAUTH J0CTOBEP-
HOCTb 3alUTHBIX QYHKIUH, KOTOPbIe CYUTBIBAIOTCS TOJBKO B Y/IbTPadHOJIETOBOM CBETE UJIU SIBJISIOTCS 31eMeHTaMU CTPYKTYPhI IOKYMEHTa,
TaKHe KaK, HallpUMep, 3allUTHbIe HbIPSIOLIYe HUTH, BOJsHbIe 3HAKH WU CIJIOIIHAs nepdopalys CTPaHULL, HO 60JIBIIMHCTBO UieHTUUKA-
LUOHHBIX JOKYMEHTOB 00J1aIal0T HaJ|eXKHBIMU 3aIUTHBIMU QYHKIUSAMH, KOTOPbIe MOXKHO 3 $eKTUBHO NPOBEPAThH JUCTAHIIHOHHO.
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107.

108.

*Bo - BTOpBIX, 3JIEMEHT CUCTEMBI [ITUPPOBOUN HAEHTUPHUKAIIUH, KACAIOLUIUICA ayTEHTUPUKALIUHY, B 3HAYUTE b-
HOU CTeNeHU CHUXXKAET POJIb YeJOBEYECKOTO CYXKAEeHHUsI NP ONpesieIeHUH TOTO, YTO KJIUEHThI SIBJISIOTCS
HMEHHO TEMHU JIIOAbMH, KEM OHU MPeACTaBJsAITCA. CucTeMbl [UGPOBOH HAeHTUDUKALUHU C MHOTObaKTOp-
HO¥ ayTeHTU)UKALMeH U 3alHIIIEHHBIMU POILleCCAMH MOTYT 0Ka3aThCsl HEM3MEHHO HaJIEXXKHBIMU MPH OTIpe-
JleJIEeHUH TOT0, YTO JIUILIO, JKeJIAIoLee OTKPBITh CUET UJIU MOJIYUYUTh AOCTYIN K CUETY, HA CAMOM JieJie sIBJISIETCS
TeM YeJIOBEKOM, KOTOPOMY GBLITH H3HAYaJbHO BbIJJaHbI HJIeHTUPUKALMOHHbIE YIETHBIE JaHHBIE.

lMosbiweHue d)yHKL{UOHGﬂbeIX 803MoMHOoCcmeli 0418 KAUeHMO8 U CHUXeHUe U3a€p)HEK

HapéxHble He3aBUCHUMbIe CUCTeMbI IUPPOBOU UIeHTUPUKAIIMHA MOTYT TaK)Xe 06ecrieduTh 6oJiee 3 PeKTUB-
Hble U y,06Hble BO3MOXKHOCTH [JJIs1 IOTEHIIMAJbHBIX KJIUEHTOB NPU NpUéMe Ha 00CAYKHMBaHHUe, A TAKXKe BIIO-
CIIe[ICTBUM AJIS1 Y’Ke IPUHATBIX Ha 00CAY>KMBaHHEe KJIMEHTOB MPU MOJYYEHUH UMHU JIOCTYNA K CBOUM CYETAM.
[TprueMJIeMOCTb U YA0GCTBO /IJis1 KJIMEHTOB SIBJSIIOTCS BAXKHBIMHU JIBIXKYIUMU PpaKTOpaMHU JiJisi 06paboTKH 3a-
SIBJIEHUH, OCYI1leCTBJIEHUS Ollepalui U yJiepKaHHUsI KJIMEHTOB. Y106CTBO HCII0/1b30BaHUA JJIs1 KIUEHTOB, Hapsl-
Jly C IOTEHLHa/bHBIM NOBbILIeHHEeM 3QPEeKTUBHOCTHU JJIs1 PErYIUPYEMBIX CYO'bEKTOB, MOXKET CIOCO6CTBOBATH
CHW)KEHHIO 3aTpaT U U3JeprKeK NP NpuéMe Ha 06CaAyKUBaHUe. B 0lHOM OT4éTe OTMEYEeHO, YTO peryaupy-
eMble CyObeKTbI, KOTOPble UCIOJIb3YIOT CUCTEMBI LUPPOBOH HAeHTHHUKALMY, MOTYT MOYTH Ha 90 mporeH-
TOB CHU3UTD U3/I€P>KKH, CBSI3aHHbIE C MPUEMOM KJIMEHTOB Ha 00CAYKUBaHUe, 6J1aro/japsi TOMY, UYTO BpeMsl Ha
ueHTUGUKANUIO/BeprudHUKalMo U Ha aApyrue Mepbl HITK cokpaiaeTcs ¢ Hel WK HeJeb 10 HECKOJIbKUX
MUHYT. TaKoe CHM)KEHMe 3aTpaT U U3JepKeK MOXKeT NM03BOJIUTh PETYINPYEeMbIM Cy6'beKTaM Iepepacipese-
JINTh Pecypchl, BblZiesisieMble Ha ob6ecreyeHue cobJII0/leHHs ycTaHOBAeHHbIX Tpeb6oBaHui HIIK, a Tak»ke Ha uc-
MoJIHEHHW e JPYrux KoMIiaeHc GyHKuu B cdepe [0 /DPT. ITO MOKET TaKKe COAEUCTBOBATh PACIIUPEHUIO OX-
BaTa GUHAHCOBBIMH yCJAYTaMH TeX CJI0EB HaceJIeHUs], KOTOPble He UMEIOT UM UMEIOT OTPaHUYeHHbIN JOCTYI
K GUHAHCOBOMY OOCJIY>KHBAHHUI0, 6J1arofapsi CHIPKEHUIO 3aTPaT, CBI3aHHBIX C IPUEMOM Ha 06CIy>KHUBaHHE.

MoHumopuHe onepayuli

Kak oTMeueHo Bblllle, HaZi€KHas LUPppoBast ayTeHTUPUKALHSA IUYHOCTU KJIMEHTOB JJ151 PETYJIIPHOro NpeocTaB-
JIEHUS UM JIOCTYIIA K cYeTaM MOXeT COZLeMCTBOBATh BbISABJIEHHUIO MTOJJ03PUTENbHBIX ONEepaluil U HalpaBJIeHUI0
COO0O0ILIeHUH 0 TAaKUX ONeparusax. ITo 06YCI0BJIEHO TEM, UTO TaKas LudpoBast ayTeHTUPHUKALUSA IOMOTraeT pery-
JIUPyeMOMYy Cy6beKTY YCTAHOBUTB, YTO YeJIOBEK, MOJIyYaoUHi JOCTYH K CUETY U OCYIIeCTBJIAOIIUN onepalyy,
SIBJISIETCS TEM K€ CaMbIM JIMIIOM, KOTOPOE TT0JIy4Yasio JOCTYH K CYETY paHee, U Ha CAMOM JieJie IBJISIeTCS UIeHTH-
$ULMpPOBaHHBIM/BepUPUIIMPOBAHHBIM KJIHMEHTOM, KOTOPOMY IPUHAJJIEXUT c4€T. KpoMe Toro, B 3aBUCHMOCTH
OT OIlepallMOHHOHN MOZiesIU U ApYruX GaKTOpOB, TAKUX KaK cOIJlacHe M0Jib30BaTesel M 3aKOHOAATEeIbCTBO O 3a-
LIUTeE JAaHHbIX/KOHQUIEHIIMATBHOCTH, LUPpoBasi ayTeHTUGUKALMS JIUUHOCTH B LieJIsIX CAHKLIMOHUPOBAHHUS J0-
CTYIa K CYETY MOXKET MO3BOJIUTD PErYJIUPYEMBIM CYO'bEKTAM M0JIy4YaTh AOMOJHUTEIBHYI0 HHPOPMALHIO, TAKYIO
KakK JlJaHHbIe reoJiokanuy, [P-afpeca niu nieHTUGUKALMOHHbIe HOMepa LU(POBBIX YCTPOUCTB, UCIOJIb3YEMbIX
JUISI OCYILIECTBJIEHUS ONEPAMi. DTH CBeJIeHHsI MOTYT MOMOYb PEryJIMpPYyeMbIM Cy6beKTaM JIydlle MOHSATh MoBe-
JleHHe KJIMeHTa JJ1s onlpeJie/ieHusl TOro, KorAa ero GUHaHCOBbIE ONepaliuy BhIMIAAAT HEOObIYHBIMU UJIH 110J10-
3pUTEJIbHBIMY, @ TaK)Ke MOTYT COZeMCTBOBATh NPaBOOXPAHUTEIbHBIM OpraHaM B paccje/JoBaHWUU NpecTyIlie-
HUM. HanpuMep, JONO/IHUTE/IbHbIE CBEJI€HUS], I0JIyYaeMble PeTyJIupyeMbIMU CY6beKTaMU C HOMOILbIO pa3HbIX
CpeJICTB Y KaHaJIOB (BKJIIo4Yast UHTepHeT U MOGHUJIbHbIE TesiepOHbI) B COOTBETCTBUU C MECTHBIMU HOPMATHUBHO-
3aKOHO/IaTe/IbHBIMU aKTaMH, B TOM YHCJIE B COOTBETCTBUHU C MPABUJIAMH O 3al[MTe JAHHBIX U HEPUKOCHOBEH-
HOCTH JIMYHOM ’KU3HH, MOTYT OKa3aThCs BeChbMa I10JIE3HBIMU /IJIs ONPEe/ieIEHHs] TOT0, KTO KOHTPOJIUPYET CYET;
BbISICHEHUS TOI'0, KOHTPOJIMPYET JIY 3TO JIULO APYTHe cueTa; U yCTaHOBJIEHUS CeTH QU3NYEeCKUX U I0pUUYeCKUX
JIML, y4aCcTBOBABIIHX B QUHAHCOBBIX ONlepaLlUsX, IPOBeEHHBIX Uepe3 3TH cYeTa.

30 [noGanbHbIH HHCTHTYT McKinsey (2019) L[M([)pOBaﬂ n,aeHTM([mKaunﬂ
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110.

111.

PacwupeHue docmynHocmu ¢pUHAHCOBbIX ycAay2

CTpeMuTesbHasA U$poBU3aNUs GUHAHCOBBIX YCJIYT CYIeCTBEHHO MOBBICHJIA POJIb HaZIEKHbBIX He3aBUCH-
MBIX CUCTeM LUPPOBON MAeHTUPUKALUY B LieJIsIX paclIMpeHus JOoCTyna K GUHAHCOBBIM yCIyraM, 0CO6eHHO
B Pa3BUBAIIIUXCS CTPaHax’!, rie MosIBJISALINECT CUCTeMbl HUGPOBOH UIeHTUOUKALUU U LUPPOBBIe dU-
HaHCOBBIE YCJAYTH ABJASAIOTCA ONpeAeasiUMU GpaKTopaMy, CIOCOGCTBYIOLMMU 0XBaTy GUHAHCOBBIMU yC-
JIyraMu BceX CJ10€B HacesieHus*2. Pazpa6oTKa ru6KUX OpPUEHTHUPOBAHHBIX Ha Pe3yJIbTaT MEXaHU3MOB U CTaH-
JlapTOB HaJIeXKHOCTHU L[UPPOBOU UJeHTUPUKALLUY MOXKET MO3BOJUTbh GUHAHCOBO M30JIMPOBAHHBIM JIIOJSM,
Yy KOTOPBIX HET 0PUIUATBHBIX YA0CTOBEPSIONINX JUIYHOCTD JOKYMEHTOB, TAKUX KaK MaclopTa U BOAUTEJb-
CKHe YA0CTOBepeHus, NOoNyYUThb LHUdpPOBOe yA0CTOBEPEHUE B paMKaX MOHWKEHHOI'0 YPOBHS HaJleKHOCTHU
(Tpebytoiero MeHee HaZéXHble yJOCTOBEPSOL e JTUYHOCTb CBU/I€TE/bCTBA U MeHee XKECTKON IPOBEPKU) U
HCII0JIb30BAThb €T0 /J1 M0Jy4eH s AoCTyNa K UHAHCOBBIM YCIyraM B COOTBETCTBYIOLIUX CUTYyaLUAX, IpeJ-
CTaBJIAIOLIUX TOHWKeHHbIH PUCK. MexaHHU3Mbl U CTAaHJAPThI HA/IEXKHOCTH UAeHTUUKALMU TAKXKe 103BOJIs-
IOT JIIO/ISIM, He UMEIOIIUM 0CTYN K GUHAHCOBBIM yCJIyTaM, UCIO0/Ib30BaTh aJlbTEPHATUBHBIE CBU/IETEJNbCTBA
CBOEH JIMYHOCTH (HANpUMep, AOBEPEHHBbIX MOPYYUTEsEN, Ybe MOPYYHUTEJNBbCTBO SIBJSETCS CBOEOOpa3sHOU
dopMoli yaocToBepeHUsl JIMYHOCTH) [ NojydeHUs nudpoBoro ypocroBepeHus. Kpome Toro, cucteMbl
uUPpoBOH UAEHTUGUKALMU MOTYT UCI0/Ib30BaThCA [JJ15 IPeOCTaBJeHUs JOCTyNa K QUHAHCOBBIM yCJIyraM
HaceJIEHUIO B YAAJEHHBIX pailoHax NyTEM obecneyeHUs: HaléKHOU NPOBEPKU U MOATBEPKJEHUsI IMYHOCTH/
peructpanuu 6e3 JIMYHOIO KOHTAKTa B LeJisIX UJeHTUUKALMK/BepUPUKAIUU TaKUX KJIHEHTOB. ITH BO-
IIPOChl paccMaTpUBAIOTCA 60Jiee MOLPOOGHO B NOJApasjesie HUXe, IOCBALLEHHOMY BOIpOCaM, KacaloLiuMCcs
paciMpeHust JOCTYMHOCTH GUHAHCOBBIX YCIIYT.

B pasBuBarIIMXCA CTPaHaX rOCylapCTBEHHbIE BINJIAThl HaceJeHHI0, BK/II0Yas epeBo/bl COLMaJbHBIX 0CO-
61l (HanpruMep, nepeBo/bl AeHEeXKHbIX TOCO6U I PU CO6JII0JeHUH ONpe/le/IEHHBIX YCI0BUH, Toco6Ui Ha feTell
U CTy[eHYeCKUX CTUIEeHAUH), BIILJIAThI FOCYAapCTBEHHON 3apabGoTHOM II1aThl, IEHCUI U BO3BpaT Heperia-
YeHHBIX HAJIOTOB, a TaKXe KOMMepuyecKHe oNepaluy U pO3HUYHBIe IJIaTEXU NMOTpebuTesell Bcé B Gosblueit
CTelleHU OCYLIeCTBJSIIOTCA B LUPPOBOH GpopMe. B KOHTeKCTe TyMaHUTApHOH e TeJIbHOCTH »KU3HEHHO HEO00-
X0/lMMasl MOMOIb TaKXe BCE B GOJIbIIMX MaclITabaX OKasbIlBaeTcs MyTEM LU(GPOBOro mepeBojia HaJUYHbIX
JileHer. Jla1a Bcell 3TOW [leATeIbHOCTH TpebyeTcs LOCTYN K cYeTaM [Jf OCyLlecTBJIeHHUs COOTBETCTBYIOIUX
onepanui U maaTexel, U cucteMbl LUPPOBOH UAEHTUPUKALMU MOTYT COAeHCTBOBAaTb 06ecredeHHI0 TaKOTo
JOCTyTa.

Wcnosb30BaHMe HAJIEKHBIX HE3aBUCUMbBIX CUCTeM IUPPOBOH HIeHTUDUKALMK MOXKET CHU3UTD U3/IePXKKH,
cBsizaHHble ¢ HIIK, u npegocTtaBuTh ropas/io 60JblieMy KOJIUYECTBY JIOJEH, He HMEIHUX WA UMEIIIUX
OrpaHHYEeHHBIH A0CTYI K $UHAHCOBOMY 00C/IYKHMBAHUIO, BOSMOXXHOCTb HUCII0JIb30BaTh peryjaupyemble Gpu-
HaHcoBbIe ycayru. (CM. BcTtaBKy 4, B KOTOPO# paccMaTpUBAETCS YHUKAIbHBINA UJIEHTUPUKAIIMOHHBIK HOMED
(Aadhaar), ucnosnb3yembiii B UHauu, U BetaBky 5, B KoTOpo¥ onucaH HaluoHanbHBIN peecTp yA0CTOBepe-
HUH JTUYHOCTU U aKTOB I'PakJaHCKOTo cocTossHUA B [lepy). Bcé aTo comelicTByeT oxBaTy pUHAHCOBBIMU yC-
JIyraMHy BCeX CJI0EB HAceJIeHUsl U, BMECTe C TeM, pacLIMpsieT OXBAT U MOBbIILIAET 3P PEKTUBHOCTb PEKUMOB
[10/1/®T.

31 WccneoBanue, NOCBAIEHHOE [7106a/1bHOMY OXBaTy HaceJleHUs GpuHaHCOBbIMH ycayramu (Global Findex Survey), nposeaénnoe B 2017 roay,
M0Ka3aJI0, YTO 26 MPOLEHTOB HaceJeH!s], He UMEIOLIEro A0CTyNa K 6aHKOBCKOMY OGC/Iy»KMBAHHUIO B CTPAHAX C HU3KUM YPOBHEM JI0XO/IOB,
yKasasli OTCYTCTBHE OQUIMATBHBIX JJOKYMEHTOB, YA0CTOBEPSIOLIMX JIMYHOCTb, B KQUeCTBe OCHOBHOTI'O MPENSATCTBHS, He JAIOLIEr0 UM BO3-
MOXXHOCTb MOJIYYUTh AOCTYI K GUHAHCOBBIM YC/IyTaM.

32 PAT® (2013-2017), «<Mepbl 0 NPOTHBO/ENHCTBHIO OTMBIBAHUIO JieHer U GUHAHCHPOBAHUIO TEPPOPHU3Ma U JOCTYMHOCTh GUHAHCOBBIX
ycnyr - C AOTIONHEHHEM, KacaLMMCA Haanemameu NPOBEPKH KIHEHTOB», Hapmx
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PuUcKu n 3aTpyaHeHus, npeacraBasemble cuctemamm ungpposoi
naeHTudumnKkaumum

112.

113.

114.

115.

B nHacTosieM PykoBoJcTBe paccMaTpUBaKOTCSl BONPOCHl NPUMeHeHUsl cucTeM LUpoBOX UAeHTUPUKALUU
JUIS1 OCYLeCTBJIEHUS] HEKOTOPbIX 3JIEMEHTOB HaJijlexalllell IpOBepPKU KJIMEHTOB, a He UCI0JIb30BaHUe TPaiu-
LIMOHHBIX CUCTEM JJOKYMEHTAPHOTO YA0CTOBEPEHUS IUYHOCTH. [Ipy 3TOM paccMaTpuBaeMble HUXKE PUCKU He
[peJIoJIaraiT, YTO PUCKU cUcTeM LUPOBON HAeHTUPHUKALMY NTepeBelIMBAIOT UX IPEUMYILEeCTBa, UJIH, YTO
cucTeMbl LUPPOBOHA UAEHTUPUKALUU NPEACTABJISAIOT B I[€JIOM G0JIbLINE PUCKH, HEXeJIU TPaJAULMOHHbIE CH-
CTeMbl IOKYMEHTAPHOTO y/I0CTOBEPEHHUS JIMYHOCTH.

Kak u Jito6ble pyrue CUCTeMbl HIeHTUPUKAIINH, HAZIEXKHOCTb CUCTEM ITUGPOBON UJIEHTUDUKAIIMKU 3aBUCUT OT
HaJ&KHOCTH JIOKYMEHTOB, MPOIIECCOB, TEXHOJIOTHH U Mep 6€30MacHOCTH, UCIOJIb3YEMbIX JIJisi TPOBEPKH U TOJ-
TBEPXKJEHUST JIMYHOCTH, PETUCTPALUY, ayTEeHTUPUKAI[UH U MOCTOSHHOTO YIpaBJIeHHUs UZEeHTUPUKALMOHHBIMU
JAaHHBIMU. HarmpuMep, HaZiéKHOCTDb KaK CUCTEM JIOKYMEHTApHOT0 Y/J0OCTOBEPEHUS INYHOCTH, TaK U CUCTeM LUPO-
BOH HJIeHTUOUKALIMY MOXET ObITh CHUXKEeHA BCJIECTBHE XUILEHHS UJIeHTUOHUKAIMOHHBIX IAHHBIX UM UCITOJIb30-
BaHMS UCXOAHBIX JOKYMEHTOB, KOTOPbIE MOXKHO JIETKO MO//Ie/IaTh UM BUZOU3MEHHUTh. BEpOSTHOCTh HEKOTOPBIX
BH/IOB MOIIIEHHUYECTBA MOXKET ObITh 60J1ee HU3KOH B CJIydae B3aUMOJIeHCTBUS MPU IMIYHOM NPUCYTCTBUHU U ITPH
OCYIIIECTBJIEHUH TPOIIECCOB, TPEGYIOIINX YeJI0BEYECKOTO BMellaTeIbCTBa. HampuMmep, «MaccoBble MOIlIEHHHYe-
CKHe aTaKu» € 60JIbliIel BEpPOSITHOCTBIO OYYT OCYIECTBAATbCA JUCTAHIIMOHHO. XOTS CUCTeMbI IUPOBOH UEH-
TUdUKALUU 06eCIeYNBAIOT ONpe/ie/IEHHbIe 3JIEMEHThI 6e30MacHOCTH, HAIPUMED, HAJIEKHYH0 ayTeHTUOHUKALIMIO,
YTO MO3BOJISIET CHATb HEKOTOPbIE MPO6JIEMbI, BO3HHUKAIOLIME B CJIy4ae UCIO/Ib30BAHUS «6YMaKHbBIX» CUCTEM, OHU
TaK)Ke MOBBIIIAIOT HEKOTOPbIE PUCKH, TaKHE KaK, HAaPUMep, PUCKH, CBSI3aHHbIE C yTepel JaHHbIX, HCKAKEHHUEM
JIAHHBIX WIX HE3aKOHHBIM MCII0JIb30BAaHUEM JJAHHBIX BCJI€/ICTBHE HECAHKIIMOHUPOBAHHOTO IOCTYTIA.

Cucrembl IU$POBOH UAEHTUUKALUHY ITPE/ICTAB/ISAIOT Pa3/IMYHble TEXHUYECKHE TPOOJIEMb] U PUCKH, TOCKOJIb-
Ky OHH 4acTo CBsI3aHbl C IPOBEPKO /IO TBEPXKjeHUEM JIMYHOCTH U ayTeHTHUHKALMEeH JII0/lel 110 OTKPBIThIM
ceTsM cBs3U (o UHTepHeTy). [10 3TON NpUYKHe NPOLeCChl U TEXHOJIOTUH, UCIIOIb3yeMble B CHCTeMaxX LU po-
BOH HJieHTUPUKALMH, TPEJOCTABISIOT MacCy BO3MOXKHOCTEH J/1s1 OCYLeCTBIeHUS KHGepaTak B mpoljecce B3a-
HMOAeﬁCTBHH Mex/ay CTOpOHaMH (HpOBaﬁﬂepOM I/IﬂeHTI/I(l)I/IKaLU/IOHHbIX yCiayr, KIMEHTOM U nonara}omef/’lc;{
CTOpOHOM). Bes TiaTeIbHOTrO y4éTa COOTBETCTBYIOLIMX PAKTOPOB PHCKA, a TAKXKe 6e3 peasn3aluy HalJIexa-
I[MX TEXHOJIOTMYECKUX Mep 6e30MacHOCTH U 3G PEeKTHBHBIX Mep YIPaBJIeHUs U OTYETHOCTH, HallPaBJIEHHbIX
Ha ycTpaHeHHWe 3TUX PUCKOB, IPECTYIHHUKY, JIMIA, 3aHUMAIOLIMecs: OTMbIBAHUEM JI€HET, U JIpyTHe 3/10yMblIl-
JIEHHUKH MOTYT HE3aKOHHbIM 00pPa30M HCIO0JIb30BaTb CUCTEMbl [UPPOBON HUJEeHTUPUKALMH AJs1 CO3JAHUS
MO ebHBIX UAeHTUOUKAIIMOHHBIX JAHHBIX WJIM BOCIOJIb30BAThCS (B pe3ysbTaTe XaKePCKUX WJIU CyPUHT-
aTaK) ayTeHTI/ICl)I/IKaTOpaMI/I, NPUBA3aHHBIMU K 3aKOHHBIM I/I,Z[eHTI/I(l)I/IKaI_U/IOHHbIM AAaHHDbIM.

MexaHU3Mbl U CTAaHAAPThI HAIEXKHOCTH ITUGPOBOY UAEHTUPHUKAIUHU SBJISIOTCSI KIIOYEBbIMHU HHCTPYMEHTAMU
JUJIs1 BBISIBJIEHUS U OLIEHKH HEKOTOPbBIX U3 3TUX PUCKOB U UX CHUXKEHHsI C TIOMOIIbI0 TEXHOJIOTHH U MPOLECCOB
nudppoBol HAeHTUPHUKAIUH, 06eCleYrBaIOIINX HAJJIeKAIIYI0 FapaHTHIO KaXJ0ro KOMIOHEHTa HUPPOBOW
uaeHtuduranuu®. Huxe paccMaTpUBaIOTCS PUCKH, CBSI3aHHbIE C CUCTeMaMU UG POBOH HeHTUUKALHH, KO-
TOpbIe He SA8/510MCsl JOCTATOYHO HAJIEKHBIMU B YACTH MEXaHU3MOB yNPaBJIEHUS] PUCKAMHU, YCTAHOBJIEHHBIX
B HOPMAaTHUBAaX U CTaHAAPTaX HaZIeXKHOCTH UPPOBOH UeHTUUKALMH. B moipasiesiax HXKe TaKKe 3aTpar-
BaloTCs 6oJiee MHUPOKKUeE MPOoBJIeMbl, Kacalol[decss COBMECTHUMOCTH, KU6ep6e30MacHOCTH U KOHQ U IeHIIHAb-
HOCTH B I[HPPOBOM NMPOCTPAHCTBE, KOTOPbIE MOT'YT MOBJIHUATD Ha 1[€I0CTHOCTb MJIH ZIOCTYIHOCTb UCI0JIb30Ba-
HUS cUCTeM U POBOI UAEHTUPHUKAIUY B 1IeJsX IPOBe/ieHUs HaAJIexKalel MpoBepKU KJIUEHTOB.

33 B lpunoskenun «E» coaepskuTca Gosiee MoApo6HOe ONMMcaHue YpoBHel rapanTuy uieHTudukanuu (IAL); ypoBHeil rapaHTHM ayTeHTUDH-
kauuu (AAL); 1 ypoBHel rapanTun unterpanuu (FAL), Mcriosib3yeMbIX AJ1s1 OLeHKU U CHIPKEHHsI PUCKOB Ha 3THX OCHOBHbIX 3TaMax.
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116.

117.

118.

Hrke paccMaTprBalOTCSl PUCKY, CBSI3aHHbIE KaK C IPOBEPKOU U MOATBEPXKeHUEM JINYHOCTH/ perucTpanue,
TaK U PUCKH, CBSI3aHHble ¢ ayTeHTUHKaLMel. PUcku Ha 3Tane NpOBEPKU U NMOATBEPKIEHUS JUUHOCTU MO-
I'YT OPUBECTH K MOSIBJEHUIO «PaTblIMBbIX» [UPPOBBIX UAEHTUUKALUOHHbBIX JAHHBIX (T.€., KOTOpble ObLIU
NoJiydeHbl 0OMaHHbBIM MYTEM B pe3y/ibTaTe COBEpLIEHHUS 3JIOYMbILIJIEHHbIX AeHCTBUI), KOTOpble MOTYT HC-
M0JTb30BAThCSA AJIS1 COAEHUCTBUS HE3aKOHHOU JlesATeIbHOCTH. CHIDKEHUE 3TUX PUCKOB 06€CIIeYrBaAETCs 3 CUET
Ha/lJleXKallero ypoBHs HaZeXHOCTHU ujeHTudUKaLuy. [Ipy 3TOM pUCKY, CBSI3aHHbIE C IPOBEPKOM U MOATBEPK-
JleHUeM JIMYHOCTH, OTJIMYAIOTCS OT PUCKOB, CBA3aHHbIX C ayTeHTUUKALKeH, IPU KOTOPbIX UMeeT MeCTO pac-
KpbITHE 3aKOHHO BbIJAHHOI'0 IUPPOBOro YAOCTOBEPEHMUS, a CBSI3aHHbIE C HUM y4YéTHbIe JJaHHble UJIM ayTeH-
TUQUKATOPBI HAXOAATCSA BO BJIaZEHUU UM MOJ, KOHTPOJIEM HENPAaBOMOYHOrO JuLa. CHIXKEHUE 3TUX PUCKOB
06ecIieYrnBaeTCs 3a CYET HAZJIEXKAIEr0 YPOBHS HaIeXKHOCTH ayTeHTUPHUKALUH.

PucKu, ceaszaHHble ¢ nposepKoli u nodmeepxoeHuem AUYHOCMU U peaucmpayueli

Ha arame perucrpanuu MMerTCs [jBa OCHOBHBIX HCTOYHHMKA yrpos: (1) kubepaTaku U HapylleHUsl B CUCTe-
Me 6e30MacCHOCTH, KOTOpble MPUBOAAT K PacKpbITHI0 MHPOpPMaLMH, M03BOJSAIOLEN YCTAHOBUTb JIMYHOCTD,
Y NIpe/loCTaB/eHUI0 Gpa/bIIMBbIX J0Ka3aTeNbCTB JIUO0 B pe3y/IbTaTe XUlLeHUs UAeHTUPUKALMOHHBIX JAHHbIX
peasibHOrOo YeJsioBeKa (MMIIepPCOHAIMH ), MO0 CO3/JaHUSA CHHTETUYECKUX UIEHTUPHUKAIIMOHHBIX JJaHHBIX; U (2)
pacKpbITHE WM HapylleHHe, JONyLieHHOe TPOBaiiepoM HIeHTUPHKALMOHHBIX YCIYT, UM HeCaHKIIMOHUPO-
BaHHOE PaCKpbITHe 6oJiee MIUPOKON UHGPACTPYKTyphl LHudpoBok naeHTHUKaLUKU. B faHHOM nogpaszese
paccMaTpuBaeTCs NepBas KaTeropus yrpos, MOCKOJbKY CHHXXEHHe yrpos, CBA3aHHBIX C PAaCKpbITHEeM/Hapy-
LIEHUAMH CO CTOPOHBI NPOBalZepoB UAeHTUUKALMOHHBIX YCIyT, KH6ep6e30nacHOCTbIO U GoJiee MHUPOKOH
MHQPACTPYKTYpOH, HemocpeCTBEHHO NPeJyCMOTPEHO B paMKax 60Jiee MIMPOKUX TPeGoBaHUMN, KacaroLuXCs
ynpaBJjieHHs]/ OpraHU3alM1, YCTaHOBJIEHHbBIX B IPABOBLIX MeXaHW3MaX U CTaHAapTax HaZleXXHOCTU [IUPPOBOI
njeHTUPUKALMY, a TaKXKe B paMKaX TPaJULUOHHBIX Mep obecliedeHHs1 KOMIbIOTEPHOH Ge30omacHoOCTH (Ha-
IpUMeD, KacalolUXCs 3al[UThl OT HECAHKI[MOHUPOBAHHOT'0 TPOHUKHOBEHUSI, XpPaHEHH 3aNIUCeH, TPOBe/IeHUS
He3aBHCHUMBIX ay/IUTOB), KOTOpbIE BBIXOJAT 3a paMKM HacTos1ero PykoBoacTsa.

PucKu, ceszaHHble ¢ umnepcoHayuel u co30aHuem CUHMemMuUYecKUx U0eHmMUMUKAUUOHHbIX
O0aHHbIX (8KAO4AA KUBepamakxu, HapyweHus 8 cucmeme 3awumsi OaHHbIX U/uau 8 cucmeme
b6esonacHocmu)

B onpesieIEHHOM OTHOIIEHWH PUCKH, CBI3aHHBIE C NIPEAOCTaBJeHHEM QasbIINBBIX JJOKa3aTeJIbCTB (KO-
TOpble MO0 YKpaAeHbl, JU60 NojJe/1aHbl) B cHcTeMaxX LUPPOBON UeHTUPUKALIUH, MOTYT HPOSBJISITHCS
B ropas/zio 60X Macutabax®. UMnepcoHanys o3HayaeT CUTYalUI0, KOTAAa KaKoe-J160 JINI0 BbJAaeT
ce6s1 3a 06s1azaTes sl UAeHTUPUKALMOHHBIX JAHHBIX JPYTOro YeoBeKa JIMGO0 C UCI0JIb30BAaHUEM YKpaJeH-
HOTO JJOKYMEHTa KOT0-TO C I0XO0XK€eH BHELIHOCTbIO, JIM60 B COUETAHHUU C HCI0Jb30BaHUEM (asbLUIUBOTO
WJIM TOAJEeNbHOTO YAO0CTOBEpEeHUs JUYHOCTH (HampuMep, 3aMeHa ¢oTorpaduu B nacnopTe Ha U3o6pa-
’KeHHe caMo3BaHIa). CHHTeTHYeCKHe UAeHTUPUKALMOHHbIE JaHHbIE CO3/IaI0TCs NPECTYyNHUKAMH Iy-
TeM 006'be/JUHEHUSI peabHOU (0OBIYHO YKpPaZEeHHOM) U nojAe bHONM HHGOPMAUKU JJisl CO3/laHUS HOBOU
(cuHTeTHYeCKOH) UAEeHTUOUKALMOHHOH MHPOpPMAIMH, KOTOPYI MOXXHO HCIOJIb30BaTh [JIsl OTKPBITHS
MOIIEHHUYECKHUX CYETOB U COBEpLIEHHS] MOLIEHHUYECKUX MOKYNOK. B oTsiMuue oT uMIepcoHaLuuy, mpe-
CTYIHUK PUTBOPSIETCS] TeM, KOTO He CYLIeCTBYeT B peaJlbHOM MHUPE, a He MacKUPYeTcs MoJ 06JiajaTess
CYLIeCTBYOIUX UAEHTUOUKALMOHHBIX JaHHbIX. HanpuMep, npecTynHble TPYINNUPOBKU MOTYT COBEPILATH
XUILeHUsI TIEPCOHATBHBIX U CO3/1aBaTh GOJIBIIOE KOJMYECTBO CHHTETHYECKUX IUPPOBBIX HJIeHTUPUKALH-

34 B pesy/ibTaTe NOKCKA «T0//1e/IbHBIX Y/I0CTOBEPSIONIMX JIMIHOCTh JIOKyMEHTOB» B IHTepHeTe 6bLn 06HAPyKeHbI COTHHU CaiTOB, Pe/I/Iararo-
KX NOAJIe/IbHbIE BOJUTE/IbCKUE YA0CTOBEPEHUS, 1aCIIOPTa, CBUETENBCTBA O POX/I€HUH, UMMUIPALlMOHHbIE JJOKYMEHTBI U Apyrue opuIy-
aJIbHBIE JIOKyMEHTbI, KOTOpbIE 04eHb CJIOKHO OTJIMYMUTD OT 3aKOHHO BblIaBaeMbIX JJOKYMEHTOB.
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119.

OHHBIX [JAHHBIX, KOTOPble YACTUYHO OCHOBAHbI Ha aTPUOYTax UJEHTUGUKAIMOHHBIX JAHHBIX pPeabHbIX
JIIOJIeH, KOTOpbIe 6blIM MOXUIEHBI B X0/le OCYLIECTBJIEHU ONlepaliii B peXKUMe OHJIaiH UK B pe3ysibTaTe
B3JioMa 6a3 JaHHbIX B UHTepHETe, U YaCTUYHO OCHOBAHbI HA OJIHOCTbI0 ChabpUKOBaHHOU HHOPMALUH.
CUHTEeTHYECKHE UIeHTUPUKAIIMOHHbBIE JJaHHbIE MOTYT UCIOJIb30BaThCSA JIJIsl MOJIYYeHUsI KPeJUTHBIX KapT
WM OHJIAHHOBBIX KPEJUTOB C MOCJEAYIOUIMM CHSTHEM CPEACTB, MOC/JE Yero COOTBETCTBYWIHME CYeTa
6oJiblile HE UCHOJIb3YIOTCS. [10 MHEHHIO 9KCIEPTOB B 06J1acTH LUPPOBOH HAeHTUUKALMH, UCTTO0JIb30Ba-
HUE CHHTETUYECKUX UAeHTUPUKAIMOHHBIX JAHHBIX IPE/[CTaBJsIeT HAU6OJIbIIHNN PUCK HA ITAlle MPOBEPKH
U MO/ TBEPK/AEHUS MOAJUHHOCTH JUYHOCTH U PETUCTPAIMH C UCIOJb30BAaHUEM CUCTEM IUPPOBOU H/IEH-
Tudukanuu B CIIA%.

[ HarIsITHOCTY B IpUBeAEHHOM HiKe TabuuIe yKa3aHbl 3TH PUCKHU U IPeCTaBJIeHbl CTPATErUU CHIDKEHUS
yrpos JiJis Ipolecca NPpOBEPKHU U MOATBEPKAEHUS JUYHOCTH U PErucTpanuy, npeJycMoTpeHHble B PyKkoBo/-
cTBax HanmoHanbHOro MHCTUTYTA CTaHAAPTOB U TexHosorui CIIA (NIST).

Ta6smmua 1: HanuoHa/ibHbIM MHCTUTYT CTaHAAPTOB M TexHosiorui CIIIA - ctpaTeruu CHM>KeHUs1 PUCKOB,
CBSI3aHHBIX C MPOBEPKOH M NOATBEPKAEHUEM JIUYHOCTH /perucrpanuei

Buabl pUCKOB OnucaHue Bo3MoKHBIe CTpaTeruu CHUKeHUs pUCKOB
IMopmenbHbIE 3agBuTe b [IpoBaiifiep UeHTUDUKALMOHHBIX YCAYT
YZIOCTOBEPSIOIINE MpEe/ICTABIISAETCS (mpoBaiiziep YYETHBIX JAaHHbBIX) 0JXKEH NIPOBEPUTH
JINYHOCThb oA IPYTUM MOAJIMHHOCTb GU3UYECKUX 3JIEMEHTOB 3aL[UThI
CBHU/IETEJIbCTBA U HMeHEeM, UCTOJIb3YsI B Ipe/'bsIBJIEHHOM JJOKYMEHTE
JIOKYMEHTBI nojJieJIbHOe

BOJUTEJbCKOE [IpoBaiigep UAeHTUPUKALUOHHBIX YCIYT
VAOCTOBEpPEHUE (mpoBauiep YYETHBIX JAHHBIX) JOJDKEH
NPOBEPUTH MOAJUHHOCTD JIMYHBIX JAHHbIX,
CcoZiep>KaliuXxcsl B IpeA'bsIBJ€HHOM JOKYMEHTE,
y OpraHa, BbIJJaBLIEro 3TOT JOKYMEHT, UJIU U3
JPYyroro JOCTOBEPHOI'0 UCTOYHUKA
MoliieHHUYECKOe 3asBUTENb [IpoBaiiiep HAEHTUPUKALHUOHHBIX YCAYT
UCI0JIb30BaHUE HCNOJIb3yeT NMacnopT, (mpoBaiiziep Y4ETHBIX JAHHBIX) 0JKEH IPOBEPUTH

UJIeHTUGUKAIIMOHHBIX
JaHHBIX JPYroro
YyeJsioBeKa

HMMEIOIINHA OTHOIIEHHE
K IpyrOMY 4YeJI0BEKY

YAOCTOBEPSIOIIMH JIUYHOCTD JJOKYMEHT

U GUOMeTpUYECKHE JaHHbIE 3asiBUTEIS
Ha OCHOBaHUH UHOPMaLMH, TTOJIyYeHHON
OT OpraHa, Bbl/JaBLIEr0 JJOKYMEHT, U1

U3 J[Pyroro JJOCTOBEPHOTO UCTOYHHKA

Hcemounuk: Pykosodcmeo NIST 800-63A

35 Bcrpeya npoexTHo# rpynnbl ®PAT® ¢ skcnepTaMu B 06/1acTH IU(POBO# HeHTHPUKALMH, COCTOABINAsACA B ceHTA6pe 2019 roga
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120.

121.

122.

123.

Pucku, ceasaHHble ¢ aymeHmudgpukayueli u ynpasneHuem ¥UusHeHHbIM YUKAOM
UGeHMUPUKAYUOHHbIX OaHHbIX

Y43BUMOCTH, CBI3aHHbIE C BUJAMH U KOJIUYECTBOM pa3/IMYHbIX paKTOPOB ayTeHTUPHUKALUH, MOTYT NPHU-
BeCTH K BO3HMKHOBEHHIO He BBISIBJIEHHBIX U HeXeJlaTeJIbHbIX PUCKOB, KOTOPble MOIYT MO3BOJIUTh 3JI0-
yMBIIJIEHHUKAM NpeAbABUTb 3aKOHHble HUAeHTUPUKALMOHHbIE JaHHble APYTroro yejoBeka (Hampumep,
KJIMeHTa) MmoJjaratolieics CTOpoHe AJIs1 OTKPBITHUSA CY€Ta UM NOJIyYeHUs HeCAaHKIIMOHUPOBAHHOIO JOCTY-
Ia K IpoAyKTaM, ycayraM U JJaHHbBIM.

Huxe NnNpuBeAEHbI, HCKJIIOYUTEJIbHO B Ka4€CTB€ IpHUMepa, HEKOTOPbIE€ U3 TAKHUX yH3BHMOCTeﬁ!

* ATaka c mo/ICTaHOBKOMW y4€THBIX JJaHHbIX (credential stuffing) (Tak>ke Ha3bIBaeMasi MOBTOPHBIM BOCIPO-
usBeseHueM yTeduku (breach replay) uau ounctkoit cnucka (list cleaning)): Buj kub6epataky, npu KoTo-
po¥ yKpaJieHHble YU4éTHbIe JJaHHble (YacTO M3-3a YTEYKHU JJaHHbIX) IPOBEPSIIOTCS HA COBMNAJEHUS B ApY-
TUX CUCTeMax. JTOT THII aTaK{ Ha YYETHYIO 3alIMCh MOXET OBbITh YCIELIHbIM, eC/TH )KePTBA UCI0J1b30Baa
3TOT Ke apoJib (KOTOPBIH ObLJI YKpaZileH PU yTeuKe AaHHBIX) [/ JPYTOH y4eTHOH 3aluCH.

* OumuHr: MolmeHHWYeCKas MONbITKA c60pa YYETHBIX JAHHBIX He MO/03peBAIUX 06 3TOM KepTB
C MCHOJIb30BAaHUEM METOJI0B COLMAJbHON MH)XXeHEePHUH, TAKUX KaKk 0OMaHHble 3JIeKTPOHHbIE UCbMa,
TesepOHHbIE 3BOHKH, TEKCTOBbIEe CO00IeHNs Uau UHTepHeT-caliTel. HanpuMep, NpecTyNnHUK NbITa-
eTcsi 0GMaHHBIM NYTEM 3aCTAaBUTh CBOIO )KePTBY YKa3aTh UMeHa, MapoJiy, rocyapCTBEHHbIE UJIeH-
TUPUKAIMOHHBIE HOMepa UJHM YYETHBIE JAaHHBIE JJs, Ka3aJochb 6bl, 3aCAyKHUBAIOIEro JOBepUs HUC-
TOYHHKA.

* ATaka nmocpejHHKa UJIM NepexBaT YYETHBIX JaHHbIX: [loNbITKA JOCTUYb TY e CaMylo LieJb, YTO U B CJIYy-
yae QUIIMHTA, UJIH 3TO MOXKET ObITh UHCTPYMEHTOM QUIINHIA, HO JJaHHbIe NOXUILAIOTCSA IyTEM lepexBa-
Ta COOOLIEHUH MEXAY *KEPTBOU U MPOBAUEPOM YCJIYT.

* [lepexBaT u BocnpousBejenue [IMH-koxa: 3To BkaloyaeT B ce6s nepexsaT [IMH-kozxa, BBeeHHOTO Ha
kJaaBuatype IIK, ¢ moMompo nepexBaTyMKa AaHHBIX BBOJAA U He3aMeTHO JAJid MOJIb30BaTeJisd, a TaKxXe
ucnosb3oBaHue nepexsadenHoro [IMH-koza, koraa cMapT-kapTa BCTaBJ/sAeTCA B CYMThIBaloOllee YCTPOU-
CTBO, A1 OCTyIa K yCJyraM.

BOJIbIIMHCTBO ySI3BUMOCTEH, CBSI3aHHBIX C ayTeHTUUKALMEH, UCIONb3YIOTCH 3JI0YMbIIIJIEHHUKAMH Ta-
KHM 06pa3oM, 4TO BJafe blbl UAeHTUGUKALUOHHBIX JaHHbIX Ja)Ke He NIOA03peBalT 06 3TOM, HO TaKoe
He3aKOHHOE HCII0Jb30BaHNE MOXKET TaKXKe UMeTh MeCTO ITPH COYyYaCTHH NMOJNHUCIMKOB UM TPOBai/iepoB
WAeHTHPUKALMOHHBIX YCayT. HanpuMep, COBMeCTHO UCHOJIb3yeMble ayTeHTUUKATOPhI, TaKUe Kak apo-
JIU, MOTYT MOXUILATbhCS U UCIOJIb30BaThCS 3JI0yMbILIJIEHHUKAMHU, HO TaKXKe MOTYT IpeJJHAaMepeHHO pac-
KpbIBaThCS BJaJie/1bllaM1 YYETHBIX JAHHBIX B HE3aKOHHBIX L[eJIsX.

Hanpumep, npecTynHble opraHU3alUy MOTYT NOKYNaTb NUPPOBbIe Y4ETHBIE HeHTHPHUKAIHOHHbIE [aH-
Hble ¥ U3NYECKUX JIUII, YTO MO3BOJISIET UM IOJIYYaTh JOCTYH K CY€TAM 3THX JIUI, OTKPBITBIX B PEryIupye-
MBIX YYpeXJeHHUAX, IpeBpalasi, TAKUM 06pa3oM, 3TUX JIUI] B «[UPPOBLIX MyJI0B». TakHe JinIa MOTYT yxKe
MMeTb OTKPBITBIHA CYET JIM6O COMJIACUTHCS OTKPBITh €ro B paMKax NPoJaXKh CBOUX YYETHBIX UJeHTUUKa-
LMOHHBIX JAHHBIX (CM. IpUMep HUXKe).

© FATF/OECD 2020



42

[MUOPOBAS UJIEHTUDUKATLIA

124. Hwxe pacCMOTPEHBI HEKOTOPbIE U3 HanboJiee U3BECTHBIX PHUCKOB, CBA3aHHbIX C KOHKPETHBIMH BUJAMH ayTE€H-

125.

BcraBKa 2: HesakoHHOe ncnoab3oBaHue LlMd)pOBbIX MAEHTMd)MKaLI,MOHHbIX AdHHbIX
noactaBHbiIMU IMLLAMU

[lIBeckue Baactu orMeTuau pucku O/ /DT, cBsizaHHBIE C CHCTEMAaTUYECKUM UCII0JIb30BAaHUEM NIPECTYII-
HUKaMU U POBBIX UAEHTUGUKALMOHHBIX JAHHBIX O CTABHbIX JIML B LleJIAX JleraJu3al Uy NpecTyNHbIX
JLOXOZI0B. DTOT PUCK TaK»Ke MOXKeT UMEeTb MECTO NMPU OCYLIeCTBJIEHUH ONlepaldi Npy JUYHOM IPUCYT-
CTBUM, HO OH NpPUBEJEH JAJS WIJIOCTPALUK TOrO, KaK TaKUe aTaKd MOTYT COBeplIaThCs B UPpOBOM
MUpe. YcIyru NpoBaiiepoB MJIAaTEXKHBIX YCIYT, IpeAycMaTpUBaloIlie NpoBeieHre oNepaluil B pexxuMe
peaybHOr0 BpeMeHH, SIBJSIOTCSA 0COGEHHO NMPUBJIEKATENbHBIMHU [/ IPECTYIMHUKOB, IOCKOJIBKY, HApPALY
C HE3aKOHHBIM HCI0JIb30BaHHEM LIUPPOBBIX UAeHTUHUKALMOHHbBIX JAHHBIX, OHU TaKKe I03BOJISAIOT Obl-
CTPO NepPeBOJUTh JeHbI'M MeXJy Pa3HbIMU CIeTaMHU.
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Bankoeckni bBankoscEni Gankoscknit Bankosckui Bankosckni Banwkoscrmi Banwoscrui
CHeT CHET cueT CHET et g s

Korpa npectynHas rpynnupoBKa X04eT OTMbITh JJeHbI'M YTEM He3aKOHHOTO HCI0J1b30BaHUS LUPPOBBIX
neHTHQUKALUOHHBIX JAHHBIX, €M, IPeX /e BCero, He06X0AMMO OTKPbITh 6AHKOBCKUE CUETA, YTO Je1aeTCs
MO/ICTAaBHBIMHU JIMIIAMU. POJIb MOACTAaBHOIO JINIA 3aK/I0YAETCS B TOM, YTOOBI OTKPbITh GAHKOBCKUM CYET,
MOJIYIUTDb U POBbIe HAEHTUDUKALMOHHbBIE JAHHbIE U KO/ 6€30MIaCHOCTH U NepeiaTb CBOU YYETHBIE JJaH-
Hble NIPeCTYNHOM IPyNIMpPOBKe 3a BO3HarpaxkjeHue. MHOXeCcTBO IUPPOBBIX UAeHTUPUKALLMOHHBIX JaH-
HbIX MOXKET HCI0JIb30BaThCsI HA OJHOM MOGUJIbHOM TeslepOHE UIM OPTAaTUBHOM KOMIBIOTEpe (CM. CXeMy
BblLIe). [loc/ie 3TOro 6aHKOBCKHE CUeTa KOHTPOJIUPYIOTCS NPECTyNHOU rpynnupoBkoi. [Ipu sToM cienyet
OTMETUTD, YTO NOJABJSAOLIEE 6OIBLIIMHCTBO [HUPOBLIX HeHTUGUKALMOHHBIX JAHHBIX, HE3aKOHHBIM 06-
Pa30M UCMOIb3YEMbIX IPECTYMHBIMU IPYyNIHUPOBKAaMHU, 0POPMJIEHO HA OCHOBAaHUH 3aKOHHBIX YI0CTOBEpe-

HUH JIMYHOCTH (T.€. yAOCTOBEPSIOIUX JUIHOCTb JJOKYMEHTOB).
HcmouHuk: llleeyus

TUPUKATOPOB,/MPOLECCOB, KOTOPDIE SBJSIOTCSA 0COOEHHO aKTyaJbHbIMU s nesei [10/1/OT.

K aTakaM C MCI0JIb30BaHHEM II0JIHOTO Mepe6opa JIOTMHOB, (QUIIMHIOBbIM aTakaM M MacCOBBIM yTedy-
KaM JIlaHHbIX B WHTepHeTe, a TaKXe JIErKO MOJJAIOTCS B3JIOMy. YKpaJZieHHble W HEHaJ[EKHble MapoJIiH,
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126.

127.

128.

a TakKKe MapoJiy, IpUCBauBaeMble 110 YMOJYaHUI0, QUTYPUPYIOT B 81 MpoIeHTe C/ly4yaeB YTEYKH JJAHHBIXC.
Pewmenus, ucnosb3yemMble B MHOropaKTOPHOHN ayTeHTUPUKALMY, TaKHe KaK 0JHOpa30Bble KOJbI, OTHPaBJIs-
eMble B BU/Jle TeKCTOBbIX SMS-coo61eHnH Ha MOGU/IbHBIE TesledOHbI, 06ecneuyrnBaloT JOMNOIHUTENbHbIN Ypo-
BeHb 3alllUThl TapoJieil/ceKpeTHBIX KOJ0B, HO OHU TaKXKe MOTYT ObITh YA3BUMBIMU A1 GUIIMHTOBBIX U UHBIX
aTak. AyTeHTHUKATOPBDI, 3alUIIEHHbIe OT QUIIMHIOBBIX aTaK, B KOTOPBIX, 10 KpalHell Mepe, B 0lHOM dak-
TOpe UCIO0JIb3yeTcsl LIKM(POBaHUe C OTKPBITHIM KJI040M*’ (HanpuMep, ayTeHTUPHUKATOPbI, pa3paboTaHHbIe Ha
OCHOBaHUHU cepTUPUKATOB MUHYPACTPYKTYPhI OTKPbITHIX Katoued (PKI) niau cranpapros FIDO), MoryT noMmoub
YCTPaHUTDb 3TH YA3BUMOCTH.

Buometpuueckue ayreHTUGUKATOPDbI: brodusndeckre ayTeHTUPUKATOPDI, TAKUE KaK OTIEYATKH MasbLeB
Y paZy»Hasi 060JI04Ka IJ1a3, B 60JIbIIEN CTeNeHH 3alyIleHbl OT NOJJeJIKH U B3JI0Ma 110 CPaBHEHMUIO C TpaJu-
UOHHBIMU ayTEeHTUPUKATOPAMH, U MOTYIAIOT MOBCEMECTHOE paclpocTpaHeHue. B 6osbinHCcTBE cMapTdo-
HOB HUMEIOTCSl BCTPOEHHbIE CKaHepPbl OTMEYATKOB MaJIbLeB; B HEKOTOPBIX CMAapTHOHAX UMEIOTCS BCTPOEHHbIE
CKaHephl pafyHOH 060/104KH IJ1a3; a PYHKLMH paclio3HABaHHUs JIMLA BCTPOEHbl BO MHOTHe IepCOHAIbHbIe
KOMIIbIOTEPHI U COBpeMeHHble CMapTHOHBI.

OJilHAaKO MOTYT NPOUCXOAUTb MacCOBbIe XUIIEeHUsI 6UOMETPUYECKUX AAHHBIX U3 LEeHTPa/IbHbIX 633 AaHHBIX®.
MX Tak)Ke MOXKHO MOJIYYUTb, Ziesiast CHUMKH (poTorpaduu) c BBICOKUM paspellieHueM; yTEM CHSTHS OTIevaT-
KOB IaJIbLIeB C 06'bEKTOB, K KOTOPBIM IIPUKACAJICS YeJI0BeK (HampuMep, HeBUJUMBbIe OTIIeYaTKH NalblieB); WU
JleJlasi CHUMKH C BbICOKMM paspelleHHeM payKHOU 060J104KHU IV1a3 (HallpuMep, y30pa pajly>KHOH 060JI04KH
I/1a3), a 3aTeM UCIO0/Ib30BaTh B KAUeCTBE MO/ e/ IbHbIX ayTeHTUPUKATOPOB. OZIHAKO B HACTOsIIee BpeMs TaKHe
aTaKM SIBJISIIOTCS TPYAHOOCYLIECTBUMBIMU H/WUJIM KpalHe pecypco3aTpaTHBIMHU, U MI03TOMY He NMPOBOJATCS
B 60JIbIIMX MaclTabax. HanpruMep, 6GuoMeTprieckre ayTeHTUGUKATOPEI, TPeOyIolle TPOBEPKH COBIAAEeHHUS
Ha YCTPOMCTBe, HE MOT'YT HCIO0JIb30BaThCsl MOLIEHHUYECKUM 00pa3oM B GOJIbLIMX MaCIITA6aX, TOCKOJIbKY /IS
3TOTO TPe6yeTCs JOCTYT K YCTPOHCTBY KJIMEHTA.

BuomMeTpuyeckue JaHHble UMEIOT Psif] JPYTHUX CIa0bIX MECT, YTO BbI3bIBA€T 03a004YE€HHOCTD B IJIaHE UX HAJEXK-
HOCTH IIpY MCIO0JIb30BaHUHU B LlesIsIX ayTeHTUHKALUU. B 3TOH CBSAA3M B HEKOTOPBIX TEXHUUECKUX CTaHAAapTax
HCI0JIb30BaHUe GMOMETPUYECKUX JaHHBIX B LeJIX ayTeHTUGUKALMU OrPaHUYEHO (B OTJIMYME OT BO3MOXKHO-
CTH UX HUCI0JIb30BaHUS B LieJIsIX IPOBEPKU U MO TBePKAeHUS TUIHOCTH ). OTHeYaTKH naableB MOTYT He CUH-
ThIBAaTbCA WM CYUTHIBATbCA HeTOYHO. PaKTophl, Kacaroliyecs paclio3HaBaHUs 4epT JIMLa, MOTYT OKa3aTbCs
HEHa/IE)KHbIMU BCJIe/ICTBUE U3MEHEHUS BbIpaXKeHHUs JIMLA NIPU Pa3IMYHbIX HACTPOEHHUSX, U3MEHEHUs BOJIOC
Ha JIMIle, MaKUsDKA U Pa3HbIX YCI0BUM ocBeleHus. [lo NpUYrMHe HENMOJIHbIX HAO0POB IaHHbBIX, pacCllO3HABaHUeE
YyepT JIMLA SIBJSAJIOCh MeHee HaJI&XKHBIM B c/lyyae JIIoZel, MMeloLMX TEMHBIHN IIBET KOXHU U ollpe/ieJIéHHbIe 3T-
HUYECKHe 4epThbl, XOTA B [TOC/eJHee BpeMsl Ha/léKHOCTh TAKOTO paclio3HaBaHMA MOBbIAeTcsA. B oTinyne ot
ayTeHTUPHKATOPOB, KOTOPbIE YeJI0BEK 3HAET, UJIM KOTOPbIe HAaX0ASATCs B €ro BJaJIeHUH, KpaZleHble GMOMeTpH-
YecKHe ayTeHTUPUKATOPHI TOpas3/0 TPy HEE aHHYJIUPOBATb UK 3aMeHUTH*.

36 OTuéT 0 pacc/ie0BaHMAX yTeuek AaHHbIX oT 2018 rozia JO0CTyIIEeH 110 aJpecy:
https://enterprise.verizon.com/resources/reports/DBIR 2018 Report.pdf.

37 llluppoBaHuUE C OTKPBITHIM KJIH0UOM - U PPOBaHHUE, IPU KOTOPOM JIJIs1 06'heKTa (Ue0BeKa, CUCTEMbI MJIM YCTPONUCTEA) TeHEepUPYEeTCA napa
KJIFOYeH, ¥ 3TOT 06BEKT Ha/I&KHO XPAaHUT CEKPETHBIN KJIF0Y, IPH 3TOM CBOGO/HO MPeJoCTaB/IsAs OTKPBITBIN K104 APYrUM JunaM. JIro6oi
YeJIOBEeK, UMEIOIMH OTKPBITBIM KJII0Y, MOXKET 3aTe€M HCII0JIb30BATh €ro /s IH(POBAHUA U OTIIPABKU COOOIIEHHS BIaZle/Ibly CEKPETHOTO
KJII0Ya, 3Has, YTO TOJIKO OH CMOXXET OTKPBITB 3TO COOOILeHHe.

38 B pesysibTaTe aTaku Ha YiipaBJieHHe KaJipoBoii c/1ysk6b1 CILIA (OPM) B 2015 roty 6b110 NOXHILEHO 5,6 MUJIJIHOHOB KOMILJIEKTOB U306 paXkeHUi
OTIEYaTKOB NaJIblIEB.

39 Cm. PykoBogctso NIST 800-63-3, Pykosogctso NIST 800-63(b) u Ipusioxenue «E».

*0X0Ts CcymecTByIOT Coco6bl aHHYIMPOBAHHMsT GHOMETPUIECKHUX YYETHBIX JAHHbIX, Ha CETOAHSUIHUHN JIeHb JIOCTYHOCTh 3THX COCO6G0B Orpa-
HHUYeHa, a TeXHUYeCKHe CTaHAAPTHI JJ/Is UX TeCTUPOBAHUSA BCE elllé Haxo/ATCA B Mpoljecce pa3paboTKH.
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129.

130.

131.

Pucku, cBA3aHHbIe C >KM3HEHHBIM LHMKJIOM HAeHTHQUKALMOHHBIX JaHHBIX: HeyjnoBieTBopuTe/bHOE
ynpaBJleHHe >KU3HEeHHBIM [JUKJIOM U JOCTYIOM K UeHTUPUKALMOHHBIM JaHHBIM MOXKET, BOJIbHO UJIU HEBOJIb-
HO, HApYIIUTb LeJIOCTHOCTb ayTeHTUPUKATOPOB U MO3BOJIUTb HEYyNOJTHOMOUYEHHBIM JINLAM MOJIYYUTh JOCTYI
K KJIMEHTCKHM c4YeTaM U MCI0JIb30BaTh UX B HE3aKOHHBIX LeJIfIX. A 3TO0, B CBOIO 04epe/ib, IOAPbIBaeT LieJIy, 3a-
JIOKeHHbIe B TpeboBaHuUAX 06 ueHTUUKaLMKY/ BepudUKaL MU KJINEeHTOB, IOCTOSSHHOM Haj 1exalllell IpoBep-
Ke 1 MOHUTOPHHTe ONepalnyi A5 3alUThl PUHAHCOBOM CUCTEMBI OT IPOTHBONPABHOrO UCNO/Ib30BaHUS.

HeusBecTtHble pucku: Cuctembl udpoBoi neHTUPHUKALUY NOCTOTHHO Pa3BUBAIOTCA U COBEPLIEHCTBY-
10Tc. Bo MHOTUX c/lyyasx U3MeHeHUs B TeXHUYeCKONH KOHCTPYKLHUU U CTPYKType obecrneynBalOT onepa-
LHOHHbIE Y/Iy4IlleHHUs, HO TaKXKe BJIEKYT 3a C060 ysI3BUMOCTH, KOTOPBIe ABJSIOTCS HeOYeBUHBIMHU /10 TeX
op, MoKa OHU He OYAYT MUCHOJIb30BaHbI 3JIOYMBIIIJIEHHUKAaMH TaKUM 06pa3oM, UYTO CTaHET OYeBHU/HbBIM,
Kak 6blj1a HapylleHa LleJIOCTHOCTb CUCTeMbl LMPOBOK HAeHTUPUKALIUH.

lMomeHyuanvHbie npenamcmeusn 044 6ocmyna K u8eHmMupuUKayuoOHHbIM OGHHbLIM 8 Yensax
ocyuwecmesieHus NocmoaHHoll Hadnexawell npoeepKu U MOHUMOpPUHaa onepayuli

AyTtentudukauus B chepe nudppoBoit ueHTUGUKALUN MOXKET CIOCOOCTBOBATH IPOBELEHUIO TOCTOSIHHON
HaJJIeXkalledl NpoBEPKU U OCYIeCTBJEHHI0O MOHUTOPUHTA onepanui. Ecau perynupyemMblid cyo'beKT Hc-
M0JIb3yeT CTOPOHHIO CUCTEMY LUMPPOBOK UeHTUPUKALIMU U CaM He OCYILeCTBsAeT c60p UHOpMaLUH,
TaKOM Kak CXeMbl OIlepaliiii, MeCTOHaX0X/eHHUe, OCTYI K yCTPOUCTBAM U T.J., TO OH MOXeT He UMeTb J10-
CTyIl K MHGOpMaLMH, SABAAIOILENHCS BaXKHOH B 1leJIsIX aHaJu3a [10BeJleHUs KJUEHTOB U CXeM UX Ollepalui,
JLJ1s onpeJieJIeHHs TOro, COOTBETCTBYIOT JIM IPOBOJUMBbIE ONlepaliyu CBeeHUAM YyUpeX/JeHUs 0 KJIUEeHTe,
€ro X03sIMCTBEHHOU JeATeJbHOCTH U XapaKTepe PUCKOB, B TOM YMCJIE, KOTAa He06X04UMO, 06 UCTOYHUKE
cpenctB. Eciu c6op Takoit HHGOPMAL UK OCYILeCTBJISAETCSA AJis IpefynpeJAeHHsI MOUIeHHUYeCTBa, TO 3TH
CBeJleHUs MOTYT TaK:Xe UcnoJsb3oBaThces B 1ensx [10//PT. Perynupyemble cy6'beKTHI MOTYT pacCMOTPETh
1jes1eC000pa3HOCTb MOJyYeHUs JOCTyNa K JaHHBbIM 00 ayTeHTUPUKALLMK KJIUEHTOB IIPU NIpeZloCTaBJIeHUHU
MM J0CTyna K cyeTaM (MM CTOPOHHETO aHajJu3a TAaKHUX JAHHBIX), YTO MO3BOJIMT UM BBISBJATH CAy4Yau
CHUCTEMATU4YEeCKOT0 HE3aKOHHOI'0 UCI0/Ib30BaHUs LUPPOBBIX UAeHTUPUKALUOHHBIX JAHHBIX, B TOM YHUCJIe
PacCKpBITHIX, YKPaZeHHbIX WJHU MNPOJAHHBIX LUPPOBBIX UAEHTUPUKALMOHHBIX JAaHHBIX. JTa UHOpMa-
LU MOXEeT MCIO0JIb30BaTbCs [JIl BbIIBJIE€HUS MOJ03PUTEJNbHOU JeATeJbHOCTU U NPUHATUSA pelleHus
0 HampaBJIEHUU COOOIIEeHUH 0 TaKOH JlesiTebHOCTH. OJTHUM U3 CYLeCTBEHHBIX IPEUMYILECTB UHTETPUPO-
BaHHOH MoJies1v U eHTUUKALUY ABJISAETCA TO, YTO B CJIyyae BbIsIBJE€HHUsI MOLIEHHUYeCTBa C uJeHTUdUKa-
LMOHHBIMU JaHHBIMH, 3TH CBeJleHUsl MOTYT llepe/laBaThCs 10 CeTH APYrUM poBaliepaM UaeHTUPUKaALU-
OHHBIX YCJIYT U N0JIaTalIMMCA CTOPOHAM.

Bonee wmpokune BONpocCbl, CBA3aHHbIE C cucTemamm udppoBoit geHTUPUKauum,
KOTOpble MOryT NOB/UATb Ha AeATenbHOCTb B chepe NOA/DT

132.

Bonpocel, ceaszaHHbIe ¢ MooKaYeHUem

OTcyTcTBUE Pa3BUTON M HAJIEKHOU UHPPACTPYKTYPbI MOXKET He 03BOJUTb UCNOJb30BaTh CUCTEMBI LU -
poBo#l uAeHTUUKALUY B ONIpeie/IEHHBIX IOPUCAUKLUAX UM B ONlpe/ieIé HHbIX reorpaduyeckrx palioHax
B TeYyeHHe 3HAaYMTeJbHOro nepuoja BpeMeHu. OfHAKO cUCTeMbI [UPPOBOU UAeHTUPUKALUHU MOTYT OBITh
paspaboTaHbl JJ151 NOAAEPHKKHU ONepaLUi, OCYLIeCTBAsIeMbIX KaK B peXUMe OHJIAH, TaK U TPaJAULHOHHBIM
Ccroco60oM, YTO M03BOJISIET UM QYHKIMOHUPOBATH KaK MPU HAJIMYUHU, TAK U IPH OTCYTCTBUHU JOCTyIa K UH-
TepHeTY UJIM CeTAM MOOUJIBbHOM CBA3U. PerysiupyeMbIM cy6'beKTaM cjaefyeT YYATbIBATb TaKyl FHOKOCTb
[IpYU NPUHATHUU PeLIeHUs O TOM, CJeAyeT JIU UCIO0JIb30BaTh CUCTeMY LMPOBOK UAEHTUPUKALUU B LieJAX
[poBeJleHUs HajJiexKallel NpoBepKHU KJIUEHTOB.
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133.

134.

135.

136.

137.

HayuoHanbHble cucmembl ydocmoeepeHusa AUMHOCmu

Ecnu B cucreMax uudpoBod uaeHTUPHUKALMHI UCTIOJIb3YIOTCI 0QUIMaIbHbIE YI0CTOBEPSIOLINE JUIHOCTD JI0-
KYMEHTBHI JIJIsl IPOBEPKHU U MOATBEPKAEHHS IMYHOCTH, HEZJOCTATOYHAsI HAZEXKHOCTD JJOKYMEHTAPHBIX YA0CTO-
BEPSAIOIINX JIMYHOCTb CBU/IETENBCTB MOXET UMeTh 3G PEKT JOMUHO /i1 PUCKOB, MPE/CTABJISEMbIX CUCTEMA-
MU [UPPOBOH UaeHTUPUKALMHU. «HaIEXKHOCTh U HE3aBUCHUMOCTb» B CJIy4ae YHUCTO JOKYMEHTAPHOTO MOAX0/1a
MOXXET ObITh CHM)KEHA BCJIEJICTBUE KPAKU UJEHTH(PUKAIMOHHBIX JJOKYMEHTOB U LIUPOKO paclpoOCTPAaHEHHOU
MOAAEJKH 0QUIMAJIbHBIX JOKYMEHTOB, YA0CTOBEPSIOIIUX JIUYHOCTh, B TOM YUCJIE, €C/IU TaKUe OdUIlHabHbIe
y0CTOBEPEHUS JIMYHOCTU He UMEIOT Ha/IJIeXKalIUX 3JIEMEHTOB 3aLUThI JJI51 HeJJOMYILeHHUsI UCKOKEHUN U O/ -
JleJIKY, WM BBIAAIOTCA 6e3 HaJJ iexXalleld IPOBEPKU U MOATBEPXKAeHHUs TUIHOCTHU. Kpaxka uleHTUuUKALMOH-
HBIX JJAHHBIX U3 6a3 JaHHbIX B UHTEepHEeTe 06yC/I0BINBAET OZJMHAKOBBIE PUCKHU KaK B C/Iy4ae CUCTEM LIUPPOBOU
HUIeHTUPHUKALIMY, TAK U B CJIyYae UCNO0JIb30BaHUS JOKYMEHTAPHOTO MOAX0/a.

Cuctrema nudpoBod uaeHTUOUKALMY, pa3paboTaHHas AJs KOHKPETHOM OrpaHUYeHHOM LieJiM, He CBSI3aHHOMU
¢ npoBesieHreM HIIK B GuMHAHCOBBIM CEKTOpE, MOXKET 0KA3aThCsl HEMPUCIIOCOOIEHHONW UM OTPaHUYEHHO MPU-
CMOCOGJIEHHOM /ISl UCI0JIb30BAHHUSA B APYTUX CUTYalusAx. OHA TaKKe MOXKET MPUBECTH K GOJIBLIUM H3/IeprKKaM
JIJIS1 peryJIMpyeMbIX CyO'b€KTOB MJIM 0KAa3aThCsl HENPUTOAHON /1 Mcnosib3oBaHus B nessx HIIK (cM., Hanpumep,
Bcragky 7 B [Ipunoxenuu )

Bonpocel, Kacarowjueca sauyumei OaHHbIX U HernpukKocHoeeHHocmu AUYHOU HCU3HU

Wcnosnb3oBaHue UPPOBOU HAEHTUUKAIIMK BKJIIOYAET B cebs c60p M 00pabOTKY MepCOHa/bHbIX JAaHHbIX,
B TOM 4HCJIe GUOMETPUYECKHX JAHHBIX. BAXKHO OTMETHUTD, UTO MEXaHU3MbI U CTAaHAAPThI HAZEXKHOCTH IIUPPO-
BOM UleHTUQUKALIMY BKJIIOYAIOT B cebs1 Tpe60BaHM s 0 3aLMTe JAaHHbIX U HEMPUKOCHOBEHHOCTH JIMYHOM KU3HH,
KOTOpble MOTYT OCHOBBIBATbCA Ha OT/EJIbHbIX CTaHAAPTAX, YCTAHOBJIEHHBIX IOPUCAUKIMEN U/WUIM MeX/yHa-
pOJHOM opraHusanuel, 3aHuMarolelics pa3paboTkoi ctaHAapToB. KpoMe Toro, pa3pabaTbIBaloTCs MHHOBALU-
OHHbIE BBICOKOTEXHOJIOTUYHbIE pellleHus (HanpuMep, JlelleHTpasiM30BaHHas LudpoBas nJeHTUdUKaLus), Ko-
TOpbIe PeJJOCTABSAT JHULAM 60JIblle BO3MOXKHOCTEH AJ151 KOHTPOJIS TOr0, KaK U B KAKHUX LieJIfIX OCYLeCTBISAETCS
c6op, 06paboTKa U Nepeaya X NePCOHANbHBIX JAHHBIX IPYTUM JIUIAM, UTO TO3BOJIUT JOMOJHUTENbHO PEIUTD
po6JIeMHbIE BOTIPOCHI, KACAIOIIMecs HEMPUKOCHOBEHHOCTH JIMYHOH YKU3HU U 3aI[UThI JAHHBIX.

Ha npaBUTE/NILCTBO BO3J10YKEHA OCHOBHAs1 06513aHHOCTD 10 CO3/JaHUI0 PeXKMMa 3alIUThl JJAHHBIX U 06ecrieyeHus1 He-
MIPUKOCHOBEHHOCTH JINYHOM KU3HU B IopUcIUKLMHU. Takue TpeboBaHUs, obecrieunBaroLie KOHPULeHMaIbHOCTb,
TOYHOCTb U L|eJIOCTHOCTb IaHHBIX, KaK [IPaBUJI0, 6YAY T pacnpoCcTpaHsaThCs Ha NPOBaiepoB ycayT HUbpPoBOH njieH-
TUuKanuu. COrslacHO 3TUM TPeGOBAHUSM, OHU OYAYT 00s13aHbI, HAIPUMep, NPOBOJUTD OLIEHKY BO3/JIeHCTBUS Ha
3aIUTY JAHHBIX JJIS1 BbISIBJIEHUs IOTEHIIMA/IbHBIX IIPO6JIEMHBIX BOIIPOCOB, a TAKXKe JJIs ONpeie/IeHUs] Hafljiexa-
LIUX Mep yIpaBJIeHUs] pucKaMU. Mepbl 110 3al{UTe JAaHHBIX U 06eCcreyeHnI0 HETPUKOCHOBEHHOCTH JIMYHOM KU3HU
SIBJIIIOTCS BYKHBIMU [1J151 CHKEHUS PUCKOB XUILEHUs N eHTUUKALMOHHBIX JAHHBIX U PUCKOB, CBSI3aHHBIX C KU-
6ep6e30MacHOCTbI0, KOTOPble MOTYT CEPbE3HO MOA0PBATh U CHU3UTh HaJIEXKHOCTb CUCTEMb] IUPPOBON HIEHTU-
¢dukanuu. B aToli cBs3H, B coorBeTcTBUU ¢ PekoMenanuent 2 ®ATD opranbl, oTBevarwiye 3a Bonpock! [10/1/PT,
Y OpraHbl, OTBeYalolle 3a obecrieyeHue 3allHThI JaHHBIX U HETPUKOCHOBEHHOCTH JIMYHOM KU3HH, JOJDKHBI COTPYA-
HUYATb U B3aUMO/IECTBOBATD JJIs1 00eCreYeH s COBMECTHUMOCTH COOTBETCTBYIOIMX TPEOOBAHUH U TPABHII.

Bonpocsl, kacarowuecs puHaHcoasoli usonayuu
Ecnu cucteMmbl I.[PICI)pOBOﬁ I/I,Z[eHTI/I(bI/IKaLU/II/I He 0XBaThIBAIOT BCE WJIU OOJILIIMHCTBO HACEJIeHUsd B opuc-

JUKLHMH UM He PaclpoCTPaHSIOTCSA Ha ONpeseséHHbIE CJIOU HACeJeHUs, TO OHU MOTYT CIOCOGCTBOBATH
(wu, mo KpaiiHell Mepe, MPENATCTBOBATb CHUXXEHHKO) GUHAHCOBOW M30JISLUU ONpeAeEHHBIX TPy
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HaceJieHUd, 4TO npegcrabiseT puck guasa [10[J/PT. O6sa3aTesibHOE KCNOJb30BaHUE KOHKPETHBIX LUG-
POBBIX U€HTUPHUKALMOHHBIX JJAHHBIX, KOTOPble He ABJAITCA 00LIe/JOCTYNHBIMU B LieJiX NpoBeJeHUd
HIIK, npeAcTaBAAIOT TaKKe ke TPYJHOCTH, KaK U AUPEKTUBHOE HCI0Jb30BaHUe OyMaXHbIX JJOKyMEHTOB,
YAOCTOBEPAOLIUX JUIHOCTb, KOTOPble UMEITCA He y BceX rpaxjaH. OTCyTcTBUe AO0CTyNa K LUPPOBLIM
TeXHOJIOTUSIM WJIM HU3KUH YPOBEHb TEXHOJOTMYeCKONH rpaMOTHOCTU MOTYT YCYTyOUTb PUCK UHAHCO-
BOM HsossAnuU. HanpruMep, HeJOCTYyITHOCTb MOOHUJIBHBIX TeslepOHOB, CMAaPTPOHOB MU APYTUX [UPPOBBIX
YCTPOUCTB, OTCYTCTBUE MOKPBITUSA U/U/IM HEHAJEXHOE NMOAKII0YeHNe MOXKET JIUIIUTh BO3MOXXHOCTH J0-
CcTyna K pUHAHCOBBIM ycayraM 6eJiHOe U CeJIbCKOe HaceJleHHe, XeHIMH, a TaKXe JIIo/eH, )KUBYLUX B He-
CTabUIbHBIX U OXBa4Y€HHBIX KOHQIMKTAMU palioHaX, TAKUX KaK GexeHLbl U nepeMeléHHble 1una. Kpome
TOTO0, CUCTeMbI LUPPOBOH UAEHTUPUKALUU MOTYT TaKKe CIOCO6CTBOBAaTh GUHAHCOBON U30JALUU, €C/IU
B HUX UCII0JIb3yeTCs TOJbKO 6MOMeTpHUYecKas ayTeHTUPUKAL LA 6e3 BO3MOXXHOCTU IPUMeHeHUs albTep-
HaTHUBHBIX MEXaHU3MOB ayTeHTHUPHUKAUU. DTO 06YCI0BIEHO G0Jiee BICOKUM NPOLEHTOM C60€eB B Clydae
onpeeéHHbIX 6MOMETPHUYECKUX XapaKTepPUCTUK. Hanmpumep, J1o4u, 3aHUMAlOLINeCs PYYHBIM TPYZAOM,
KaK NpaBMUJIO, UMEIOT MO30JIUCThIe OTHNeYaTKH MaJblieB, KOTOpble He PAacl03HAITCA 6MOMETPUYECKUMH
CYUTBHIBaTeNSAMU. B ciiydyae moXKUJIBbIX JI0Jell MOXKeT UMeTb MeCTO YacToe HeCcOBMajeHue 10 NPUYHUHEe U3-
MeHSAUUXCA YepT JIMLA, BbINaZleHUs BOJIOC U JPYTUX NPU3HAKOB CTapeHus, 60Je3Hel U UHBIX GaKTO-
poB. HecopasmepHo 60JblI0H NpoLeHT c60eB U OMKMGOK paco3HaBaHUSA MOXKeT UMEeTb MeCTO B cjlydae
onpeJeIéHHbIX 3THUYECKUX Py U JIUI, UMEIOI[UX ONpe/ieIéHHble BHEIIHNeE JaHHbIE, CBI3aHHBbIE ¢ 60-
Jiee TEMHBIM [[BETOM KOXXH, Pa3pe30M IvIa3 UM PaCTUTEIbHOCTBIO Ha JIHIIE.
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PA3SAE/ V: OLEHKA AOCTATOYHOCTU CTENEHU HAJEXHOCTHU
U HE3ABUCUMOCTU CUCTEM LUS®POBOU UAEHTUOUKAL UM
B PAMKAX PUCK-OPUEHTUPOBAHHOIO NOAXOAA K HIMK

138. Kak ormeueHo B Pazgeie III, B koHTeKCcTe LMPPOBOM UIeHTUDUKAIMU TPEOOBAHUE O TOM, YTOObI U/IEHTH-
¢duxanus/BepudrKaLys KIMEHTOB IPOBOAUJIACH C UCIIOJIb30BAHUEM «JOKYMEHTOB, JaHHbIX UM HH)OpMa-
[[MY U3 HaLEXKHBIX HE3aBUCHMbIX UICTOYHHUKOB», 03HAYAET, YTO CUCTEMBI IUPPOBOH UIeHTUPUKALIUH J,0MKHbI
OBITh OCHOBAHBI HA TEXHOJIOTUSX, HAZJIEXKAILEM YIIPaBJIEHHH, TPOIeccax U APYyTUX Mepax, 00ecrnedyrnBaoIux
Ha/JIeXalluid ypoBeHb JJOCTOBEPHOCTU. ITO 03HAYAET HAJIMUMe HEO6X0AMMOI'0 YPOBHS YBEPEHHOCTH (Ha1eXK-
HOCTH) B TOM, YTO cUcTeMa IIUPPOBOH HAeHTUUKAIUU pabOTaeT KaK Ha/J[0 U BbIAAET TOYHbIE Pe3y/bTaThl.
OHa TakXe J0/KHA ObITh 3alUI[eHa OT BHYTPEHHETO WJIM BHEIIHEr0 MaHUMYJIMPOBAHUS WU pasibcuprKa-
LM B I1eJI1X CO3/1aHUsI M 0PpOpMJIEHUS JIOKHBIX UIeHTUPUKALMOHHBIX JAHHBIX UM ayTeHTUQUKALUY Henpa-
BOMOUYHBIX I10JIb30BaTeJIel, B TOM YHCJe MYTEM OCYIeCTBJIEHUS KUOepaTaK UM COBEPILIEHUS] BHYTPEHHUX
JIOJPKHOCTHBIX NPECTYIJIEHUH.

139. [lns onpefesieHUsI TOro, COOTBETCTBYET JIM HCII0JIb30BaHHUE CUCTEMBI IUPPOBOH HIeHTUOUKALMY TPpeboBa-
HusiM PekomeHnanuu 10 (a) u (d), rocysapcTBeHHbIE OpraHbl, QUHAHCOBBIE YUPEXK/AEHUS U APYTHEe 3aUHTepe-
COBaHHbIE CTOPOHBI JIOJIXKHbI IPOBECTH CJIEAYIOI[HE OLLeHKH:

a. HeO6XOAI/IMO IOHATDH, KAKHM€ YPOBHU HAAEXKHOCTHU obecreynBaeT CUCTEMa I.[PICl)pOBOﬁ I/I,ZLEHTI/ICI)I/IKaLU/II/I
C y‘{éTOM HCII0JIb3yEMDbIX B Hel TeXHOJIOTHH, APXUTEKTYPbl U METOAOB YIIPABJIEHUA AJIAd OIIpeae/IeHUA eé
Haﬂé)KHOCTI/I/He3aBPICI/IMOCTI/I; U

b. Y4uThIBasg ypoBHU HafeKHOCTH LUPPOBOH MAeHTHUKALUY, UM HEOOXOJMMO ONpeAe/NHUTh, UCXOAA U3
OLIeHKH PUCKOB, AIBJIETCA JIU cUcTeMa UPPOBON HAeHTUPUKALUY AOCTATOUHO HAZEKHON U He3aBUCH-
MO B CBeTe NOTeHI[UAJbHBIX PUCKOB, CBI3aHHBIX C OTMbIBaHUEM JleHeT, pUHAHCUPOBaHHEM Teppopu3Ma,
MOLIEHHHUYeCTBOM U APYToi He3aKOHHOW GUHAHCOBOH /1€ TEJbHOCTDIO.
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140. B 3aBHCHUMOCTH OT cucTeMbl (cucTeM) [UGPOBOM UAeHTUPHUKALMK U HODMAaTUBHO-IIPAaBOBOM 6a3bl, UMeoLel-

cs1 B KOHKPETHOH IOPUCANKIMHY, TOCYAAPCTBEHHbIE OPTaHbl U PETYJIUPyeMble CYOBEKThI MOTYT BBIIIOJHATD pas-

HbIE (byHKL{I/II/I 1 0051I3aHHOCTHU B nponecce OoeHKH ypOBHeﬁ HaJle’>KHOCTH, o6ecrneyruBaeMbIX CUCTEMOH UJeH-

TUOUKALKY, U e€ npurogHocTH s ueseit HIIK, kak ykasaHo Ha NpUBeJEHHON HUXKe JuarpaMMe MPUHATUS

pelLeHUH /1151 perynpyeMblIX Cy6GbeKTOB.

141. HanpuBef€HHON cXeMe NI0Ka3aH NOPAL0K IPUHATUS PeTyJIUpyeMbIMU CyO'beKTaMU peLleHUs 0 TOM, MOXKHO JIU

HCII0JIb30BaTh CUCTEMY LUPPOBON HMeHTUPUKALIMY B LIeJIAX MPOBEJEeHUs e HTUUKALMU U BepudUKaLUU

KJIMEHTOB U OCYyLIE€CTBJIEHUA MOCTOSTHHOU Haanemameﬁ IIPpOBEPKH. ,Z[Be YKa3aHHbI€ BbllI€ OLL€HKU OTPAaXE€HbI

BO BTOPOM U TPpETbEM BOIIPOCE COOTBETCTBEHHO.

PucyHok 4: [Ipouecc npyuHATHS pellleHNH AJ1sl peryJiupyeMbIX CyObeKTOB

H ,_UU—‘_'_.!
npoBEPHM KAMEHTOR (HIN

[OCYOapeTBEHHEIE
QpraHbl paspewnan
Hau obasand
MENONb30BaETH
LUWMDPoBYI0
Mae HTUdUKA Lo
g Uenax HIMK
| Deiicteue:
MposecTn Wiam NoAYYMTE
OUEHKY YPOBHA rapauTuM
v
-
Uudpposan
maeHTUdMKans
ABNACTCA HALEMHOMN < )

M HE33BUCUMOM M MOMET
BbITh MCNONL30BAHA
B Uennx HNK**

| -
P 5
[na eeinonHeHua TpebosaHuia Peromerpaumy 10 notpebyercs

AOMNOAHWTEIbHA MHEOPMAUKA 38 TakMke MOryT noTpeboBaTLCA
OONONHUTENbHEIE MEPLI LA CHMMEHWA DUCHOB

Pewenue:

Undposan
UACHTUOHRALMA He
ABNAETCH HAAEMHON
M HE3ABMCHMON.

E€ ne cneayet
WCNOAL30BATE

B uenax HIK,

EC/M TOALKO OHA

He mamet Borth
AononHeHa apyrMmm
H3ANEHALLAMM

MEQENMM.

ECin UMEBTCA HECKONBKO
VPOBHEN FADAHTHM, HYHHO

BbBpaTL Noaxeaswes
pewedre ana HINK 1 apyrix
taKTopos

© FATF/OECD 2020



[IMOPOBAS UJEHTUDUKALIMA 49

Meps.biit BOoNpoc: CAaHKLUOHMPOBANO N NPAaBUTE/IbCTBO UCMNO/Ib30OBaHUE
cuctembl undppoBon naeHTUGUKaLMKM NPy NpoBeSEHUN HaJ1eXKalleil NPoBepPKHU
KnueHrtoB (HMK)?

142.

143.

144.

145.

146.

B pamkax [lepBoro Bompoca, eciu NIpaBUTeNbCTBO MOAAEP)KUBAEeT CUCTeMY LUPPOBON HUJeHTUPUKALUU
U CUMTaeT eé NOoAXOAALLeH JJifl UCI0Jb30BaHUA B Npoliecce HajJJlexalleld IpoOBepKU KJIUEeHTOB, TO pery-
JIUpyeMble Cy6'beKThI MOTYT HCIOJIb30BaTh TAKYI0 CUCTEMY L[UPPOBOH ueHTUPHUKALUY 6e3 MPOBeeHUs
oueHku no Bropomy u TpeTbeMy Bonpocy. DTO 03Ha4aeT, YTO NPaBUTEJbCTBO GpaKTUYECKH NIPOBeso 06a
JTana peKoMeH/lyeMo} olleHKH (Mo KpaliHel Mepe, CTaHAapTHBIX PUCKOB, cBA3aHHbIX ¢ HIIK) 3a perynu-
pyeMbIX Cy6'beKTOB, U TO3TOMY OCTa/IbHble 3TaNbl Npolecca NPUHATUSA pellleHHusd He NpUMeHUMBbIL. OZiHaKO,
B 3aBHCHMOCTHU OT JIeHCTBYIOIIEro 3aKoHoAaTebCcTBA B obsactu [10/]/DPT u o61ei cucteMbl UPpPOBOH
U eHTUPUKALUY, CYLeCTBYIOllel B IOPUCAUKIUY, OT PeryJupyeMbIX Cy6beKTOB MOXeT NOTpe6oBaTbCcsA
NPUHATHE AONOJHUTENbHBIX Mep (CM. MyHKTHI 147 u 148 HuKe).

[IpaBUTEIbCTBA MOTYT OJJTHO3HAYHO CYECTbH Li€JIeCO0OPa3HbIM UCI0Jb30BaHUE CUCTEM IUPPOBOU UAEHTH-
dukanuu /1 NpoBeJeHUs Hajlexallell IpoBepKy KJIUEHTOB, BbIIYCTUB JJIs1 peTyJIUpPyeMbIX CyO'bEKTOB
HOpMaTHUBHbIE aKThbl UJIHU PYKOBOJCTBA, pazpewarujue uiu 06513bléarowjue UX IpuMeHsATb CUCTeMY (cucTe-
Mbl) LUGPOBON MAeHTUPUKALUY B LieJAX BbIIOJHEeHUs onpeseéHHbIX aieMeHToB HIIK. Takoe npsimoe
paspelieHre MOXeT ObITb JJaHO, HANPHUMEP, KOTJa MPaBUTEJbCTBO CaMO pa3paboTalio U OCYLLeCTBJIS-
eT IKCIJIyaTallMI0 CUCTeMBI (cucTeM) HUPPOBON UAEHTUPHUKAIIUU H, TOITOMY JIOBEpsSieT UM, UJIU KOrza
y NpaBUTEJbCTBA UMEETCsS MeXaHU3M JIJIsl OoJIydeHUsl MPOBepeHHOH cepTUPUIIMPOBAHHON MHPOpMaLUHK
006 YPOBHSX rapaHTHUH, 06eCcliedYrBaEeMbIX CUCTEMOU IUPPOBOU UAEeHTHPUKALIMU APYTrOro npoBauiepa.

[IpaBUTEBCTBA MOTYT TakKXe ONOCPeJOBAaHHO MNOJJepXUBaTb CHUCTeMy LUQPOBOM HJeHTUPUKALUU
U B HESIBHO BbIpaxkeHHON dopMe cuuTaTb eé MOAXOAALLEH [/ UCIOJIb30BaHUA PeryaupyeMbIMU CyOb-
eKTaMU B Ipoliecce HajJexalleld NpoBepKU KJIUEHTOB. JTO MOXeT UMeTb MeCTO, KOT/Ja, HallpuMep, npa-
BUTEJIbCTBO BBeJIO CUCTeMy LUG(POBOK HAeHTUPUKALUU OOlero Ha3HauyeHUs, KOTopass B TpebyeMbIX
cayvasx UCIoJb3yeTcs AJig 0QUIMaJbHOTO YA0CTOBEpEeHUs JIMYHOCTH B IOPUCAUKLHU. [ocyapcTBEHHbIE
OpraHbl JOJ>KHBI OTKPBITO U Y€TKO pas3bACHUTb, KaK paboTaeT UX cucTeMa MpoBoH uaeHTUPHUKALUH,
Y KaKMe yPOBHU Ha/le?>KHOCTH OHa obecneunBaeT. To ke caMoe OTHOCUTCA K CUCTeMaM HUJeHTUPUKALUU
OTPaHMYEHHOTO Ha3HAaYeHUs, KOTOPble paspellleHO UCH0/Ib30BaTh B QMHAHCOBOM CEKTODe.

B 3aBUCHMOCTHU OT AEeHUCTBYIOLUX B OPUCAUKIUY 3aKOHOB U HOPMATUBHBIX akTOB B cdepe [10/ /DT, pe-
ryJIMPyEMBIM Cy6'beKTaM NMOTpebyeTCcss NPUMEHATh JONOJHUTEIbHbIE MePhI IIPU UCIOJIb30BaHUU paspe-
WEHHBIX cucTeM HUPPOBON MeHTUGUKALUY B ONIpe/ie/IEHHBIX 06CTOATENbCTBAX, HAIPUMeED, B CUTYallU-
SIX, XapaKTepH3yIOLMXCS MOBbILIEHHBIM PUCKOM, a TaKXe cobupaTb HHGOpPMaLMIO, KacaloLycsa APpYyTrux
acnektoB HIIK, He paccMaTpuBaeMbIX B paMKax HacTosiuero PykoBojcTBa (T.e. AJisI IOHUMaHUSA LeaU
Y MpeJnoJaraeMoro xapakTepa JieJIOBbIX OTHOLIEHUH). B HEKOTOPBIX OPUCAUKIUAX MOTYT AeHCTBOBATh
HOpPMaTHUBHbIE aKThI, pa3pelaluie UCI0Jb30BaTh CUCTEMbI HUPPOBON UIEHTUPUKALIUU TOJTBKO B CUTY-
alyaX U 06CTOATENbCTBAX, IPE/CTABAAIOUIMX TOHUKEHHBIN PUCK.

[ToMMMO BBINOJIHEHUS HOPMATHUBHBIX TPeOGOBaHUH, AeHCTBYIOIHUX B UX IOPUCAUKLHUAX, PETYJUDPYyeMbIM
Cy6'beKTaM peKOMeHAyeTCsl pacCCMOTpPeTb HEOO6X0AUMOCTb NPUHATHSA JAOTNOJHUTENbHbBIX Mep [/l CHUXKe-
HUA PUCKOB, CB3aHHBIX C LUPPOBON HAeHTHUPUKaLMel (ecan OHa HUcmosab3yeTcd). Takue Mepbl MOTYT
BKJIIOYATh B ce6s BBeleHHe JOTNOJHUTENbHbBIX e JUHUI JAHHBIX HAeHTUPUKALMOHHBIX aTPUGYTOB, 0MO0JI-
HUTEJbHBIX ayTEHTUPUKATOPOB U /UJIH Mepbl AJs CHUXKeHUs puckoB 0/[/PT, B 3aBUCUMOCTH OT BHYTPEH-
Hel NOJMTUKU QUHAHCOBOTO yupexzeHus, kacawueics [10/J/PT, npoTuBoselcTBUA MOIIEHHUYECTBY
Y yIIpaBJIeHUs 0OLMMH PUCKAMH.
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Bropoi Bonpoc: 3HaeTe n Bbl ypoBeHb (YPOBHU) HAf4EXKHOCTU CUCTEMDI
undposoit naeHTuPMKauun?

147.

148.

1409.

150.

151.

B ciy4dae, eciv IpaBUTENBCTBO He CAHKIIMOHUPOBAJIO, MPSIMO MJIM KOCBEHHO, IPUMEHEeHNe KOHKPETHBIX CH-
cTeM nudpoBol uaeHTUUKanuu B Lessax HIIK, perynupyeMoMy cy6beKTY HEOGXOJUMO, B IEPBYIO 04YeEPE/ib,
onpeJie/IUTh YPOBHU Ha/leKHOCTH*!, obecreyrBaeMble JII0O0H cucTeMoil UdpPOBOH UAeHTUUKALUH, KOTO-
PYI0 OH COOUPAETCS UCI0JIb30BATh.

Ecsiv rocygapcTBeHHbIe OpraHbl IPeJoCTaB/ISI0T HaZeXHOCTH, OCYLLeCTBJISIOT IPOBEPKU UJIH IPOBOAAT cep-
TUUKALHUIO cUcTeM LUPPOBOHN MAeHTUPUKALUY (CBOMMU CUJIaMU WJIM CUJIaM{ HasHauYeHHBIX OpraHU3alui,
JIeHCTBYIOLIMX OT UX UMEHU"), TO peryaupyeMble CyG'beKThl MOTYT 110JIaraTbCs Ha TaKWe OLleHKH NPH OTBe-
Te Ha BTopoit Bonpoc B paMkax npolecca NPUHATHA pellleHUs. AHaJOTMYHbIM 06pa3oM, NIPaBUTENbCTBO MO-
’KeT Ha3HAYMTb HAllMOHAJIbHYI0 UM 3apyOeKHYI0 IKCIePTHYI0 OpraHU3alMIo JJis TeCTUPOBaHUsA/IPOBEPKU
U cepTudUKaLMK YPOBHEHN HaleXKHOCTH, obecrnevyrnBaeMbIx CUCTeMaMU UpPoBoH naeHTUUKALMH, HA KOTO-
pBle peryjaupyeMble CyGbeKThI MOTYT NoJlaraTbcsl. KpaTkuit 0630p HEKOTOPBIX U3 TAKHUX 3KCIIEPTHBIX OPraHu-
3auui npusefiéH B [IpuiioxkeHuu «D». CucteMbl LUPPOBON HAeHTHUPUKALMU MOTYT ObITb CEPTUPULIUPOBAHBI
Ha COOTBETCTBHE MUHHUMAJIbHOMY YPOBHIO HaleXXHOCTH WJIM UMeTb PasHble M0 CTeNeH! Ha/leXXHOCTH YPOBHU
HaJIe>KHOCTH (/1160 eArHble, IN60 OTAe/bHBIE A/ KaXJ0r0 COCTaBHOTO 3JIeMeHTa), HO J0CTOBepHas HHOP-
Malus A0JKHA ObITh 06111eJOCTYTHOM.

Ec/v npaBUTENbCTBO 0QULMATBHO HE CAHKLIMOHUPOBAJIO UCI0/Ib30BaHUE CUCTEeMbI (CHCTeM) LUPPOBOM HeH-
TUPHUKALMY P TPOBEeeHUH HaiJIexalllel TPOBEePKU KJIMEHTOB U He Pe0CTaBUJI0 MeXaHU3M JJIs ToJIyde-
HUSA JOCTOBepHON HHPOopMaLuu 06 ypoBHe (YPOBHSAX) HaZLeXKHOCTH, 06ecrieduBaeMbIX CUCTEMOH (cucTeMaMH)
nudpoBol uAeHTUPUKALUH, peryjrupyeMble CyObeKThbl JOKHBI CAMOCTOATE/NBHO ONpeJe/IMTh HaZ&KHOCThb
Y HE3aBUCUMOCTb CUCTEMBI:

a. 1In6o l'IyTéM npoBeaeHnda OEeHKHW YPOBHA HAAEXKHOCTHU CAMOCTOATEJ/IbHO;

b. 1160 nyTéM Hcnosb30BaHUS HHPOPMALMHY O MPOBEPKe WK CepTUPUKALMY YPOBHEN HaJIeXKHOCTH, IIPOBe-
JIéHHOU 3KCIlepTHOM opraHusanuel (IIycThb Aaxke He yTBePXKAEHHOW 0pULMaTIbHO IPAaBUTENBCTBOM).

Eciiu perynupyeMblii CyObEKT NMPOBOJAUT OLIEHKY YPOBHS HaJIEXKHOCTH CaMOCTOSITEJIHO, OH JIOJDKEH OcCylle-
CTBUTD HaJJIEXally10 TPOBEPKY TPOBal/iepa CUCTEMbI IUPPOBOM UIeHTUHKALIMH, B TOM YHCJIe IPOBEPUTD Ha-
JIM4Me y Hero Ha/lJIeXallux CUCTeM YIPaBJIeHUs U IPUHSATD JONOJHUTEIbHbIe MePhI IPEJ0CTOPOXKHOCTH.

PerynupyeMblil Cy6beKT JOKEH UCIO0JIb30BaTh UHPOPMaIHIO, TOYYeHHYIO OT APYroi 3KCIIePTHOM OpraHu-
3al U TOJIbKO, €CJIM Y HETO UMEIOTCA pa3yMHble OCHOBAHMS CUYUTATD, YTO TaKasi OpraHU3alus IpUMeHsIeT Hajl-
Jiexallie OTKPBbITble MeXaHU3Mbl U CTaHJAAPThI HaJIeXKHOCTH LUpOoBOK HAeHTHPUKanuKu. Hanpumep, Takas
opraHu3anus MOKeT ObITh Ha3HayeHa /JJf WUCIOJHEeHUs aHaJOTMYHBbIX QYHKIUH NPaBUTENbCTBOM ApPYroi
CTpaHbl UK ObITh IPHU3HAHA B KayecTBe HaJl&»KHOM COOTBETCTBYIOLIMMH HallUOHAIbHBIMH, PETHOHATbHBIMU
WJIA MeXAyHAapOJHBIMU 3KCIIepTaMHu.

1 Kak YKa3aHO BblIllIe B HACTOALLEM PyKOBOﬂCTBe, TEPMHH «YPOBEHb rapaHTHKW» O3HA4YAET CTEIEeHb J0BEPU UK YBEPEHHOCTU B HaE&KHOCTH
Ka)K0ro COCTaBHOI'O 3JIEMEHTa IIponecca LlPICl)pOBOﬁ HﬂeHTHCl)l/IKaLU/II/I.

*23T0 MOMET OCYIIECTBIIAThCS HE CUJIaMHU HallMOHA/IbHBIX OPraHOB, OTBEYAKONIVX 3a PEryJInpoBanue B nessx [10/1/®T, 1ockonbKy BO3MOXKHO-
CTH JJ151 OTIpe/ieJIeHHsI TOTO, IPUMeEHSIET JI CyObeKT Ha/lIexalllie OTKPbITble MEXaHU3MbI M TEXHUYECKHe CTaHapThl TapaHTHH HeHTUDU-
Kaluy, 6yayT, BEPOSTHO, UMEThCA Y IPYTUX FOCYapCTBEHHBIX OpraHoB. Ho B 11060M ciydae BbIGOP KOMIIETEHTHOTO OpraHa /iJIsl UCIOJTHEHHS
3TOM GYHKLUU OTAAETCS Ha YyCMOTPEHHE KaXK/I01 OT/AeIbHOM opucaukiuy. Hanpumep, B CIIA YipaBJieHue ciiy»x6 o61iero HazHadeHust (GSA)
YTBEPAMJIO HECKOJIBKHX IPOBAK/IePOB yA0CTOBEPUTEBHBIX YCIYT AJIs cepTUHUKALUK CUCTeM LIUPPOBOI HAEHTHHUKALUH, UCTIOIb3yeMbIX
B rOCyZlapCTBEHHBIX LIEJIfAX.
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Tpetuit Bonpoc: ABnserca AuM cuctema undpposon naeHTUGUKaLum noaxoaalen
ANA UCNO/Ib30BaHUA B CUTYaLMMU, CBA3aHHOWM ¢ puckamu O4/PT?

152.

153.

[Tocne TOrO, KaKk peryJaupyeMblii Cy6'beKT y0CTOBepuJICca (MCIo/b3ys MOPAJ0K, OTMCaHHBIN B paMKax Broporo
BONpOCa) B TOM, 4YTO OH 3HaeT yPOBHHU HaJle)KHOCTH, obecrneynBaeMble cUcTeMOl u$poBoH naeHTUUKALUY,
eMy Heo6X0/MMO NpOaHaIU3UPOBATh, MOAXOAUT JIU cucTeMa LUPPOBOH UAeHTUDUKALUU B KOHTEKCTE COOT-
BETCTBYIOLIUX PUCKOB, CBSA3AHHBIX C He3aKOHHOM GUHAHCOBOH [eATe/NbHOCTbIO, A/ UCIO0Jb30BAHUA PUCK-
opueHTUpOBaHHOTO noaxoAa k nmpoBeneHuto HIIK, onpenenénnoro ®ATO. UHbIMU c/ioBaMH, TPUHUMAs BO
BHUMaHMe YPOBeHb (YPOBHU) HaZLeXKHOCTH, IOAXOHUT JIM cMcTeMa [UGPOBON UAeHTUPUKALUHU /151 UCIIOJIB30-
BaHMA B npouecce uAeHTUUKan1/BepurUKal My KJIMEHTOB U NPOBe/leHUA NTOCTOSTHHOW HaJ/Iexalel npo-
BEpPKH B CBeTe MoTeHIHaabHbIX puckoB O]/ PT, cBA3aHHBIX C KIMEHTaMU, IPOJAYKTaMU U yCJIyraMH, reorpa-
duveckol 30HOM AeATENBHOCTH U T.A. PeryaupyeMbIM cy6beKTaM He06X0JMMO IPOaHAIU3UPOBATh, AABJISETCS
Ju cucteMa nudpoBoit uaeHTUdUKaLMY, C y4éTOM ob6ecreyrBaeMoro el ypoBHS HafleXXHOCTH, NOAXOAAIeH
JIIS ICTI0JIb30BaHUA B CUTYAL[MH, XapaKTepU3yIolleics COOTBeTCTBYIOIMMHU PUCKaMH He3aKOHHOH GpUHaAHCO-
BOH JleSITeJIbHOCTU. B 3aBUCHMOCTH OT yCTaHOBJIEHHBIX B opucaukuuu Tped6oanuit [10[/PT u umeromuxcsa
cUCTeM LUPPOBON UJIEHTUPHUKALMH, ¥ PETYJIUPYEMBIX CyO'beKTOB MOXKeT UMEeTbC BO3SMOXKHOCTb BbIOOpa U3
HEeCKOJIbKHUX CHUCTeM LUPPOBOU MAeHTHHUKALMU C PAa3HBIMU YPOBHAMU HaEeXHOCTH AJS1 TPOBEPKU U MOJA-
TBEPK/JeHHUsl IMYHOCTH U ayTeHTUUKaLMU. B Takol cUTyaluu peryjupyeMbIM cy6'beKTaM caefyeT CPAaBHUTD
Y CONOCTAaBUTh HAZEXKHOCTb MIPOBEPKU U MOJTBEPXKAeHHUA IMYHOCTH U/UIKN ayTeHTUUKALUH, 0o6ecreurBae-
MYI0 CUCTEMOH, C BUJJaMU BO3MOXXHON HE3aKOHHOH J1esITeJIbHOCTH U YpoBHeM prckoB O/ /OT.

B HEKOTOpBIX CTpaHax rocyAapCcTBeHHble OPraHbl YCTAHOBUJIM 06s13aTe/IbHBIN (eJUHBII) YPOBEHb HaZeXKHO-
CTH JJISl CUTyallH, XapaKTepHU3YIOIMUXCA CTaHAAPTHBIM WU BbICOKUM puckoM O]/ ®PT. Tem He MeHee, y pery-
JINpyeMBbIX Cy6'beKTOB BCE PaBHO MOXeT MMeTbCsl BO3MOXXHOCTb BbI6Opa M3 HECKOJbKHUX CUCTeM LHU(pOBOH
njeHTUUKALMHY, 06ecneyrnBalOLIMX TpebyeMblil ypOBEHb HAeXHOCTH. Y PeryaupyeMblX Cy6'beKTOB TaKke
MOXET UMeTbCS BO3MOXXKHOCTb BbI60pa U3 pa3/IMYHbIX YPOBHEH y10CTOBEPAIOLUINX IUYHOCTD CBU/I€TE/NbCTB U/
WJIM KOHKPETHBIX YYETHBIX JAaHHBIX UM ayTeHTUPUKATOPOB, MPeAyCMOTPEHHBIX B OJJHOHN U TOMH e CHUCTEME.
B sTOM ciiydae npu Bel6Ope MOAXOAALLET0 BapyMaHTa (BapuaHTOB) UM CJle/lyeT yYUThIBATb 0COGEHHOCTH CBOUX
puckoB O/l /®T B yacTH NPOBEPKU U NOATBEPK/AeHUA TUYHOCTH U ayTEHTUPUKALMU. Y peryJupyeMblIX CyObeK-
TOB TaK>Ke MOXeT UMeTbCsl BOSMO>KHOCTb BbIGOpa COOTBETCTBYIOIUX CUCTEM IMPPOBOH nAeHTUGUKALUU )15
CUTYaLMi, XapaKTepPU3yIOLIMXCsl TOHUKEHHbIM PUCKOM (CM. TaKXKe MoJipa3 el HUXKe, IOCBALLEHHBIHM BopocaMm
pacupeHus JOCTYIHOCTH GUHAHCOBBIX YCIYT).

Ucnonb3oBaHue npaBoBbIX MEXaHU3MOB U TEXHUYECKUX CTaHOAPTOB HAAEXXHOCTU
U,M(I)pOBOﬁ Mp,eHTMd)MKaU,MM ANAa npumeHeHnaAa pUCK-opnueHTUMpPoBaHHOro noaxoaa

154.

155.

Kak ykasaHo Bblllle, TOCylapCTBEHHbIe OpraHbl (BbICTyNalllle B KauecTBe IPOBaiiepoB ueHTUGHKALHOH-
HBIX YCJIYT U/UJIY OPTaHOB PeryJMpoBaHusl, HaZ[30pa U BbIPaGOTKU NOJUTHYECKUX PelleHUH) U peryjaupyeMble
CyO6beKThI (BhICTYyHAIOLINE B KAYECTBE M0JIaraliuXcs CTOPOH) JOJIKHBI HaJlJIeXKalluM 06pa3oM pacCMOTPETh
U y4eCTb COOTBETCTBYIOLIME GAKTOPLI PUCKA U YPOBHHU HAJIEXXHOCTH LUPPOBON UAEHTUPUKALUY, TPUMEHHU-
TeJIbHO K COOTBeTCTBYI0OIIUM dakTopaM pucka O/PT u MepaM 10 CHU>KEHUIO 3TUX PUCKOB. Kak 6oJiee noj-
POGHO OMKCAHO HU)XE, MEXAaHU3MbI M CTaHAapPThl HAJ,€KHOCTH U PpPOoBO HAeHTUPHUKALUY SBJISIOTCS M0-
JIe3HbIM UHCTPYMEHTOM /[IJIs1 IPOBeJIeHUs] TaKOH OLleHKHU.

B 3To#1 CBAI3U rocyjapcTBEHHBIM OpraHaM U peryaupyeMbIM Cy6'beKTaM peKOMeH/IyeTcsl yYuTbIBaTb HHOpMa-
L[UI0, coZieprKalllylocsl B HOpMaTUBaX U CTaHJapTaX HaJIeXKHOCTH UJieHTUPUKALUHY, IPU OLieHKe TOTO, OTBe4YaeT
JI1 cucTteMa UGPOBON HAeHTUPUKALUU KPUTEPUSIM «HAZEKHOCTH U HEe3aBUCHMOCTH», IPeAyCMOTPEHHBIM
B Pexomenpganuu 10(a). UM Takke peKOMeH/lyeTcsl pacCMOTPeTb Ha/lEKHOCTb KaXKJ0r'0 OTAe/JIbHOTO COCTAaBHOIO
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156.

157.

158.

159.

aJieMeHTa CUCTeMbl UPPOBON MAeHTUUKALUU. ITO 06YCAOBJEHO TEM, YTO, B 3aBUCHMOCTH OT $paKTOpOB
noTeHuuanbHoro pucka O/l/®T u uMerouuxcs Mep, HalnpaBJIeHHbIX Ha CHWXKeHHe 3TOr0 PHUCKa, OAUHAKOBas
CTeneHb HaJI&KHOCTU MOXKeT He Tpe6oBaThbCA AJIS KaXKJO0r0 3JIeMeHTa cUcTeMbl LUGPOBOH HAeHTHDUKALUU
(mpoBepKM M MOATBEPKAEHUS JUUYHOCTH/PETUCTPALUY, ayTeHTUPUKALUU U, B COOTBETCTBYIOIUX CJAyYasX,
HMHTerpauuu).

[loHuMaHMe ypoOBHS HaZJEXHOCTH, 06ecleyrBaeMOro KaK/bIM COCTaBHbIM 3JIEMEHTOM CUCTeMbl Ludpo-
BOH MAeHTUPUKALMK, MOXKET NOMOYb PEeryJupyeMbIM CyO'beKTaM NPUMEHATb 6ojiee BbIBEPEHHbBIH PUCK-
opueHTHpPOBaHHbIN noaxox K HITK npu ncnosib3oBanuu nudpoBoit uaeHtudukanuu. [locsesoBaTebHbIN M0-
3TaNHbIN NOAXOJ K OLleHKe YPOBHSI Ha/IEeXKHOCTH SIBJISIETCSI 0COOEHHO aKTyaJbHBIM B KOHTEKCTe pacliupeHusI
JIOCTYITHOCTH QUHAHCOBBIX YCIYT. B TexHUYecKUX cTaHJapTax Ha noprtane «GOV.UK Verify» 1 B okoHuYaTesb-
Hol Bepcuu PykoBoactBa NIST no undposoit uaentudukanuu 800-63-3 ycTaHOBJIEHBI OTAe/IbHbIE «YPOB-
HU Ha/IeXXHOCTH» JIJIsl KO¥K/JJOTO OCHOBHOTO 3Tala, OCYILIeCTB/ISIEMOTO B paMKaX CUCTEMBI UAeHTHUKAUU®,
B ciyyae npaBOBbIX MeXaHU3MOB U CTaHZAPTOB HAZEXHOCTHU UAEHTUPHUKALMU, B KOTOPbIX NMPeAyCMOTPEH
eJJMHbIM YPOBEHb HAJIe)KHOCTH [/l BCel cucTeMbl [UPOBOK HAeHTUPUKALMHY B LjeJoM (TaKUX KaK, HallpH-
Mep, PernameHnT EC 06 3/1eKTpOHHOHN M eHTUUKALMY), TOCIe[0BaTeNbHbIA MO3TAHBINA MOJX0/ MOXET MpH-
MEHSTBCSA IyTEM PacCMOTPEHUS TOT0, HACKOJIBKO KaXK/IbIi 3JIEMEHT U 3Tal Mpoljecca OTBeyaeT TpeGoBaHUSM,
YCTaHOBJIEHHBIM /IJI51 KQXK/I0I'0 YPOBHSI HA/I€?KHOCTH.

TexHOJIOTUK W apXUTEKTypa HUGPOBON HAEHTHUPUKALMH, A TAKKE MEXaHW3Mbl U CTAHAAPTbl HAJIEXKHOCTH
MuPppoBOH UAEHTUUKALUM SBJSIOTCA AUHAMHYHBIMM U TOCTOSHHO pa3BuBawTca*’. CTaHJapThbl caMH IO
cebe ABJSIOTCA THOKUMH U OPUEHTHPOBAHHBIMHU Ha Pe3yJ/IbTAT B LIeJISIX COAEHCTBUS BHE[PEHHUI0 MHHOBAIUM.
B HacTosL1ee BpeMs OHU al0T BO3MOXXHOCTb UCII0JIb30BaTh pa3Hble TEXHOJIOTUU U apXUTEKTYpPHble pelleHUs
JLJ1s1 BBINOJIHEHUS] TPeOGOBaHUM, YCTAaHOBJIEHHBIX [IJIS1 OT/Ie/IbHbIX YPOBHEHN Ha/IeXKHOCTH, a UX CTPYKTypa Mo-
3BOJIsIET B MAaKCUMaJIbHO BO3MOXKHOM CTENEHU HCII0JIb30BaTh UX B OyAyLeM. Opucaukusam caeayeTt u3beratb
HCII0JIb30BAHUS }KECTKO perJiaMeHTUPOBAHHBIX MOJIX0/0B, B pAMKaX KOTOPbIX AEUCTBYIOIIME HAa CETOHALIHUN
MOMEHT Tpe6OoBaHHUS K YPOBHIO HA/JI€?KHOCTHU PACCMATPUBAIOTCS B KAYeCTBE «KPBIIIU», a HE OJHOTO U3 BO3MOX-
HBbIX «3Takeh» B MJIaHe HaJIE>KHOCTH.

Ucnonb3osaHue cmaHOapmMoe u MexaHuU3moe HadexHocmu yugpoeoii udeHmugukayuu

MexaHU3MBbI U CTAaHAAPTHI HAZEXKHOCTH LUPPOBON HUJIeHTUGUKALMH, KaK MPABUJIO, NPEAyCMAaTPUBAIOT pas-
JINYHBIE, BCE 60Jiee Ha/lé>KHble YPOBHU HA/IEe)KHOCTH Y YCTAHABJIMBAIOT BCE 6oJiee )KECTKHe TEXHUYECKHe Tpe-
60BaHUA [ KQXKA0I'0 U3 TPEX 3TAIOB, peaM3yeMbIX B paMKax CUCTEMbI LUPPOBOH HIeHTUPUKALIUU.

Takxe kak B [losicHuTeNbHOU 3anucke K PekoMmeHnjarnuu 10 npuBesieHbl IpUMepbl paKTOPOB NOTEHI[UATBHO
MOBBILIEHHOTO U MOHMXXeHHOTo pucka 0/]/PT, B TeXHUYECKUX CTaHJApTaX NpeLycMOTpeHbl GaKTOpbI HA-
déxcHocmu uleHTUGUKALUY B BUJIe YPOBHEN HAZIEKHOCTH [IJIsl OCHOBHBIX 3TANOB U COCTABHBIX 3JIEMEHTOB
cucteMbl UUGPOBOU ueHTUPUKAMU. Kaxk b1l ypOBEHb Ha/Ie)KHOCTH OTPaXKaeT CTeNeHb YBEPEHHOCTH UJTH
Jl0BepHs K paccMaTpUBaeMoOMy 3Tally U npoueccy. [Iponecc c 60/1ee BBICOKMM YPOBHEM HaZleXKHOCTH SIBJISI-
eTcs 60Jiee HaZEXKHBIM, TOr/la KaK MPOLecC C MEHbIUIMM YPOBHEM HAJI€3KHOCTHU NPe/CTaBIIsAeT NOBbILIEHHbIH
pHUcK c605 U SIBJASIETCS MeHee HaléKHbIM. [ocyjapcTBeHHbIE OpraHbl U peryjupyeMble Cy6'beKTbl MOTYT HC-

*3 Hanpumep, B PykoBogcTBax HallMOHa/ILHOTO MHCTUTYTA CTaHAAPTOB U TexHosoruit CLIA (NIST) npeaycMoTpens! Tpu (1-3) ypoBHs rapaH-
THH JJIS1 KOXKAOT0 U3 3TanoB UGPOBOH HieHTUUKALMH: YPOBeHb rapaHThX ueHTUdUKaLuu (IAL); ypoBeHb rapaHTHH ayTeHTHUUKALIUU
Y yIpaBJIeHUs XKU3HEHHBIM LIUKJIOM YY&THBIX JaHHBIX (ALA); 1 ypoBeHb joBepHs K defiepaTUBHOM uHTerpauuu (FAL).

4 CieflyeT NpuU3HATB, 4TO CTaHAAPTHI U(POBOM HIEHTUGUKALMH He BCEr/ia [0CTIeBAIOT 3a Pa3BUTHEM TexXHO/I0rui. HanpuMep, Ha MOMeHT 3a-
BepIIeHH s OrOTOBKH HacTOsIIero PyKoBoicTBa MEXaHU3MBI M CTaH/[apThl FapaHTHU MPOBOH HAEHTHHUKALMHY eIl He 0XBAThIBA/IM BO-
IPOCHI HENPEPbIBHOW ayTeHTHUKALMK. B HUX TaKKe He COJiepKaJIMCh T0JIOXKEHHs, Kacatolfecst IPOrpecCUBHOM UIeHTHUPUKALMY B YaCTH
MOCTOSIHHOM JMHAMU4HOM TPOBEPKH NMOAJIUHHOCTH U MOATBEPK/JEHUS JIMYHOCTH.
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160.

161.

I0JIb30BATbh YPOBHHW HAAEXHOCTH AJIA OLIEHKHU HaJEXHOCTU KOHKPETHOﬁ CUCTEMBI L[PICI)pOBOﬁ I/I,ZleHTI/I(bI/I-
Kallnuu. HaCTOHLLlee PyKOBO,CLCTBO He YyCTaHaBJIMBAE€T U HE PEKOMEHAYyeT Kakue-11u60 KOHKpPEeTHbI€ YPOBHH
Ha/JeXXHOCTH.

HekoTopble TexHUYECKHE CTAHAAPThI IPeyCMaTPUBAIOT IIPOBeJieHUE N10C/Ie/l0BaTeJIbHON 03 TaHON OLeHKH
Ha/I&XKHOCTHU U JIONYCKAIOT, YTO Pa3JIMYHbIE NMPOLIECChl U 3Talnbl [UPPOBOU HeHTUPUKALIMA MOTYT, HO HE 00651-
3aTeJsIbHO, 06ecneyuBaTh OJMH U TOT K€ YPOBEeHb HaJleXKHOCTH. OZiHAKO, eC/IM CMOTPETh IJ1y6xKe, TO B paMKax
PHCK-OPUEHTUPOBAHHOIO NOAX0/a TpebyeTcs oNpeeuTh, KaKUe YPOBHU HAJIeXKHOCTH NOAXOASAT J1J1s1 pa3HbIX
[IPOLIECCOB U 3TANOB C YYETOM CYLIECTBYIOIIUX PHUCKOB, CBSI3aHHBIX C OTMbIBaHHWEM JeHer, GUHAHCUPOBAHU-
eM TeppopHu3Ma, MOILIEHHUYECTBOM U JIpyroil He3aKOHHON pUHAHCOBOH J1esITeNIbHOCTBIO. /laxke €C/IU B paMKax
MexaHH3Ma YCTAaHOBJIEH eJUHbIA YPOBEHb HAJI€XKHOCTH, PErYIUpyeMble CYO'beKThI BCE PAaBHO MOTYT IpOaHa-
JIN3UPOBATh, B KAKOW CTENEHU KaXK/bI{ 3JIeMEHT U 3Tall IPOIecca COOTBETCTBYET OT/|€/IbHbIM TPe6OBaHUAM,
YCTaHOBJIEHHBIM /IJI51 KQXK/I0I'0 YPOBHSI Ha/l€XKHOCTH.

Juis namoctpanuu GakTopoB, KOTOPble COOTBETCTBYIOLIME [OCYAAPCTBEHHbIE OpPTaHbl, QUHAHCOBbIE yUpexK-
JleHUs Y ApyTHe 3aMHTepecOBaHHble CTOPOHBI MOTYT MCI0J1b30BaTh [IJIsl OLeHKH HaJIéKHOCTH U He3aBHUCHUMO-
cTU MpPOBOHM UAEHTUDHUKALMY, a TAKXKe CTeNeHU THOKOCTH, PeJyCMOTPEHHOH B MexaHM3Max U CTaHAapTax
HaJIeXXKHOCTH IUPpoBOH uaeHTHGUKaLNY, B [IputoxceHuu «E»: 0630p mexXHU4ecKux cmaHoapmoe u mexa-
Hu3Mo8 HadexcHocmu yugpoeoii udenmugpuxayuu e CIIA u EC nprBesieHbl B Ka4eCTBE TPUMEPOB YPOBHHU
HaZiexkHOCTH, ycTaHoByieHHble B CIIA u EBponelickom cotoze. B 3ToMm [IpusiokeHNH B 06IIUX YepTax OMHUCHI-
BAIOTCSl TEXHUYECKHE TPeOOBaHUSA K IPOBepKe U NOATBEPXKAEHHUIO IMYHOCTH (4TO ABJISAETCS MEPBbIM 3TAallOM
B paMKax cucTeMbl [HdpoBoi HeHTHGUKALMM). B HEM Takke KPaTKO Bbl/ieJIeHbl HEKOTOPbIe KJI0YeBble BO-
MPOCHI, CBSI3aHHbIE C YPOBHIMHU HAJI€KHOCTH ayTEHTUPUKALUHU.

CneuuanbHble BONPOCbI, Kacalowmneca pacluMpeHuns OoCTyNHOCTU GUHAHCOBDIX YCAyr

162.

163.

B3aumoceaszb mexoy ynpasaeHuemM puckamu yugpoeoii udeHmugukayuu,
PUCK-OpUeHmMupo8aHHbIM nodxodom e cgpepe MNMOLA/DPT u mepamu no cHuxiceHuo puckos OL/dT

B uneasne, BHeipeHUe cUCTeM LUPPOBON UAeHTUPUKALIMU TO3BOJUT GU3IUIECKUM JIML[AM OATBEPAUTH
CBOI «0pUIIHANBHYIO UJEHTUYHOCTb» C 60Jiee BBICOKUM YPOBHEM HAJ|€XKHOCTH (JIOCTOBEPHOCTH) — 0CO-
0EeHHO B TeX CTpaHaX, B KOTOPBIX FOCYapCTBO ellé He 060eCnevyrso BCeX IpakJaH HaJlEKHbIMU OQUIIU-
aJIbHBIMU yI0CTOBEPEHUAMU JUYHOCTHU. O/JHAKO, TOCKOJIbKY U pOBas UAeHTUPUKAIUSA YACTO OCHOBA-
Ha Ha JJOKYyMEHTAapHBIX YA0CTOBEPEHUAX JUUHOCTH, B TeX CTPaHax, B KOTOPBIX JIMIIb HEGOIbIIOE YHCJI0
rpaxJaH uMeeT oQHIHATbHBIE YIOCTOBEPSIOIINE JUYHOCTh JOKYMEHThI, HEKOTOPbIE CJI0W HACEJEeHUs
MOTYT, O-NIPEXHEMY, HE UMeTb BO3MOXXHOCTb MOJYYUTh LLUPPOBBIE Y0CTOBEPEHUS JIMYHOCTH C MOBbI-
LIIeHHBIM YPOBHEM HA/[€KHOCTH 110 NPUYUHE TPYAHOCTEN, CBI3AHHBIX C IPOBEPKOUM U MO TBEPKIAEHUEM
HUX JIMYHOCTH.

Kak nmoguépKHyTO BhIllie B HACTOsAIEM PYKOBOACTBE, IOPUCAUKIUAM, UCIBIThIBAIOLIUM TPYAHOCTH C 0XBa-
TOM BCeX CJ0EB HacesieHUs1 GUHAHCOBBIMH YCIYTraMH, CJeyeT UCIO0Ab30BaTh F'MO6KUHM MOJAX0/ NMPH Ompe-
JleJleHUX TpebyeMbIX aTpUbyTOB, J0Ka3aTeJbCTB U IPOLECCOB UAeHTUPUKAL MU B LieJIIX IPOBEPKHU U NOJ-
TBePXK/JeHUs NMOAJHUHHOCTH «O0QUIHAJbHON HUJAEHTUYHOCTHU». ITO AACT BO3MOXKHOCTb PacHpOCTPaHUTH
Tpe6OBaHUs, Kacalwlyuecss NPOBEPKU U MOATBEPKAEHUS JUUYHOCTH, HA I'paxk/jaH, He HUMeLUX JOCTYI
K $HMHaAHCOBBIM ycayraM (HanpuMep, IyTEM BKJIIOUEHUs aJipeca IOCTOSSHHOT O MECTOXKUTENbCTBA B KauecTBe
BO3MOKHOTO aTPUGYTa UM, Pa3pelluB NOJIb3YIOIUMCS JOBEPUEM JIULAM YA0CTOBEPATh JUUHOCTD JIPyTro-
ro yesioBeka). B paMkax 6oJiee IUPOKUX MEXK/YHAPOJHBIX, IPAaBUTEJIbCTBEHHBIX UK HENIPABUTEIbCTBEH-
HbIX MHULMATUB, HAllpaBJIeHHbIX Ha pellleHHe 3TUX BONPOCOB (B TOM 4YHCJe NYyTEM pacllMpeHUs AOCTyNa
K yJOCTOBEPSAIOIIUM JUYHOCTb CBUZETENbCTBAM) FOCYJapCTBEHHBIM OpraHaM, oTBevyawumM 3a [10[/PT,
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164.

165.

166.

U peryJupyeMblM CyO'’beKTaM CJe/lyeT pacCMOTPETh U NPOaHAJU3UPOBaTh, KaK PUCK-OPUEHTUPOBAHHbIN
nogxos k HITK coobpasyercsa ¢ cucrtemamu 1UPpoBOH HAeHTU(UKAIUH, OCOOEHHO B IOPHUCAUKIUAX
WJIM CpeJid CJI0€B HaceJsleHUs, B KOTOPbIX GHHAHCOBAsA M30JMPOBAHHOCTb Obla ONpesiesieHa B KayecTBe
pucka 0/1/DT.

B 2017 rogy ®AT® ony6sirkoBasia JonosHeHue K PykoBoactBy no mepam [10/l/®PT u goctynHocTH $UHAHCO-
BbIX ycayr (ot 2013 roga), cnenuanbHo nocesiméHHoe BonpocaM HIIK u foctynHocTH GUHAHCOBBIX yCayr®®
B 3TOM J0KyMeHTe NOA4YEPKUBAETCS, UYTO Mephl 10 CHUXKEHUI0 PUCKA, KOTOpble 0653aHbl IPUMEHATh pery-
JIipyeMble Cy6beKThbl, JOJKHBI COOTBETCTBOBATh XapaKTepy U YPOBHIO BBISIBJIEHHBIX PUCKOB. B HEM Takxe
npe/cTaBJeHbl pasHble NOAX0AbI K npoBeAeHuto HIIK, koTopble MOTyT yCTpaHUTh NpeNATCTBUA AJA J0OCTyNa
K GMHAHCOBBIM yCJIyraM, CBs3aHHble C BepudurKalel JMYHOCTH KJIHMeHTa. ITO BKJII0YaeT, HalpUMep, pacllu-
peHHOe NOHHMaHHe HaflEKHOT0 U He3aBUCHMOTO MCTOYHHMKA MHGOPMAaLUM WM YIPOLIEHHbIe Mepbl Hajle-
*alllel TpoBepKU. B ykazaHHOM PykoBo/cTBe Tak)ke OTMeYEHO, YTO B Psiie CTPaH MO3TalHbIN MHOTOYpPOBHe-
BbIN noaxof k nposegenuto HITK cnoco6cTBoBas1 pacliMpeHUI0 AOCTYIHOCTH LUPPOBLIX GUHAHCOBBIX YCIYT.
Hanpumep, B paMKax 3TOro noAxo/a JIAaM, KOTOpble paHblile He UMeJId WX UMeJH OTpaHUYeHHBIN JoCTyn
K QUHAHCOBBIM yC/IyraM, OTKPbIBaeTCA CY€T, B KOTOPOM HM3HayaJbHO 3a/I0KeHbl Mepbl, HalpaBJeHHble Ha
cumkeHre puckoB O//PT. Takue Mepbl BKJIOYAIOT B cebsl, HANPUMeD, IUMUTBI Ha 061y CyMMY AeHeXKHbIX
CpeJiCTB, KOTOpas MOXKeT Hax0JUThCs Ha CY€Te, U/UJIM OTPAaHUYEHUS Ha CYMMY U KOJIMYeCTBO olepaluii, KoTo-
pble MOXHO OCYLI[eCTBUTb B YCTAaHOBJIEHHBIH NepHOJ BpeMeHH, a BepUPUKaLMs JUIHOCTH KJIHUEHTa OTK/Iabl-
BaeTcs [0 TOr0 MOMEHTA, KOTJja 3TH IOPOroBble 3Ha4YeHUs OyAyT JOCTUTHYThL

[IpuMeHeHHe YPOKOB, U3BJI€YEHHBIX U3 PyKOBO/CTBA O JOCTYyNHOCTU PUHAHCOBBIX ycayT oT 2017 roja, K cu-
cteMaM LUPpoBOM naeHTUPUKALMK O03HA4YaAeT, uTo, koraa pucku O[/PT, cBsa3aHHble ¢ IpUEMOM Ha 06CIy-
>KMBaHH€e KOHKPETHOI0 IOTEHIIUAJbHOI'0 KJIUEHTA, ABJISIOTCI HUSKUMHU, cUcTeMa IubpoBoH uieHTHPUKALUN
¢ 60J1ee HU3KUM YPOBHEM HaJIeXKHOCTH B YACTH MPOBEPKU U MOATBEPKIEHHUS JUUHOCTH MOXKET ObITh BIOJIHE
npuemsieMa B 3TOH cuTyauuu. [Ipu 3TOM MOTyT NOTPe6GOBATHCA AOMNOJHUTENbHbIE MepHl JJI1 06ecredyeHus
cHWkeHus pucka 0/l/ DT, B ToM yuciie, HanpuMep, yCTaHOBJIEHHe OTPAaHUYEeHUH Ha UCII0/1b30BaHUe CUéTa, Kak
onucaHo Bbllle. Takye MOI'YT UMeTb MeCTO CUTYalMH, KOT/la pUCKU HE3aKOHHOW GHMHAHCOBOMN JieATeJbHOCTH,
CBsI3aHHblE C HECAHKLMOHUPOBAHHBIM JIOCTYIIOM K CYeTaM, SIBJISIIOTCS MOBbILIEHHbIMU (HallpuMep, 110 NpUYH-
He LIMPOKOT0 UCII0b30BAaHUSA KpaleHbIX UMEH M0JIb30BaTe el U napoJiell B IOpUCAUKIMU), HO IIPU 3TOM caM
KJIMEHT NpeJCTaBAsgeT HU3KUHM pUCK. B 3ToM ciyyae /1 HeJONyLeHUsI UCIIOJIb30BaHUs CYETA HEIIPABOMOY-
HBIMHU JINIIAMHU MOXKET ObITh HCI0JIb30BaHA CHCTEMA HUPPOBOU U EHTUUKALMHY C 60Jiee HU3KUM YPOBHEM Ha-
JIEXKHOCTH B YaCTH IIPOBEPKU U MOATBEPK/IEHHUS JIMYHOCTHU (B LesIAX ueHTUPHKaL MK /BepuUKaLUU KIUEeHTa
[IpY NpUéMe Ha 06CIy>KMBaHKeE), HO C IOBbILIEHHbIM YPOBHEM Ha/le?KHOCTHU B YAaCTH ayTeHTUPUKALMU KIUEeH-
Ta. AyTeHTUQUKALUA JUYHOCTH KJIHEHTA AJ151 CAHKLIUOHUPOBAHUS JOCTYIA K CYETY B LieJISIX IPOBeIeHus olle-
pauui (faxke B cjyyae C4eTOB C HEGONIBIINMU CyMMaMHU) SIBJISIeTCS BaXKHON Mepo# A1l 60pbObl C MOIIEHHU-
YeCKUMHU onepanusMu. Takas ayTeHTUOHKaALUSA TaKKe Heo6xXoAuMa JJis HeJoNylleHUs1 06X0/ia Tpe6oBaHUH,
KacalolMuXcsl CyMM, 4aCTOThI M 06'bEMOB OIepalii, yCTaHOBJIEHHBIX B paMKax MHoroypoBHeBoi HITK.

Cnoco6HOCTb HUCII0/Ib30BaTh TMOKUH MOJAXOJ K NPHMEHEHHUI0 cucTeM UQpPoBON MAeHTUHUKALUYU B paMKax
CranzaptoB PAT® nMeeT BaxkHble OCJA€ELCTBUA AJ1s1 06ecredeHust JOCTYIHOCTH GUHAHCOBBIX YCIyT. TakoH
MOZIX0/, MOXET CIOCO6CTBOBATb BHEAPEHUIO NMPAKTUKU MO3TanHOW MHoroypoBHeBod HIIK u oTsioxeHHOU
NPOBEPKHU JIMYHOCTH, MOCKOJIbKY B paMKaX MeXaHU3MOB M CTaHJApTOB HaZEeXHOCTU LUGPOBON HJEHTH-
dukauuu cucteMbl BUGPOBON MAEHTUPUKALUU C 60Jiee HU3KUM YPOBHEM HAJ[€KHOCTH B 4aCTH IMPOBEPKHU
U MOATBEPXK/eHUS JIMYHOCTU/pEerucTpaluu npelycMaTpUBalOT UCI0Jb30BaHWE MEHEE CTPOTUX Y/I0CTOBEPS-
IOLMX JIMYHOCTh CBU/IETEJILCTB UJIUM MeHee KECTKOU NMPOBEPKHU JIMYHOCTH YesioBeKa (cM. [IpunokeHue «E»).

S AT (2013-2017), «Mepbl 0 IPOTUBOAEHACTBHIO OTMbIBAHHIO JIEHET U GUHAHCHPOBAHUIO TEPPOPU3MA U JIOCTYIHOCTb PUHAHCOBBIX YCIIYT —
c L[OHOJIHEHI/IGM KacaouyMes Haaﬂemameu TPOBEPKH K/MEHTOB, l'Iame
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167.

168.

IJTo 03HayaeT, YTO YeJIOBEK, KOTOPBIN paHee He UMeJ UM MMeJl OTPaHUYEeHHBIN JOCTYN K QUHAHCOBBIM yCJIy-
raM (BcJIeICTBUE OTCYTCTBUS ONpeJie/IEHHBIX JOKYMEHTOB [IJIs HOTBEPKAeHHUsI CBOEH JINYHOCTH IIpU IpHUéMe
Ha 06CIy?>KHMBaHKUeE), BCE paBHO MOXKET GbITh 3aperuCTPUPOBAH B cucTeMe 1ubpoBol uaeHTudrkanuu. llocie
3TOr0 TAaKOW 4eJIOBEK MOXET HCIO0JIb30BaTh LMGPOBble HIeHTUPUKAIMOHHBIE ayTEHTUPUKATOPHI B LEJIsAX
YCTAHOBJIEHHUS €ro JIMYHOCTH NPU OTKPBITUU CYéTa 6e3 MpoBeJeHHUs MPOBEPKHU ero JIMYHOCTU NPH YCJIOBUU
CO6JII0/leHNs] YCTAaHOBJIEHHBIX Mep KOHTPOJIS U JIMMHUTOB,

KpomMe Toro, cucteMsl 1udpoBoil uAeHTUPUKALUYU MOTI'YT 103BOJIMTD JIIOASM, KOTOpble paHee He UMeJIH WU
MMeJIM OTPaHUYEHHBIH JOCTYyN K GUHAHCOBBIM YCJIyraM, co3JaThb CO BpeMeHeM GoJiee YETKUH «LUPPOBOM
cnen» U «npoduib pUCKa», YTO JACT UM BO3MOXKHOCTb MOJYYUTh JOCTYI K 60jiee IHPOKOMY CHEKTPY u-
HAHCOBBIX YCJIYT. B 3aBUCUMOCTH OT HCMOJIB3YeEMOr0 B I0PUCAUKIIMHU MIOJX0/a K TPeGOBaHUAM, KaCalOLIUMCS
MOATBEPKAEHHUA JIMYHOCTH, CUCTEMBI TUPPOBOH HIeHTUPHUKALUY MOTYT NOTEHIIMAJIbHO TPAaHCHOPMHUPOBATH
caMo MOHSITHE «0UIUATBHON HAEHTUIHOCTH» OT YEro-To, UTO SIBJISIETCS HEU3MEHHBIM, K YeMY-TO, UTO MOXKET
pPa3BUBAThCS CO BpeMEHEM, TO eCThb, K TaK Ha3bIBaeMOH «IIPOTPECCUBHON UAEHTUYHOCTU». B ciiy4yae mporpec-
CUBHOW MJIEHTUYHOCTH, 110 Mepe TOr'o KaK yesoBeK (HanpuMep, KJMEHT) oCyllecTBJIsAeT LUPPOoBYI0 GHUHAHCO-
BYIO 1eSITEJIbHOCTD U APYTYIO AeATEJbHOCTb B peXKMMe OHJIalH M HapalluBaeT cBoe LUPpPOBO IPUCYTCTBUE,
MOSABJIAIOTCS JOTIOJTHUTEbHbIE aTPUOYTHI €0 INYHOCTH U GaKTOPhl ayTeHTUUKAIUH, KOTOpble MOTYT pac-
MHUPUTE LHPOBYI0 HUAEHTUYHOCTh 3TOr0 YeJOBEKA M, TAKUM 00pa3oM, MOBBICUTb CTeNEHb YBEPEHHOCTH
B JINYHOCTH KJIMEHTAa.

[IporpeccuBHas UAEHTUYHOCTb TAK)XKe COAEHCTBYeT pacCIlMpEeHHUI0 JOCTYMHOCTH QUHAHCOBBIX YCJyT, Jaxe
ecnu cucteMbl [UpoBOH UAeHTUOUKALUY He 06/1aJjal0T QyHKLHOHAIbHON COBMECTUMOCTDIO, a LU(POBLIE
njeHTUPUKALMOHHbIEe JaHHbIE He MOTYT ePEeHOCUTbCS, TOCKOJIbKY OHA M03BOJISIeT KOHKPETHOMY Pery/Iupy-
€MOMy CyO'beKTY Jlydllle IOHSATb OT/Ee/IbHOTO KJIMeHTa U IOBbICUTh YBEPEHHOCTD B [1eJIOBbIX OTHOLIEHUSX JJI51
npeJocTaB/eHus 60Jiee LIMPOKOTro crekTpa GUHAHCOBBIX ycayr. OfHAKO 3HaYeHUe IPOrpecCUBHON UAeHTHY-
HOCTH 3HAYUTEJbHO BO3pacTaeT, B TOM YHUCJIe B LieJIIX pacllipeHus JOCTYIHOCTH GUHAHCOBBIX yC/yT, B TOM
c/ly4ae, KOTJja OHa fIBJIsIeTCsl IepeHOCUMO. B 3ToM ciyyae 6osiee HaféKHble UAeHTUDUKALIUOHHbIE JaHHbIe,
OCHOBaHHbIE Ha MOBeJleHUeCKUX XapaKTepHUCTHKaX YesloBeKa, CBeJIeHUAX O ero oneparusax U Ha CBA3AHHBIX
C HUMM JaHHBIX ayTeHTUUKAIUHU, COOGUPAEMbIX OJHUM PEryJUpyeMbIM CyObeKTOM, MOTYT «COMPOBOXK/ATb»
3TOr0 YesJIOBeKa M HCIOJIb30BAaThCs B LieJAX ero HAeHTHOHUKaIMK/BeprPUKALUU APYTUM PeryJIupyeMbIM
CyO'beKTOM. B oTCyTCTBHe TaKOH IepeHOCUMOCTH KJHMeHTaM HNPUXOJUTCA 3aHOBO GOPMUPOBATH CBOIO NPO-
IPECCUBHYIO HJIEHTUYHOCTb B KaX/IOM PeryJupyeMoM Cy6beKTe B TeueHHe ONpe/ieJIEHHOTO0 Neprojia BpeMe-
HU, Ha MIPOTS>KEHUH KOTOPOr0 OHU MOTYT MOJIy4aThb JOCTYIN TOJIbKO K MPOAYKTAM U yCJIyraM, MO3BOJIAIOLIUM
OCYIIeCTB/IATH ONlepaliiy Ha OTpaHUYeHHble CYMMBbI U NIPe/ICTaBIAIOLUIUM HU3KUH PUCK.

BcraBska 3: Mpumep T0ro, Kak nucnosbsoBaHue LUPPOBbIX UAEHTUPUKALMOHHDBIX AAHHbIX
B pamKax no3tanHoi mHoroyposHeBoii HIMK mokeT coaeincTsoBaTb pacliMpeHuto
[OCTYNHOCTU PUHAHCOBbIX YCAYr

Yesi0BEK, HE UMEKOLINH OCTYA K PUHAHCOBBIM yCIyraM, 06palaeTcsi C NpocbGOH OTKPBITh EMY OrpaHU-
YeHHbI GAHKOBCKHUI CYET, MPeJ0CTaBUB CBOU IUGPOBbIe UIeHTHGUKALMOHHbIE JAaHHbIE, I0Jy4YeHHbIE
6e3 NnpeAbsABIeHUS 10KAa3aTeJbCTB, MOATBEPKAAILIUX €ro JUIYHOCTD. Takue udpoBbie HAEHTUGUKALU-
OHHbIE ZITAHHbIE UMEIOT NOHUKEHHBIH YPOBEHb HaZIEXKHOCTH B YAaCTH NMPOBEPKHU U MOATBEPXKAEHHUS JINY-
HOCTH, HO 06€CIeYNBalOT YPOBEHb HA/IEXKHOCTH B YAaCTH ayTeHTUPUKALWHY, JAIOLUNA YBEPEHHOCTD B TOM,
YTO 3aBUTEJIb KOHTPOJUPYET ayTeHTUPUKATOP (ayTeHTUPUKATOPHI), NIPUBSA3AaHHBIN (MPUBS3aHHBIE)
K UJeHTUOULUPOBAHHOMY Y€JIOBEKY:.
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PerynupyeMblil cy6'beKT NPUHUMaET KJIHMEHTA Ha 00CAyKMBaHWE U OTKPbIBAET €My OAaHKOBCKHUU CUET,
NpeJCTaBASIIIMNA HU3KUN PUCK, C OYeHb OrPAaHUYEHHBIMU JUMHUTAMU HA CYMMbl, 00bEMbBI U YACTOTY
onepanyi U OTCYTCTBUEM BO3MOXXHOCTH OCYILeCTBJIATbh TPAHCTPAaHUYHbIe ONlepaliu (3T Mepbl 10 CHU-
>)KEHHI0 PUCKOB OCHOBaHbl Ha aHaJu3e pUCKOB). KIMeHT Ucnoib3yeT 3TOT CYET AJis NpUo6peTeHUsI MO-
6usbHOro TesedoHa MO JOroBOPY U, IOMHUMO BCErO NMPOYEro, NoJjy4yaeT 3apaboTHYIO IJIATYy NPSAMO Ha
0AaHKOBCKHUU CYET.

PerynupyeMblil CyO'BEKT HCIOJIb3yeT AaHHBIE, CBI3aHHBIE C MPSIMBIM IepeyrcaeHreM 3apaboTHOH IJa-
Thl, COMa/IbHBIX BBIIJIAT WJM NOCOOUH, AJis NPOBEPKU 3aHATOCTH, pOfa AeATeJbHOCTU U MCTOYHUKA
CPeJCTB KJIMeHTa. PeryiupyeMblil cCyO'beKT TaK)Ke UCIOJIb3yeT JaHHble O PeTyJaspHbIX IlJaTexax ¢ 6aH-
KOBCKOI'0 cyeTa 3a MOGUJIbHBIM TesepOH U KOMMyHaJ/lbHble YCJAYTH JAJs1 ONpeJesieHus 1abjoHa OTBET-
CTBEHHOT0 GUHAHCOBOI0 OBeJleHUs KAMeHTa. KpoMe Toro, peryjinpyeMbli Cy6'beKT OCYLIECTBJISET COOP
MHPOPMALUHU O APYTUX OCYI[EeCTBJSEMbIX OMEPALMAX U CBA3AHHBIX C HUMH JAHHBIX ayTeHTUQUKALUN
JIJIs1 IPOBEPKU U MOATBEPXKAEHUS aApeca KiveHTa. Co BpeMeHeM PeryJupyeMbli CyOBEKT HCIOJIb3yeT
NOCTOSIHHYI0 QUMHAHCOBYIO JesTeJbHOCTb KJIHEHTA U MOJeJsel ero noBejeHus (HampuMmep, BpeMs Ipo-
BeJleHUs ollepalyi, TUIMYHbIE CYMMBbI Ollepalui, LieJIU onepanuil/noaydyaTesny aaTex el U JaHHbIe reo-
JIOKALUK) [Jis NOBbILIEHUS] HAJEXKHOCTU ayTeHTUPUKALUU B LiessIX NPeJoCTaBJAeHUs JOCTyNa K CUETY
Y IPUHSATHUSA Mep AJis HeJ0MyLleHUsl MOIIeHHUYeCTBa.

B 10pUCAUKLMY IeHCTBYeT HOpMAaTUBHO-IIpaBoBasi 6asa B cdepe [10/]/PT, B ocHOBE KOTOPOH JieXKaT OIpe-
JleJIEHHbIE TPUHIIUIBI, TOKA3aTeJaU U pe3yabTaThl. COIVIacCHO e HCTBYIONMM HOPMAaTUBHBIM aKTaM, pery-
JIUpyeMble CyOBEKTHI JO/DKHBI UMETh pa3yMHble OCHOBAHUs [JJIsi TOrO, YTOOBI CYUTATh, YTO OHU 3HAIOT,
KeM SIBJISIIOTCS UX KJIHUEHTBI, HO B 3TUX HOPMaTHUBHBIX aKTaX )KeCTKO He MpeJIucaHo, KAKUM UMEHHO 06-
pPa3oM OHU J0JDKHBI JOCTUTHYTh 3TOr0. PerysupyeMslii Cy6'beKT paccCMaTPUBAET JAaHHbIE, TeHEPUPYEMbIE
B IPOLIECCe IesITeJIbHOCTH KJIUEHTA CO BpEMEHEM, B KAa4eCTBe MO/ TBEPKAAIINX TUIHOCTh CBU/IETEIbCTB
M HCHOJIb3YeT WX JJIs YKpelJieHHUs CBOEHW YBEPEeHHOCTHU B TOM, YTO OH 3HAET, KeM SIBJISIETCS KJIHEHT,
Y 3HaeT NpoduJIb pUCKa 3TOro KareHTa. Korja Takas yBepeHHOCTD M03BOJISIET PETYJIUPYEMOMY CYOBEKTY
CYUTATh, YTO OH BBINOJHUJI CBOU 0653aTENbCTBA, Kacalluecs HaeHTUGUKani/BepudrKaui KIUEHTA,
a TakXKe YZ0BJIETBOPEHBI BCE YCJIOBUs, KacawUluecs AOMYCTUMOr0 YPOBHS PUCKA, MOPSAKA U MPOLEAYP
yIpaBJeHHUs] PUCKAMHU, CBI3aHHBIMU C JPYTUMH GUHAHCOBBIMHU yCJIYTaMHU, PETyJHUPYEMbIH CYOBEKT Mpe-
JlaraeT CTaHJAapTHbIA 6AHKOBCKUM CYET € 60siee BBICOKMMHU JIUMUTAMU U 60JbIIUMHU QYHKIIMOHATbHBIMHU
BO3MOXXHOCTSIMH. [103/JHee peryJupyeMbli Cy6'beKT NPeOCTaABJISET HEOOIBIIYIO CCYAY, KOTOPYIO KJIHUEHT
HCIIOJIb3YET J1JIs1 OTKPBITUS CBOET0 COOCTBEHHOTIO fieJIa.

Takol nmozaxof k nUPpoBON HAEHTUQUKALUU SIBJSETCS 3epKaJbHbIM OTpa€eHWeM aHaJIOTUMYHOTO INpo-
necca, onucaHHoro B PykoBojactBe PAT® o HIIK u moctynHocTu ¢uHaHCOBBIX ycayr ot 2017 ropa.
B paMkax aToro npouecca Jiuia, He UMelliue y0CTOBEPAIIUX JTUIHOCTb JOKYMEHTOB, MOT'YT IPOXOJUTh
M03TANHYI0 MHOTOYPOBHEBYIO HaJJIeXallyl MPOBEPKY, a TaKXKe MOCTENEeHHO PaCIIUPSTh U MOBBIMIATH
CBOU ypOBEeHb A0CTyNa K GUHAHCOBBIM YCJAyraM, HayuHas C OTKPbITUSA OTPAaHUYEHHOI0 CY€eTa, NpeJCTaB-
JIIIOLEro HU3KUHM PUCK.

Hcmounuk: muHucmepcmeo gunarcos CLIA
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Bo3mMoxcHOCMU MexXaHu3mMoe u cmaHdapmos yugposoii udeHmugukayuu codeilicmeosame
docmynHocmu (hUHAHCOBbIX yCnye

«/losepeHHble nopyyumesnu»

169. OfHUM U3 NPUMEPOB ITOTO ABJSIOTCSI MEXaHU3Mbl U CTaHAAPThl HaeXXHOCTU UUPPOBOH HaeHTHPUKALUY,
KOTOpbI€e MO3BOJISIOT JIIOJAM, HE UMEIOLIUM TPpaJUIlMOHHbIE JOKYMEHTBI, Y0CTOBEpSOIHe JUIHOCTD, UC-
[0JIb30BaTh JOBEPEHHBIX JIUI - TAKUX KAK CTAPOCT JlepeBeHb, MECTHBIX YNHOBHUKOB, CyZeH, paboToja-
TeJsleH, Pyrux JUL, N0Jb3yIOLUIUXCSA XOPOLIed penyTanuel B MECTHOU 001MHe (HanpuMep, 6U3HECMEHOB,
IOPUCTOB, HOTAPUYCOB) UJIM APYIUX 00YYEHHBIX, yTBEPXKAEHHBIX UM YIIOJHOMOYEHHBIX JIUL, — [/l TOTO,
YTOGBI OHU NOPYYHUJIUCH 32 3asIBUTEJIS /ISl YOCTOBEPEHHUS €ro JIMYHOCTH*® B COOTBETCTBUU C JeHCTBYIO-
IIMMU B OPUCAUKI MU 3aKOHAMU, HOPMAaTUBHBIMU aKTaMH{ UJIU BeJOMCTBEHHbIMU NIPaBUIaMU.

170. Hanpumep, B COOTBeTCTBUU € PykoBoacTBOM HaljoHa/IbHOr0 HHCTUTYTA CTaHAAPTOB U TexHosorui CILIA
(NIST), B cny4ae ucnosib30BaHUSA AOBEPEHHBIX MOPYYUTe el NMpoBaiepsbl HeHTUPUKALMOHHBIX YCIyT
006513aHBbl:

* Pa3paboTaTh NUCbMEHHYIO MOJUTHKY U NPOLeAYPHI, yCTaHABJMBAIOIINE MOPS/I0K ONpesieseHuUs JOBEPEH-
HOTO NMOPY4YUTeJs (KpUTEPUHU BbIGOpA) U CPOK JeMCTBUS CTaTyca AOBEPEHHOTO MOPYYUTENs] B KauyecTBe
JIeCTBYIOLIEr0 OPYYUTEIs], BKJIOYas Jto6ble Tpe60BaHKs 06 OrpaHUYEHUH, OT3bIBe U IPUOCTAHOBKE Ta-
KOr'0 CTaTyca.

* [IpoBecTH NpOBEPKY U NOATBEPAUTb JUYHOCTb JOBEPEHHOI0 NIOPYYUTEJIS HA TOM XKe CaMOM YPOBHE, YTO
Y 3asBUTEJIf, ¥ OTIpe/IeJINTh MUHUMaJIbHbIe l0Ka3aTe/JbCTBA IMYHOCTH, TpebyeMble /151 yCTaHOBJIEHHUS OT-
HOIIEHUH MeX/y J0BepeHHBbIM NOPy4YUTeNeM U 3asiBUTEJIEM.

ucmaHyuoHHAA nposepKa, noomeepicoeHue AUYHOCMU U NPUéM Ha obcayxcusaHue 6e3 1u4Ho20
KOHMakma

171. Kak oTMeudeHO BbllIe, CUCTeMbl ULMPPOBOH UAeHTUPUKALMK MOTYT N103BOJIUTb OCYLECTBJISATh AUCTAHLMOH-
HyI0 MJeHTHUKaLU/BepudUKaLHI0 KJINEHTOB U 06eCleYuTb BO3MOXXHOCTb AUCTAaHLMOHHOTO NpoBeJe-
HHA QUHAHCOBBIX oNepalui ¢ obecredyeHHeM CTAaHJApTHOrO MJIM JAa)Ke NOHMKEHHOr0 YPOBHA pucka. Tex-
HHUYeCKHe CTaHAapThl AONMYCKaIOT AUCTAaHLMOHHYIO IPOBEPKY, NOATBEPXK/JeHNe JUYHOCTH U perucTpainuio
Jlaxke TIPY yCTAaHOBJIEHHbIX MOBBIIIEHHBIX YPOBHAX HaflexkKHOCTHU. CM. [Ipunoxenue «Ex».

6 PykoBogcTBO NIST 800-63A, NyHKT 4.4.2 - YpoBeHb rapaHTHy HzleHTUdMKauuK 2: TpeGoBaHUs K YI0CTOBEPEHHIO JIMYHOCTH JJ0BEPEHHbIMH
MOPYYUTENAMU
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NPUNOXEHUE A: ONUCAHUE BA30BON CUCTEMbI LUGPOBOW
MWAEHTUOUKALUU U EE YHACTHUKOB

B nannoM IlpuoxxeHny npuBoAKTCA 601ee NOAPOGHOE 06'bsCHEHHE OCHOBHBIX 3JIEMEHTOB 0611el chcTeMbl IM(POBOI
uaeHTUUKALMY, C 60Jiee TONHBIM U3JIOXKEHHUEM CBeleHUH, TpUBe/JeHHbIX B pa3jeJe II. OnrcaHe oueHb 06061 eHHOe.
BHuMaHHUI0 YnTaTe/q NpeAIaraloTcs HeKOTopble IPpUMephbl TEXHOJOTMH UJIH NMPOLECCOB, UCKIIOUUTEIBHO B KauecTBe
WJUTIOCTPaLMU. MBI He IPU3bIBAaEM U He 0A06psieM UCII0JIb30BaHHe KaKOH-TM60 KOHKPETHOM TEXHOJIOTUH, apXUTEKTYPBI
WM Ipouecca UAeHTUPUKALMY, TAaKUX KaK 6MOMeTpHUs WM MOOUJ/IbHble TeXHOJI0rMU. TakuM 06pa3oM, HHPOpMaLKs
OTHOCHUTCA K LIMPOKOMY CIIEKTpy cHcTeM LMdpoBoi naeHTuduKanuu. B nanHom IpuiokeHMH 0CHOBHOe BHHMaHHe
yAeseTcs NepBbIM BYM 3JIeMEeHTaM CUCTeMbl LUGPOBOK HAEHTUUKALMH, TOCKOJIBKY OHM UMEIOT caMoe HermoCcpes-
CTBEHHOe OTHOLIeHHe K MpUMeHeHUIo Tpe6oBaHui PekoMenaanuu 10 B oTHOIEHUH WAeHTUUKALMY/BepudUKau
KJIMeHTa IPY NPUHATHY ero Ha 00C/IyKUBaHUe U JJ18 ayTeHTUPUKALUY KJIMEeHTa C LieJIbI0 JOCTyMNa K y4eTHOH 3aluCH.
Hacrosiee mpuioxeHue npefHa3HauY€eHO JJ1s1 ONIMCaHUsI 00Iel CUTYallU1 U He IpelycCMaTpUBaeT ONpe/iesIeHre TeXHHU-
YeCKUX WK OpraH13alOHHbIX TPe60BaHUN K IpreMieMor H$poBoi nieHTUUKALKUU B paMKax cucTeMbl [10/[/DT.

Kpamkoe onucaHue npouyecca yugposoli udeHmugukayuu

Kak oTpakeHo B cTaHjapTax uudpoBoi naeHTUPUKAIMK HalMOHaIbHOTO UHCTUTYTA CTaHAAPTOB U TexHosiorui CIIIA,
npouecc 11dppoBoH HeHTUPUKALMY BK/IIOYAET B cebsl IBa OCHOBHBIX 3/IEMEHTA U TPeTUH Heo0s13aTe/IbHbIN 3/IeMEeHT:

e JuemeHrT 1: [IpoBepka ¥ NOATBEeP)KAeHHUE IMYHOCTH, perucrpanus (c HepBUYHOM NPUBA3KOH /BbINYCKOM
Y4Y€THBIX AAHHBIX) (06513aTe/IbHbIN 3JIEMEHT);

e JJieMeHT 2: AyTeHTUPUKALMA U yNIPaB/IeHUE >KU3HEHHBIM IIUKJIOM UJeHTUUKAMOHHBIX JAHHBIX
(06s13aTe/IbHBIN 3JIEMEHT);

¢ JsieMeHT 3: MexaHU3MbI NIEPEHOCUMOCTH U GYHKIMOHAIbHON COBMECTUMOCTH (Heo0s13aTe/IbHbIN 3JIEMEHT).

[IpoBepka U MoATBEpK/eHUE TUYHOCTH/PEruCTpalusl MOTYT GbITh LUPPOBBIMU WM JOKYMEHTAPHBIMH, C TUYHBIM
NPUCYTCTBUEM (OYHBIE) WM €3 JINIHOTO MPUCYTCTBUA (yAaseHHbIe)Y. B cucteMe n$poBoi HeHTUUKALUHY TIPHU-
BfI3Ka/BBINYCK YYeTHBIX JJaHHBIX, ayTeHTUQUKALUA U epeHOCUMOCTh/defiepaTUBHad UHTerpanusa Bcerga nudpo-
Bble, B 0043aTeJIbHOM MOPAAKE.

TepMI/IHOJ'IOI‘I/IH, HCIoJb3yeMasd pa3jiIMdHbIMU OPUCAUKIUAMHU U OPraHU3alUAMHU, MOXKET HE3HAYUTEJIbHO Pa3J/IM4aThb-
Cs1 B 3aBHCHUMOCTH OT ONKMCbIBaeMOM cucTeMbl. bosiee HOApOGHOE OIIMCAaHHE KaXK/10Tr'0 U3 3TAIlOB IPUBOAUTCA HHUXKE.

3nemeHm 1: lpoeepka u nodmeeprcdeHue AUYHOCMU, peaucmpayus

[IpoBepKa U MOJTBEPKJEHUE JHUYHOCTH, PErucTpanus (C MepBUYHOH HPUBS3KOH/BBIMYCKOM YYETHBIX JJAaHHBIX)
COBMECTHO COCTABJISIIOT IIEPBBIN 3Tal CUCTEMbI IUPPOBOH HeHTUDUKALUH.

IIpoBepKa M NOATBEPXKAEHUE JIMYHOCTH J]aeT OTBET Ha Bompoc: «KKTo BbI TaKoH?» U OTHOCUTCS K MPOLIECCY, OCpe/-
CTBOM KOTOPOTO NpoBaiep uaeHTUUKaLUOHHBIX yciyT (IDSP) cobupaeT, BauaupyeT, NpoBepsieT UHGOPMALMIO O de-
JIOBEKE U OTOX/IECTBJISIET ee C YHUKaTbHbIM pU3NIECKUM JIMI[OM B paMKax IaHHOU IPYIIbl HACEJEHHUsI I KOHTEKCTA.

Hmxe omwuchiBaeTcs mpolecc HAeHTUPUKALMY, KOTOpPbIA BKJIOYAeT B cebGsl TpU 3Tama: cO0p/OTOXKAECTBJIEHHE,
(2) Banupanus v (3) Bepudukanus.

*7 BoJiee 10jpo6HOE 06bsICHEHUE STUX TEPMUHOB IPUBOAUTCA B PyKOBO/ICTBE.
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(1) Céop u omostcdecme ieHue NpeAIOJIAraloT MoJyYeHe aTpU6yTOB, COOP MOATBEPMK/IEHHUI aTPUOYTOB U OTOXIECTBJIE-
HHe JI0Ka3aTeJIbCTB U aTPUOYTOB WJIEHTUYHOCTH C €JMHCTBEHHOH YHUKAJIbHON JINYHOCTBIO B PAMKaX JIaHHOM I'PYTIIbI
HaceJIeHUsl WM KOHTeKcTa. [Iporecc oTox/iecTB/IeHUs [JOKa3aTe/IbCTB U aTpUOYTOB MAEHTHUIHOCTH C €JUHCTBEHHON
YHUKa/IbHOM JINYHOCTBIO B PaMKax JaHHOM IPyNIbl HAceJeHHs UM KOHTEKCTa HasblBaeTC MCK/II0YeHneM Jy6/IMKa-
TOB. B HEKOTOPBIX NPeA0CTaB/IsIeMbIX IPABUTEIbCTBOM pellleHUsX IHPPOBOM HeHTUUKALUKU NPOLeCC UCKII0YeH s
JIyOJIMKATOB SIBJIIETCS YaCThIO MPOBEPKH U IOATBEPKAEHHS IMYHOCTH, KOTOPast MOXKET BKJIIOYATh B ce6s1 IPOBEPKY KOH-
KpeTHBIX GHorpaduyecKix aTpUOYTOB COMCKaTe s (TaKKUX KaK UMs, BO3PACT U T10JT), GHOMETPHYECKHX JJAaHHBIX (TaKHX
KaK OTIeYaTKU NaJIblLieB, paflykHas 060J104Ka [V1a3 U paclio3HaHHOe M300paKeHMe JIMLQA) U IPUCBOEHHBIX NIpaBUTeJ/Ib-
CTBOM aTpHOYTOB (TaKHX KaK HOMepa BOJUTE/IbCKUX NPaB M/WJIU NaclopTa UK UAeHTUGUKALMOHHbIA HOMep HaJIoro-
IUIaTeJIblIKKa) N0 6a3e JaHHbIX 3apernCTPUPOBAHHBIX B CHCTeMe HeHTU(UKALIMY [T0/1b30BaTeel U X COOTBETCTBYIO-
I[MX aTPUOYTOB U 0Ka3aTeJbCTB UeHTUYHOCTH, B LieJIfIX TPeI0TBPALLeHUs CO3aHUs IyOIUKaTOB IIPY PerucTpaLiH.

— HoaTBepxKaeHUe aTPUOYTA MOXKET ObITb JHUO0 GU3NYECKUM (JJOKYMEHTApHbIM), JIM60 YUCTO LHUGPOBBIM,
60 ABAATHCA L[UPPOBBIM NpesicTaBJeHueM GU3UYECKOr0 MOATBEePXKAeHUs aTpubyTa (Hanpumep, uudppo-
BbIM IpeJ/iCTaBJeHUueM GYMaKHbIX MJIM MJIACTUKOBBIX BOJUTEbCKUX NMpaB). TpaJUILMOHHO J0Ka3aTebCTBa
WJEHTUYHOCTU UMeloT ¢u3sndeckyro GopMy, Takylo Kak (/i GU3UYeCKUX JIUL) BbIJAAHHBIM rocyapcTBOM
JIOKyMeHT (MpeJIoYTUTeNbHO, /11 HAZIeXKHOCTH, ¢ doTorpadueil v roorpaMMoi UM aHaJOTHYHBIMU CPeJi-
CTBaMH 3alIUThI) — HANPUMeED, CBUETENbCTBO O POXK/JEHNUU, HAIIUOHAJIbHOE YAOCTOBEPEHUE JIMUHOCTH, BO-
JITeJIbCKHE PaBa UK acnopt. Kpome Toro, TpaJUIIMOHHO 3asBUTeNb GU3NYECKU TPeAbsBIISAI IPOBalAepy
UJIeHTUPUKALMOHHBIX YCJIYT TOKyMeHTapHOe /0Ka3aTeJbCTBO UAEHTUYHOCTH. C pa3BUTHEM ITUPPOBBIX TEX-
HOJIOTMH CTaJIo BOSMOXKHO LIUPOBOe 0Ka3aTebCTBO UAEHTUYHOCTH (MJIM Ipeobpa3oBaHye [loKa3aTeIbCTB
13 ¢usudeckod B uUPpoBy0 GopMy) U XpaHeHHe B 3JIeKTPOHHBIX 6a3ax JAHHBIX, YTO M03BOJISIET NO/Y4aAMb
yodasieHHbIl docmyn K J0OKa3aTeJbCTBAM H/WIM aTpUOyTaM HAEHTUPUKALKUU U K APYyrod MHGopMauuu ajas
yJaJIeHHOUM MPOBepPKH U MOATBEPKAeHHUs 110 IUbpoBoKi(-bIM) 6a3e(- aM) JaHHBIX.

— ATpuOGyTbI TaKKe MOTYT ObITh CBOMCTBEHHBIMH, T.€. OCHOBAHHBIMHU Ha JINYHBIX 6HOMETPUYECKUX (6HMOIOTUYECKUX
WIM TOBe/IEHYECKUX) XapaKTepUCTHKaX 4esoBeKa*®, BoMeTpust GhICTPO 3BOJIIOIMOHUPOBAJIA OT CTATUYECKOH
K IMHAMHU4Y€eCKOH, YTO NPUBEJIO K MOSIBJIEHUIO PA3JIMUHBIX TEXHOJIOTMH 6MOMETPHUYeCKON AeHTUOUKALUU C pas-
JINYHBIMU PUCKAMU CHIKEHUS HaZIEXKHOCTU U KOHUIeHIIMaIbHOCTH. C y4eTOM TeXHOIOTMYecKol 0TpaboTaHHO-
CTH ¥ MaclITaboB KOMMepUeCKoro BHeIPEHUs], a TAKXKE CEpbe3HOCTH NMOTEHIUA/IBHBIX YTP03 KOHPUIeHIIAIbHO-
CTH, CUCTEMbI [UPPOBOH UAEHTUUKALUN MOTYT BK/IIOYATh UCIOIb30BAHKE CJIEAYIOLINX 3JIEMEHTOB:

L anI/I6yTbl 6140gb1/1314qec1<0171 6I/IOMeTQI/II/I TaKHe KaK OTII€4YaTKU IaJIbLIEeB, paAy>KHad 000J1049Ka a3, Cliek-
TpOrpaMMbl rojsioca U pacio3HaHHbIE I/I306pa)i(eHI/IH JIUII; BCE OHU HE MEHAKTCA CO BpEMEHEM;

e aTPUOYTHI GUOMEXaHUYECKOW GUOMETPUH, TAKHE KaK MEXaHUKa HaXKaTHsl KJIABHUII, KOTOPbIE SBJSIOTCS
pe3yJIbTaTOM YHUKaJbHbIX B3aUMO/IEMCTBUI MbIIIL], CKEJIETHON U HEPBHOM CUCTEM YesIOBeKa; BCE OHU
JOVUHAMHUYHBI;

e aTpuUOYTHI IOBeIeHYeCKOH GUOMETPHH, OCHOBAHHbIE HA HOBOW BbIYUCIUTENBHON 061ECTBEHHON HayKe —
colMa/IbHOM (QU3KKe, KOTOpble COCTOAT U3 Pas/IMUHBIX CXeM JBWXKeHHUs 4YesoBeKa U MCIOJIb30BaHUs UM
2e0NpoCmMpaHCMBeHHbIX 8peMEHHbIX 0aHHbLX, KOTOpble BK/IIOYAIOT B cebsl, HAIPUMeDP, CXeMbI 3JIEKTPOHHBIX
NHMCeM WK TEKCTOBBIX COOOLIEHUH YesoBeKa, MCIOo/b30BaHHe MOGHIBHOTO TeslepoHa, reo/I0KalliOHHbIe
CxeMbl 1 >)KypHaJl perucTpalyy JocTyna K daiinaM (BKJIoyas oKuaeMble CocoObl BX0Ja B CUCTEMY, Te0J10-
Kall{Io, BpeMsl, YaCTOTY Y TUI UCI0JIb30BaHHUs1 (OCTATOK Ha CYETE, a TAK)KE 0030p aKTUBHOCTH U ONepauyif)®.

*8 Ba)kHO OT/IMYATD UCTOJIb30BaHHE GHOMETPUYECKUX JAHHBIX B KA9€CTBE aTPUBYTOB UAEHTHYHOCTH, a TAKXKe MPH UeHTUPUKAIUK
WJIM UCKJII0YeHUU AyOJIUKATOB (T.e. /I yCTAaHOBJIEHHUS U/IeHTHYHOCTH U YHUKAJBbHOCTH GU3NYECKOr0 JIMIA) OT UX UCIOJIb30Ba-
HHUS B KaueCTBe ayTeHTHUPHUKATOpoB. TeXHUYECKHe CTaH/AApPThI UPPOBON HAeHTHPHKanuK (HanpuMep, CTarnaapTel Hanuonamns-
HOTO MHCTUTYTA CTaHAAPTOB W TexHosorni CIIA) mpesycMaTpHUBaKOT TOJBKO OrpaHHYEHHOE HCII0/b30BaHHE GHOMETPHUYECKHUX
JIQHHBIX B Ie/IIX ayTeHTUPHUKALUY ¥ YCTAaHABJIMBAIOT CTPOTHE TPeGOBAHUA U yKa3aHUA B OTHOIIEHUH TAKOT'0 UCIIOJIb30BAHUA [
pelleHNs pa3JTHYHbBIX TPOGIeM.

“9Cm. /. lllpaitep, T. Xapaxono u A. llentnang, «I[loBefeHdyeckas 6MoMeTpus», raBa 12, «<HoBble peleHus A8 Ku6ep6e3onacHoCTH»
(mop pea. X. lllpo6e; J. lpaitep u A. [lentnang (MIT Connection Science and Engineering, MIT Press 2017)
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— O6s3aTresbHble (OCHOBHBIE) 0dHULMaTIbHble aTPUOYThI UJIEHTUYHOCTH Pa3/IMYalOTCS B 3aBUCUMOCTH OT I0pHUC-
JUKIMH U MOTYT BKJII0YAThb B cebs: MoJIHOe oduLiHaNbHOe UMS, JaTy POXAEHHs, MECTO POXKJ,eHH, JOMaIllHUI
aZipec ¥ yHUKaJbHbIH BbIJAHHbII IPaBUTENbCTBOM H/leHTHUKALIMOHHbIA HOMep. OjHaKO TpaBUTEIbCTBA 06-
JIafialoT 3HAaYUTEbHON CTeNeHblo CBOGOADBI NpU ONpeJesleHUH aTpUOYTOB U J0Ka3aTebCTB, HEO6XOANMBbIX
JUI1 IPOBEPKU NOAJMHHOCTU 0PULIHAIBHON HAEHTUYHOCTH B I0pUCAUKI MY, [lofx0 NpaBUTeNbCTBA K OIpe-
JleJIEHUIO 00513aTe/IbHbIX aTPUOYTOB UJIeHTUYHOCTH MOXKET CO BpeMeHEeM MEHSIThCA 110 Mepe Pa3sBUTHS Tex-
HOJIOTUH U CONYTCTBYIOLEr0 YKPelJeHUsl YBEPEHHOCTH B Ha/leXXHOCTH Pa3/IMUHbIX TUIOB aTPUOYTOB UJEH-
THyHoCcTH’. KpoMe TOrO, P onpesie/IeHNH 06513aTe/IbHBIX aTPUGYTOB UJJEHTHYHOCTH NPaBUTEIbCTBA MOTYT
YUUTBIBATb CUTYalLlMIO B CTPAaHe U LieJIM pacliipeHus AOCTYNHOCTH GUHAHCOBBIX ycayr. HanpruMep, oco6eHHO
B pa3BUBAIOIUXCA CTPAHAX CO 3HAYUTEIbHOH A0J1el CKUTarollerocs Uiy 6e3/0MHOT0 HaceJleHUd U Jitofiell 6e3
oduULMaTBHBIX a/JpecoB, IPaBUTENbCTBO MOXKET UCKIIOUYUTh TpeboBaHHe 06 0653aTeIbHOM UCIOJIb30BaHUU
aJpeca B KaueCTBe OCHOBHOTO HAEHTHPHUKATOPa ITPU NPOBEPKE NOAJTUHHOCTHA OHUIINATIBHON HAEHTUYHOCTH.

Baaudayusa npejnosiaraeT onpe/ieJIeHNe TOro, YTO J0Ka3aTeIbCTBA ABJISIOTCS NMOJJUHHBIMU (He TO//|ebHBI-
MU WJIM HE3aKOHHO INPUCBOEHHBIMH), U YTO HHPOPMAIHs, COJePKaILasACcs B J0KA3aTeJbCTBAX, SIB/ISETCSA TOYHOM.
Jna aroro uHdopmauusa 06 UAEHTHUYHOCTH/A0KA3aTeNbCTBA HAEHTHYHOCTH ITPOBEPSIOTCS MO NPUEMJIEMbBIM
(oCTOBEPHBIM/HAZEXHBIM) HCTOUYHHKAM, YTO M03BOJISIET YCTAHOBUTD, YTO MHQOpPMANHUs COOTBETCTBYET JaH-
HbIM /3aIIMCSIM U3 Ha/Ie)KHbIX HE3aBHCUMbIX HCTOUYHUKOB. HanpuMep, npoBaiiep UieHTUGHUKALMOHHBIX YCJIYT MO-
xeT (1) npoBepUTh PU3NIECKOe J0Ka3aTeNbCTBO UAEHTUYHOCTH (JJOKYMEHT, YAOCTOBEPSIOIUI JUYHOCTB), TAKOE
KaK BOAUTEIbCKHE ITpaBa M/WJIM NacIopT WX [IUPPOBbIe N306PAXKEHHS YJOCTOBEPEHHUS IMUHOCTH COMCKATES,
(a) ompenenuTh, YTO U3MEHEHUS OTCYTCTBYIOT, M/€HTUPHUKALMOHHbIE HOMEpPAa COOTBETCTBYIOT CTAHJAPTHBIM
dopmaram, pusnyeckre U UQPOBbIE 3JIEMEHTHI 3aLUTHI ABJIAIOTCA JeHCTBUTEbHBIMU U HENIOBPEX/I€HHBIMHY;
(b) HampaBUTB 3aNpOC B rOCyAAPCTBEHHBIH OpraH, BbIAABIINN BOAUTENbCKHE TPaBa U/WJIM MACIOPT, 0 BaTUJALUN
(mopTBEpPK/AEHUH) COBNAJieHUs HHGOPMALUH.

Bepudbukayus npe/irosaraet NoATBEPKAEHE TOTO, YTO BaJTUAUPOBAHHAS HIEHTUIHOCTb OTHOCUTCS K pU3HUe-
CKOMy JinLy (COMCKATeJI0), TOJJIMHHOCTD INYHOCTH KOTOPOro Gblya MpoBepeHa. HanpuMep, mpoBaiep UAeHTH-
GUKALMOHHBIX YCJIYT MOXKET MONMPOCUTD COMCKATEJS CeIaTh C IOMOIIbI0 MOGUIBHOTO TeslepOHa U OTIPABUTh
BU/ZIe0 WU poTorpaduio, 3aTeM CPaBHUTbD MPeJOCTABJIEHHYIO coucKkaTesneM ¢poTorpaduio ¢ pororpadueit B na-
criopTe wid ¢ oTorpaduel, xpaHsiiieics B rocyJapcTBeHHOH 6a3e JaHHbIX aCIOPTOB WK BOJUTEIbCKUX MPAB,
U YCTaHOBUTDb UX COBMA/IeHHe C 33/JaHHbIM YPOBHEM /I0CTOBEPHOCTH. YTOGBI NPUBSI3aTh 0KA3aTebCTBO HIEH-
THUYHOCTH K peasibHOMY YeJIOBEKY-COUCKATEII0, TPOBaiep UIeHTUPUKAIMOHHBIX YCJIYT MOXKET 3aTEM OTIIPABUTh
KOJ] peryCTpaliy Ha O TBEPXKJeHHBIM HOMep TesledpOHa COUCKATEJ IS, KOTOPBIH IPUBSI3aH K ero UeHTUYHOCTH,
NOTpeGoBaTh OT COMCKATeJIs MPEAOCTaBUTh KOJ PETUCTPALUY TPOBaN/iepy UIeHTUQUKALMOHHBIX YCIYT U HOJ-
TBEPAUTH, YTO NPEJCTABJIEHHbIH KOJ, PETUCTPALUN COOTBETCTBYET KOJY, OTIPABJIEHHOMY MPOBalJiepoM HJeH-
TUUKAIMOHHBIX YCJIYT; TEM CaMbIM GyZleT MOATBEPXK/IEHO, UYTO COUCKATEJIb SIBJISETCSl PeaibHbIM Y€JI0BEKOM, BO
BJIQZIEHUHU U [0/} KOHTPOJIEM KOTOPOI0 HaXOAUTCsI MOATBEPKAEHHbINH HOMep TesiedoHa. [locsie aTOro couckaTtesib
CYUTAETCS UEHTUPUIMPOBAHHBIM.

Perucrpanus — sTo nporecc, 1ocpeiCTBOM KOTOPOT0 IPOBal/iep UIeHTUPUKALMOHHBIX YCIYT PETUCTPUPYET U/ eH-
TUPUIMPOBAHHOIO COMCKATEJISI B KAYECTBE «IOIMUCYMKa» ¥ CO3/JJaeT €ro yYeTHYI UAEHTUPUKALMOHHYIO 3aIHCh.

B paMKax 3TOro npounecca yHUKaJibHad yCTaHOBJIEHHAA JIMYHOCTb NOAMKUCYHUKA (TO €CThb anI/I6yTbI noannc‘m}ca)

AOCTOBEPHO MPUBA3BIBAKTCA K OJHOMY UJIK HECKOJIbKUM ayTeHTchmcaTopaM, KOTOpPbIE€ HAXOAATCA BO BJIaJ€HUU

U IoJ KOHTPOJIEM IOANINCINKA, C UCITIOJIb3OBAHUEM COOTBETCTBYIOLEr0 MPOTOKOJIA CBSA3bIBAHUI. Hpouecc IpUBA3-

KU UleHTUPUKALMOHHBIX IaHHBIX IOAIMCYHNKA K ayTeHTUPUKATOPY(-aM) TakKe Ha3blBaeTCsl «BbIMYCKOM y4eTHBIX

JIaHHBIX».

50 Hanpumep, pa3sBuTHe TEXHOJIOTHY YeJI0BEKO-MalMHHOro uHTepdeiica (HCI) (Hanpumep, KOMGMHUPOBAHHE JBUXEHHS [JIa3 U UCTIOJIb30Ba-
HUSA MBIIIN) UM TaKTHJIBHBIX HHTEP)EHCcOB MOXKeT IPUBECTH K TOMY, YTO TPAaBUTEIbCTBA HEKOTOPBIX CTPaH B KOHEYHOM MTOTe 3aMeHSAT HC-
M0JIb30BaHUEe TPaJAUIMOHHBIX HIeHTUPHUKATOPOB Ha HCIO/Ib30BaHHe OMOMeXaHHYeCKHX aTpuOyToB. B paszaese V onuckiBaeTcs U3MeHeHHe
pOJIH TTOBeZIeHUECKUX GOMETPHYECKHX aTPUOYTOB B IMPPOBOH HAEHTHHUKALMY/IPOBEPKE 1 ay TEeHTUPHKALHH.
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AyTeHTHGUKATOP — 3TO TO, UTO HAXOAUTCS BO BJIAJIEHUHU U [10J, KOHTPOJIEM 3asiBUTEJIS; KaK IPaBUJIO, 3TO KPUIITO-
rpaduyeckuil Moaysb, FeHepaTop OAHOPA30BbIX KOJOB UJIH NMap0Jib, KOTOPbIA UCIOb3yeTCs /i1 ayTeHTUPUKALUU
(mopTBEpKAEHUS) COUCKATeJIs. A TOUHee, ayTeHTUPUKATOP — 3TO TO, YTO HAXOAUTCS BO BJIAZ€HUH U N0/, KOHTPOJIEM
3asBUTEJISA U UCTIOJIB3YeTCs 11 ayTeHTUPUKALMY (TOATBEPK/EHHUS) TOTO, UTO 3asIBUTEJIb ABJISIETCS GU3UIECKUM JIH-
[[OM, KOTOPOMY ObLITH BbIIaHbl YIeTHBIE JJAHHBIE, H, CJIE0BATEILHO (B 3aBUCUMOCTH OT CTPOTOCTH ay TEHTUPUKALNU
cucteMbl [UPPOBON HAEHTUDUKALMH), ABJISETCA (C pa3HOU CTENEeHbI0 BEPOSITHOCTH, OIpe/ie/IieMON YPOBHEM Ha-
JIeXKHOCTH ayTeHTUPUKALUK) PaKTUUeCKUM MOAMCYMKOM U BJaJie/IbLieM yYeTHOM 3alIMCU. YYeTHbIe JaHHbIe — 3TO
dbusnyeckuil 06beKT WK LUPOBast CTPYKTYpPa, KOTOpast JOCTOBEPHO MPUBSA3bIBAET YCTAHOBJIEHHYO JIMYHOCTD MOJ-
MUCYHKKA, TOCPeLCTBOM uAeHTUdUKAaTOpa(-0B), IO KpailHeH Mepe K 0JHOMY ayTeHTUPHUKATOPY, KOTOPbIM HAXOAUTCS
BO BJIAJIEHUH U MO/, KOHTpoJieM noanucuuka. Koraa nudposoil mpoBaiiziep aeHTUPUKALUOHHBIX yCayT (AeHCTBY-
IOI[MI B KayecTBe MpoBaii/iepa yueTHbIX AaHHbIX (CSP)) BelaeT ayTeHTHdUKATOP(-bI) U JOCTOBEPHO NPHBS3bIBAET
ayTeHTUGUKATOP(-bI) K IMYHOCTH MOANHCYNKA, BOSHUKIIUH B pe3ysibTaTe GU3NYECKUHN 06'bEKT WK LUPPOBasi CTPYK-
Typa IBJISIeTCS y4eTHBIMU JAHHBIMU.

OGbIYHO MpoBaiiiep HUJEeHTUOUKALUOHHBIX YCJAYr BblZAaeT ayTeHTUOUKATOP(-bl) MOLMUCYMKY U PErHUCTPUPYET
ayTeHTUdUKATOP(-bI) C MPUBSA3KOH K YCTAHOBJIEHHOH JIMYHOCTU MOANKCYMKA IPU peructpauuu. OJHaKo npoBaitiep
UeHTUPUKALMOHHBIX YCJIYT MOXKET TaK)Ke MPUBA3aTh YYETHYIO 3alMCh MOANUCYMKA K ayTeHTHUKaTopaM, pefio-
CTaBJIEHHBIM NOANIMCYMKOM, IPHEMJIEMBIM /IJIs1 TPOBakiepa HAEeHTUPUKALMOHHBIX YCIYT ([eHCTBYIOETO B KAYeCTBe
IpoBai/iepa yYeTHBIX JaHHBIX). Bosiee TOro, XOTS MpUBsi3Ka ABJISAETCS BRXKHON YacTbI0 HaJIEXKHOHM perucTpalnuy, mpo-
BalJiep UIeHTUPUKAIMOHHBIX YCIYT TAKXXe MOXKET NPUBSA3bIBATh YYETHbIE JaHHbIE TTOAMMCYHKA K JJOMIOJTHUTETbHBIM
WJIM aJIbTEPHAaTUBHBIM ayTeHTUUKAaTOpaM Ha 6oJiee MO3JHEM 3Talle, B paMKax YIpPaBJIeHUs }KU3HEHHBIM [[UKJIOM
UZIeHTUPUKALMOHHBIX JJAHHBIX, 0 KOTOPOM peyb MOW/ET HIXKE.

[IpoBepka U NOATBepKAeHHE JIMUHOCTH MOXET OCYLIeCTBJSATbCA OAHUM WM HEeCKOJIbKMMM IpoBaifiepaMu ycayr
(cM. cBOZHYIO0 MHPOPMALMIO 06 yYaCTHUKAX CUCTeMbI [UGPOBOH leHTUdUKaLIUU HUXKe). B nepBoM ciiydae BO3MOXKHO
OCyleCTBJIeHHe Npolecca NPOBEPKU U NOATBEPXAEHUS JUYHOCTH OAHUM y4YpexJieHHeM, IPOoL,ecCcoM, MeTOZ0M WU
TeXHOJIOTHel. AHaJIOTUYHBIM 06pa3oM, NPUBSA3Ka YCTAaHOBJIEHHBIX UJeHTHOUKALMOHHBIX JaHHbIX BO BpPeMs peru-
CTpalLUU MOXeT GbITh BbINOJHEHA OAHUM NTPOBalIepOM YCIyT UIH OT/JeIbHbIM TPOBal/IepoM YCJIyT, KOTOPbIN He 0Cy-
I[eCTBJ/ISIET TPOBEPKY U NOATBEPHKAEHNE IUIHOCTH.

PucyHok 5. [I[poBepka u NoATBep:K/AeHUEe TUYHOCTH /pPerucTpanusi

3aaBuTtenb

J1an 1: C6op u otoxaecTneHne. C60p OCHOBHbIX aTPUBYTOB 1 NOATBEPIKAAIOLLMX X
CBUAETENbCTB, UX OTOXKAECTBNEHME C UAEHTUGMKALMOHHBIMM AaHHBIMU KOHKPETHOTO
YenoBeKa B paMKax rpynrbl HaCeNEeHMA NAN KOHTEKCTa

J1an 2: Bannpaums. OnpegeneHme ayTeHTUYHOCTU M TOYHOCTM NOATBEPHKAAOLMX IMYHOCTD
cBuaeTensets/ MHGOPMALLMK, U NOATBEPIKAEHUE TOMO, YTO OHM OTHOCATCA K YKMBOMY (DU3UUECKOMY JINLLY

Jtan 3: Bepudukauus. MoateepskaeHue TOro, YTo MAEHTUOUKALMOHHbIE AaHHble PN
OTHOCATCA K 3a8BUTENIO |

37an 4: Peructpaums U NnpuBA3Ka (MCXOAHBIN BbIMYCK YYETHBIX AaHHbIX). Pernctpaums (3anmcb)
3aABUTENIA, IMYHOCTb KOTOPOTO Oblna NOATBEPKAEHA; CO3AAHUE YYETHOW NAEHTUPUKALLMOHHOM
3anmcK 1 NPUBA3KA MPOBEPEHHBIX YHUKANbHbIX MAEHTUOUKALMOHHbIX AAHHbIX NOAMMCYMKA

K ayTeHTUDUKATOPAM, KOHTPOAMPYEMbIM NOANUCHNKOM

Mopanucumk
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AnemeHm 2: AymeHmudgpukayus

AyTeHTHHMKALMS OTBEYaeT Ha BONPOC: «f8 151emecs /1u 8bl UdeHMUPGUYUPOB8AHHbIM/NPO8EPEHHLIM PU3UYECKUM
Auyom?» OHa yCTaHaBJIMBAET, YTO GU3NUECKOe JIMLL0, KOTOPOe X04eT MOJYYUTh AOCTYI K y4eTHOH 3anucH (UM K Apy-
TMM yCJIyraM UK pecypcaM) — 3asBUTeNb — 3TO TO XKe caMoe JIMLO0, IMYHOCTb KOTOPOTo 6blj1a NPOBePeHa, MOATBePK-
JleHa 1 3aperucTpUpPOBaHa, OHO MOJIyYU/I0 yYeTHble JaHHbIe U B ero B/IaleHUHU U N10J] er0 KOHTPOJIEM HaXOAATCSA NPHU-
BsI3aHHbIE YYeTHbIe JaHHbIE U, B COOTBETCTBYIOIIUX C/Iy4asx, Apyrue ayTeHTUPUKATOPHI (T.e. 3TO KJIUEHT, IPUHSTHIN
Ha 00Cay>KuBaHHe). AyTeHTHOUKALMS MOXKET ONUPAThCs Ha GaKTOPBI U NMPOLEeCChl ayTEHTUPUKALIMY PA3HOTO THIIA,
KaK ONMCaHO HWxe. HafleXXHOCTb ayTeHTUPHUKALMY 3aBUCUT OT THIA MCNOJb3yeMblX GpaKTOpPOB ayTeHTUPHUKALUU
1 6€30MaCHOCTH MPOLLECCOB ayTeHTUPUKALMK®,

dakTopbl ayTeHTUDUKALUMK

Tpa,ELI/ILIPIOHHO CyleCTBYIOT TPU OCHOBHBIX KaTeropuu Cl)aKTOpOB ayTEHTPI(l)I/IKaL[I/II/I:

e (daKTOPBI 3HAHUSA: YTO-TO, YTO Bbl 3HAETE — 00LIas HepasramaeMas HHopMarus (HanpuMep, uMs
[10J1b30BaTeJIs, apoJib WK NapoJibHas ¢ppasa), HepcoHalbHbIN HleHTUPUKaLMoHHbIA HoMep (PIN) uiu oTBeT
Ha 3apaHee BbIOpPaHHbBIN CEKPETHBIN BOMPOC;

e (daKTopbl B/IaJIeHUs: 4YTO-TO, 4YTO Bbl UMeeTe — KpUnTorpadpudeckre KJAK0O4YH, XpaHALMeCs B alllapaTHOM
obecreyeHUH (HapuMep, B MOGUIBLHOM TesledoHe, I1aHIIeTe, KoMIbloTepe win USB-afanTtepe) uiu
B IPOrPaMMHOM 06ecredyeH!H, KOTOPbIM yIIpaBJ/IseT MOIUCYHK, OHOPA30BbIi apoJb, CreHePUPOBaHHbBIN
annapaTHBIM YCTPOHCTBOM, WJIK IPOTPaMMHBIM F'eHepaTop 04HOPA30BbIX IapoJiel, yCTaHOBJIEHHbIN
Ha I[P POBOM YCTPOUCTBE, TAKOM KaK MOGUJIbHBIN TeieOH;

e daKTopbl CBOMCTBA: YTO-TO, YTO SBJIAETCA 4aCThI0 Bac — 6uodursndeckas 6MoMeTpus, Takas Kak pacllo3HaHHOe
U300pakeHHUe JIMIa U 0TIIeYaTOK NaJiblia UM PUCYHOK CeTYaTKHU I1a3a; 6uoMexaHUYecKas 6uoMeTpus,
OCHOBaHHasl Ha YHUKaJIbHOM CIIoco6e B3aUMO/eHCTBUSA Yesi0BeKa ¢ IU$POBBIMU YCTPOICTBaMHU, HallpUMep,

Ha MaHepe yesI0BeKa Jiep>KaTb MOOUJIBHBIHN TesledOH, BOAUTD Ma/bLieM 10 3KPaHy, CKOPOCTH IeYaTH Ha
KJIaBUAType WJIM UCI0JIb30BAaHUHU Ollpe/ieIeHHbIX COUeTaHUM KJIaBULI UJIM XKeCTOB; @ TaK)Ke pacllMpeHHast
noBeJleH4ecKas 6MoOMeTpHs.

Kak u3saraetcs Huxe, B cucteMe ubpoBod uaeHTUPUKALUY He 06513aTe/IbHO UCTIO/Ib3YIOTCS BCe 3TU TUIIbI GaKTO-
poB. HanpuMep, HecMOTpsI Ha TO YTO BO MHOTUX COBPEMEHHBIX CUCTeMax LUPPOBOH UAeHTUUKALMH UCTIOIb3YEeTCs
6uoMeTpus, He CJIeAYeT M0J1araTh, YTO OHA UCIOJIb3yeTCsI BO BCeX CUCTeMax [UPOBON UAeHTUDUKALUH.

®akTOopbl 3HAHHUS, UCN0JIb3yeMble IPU ayTeHTUHKaLUK (4TO-TO, UYTO Bbl 3HAeTE), HA CAMOM JieJle MOT'YT He SIBJIAThCS
CeKpeTHON MHPopManuend. AyTeHTUPHUKALMA Ha OCHOBe 3HAHUH, IPYU KOTOPOH 3asBUTEJIIO Mpe/ijlaraeTcsl OTBETUTD
Ha BONPOCHI, KOTOPbIe MPe/N0JI0KUTEeNbHO H3BECTHBI TOJIBKO 3aSBUTEJIO0, He ABJIAETCA MpUeMJIeMON CeKpPeTHOH HH-
dopmanueit aaa nuPpoBoi ayTeHTUUKALUY B COOTBeTCTBUH co CTaHAapTaMu HallMoOHa/IbHOTO UHCTUTYTa CTaHAAp-
TOB U TexHoJioTHH CIIIA. AHa/IOrMYHBIM 06pa3oM, paKTOP CBOMCTBA, OTHOCAIIMNCSA K OMOPU3UIECKON 6HOMETPUH, HEe
SIBJIIETCS] CEKpETHOU MHbopMaLrelt, u moatoMmy CTaHJapThl HarmoHasbHOr0 HHCTUTYTA CTAHJAAPTOB U TEXHOJIOTUH
CIIIA paspelaloT UCNI0/1b30BaTh 6MOPU3NYECKYI0 GMOMETPHUIO /1S ay TEeHTUPHUKALIMU TOJIbKO TOI/Ia, KOIja OHa CTPOro
npHBs3aHa K pU3NIeCKOMy ayTeHTUPHUKATODY.

513 1emMeHThI ayTeHTUUKALUY, ONMCAHHbIE B JaHHOM PyKOBOZCTBE — He TO 3Ke CaMoe, YTO «yCU/IeHHasd ayTeHTUUKALUA KIUeHTOB (SCA)»
B COOTBETCTBUU C ITpaBoBoi 6a30ii EC. To, yTo siByisieTcst Ui He siBJisieTcs: 3pdeKTUBHBIM dpakTopoM SCA jis1 nesieit BTopoit JJupexktrsbl EC
0 IUIATEXXHBIX YCJIyTrax, A0/DKHO OLeHMBATbCS B COOTBETCTBUH €O BTOpo# JlupekTrBoi EC 0 miaTexHbIx yoayrax 1 HopMaTuBHO-TexHUYe-
CKMMH CTaHAAPTaMH [0 YCUJIEHHOH ayTeHTUGUKALIMY KJIMEHTOB U 3allMILeHHOH CBSI3H, a He B COOTBETCTBUH ¢ PykoBogcTBOM PATO.
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Ba)XHO OTMETUTB, YTO HOBbIE BU/IbI ayTEHTH(HUKATOPOB, OCHOBAHHBIX HA TEXHOJIOTHUSX, U CBSI3aHHBIX C BJIaZileHHEM
Y CBOWCTBaMH (B TOM YMCJIe paClIMPeHHbIe ayTeHTUOUKATOPbI 1J1s1 LU(POBBIX YCTPONCTB, GUOMeEXaHUYeCKHe GUoMe-
TpUYeCKHe XapaKTEePUCTUKH U NMOBeJeHYeCKHe GOMeTPUYeCKHe CXeMbl), MHOTHe U3 KOTOPBIX pa3pabaThiBaMCh
Y UCII0JIb30BAJIMCh UJIM Pa3pabaThIBAIOTCS U UCIOJIB3YIOTCS IJIaBHBIM 06pa30M il 60pb0Obl C MOLIEHHUYECTBOM, 10~
TEHIIMAJIbHO MOTYT 3HAYUTEbHO YCUJIUTD MPOIECChl Ay TEHTUPUKALMY IUPPOBBIX YAOCTOBEPEHUH B LIEJISAX COBJIIOE-
HUSI yCTAHOBJIEHHBIX TpeGoBanwuit [10/1/ DT>

TpaAULMOHHO (M KaK OTpaXkeHo B CTaHZapTax LUPpoBol ugeHTHGUKaLuu HarmoHa/IbHOr0 HHCTUTYTA CTaHap-
TOB U TexHoJsiorui CIIA) ayTeHTHUUKALUS [UPPOBBIX YJOCTOBEPEHUN NMPOBOAUTCSA B ONpeeieHHbIH MOMEHT
BpeMeHHU: KOT/ja 3asBUTeb IOJTBEePXK/JaeT JUYHOCTb KJIHeHTa/MoANMCYNKA U 3allpalliuBaeT pa3peLieHUe Ha Ha-
yaJsio nudpoBoro (OHJIAWH-CceaHca) UK JUYHOTO B3aUMOJEUCTBUSA IS AOCTYIA K CYETY KJIHeHTa WIH APYruM
$UHaHCOBBIM yciyraM uau pecypcaM. OZlHaKO B HaCTOsllee BpeMsi MHOTHE peryjupyeMble Cy6'beKThI, B YaCTHO-
CTH, 60J1ee KpynHble GUHAHCOBbIE YUpEeXK/JeHUs B PAa3BUThIX CTPaHaX, AONOJHSAIT TPaJULMOHHYI0 ayTeHTUU-
Kal {10 B HayaJle MHTePaKTHBHOI'0 B3aHMOJeMCTBUS pellleHUsIMU «HelIpepbIBHON ayTeHTUPUKALUU», B KOTOPBIX
HCIOJIb3yeTCsl GMoMexaHu4ecKkass 6MoMeTpUsl, oBeeHUeCKUe GHOMeTpHUYEeCKHe CXeMbl U/UIM JUHAMUYeCKUH
AHaJIU3 pUCKa onepanui. BMecTo TOro, 4To65bl, OMUpPasch HA KOMOUHAIMIO Yero-To, YTO 3asBUTEJb UMeeT/3Ha-
eT WJIM YeM OH SIBJISIeTCS,, yCTAHOBUTDb B HauaJle B3aUMO/IeCTBUS, YTO 3asABUTEJIb SABJSAETCHA KJIUEHTOM, C KOTOPbIM
y2Ke YCTAaHOBJIEHbI OTHOILLEHUS U YTO OH KOHTPOJIUPYET ayTeHTUUKATOPHI/y4eTHbIE JaHHbIE, BbIJAaHHbIE 3TOMY
KJIMEeHTY, HellpepblBHas ayTeHTUUKALMs HallpaBJeHa Ha o6ecrieyeHUe TOT0, UTOObI Ollpe/ie/IeHHble JaHHbIe, CO-
6paHHble B X0/le HHTEPAaKTUBHOI'O B3aUMO/ZeHCTBUSA, TaKUe KaK JaHHble reosokauuu, MAC-agpeca u IP-aspeca,
CKOpPOCTb Habopa TeKCTa U yroJ HaKJ0HA MOGUJIbHOIO YCTPONCTBA, COOTBETCTBOBAIM «TOMY, UTO CJIeAYeT OXKH-
JlaTb», B TeYEHUE BCEr0 CeaHca.

Cnoco6bl u3MepeHUs BAUAHUA (3GPEKTUBHOCTH) TEXHOJOTHU HENPEePhIBHON ayTeHTUUKALUU Ha CHHXKe-
HHUe PUCKOB ayTeHTU(QUKALMU He [0 KOHIIA OT/a)KeHbl, U TeXHUYeCKHe CTaHJapThl HUPPOBOU UeHTUPUKa-
LMY, TaKHe Kak cTaHgapThbl HalluoHa/IbHOT0 UHCTUTYTA CTaHAApPTOB U TexHoJsioruil CIIA, B HacToslLee BpeMs
He YYUTBHIBAIOT UX. [lesiernpoBaHHbld persiaMmeHT EBponeiickoit Komuccuu (EC) 2018/389 (HopMaTuBHO-TEX-
HUYEeCKHe CTaHAAPThl YCUJIEeHHOHN ayTeHTUPUKaLUK KaAueHTOoB (SCA) v 3a1UIleHHON CBA3U) B COOTBETCTBUU
co BTopo# JlupektuBoit EC 0 maTeXHbIX ycayrax npeAnrcbiBaeT NIpoBaiepaM niaTexxHbix cepsucos (I1I1C)
MMeTb MeXaHUW3Mbl MOHUTOPUHIA ONepalui, KOTOpble MO3BOJISAIT 0OHAPYKUBATb HECAHKLMOHUPOBAHHbIE
WJIM MOLUeHHUYeCKHUe NJaTeXXHble Ollepalliy C LleJIbl0 BbINOJHEHUsI TPe6OBAaHUU B OTHOLIEHUU YCUJEHHOH
ayTeHTUUKALMU KJIMEHTOB, U3J10’)KeHHbIX BO BTopo# [lupektuBe EC o miaTexHbIx ycayrax (cT. 2 «Hopma-
THUBHO-TeXHUYeCKHe cTaHZapThl»). Kpome Toro, IIIIC, KoTopble XOTAT BOCIOJb30BaThCsl MPEUMYLLeCTBAMU
HCKJII0YEeHUS YCUJIEHHOU ayTeHTUPUKAIMU KJIMEHTOB U3 «AHa/IM3a pUCcKa onepanuii» mo cT. 18 HopmaTuBHO-
TeXHUYEeCKUX CTAHAPTOB, LOKHBI UMEeTh MEXaHU3Mbl MOHUTOPHUHTA PUCKOB B peXXHMMe peaJbHOr0 BpeMeHH!
B COOTBETCTBUU €O CT. 2 HopMaTUBHO-TeXHUYECKUX CTAaHAAPTOB U NPOJAEMOHCTPUPOBATD, YTO Y HUX YPOB-
HU MOIIeHHUYeCTBa HUXKe KOHKPeTHBIX IOPOrOBBIX 3HaYeHUH, ollpe/ie/leHHbIX B HOpMaTUBHO-TeXHUYECKUX
craHgaprax’s.

OnucaHue Hudxce OMHOCUMCS K CmMamuyecKuMm Memooam aymeHmu@ukayuu 8 KOHKpemHbsill MOMEHM epeMeHU,
K Komopbim npumensitomcsi Cmandapmol yudposoii udenmudukayuu HayuoHasnbHo20 uHcmumyma cmaHdapmo8a
u mexHos02uti CILIA.

52 Kak oTMedeHo B caMOM PyKOBOZICTBe, cHcTeMbl UPPOBOH HAEHTUPUKAIMM TaKx ke MPe/ICTABIAIOT 3HAUMTeIbHbIe PUCKH (BKJIIOYAs PUCKU
KOHU/IEHIIHATILHOCTH) U AAI0T BO3MOXKHOCTH J1/I51 3/I0yNOTpe6/IeHHH (HanpuMep, Ipe/iB3sITOCTH WK HapyllleHus NIpaB yesoBekKa), KOTopble
BBIXOJAIT 32 PaMKH JJAaHHOTO PyKOBOZICTBA, HO O/KHBI 3pGEKTHBHO YCTPAHATHCS.

53 Texct HopMaTHBHO-TeXHHYECKUX CTAaHAAPTOB JOCTYIEH [0 CChLIKE:
https: r-lex.europa.eu/legal-content/EN/TXT /?uri=CELEX%3A32018R0389
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Mpouecchbl ayTeHTUDMKALLUK

[Iponecchbl ayTeHTHGUKAIMY 00BIYHO KIACCUQUIUPYIOTCS 110 KOJIMYECTBY U TUIY GAKTOPOB ayTEHTUPHUKALUH, KOTO-
pble HEOGXOAMMBI JIsl 3TOTO MPOLIECCa, IPU 3TOM YeM 60Jiblle GAaKTOPOB UCIOIb3YeTCs B IpoLecce Ay TeHTUDUKALUY,
TeM 6GoJiee HaJieXXHa CUCTeMa ayTeHTHUGUKanuu. [1o Mepe pa3BUTHsI TEXHOJIOTHH /TIPOLIECCOB ayTeHTUUKALUU 3TO
HOHSITHE [IepecMaTPUBAETCs U IOTIOJIHSIETCS] B COOTBETCTBUU C 60Jiee COBPEMEHHBIM MO/IX0/[0M, OCHOBaHHBIM Ha pe-
3y/IbTaTax, IPY KOTOPOM MpPeAINosaraeTcss MHOropaKToOpHas ayTeHTUQUKALMs, HO CTeNeHb HaZIeXKHOCTH 3JIEMEHTA
ayTeHTHPUKAI[UY He 3aBUCUT OT KO/IUYeCmad Y TUTIOB UCIIO0JIb3YeMbIX GAaKTOPOB, 3aTO OHA 3aBUCUT OT YCTOMYHUBOCTH
NPOIleCCOB ayTeHTUHUKALMHY K PACIIPOCTPAaHEHHBIM U HOBBIM THIIAM aTaK, TAKUM KaK QUILKHT U aTakKa yepes ocpe/i-
HUKa. (3TOT GoJIee LieJIOCTHBIN IT0JX0/1, OCHOBAHHBIN Ha pe3yJ/IbTaTax, J0JDKEH JIyYIle COVIACOBBIBATLCS C MOSIBJIEHUEM
HenpepbIBHOU ayTEeHTUUKALIMH.)

Tunel NpoTOK0JI0B/NPOLECCOB ayTeHTHUKALMY 110 BO3pACTaHUIO YPOBHeH 6e30M1aCHOCTH BKJIIOYAIOT B Ce0s:

¢ 0AHOGAKTOPHYI ayTeHTUPUKALMIO, IPU KOTOPOU /it ayTEHTUPUKALIUU JIMYHOCTH YeJIOBEKA UCII0JIb3yeTCs
TOJIBKO O/IMH ayTeHTUPUKATOP;

¢ MHOro¢pakTopHyI0 ayTeHTHPUKaLuIo, NpU KOTOPOH JJis1 ayTeHTUDUKAL MU JTUYHOCTU 3asBUTES
HCI0JIb3YIOTCS iBA UM HECKOJIbKO HE3aBUCUMBbIX ayTeHTUPUKATOPA [0 KpalHel Mepe U3 ByX pa3HbIX
KaTeropuil pakTopoB ayTeHTUPUKALUHU (PaKTOPbI 3HAHUS /BIaJleHUs /cBOMcTBA). Hanpumep, Koraa
3asiBUTeJIb [IBITA€TCA BOUTHU B yUeTHYIO 3alIMCh OHJIAMH-6aHKa, UCN0JIb3ys ayTeHTUPUKATOP HAa OCHOBE 3HaHUH
(HanmpuMep, UMs [10J1B30BATEJIS U TAPOJIB), /IS YCIIEIIHOTO MOJIyY€eHH s JOCTYIa 3asiBUTEJI0 TaKKe HEOOX0IUMO
BBECTH /IONIOJIHUTEJbHBIN paKTOp ayTEHTUPUKALUH U3 JPYTOH KaTeropuu GpakTopoB ayTEHTHPUKALUH.
3asBUTEb MOXKET UCII0/1b30BaTh GpaKTOp ayTeHTHPUKALMK Ha OCHOBE BJIaJleHHUs, TAKOW KaK CEKpeTHbIH
KJII0Y, CreHEPUPOBaHHbIN cepTUduLrpoBaHHbIM FIDO ycTpolcTBOM, BCTPOEHHBIM B €r0 MOGUJIBbHBIN
TesedoH [ 3TOH nesu. MHOrodaKTopHasi ayTeHTUGUKALMSA MOXKET ObITh peaJii30BaHa C UCIOJIb30BaHUEM
JIN60 HECKOJIbKUX ayTEHTUPUKATOPOB U3 Pa3HbIX KATETOPUM, KOTOPble B KOMOUHALIUY NPebABJIAIOTCSA
HEINOoCpeICTBEHHO BepUUKATOPY, TUO0 OJHOTO ayTEHTUPUKATOPA, B KOTOPOM ITPUCYTCTBYET HECKOJIBKO THUITOB
baxTopoB, KakK B c/y4ae, KOTJa B ayTeHTUUKATOpE UCNOJIb3YeTCs OAUH UJIU HECKOJIbKO GaKTOPOB /1J1s 3aLUThl
dakTOopa Ipyroro TUIA, KOTOPBIH, B CBOIO 0Yepeb, TPEAbSBISAETCS HEOCPeACTBEHHO BepUPUKATOPY .

Ha mpuBesieHHOM HMXe PUCYHKe HM306pakeH MmpolliecC ayTeHTUPUKALUK Ha NMpUMepe TUNHYHON PUHAHCOBOMH
onepanuu. Ha aToll AuarpamMme cyuiecTBYIOIUHA KJIUEHT X04eT HHULMUPOBATbh GUHAHCOBYIO OMEpaIHIo U JJ0JI-
»KeH CHayaJla [loKasaTb C IOMOLLbI0 OJHOTO UJIM HECKOJIbKUX ayTEHTUQUKATOPOB, UTO OH/OHA ABJIAETCA TeM, 3a
KOro ce6s BblJjaeT, T.e. BJAaZeblieM cdyeTa. KinMeHT (3adgBUTe b) NOATBEPK/AaeT CBOe BajleHHe ayTeHTUdHKa-
TOpaMHU U KOHTPOJIb HaJ, HUMH, CBAA3bIBASACH C IPOBaliZilepoM HAeHTHUPHUKALMOHHBIX YCAYT (BepudUKaTOpoM) Mo
3alllMI[eHHOMY NPOTOKOJy ayTeHTHUUKauuu. Bepudukatop moaTBepxAaeT (IpoBepseT) ayTeHTUGUKATOPHI
y mpoBaijiepa y4eTHbIX AaHHbIX (CSP) u mpegocTaB/ifieT NOATBePXKAeHUe ayTeHTUPUKALUKY GUHAHCOBOMY Y-
pexieHUI0, KOTOpoe B 3TOH CUTYallUH sIBJIsieTcs noJarawouieiicsa croponoi (I1C).

[Ipumeuanue: CSP, BepudukaTtop u [IC MOryT GbITb OZJHUM U TEM 3Ke yupexxjeHHueM (IpocTas BYCTOPOHHSA ay-
TeHTUHKaLKHA, COCTOAAsA TONbKO U3 3aaBuTess u I1C).

54B cooTBeTcTBMM co CTaHapTaMy HalMoHa IbHOro MHCTUTYTa CTaHAapTOB U TexHo 1o CLIA, /151 ycuieHHOM ayTeHTUUKaUY TpeGyeTcs
JIM60 AByXpaKTOpHas ayTeHTUUKALYs, IM60 MHoropakTopHas ayreHTHdHKanusa (MFA), mpu KOTOpo# MCIO/IB3YIOTCS /1B WM HECKOJIb-
KO B3aMMHO He3aBHCHMBIX GaKTOpa ayTeHTHUKALIMH PAa3HBIX THUIIOB, 110 KPaliHel Mepe OJJMH U3 KOTOPBIX He MO/IeXXUT MOBTOPHOMY HC-
[I0JIb30BAHUIO U TIOBTOPHOMY BOCITPOM3BEZIEHHUIO U He MOXKET ObITh TalHO YKpaJieH yepe3 UHTepHeT. Kak roBopurcs Bo 2-i JupektnBe EC
0 IVIATeXHBIX YCIYTax U NoBTOpsieTcs: B HOpMaTHBHO-TEXHUYECKUX CTaHAAPTAX, «yCUJIeHHas (CTporas) ayTeHTHHUKALHA KJIMEeHTOB» OIpe-
JlesiieTcsl KaK «ayTeHTHHUKAL|s, OCHOBaHHas Ha MCIOJIb30BaHUH JIBYX WJIH GoJiee 3JIeMeHTOB, KJIaCCUPUIIMPOBAHHBIX KaK 3HaHUA (4TO-
J1160, I3BECTHOE TOJIBKO I10JIb30BATEJI0), BJIaZieH e (UT0-/1160, YeM BIaZleeT TOIBKO M0/Ib30BaTe/Ib) U CBOUCTBO (TO, 4eM ABJIAETCH I0JIb30-
BaTeJIb), KOTOPbIe SABJIAIOTCSA HE3aBUCHMBIMH B TOM CMBICJIe, YTO HapylleHNe OJHOT0 3IeMeHTa He CTaBUT 110/ yTPO3Y Ha/le)KHOCTb APYTHX
Y KOTOpbIe pa3paboTaHbl TAKUM 00pa30M, YTOGbI 06ecnedynuTh KOHQU/IEHIIMAIbHOCTD JJAaHHBIX ayTeHTHUKanuu». B [Ipunoxenun E conep-
XUTCA 6oJee MOAPOGHOE ONMHCaHHe TEXHUYECKUX CTaHAAPTOB.
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PucyHok 6. lludppoBas ayreHTuPuKanus

Monaratwowanca CTopoHa

NOATEEPHAEHUE
ayTeHTUGUHaLUK

G

ayTeHTUdUKaLMA = ;
3aasutens Bepwduratop }

TpauuMoOHHO, U Kak oTpaxeHo B CTaHjapTax HanuoHa/sbHOr0O MHCTUTYTA CTaHJAAPTOB U TexHosorui CIIA, ay-
TeHTUPUKaLusa [UGPOBLIX YAOCTOBEPEHUH NMPOBOAUTCA B ONpe/ieIeHHbII MOMEHT BpeMeHHU: KOrJa 3asdBUTeb
noJTBepkAaeT JUYHOCTb M 3alpallvBaeT paspelleHHWe Ha Hadaao LUppoBoro (OHIalH-ceaHca) UM JIMYHOTO
B3aMMO/IeCTBUS, a TaKXKe JOCTYH K CYeTy WU APYrUM GUHAHCOBBIM ycayraM. OHaKo B HacTosllee BpeMsl MHO-
rue peryaupyemble cy6beKThbl, B YaCTHOCTH, 60Jiee KpyNnHble pUHAHCOBbIE YYPEXJEeHUSA B Pa3BUTBIX CTPaHaX,
JIOTIOJIHAIOT TPaJAULMOHHYI0 ayTeHTUPUKALMIO B Hayajle MHTEePaKTHBHOIO B3aMMOJEHCTBUSA pelleHUsIMU «He-
NpepbIBHON ayTeHTUQUKALKU», B KOTOPBIX UCIO0Jb3yeTCsl GMOMexaHUu4ecKass 6MoMeTpus, IoBeJleHuyecKkrue 610-
MeTpUYEeCKHEe CXeMbl /U «AHAJIU3 pUCKA OTEPALU».

YnpasaeHune }KU3HEHHbIM LLUKAOM UAEHTUDUKALMOHHbBIX AaHHbIX

YnpaBieHMe »)KU3HEHHBbIM UKJI0M U eHTUPUKALMOHHBIX JAHHBIX OTHOCUTCS K ZIeHCTBUSM, KOTOpbIe TPpOBai-
Jlepbl UeHTUPHUKALUOHHBIX YCIYT JOJDKHBI IPeANPUHUMATD B OTBET HA COOBITHS, KOTOPble MOTYT NPOU30UTH
B TeUeHHUe >KM3HEHHOT0 LIUKJIa ayTeHTUUKATOpa NOANMCYMKA U KOTOPbIe BJAUAIOT Ha UCNI0JIb30BaHUeE, 6Ge3omac-
HOCTb M HaJI€)KHOCTb ayTeHTUPuKaTopa. K TaKUM COOBITUSAM OTHOCATCS: BblZjaya U NPUBSI3Ka ayTEHTUPUKATOPOB
K YYeTHBIM JJaHHBIM, IPY perucTpanyu 160 nocje perucTpanui, noTeps, Kpaxka, HeCAaHKLLUOHUPOBaHHOE 1y 6J1U-
pOBaHUe, UCTeYEeHHE CPOKA e CTBUS U aHHYJIMpOBaHHe ayTeHTUPHUKATOPOB U/HUJIH yUEeTHbIX JAHHBIX.

ATpubyTHI, CBS3aHHBIE C Y OCTOBEPEHHUEM JIMUHOCTH, MOT'YT MEHATHCA U3 roja B roj. AHaJIUTHUYeCKHEe CUCTEMbI
MOTYT 00HAPy>KUBATb CUI'HAJIbI PUCKA, CBU/ETEIbCTBYIOI[HE O TOM, UYTO YJOCTOBEPEHHE HUCIOJIb3yeTCs CHOCO60M,
MOX0’KWM Ha MOLIEHHUYECTBO MJIM KOMIIPOMETAINIO YIeTHOH 3anucH (KaK OTMe4yaoCch paHee NP 06CyKAeHUN
«HeTpepbIBHOH ayTeHTHHUKANNN»). HEKOTOpble KOMMepYecKHe CUCTEMBI YIIpaBJeHUs ONpe/ieIeHUeM UJIeHTHY-
HOCTH NpeJlycMaTPUBaIOT QYHKIMK aHa/IM3a BOSMOXKHOCTHU U CI0c06a U3MEeHEHHUA yJ0CTOBepeHusI B TeYeHHe ero
YKU3HEHHOTO IIUKJIA.
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B npuBeZieHHOM HU)Xe OMMCAaHUU HUCII0JIb3YEeTCsI OCHOBAHHBIM Ha QYHKIUAX TEPMUH, NPOBal/iep YIETHBIX JAHHBIX,
NPU ONMCAHUU JEeUCTBUH, KOTOpbIE CeAYEeT NPEANPUHATL B OTBET Ha KOHKPETHOE COObITHE U3 YKU3HEHHOT'O LIUK-
Jla ayTeHTUUKATOPA, JaXKe HECMOTPSI Ha TO, YTO OZMH MPOBaiiep HAEHTHOUKAIMOHHBIX YCJIYT MOXKET YIPABJIATh
YKU3HEHHBIM L[UKJIOM ayTEHTUPHUKATOPA, @ TAKXKE OCYLECTBJISATh IPOBEPKY, MOATBEPK/[EHNUE JUYHOCTH, PETUCTPA-
LU0 U/WUJIU Ay TEHTUPUKALIHIO.

e BblJaya ¥ 3alUCh YYETHBIX JaHHBIX: IPOBal/iep YYeTHbIX JAHHBIX BblJlaeT, 3alIUCbIBAET U XPAHUT YYETHbIE
JlaHHble W CBsI3aHHble C HUMU JlaHHble PEruCTPalUM B YYeTHOH UJEeHTUQOUKALMOHHOW 3aMMCH TOJMHCUYHKA
Ha MPOTS>KEHUU BCEr0 KM3HEHHOI'0 LMKJA YYETHBIX JaHHbIX. Kak MmpaBuso, NOANUCYUK BJAJEET YYETHBIMU
JIAaHHBIMM, HO TpOBaifiep y4yeTHBbIX JAaHHbIX/BepUUKATOpP TaKXKe MOXKET BJaJleTh YYeTHBbIMU JaHHBIMU.
Bo Bcex ciyyasx NOANMCYUK B 006513aTeJIbHOM NOpsiiKe BaZeeT ayTeHTUPHUKATOPOM (-aMU), KOTOPBIH (-ble), Kak
OTMCHIBAJIOCH BbILIE, UCMOJb3yeTcs(-10TcsA) AJs 3asABJEHUs NMpaB Ha UAeHTHUPUKALUIO NPU B3aUMOJEHCTBUU
c [lonararouieiicsi CTOpOHOM.

o IIpuBsA3Ka (BbINYCK yYE€THBIX JAHHBIX): HA NPOTSKEHUHN )KU3HEHHOT0 IUKJIa LUPPOBBIX UAeHTUHUKALIMOHHBIX
JIQaHHBIX IpOBal/iep yYeTHBIX JaHHbIX TaKXe A0J/okeH GQUKCUPOBATh BCe ayTeHTUQUKATOPDI, KOTOpPble CBSA3aHbl
WJIY ObLJIY CBAA3AHBI C yYeTHOM U eHTUPUKALMOHHON 3alIUChI0 KaX/,0I0 U3 NOAMUCYMKOB, a TaKXe HHPOopMalHIo,
Heob6X0JUMYI0 A/l KOHTPOJIA MONBbITOK ayTeHTHUKanuu. Korga nposaiijiep y4eTHBIX AaHHBIX MPUBA3bIBAET
(To ecTb BblJaeT y4yeTHble JAaHHble, KOTOpble MPUBA3bIBAIOT) HOBBIM ayTeHTUPUKATOP K y4eTHOH 3aMucCH
MNOANHUCYHKA 110CJ/Ie TPOXOXKAEHHU PerucTpalvy, OH JOKeH NOTpe6oBaTh, YTOOHI MOANHUCYUK CHavaIa Mpolest
ayTeHTUPUKALMIO C TaKUM YPOBHEM HAJeXHOCTH ayTeHTUPUKauuu (uau Gojiee BBICOKMM YpPOBHEM), NpHU
KOTOPOM Oy/leT UCII0/1b30BaTbCAl HOBLIM ayTeHTUUKATOP.

e CKOMIpOMETHPOBaHHbIe ayTEeHTUPUKATOPHI — MOTEpsA, Kpaxa, MOBpPeXAeHUe, HeCAHKIIMOHUPOBaHHOE
AyGJIMpOBaHUE: eC/IM MOJANUCIUK TepsieT (MU UHBIM 06pa3oM KOMIpOMeTHpyeT) GaKTOp ayTeHTUPUKALUH,
HeOOXOJUMbIH /11 MHOrOGaKTOPHON ayTeHTHHUKALMY, U ero JUYHOCTh Obla MpPOBEpeHa U MOATBEPXK/eHa
C YPOBHEM HAQJIe)KHOCTH HJIeHTUPHUKAIUK 2 WIM 3, TO MOAMNUCUYUK JO/DKEH MOBTOPHUTH IMPOILECC NMPOBEPKHU
W TOATBEPXKJEHHUS JIMYHOCTH, MNOATBEPKAAIOIIMN MPHUBA3KY ayTeHTHPHUKATOPOB 3asiBUTENsI K paHee
NOATBEPXKAEHHBIM JI0Ka3aTeJIbCTBAM, NpeXJe 4YeM TMpoBaijep YYETHbIX [JAHHBIX IPUBSIKET 3aMeHY
yTPaueHHOT0 ayTeHTHOUKATOpA K UAEHTUYHOCTH /YYEeTHOH 3allMCH MOJIUCYHKA. EC/IM MOJMUCYHK UCTOTb3yeT
MHOTr0paKTOPHYI ayTeHTHUQHUKALUIO U TepsieT OJUH ayTeHTUHUKATOp, NPOBaiiep YYeTHBIX JAHHBIX JOJDKEH
Tpe6GOBaTh OT 3asiBUTEJIsS Ay TEHTUUKAIMU C UCII0JIb30BaHUEM OCTABIINXCSA GpAKTOPOB ayTEHTUPUKALIUH.

e HcTeueHue cpoka AelCTBHA U NPOJJIeHHe: TPOBaliiep YYeTHBIX JaHHBIX MOXKET BblJaBaTh ayTEHTUUKATOPBI,
CPOK [JIeMCTBUSI KOTOPBIX HMCTEKAeT U KOTOpble OO0JIblle HE MOTYT HCIOJIb30BAaThCS /s ayTeHTHQUKAIUH.
[IpoBaiiiep y4eTHBIX JAHHBIX J0JKEH MPUBSA3aTh 0OHOBJIEHHBIH ay TEHTUPHUKATOP [I0 UCTEUYEHHS CPOKa JeHCTBUS
CYILLECTBYIOLIETO Ay TEHTUPUKATOPA, HOCPEACTBOM MPOLECCA, AHAJIOTUYHOT'0 HaYaIbHOMY NPOLECCY U TPOTOKOJIY
NPUBSI3KU ayTeHTU(UKATOPA, @ 3aTEM 0TO3BATh Ay TEHTUPUKATOP, CPOK AEeHCTBUS KOTOPOTO HCTEKAET.

e AHHy/MpoBaHUe (OT3bIB): POBaiiiep yYEeTHBIX JAHHBIX J0JDKEH He3aMe/[JINTEJbHO aHHYJIMPOBATh PUBSI3KY
ayTeHTUPHUKATOPOB, KOT/J|a YIOCTOBEPEHKE JIMYHOCTH NpeKpallaeT CyllecTBOBaHUE (HAampuMep, MO0 NpPUYHHE
CMEePTH MOANMUCYMKA WK H3-3a OOHApyKeHHsl, YTO OH MOIIEHHHK); MO 3alpocy MOAMHUCYMKA; WJIM KOrja
NpOBai/iep YYeTHBIX JJAHHBIX ONPeeisieT, YTO NOATIUCYUK OOJIbIIe He COOTBETCTBYET €ro KBaJu(HUKAIMOHHBIM
TpeGOBaHUSAM.

AnemeHm 3: MexaHu3mMbl NnepeHoOCUMocmu U (yHKYyUOHanbHol coemecmumocmu (HeobszamesibHoble)
CucteMbl qUPpPOBOH UAEHTHPUKALMN MOTYT BKJIOUYATh B ceOs, HO He 06s3aTeJbHO, 3JIeMEHT, ob6ecleynBa-

}O[[LI/Iﬁ NNepeHOCUuMOCTb OCI)HL[HaJIbHOﬁ npoueAypbl NPOBEPKH U NOATBEPXKACHUA JIUIHOCTH. HepeHOCI/IMOCTb
UJEHTUYHOCTHU O3HA4YaAET, YTO I.lH(prBbIe I/IﬂeHTI/I(l)I/IKaLU/IOHHbIe y4e€THbI€ JaHHbIE Cl)I/I3H‘{eCKOI'0 Jinla MOTyT
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HCII0JIb30BAThCA [JIJIs1 IPOBEPKU U NOATBEPX/JeHNUS 0PULHaJIbHON JIMYHOCTH IPU YCTAHOBJIEHUH HOBBIX KJIU-
E€HTCKHUX OTHOIIEHUH B HECBSI3AaHHBIX YYPEXKAEHHAX YACTHOTO CEKTOPA MJIN FOCYAAPCTBEHHBIX YUYPEXKAEHUAX
6e3 HeoOXOJMMOCTH KaXK/JbIA pa3 MOJy4yaTb U NPOBePATb MHGOPMALHIO, MO3BOJSAIOIYI0 YCTAHOBUTD JINY-
HOCTb M OCYLIECTBJIATb UAEHTUUKALUIO/IIPOBEPKY KIHeHTa. [lepeHOCUMOCTB TpebyeT pa3paGoTKHU COBMe-
CTHMBIX IPOJYKTOB, CUCTEM U NpOLeccoB UUPpPoBOH uaeHTUUKALUU. [lepeHOCUMOCTE/ QYHKIIMOHAIbHAS
COBMECTHMOCTb MOXKET 00eCleYruBaThCs Pa3JIMUHBIMU apXUTEKTypaMU U NPOTOKOJAaMU LIUGPOBOU HAEHTH-
bukanuu.

denepaTuBHAs UHTerpalusi — OJUH U3 CIOCOGOB 0obGecreyeHUs] TEPEHOCUMOCTH OPUIIMATbHON UJEHTUYHOCTH.
denepaTuBHAsA UHTErpalysi O3HAYAET UCT0JIb30BaHUE de/lepaTUBHOMN IMPPOBOUN apXUTEKTYPhI ¥ IPOTOKOJIOB MO/I-
TBEPXKAEHHUs JJis IepeJJayd UJIeHTUYHOCTH U ayTeHTUPUKAITMOHHON HHPOpPMaIIMK MO0 CETEBLIM CUCTEMaM. APXU-
TeKkTypa delepaTUBHBIX YJOCTOBEPEHUH 06ecredynBaeT COBMECTHUMOCTb OT/E/NbHbIX ceTel, T.e. HHQPaCTPYKTYypy,
KOTOpasi CBI3bIBAeT OT/le/IbHbIE€ CACTEMBI B CETh C BO3MOXXHOCThIO B3auMo/ieicTBUs1. UHTepdelic MpUKIaZHOTO IPOo-
rpaMMHUPOBAHMUS, KOTOPBIKA He UCIO0JIb3yeT (eJlepaTUBHYI0 apXUTEKTYPY U MPOTOKOJIbI IIOATBEPKAEHUS, IBJISETCS
elle OJJHUM cIioco6oM obecreyeHrs IEPEHOCHUMOCTH.

ApxuUTEKTypa U MPOTOKOJIBI pelepaTUBHBIX IUPPOBLIX YAOCTOBEPEHUH TaKKe pa3pabaThIBAIOTCS U YTBEPKIAIOTCS
B Pa3JINYHBIX OPUCAUKIUSAX AJIs1 06ecredeHUs COBMECTUMOCTH U IIEPEHOCUMOCTH UIeHTUYHOCTH B MHOTOYHCJIEH-
HbIX Hal[MOHAbHBIX CUCTEMAaX UAeHTUUKALMY OTPAHUYEHHOT0 Ha3HAYEHHSL.

HapexxHas defepaTHBHas MHTerpauus U Apyrue MOAXOJbl K 00eCleyeHUI0 NepeHOCUMOCTH CUCTeM ILHpOBOH
HUJIeHTUPUKALIMHK YaCTHOIO CEKTOPAa MOTYT UMETh MHOTO 3HAaUYMMBbIX NMpeuMyllecTB. Hanpumep, nepeHOCUMOCTb/
COBMECTHMOCTb MOTYT NOT€HIIMAJIbHO CIKOHOMUTB NOJIaralliuMcs CToOpoHaM (HanpuMmep, PUHAHCOBBIM yupex/e-
HHUSAM U FOCYZlapCTBEHHBIM OpraHM3alLUsM) BpeMs U pecypchl Ha UAeHTUPHKALMIO, IPOBEPKY Y 0CTOBEPEHUH KJIH-
€HTOB U yIIpaBJieHHe UMHU, B TOM YHCJIe HAa OTKPbITHE CYeTa U aBTOPU3ALUIO J0CTyIA K CYETy KJIUeHTa. PelieHus s
obecreyeHUs IepeHOCHMOCTH Ha OCHOBe pesiepaTUBHON UHTerpalyuu Uin uHTepdeiica MprUKIaJHOro NporpaMMu-
pOBaHUSA TAaKXKe MOTYT U36aBUTb KJIMEHTOB OT HEYA0OCTB, CBS3aHHBIX C HEOOX0UMOCTBIO TPOBEIeHUS POy PhI
NPOBEPKH U NOATBEPXKAEHUS UAeHTUGUKALUMHN [JI KaXK/0TO HECBA3AaHHOTO GUHAHCOBOTO YUPEXeHUs UJIH IoCy-
JlapCTBEHHOM CJIYXKObI, @ TaKXKe CHU3UTb PUCK KPaXKU JIMYHBIX JaHHBIX, BOSHUKAKIMH B pe3yJbTaTe IOBTOPHOIO
NoJiBEPTraHusl pUCKYy HHPOpPMaLUY, 03BOJISAIOIEH YCTAHOBUTD JJUYHOCTD.

Hanpumep, cucteMa COBMECTHMOCTH B COOTBETCTBUHU ¢ PersiaMeHTOM elDAS oGecrieynBaeT MeX/JyHapojHOe CO-
TPYJHUYECTBO U COBMECTHUMOCTb HAllMOHA/IbHBIX cHCTeM LHdpOBOH uaeHTHudUKanuu. MHPpacTpykTypa coBMe-
CTHUMOCTH, YCTaHOBJIeHHas cucteMoi elDAS, co3mana TexHu4YecKkre HHTepdelchl Ha 0CHOBe y3710B elDAS, koTophbie
UTPAOT IeHTPATBHYIO POJIb /IJIs1 B3aMMOCBSI3M MEX/y N0JIaralol[MMHUCSI CTOPOHAMH U Pa3/IMYHbBIMU HAallUOHAJIBHbI-
MM cxeMaM4 M POBOH HAeHTUPHUKALIUH, TOAKIIOUYEHHBIMHU K 3THM y3J1aM.

YyacTHUKM cuctembl LuppoBon MaeHTUGUKaLUK

Kak oTMeyasnoch Bhllll€e, CUCTEMBbI HH(l)pOBOﬁ I/I,C[eHTI/ICl)I/IKaHI/II/I MOTYT BKJIIOYAThb B cebs pa3Hble OlTepalfuOHHbIE MO~
AeJIN C Pa3JIMYHbIMHA POJIAMHU IPABUTEJILCTBA U YACTHOT O CEKTOpPA B pa3pa60TKe W 3KCIJIyaTalluHu CUCTEMBI I/I/I/IJ'II/I
npeaocCtaBJieHNMHU KOHKPETHBIX KOMIIOHEHTOB, IOAKOMIIOHEHTOB HUJIU IPOLECCOB.

B TabJiviie HIKE OMHCAaHbl OCHOBHbIE YYACTHUKH TUIMHYHON CUCTEMbI HUGPOBOH HAEHTUPUKALMU U UX POJIU.
HecMoTpsi HATO,4TO B TaBJIMILE ONTMCHIBAETCS KAXK /bl TUI Y4aCTHUKA B3aBUCHMOCTH OT €r0 KOHKPETHOU QYHKIUH,
cleayeT IOHUMATh, UTO B IPEI0CTABJIEHHBIX IPABUTEIbCTBOM CUCTeMaX ITUPPOBOH HAeHTUPUKALUH OBIIETO UITH
OrpaHMYEHHOT0 Ha3HaYeHHMs NPAaBUTEbCTBO HANMPSMYIO OCYLIECTBIISET (MM MOPYYaET JPYyroMy yIpexAeHuo(-saM)
OCYLIECTBJISITh OT CBOETO MMEHH) BCe OCHOBHble QYHKLUMM NpoBaiijiepa/onepaTopa. AHAJOTUYHBIM 06pasoM,
B cucTeMaX UUPPOBOH UAeHTHUGUKALUY YACTHOI'O CEKTOPA OZJHO UJIK HECKOJIBKO YUPEXKJeHUM MOTYT BBINOJIHSTh
BCe WJIM HEKOTOpble QYHKIIMU NpoBaiiJepa/onepaTopa.
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Ta6smmua 2. Y4acCTHUKHU cucTeMbl HUPPOBOH naeHTUPUKALUM

MPOBAMJEPHI YCIYT UEHTUPUKALIMU

IIpoBaiigep
UAeHTUPUKALUOH-
HbIX ycayr (IDSP)

IIpoBaiigep yciayr
no Bepudpukanuu
UAEHTUYHOCTHU
(IVSP)

[MocTaBIMK
UAeHTUPUKAIUOH-
HBIX JaHHBIX (IDP)

IIpoBaiiaep y4eTHBIX
AaHHbIX (CSP)

OpraH perucrpanuu
(i MeHempxep
WJileHTUUKaI1HY)

06061ami co6UpaTeTbHbIA TEPMUH, KOTOPBIA OTHOCUTCSI KO BCEM TUIIAM yupeXAeHUH,
Y4YaCTBYIOLIMUX B 06€CIeYeHUH U IKCILIyaTallii IPOLECCOB U 3JIEMEHTOB CHCTEMBI
nudpoBou uaeHTUuKanuu. IDSP npegocTaBasoT cucTeMbl [UPPOBOU UAEHTUGUKALIUU
[10/1b30BaTeJISIM U NoJIaraliMcs cTopoHaM. Kak oTMevasioch BblIle, OHO YIPeXJeHHe
MOXKET BBINOJHATb POJIU OJHOTO UJIU HECKOJIbKUX IDSP.

YupexieHue, KOTopoe OCyIeCTBJseT IPOBEePKY U MOATBepKAeHHe UIeHTUIHOCTU
(BannaupyeT AoKa3aTeJbCTBO U BepUULUPYET NPUBA3KY MO TBEPK/IaeMOr0
Jl0Ka3aTesbCTBa K COMCKATEJII0).

YupexaeHue, KOTOpoe YIpaBJIsgeT yYeTHBIMHU JaHHBIMU IEPBUYHON ayTeHTUGUKALUU

MO/ NMCYNKA U BblJJaeT M0JIaraloliuMcs CTOPOHAM MO TBEPK/JeHHs Ha OCHOBE 3THUX yYeTHBIX
JaHHbIX. 06619HO [IDP Takike ABIAIOTCA NpoBaiZepaMu yueTHbIX AaHHbIX (CSP), HO oHU MOTyT
1oJ1araTbCs Ha TPETbU CTOPOHBI IIPY IPOBEPKE U NOATBEPKAEHUN UAeHTUYHOCTH

Y BBIIYCKE yYeTHBIX JAHHBIX.

Yupex/JeHUe, KOTOpOe BbljaeT MOANUCYNKAM U /UJIU PETUCTPUPYET ayTEHTUPHUKATOPHI
Y COOTBETCTBYIOLIME 3JIeKTPOHHbIE yUeTHbIe JJaHHbIe (MpUBsA3bIBas ayTeHTUPUKATOPDI
K IPOBEPEHHBIM YAOCTOBEpeHUAM) noAnucinkoB. CSP oTBeyaeT 3a XxpaHeHUe
UJIeHTUPUKALMOHHBIX YYETHBIX JJAHHBIX OANMCYMKA U BCEX CBA3AHHBIX YYETHBIX
JlAaHHBIX B TeYeHHe BCero XKM3HeHHOT0 [JUKJa YYeTHBIX JJaHHBIX, a TaKXe 3a
npefocTaBieHUe BepuduKaTopaM HHPOPMaALMU O CTAaTyCe yUeTHBIX JaHHBIX.

06b1yHO CSP Tak»ke BbICTynaeT B KauecTBe OpraHa peructpainuu u Bepudpukartopa, Ho
MOXET JleJIeTUPOBATh Ollpe/ieIeHHbIe IPOLeCChl PErUCTPALUH, TPOBEPKHU

U MO/ TBEPXKAEHUA JUYHOCTH U BbIJIa4¥ YYETHBIX JaHHBIX/ ayTeHTUPUKATOPOB
He3aBUCHUMOMY y4YpexJeHHI0, HaspiBaeMoMy OpraHoM perucTpanuy uiau MeHepxkepy
uaeHTUPUKauuu — T.e. CSP MOXeT COCTOATH U3 HECKOJbKUX HE3aBUCHUMO
GYHKIMOHUPYIOLIUX KOMMepYeCKUX OpraHu3al i, UMeIUX Pa3HbIX BJaJe/bleB.
CSP MoeT 6bITh HE3aBUCUMbBIM CTOPOHHUM NMPOBalWepOM UJIH BblIABaTh YYeTHbIE
JlaHHbIE JJIsI COGCTBEHHOT0 UCII0JIb30BaHUs (HanmpuMmep, KpynHoe GUHAHCOBOE
yupexJeHHne UK rocyjlapcTBeHHas opranusanus). CSP Takxe MOXeT OKa3blBaThb
JIpyrue ycjayru, IoMUMO ycayT [UPpPOBOH UeHTUPUKALMH, TaKHe KaKk obecrieyeHue
BBINOJIHEHUS AoNoNHUTeNbHbIX Mep HITK/ «3Hali cBoero KJneHTa» OT UMEHHU
[Monaratoueiics ctoponsl (I1C).

YupexaeHue, oTBeyarolee 3a perucrpanuio. OpraH perucTpanuy perucTpupyeT
(3amucpIBaeT) couCKaTe sl U [yyeTHbIe JaHHbIe U] ayTeHTHUKATOPbI COMCKATEJIS OCIe
IPOBEPKU U NOATBEPKEHUS UAEHTUYHOCTH.
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MPOBAWEPHI YCIYT UJEHTUPUKALIUU

Bepudukarop

YupexzeHue, KOTOpoe MPOBePsIeT UIeHTUGUKALMOHHbIE JaHHbIe 3asBUTEJIS

Juis [onararouericsi croponsl (I1C), moATBepkAasi, C UCOJIb30BaHUEM POTOKOJIA
ayTeHTUUKAIUK, YTO OAMH UJIM HECKOJIBKO ayTEHTU(PUKATOPOB HAXO/SATCS BO BJIAJIEHUU

Y 1O/ KOHTpoJIeM 3asfBUTes1. BepudrkaTop noaTBepx/AaeT JelCTBUTENbHOCTD
ayTeHTUPUKATOPOB, B3aMMOZEHCTBYS C IPOBaiepoM y4eTHBIX AaHHbIX (CSP),

Y IPeJIOCTaBJIsSIET IOATBEPXKAEHNE 110 TPOTOKOJy ayTeHTHUKauuu [losaraomieiics CTOpoHe
(T1C). B Takom noaTBepxgeHun s [1C comepkarTcs pe3ynbTaThl Ay TeHTUGUKALUN

U, ONLMOHAJIBHO, HHOopManus o [loanucyuke. YTo6ObI OATBEPAUTD, YTO 3aIBUTEJIb BJIaJIEET
JIeUCTBUTENbHBIMU ay TEHTUPUKATOPAMH U KOHTPOJIUPYET UX, BepudukaTopy, BO3M0OXKHO,
HOHaAOﬁI/ITCH NMoATBEPAUTDH AeﬁCTBHTeﬂbHOCTb Y4Y€THBIX JAaHHBIX, IPUBA3bIBAIIUX
ayTeHTHOUKATOP(bI) K yueTHOH 3anucH [loanucynka. BepudukaTop H0/KeH TPeLOCTaBUTh
MeXaHU3M, ToCcpeACcTBOM KoToporo [1C MoXXeT MoATBEPUTE JOCTOBEPHOCTh MO TBEPK/IEHMNS,
koTopoe Bepudukarop nepegaet [1C. DyHnknuu Bepudrkatopa 4acTo peannsyeTcs

B coueTaHuu ¢ yHkuuamu CSP, T[1C uiu ux o6oux.

IN0JIb30BATEJ/Ib

Ioab30BaTe b

Couckareb

Moagnucuyuk
(cy6bexT)

3asBUTE/Ib
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YHUKaJIbHBIN dKUBOH YeJIOBEK, KOTOPBIH UAEHTUPULMPOBAH, 3apErUCTPUPOBAH, MOJTyYHJI
y4YeTHbIE JJaHHbIE U ayTEHTUPHUIUPOBAH B CCTeMe LIUPPOBOH UIeHTUDUKALIUH U
HCI0JIb3YeT ee, YTOObI MO TBEPAUTH CBOe (IopuAndecKoe) ygocToBepeHre. O6bIYHO
[0J1b30BaTeJ el Ha3bIBAIOT I10-Pa3HOMY Ha pa3HbIX 3Talax B cucTeMe UPOBOH
uZeHTUUKALUY, B 3aBUCUMOCTH OT UX POJIM, ONpe/ie/iieMOt ux AecTBUAMHY, 110
OTHOILIEHHUIO K KaXKZJOMY U3 TPEX 3JIEMEHTOB CUCTeMbI IUPPOBOM HJileHTUDUKALIMY, KaK
ONKCAHO HUXKE.

JIM10, KOTOPOE HYXKHO UEHTUPHUIIMPOBATH U 3apErUCTPUPOBaATh. COMCKATeN b — JIUIIO,
MPOXO/sllee MPOLeCChl TPOBEPKH U MOATBEPXKAEHNUS UIEHTUIHOCTH, perucTpanuu/
NPUBSA3KHU (BBINYCKa YYeTHBIX JJAHHBIX). ITO Ha3BaHUe NpUMeHseTcs K [losib3oBaTeJ10
C TOro MOMEHTa, Koryia [losib30BaTe b 0/1aeT 3asiBKY Ha LIUGPOBYIO HAEHTHPUKALHUIO
Y NIpe/IoCTaBJIsAeT J0Ka3aTeJbCTBA UAEHTUYHOCTH, U 10 TEX 10D, I0KA UAEHTHYHOCTb
[Tosib30BaTe/Is He OyeT NpOBepeHa U He Oy/leT Co3/1aHa yuyeTHas ueHTUUKALMOHHAas
3aMUCh C NIPUBA3KON k ayTeHTHUKaTopy(-am). [locsie sToro CorckaTesb CTAHOBUTCS

IMogmucyrukoM.

JIU10, yI0CTOBEPEHHE KOTOPOTO GbLIO MPOBEPEHO U MPUBSI3aHO K ayTeHTU(UKATOPaM,
yaocToBepeHHbIM [IpoBaiiiepoM yueTHbIX JaHHbIX (CSP) ¥ KOTOPOE MOKET MCI0JIb30BaTh
3TH ayTeHTUPUKATOPHI JJIsl OATBEPIKAEHUS JIUUHOCTH. [I0AMTUCIMKY MOJIy9al0T
ayTeHTUPHUKATOP(bI) U COOTBETCTBYIOLME YYeTHbIE JaHHbIe 0T CSP 1 MOryT UCM0JIb30BaTh
3TH U eHTUPUKATOP(-bI) [JIs HOATBEPKEHNS IUIYHOCTH.

[ToxnucyrK, KOTOpbIH 3asBJsieT [losaratoueiics cropose (I1C) mpaBa co6cTBEHHOCTH Ha
YAOCTOBEPEHHE U XOYET ero NPOBEPUTD, UCIOJIb3Ysl IPOTOKOJIbI Ay TEHTUPUKALMH. 3asBUTENb —
3TO JIML0, KOTOPOE X0YEeT MOATBEPJUTH CBOKO JIMYHOCTD U IOJIyYUTh IIPaBa, CBSI3aHHbIE C 3TOU

JINYHOCTBIO (HalpHMeD, OTKPBITh GUHAHCOBBIN CUET UJIU MOJYYUThb K HEMY IOCTYTI).
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INonarawmasacsa
cropoHa (IIC)

IIpoBaiigep
CTPYKTYPBI A0Bepus/
JAOBEePEHHbIN OpraH

(Pusuyeckoe UM PUJUYECKOE) JUIL0, KOTOpPOE MoJIaraeTcsl Ha y4eTHbIe JaHHbIe

WJIM ayTeHTUQUKATOPbl NOANMCYMKA JM60 HA MOATBEPKAeHHe BepUPUKATOPOM
yAO0CTOBEpPEHUS 3asBUTeEJIA B Lie9X UAeHTUuKanuu [loAnMcYrKa C HCII0/Ib30BaHUEM
npoTokoJsia ayreHTUUuKanuu. [1C foBepseT MOATBEPXKAEHUIO Y 0CTOBEPEHUS HAa OCHOBE
HMCTOYHHMKA, BpEMeHH CO3/laHUs, BpeMEeHHU JeICTBUTENbHOCTH NMOATBEPXK/JeHUA C MOMeHTa
CO3/laHUSA U COOTBETCTBYIOILEN CTPYKTYPbl JOBEPHUs, KOTOpas perylupyeT NOJIUTUKH

u npoueccbl CSP u I1C. [1C oTBevyaeT 3a ayTeHTUPUKALUIO UCTOUHUKA OATBEPXKAEHUS
(HampuMep, BepudUKaTOpa) U 3a IPOBEPKY AOCTOBEPHOCTU NoATBepxkAeHHUs. [1C
noJlaraeTcs Ha pe3y/IbTaThl IPOTOKOJIA ayTeHTUQUKALUHY, J0BepAs YA0CTOBEPEHHUIO

WJIM aTpUu6yTaM NOJNMCYMKA IPU YCTAHOBJIEHUHU J1eJI0BbIX OTHOIIEHUH (OTKPBITUH
cyeTa) WJIM NPU aBTOPU3ALUU JOCTYIA K CYETY H/HUJIU IPOBE/IEHUH Ollepaluu.

[IC MoryT Mcnob30BaTh NOATBEPKAEHHOE yJOCTOBEpEeHHEe NOANNCINKA, yPDOBEHD
Ha/leXKHOCTH onpejiesleHUs UAeHTUYHOCTH (IAL), ypoBeHb Ha/le?)KHOCTH ayTeHTUPUKALUU
(AAL) u ypoBeHb HajJie’)xHOCTHU dpefepaTuBHOM uHTerpanuu (FAL), MeTasaHHBIe,
npejocTaBdIiie UHGOPMALMIO 0 HaZleXKHOCTH KaX<JJ0r0 U3 3JIeMEHTOB U NPOLeCCOB
udpoBod AeHTUGUKALMH, a TAKKe Apyrue GaKkTopbl A/ NPUHATHA OKOHYATEJIbHOTO
pelieHUs 06 uAeHTUPHUKALMK /TIPOBEPKe UK aBTOpU3anuu. Tunudnele [1C BKIOYAOT

B ce0s1 GUHAHCOBbBIE YYPEXKAEHUs], IPAaBUTEJIbCTBEHHBIE JlellapTaMeHThl U BEJOMCTBA.

JloBepeHHOe yupexeHHe, KOTopoe cepTUPUIUPYET U/UIH IPOBEPSET COOMI0AEHUE
IDSP TexHHMYeCKUX CTAaHAAPTOB (IPOLECCOB U MEP KOHTPOJISA) B OTHOIIEHUHN YPOBHEH
HaJleX)XHOCTH ollpeJie/leHUs] U eHTUYHOCTH, ayTeHTUQUKALLMU U PpelepaTUBHOMU
uHTerpanuu (1AL, AAL u FAL). [IpoBaiiiepbl CTPYKTypbl JOBEPUsI TaKXKe MOTYT
OTBeYaThb 3a ONpe/ieJieHHe TEXHUYECKUX CTaHJapTOB /AJisl 3TUX YPOBHeH JJoBepHsl.
Kpome Toro, [IpoBaiijepsl CTPYKTYpbI JOBEPUS MOTYT ObITh TOCylapCTBEHHBIE
opranusanuu (Hanpumep, EC/elDAS) uiu noBepeHHble OTpacjeBble OpraHu3aluy,
takue kak Open Identity Exchange (OIX), anbsinc «Fast Identity Online Alliance» (FIDO)
(cmegudukanuu U cepTUGUKATHI [Ji aNlapaTHbIX, MOOUJIbHBIX U GUOMETPUYECKUX
ayTeHTUPUKATOPOB, KOTOPbIe YMEHbIIAKT 3aBUCUMOCTb OT NMapoJied U 3alUIaoT

oT QUIIMHTOBBIX aTaK, aTaK yepe3 NOCpeJHUKA U aTak IOBTOPHOTO BOCIPOU3BeJleHUS
C UCIOJIb30BAaHUEM YKpPaJIeHHbIX MapoJieii), MHunuatua Kantara unu Acconuanus
«GSMA» (mJ151 yCTPOHCTB MOGUJIBHOU CBSI3H).
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NMPUNOXEHUE B: MPUMEPDI

BctaBKa 4. EAUHbBIN YHUKanbHbIN naeHtudukatop (UID) Muguu

Oco6eHHOCTH cUCTeMBI TUGPOBON HAeHTUOUKAUK: EAUHBIN yHUKaNbHBIN naeHTHOHKaTop (UID) B UHANY, nH

Aadhaar — nporpamMmma nieHTUPHUKaALMY, B KOTOPOH HCII0JIb3yeTCs HECKOJIbKO TUIIOB 6MOMeTPHYECKUX U 6Uorpa-
duyecKux JaHHBIX, a Takke opUIHaIbHbIe YA0CTOBEPEHUSA JIMIHOCTH, [ie 3TO BO3MOXKHO, /Il NPe/I0CTaBIeHH s
rdpoBoro ueHTUdUKaTOpa BCeM XKUTeaaM UHANH, He3aBUCUMO OT BO3pacTa UM HaLMOHA/IbHOCTH.

ArenTtcrBo UHAMM Mo yHUKanbHOU uaeHTudukanuu (UIDAI) BeimycTHio Mo6UIbHOE npuiiockeHHe m-Aadhaar,
KOTOpO€ TreHepupyeT HOMep «BUPTYaJbHOI0 HeHTUdUKATOpa», CBsA3aHHbIN ¢ HoMepoM Aadhaar, HO OTVIMYHbBIN
OT Hero, J/Is1 NOBbILIeHUs] KOHPUAEHI[MATbHOCTH U 6e3omacHocTh. U HoMep Aadhaar, U BUPTYa/bHBIA HJEHTH-
¢duKaTop MOryT GBITh ayTeHTUPUIMPOBAHbI OHJIANH, B 6a3e JaHHbIX Aadhaar 1M B aBTOHOMHOM PeXHMeE C UC-
noJib3oBaHueM QR-koga.

Mepbl 110 pacliMpeHUIo JOCTYIHOCTH GUHAHCOBBIX YeIyT: [Iponecc pervctpanuu B cucteMe Aadhaar UIDAI npes-

yCMaTpuBaeT rubkue TpeboBaHUSA K [J0Ka3aTeJbCTBaM WAEHTUYHOCTH, YTO 0becrieyMBaeT MOJHbIA OXBAT Hace-
JIEHUA B FOPUCAUKIMY, TZle Y MHOTHX JIF0[iled HeT OCHOBHBIX JJOKyMEHTOB, y0CTOBEPSOIMX JUYHOCTh, U OCHOBaH
Ha 6MOMEeTpPUHU, KOTOpas UCHO/Ib3YeTCs A YyCTAaHOBJIEHUS YHUKAJIbHOCTU. PerucTpanys ocyiiecTBaseTcs MpU
JIMYHOM NPHUCYTCTBUU YIIOJHOMOYEHHBIMU pErMcTpaTOpaMy MO BCel CTpaHe (IJIaBHbIM 06pa3oM 3TO MpPaBU-
TeJIbCTBA IITATOB, [leHTPabHble MUHUCTEPCTBA, 6AaHKU U FOCYAapCTBEHHbIe OPraHU3al|1), C UCII0Ib30BaHHUEM
IIPOrpaMMHOr0 obecrnevyeHus 415 c6opa 6MOMeTpUYeCKUX JaHHBIX U Ipyroro o6opyfoBanus, ykazaHHoro UIDAL
Perucrpatopbl 063aHbl NPUHUMATD Clel{UalbHbIe MePbI /Il PErUCTPALMU KEeHIIMH, AeTeH, OXHUIIbIX JIIJeH,
JIUI] C OTpaHUYEHHbIMH BO3MOXKHOCTAMM, HEKBATUQUIIUPOBAHHBIX PAa604MX U PA60OUNX, He ABJIAIOLINXCS YJIeHa-
MU NpodCoI030B, NpeCTaBUTeNel KOYeBbIX IIJIEMEH U BCeX JPYrMX MapriHaIU3UPOBaHHBIX/yS3BUMBIX TPy
HaceJIeHNs], He UMEIOLIUX NOCTOSHHOTO >KUJIbSL.

UIDAI npuHMMaeT pas/M4Hble TUNbl JOKYMEHTOB, yJ0CTOBEPAOLUIUX JUYHOCTD, AJI NIPOBEPKU OCHOB-
HBIX aTPUOYTOB NIPU peTUCcTpaluu — 32 THUIA JOKYMEHTOB, YAOCTOBEPSIOIIUX JUYHOCTD U COAEPKAIUX
uMsa 1 ¢ororpaduio; 14 TUNOB AOKYMEHTOB, MOATBEPXKJAIONIUX HAaX0XK/AeHUe B POJCTBEHHBIX OTHOIIE-
HUAX; 10 TUIOB JOKYMEHTOB C yKa3aHHEM AaThl POXK/JeHHs; 45 TUIIOB JJOKyMEHTOB C yKa3aHUeM ajipeca.

(Cm. https://uidai.gov.in/images/commdoc/valid documents list.pdf).

Eciu y 4yesioBeKa HET HU OJHOTO U3 «OGbSIBIEHHBIX» JOKYMEHTOB, VOCTOBEPSIIOIINX JUYHOCTb, OH MOXKET 3a-
peructpupoBathcsl B cucteMe Aadhaar, eciv ero/ee uMs BK/IIOYEHO B PAaBOyCTaHABJIMBAIOIINN ceMeHHbIN J0-
KyM€eHT, a [VIaBa 3TOH ceMbH peructpupyercs B cucteMe Aadhaar Ha OCHOBaHUM TpPeGYyeMOro yA0CTOBEPEHUS
JINYHOCTU — JIOKYMEHTA, YI0CTOBEPSIOIIETO IMYHOCTD UM MO TBEPK/IAIOIIETr0 aZipec, — U MPEACTABISET YieHa
CeMbH BO BpeMsl ero/ee perucrpanui. Ec/iv HeT HU I0KYMEHTOB, IOATBEPXKAAOLINX HAX0X/IeHHE B POACTBEHHbBIX
OTHOILEHHSX, HU APYIMX HEOOXOAHUMBIX JOKYMEHTOB, XKUTe/Ib MOXeT NpuBJeyb [IpefcTaBUTesel UK YA0CTO-
BepuTeJleH, YbM JIMYHOCTH 3aperucTpUpoBaHbl PeructpaTopoM niu peruoHaabHbIM oducoM UIDAIL v koTopble
MOTYT IIPUCYTCTBOBATH B LIEHTPE PerucTpaluu.

HUcnonbzoanue B nenax HITK: BaxHo, 4TO B COOTBETCTBUM € 3aKOHOM O BHECEHHMH M3MEHEHUU B 3aKOH O CXeMe
Aadhaar, npuHsATHIM B HtoJie 2019 roga B COOTBETCTBHH C pellieHreM BepxoBHOTO cy/ia ot 26 ceHTs16ps 2018 roja,
Y OTMEHSIIOIIEM HEKOTOPBIE T0JIOXKEHHS IEpBOHAYa/IbHOTO 3akoHa 0 cxeMe Aadhaar o coo6parkeHUsAM KOHH-
JIeHLIMa/IbHOCTH, Hasinyre HoMepa Aadhaar no-npexHeMy 0653aTe/IbHO AJ1s LieJled HaJoroo6J10’KEHUS U MOJTy-
YeHHs TOCYAapCTBEHHBIX OCOOMH, Cy6CUAMI U yCyT, GUHaHCUPYeMBbIX 3a cueT [ocynapcTBeHHOr0 doHia UHanH,
HO 6oJiee He 06513aTeIbHO /11 OTKPBITHS GaHKOBCKOTO cyeTa (MJIM MOoJIy4eHUs HoMepa MOGUJIBHOTO TesiedoHa).
3ato ucnosb3zoBaHue HoMepa Aadhaar B nesnsx HIIK siBsisieTcss cTporo A06pOBOJIbHBIM U OKHO OCHOBBIBATh-
cs1 Ha UHGOPMUPOBAHHOM COIVIACHH KJIHEeHTa. PerynupyeMble CyObEKTbI MOTYT IPOBEPATh UEHTUYHOCTb CBOUX
KJIMEHTOB Ha OCHOBAHUHU:

(i) ayrenTrduKanuu uau Bepudukanuu HoMmepa Aadhaar B aBTOHOMHOM pexxuMe, (ii) macnopTa mis (iii) 106b1x

APYTrUX JOKYMEHTOB, YKa3aHHbIX [JeHTPaJIbHbIM IIPaBUTE/ILCTBOM.
Hcmounuk: BcemupHbliil 6aHK
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BcraBka 5. MNMepy

HanuonanbHas cucrema nuédpoBoi ueHtrdrkanuu [lepy - HanyoHanbHbIM perucTp uAeHTUPUKALUU U aKTOB
rpaxzaaHckoro coctosinus (Registro Nacional de Identificacion y Estado Civil (RENIEC)) - npenocTaBisieT ycayru
UbPOBOH HIeHTUPUKALIMH LTUPOKOMY KPYTY FOCYyAApCTBEHHBIX U YACTHBIX CY6'BEKTOB U3 PA3/IMYHBIX CEKTOPOB,
YTO MO3BOJISIET UM YTIOPSL0YUTh BepUPUKALMIO U ay TEHTUPUKALNIO UJIEHTUIHOCTH, TOBBICUTH Ka4ECTBO MPe/[0-
craBJsieHus ycayr. B ¢punancoBom cexktope cuctema RENIEC siB/isieTcsl 0CHOBHOM CUCTEMOM /J1s1 UAEHTUQUKALUN
Y IPOBEPKU KJIMEHTOB B COOTBETCTBUM € TpeboBaHUAMU HIIK 1151 natdopmbl 5/1eKTPOHHBIX JeHer U MO6GUJIb-
HbIX cyeToB [lepy - Billetera Movil (BiM), koTopast 6pu1a 3anyiieHa B peBpase 2016 roga 1 o6ecriedMBaeT TaKHe
YCJIyTH, KaK BHeCEHUe/CHATHE HAJIMYHBIX Yy areHTOB, BO3MOXKHOCTb MPOBEPUTH GaJIaHC, TPOBOAUTD IJIATEXU
C KapThl Ha KApTY U 3a4UCJIATh JeHbI'M HA CYeT MUJIJIMOHAM KJIUEHTOB.

HcmouHuk: BcemupHhblil 6aHk (2018 2.), «[Ipuem Ha o06cayxcusaHue Ha 0CHOBAHUU YUughposo2o ydocmosepeHus»

BctaBka 6. bBaHKoBcKue BepuduKkaymoHHble Homepa (BVN) Hurepuwm

Kaxxaplil HUreprew, UMeOLINN 6aHKOBCKUM CYET, 3aperuCTPUPOBaH B CUCTEMe GaHKOBCKUX BepudUKaLMOHHbIX
HoMepoB (BVN), koTopast cOCTOUT U3 6a3bl JAaHHbIX 6MOMETPUYECKUX UAEHTUPUKATOPOB U 3JIEKTPOHHOU HH-
dpacTpyKTypbl «3Hall CBOEro KJWEHTa» MOoJ ynpaBjieHueM HuUrepuiickoil cucTeMbl MeX6aHKOBCKUX PacyeToB
(NIBSS). B 6a3y ganubix BVN BHeceHbl HOMepa 6oJsiee 36 MUJIMOHOB B3POC/IBbIX TPAXK/JaH, KOTOPbIE MOTYT HC-
10J1b30BaTh HOMeP BVN /1151 OTKPBITHSI HOBOTI'O CYETA B JPYTOM GAHKE, OTKPBITHS OHIAMH-KOLIEeIbKa UK MOJa4U
3asIBKH Ha MOJIyYeHHe KpeuTa. ITO MO3BOJIMJIO CHU3UTh PACXO/bl, CBSI3aHHbIE C PUHSATHEM Ha 00CIy>KUBAHHE,
Y CIOCOGCTBYET 60J1ee 3,0pOBOM KOHKYPEHIIMU Ha phIHKE GUHAHCOBBIX yCIyT. UeHTHMKaLKS U IPOBepKa KJIU-
eHTa ¢ noMol1bio BVN mpoucxoJuT MTrHOBEHHO U TaKKe M03BOJISIET IPOBOAUTD Yja/leHHYIO (6€e3 IMYHOTO MpH-
CyTCTBHS1) BEpUDHUKAIHUIO C TOMOILIBI0 MOOUIBHBIX ycTpoicTB. NIBSS npesocraBusia uHTEpdENRChl MPUKIAAHOTO
nporpammupoBanus (MIIII), no3BoJisiole UHTErpUupoBaTh HoMep BVN ¢ 6aHkaMu M HE6AaHKOBCKMMHU MOCTaB-
UKaMH IUPPOBBIX GUHAHCOBBIX YCIYT, BKJI0Uast PuHTeX-KOMIIAHUH 10 BCEX CTPaHe.

HcmouHuk: BcemupHblii 6aHK

BctaBKa 7. MeKcuKa: BbICOKME 3aTpaTbl HAa UCNOJIb30BaHME CUCTEMbI MAEHTUPUKALUKN aNnA
ueneu HMK

B Mekcrke 6a30BoM cricTeMon HAeHTUGUKaLKHY A1 usndeckux il siBisieTcs Clave icanica de Registro Nacional
de Poblacion (CURP). HecMoTps1 Ha TO, 4YTO OHa OPHUEHTHUPOBaHA Ha BCe HAceJIeHUE U 06J1a/1aeT MOTEHLUAIOM JIJIsI
HCIOJIb30BaHUSI OUOMETPUYECKHUX JAHHbBIX, OHA He SIBJISIETCS YHUKAJIbHOH U HE COOTBETCTBYET HEOOXOJUMBIM
YPOBHSIM HaJIEXKHOCTH JIJISI HOPMAaTUBHBIX TpeboBaHUH B oTHoIeHHH HITK B MekcuKe.

3aro KapTouka M36GHpaTesel, BblllyckaeMass HaluoHa/bHBIM HM36UpaTeJbHbIM MHCTUTYTOM (Instituto Nacional
Electoral) kaxxib1e iecaTh jieT, ¢ 2016 rosia BK/I0YaeT Be GopMbl GMOMETPUUECKUX JAHHBIX (pacno3HaHHOe U306pa-
>KeHMe JIMLA U OTIIeYaTKU NaJIbLieB), KOTOPbIe NPeCTaBJAIT MEHBIINN PUCK C TOUYKU 3peHUS AyOIUPOBaHHS, UeM
cucrema CURP. B coOTBETCTBHY C BpEMEHHBIM IIPABOBLIM MOJIO}KEHHEM, BK/II0YeHHBIM B Ley General de Poblacion,
JIJIs1 B3pOCJIOro HaceJleHUs Oblila pa3paboTaHa KapToyka «061ero HazHayeHus» Ha 6a3e INE, koTopas Jo/pkHa vc-
10/1b30BAaThCs B KAUeCTBE OCHOBHOI'O UICTOYHUKA UJIeHTUPUKALMOHHBIX JAHHbIX /1J11 MEKCHKAHLEB, I0KA B CUCTEME
CURP He 6yznyT o6ecrieyeHbl ypOBHU HAZIEXKHOCTH, aHAJIOTHYHBIE YPOBHSAM HaZeXXHOCTH KapTo4kH INE.

INE paspa6oTaJ1 cepBHUC, TO3BOJIAIOIHI TPETEUM CTOPOHAM BEPUPUIMPOBATh yYETHBIE JAHHBIE N0 6a3e JaHHBIX,

HO CTOMMOCTbB 3TOI'0 C€pBHCa, XOTA OH U H€06XO,C[I/IM, BeJIMKa [Jid MEJIKUX U CPDEAHUX Cl)I/IHaHCOBbIX yqpexc,qem/lﬁ,
a TaKxe 4Jid CDI/IHTeX-KOMl'IaHI/II‘;I, JKeJtaronux pa60TaTb B CTpaHe.
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B 2018 ropy 6b11 u3zaH 3akoH 0 ®PunHTeX, 1, 0cO3HABas, 4YTO B CTPaHe YYaCTH/IMCh CIyd4aud Kpakh U eHTUPU-
KallUOHHBIX JaHHbIX, BJACTH NPUHAIU Mephl JJI CHIXKEHUs TaKUX PUCKOB, C cO6J0JeHneM PekoMeHanun
@®AT® B oTHomeHnun HIIK. [IpuHATHIE Mepbl BK/IYAIU Hcnosib3oBaHue INE perynnpyeMbIMU cy6beKTaMu
B KauecTBe OCHOBHOI'0 UCTOYHUKA JJI1 BeprUKALMU YIeTHBIX JAHHBIX U JleTaJM3UpPOBaHHble IPaBUJIa, Kaca-
I0IIMeCcs UCI0JIb30BaHUsl GMOMETPUYECKUX JAAaHHBIX, TOOYKJAI0IIe PeryaupyeMble CyObEKThI UCKAThb aJlekK-
BaTHbIEe KOMMepYecKHe pelleHus 1o LHUPoBoi UieHTHHKALUY, OTBevalolilie HOpPMaTHBHbBIM TPe6OBaHUAM
B oTHoweHuun HIIK.

Opnako INE 6b11a pa3pa6oTaHa Kak KapToyka U30Mpareisi, a He Kak KapTo4Ka 00Lero Ha3HaueH!st /1S UJJeHTHU-
¢duKauuy, ¥ M03TOMY BJIACTU Ha4aJIM COIVIACOBAaHHO MPOBOJUTH KOMIUIEKCHYIO pedOopMy B OTHOLIEHUH LH(POBO-
TO YI0OCTOBEPEHHUS] IMYHOCTH, YTOOBI CO37aTh 0OQULIMAIBbHOE LUPPOBOE Y0CTOBEPEHUE, KOTOPOE MOXKET TaKxke

HCI0J1b30BaThCA B 1iesisax HITK.
Hcmounuk: BcemupHblil 6aHk

BctaBKa 8. YBKb OOH: uudposble ya0CTOBEPEHUA IMYHOCTU ANA 6eykeHuesB

CorsiacHO olleHKaM YnpaBJsieHUs BepxoBHoOro komuccapa OOH mo fesnam 6exxennes (YBKB OOH), Ha koHer
2018 roza B MUpe HACYUTHIBAJIOCh 25,9 MUJIJIMOHOB GeXeHLeB U 3,5 MUJIJIMOHA JIML, ULIYLUX yOexKuIle.
CTpaHbl B pa3BUTHIX peruoHax NpuHsanu 16% 6GexeHleB, B TO BpeMs KaK TPETb 0OIIEMUPOBOI0 KOJUYECTBA
6exxeHIeB (6,7 MJIH. YEJIOBEK) NMPOXKHUBAET B HAMMEHEE Pa3BUTHIX CTPaHAX MUPa.

[IppHHUMalOIIMe CTPaHbl HECYT OCHOBHYIO OTBETCTBEHHOCTD 3a BbIJa4y OQHUIIHAIBHbIX Y0CTOBEPEHUH JTHY-
HOCTHU 6exeHIlaM, XOTS 3TUM IIPOLleCCOM MOT'YT PYKOBOJUTD YIIOJHOMOYEHHbIE U IPU3HAHHbIE MeX/yHa-
POJHBIM COO6IECTBOM OPraHBbl.

[Ipo6JieMbl NOATBEPXKAEHUSA UAEHTUIHOCTH, C KOTOPBIMH CTAJIKUBAIOTCS G€XeHIbl, BO MHOI'OM YHUKA/bHBI.
MHorue 6eXeHIbl, MPUObIBas B MPUHUMAIOLIYIO CTPaHy, He UMEIOT UAeHTUPUKALMOHHBIX JJOKYMEHTOB, TaK
KaK OHM OBLIM OCTaBJIEHBI, TOTEPSHBI UM YHUYTOXKEHBI BO BpeMsl OerctBa. HeKoTopbIM GexeHIaM, BO3-
MO>KHO, OQUIlMaJbHble YAO0CTOBEPEHUS JUYHOCTH WU Apyrue uJeHTUQUKaLMOHHbIe JOKYMEHThI He BbI-
JlaBaJIMCh HUKOT/A, 4acTO M3-3a TOr'0, YTO OHU MPUOBIJIU U3 YI3BUMbIX PETMOHOB UJIU 30H KOHQJIMKTA, IN60
CTOJIKHYJIUCh C JUCKPUMHUHALKEHN, KOTOpas oMellala UX perucTpanuu. B To e BpeMs cyLiecTByeT 06Lun
NPUHIUI, KOTOPBIHA He MO03BOJISET CBA3BIBATHCS C BIACTSIMHU CTPAHBI MPOUCXOXKAEHUS AJI YCTAHOBJIEHUS
JINYHOCTH 6exeHIla 6e3 ero coryiacus, a TakxKe, eC/IM CYLeCTBYeT PUCK NPUYMHEHUS eMy Bpesa. TakuM 06-
pa3oM, coryiacHO MeXAyHAapOJHBIM CTaHAAPTaM, IPH YCTAaHOBJIEHUHU JTUYHOCTH GeXeHIeB TpeGyeTcs: 60J1b-
Ile ONMPAThCs Ha JJ0Ka3aTe/bCTBa, I0JyYeHHble IPY JIMYHOU [oflaue 3asiBJIeHUs], U B X0Zle cobecel0BaHMUs,
a Tak)Ke Ha CBeJleHHs O CTpaHe NMPOUCXOXKJEHUsl 3asiBUTEJIS, MECTHYIO KYJbTYpy U APYTyl0 MECTHY WH-
dopmanuio. HafexxHOCTH onpeJiesieHUst UAeHTUYHOCTH YCUIUBAIOTCS G6J1arofaps peryasipHblM KOHTaKTaM
Y IepUOINYeCKHUM IPOBEPKAM, II03BOJISIOIIUM KOHTPOJIMPOBATb HENPOTUBOPEYUBOCTD, YIIPABJIATh PUCKAMU
U OIpesiesIATh HEHTUYHOCTD 6exeHIla B HOBOM KOHTEKCTE.

Cuctema nuoppoBo ugeHtudukanuu YBKB OOH wucnosb3yeTcss MHOTMMH NMPUHUMAKIIMMU CTpaHaMU
1 YBKB OOH psis ynpaB/jieHUs1 perucTpanuei U onpejeseHdeM UAEHTUYHOCTH JIML, UILYIUX YOEKHUILE,
u 6exenneB. K mapty 2020 roga 6osiee 9 MUJIMOHOB GeXeHIEB B 72 CTpaHax ObILJIM 3aperuCTPUPOBaHBI
B CUCTeMe 10 6MOMEeTPUYECKUM JaHHBIM.

XapaKTEePUCTUKU CUCTEMbI IUDPOBON UAEHTUPUKAITUU

e YBKB OOH HaxoauTcs B IPOIeCCE YKPEMJIEHUS CBOEN CUCTEMbI IUPPOBOU UIeHTUPUKALIUU AJIS UL, UIILY-
muxX yoexulle, U 6exxeHeB. [Ipoliecc MpoBEPKU U MOJATBEPXKAEHUS JIMYHOCTH, PETUCTPALMHN 3TUX JIUII,
npuMeHsieMmblt YBKB OOH, onucan B PykoBogctBe YBKB OOH no opranusanuu perucTpanydu U yCTaHOBJIEe-
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HUI0 JIMYHOCTU®, 1aBa 5.3 «YcTaHOBJIEHHE JIMYHOCTH YeJ0BeKa: MPOBEPKa J0KYMEHTOB U C60pP JaHHBIX»
U 5.6 «bruomeTpuyeckasi perucrpanus u pororpadum».

e Cnoco6bl ayTeHTUUKALIMY, IPeyCMOTPEHHbIe cucTeMo udpoBoi uaentudrukanuu YBKB OOH, pasinya-
I0TCl B 3aBUCUMOCTH OT CUTYallUd B CTPaHe U BapUaHTOB HCIO/Ib30BAHHUSA. YUeTHbIe HJeHTU(PHUKALMOHHbIE
JlaHHbIe, BbIJaHHbIe CUCTEMOM, B OCHOBHOM UCI0JIb3YIOTCA NPY JIMYHBIX KOHTAKTaX. Y4eTHbIe HAeHTUPHUKALY-
OHHbIe JJaHHbIe JIUL], UIIYIIHX YOeXKHILle, U 6exeHL|eB Pa3/In4aloTcs B 3aBUCUMOCTHY OT Tpe60BaHUH TPaBUTeIb-
CTBa MPUHUMAIOLIEN CTPaHbI, HO COZiepKaT M300paKeHHe JIMLA U 6HorpadpriecKyo HHOPMALHIO, KOTOpast
BKJIIOYAeT MUHUMaJ/IbHbIM HA60p AAHHBIX U JOIOJIHUTE/IbHbIE 3/IEMEHTDI, KOTOpPbIE OAHO3HAYHO UAEHTUPULIU-
PYIOT YesioBeKa. ieHTUdHKaLMOHHbIE YA0CTOBEPSIOIIME JOKYMEHTHI COZlepKaT TaKKe NedyaTHbIN ITPUX-KO/,
na QR-Koz M YHUKaIbHBIN HAEHTUQUKALMOHHBIA HOMeD /IS BJafiebla.

e Cucrema nudpoBoit uaeHtTudukanyu YBKB OOH MoxeT nofaepXKuBaTh ayTEHTHGHUKALHIO C UCIO/Ib30BaHHU-
eM 6MOMeTPUYECKUX JJaHHBIX, KOTOpble IepBOHAYa/IbHO UCI0/Ib30BAIUCh J1JIs1 pacnpe/ie/ieHUsl FyMaHUTapHOH
MIOMOIIY, BKJIIOYas JleHeXHble epeBo/ibl (KOTOpbIe Ha3bIBAIOTCS MEPONPUATUAMH 0 OKa3aHUIO IOMOIIH Jie-
HEeXXHBbIMU cpeicTBaMu). HanpuMep, B psafe cTpan BmxkHero BocToka, Bkitouass MopaaHuio, MeponpHUATHA 1O
OKa3aHUI0 MOMOILH JeHEeKHbIMU CPeJCTBAMU OCYILECTBJIAIOTCS Yepe3 6aHKOMAThI C UCMO0JIb30BaHUEM 060py-
JI0BaHUA [/l CKaHUPOBAHUS pafyKHOM 060JI0YKH IV1a3a, KOTOpOe NOATBepKAaeT IMYHOCTb 0/Ib30BaTeJIs.

e B Masaiizuu u MH10HE3WH BIACTH UCHO0JIb3YIOT Android-npusioikeHue A/151 IPOBEPKH I0CTOBEPHOCTH Y/I0CTO-
BEpEHUSI JIMYHOCTH, BblJJaHHOTO 6exxeHnly YBKB OOH, a i o6JieryeHus: BepudrKaluy UIeHTUYHOCTH BJia-
JleJiblia POM3BOIUTCS CpaBHUBaHUE € poTorpaduei, 0To6pakaeMon B MPUJIOKEHUH.

e B Yrange KaHuensipus npeMbep-MUHUCTPA (KOTOpasi OTBeYaeT 3a PErUCTPaLMIO U UAEHTUPUKALMIO OeXeHIIEB U
UCroJib3yeT cucteMy 1udpoBoi naeHtudukanuu YBKB OOH) mpu cotpyaaudectBe ¢ Komuccrel no cBs3u Yras bl
u YBKE OOH co3zfiaeT cucremy, KOTopasi M03BOJIUT MPOBOAUTH GUOMETPUYECKYIO ay TEHTU(PUKAIIMIO B MyHKTAX MPO-
Jl@X cUM-KapT. Ha MOMeHT HanucaHus1 JaHHOTO PyKOBOZCTBA 3Ta cMCTeMa HAaXOAMU/IaCh HA CTa/IMU TeCTUPOBAHUSI.
B Comaiu 6bL1a BBeZieHa GHOMeTpHUYecKas ayTeHTUPHKAIKA BO3BPAILAIOIMXCS OEKEHIIEB IPHU UX MPUHATHN Ha
006C/Ty>KMBaHUeE C LieJIbI0 NIPe/J0CTaB/IeHHsl GUHAHCOBBIX YCIIYT (60s1ee oApPo6Has MHGOpMaLMs IPUBOANTCS HIDKE).

YYacTHUKH cUCcTeMbI TUPOBOH HAeHTUOUKAIIMU: PoJiK y4acTHUKOB U POBO¥ cucTeMbl uaeHTHOUKau YBKB

OOH pas/nnyaroTcs B 3aBUCUMOCTH OT CUTYaLlUU B CTPaHe.

e B Tex ciyyasx, korjga YBKB OOH ocyiecTBasieT ynpaB/ieHHe perucTpanyen U onpejenieHneM UeHTUIHOCTH
0eXeHLleB OT UMEHU MPaBUTEIbCTBA IPUHUMAIOLLEN CTPaHbl UM NIPU BO3BpallleHUU U nepecesenuy, YBKb
OOH sBJ1sieTCs1 € JUHCTBEHHBIM KOHTPOJIEPOM JAHHBIX.

e B pyrux cuTyauusx NpuMeHsieTcsl TMOPUAHOE pellleHue: Yallie IPUHUMaloLee rocyJapCTBO UCIOb3YET CUCTeE-
My YBKB OOH /151 ynipaBsieHHsi pericTpalyei U onpeieJieHUEM HIEHTUYHOCTH OeXKeHIIEB. B 3THX 06CTOATENB-
crBax YBKB OOH npeznocraBiseT cucTeMy, a IpaBUTeNbCTBO NpUHUMaroliel crpadbl 1 YBKB OOH coBmecTHO
SIBJIAIOTCS] KOHTPOJIEPAMHU JJAHHBIX, U UX JIeATeJIbHOCTb PErYINPYeTCs COVIALlleHUsIMU O Nepe/iaye JaHHbIX.

¢ B ciyyae vcnoJib30BaHUs OMOMETPUYECKOU cucTeMbl, Kak B Erunte, Upake, Mopaanuy, JiuBane u Cupuu, YBKB
OOH coTpysHHUYAET C MOCTABIIMKOM YCJIYT U3 YACTHOT'O CEKTOPA B KOHTEKCTE MPOTOKOJIA 3aLIUThI JAHHBIX.

: Cucrema udpoBou ueHTuduKanu YBKb
OOH U BbIZIaHHBIE €1 yUeTHbIE JaHHbIE PAa3peIlaeTcst UCI0JIb30BaTh JJIs HAEHTUOUKALMY / POBEPKHU KJIMEHTOB IPH

NPUHATHH UX Ha 00C/TY>KUBaHUE B Pa3/IMYHbIX CTPaHaX, BKJIr4Yas BypyH iy, Manasy, Mopaanuto, Hureputo 1 3amM61i0®.

55YBKB OOH «PyKoBOACTBO 110 yNpaB/ieHUIO PETUCTPAL[MeN U ONpejieIeHUeM U/IeHTUYHOCTH»
https://www.unhcr.org/registration-guidancehapter5 /registration

6 YBKB OOH, «IlepeMelrieHHbIe U oTKI04eHHbIe» (2019 1) https://www.unhcr.org/innovation/displaced-and-disconnected
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lleHTpasbHbIA 6aHK COMa/IM COIACUIICS NPUMEHATh 3TOT nojxos K HITK mo oTHoLeHHI0 K BO3BpAIlAOIINMCS
GexxeHllaM, KOTopble OblIM 3apeructTpupoBaHbl B cucteMe YBKB OOH no 6uomMeTpuyeckuM JaHHbIM B KeHuu
U IPyTUX COCEAHUX cTpaHax. PopMy 106poBOILHOrO Bo3BpaleHus, BbliaBaeMyto YBKB OOH Bo3Bparuaroiemy-
sl JIULY JI0 OT'bE3/ja B CTPaHy YOEXKHILa, BMECTe C 6UOMETPHUYECKON HIeHTUGUKAIIMOHHON HHOpMaIUeH ¢ uc-
noJsib3oBanueM cucteMbl YBKE OOH, 6yzeT paspelieHo HCo/Ib30BaTh /11 UeHTUQUKALMY/TIPOBEPKH KJIMEHTa
IIPU OTKPBITUM GAaHKOBCKOTO cyeTa. ITO pelleHHe 6110 0Ipo60BaHo B lekabpe 2018 roza npy OTKPHITUY CYETOB
JUIS1 IBYX 4eJIOBEK, U OXKU/IAeTCs], YTO OHO OYZleT MCI0JIb30BaThCS B 60siee MMPOKOM MaclITabe NOCTaBIUKaMU
dunHaHCcoBbIX yeayT B 2020 rozy.

YpoBeHb Ha/IEXKHOCTH CUCTEMBL: YpoBeHb HasiexkHoCcTH cucteMbl YBKB OOH no nudpoBoit uaeHTHGUKALNN
He MPOBEPSIJICS HA MPEeJMET COOTBETCTBUSL CTPYKTYPE [IOBEPUS U TEXHUYECKUM CTaHJapTaM, KOTOPhIE 06-
CY>JaJIUCh B HaCTOsLeM PykoBoACTBe, 0JHAKO HAa MOMEHT HanucaHus HacTosuero fokymeHta YBKB OOH
3aKa3aJio NpoBeJieHUe BHELIHUX OL[eHOK 3KCIIePTaMU-KOHCYJIbTAHTAaMU U OLleHUBAET BbIBOJbI.

PacimmpeHye focTynHOCTH GUHAHCOBBIX YCIVT: PacmmpeHue JOCTYTHOCTH GUHAHCOBBIX YCIYT JJIs1 GeXKEHIEB

SIBJISIETCS] BXKHBIM 3JIEMEHTOM 3allUThl, 06ecrieueHHs] CaMOCTOATEIbHOCTH U aflanTaluu 6exeHnes. B 2016 -
2019 rr. YBKBE OOH pacnipezenuo 2,4 mipa. foJiiapoB CIIA B paMkax ryMaHUTapHOW MaTepUabHOU IOMOILU.
B Lessx pacmupeHust JOCTYMHOCTH GUHAHCOBBIX yeayr YBKB OOH cTpeMuTcs ocyluecTBASTb MEPONPUATHS
10 TIepeBOAY AEeHEXHBIX CPe/ICTB Yepe3 OAHKOBCKHME WM MOGH/IbHBIE CYeTa MoJydaTesed (c cob/rofeHueM
MEeCTHOTO 3aKOHO/]aTe/IbCTBA) U OTAABATh MPHUOPUTET KOTKPBLITHIM» CHCTEMAaM, KOTOPbIE MPUBJIEKAIOT MECT-
Hble PbIHKH M 9KOCUCTEMBI, @ He UHBECTUPOBATD B «3aMKHYThIe» CHCTEMbI, KOTOPbIE e/1al0T He60IbIIOH BKIA/,
B pacLIMpeHHe JOCTYIMHOCTH GUHAHCOBBIX YCIYT. Mcnosb3ys udpoBble TEXHOJIOIMH U, B YaCTHOCTH, MOOUJIb-
Hble iaTdopmbl, YBKE OOH cTpeMuTCs cofielcTBOBATh PACIIMPEHHUIO IOCTYITHOCTH GUHAHCOBBIX YCIYT, KOTO-

poe NoJIOKUTEJIbHO U Oy TUMO BJIUAET Ha XKU3Hb 6E)KEHLLEB.
Hcmounuk: YBKb OOH

BcraBka 9. Kutaii: cuctema undposoii maeHTMGUKaLMM CO34aHA YaCTHbIM CEKTOPOM

OCO6GEeHHOCTH U YYACTHUKU CUCTEMbI IMPPOoBOU ujeHTUGUKanuu: Kommanusa Ant Financial co3mana cucremy

1M $poBOU UaeHTUUKAIMK Ha ocHOBe nHGopmanuu HIIK, npoBepeHHON MUHKHCTEPCTBOM 06I1IECTBEHHOU 6€3-
onacHocTy (MOB) KuTas, a Takke Ha ApyrUx CO6GpaHHbIX JAHHbBIX, BKJII0Yasl paclio3HaBaHue JILL. ViMs U uJieHTH-
dUKaIMOHHBIN HOMep KJIMeHTa MPoBepsieTcs 0 0PUIMAIBHON 6a3e JaHHBIX, KoTopyto BeaeT MOB Kuras, fis
obecreyeHust TOYHOCTH UAEHTUPHUKAIMOHHON HHopMaluu. Pacio3HaBaHue Jiv1 (CONMOCTaBJIEHHE C U300paKe-
HUSIMU B JIEUCTBUTEBHBIX JOKYMEHTAX ), MHOTOKaHa/IbHas IIEpeKPECTHAs BaJHJalMsl M IPOBEPKA M0 «4EPHBIM»
CMKCKaM COYeTalTCs C CLieHapUsIMU IPOBeZileHUs1 GU3HeCOM HaZjlexcalliel NPOBePKHU K/KeHToB. Kaxkas nposep-
Ka OCHOBaHa Ha HeNocpe/CTBEHHON aBTOPU3aLlMH N10/1b30BaTeJ/Isl U OATBEPXKAAETCS UCII0Ib30BAaHUEM YCJIYT MO
BepUpHUKaIUH.

Hcnonbp3oBanue B chepe ¢uHaHCOBBIX yoayr: Ant Financial u ¢puHaHCOBbIE yUpexxJeHUs COTPYAHUYAIOT MPH

OKa3aHWU KJIMeHTaM GUHAHCOBBIX YCIYT, TAKUX KaK CTPaXxOBaHUe, Cy6CUANPOBaHUE U MUKPODHUHAHCHPOBAHHUE,
a TaKKe B [I0JIHOM Mepe UCI0JIb3YIOT HUPPOBYI0 HAeHTHUKALIMIO [J/1s1 IpejoCcTaBaeHUsl GUHAHCOBBIM yUpex/e-
HUSIM TaKUX YCIYT, KaK HAeHTUUKALKs KIMEHTOB U OLleHKA PUCKOB KJIMeHTOB. CucTteMa LudpoBor UieHTUU-
Karuu Ant Financial moBceMecTHO HCITIOJIb3yeTCs B pa3/IMYHBIX CLieHAPHUAX TPe0CTaBIeHUsA GUHAHCOBBIX YCIIYT,
obecrieyrBasi 6osiee 3 MUJIJIMAPZOB IPOBEPOK I10 JIMI[AM COTEH MUJIJIMOHOB IoJib30BaTesel Alipay. OHa Takke
WCIOJIb3yeTCsl B CBA3HU C 3allpOCaMU [IEHCUH, IEHCHOHHbIMU B3HOCAMH, HAJIOTOBBIMU JieKJIapallUsIMU U APYTUMU
rocyZapcTBeHHbIMU ycayramu. Kpome Toro, Ant Financial mpezgoctasisieT nyudpoBble HieHTUGUKATOPBI AJIS TY-
PUCTOB, pue3karlyx B Kutail Ha KOpOTKUHM CPOK, KOTOPbIe HE UMEIOT cueTa B KUTAHCKOM GaHKe, HO XOTAT CO-
BeplIaTh MOGH/IbHBIE MIaTexu. Ant Financial npuHuMaeT crenuanbHble Mephl 0 BepUPUKALUU UIEHTUYHOCTH
B IMMHTpaniMoHHOM GI0pO /1Jisl HOATBEPXKAEHUS MOAJTMHHOCTH HHOPMALMHK, YKa3aHHOH B IACIOPTe.
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YpoBeHb Ha/IEXHOCTH cUcTeMBL: B KuTae HeT mpo3payHbIX MPABOBbIX MEXaHU3MOB HaZIEXKHOCTH U TEXHUYECKUX
CTaHJApPTOB LUPOBOHN HMIeHTUPHUKALIUY, HO ObLJIO MPEJIOKEHO, YTOObI IMPU OLIEHKE B COOTBETCTBUM co CTaH-
JapTamMu HanjioHa/IbHOr0 MHCTUTYTa CTaHAAPTOB U TexHosiorui CIIA cucrema nndposoi naeHTuGUKanuu Ant
Financial umesia ypoBeHb Ha/IEXKHOCTH OTIpe/iesIeHUs UJIeHTUYHOCTH 2 (IAL2), ypoBeHb Ha/IeXKHOCTU ay TEHTUDH-
karuu 1 (AAL1) u ypoBeHb HajieXXHOCTH defiepaTHBHON UHTerpanuu 2 (FAL2).

Mephbl 1 LW PEHNU TYIIHOCTHU QUHAHCOBbLIX I

(1) AnsxuTesedt cebCKUX UM OTAAIEHHBIX C/1a00Pa3BUTHIX PAHOHOB, He UMEIOIUX JOCTyTNa K 6aHKOBCKUM cye-
TaM WM B TeX CJIydastx, KOT/ia TEXHOIOTHH Paclo3HaBaHUs JIML] He[OCTaTO4YHO pa3BUThI, Ant Fianncial MmoxeT
BepuduIMPOBaTh UHPOPMALIMIO O KJIMEHTaX ¢ MoMolbio [InaTrdopmel BepudrKaluy UAeHTUIHOCTH TPaX-
AaH. Ha cyeT HaKJ1aibIBalOTCA OrpaHUYeHHA (T1aTexu He MoryT npeBbimaTh 1 000 roaHel), Mex/iyHapoiHbIe
NJIaTeXM He paspelleHbl.

(2) Yro KacaeTcs CTYAEHTOB KOJUIe/XKel, He UMEIOLIMX I0CTyTNa K 6aHKOBCKUM cyeTaM, Ant Financial MmoxeT npo-
BEPSATH JIMYHOCTH CTY/IeHTOB Yepe3 MHPpOpMaIOHHYIO0 CETh CTYIEHTOB BbICIIMX yYeOHbIX 3aBeJeHnN KuTas,
BKJIIOYAsl y4eOHBIN CTATYC CTYZAEHTOB.

Hcmournuk: Kumati

BctaBKka 10. CuHranyp: HayuoHanbHas uuppoBas UaeHTUPUKALMOHHAA cucTemMma

B pamkax HanuoHanbHOU nudpoBoil naentudrkanuoHHol cucteMbl (NDI) mpaBuTesnbcTBo CuHramypa
paspabaThiBaeT NaKeT ycayr UUGPOBOX UAeHTUPUKALNH, TTO3BOJISAIOIUHI KUTEIAM U OpraHusanuam CuH-
ramnypa OCyIlecTBJATh LU(POBble ONepalUy C NPAaBUTEJIbCTBOM M YACTHBIM CEKTOPOM YJOOHBIM U 6e3-
onacHbIM cioco6oM. Cuctema NDI ocHoBaHa Ha TeEXHOJIOTUAX KpUNTorpaduieckon 3amuTel UHGpPaCTPyK-
Typbl OTKPBITHIX KJItouel (PKI). Yeayru nocreneHHo BHepsitoTcs ¢ 2017 roga, u oxugaercs, 4to Kk 2020
roJly OHU CTaHYT MOJHOCTbIO pa60TOCHOCOOHBIMH.

Oco6enHocTy cucTeMbl MbpoBoX uaeHTUGUKanuu: B makere ycayr NDI pasindaroT 4 0T e/IbHbIX yPOBHS.

JlocTtoBepHble JaHHble: Mylnfo — ciayx6a J0CTOBEPHBIX UAEHTUGUKALMOHHBIX AaHHbIX NDI, KoTopas
Oblya 3amyuieHa B Hadase 2017 roga. MylInfo Bk/touaeT npoBepeHHbIE IPABUTENbCTBOM JaHHBIE, MOJIY-
YeHHbIe U3 PA3JIMYHbBIX FOCY/JapCTBEHHBIX YUpEXJeHUH, U cofepKUT 6osiee 100 pa3zesioB c meEpCOHATbHBI-
MU AaHHbIMU. OHa ob6ecrnedynBaeT rpakJaHaM U pe3ujieHTaM JOCTYI K CBOMM JaHHBIM U ylpaBJieHHue [0-
CTYIIOM K CBOMM JaHHBIM. JIrogu MOTYT JaTh cOrJlacMe Ha aBTOMaTH4YeCKoe BHECEHHWE CBOMX IPOBEPEHHBIX
NPaBUTEJbCTBOM JIMYHBIX JAHHBIX IPU 06pallleHUH 32 3J1eKTPOHHBIMU yCJAyTaMy B OpraHu3aluu rocyaap-
CTBEHHOTO M YaCTHOTO CEKTOPa OCPe/,CTBOM Ha/le?>KHOTO M HE3aBUCHMOT0 KaHaJla.

e JlocToBepHasi U EHTHUYHOCTb: NIPABUTEJbCTBOM OYyZeT yupexJeH HanuoHanbHBIN opraH cepTHdHUKa-
nuu (NCA), KOTOPBIM BBIAACT KAXKA0MY JKUTEJI0 L[UPPOBOE YIOCTOBEPEHHE C KPUITOrpadpUIecKor 3a-
LIMTOH, CO3/JaHHOE B 3alLIUIIEHHOM PeXUMe, XpaHsilieecss B MOGUIbHOM TesiepoHe. ITOMY HHUPPOBOMY
YZIOCTOBEPEHUIO MOTYT ZIOBEPATH KAaK FOCYAAPCTBEHHbIE, TAK U YaCTHbIe KOMIIAHUU. ITO BHECET BKJIA[
B MHOTOYPOBHEBYIO MOJIEJIb HA/IEXKHOCTH OTpe/ieJIeHUs] UIeHTUYHOCTH, YTO MO3BOJIUT I0JIb30BaTENSAM
OCYIIEeCTBJISATh 60Jiee KOHQHUAEHIIMAIbHbIE ONEPAIMH, T.K. HOBBICUTCS YPOBEHb HAJI€XKHOCTH Onpezere-
HUS UX UJJEHTUIHOCTH.

e JloctoBepHbid goctyn: NDI 6ygeT moasep:XUBaTb OTKPBITYI0O U MHTEIPUPOBAHHYI 3KOCUCTEMY IpPO-
BalziepoB ycayr ayreHTUUKauuu (ASP). [IpaBuTenbcTBO 6yAeT 06ecnedruBaTh yCayru ofgHoro us ASP,
a apyrue ASP MOryT 3KCIJIyaTUPOBATbCA YaCTHBIM CEKTOPOM, IPUY€EM BCe OHU OYAYT CChIIAThCS Ha OAUH
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U TOT e [UPPOBOU UAEHTUGUKATOP, BbIJAHHBINA MPaBUTENbCTBOM. B koHIle 2018 rosa 6bl1a 3amylie-
Ha cucteMa SingPass Mobile, o6ecneunBatonjas 6e3omnacHyto ayTeHTUPUKALUIO 6€3 HEOOXOAUMOCTH UC-
M0JIb30BaTh alnapaTHble TOKEHBI WU OZHOpPa30Bble mapoJsiu no CMC, 4To rapaHTHUpPYET pacuIidpeHHe
JOCTYITHOCTH IIUPPOBBIX YCJAYT U NPOCTOTY JOCTYIA KaK JJis TOCYAapCTBEHHOTO, TAK U JIJI YaCTHOTO
CeKTopa.

e JlocTOBEepHBIE YCIYTU: 3TO IIUPPOBBIE YCIAYTH HA OCHOBe ypoBHel cucteMbl NDI. [IpuMepoM siBJsieTCS
nudposas noanucb. PruHaHCOBBIE yUpexJjeHus MOryT noJsaratbcs Ha NDI g5 npespocraBieHus 6osee
HaJleXKHBIX YCJIYT ¢ 60Jiee BLICOKMM YPOBHEM HAJZleXKHOCTH, a TaKKe JIJIs1 ONTUMHU3ALUHY N10e3J0K KJIUEeH-
TOB HE3aBHCHUMO OT F'PaHUL] CUCTEM UJIM OpTaHU3aLUH.

YYacTHUKU cUCTeMbl UUPPOBOU MAEHTUPUKAIMU: YPOBHU JOCTOBEPHBIX AAaHHBIX U JJOCTOBEPHOMN HJEH-

THUYHOCTHU IPEJ0CTABJISIOTCS IPAaBUTEIbCTBOM. YPOBEHb JI0BEPEHHOTO IOCTYINA GYAET NOALEPKUBATh OT-
KDPBITYI0 1 UHTETPUPOBAHHYI0 3KOCHUCTEMY NPOBAKAEPOB YCIYr ayTeHTUOUKALUU U IPOBANHEPOB 3JIeK-
TpoHHOU nudpoBoi noanucu (ASP u DSAP). [IpaBuTebCTBO GyieT 06eCneYrnBaTh YCIYry ogHOro us ASP.

HUcnosnb3oBanue B nensgx HIIK: B HacTosmiee BpeMs 6osiee 60 GruHAHCOBBIX yupexaeHud CUHramypa uc-
nosb3y10T MyInfo npu okasanuu 6osiee yeM 220 U GPOBBIX YCAYT, YTOOLI IPUHUMATh KJIUEHTOB Ha 06CI1y-
>)kuBaHuUe U npoBoauTh HITK.

depe I10/]] : !
YnpaBJ/ieHUe JieHeXHoro o6pamieHuss CuHramypa BbIYCTHIO PykoBoAcCTBO o Hcnosib3oBaHuo Mylnfo u
npumMeHenuo Mmep HIIK npu 3a04HbIX fe/10BbIX oTHOmeHUsAx (AMLD 01/2018)%. B ciy4dae ncnoJsib30BaHus
MylInfo oT drHaAHCOBBIX yUpeKAeHUHN He TpebyeTcs MoJiyyaTb Gu3ndecKkrue JOKYMEHThI 151 BepudUKaLUU
HUJIeHTUYHOCTH KJIMEeHTa, a TAK)Ke He 00513aHbI OTAEJIbHO M0JIy4aTh GpoTorpaduio KIMeHTa. YpaBJieHUe Jie-
HeXXHOro o6pauieHus CUHranypa yTo4yHuJI0, 4yTo cautaeT MyInfo HaZie?>KHbIM Y HE3aBUCUMbIM HCTOYHUKOM

4 b€ T10JIO2K 4 OTHO

'@ VAl D I 1 A D 71 4

s WA [l

AJId IPOBEPKKU MMEHHU KJIIMEHTA, YHUKAJIbHOT'O I/I,Z[EHTI/I(I)I/IKaLU/IOHHOFO HOMeEepa, AaTbl POXKAEHNA, HALIKUO-
HaJIbHOCTH U aZApeca NPOKUBAHUA. duHaHCOBbIE ydpexaeHud 06s13aHbI BECTH Ha,C[J'Ie)KaLL[I/II;'I y4eT JaHHBbIX,
BKJIlOYad JaHHbIE, IOJIYyY€HHbIe U3 Mylnfo, B COOTBETCTBUU C HOPMATUBHbBIMHU Tp660BaHI/IHMI/I CHHranypa.

YpoBeHb HaieXKHOCTH cucTeMbL: [Ipu pazpaboTke NDI B kayecTBe MpUMEPOB UCNOJIb30BaIMCh CTaH apThI
HanuoHasbHOTO HHCTUTYTa CTaHAAPTOB U TexHoJsiorui CIIA u PersmamenT EC 06 3/1eKTPOHHOU UAEHTHU-

¢ukanuu. B NDI ypoBeHb Ha/IeXKHOCTH OYZAET OLleHUBATHCS 110 CPABHEHHUIO C YPOBHAMH HA/I€XKHOCTH B CHU-
cTeMax ApPYrux CTpaH, NOCKOJIbKy CHHIanyp OTKPBIT JJIs BO3MOXKHOCTEH JIByCTOPOHHET0 COTPYAHUYECTBA.
Jlis1 HaZieXKHOCTH o6ecrnedyeHusl ayTeHTUQUKALUU UCI0Jb3yIoTcs O61Me KpUTePUH YPOBHSA HafleXKHOCTHU
ounenku (EAL) c ucnosnbzoBanueM kyacca AVA «oreHka ysasBumoctu» (AVA_VAN, ot 1 o0 5).

Pacmupex—me AOCTYIIHOCTH d}I/IHaHCOBbIX YCJIVT: Cuctema NDI npeaocTaBJadeTCA 6ecIIaTHO BCEM rpaxjgaHaM

Y pe3ujieHTaM CUHTranypa U IBJsEeTCS YacThi0 MPOTPaMMBbl pacliupeHHUs JOCTYNHOCTH QUHAHCOBBIX YCAYT
COOTBETCTBYIOLMX FOCYyJapCTBEHHBIX YUpeXJeHUH.

HcmouHuk: CuHzanyp
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BctaBka 11. HO)xkHO-AdpuKaHcKaa Pecnybanka

B cBsA3U c Bo3pacTarouield He06X0AMMOCTbI0 60pbObI C MOLIEHHUYECTBOM U KpaXked UJeHTUUKALU-
OHHBIX JAHHBIX, @ TAKXe JJis BbINOJHEHUs Tpe6oBaHUK B oTHomweHuu HIIK, B 2002 roay 6611 co3iaH
l0>)kHOadpUKaHCKUN MHPOPMALMOHHBIN LeHTP Mo 6aHKOBCKUM puckaM (SABRIC). [lepBoHavabHO
COCTOALIMHI U3 YeThlpex KpyNnHeHux 6aHKOB, B HacTosee BpeMsa SABRIC BkJ/louaeT u Apyrue 6aH-
KU, TpexX NpoBaliepoB HHKACCATOPCKUX YCJAYT U OJHOI0 NIpoBaiepa Mo 06cayKMBaHUO 6aHKOMATOB.
B 2007 rogy SABRIC u MunuctepcTBo BHyTpeHHUX ey (MB/) FOAP Hayau coTpyAHUYECTBO MO 60pPb-
6e C mpecTymJeHUsMH, CBI3aHHbBIMU C UJeHTUPUKALMOHHBIMU JaHHbIMU. MU3Haya/lbHO G6aHKHU ycTa-
HaBJMBAJIU JUYHOCTb KJIMEHTAa, BU3yaJbHO MpPOBepsis 3eJieHOe yAOCTOBEepeHHe JUYHOCTU B BHUJE
KHW)KKH CO LITPUX-KOZOM M BU3yaJlbHO CpaBHHUBasg poTorpadHio B HEM C BHEIIHOCThIO SIBUBIIETOCS
K HUM (MOTEHHaIbHOT0) KaWeHTa. OJHAKO Yy «pyYHOTr0» MeTOo/ia BepUPUKALUU UAEHTUYHOCTH OblIU
HegocTaTKu. [lns ux ycrpaneHus yiaeHbl SABRIC u MB/l IOAP 06bejuHUIN YCUIHS, YTOOBI 06ECTIEYUTH
BO3MOXHOCTb BepUUKAL MU UAEHTUYHOCTH KJIUEHTOB IyTEeM CONOCTABJIEHUS UX OTII€YATKOB NaJbleB
HENOCPEeACTBEHHO C JAHHBIMU OGUOMeTpUuYeckold 6a3bl faHHbIXx HANIS MB/I, koTopas oTnpaBJ/sieT OT-
BET «BepUPUIIUPOBAHO» UJIU «He BepUUIUPOBAHO». 3alUILEeHHOE COeJUHEHHE AJisl OCTYNa K 6a3e
AaHHbIX MB/I IOAP 6b1710 ycTaHOBJIEHO B YYacTBYOLIMX 6AHKOBCKUX OTAeJeHUsX 4yepes ['ocynapcTBeH-
HOe areHTCTBO 110 HHGopManuoHHbIM TexHosaorusaM IOAP (SITA). bauku naatat MB/I IOAP 3a Bepu-
dukanuw. B npouecce Bepudukanuu reHepupyeTcss KOHTPOJbHBIN CJeJi, U CUCTeMa BblJaeT HaJex-
Hyl0 ynpaBJyieHuYecKkyo MHbopmanuo. K konny 2018 roza B npoekTe NPUHSAJIU ydacTHe CeEMb GAHKOB
U 4 000 ¢pusmanoB. B HacTosimee BpeMsl KOJIMYECTBO BepUPUKAIMNA COCTABJISIET OKOJIO 3 MUJIJIMOHOB
B Mecsl1l. 3anpockl kK 6a3e gaHHbIXx MB/] FOAP 06b14HO 3aHUMaIOT OT 4 10 16 cekyH[. OT 2 10 3,8 npoueH-
Ta 3JIEKTPOHHBIX BEpUPUKALMHA 0KA3bIBAIOTCS HEYCMEeIIHbIMY, IOTOMY YTO Y YeJIOBEKA, HIEHTUIHOCTb
KOTOpOro BepuduLMpoBasach, He 6bLJ10 6UOMeTpUYeCcKUX AaHHbIX B HANIS.

Hcmounuk: BcemupHblil 6aHK

BcraBKa 12. PyHKUMOHAIbHAaA COBMECTMMOCTb M B3aMUMHOE NpU3HaHUE B paMKax PernameHTa
EC 06 anekTpoHHOU ngeHtudukauymm (elDAS)

CoryiacHo PerniamenTy EC 06 ssiekTpoHHOM uaeHtudukanuu (eIDAS), rocysapcTBa-yieHbl MOTYT HUCHOJIb-
30BaTh LUPPOBOU UAeHTUDUKATOD JJIs AOCTYIA K OHJIalH-ycayraM. KpoMe Toro, oHu MOTyT NPUHATH pe-
IIeHHe O IPUBJIEYEHUH YaCTHOTO CEKTOPA K NpeJoCcTaBleHUI0 pelieHUH (cpefcTB) nudpoBoi uaeHTUdU-
KalUU. B COOTBETCTBUH C MPUHLUIIOM B3aUMHOI'0 NPU3HAHUS, TOCYAApPCTBa-4/eHbl 00513aHbl IPUHUMATh
00bsIBJIEHHbIE Cpe/CTBA LMPPOBOU UAEHTUDUKAIMU JPYTUX TOCYAAPCTB-UJIEHOB, €C/IM OHH pa3pelaT
WCI0JIb30BaTh LUPPOBOU HJEeHTUPUKATOP [AJs OHJIAWH-A0CTyNa K TrOCYyJapCTBEHHBIM yCJyraM CBOEHU
CTPaHbl, @ yPOBEHb HA/LEKHOCTH 00'bSABJIEHHBIX CPE/CTB He HUXKe TOT0, KOTOPbIM HE06X0AMUM [iJ1S LOCTYIIaA
K ycayre. PersameHT elDAS onpezesnsieT TpU pa3JUYHbIX YPOBHS HAZEXHOCTU (HU3KUM, CyLeCTBEHHbIN
Y BBICOKHI) B 3aBUCUMOCTHU OT CTEIIEHU J0BEPHUS K 3asiBJIEHHON UM 00bsIBJIEHHON UAEHTUYHOCTH QU3U-
YeCKOro JIMIa.

Hcmounuk: Esponelickast komuccusi

BcraBKa 13. benbrua: 3NeKTpoHHble KapTbl U cuctema itsme®

Benbruiickas cucrema I.[PICI)pOBOﬁ I/I,ZLEHTI/I(bI/IKaLU/IPI BKJIIOYAET 3JIEMEHTbI KaK roCyAapCTBEHHOI0O, TaK
U 9aCTHOT'O CEKTOPOB. Kak GoJsiee l'[O,C[pOGHO 06'bsICHsIETCSA HHWXKe, IPAaBUTEJIbCTBO MpeaoCTaBAAET I.LI/I(l)-
pOBbI€ Y4€THbIE I/I,ZLBHTI/I(bl/IKaL[I/IOHHble JAaHHBIE 06]].[61"0 Ha3Ha4Y€eHHH, 3J'IeKTp0HHyI-O KapTy rpa>xiaHuHa
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Besbruu 1 371eKTPOHHYI0 KapTy MHOCTPaHLA (COBMECTHO UMeHyeMble «BeIbruiCKUMHU 31eKTPOHHBIMU
kapTaMu»). OHO TakKe IpeJoCTaBsieT MaaTGoOpMy AJis ayTeHTHUPUKAUKU HUPPOBOH HUIEHTUYHOCTH
JIJIsl CUCTEMBI YCJIYT 3JIEKTPOHHOTO MPABUTENbCTBA. [[04TH BCe rpaxkJaHe U pe3u/JeHThl beJbruu uMerT
3JIeKTpoHHYI0 KapTy (eCard), KoTopast B HacTosilllee BpeMsi OTKPbIBAeT JOCTYIN K HIMPOKOMY CIEKTDPY
60s1ee 800 NpUI0KEHUHN CUCTEMBI YCIYT 3JIEKTPOHHOTO IIPaBUTENbCTBA, BKJIOYas NpuaokeHus Tax-on-
Web, conuanpHoro obecnevyenusi u eHealth, Police-on-web, npuioxeHus peruoHabHbIX NPAaBUTEIbCTB
Y OHJIAMH-TIOPTAaJIbI AJI MyHUIIUIaJIUTEeTOB. KpoMe Toro, ciyx6a ayTeHTUGUKAL MY [UPPOBOU HIEHTHUY-
HOCTH [iJIsl YaCTHOTO CEKTOPa, itsme®, o6ecrneynBaeT ayTeHTUGUKALUIO UIeHTUGUKALMOHHBIX JAHHBIX
Ha OCHOBE MOGUJIBHOTO TesiedOHa, NPUBSI3aHHBIX K 3JIEKTPOHHOW KapTe U KOHKPETHOMY MOGHUIBHOMY
TenedoHy u SIM-kapTe, /1 y4acTBYIOUHUX 6AHKOB U ONEePaTOPOB MOOH/IBHON cBsA3U. CyllecTBYIOIINE
KJMEHTBI MOT'YT HCIOJIB30BaTh itsme® /151 ayTeHTUPUKALUH HIEHTUYHOCTH AJIs BXOZa B CBOU yYEeTHbIE
3aMKCH U IPOBEJIEHUS ONlePaUH.

OCco6EeHHOCTH ¥ OCHOBHBIE YYACTHUKH CUCTEMBI QHQ}Q[}OBOﬁ I/IQEHTI/IQDI/IKEIQI/II/IZ

S/1eKmpoHHble Kapmbl

e PerucTpanus B cCUCTEMe OeJTbIrUICKUX 3JTEKTPOHHBIX KapT NPOUCXOAUT NPU JTUIHOM NPUCYTCTBUU. My-
HULUNAJUTETbl/KOHCYJIbCTBA U 10COJbCTBA OTBEYAIOT 3a IPOBEPKY U NMOATBEPKJeHUEe IUYHOCTH, 3a-
NUCh (perucTpanuo), Bblady U LOCTABKY 3J1eKTPOHHOM KapThl.

e [IpaBuTenbcTBO Besnbruu nepenaetr PenepanbHod cayxbe ayreHtudukanuu (FAS) yaoctoBepe-
HUE UJEHTUYHOCTHU B LeJIAX MOJYYeHUs AOCTyIa K yCaAyraM 3JIEKTPOHHOT O NMpaBUTeNbCTBA. [lnaT-
dopma FAS nopnepxxuBaeT JocTyn Kak yepe3 HTepHeT-6pay3ep, Tak U ¢ MOGUJIbHOTO TesedpoHa
u onupaetcs Ha ctaHaapT IETF TLS, koTopblii o6ecriednBaeT CKBO3HOE MHUPpOBAHUE JJIsI KPUIITO-
rpapuyecKoi 3alUThl KOMMYHUKALMK B paMKax ceTH. AyTeHTUuKanusa FAS BK/IO4YaAET ciaeayro-
[iye Imaru:

- TpaxJaHUH WM MHOCTpaHeL IbITAeTCA BOWTU B CUCTEMY YCJIYT 3JIEKTPOHHOTO NPaBUTEJbCTBA,
BBe s PIN-KO/ 3/1eEKTPOHHOW KapThl GU3UYECKOTO JIUILIA.

- HHTepHeT-6pay3ep otnpasJseT B FAS ceprudukar ayTeHTUUKAIUHN, KOTOPBIA MOXET GbITh He-
06X0aUM /i1 BepUHUKALUU CepTUDUKATA, YTOOBI 0OECIEYUTh LIEJOCTHOCTD, JEUCTBUTEJNBHOCTD
Y MOAJIMHHOCTD MpeCTaBJeHHOT0 cepTUdHUKATa MPOBEPKHU MOAJUHHOCTH KaueHTa TLS.

- FAS noATBepXaaeT CepTI/I(I)I/IKaT, MMO3BOJIAA Y€JIOBEKY 3aBePIIHUTb BXOJ B CUCTEMY U IMOJYYUTb [O-
CTYyIl K 3alIpOIIE€HHOMY IMMPHUJIOKEHUIO CUCTEMBI YCAYT 3JIEKTPOHHOTO IPaBUTEJ/JIbLCTBA.

Itsme®

e Itsme® — nHunuatuBa Belgian Mobile iD, koHcopLMyMa, BK/IOYAIOLETO YeTbIpe BeAyIIUX 6eJbIui-
ckux 6aHKa (Belfius, BNP Paribas Fortis, ING, KBC) u onepaTopoB Mo6uibHOM cBsi3u (Orange, Proximus,
Telenet). AkTuBanusa itsme® Ha MOGUIBHOM YCTPOWCTBe NMpHUBSI3aHA K BesbruiicKO 3JIeKTPOHHOU
KapTe, YTO FapaHTUPYET YCTAHOBJEHHUE JMYHOCTU. B mpouecce ayTeHTUGUKALMHU Mepejada JaHHBIX
MeX/Jy noJsib3oBaTesieM itsme® u FAS ¢ ncnosp3oBaHueM NpUI0KeHUd itsme® ocyliecTBAsSAETCA B CO-
oTBeTCcTBUH co ctaHgapToM OpenlD Connect (Doc Ref. 1.2.4).

HUcnonr3oBaHue B chepe drHAHCOBBIX YCayT: Benbruiickas niaatdopma FAS npesgHazHaueHa TOTBKO AJIs

JIOCTYIA K TOCY/JapCTBEHHBIM yCJIyTraM, noJiydeHrue GUHAHCOBBIX YCJAYT B HACTOSALEe BpeMS HEZOCTYIHO.
PemeHue itsme® HcnoJib3yeTcs AJ5 MOATBEPXKAEHHUS ONepanui.
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YQOBeHb HaJEeXHOCTH CUCTEMBI.

e BesibruiicKyue 3JIEKTPOHHbIE KapThl 06€CNeYrBalOT BbICOKMU YPOBEHb HAZIEKHOCTU B COOTBETCTBUU CO
cnenudukanusamu PernamenTta EC 06 asekTpoHHOU uaeHTHGUKanuu (eIDAS), yTo moATBEPKAEHO rocy-
JapcTBaMU-4JieHaMU ceTU coTpyAHUYecTBa elDAS nocie TiiaTeibHOU KOJIJIeriajibHOW NPOBEPKHU.

e CucrteMa itsme® npouia TIATeJbHYI0 IPOBepPKYy B cdhepe 6€30IaCHOCTH U yIpaBJeHUs, U 6elbrui-
CKO€ NMPaBUTENbCTBO IPU3HAJIO €e HAJIeXKHBIM CPEJCTBOM ayTeHTUPUKALUU C BHICOKUM YPOBHEM Ha-

AEXHOCTH.
JocmosepHbill UCMOYHUK
QepepanbHan BaHKOBCHMA CepmuuyuposaHHtstl
rocyfapcTeeHHanA cnysba 0 HOHCOpLMYM nposaidep yHemHeix daHHeLX
[lenaprament J

BHYTPEHHMX gen .
yTp A Yuemuele daHHele

JNEHTPOHHAR HApT

(cmapTHapTa, elDAS, cambli
BHICOHMW YDOBEHE rapaHTmi (LoA)
NPOW3B0AH6IE OT YHETHRIX J3HHE !

QegepansHan
rocynapcTeeHHan cnymba
[lenapTaMenT nonuTHKM -‘;Fmﬂfmu@u”ﬂub'”_ e e
W nomgepHIH et B A Bl
eHepansHEIA QUpERTOpaT oToporo Tpebyet 10
no nepexomy
Ha UwdpoBble
TEXHONOMMK

ocydapcmaentsie (1C (3nekmporHaR Kapma, Npou3sodHere udeHmuguramope, itsme®):
Bonee 800 npunomeHiA 3NEKTPOKHEIX MOCYOAPCTBEHHBIX YCIYT,

BHMIDYAR NPUNoReHnA Tax-on-Web, couransHoro obecnieyeqns W eHealth, Police-on-web,
NPUNOMHEHNA PErUOHANLHLIX NPABMTENLCTE WM OHNAMH-NOPTaNG! ANA MyHULMNANKTETOB,

Hacmeie fIC (itsme™):
BanHHM U T.n.

"Mocne NepBoHa4ankHOro BXxoga & FAS € NOMOLLEID 3MEKTPORHOM HAPTLI / CHUTLIBAKILLEND YCTPOMCTEA PU3MHECKWE NMLE MOTYT 3aNPalUMBaTL Apyrie
NPOW3BOMHbIE AYTEHTUGKMKATOPS (DQHOPAI0BLIE NAPONK YEPE3 MOBUNLHOE NPUCHEHUE UK TEKCT, TOKEHS!, UMA NONL30BaTeNA (Naponk),
NPVHMMAEMBIE HEKOTOPLIMU MPUNOMEHUAMM, NPEyCMATPUBAIOLLUMM BONEE HU3KKIA YPOBEHE HAQEBHHOCTH).

HcmouHuk: Beaveus
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BcraBKa 14. LLiBeuus: Nnatdpopma aneKTpoHHOU uaeHTuduKauum elD u naeHtudpukarop BankiD

llIBeickoe MPAaBUTEJNBCTBO, KOTOPOE BEJET LIEHTPAIbHYI 6a3y JaHHbIX YI0CTOBEPEHHH JIMYHOCTH BCEX FPaXK-
JlaH ¥ pe3uieHToB llIBenuy, comeicTByeT HMPPOBOH HAEHTUDUKALMH TOCPEACTBOM IOCyJapCTBEHHO-YaCTHO-
ro mapTHepcTBa. [IpaBUTENBCTBO NPEOCTABIISET 06beJUHEHHYI0 apXUTEKTYpy LHUGPOBON HAEHTHUPHUKALUN
(mratdopma elD - Texuuyeckas matdopma Connect IlIBerun), a YacTHbIE CyO'BEKTHI, BKJIt0Yasi 6AHKH, BBICTY-
NAKT B Ka4eCTBE NPOBai1epoB HHGPOBBIX HAEHTUUKALMOHHBIX YCIYT, BblaBasd [UGPOBBIE YO0CTOBEPEHUS
Y IPEJIOCTABJISIS YCIIYTH ay TEHTUPUKALUH.

Oco6eHHOCTH Y OCHOBHbIE YYACTHUKU CUCTeMbI TMPPOBOM MAeHTUQUKAIMU: B cocTaB MHTErpanyy BXOAAT Kak
npoBaiiepbl HUPPOBBIX UAEHTUUKALMOHHBIX YCIYT, TaK U MOJIararlyecs CTOPOHbl, KOTOpble NpeA0CcTaBIsa-
I0T KOMMep4ecKHe ToBapbl, YCIyTH WM FOCyAapCTBEHHbIE YCIYTH B peXXHMe OHJIakH. B HacTosee BpeMs cylile-
CTBYeT YeThbIpe NpoBak/jepa LHPOBLIX HAEHTUGUKALMOHHBIX yeayT: (1) AB Svenska Pass, (2) BankID, (3) Freja
elD u (4) Telia E-identification — HecMoTps Ha ToO, yTO Telia mpekpaTu/a 3anuch (perucrpanuio) Gpu3niecKux
JIUIL B LleJISIX 3JIEKTPOHHOMU HeHTUdUKanuu oceHblo 2017 roja, BbIJaHHbIE Y9eTHbIE [UPPOBbIe HAEHTUUKA-
LIUOHHbIE JaHHbIe IeICTBUTEJIbHBI 10 UCTeYEHHUsI CPOKA UX JIeHCTBHUS.

Cucrema BankID, BnepBsie 3anymenHas B 2003 rozy u ynpasJsieMass KOHCOpuuyMoM U3 10 mBeiCcKUX 6GAaHKOB,
IpeoCcTaBJIsIeT KJIWeHTaM GecIlJIaTHbIN LU(pPoBON HAeHTHGUKATOP, KOTOPBIM MOXKHO HCI0/Ib30BaTh JJIs IO/ -
TBEPXKJEHUS UJAEHTUYHOCTY NIPY MPOBELEHUU ONepalUi ¢ yyacTHeM YaCcTHOTO U TOCYAAPCTBEHHOIO CEKTOpa.
Komnanuy, »xenaroiiyve uHTerpupoBaTh BankID co cBoMMHU yciyramMy, 3aKJI04al0T JOTOBOPBI C 6aHKaMU CETU
BankID u omutauuBaroT ycayru BankID, u 6sarofapst 3ToMy y4yacTBYIOLMe GAaHKH MOJIy4YalOT J0XOJ. YueTHbIe
HUJeHTUQUKAIIMOHHbIE JJaHHbIE JIOCTYIHBI B «TBepAOH» GpopMe, T.e. B 3aKOJUPOBAHHOM BHJIe HA UHTEJJIEKTY-
QJIbHOM YHuIle, UK B «MATKON» GopMe, T.e. B BUJie IPOrpaMMbl Ha IEPCOHA/IbHOM KOMIIbIOTEDE, IIJIaHILETe, MO-
GUJIBHOM TesiepOHE HUJIU APYTOM I PPOBOM YCTPOMCTBE MOJIb30BATES.

Hcnonb3oBanve B chepe dbrHaHCcoBbIX yeayr: UaentrudukaTop BanklD MoxeT Hcno/1b30BaThCA IPY NPUHATUN

KJIMEHTOB Ha o6c/yxuBaHue. YTo6b! nosryduTh BankID BnepBble, dusnyeckoe JIMLO JOIKHO IPOUTH JOKYMEH-
TapHyto HIIK, mpoBosuMyto 6aHKOM, BBIIYCTUBIIKUM IIUGPOBOUN uaeHTHUKATOp. [loslyyeHHbIN HIeHTHUUKA-
Top BankID M02HO KC0/Ib30BaTh AJ1s1 OTKPBITHSA CYeTA B IpYTUX GUHAHCOBBIX yupexjeHusX. [1o cocTossHUIO Ha
2016 rox BankID ¢urypupoBas B 2 MU/LJIMapAax Ollepalii eXXerofiHo, ¥ ero UCI0/1b30BaIu 60Jiee 80 MPOLIEHTOB
rpaxzaH llBenun.

AxTyasnpHble HOpMaTHBHBIEe moJokeHus B chepe [10/1/PT, oTHocsaurecs K NMGPOBBIM HUAEHTUGHUKATOPAM:
Hcnosnb3oBanre n1dpoBoro HaeHTUPUKATOpa A1 UAEHTUGHUKALUY /BepUPUKALIUY KIHEeHTa IPSMO MTPeJyCMOo-
TpeHo B 3akoHe 0 [10/1/®T (ru. 3, . 7):

«[TomoTueTHOE yupexxaeHne 00513aHO UAEeHTUPULMPOBATh KJIWEHTa U NOATBEPAUTD €ro JUYHOCTD C IOMOLIbIO
JIOKYMEHTOB, yZI0CTOBEPAIOIMX IMYHOCTBD, UJIM BBINKACOK U3 PeecTPOB WJIU APYyrol MHGOpMaLuu U J0KyMEHTOB
Y3 HEe3aBHMCUMOI'0 ¥ Ha/IeXKHOI0 MCTOYHHUKA.

[Ipy npyMeHeHUH NePBOro MOJMYHKTA MOTYT MCIO0JIb30BaTbCsl UHCTPYMEHTBI 3JIEKTPOHHOW UAEHTUPUKALUN
1 YI0CTOBEPSIIOLIUX YCIYT B COOTBeTCTBUU ¢ PerstamenToM EC 06 ss1ekTpoHHOM naeHTUGuKauuu (eIDAS). Takxe
MOTYT UCIIOJIb30BaTbCSA Jpyrue 3aliMileHHbIe NPOLeCChl yaleHHON UK 3JIeKTPOHHOM UeHTUPUKALIUU, KOTO-
phble peryaupyroT, IPU3HAIOT, yTBEPXKAAIOT UM IPUHUMAIOT COOTBETCTBYIOLIME OPraHbl».

_YpoBeHb HaZIEXXHOCTH cUCTeMBL lIIBesickuii COBET MO 3/IEKTPOHHOH MIeHTUOUKAI[UH IPOBOJUT NPOBEPKH 3MHU-
TEHTOB 3JIEKTPOHHBIX Y/IOCTOBEPEHUH B COOTBETCTBUU CO IIBEJCKUMU 3aKOHaMHU 06 3JIEKTPOHHBIX Y/[OCTOBE-

peHusx JndHocTH (Svensk e-legitimation). YeTbipe ypoBHA HazexxHOCTH (0T 1 f0 4) onpefeseHsl B llIBeackux

MPaBOBBIX MEXaHU3MaX Ha/IeXKHOCTH 3JIEKTPOHHOMN UieHTUDUKAIIUK S,
Hcmounuk: lllseyus

CanSO‘lele Mmamepuassl: i
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BcraBKa 15. UTanusa: rocygapcTBeHHana cuctema LudpoBoit uaeHTuGUKaLum

0OC06eHHOCTH U YYACTHUKHU CUCTeMbl 1MQPOBOH naeHTUbUKaNUK: PaspaboTaHHas B COOTBETCTBUU C Pe-

riaMeHTOM EC 06 asekTpoHHOU uaeHTudukanuu (elDAS) u 3anymeHHas B 2016 roay, utanbsHckas [o-
cyaapcTBeHHas cucreMa IudpoBor ujeHTudukanuu (SPID) sBaseTcsd rocygapCcTBEHHOW OTKPBITOU
cucteMoil nudpoBo uAeHTUPUKALUY, KOTOpash MO3BOJISET FOCYAAPCTBEHHBIM U YaCTHBIM CyGbeKTaM
(mocTaBImKMKaM HAeHTHOUKALMOHHON HHOPMAIMK), aKKpeIUTOBAaHHBIM ATEHTCTBOM IIUPPOBOTO pPa3BH-
Tus Utanuu (AglD), npefocTaB/ATh YCIYTHA perucTpayuy HUGpoBbIX yA0CTOBEPEHUN PU3UYECKUM JIULaM
(rpakzaHaM MJIM JIMLAM C BUJIOM Ha XKUTeJIbCTBO) B Bo3pacTe 18 jieT U cTaplle, a Takke IPOBOAUTD ay-
TeHTUUKaLM0 [UPPOBLIX yrocToBepeHUH SPID, N03BOIAINX UAEHTUGUIMPOBAHHOMY JIMLY N0JIy4YaTh
JIOCTYII K TOCYAAapCTBEHHBIM U YacTHBIM ycayraM. K mapty 2018 rosa B cucteme SPID 65110 0K0J10 2,5 MUJI-
JINOHOB LUPPOBLIX y0CTOBepeHUH. Peructpanus B cucteMe SPID MOXeT oCyllecTBAATHCA JJUYHO, Yepes
WHTepHEeT WM C NOMOIIbI0 MOOUIBHOTO YCTPOMCTBA C Be6-KaMepoH, B 3aBUCUMOCTH OT MPOLeJyp peru-
CTpaLuy, NpejJaraeMblX AaHHbIM NOCTAaBLMKOM MAeHTHUPUKALUMOHHON MHPopManuu. YToOb! MOJIYYUTh
nJeHTUOUKALlMOHHbIe yueTHbIe laHHble B cucTeMe SPID dusuyeckoe M0 MOXKET NPeOCTaBUTh OCTAB-
IIUKY UAeHTUOUKALMOHHBIX JAHHBIX JeUCTBUTENbHbIN JOKYMEHT, YA0CTOBEPSAIOIIUN JUYHOCTD (YL0CTO-
BepeHMe JIMYHOCTH UJIH acopT), MeAULUHCKYIO KapTy, afipec 3JIeKTPOHHOW IOYThl U HOMEP MOGUILHOI0
TesiepoHa, MO0 UCNOJb30BATh CBOIO IIM(POBYIO MOJMUCH, 3JIEKTPOHHOE y0cTOBepeHUe JUuYHOCTU (CIE)
WJIM HallMOHAJIbHYI0 cepBHUCHYIO KapTy (CNS).

Hcnonb3oBaHue B cgbepe QQI/IHaHCOBbIX YCJyT: Hcnosb3oBanue SPID siB/sieTcst 06513aTeIbHBIM AJid OpraHu-

3alUi roCylapCTBEHHOr0 CEKTOPA U He06sA3aTebHBIM JJIs OpraHU3alMid YacTHOTO ceKTopa (koMMepye-
CKUX U QUHaHCOBBIX). COIVIacCHO aHKeTHPOBAHUIO UTAIBbSIHCKUX 6aHKOB, npoBegeHHOoMY ABI Lab (MTanbsan-
CKOY 6aHKOBCKOM acconuanueit), 38% 6aHKOB BbIGOPKU IJIAHUPOBA/IM UCNOJb30BaTh cucTteMy SPID aus
NPUHATHUS Ha 06C/IyKMBaHWE KJIUEHTOB MOOUJIBbHOr0 6aHKUHTA, a 18% miaHUpoOBaJd Ha4aTh MCIOJIb30-
BaThb €€ JIJIsl MOAKJIIYEHUSI K UHTepHET-0aHKUHTY K KoHIy 2019 roza.

paMm: UTanbsaHCKOe 3aKOHO/JaTeJIbCTBO pa3pellaeT MoJOTYETHBIM yUPEXKAEeHUSIM UCII01b30BaTh IIUPPOBLIE
HIeHTUPUKATOPHI, COOTBETCTBYIONIHMEe Tpe6oBaHUAM PersiamenTta EC 06 3/IeKTpOHHOU HAEHTUUKAIIUN
(eIDAS), Takue kak SPID, nisa upeHTUGUKALMU U BepUPUKALNU KIUEHTOB, ABIAIOIIUXCI GU3UIECKUMHU

JIMI[AMHU.

YpoBeHb HaZiexXHOCTHU cucTeMbl: SPID npejjiaraet Tpu ypoBHS HA/I€XKHOCTH MO TBEPXKAEHHUSA UEHTHYHO-
CTH B COOTBETCTBUMU cO cTaHgapToM ISO-IEC 29115. YpoBeHb 1 06ecnieunuBaeT JOCTYI K OHJIAaWH-CepBHCAM
C UCII0JIb30BaHWEM HMEHH I10JIb30BaTeJIsl U apoJisi, BbIGPaHHBIX M0J1b30BaTeNeM. YPOBEHD 2, MpeHa3Ha-
YeHHBIH /IJI1 CEPBUCOB, TPEOYIOLINX 60Jiee BLICOKOH CTENEHHU 6e30IacHOCTH, 00eCleYnBaeT AOCTYI Yepes
UM [10JIb30BATEJIS U NIap0Jib, BEIOPAHHBIE N10J1b30BaTeJIEM, IIJIFOC IPEIO0IaraeT reHepalrio BpeMEHHOT 0
Ko/ia jocTyna (04HOPa30BOro NapoJisi), KOTOPbIM MOXKHO MCII0J1b30BaTh Ha [UGPOBOM YCTPOHCTBE (Hanpu-
Mep, cMapTdoHe). YpoBeHb 3 npefycMaTpUBaeT AONOJHUTEIbHbIE MePbl 6€30IIaCHOCTH, BKJII0Yasl UCIOJIb-
30BaHMe GU3UYECKUX YCTPOUCTB (HampHUMep, CMapT-KapT), IpeA0CTaB/IseMbIX MEHEPKePOM UleHTUDUKaA-
I[UM. YPOBEHb HaZIeXKHOCTH, HEOOXOJUMBIN [ TOATBEPXKAEHNUS UAEHTUYHOCTH B cucTteMe SPID, 3aBUCHT
OT ypoBHsI 6€30MaCHOCTH, OIPe/ieIEeHHOTO IPOBaiiepaMy OHJIaHH-YCIIyT.

Hcmounuk: Bcemupnblil 6ank, bank Umaauu (Banca d’Italia) u Eeponetickas 6ankosckas gpedepayusi
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BctaBKa 16. Benuko6putaHua: cuctema GOV.UK Verify

B 2012 roay npaBUTENbCTBO BeIMKOGpUTAaHUU ONYyOJIUKOBaIO0 [I[paBUTENBCTBEHHYIO ITUPPOBYIO CTpa-
TEeruio, B KOTOPOH 6blJI0 BBeZleHO NMOHATHE «LIUMPPOBOMN MO YMOJTYAHUIO», T.€. IPELOCTaBJIEHUE YCIAYT
B UHTepHeTe U mpejocTaBJeHUe LIMPOKOr0o AOCTyNa TeM, KTO X04YeT MOJYYUTh AOCTYI K 3TUM YCJIy-
raM, 6e3 UCKJIIYEHUS TeX, KTO He MOXET UJIM He »KeJIaeT NoJy4aTh AOCTYI K 3TUM YCJAyraM B pexxume
OHJIalH. B pamkax aTo# nonmuTuku «L{udpoBoi mo ymMos4aHUI0» 6BIJIO MPU3HAHO, YTO HEOOXOAUMO Ha-
Jle)KHOe pelleHue AJisd [UPOBOH UAEHTHPUKALNH, KOTOPOE MO3BOJUJIO 6bI I0JIb30BATEJISM YL0CTOBE-
pPATH JUYHOCTb B UHTepHeTe, U IPaBUTEJNbCTBO AOJKHO IOBEPUTH N10J1b30BaTESAM, YTO OHU Te, KeM
cebs1 06'bABUIIU.

GOV.UK Verify — uHTerpupoBaHHas cucteMa HUPpPoOBOU UAeHTUHUKAILUH, KOTOpPAsi MO3BOJISET IPaXK-
JlaHaM U pe3uJieHTaM BeJMKOOGPUTAHUU YAOCTOBEPATH CBOI JIUYHOCTb OHJIAWH. B Hell ucnosb3ynoTcs
YCJIYTd NOCTAaBLUIMKOB UAEHTHPUKALMOHHBIX AaHHBIX (IDP) n3 yacTHOro cekTopa, KOTOpble MpoBeps-
I0T MOJJIMHHOCTb UJEHTUYHOCTH U YAOCTOBEPSIOT UAEHTUYHOCTb PU3UYECKOTO JIMLA B COOTBETCTBUHU
C 3aJlaHHBIM Ha6bopoM Tpe6GoBaHUH U cnenudukanui. B pamkax GOV.UK Verify IDP go/xHBI 06eciequThb
COOTBETCTBHE T'OCYJaPCTBEHHBIM U OTPAC/JEBbIM CTAaHAAPTAM /JIs1 IPEJOCTABJIEHUS YCJAYT HaLEXKHOIO0
onpeeseHus UJeHTUIHOCTH.

GOV.UK
Service

| v

GOV.UK VERIFY

Start now

IDPs Hub RPs

Xa6 GOV.UK Verify — 3To neHTpasn3oBaHHasA UHPPACTPYKTypa, KOTopass obecrneynBaeT PyKOBOACTBO
B3aMMOJIeICTBUSl MeX/y [0JIb30BaTe/sAMHU, FOCYAAPCTBEHHBIMHU ycayramMy, IDP U cooTBeTCTByHOIWUMHU
CJIyK6aMHU C LesIbl0 ayTeHTUGUKALKUY N0Jb30BaTe/Isl TOCYJapCTBEHHBIMU CJAYXK6aMHU. A TaKXe OHa ra-
paHTHpPYeT, 4yTo K IDP nmpeabsABIs0TCS He06X0AMMble TPe6OBaHUS 110 YPOBHIO HAJIEXKHOCTH ONpeJeie-
HUS UJAEHTHYHOCTH.

[IpoaykT, Ha3biBaeMbid Ciy:x60¥ npoBepku aokyMeHTOB (DCS), sBiseTcs koHedHOW Touykou API, ko-
Topasi mo3BoJisieT IDP 3amyckaTh NpoBepKH JAOKYMEHTOB, BbIJAHHBIX MPAaBUTEJIbCTBOM Benuko6puTa-
HUH, 110 TOCYAApPCTBEHHBIM 6a3aM JaHHBIX AJisl 06eclieyeHus] IPOBEPKU MOAJHHHOCTH HUJJEHTUYHOCTH
B GOV.UK Verify.

Bce yueTHble 3anucu B GOV.UK Verify TpebyoT kak MUHUMYM JABYXGaKTOPHOU ayTeHTUDUKALIUU.
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Ha guarpamme Huxe, paspaboTaHHol opraHusanueid Open Identity Exchange, mokasaH myTb OTKpPBITHSA
6aHKOBCKOTO cyeTa C ucnoJsb3oBaHueM cucteMbl GOV.UK Verify.

WHTepHeT-canT ansi OTKPbITUA 6GAHKOBCKOro cHeTa

GOV.UK Verify

Bbi6paTtb OTKpbITUE HOBOIO
6aHKOBCKOro cyeTa

MpuHATL ycnosus

Bbi6paTb ncrnons3oBaHne
CYLLIECTBYIOLLIErO YAOCTOBEPEeHUs
GOV.UK Verify

MoagTBepanTb AaHHbIE
YAOCTOBEPEHMSA

npe,ﬂOCTaBI/ITb AOMNoJIHUTENbHbIe CBeAeHUA

*MIMa matepu unm oT4ecTBO

o *HaumoHanbHOCTb
*CemeliHoe MnosioXeHne QRMOLEBLOT

*Pa6ota

*CTpaHa unum ropog *Moxon

“KvnuwHas cutyaums poxpaeHus

*®OUHAHCOBbIE MXKANBEHLIbI

Cornacuve Ha nony4eHune
peknaMHon MHdopMaLmm

Bbibpatb
nocTasLLyKa
WOEHTUONKALMOHHBIX
OaHHbIX

BepudmumpoBaHHbie
OaHHble
* Umsa
* Anpec
* [lata poxXaeHus
*Ton
* mst maTtepum
* ONeKTPOHHbIN agpec

Bowitu B cuctemy:
npeHTudukaTop
nonb3oBarens
1 naposnb

[ByxdakTopHas
ayTeHTUunKaums
no CMC

Hcmounuk: OIX (2017 2.), https://openidentityexchange.org/wp-content/uploads/2017/01/

cmp.13

Hcmounuk: BeaukobpumaHusi
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BcraBka 17. 3cToHUA
B 3cTOHMY cylIecTBYET psij, CUCTEM UPOBOUN UAEHTUGUKALUH, B TOM YHCJIE CIEAYIOIIHE:

o UpentudukanuoHHas kapTa (ID-card) — 0cHOBHOM y10CTOBEPSIOLMI JIMYHOCTD JJOKYMEHT B ICTOHUY, 06513a-
TeJIbHBIN J/1f BCeX TPaXKJiaH U pe3u/IeHTOB, M Harboslee IHUPOKO UCMO0JIb3yeMbIi BapUaHT IIMGPOBOro UEHTH-
dukaropa. ID-kapTa umeeT potorpaduio 1 YuI, Ha KOTOPOM 6e30IaCHO XPaHATCA IMYHbIE JaHHbIe U cepTUU-
KaTbl 3JIEKTPOHHO-LIMPOBOI NOANKUCH C UCIO/Ib30BaHHEM HHGPACTPYKTYPbl OTKPLITHIX Katodel (PKI).

e Mo6uibHbIM uaentTudukatop (Mobile-ID) — sTo ycayra nudpoBoi uaeHTUPUKALUMK YAaCTHOIO CEKTOPA,
KOTOPYI0 MO>KHO KCII0J1b30BaTh C IOMOLbI0 MOGUJIbHOTO TesiepoHa. Mobile-ID BriaeTcsi onepaTopoM CBs-
34 C IpUBSI3KOU K SIM-kapTe U uJleHTUUKAIMOHHOU KapTe ID-card. Yesiyry Heo6X0iMMO aKTUBUPOBATH HA
HuTepHeT-caliTe /lenapTaMeHTa NOJUIUU U MOTPAHUYHOUN OXpaHbl JCTOHUMU.

o CMapTt-ugeHTuduKarop (Smart-ID) — ato ycayra iudpoBoit HAeHTUPHUKALMHI YACTHOT'O CEKTOPA, KOTOpasi KC-
noJsib3yeT Smart-ID APl Ha MO6HJIBHOM TesiepOHE U CEPBEPHYIO CIYKOY yrpaByieHus kiarodyaMu Smart-1D. Smart-
ID MOXKeT BbIZIaBaThCs JIMIAM, ¥ KOTOPBIX €CTb 3CTOHCKUN epCOHaIbHBIN UIeHTUGUKALIMOHHBIHN KoJ,. PaboTa-
eT aHasioruyHo Kapte ID-card u ugentudukatopy Mobile-ID npu naeHTHGHUKALIMN U TPOBEPKE KIHEHTA.

YYaCcTHUKU CUCTEMBI ITU 0BOU MJIeHTUDUKAIUY:

e [leHTp pa3paboTKU rocy/lapCTBEHHbIX MHPOPMALIMOHHBIX CUCTEM JCTOHUHU KOOPAUHUPYET pelleHus JJis
ayTeHTUGUKALUU IUPPOBON UAEHTUYHOCTHU. JlenapTaMeHT MOJUMLHU U NOIrPAaHUYHON OXpaHbl JCTOHUU
BblJlaeT y4eTHble UeHTUPUKaALMOHHbIe JaHHble (MAeHTUdHKaLMOHHbIe KapThl ID-card, BUA Ha KUTeJb-
ctBo, Digi-ID u Digi-ID a/1eKTpOHHOI'0 pe3u/JieHTa) B COOTBETCTBUU € 3aKOHOM 06 YI0CTOBEPEHUAX JTUYHO-
CTH. MUHUCTEPCTBO MHOCTPAHHBIX JleJl OTBEYAEeT 32 IPOTPaMMYy 3JIEKTPOHHOTO Pe3UAEeHTCTBA.

e /IBe YacTHble KOMIAHUM NPEJOCTABJAAT TexHUYecKue pelieHuss — Tieto Estonia AS npegsaraet mog-
JIEP’KKY ToJIb30BaTesiel 6a30Boro nporpamMMHoro o6ecrnedeHusi ID-card u SK ID Solutions AS BbinmyckaeT
Y MpoBepsieT cepTUUKATHI 3JIEKTPOHHBIX UAeHTUPUKATOPOB elD.

HUcnosb3oBanue B nenax HITK: dcToHckue pelleHUs AJs LUPPOBOH UAeHTUPUKALUK UCIOIb3YIOTCS AJs
njeHTUUKaLNY/BepudrKal MU KJIUEHTa IPY IpUeMe ero Ha 06C/IyKUBaHUe, a TaK»Ke /sl yCUJIeHHOH Npo-
BEPKH KJIMEHTA B cooTBeTCcTBUU C [JupektuBor (EC) 2015/2366 (BTopas JlupektuBa EC o myiaTeXXHbIX yciy-
rax) U ee peryjupyouuMy TeEXHUYeCKUMHU CTaHZAPTaMHU JJIs aBTOPU3AIUH MJIaTEXHBIX ONlepalyui.

AKTyaJbHble HOpMaTHUBHEIE noaoxkeHUsA B chepe [10/1/DPT, oTHocamuecs K IMOPOBLIM WAEHTUOHUKATOPAM:
B 3CcTOHUM KJIMEHT MOXKET OBbITh MPUHAT Ha 06CIYKHUBAHUE MPH JUYHOM BU3UTE, C OMOIILI0 HHPOpMALIU-
OHHBIX TEXHOJIOTUH (IpHUEM Ha 06CIYKHUBAHHUE 1O BUJEOCBSI3U) U C UCMOJIb30BAaHUEM JBYX PA3JUYHBIX HC-
TOYHUKOB BepUPHKaALMK UJEHTUYHOCTH. B 3aKOHOZAaTE/IbCTBE HE ONpe/ie/IeHO KAaKUMU JI0JKHBI ObITh 3TU
JIBa cpe/icTBA BepupUKAIMY, HO YTIpaBieHHe GUHAHCOBOTO Ha/i30pa ICTOHUHU BBIMYCTUJIO COOTBETCTBYIOIIEE
PYKOBOZCTBO’, B KOTOPOM TOBOPHTCS, YTO pelieHre [udpoBoi uaeHTHGUKALUK (TO ecTb HHPOpMalys, [0~
JlydeHHasl OCPeJCTBOM ayTEeHTUPUKAIIMU C UCIOJIb30BaHUEM IIUPPOBOTO UAEHTUPHUKATOPA) MOXKET OBbITh
OJIHUM U3 TaKUX UCTOYHUKOB (MyHKT 4.3.1.22), HO A0J/KEeH GbITh OAUH J0NOJTHUTENbHBIA HCTOUHUK HHOP-
Manuu (myHKT 4.3.1.23) a1 BepudUKaUy JIXIYHOCTH KJIHUEHTA.

YpoBeHb Ha/IEXHOCTH CUCTEMBL: Bce yka3aHHbIe 3CTOHCKHE cxeMbl elD MMeIoT BBICOKHH YPOBEHb Ha/IEXKHO-
ctu corsiacHo PernameHTy EC 06 a/1ekTpoHHOM neHTHGUKanuu (eIDAS).

HcmoyHuk: IcmoHus

59 wwwifi.ee/sites/default/files /2019-01/FI%20rahapesu%20t%C3%B5kestamise%20juhend%202018%20%28EN%29_pdf.pdf
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NMPUNOXEHUE C: NPUHUUNDBI UAEHTUDPUKAL NN B LLENAX
YCTONYUBOTO PA3BUTUA

B HacTos1eM PykoBoACTBe 0CBeIIa0TCs HECKOJIbKO KOHKPETHBIX CMI0COG0B, C OMOILbI0 KOTOPBIX CTPaHbl MOTYT pa3pa-
6aTbIBaTh 3KOCUCTEMbI LIUPPOBOH HAEHTUUKALMH U UCII0/Ib30BaTh NPEUMYLIeCTBA ITUX CUCTEM, OJHOBPEMEHHO CHHU-
»Kas PUCKY, onucaHHble B Paszele IV. [Ipexx e Bcero cTpaHbl ODKHBI C1eJ0BaThb JecaTH «[IpuHIiUNIaM uaeHTHUKALUU
B I[eJIIX YCTOMYMBOrO pa3BUTHsI», KOTOPbIe B HACTOsIee BpeMs 0f06peHb! 6oJiee yeM 25 MeXXAyHapOoAHBIMU OpraHHU-
3alMsMH, areHTCTBaMH I10 BOIIPOCAaM Pa3BUTHSA U APYTMMH MapTHepaMu®. HecMoTpsi Ha TO, YTO 3TH [IpUHIMIIEI GBI
pa3paboTaHbl B LieJIX COAENCTBUS CO3/JaHUI0 «XOPOLINX» IPU3HAHHBIX IPABUTEIbCTBOM CUCTEM UJIleHTHHKALMY, OHU
NPHUMeHAI0TCA 60Jiee IUPOKO U MOTYT NMPeJJOCTaBAATbCSA U UCMO0JIb30BaThCA KaK FOCyAapCTBEHHBIMH, TaK U YaCTHBIMU
CUCTEMaMHU U CIy>K6aMH UAeHTUPUKALUH.

Ta6smmuna 3. [IpuHIUIbI UAeHTUPUKALMHU B LeJISIX yCTOMYMBOIr0 pa3BUTHUA

IMPUHIHUIIbBI
PACHIMPEHHME 1. O6ecneyeHre YHUBEPCATBLHOTO 0XBaTa GU3UYECKUX JIUI] HA IPOTKEHUH
JAOCTYIMIHOCTH: BCeH KU3HH, 6€3 TUCKPUMHUHAIUH.
YHUBEPCAJIbHBIN 2. YcrpaHeHUe 6apbepoB JJisl OCTYIA U UCII0JIb30BaHUs, @ TAKXKe Pa3JIUIHiA
OXBAT B JOCTYIIHOCTH HH(GOPMALUH U TEXHOJIOTHA.
U JOCTYITHOCTD
PA3PAGOTKA 3. CosjaHuve Ha/IEXXHOW — YHUKa/IbHOM, 6€30MacHOM U TOUHOH —
HA/JIEXXHOH, UeHTUPUKALMH.
BE30IACHOH, 4. Co3pganue miaTdHOpPMbl, OTBeYaKLlel NOTPEGHOCTAM Pa3IHYHBIX
BBICTPO oJib30BaTesen.
PEATUPYIOLIEN 5. MHcnosib30BaHHE OTKPBITBIX CTAHJAPTOB U 06ecreyeHre He3aBUCUMOCTH
1 YCTOMYUBOU OT HOCTABIIMKOB 1 TEXHOJIOTHH.
CUCTEMBbI 6. 3amyTa HEMPUKOCHOBEHHOCTH YaCTHOM XKHU3HH I10JIb30BaTeJIsk U KOHTPOJIb
[IOCPE/[CTBOM TIPOEKTa CHCTEMBI.
7. TlnaHupoBaHue GUHAHCOBOU U ONEPALUOHHOMN YCTOMYMBOCTH 6e3 yiuiep6a
JJIs1 I0CTyTA.

PYKOBOACTBO: 8. 3amuTa KOHQUAEHIMATBHOCTH ¥ GE30IIACHOCTH JAHHBIX
CO3/JIAHME ATMOC®E- 1 MpaB I10JIb30BaTeJ/Ied M0CPEACTBOM CO3/[aHUsI BCECTOPOHHEN
PbI IOBEPU/ ITYTEM HOPMaTHBHO-NIPAaBOBOH 6a3bl.
3ALUTBI HEITPUKOC- 9. OmnpejesieHre YeTKUX BEAOMCTBEHHBIX I0JIHOMOYUH U OTBETCTBEHHOCTH.
HOBEHHOCTH YACT- 10. O6ecneyeHre NPaBOBbIX PAMOK U OCHOBBI JIOBEPHS IOCPECTBOM
HOW YKU3HU U [TPAB HEe3aBUCHMOTr0 Ha/[30pa U PACCMOTPEHHUS XKaJlo0.
[TOJIb3OBATEJIA

60 BcemmpHbIit 6aHK. 2017 T. «[[pUHIMIBI MAEHTUPUKALIMH B LIeJIsX YCTOMYMBOr0 Pa3BUTHA: K 3M0Xe LMPPOBBIX TEXHOIOTHI». BalllMHI TOH, OKpyT
Konym6us: 'pynna BcemupHoro 6aHka http://id4d.worldbank.org/principles. [lepeuensb nojnucaBIIux opraHu3alnii IpUBOJMTCS Ha CaifTe.
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Lienb 1. ObecneuyeHune paclumpeHua AOCTYNMHOCTU

[lepBble fBa npUHLMIIA 06eCIeYMBAIOT 0XBAT BCeX 6€3 HCK/IYEeHHUsI CHCTEMaMu UeHTUGHKAL MY, B COOTBETCTBUU
c IYP 16.9. [Ipunyun 1 npejnycbIiBaeT CTpaHaM BBIIOJHATbL CBOU 06513aTe/IbCTBA 110 MPeA0CTaBJIEHUIO YCAYT Mpa-
BOBOW M/JIeHTUUKALMHU BCEM pe3UJIeHTaM — He TOJIbKO TPaXKJaHaM — Ha MPOTSKEHWUU BCeW >KU3HU U 6e3 JIHcC-
KPUMHWHALWH, B COOTBETCTBHUH C MEXAYHAPOJAHBIM PABOM U KOHBEHLUSIMHU, & TAKXKE UX COOCTBEHHBIMH 3aKOHO/[a-
TeJIbHbIMU 6a3aMu. Cro/ia BXOJUT 06513aTeJIbCTBO BCeOOLel perucTpalyy BceX POAUBILNXCS HAa UX TEPPUTOPUU U
B IOPUCAMKLIMY, @ TAKKe PaclpOCTpaHsIeTcsl Ha cucTeMy MGpoBoM uaeHTUPUKALMK, 0COGEHHO KOT/,a OHU SBJISIOT-
csl HeIpeMeHHbIM yCJI0BHUEM JJ1s1 TOJIyYeHUs JOCTYIA K OCHOBHBIM YC/IyraM rocyZapCTBEHHOT0 U YaCTHOTO CEKTOPA,
TaKUM KaK 6aHKOBCKHUe onepanuu, SIM-KapThl U [leHeXKHble IePeBO/bL.

OcosHaBas TOT GaKT, 4TO OIpesiesIeHHbIe TPYIIIBI HaceJeHUs OYAYT CTaJIKUBATbCS C HECOPa3MePHBIMU TPYAHOCTS-
MU IIPU JOCTyIe K ycJayraM UJeHTUPUKALUU — U, B YaCTHOCTH, K UUPPOBBIM yciayraM — [IpuHyun 2 npeAnucChl-
BaeT UCIOJIHUTENAM BbIIBAATb U YCTPaHATh NPAaBOBbIe, MPOLelypHbIE U COLlMa/lbHble 6apbepel [/ perucTpalru
B cUCTeMax MPpoBoM AeHTUPUKALMU U X UCII0JIb30BaHUs, Y e 0c060e BHUMaH/e HeMMYIMM U TeM rpynnam
HaceJIeHUs, KOTOpble MOTYT MOABePraTbCs PUCKY UCKJIIOYEHHUs 110 KyJIbTYPHBIM, IOJIMTUYECKUM WJIU JPYTUM NIpHU-
YUHaM (TaKUM KaK XXeHIUHbI U NpeJCTaBUTE/IN CeKCyalbHbIX MEHBLUIMHCTB, JeTH, CeJIbCKOe Hace/eHue, MpescTa-
BUTEJIM STHUYECKUX MEHBLUIMHCTB, IMHTBUCTAYECKHUE IPYIIbI U IPYIIb] 10 BEPOUCIIOBEJAHUIO, IMLA C OFPaHUYEeH-
HBIMU BO3MOXXHOCTSIMH, MUT'DaHThl, BbIHYK/IeHHbIe NlepeceJleHIlbl U JIMLa 6e3 rpaxAaHcTBa). KpoMe Toro, cucteMsl
nudpoBoN HIeHTUPHUKALUU U UAeHTHHUKALMOHHbIe JaHHbIe He I0/DKHBI UCTI0JIb30BaThCA B Ka4eCTBe HHCTPyMeH-
Ta [/ JUCKPUMHWHALMY WK YLleMJIeHUS HHAUBU/Iya/IbHbIX UM KOJIJIEKTUBHBIX IIPaB.

Lienb 2. Pa3paboTtka HageKHbix, 6e3onacHbIX, 6bICTPO pearnpyoLmx U yCToiMumBbIX
cuctem naeHTMdUKauum

[TomuMo obecrneyeHust BCeoOLlero oxBara, CUCTeMbl [UGPOBON HIeHTUPUKALUY [O/KHBI ObITh HeysI3BUMBI K MO-
IIEHHUYECTBY U OIIMOKaM, 0JIe3HBIMU /Il pa3/IMYHbIX 3aMHTEPECOBAHHBIX CTOPOH M YCTOMYMBBLIMHY, a TaKXe 3a-
IMIaTh HETPUKOCHOBEHHOCTh YaCTHOM KM3HHU I0JIb30BaTesell U UCM0/1b30BaTh OTKPBIThle CTAHJAPTHI, 4TO CIIO-
COGCTBYeT MHHOBALUAM U N03BOJISIeT U36eKaTh XKeCTKON NPUBA3KHU K KOHKPETHBIM MTOCTABIMKAM U TEXHOJIOTHUSM.

B yactHocTy, [IpuHyun 3 TJ1acUT, YTO TOYHAs U aKTyasbHasl MAEHTUPUKALHUOHHASA UHPOpPMALUSA UMEET BaKHOe
3Ha4YeHHUe /sl 00ecreyeH s JOCTOBEPHOCTH UJIEHTUYHOCTH U aTPUOYTOB, UCIOJIb3yeMbIX MPH onepanusax. Kpome
TOr0, UIEHTUYHOCTH JI0/DKHBI OBITh YHUKQJIbHBIMU /JI51 JAHHOTO KOHTEKCTA U He Ay6JMPOBATLCS, U He JOJDKHBI
HCII0JIb30BAThCS UAEHTUPUKATOPBI, KOTOPbIE MOTYT ObITh IPUNKCAHbI HECKOJBKUM JII0/IsIM. KpoMe TOro, cucTeMbl
UPpPoBON UAEHTUPHUKALMH TOKHbBI ObITh 3aLIUIIEHDBI OT MOAAENKHU (BHECEHNUS UCTIPABJEHUH WU IPYTUX HECAHK-
[MOHUPOBAHHBIX U3MEHEHUH B JJaHHbIE UJIM PETUCTPALMOHHYI0 HHPOPMALUIO), KPAKU UAEHTUGUKAIMOHHBIX IaH-
HBIX, HEIIPAaBOMEPHOT'0 UCIO0Jb30BaHUS JaHHbIX U JPYTHUX OLIMO0K, BOSHUKAIOIUX B TeUeHHE KU3HEHHOI0 IIUKJIa
WUJIeHTUQUKALMOHHBIX JJAHHBIX.

IpuHyun 4 moJ4epKHUBAeT HEOO6XOJAMMOCTb TMOKOCTH, MACIITAGUPYyeMOCTH YCJAYT UAEHTHPUKALUH, ayTEeHTHU-
buKanuy U UX COOTBETCTBUS NOTPEOGHOCTAM M MHTepecaM JitoJel (mosib3oBaTesieil) U MoJararolUxcs CTOPOH
(HampuMep, rocyJapCTBEHHBIX YYpeXJeHUH M 4acTHbIX KoMmaHui). [lns obecreyeHUs] COOTBETCTBUS CUCTEM
Y yCJIYT, CBSI3aHHBIX C UAeHTUPHUKALMel, KOHKPETHbIMU NOTPEOGHOCTAMU M0/Ib30BaTeel, UCIOJHUTENU JOJIKHBI
NpHUBJIEKAaTh 0OLIECTBEHHOCTb U 3aHHTEpPeCOBaHHbIE CTOPOHBI HAa MPOTSIKEHUH BCETO Mpoliecca MJIaHUPOBAHUS
Y BHe/ipeHUs. [leHHOCTb IMPPOBBIX CUCTEM HUAEHTHPUKALUY AJis OJIAralolMXCcs CTOPOH B 3HAYUTEJbHOU CTe-
MEHH 3aBUCUT OT UX CIIOCOGHOCTH K IIEPEHOCY U ONePATUBHONW COBMECTUMOCTHU C HECKOJIBKUMH MOAYJISIMU — TPH
YCJIOBUHU COGJIIOleHUSA HajJslexallux Mep obecrnedeHUs: KOHOUAEHUAJBbHOCTH U 6€30MaCHOCTH — KaK BHYTpHU
CTpaHbl, TaK U 3a ee NpejeaMHu.
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B yacTHOCTH, 4YTO KacaeTcs MPU3HAHHBIX Ha TOCYAAapCTBEHHOM ypOBHe CUCTeM LUPPOBON HAeHTUUKALUY,
B [I[puHyune 5 JONOJHUTEIBHO TOAYEePKUBaeTCd HEOOX0AUMOCTb He3aBUCHMOCTH OT NOCTABLIUKOB AJisl TOBBI-
IeHUsI THOKOCTH U HeJONylLleHUs pa3paboTKU CUCTeM, He COOTBETCTBYIOIIUX Ha3HAYEHUIO WJIU Lle/IIM MOJIH-
TUKHU U pasBUTHUSA. [l/11 3TOr0 TpebyIOTCS YeTKHe PYKOBOASALME YKAa3aHUA 10 3aKyNlKaM, CIOCOOCTBYOLHE KOH-
KypeHIIUM U HHHOBALUAM, NIpeJ0TBpallalolide BO3MOXHYIO )KeCTKYI0 IPUBA3KY K KOHKPETHBIM NOCTaBIHKaAM
U TEXHOJIOTUSIM, YTO MOXET YyBeJUYUTb 3aTpaThl U yMEHbIIUTb F'MOKOCTDb [JJIl yueTa U3MEeHeHUH, MPOUCXO -
IUX C Te4eHHeM BpeMeHU. KpoMe TOro, OTKpbITble IPUHIUNBI pa3paboTKU 06ecneyrBalOT PbIHOYHYI0 KOHKY-
peHLUI0 U HHHOBAaLUU. OHU HEOOXOAUMBI A/l NOBbILIeHUS 3P PEeKTUBHOCTHU U YJIy4lleHUs YHKIMOHAIBHBIX
BO3MOXXHOCTeH cucTeM LUPPOBON UAEHTHUKALNY, a TaKXKe AJi obecledeHUs JOJITOBPEeMEeHHOH 3KCIIyaTa-
LJUOHHOW COBMEeCTUMOCTU. AHaJIOTMYHbIM 06pa3oM oTKpbIThie UIIIT (API) Takke cnoco6cTBYOT 3G PeKTUBHOMY
06MeHy JlaHHBIMH U CHOCOGHOCTH K MEPeHOCUMOCTH, obecreyrBas BO3MOXKHOCTb 3aMeHBbI 3JIeMeHTa CUCTEeMBI
nudpoBoi UAeHTUGUKALIMKM — HaNpUMep, ONpeJieIeHHOro THMa YyYeTHBIX JaHHbIX — C MUHHMMaJbHBIM Npe-
pbiBaHHEM PabGOTBHI.

[ToMuMoO GBICTPO pearupylollel Ha U3MeHEeHUsI U THOKOW apXUTEKTYphl, [IpuHyun 6 NoA4YepKUBaeT, YTO CHUCTe-
Mbl HUPPOBOH HUAEHTUOUKALUH JOKHBI 3aIIUIIATH HENPUKOCHOBEHHOCTDb YaCTHOM KU3HHU JIIOJleH U KOHTPO-
JINPOBATh UX JJaHHbIE MOCPEACTBOM NNPOEKTA CUCTEMBI. ITO UMEET pelllaloliee 3HaYeHHe JJsI CHUXKEHHUSI MHOTUX
PUCKOB HapylleHHs KOHQUAEHIIMAaJbHOCTH U 3allUTh] JAHHBIX, YKa3aHHbIX B pa3jee [V HacTosero PykoBos-
cTBa. PazpaboTkKa ¢ y4eTOM HEPUKOCHOBEHHOCTH YaCTHOM KU3HH JItoJlell 03HavaeT, YTO OT GHU3UYECKOTO JrLa
He TpebyeTcs HUKAKUX JeHCTBUH A5 3aliUThl CBOUX JIMYHBIX JaHHBIX. UHOpMaIus foIKHA 6bITh IO yMOJI4a-
HUIO 3aliyIleHa OT HeHa/iJIeXallero 1 HeCaHKIIMOHUPOBAHHOTO HCII0JIb30BAHUS C IOMOUIbI0 KaK TeXHUYECKUX
CTAHJJAPTOB, TaK U MPEBEHTUBHBIX JIeJI0BBIX PAKTHK.

I3Tu Mepbl JOJKHBI JONOJHATHCA )KeCTKON IpaBOBOU 6a301 (kak nojuyepkuBaeTcs HUXKe B [I[puHnune 8).

Hanpumep, AaHHbIe, cobrpaeMble U HCNOJb3yeMble A1 UAeHTUPUKALUU U ayTeHTUPUKALUH, LOKHBI COOT-
BETCTBOBATb LieJid, ObITb COpPAa3MePHBbIMHU CLieHApHUI0 MCIO0Jb30BaHUS U KOHTPOJHUPOBATbCSA B COOTBETCTBUHU
C MeX/AYHapoAHbBIMU HOPMaMH 3allUThl JAHHBIX, TAKUMU KaK [IpUHLUIBI YeCTHOTO HMCHOJb30BaHUA JaHHBIX
(FIP) O3CP, u co cCcblIIKOW Ha MOSABJSIOIIMEC JYYIINe MeX/AYHapoAHble MPAKTUKH, Takue Kak O61uH persa-
MEeHT O 3aliuTe nepcoHabHbIX JaHHbIX (GDPR) uan 3akoH mrata KanudopHusa o 3amure KoHQUAEHLIUANb-
HOCTHU ToKymnaTesel. [IpoToko/bl ayTeHTUPHUKALUKA JOJKHBI TOJBKO MOATBEPXJAaTh UJIM He MOATBEepXKJaThb
3aABJIEHHYI0 UJ€HTUYHOCTDb UJIH, €CJIU 3TO NpeJycMOTpeHo 3akoHogaTeabcTBOM o [10/] uau I[IPT, packpbiBaTh
TOJIbKO MUHHMMaJbHbIA 06beM JaHHbIX, HEOOXOAUMBIX AJIsl COBepIIeHUs onepauuu. MeTos ayTeHTUPUKALUU
Jl0J>KeH O0TPaXkaTb OLlEHKY YPOBHSA pUCKa B ONepalusax U MOXeT OCHOBbIBATbCS Ha IPU3HAHHBIX MeXAYHapo/J-
HBIX CTaHZApTaX U OCHOBAX JJIs ONpeJieJieHUsI YpOBHEH HaflexkHOCTH. KpoMe Toro, cucTeMbl Y4eTHBIX JaHHBIX
Y HyMepaluu UAeHTUPUKATOPOB He J0J/DKHBI 63 He06X0AMMOCTH PACKPbIBaTh YSI3BUMYIO JIMYHY0 UHOpMa-
nuio (Hanpumep, uAeHTUPUKALMOHHBIE HOMepPa JOJDKHBI ObITh CJy4YalHBIMHU).

B IlpuHyune 7 mpu3HaeTCs BaXXHOCTb Pa3pabOTKU IOCYJapCTBEHHBIX CHUCTEM, YCTOWYUBBIX B GUHAHCOBOM
Y OllepallMOHHOM OTHOIIEHHUH U NPU 3TOM MO-IPEXHEMY JOCTYIHBIX JJId JIF0/lei U moJslarariiuxcs cTopoH. OHH
MOTYT BKJIIOYATb pa3jiMuHble GU3HEC-MO/IeJIU, B TOM YKCJie pe/noJiarailirie pa3yMHy0 U COOTBETCTBYIOLYIO
MJIaTy 3a YCJAYTU M0 BepUPUKALUU UAEHTUUHOCTH, pacliMpPeHHbIe WJIH YCKOPEHHble YCAYTH AJis 10J1b30BaTe-
JieH, TIIAaTeJbHO CIPOEKTUPOBAHHbIE U YIIpaBJsieMble NAPTHEPCTBA C YYaCTHEM I'OCYAAPCTBA U YACTHOTO CEK-
Topa (['YIl), Bo3MeleHHe 3aTpaT 3a CYET NOBbILIEHNUSA 3P HEKTUBHOCTH U IPOU3BOIUTENBHOCTH U COKpAIleHUs
yTeueK JaHHbIX, a TAKXKe JPyrhue NUCTOYHUKN QUHAHCUPOBAHMUS, KOTOpPble He CTABAT MO Yrpo3y J0oKa3aTesb-
CTBa NOJJIMHHOCTHU UJE€HTUYHOCTH, JOCTYIHbIE /Il BCEX U OTBedYalllre NOTPeGHOCTSAM HaceJeHUsl U noJara-
IOIIUXCS] CTOPOH.

© FATF/OECD 2020



90 [IMOPOBAS UJIEHTUOUKAIINA

Llenb 3. Co3pgaHne atmocdepbl oBepuUa nyTem 3aLmTbl HENMPUKOCHOBEHHOCTH
YaCTHOM YKU3HU U NpaB No/b30BaTenNs

HOCJ’Ie,ELHHH rpynna NpyuHIUIIOB KacaeTCd Croco60oB ylnpaBJieHUA CUCTEMaMH LlPICl)pOBOﬁ I/I,C[eHTI/ICI)]/IKaHI/II/I, IMMO3BOJIA-
HOIUX 3dllIUTUTb HEITPUKOCHOBEHHOCTb YaCTHOM KU3HHU U npaBa MnoJib30BaTeJseH, 06ecrneyuTh 6€30MacHOCTb CUCTe-
MbI, @ TaKXe YeTKYH OTBETCTBEHHOCTb U KOHTPOJIb.

B IIpunyune 8 n3noxxeHbl Tpe6OBaHUA K BCECTOPOHHEH MpaBoBoi 6ase. CucTeMbl HUPPOBOH HAEHTHPUKALIMY JL0JTK-
HBI ONTMPaThCS HA 00s13aTeJIbHbIE MEPBI, 3aKOHBI 1 HOPMaTHUBHBIE aKThl, KOTOPbIE MTOBBIIIAIOT JOBEPHE K CHCTEME,
o6ecnevyrBalOT KOHQUEHIIMAIBHOCTb U 6€30MaCHOCTh JaHHbIX, CHIDKAIOT KOJIMYECTBO 3JI0YHNOTPebJeHHH, TaKIX
KaK HEeCAaHKIIMOHMUPOBAaHHOE HA0JI0/leHHe B HapylLleHHe HaJJIeXKalllel Mpolelypbl, 1 06eCcliednBalOT OTBETCTBEH-
HOCTb poBaizepa. ITo, Kak NpaBUJIO, TPeANoJIaraeT 3aKoHOAaTeIbHble 1 HOPMATHUBHbIE aKThl O CAMOH cHUCTeMe
IMPPOBON HAEHTUPHUKALIMY, @ TaKXKe 3aKOHbl U1 HOPMATHBHbIE aKTbl, B YaCTHOCTH, O 3allUTe JJAHHBIX, LHPOBOM
WJIY 3JIEKTPOHHOM ITPaBUTEJIbCTBE, 3JIEKTPOHHBIX ONlepalusax 1 Toprosie, [10/l, perucrpanuy akToB IpaXKJaHCKOT0
COCTOSIHMS, CUCTEMAX HAEHTHPUKALIMY OrPpaHUYEHHOI0 Ha3HAYeHHUsI U CBo6o/ie HHGOPMaAIHH.

3aKOHBI U HODMaTHBHBIE aKThl O CUCTeMax LUPPOBOX UAeHTUGUKALUU AO/KHBI YeTKO ONUChIBAaTh Ha3HaYeHHe
CUCTEMBI, ee 3J1eMeHTbl, pOJIM U 06513aHHOCTH pa3/MYHbIX 3aMHTEepPeCOBAaHHbIX CTOPOH, ONpe/e/aTh, KaK U Ka-
KHe JaHHble cleJyeT cobUpaTh, OTBETCTBEHHOCTb U CpPeJCTBa [JJif BjajesblieB UUPPOBBIX UAEHTUPUKATOPOB
(cy06'beKTOB) M MOJIATAIOLIMXCS CTOPOH, 06CTOSITENbCTBA, IPU KOTOPBIX JAHHbIE MOKHO Nepe1aBaTh, ONpeAessaTh
NOPSAAO0K UCIpaBJIeHUsI HETOYHBIX aTPUOYTOB JJAHHBIX, CIOCO6 PacUIMPEeHUs JOCTYIHOCTH U 06ecledyeHHs OTCyT-
CTBHS JUCKPUMHUHALMH. 3aKOHBI 1 HOPMAaTHBHBIE aKThI O 3aLIUTE JAHHBIX 1 HEMPUKOCHOBEHHOCTH YaCTHOH XKHU3-
HU JIOJDKHBI TaKKe BKJIIOYATb HaJ30p CO CTOPOHBI HE3aBUCHMOI0 HaZ,30pHOr0 opraHa (HanmpuMep, HallMOHa/b-
HOM KOMHUCCHHU 10 06ecredeHH0 KOHPUAeHUAaJIbHOCTH), HaZleJIEHHOT0 COOTBETCTBYIOLUIMMH MOJTHOMOYHUAMU MO
3alUTe Cy6'beKTOB OT HECAHKIMOHUPOBAHHOTO JO0CTyNa M HUCHOJb30BaHUSA UX JAHHBIX TPETbUMHU CTOPOHAMHU
B LleJIIX KOMMep4YeCcKOro HabJII0ZleHUs UM COCTaBJeHUs npodussa 6e3 0CO3HAHHOTO COIJIACHUS WM 3aKOHHOU
nesiu. [IpaBoBble paMKHU Tpe6YIOT XOpollel c6a1aHCUPOBAHHOCTH PETY/ITUBHBIX U CAMOPEryIMpyeMbIX MOZeJleH,
KOTOpBIE He MO/aBJSI0T KOHKYPEHI[MI0, HHHOBAIIUU WJIM HHBECTUIMH.

Kpowme Toro, B [IpuHyune 9 nopuyepKuBaeTcss HEO6XOAUMOCTb YeTKUX UHCTUTYIIMOHAJbHBIX MaH/LaTOB U OTYeT-
HOCTH [iJ191 yIIpaBJieHust cucreMaMu 1udpoBoil uaeHtTudukanuu. CTpyKTYphbl JOBepUs B MacliTabax Bcell aKoCH-
CTeMbl JI0JDKHBI YCTAaHABJIMBATbL U PEryJUpoBaTh MeXaHU3Mbl yIpaBJeHUs cUCTeMaMu uaeHTudukanuu. Croza
BXOJIUT OIllpeJieJieHHe YCJOBUU U IOJIOKEHUH, PeryJMpyroliux UHCTUTYLIMOHA/IbHble OTHOIIEHUS MeXJy yda-
CTBYIOLIMMH CTOPOHAMU TaKUM 06pa3oM, YTOObI TpaBa U 0653aHHOCTH KaX/[0W U3 HUX ObLJIU MOHSTHBI /1JIs1 BCEX.
JlopkHa ObITh YeTKass OTBETCTBEHHOCTb M IPO3PayHOCTb B OTHOLIEHUHU poJied U 06s3aHHOCTeN NpoBaiZepoB
CUCTeM HJleHTUUKALUH.

Hakownen, B [Ipunyune 10 nofgyepKrUBaeTCs, YTO CUCTEMA UJIeHTUPUKALMH JJOJKHA BKJIIOYATh YeTKHE MEXaHU3Mbl
KOHTPOJIsI COGJII0/IeHHUs] ITUX NIPAaBOBbIX U HOPMATHUBHBIX TpeGoBaHUH. Ucno/Ib30BaHUE CUCTEM HAEHTUPUKALMU
JIO/DKHO TOZBEPraThCs HE3aBUCHMOMY KOHTPOJIIO ([ o6ecrieyeHHUs] 3P PeKTUBHOCTH, IPO3PAYHOCTH, HEJOMY-
I[eHHS 3JI0yIIOTPEeOJIeHUH U T.I1.), YTO rapaHTUPYET, YTO BCe 3aMHTEPECOBAaHHbIE CTOPOHBI HAJJIeXKAIUM 06pa3oM
UCIIOJIb3YIOT CUCTEMBI H/IeHTUPUKALMH 110 Ha3HAYEHHI0, OCYIECTBJISAIT MOHUTOPHHT U PearupytoT Ha OTeHLU-
aJIbHbIE YTEYKU JIaHHBIX, @ TAKXKe MOJIyYaloT NpeTeH3UH GU3NUECKUX JIML, UM ONAaCeHHs 10 MOBOJLY 06pabOTKH
NepCOHANbHBIX JAHHBIX. KpoMe TOTo, CIOpbl OTHOCUTENBHO WAeHTHHKALMY U UCIIO0b30BAHUS T€PCOHATbHBIX
JIaHHBIX, KOTOpbIe HE MOTYT ObITh B IITATHOM PeXHUMe pa3pelleHbl IpoBaiilepaMy — HalpUMep, 0TKa3 3aperu-
CTPUPOBATh Yes0BeKa UM UCIPABUTD JJlaHHbIE, IN60 OTpUIaTebHOE pellleH e 110 I0PUAUIeCKOMY CTaTycy GU3H-
YEeCKOTO0 JINIA — JI0/DKHBI OBICTPO NOJBEPTaThCsl MaI03aTPAaTHON NpoBepKe HE3aBUCUMBIMHU a/IMUHUCTPATUBHBI-
MH 1 CyAe6HBIMY OpraHaMy, UMELIMMY OJHOMOYHS [JIs1 BHECEHHS Ha/lJleXallluX KOpPEeKTUPOBOK.
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NPUNOYEHUE D: OPTAHU3ALUW, YCTAHABIUBAIOLLUE
TEXHUYECKUE CTAHOAPTbI U MEXAHU3Mbl HAAEXHOCTU
LLUOPOBOMN UOEHTUDUKALUMU

ITOT CIUCOK He BKJIIOYAeT HallMOHAbHbIE UJIK PETHOHA/IbHbIE OpTaHU3aluY, Takue Kak PersameHT EC 06 3J1ek-
TpoHHOU uaeHTudukanuu (eIDAS) u HauroHasibHBIA HHCTUTYT cTaHAApTOB U TexHosiorui CIIA (NIST), koTopbie
TaK>Ke pa3paboTasu CTPYKTYPhI U CTaHAAPThI HA HALlMOHAJbHOM /peTHOHaIbHOM YPOBHe — cM. [IpuioxkeHue E.

MexxayHapoAHas opraHu3anus no crangaprusanuu (ISO) — HesaBucuMas MeX/yHapoAHas OopraHu3anus,
HaxoauTcs B XKeHeBe, cocTosas u3 163 HAMOHATBHBIX OPTaHOB 10 CTAHAAPTHU3ALUHU (IO OJHOMY Ha CTPaHY),
KOTOpasl pa3pabaTbiBaeT J0OPOBOJIbHBIE, COIJIACOBAHHBIE, BOCTPEOOBaHHbIe HA PbIHKe MeX/AyHapoJHble CTaH-
JapThl, onpejenswiye cnequdukalui NpoAYyKIUH, YCIYT U CUCTEM, FapaHTUPYIOIMe KauecTBO, 6e30MacHOCTb
Y 5 eKTUBHOCTD, U NOAJeP}KUBAOLMe HHHOBAaLLMK. HeKoTOpble U3 COOTBETCBYIOLIUX CTAHLAPTOB BKJIIOYAIOT:
NMPOBEPKY W MOJATBEPXK/JEHUE JIMYHOCTH, peructpauuu ¢usudeckux jaun (MCO/M3K 29003:2018); cTpykTypy
npoBepKkH ayTeHTHUKauuu cyobekta (MCO/MIK 29115:2013 — B cTajuu epecMoTpa) U NpuMeHeHue Pyko-
BOZCTBA N0 ynpaBJjeHuto puckamMu (MCO 3100:2018) g/ pUCKOB, CBA3AHHBIX C HAeHTUUKalMel. Yepe3 cBOIO
HeJIaBHO co3JjaHHy10 Pabouyto rpynny 7 Texuudyeckoro komuteTta TC68% MexxayHapoHast opraHu3alus 1o cCTaH-
JlapTH3alluy B HacTosllllee BpeMs paboTaeT HaJ| CO3/JaHUeM IV106aJbHbIX CTaHAAPTOB 10 HeHTUOUKALUU GU3U-
YeCKUX JIML, B TOM YMc/e B LUPPOBOM KOHTEKCTE.

MexAyHapoaHbIH €003 31eKTpocBs3u (MCI) — cnenuanusupoBaHHoe yupexgeHue Opranuzanuu O6beau-
HeHHbIX Hauui no nHGOpMaLMOHHBIM U KOMMYHUKALMOHHBIM TexHoJorusaM (MKT), co3gaHHoe g ynpoleHus
YyCTaHOBJIEHUS MEX/AYHApPOJHBIX COeJMHEHUHN B ceTaX cBA3U. MCI pacnpesesseT r106aJbHBIA CIEKTP paguoya-
CTOT U CIYTHUKOBBbIE OPOUTHI U pa3pabaThiBaeT TeXHUYECKUe CTAaHAApThl, 0becleynBawlve 6eclpensaTCTBEeH-
Hoe coeiHeHMe ceTell U TexHoorul UKT B MexxayHapoiHOM MacluTabe.

Koncopuuym Bcemupnoi naytuHbl (W3C) — MexAyHapoJHas opraHusalus, KoTopas paspabaTelBaeT U Npo-
JIBUTaeT WHUPOKUH CIeKTP A06GPOBOJIbHBIX COMJIACOBAHHBIX OTKPBITHIX TEXHUYECKUX CTAaHAAPTOB U MPOTOKOJIOB
J1a ceTu UHTepHeT, 06ecnedrBaOLIMX ONepaTUBHY0 COBMECTUMOCTb, MacIITa6UPyeMOCTb, CTAGUIBHOCTD U OT-
Ka30yCTOUYHUBOCTb. B o6siactu udpoBbix uaeHtudukaropoB W3C paspaboTtasa crangapt 6pay3sepa/naatdop-
Mbl Web-ayTeHTudukanuu s M®OA, ucnosb3ys 6uoMeTpudyecKkue JaHHble, MOOUJIbHbIE YCTPONCTBA U KUY
6esonmacHoctu FIDO, a Takxe paspabaTbiBaeT CTaHJApPThbl A/ BepUGUIUPOBAHHBIX WeHTUPUKALMOHHBIX 3a-
AIBOK B JlelJleHTPa/IM30BaHHbIX CUCTeMaX UeHTUQUKALUH.

AnbsHc «Fast Identity Online Alliance» (FIDO) — oTpac/ieBas accouuanusi, Kotopas npojaBuraet sdpdex-
TUBHbIe U MPOCTble B MCIOJIB30BAHUU pPeLIeHUs AJA YCUIEeHHON ayTeHTHUPHUKALUU NyTeM pa3paboTKU TeXHU-
yecKux crnenupuKalnui, onpesensaOlUX OTKPbITbIA MaclITabUpyeMblid COBMeCTHMbI Habop MeXaHU3MOB [
ayTeHTUPUKALUKU N10J1b30BaTeJIel; oTpac/eBble ONepallMOHHble IPOrpaMMbl cepTUUKALMY, 06ecneyuBarolLie
yCIlelllHOe NMPUHATHe cneludrKanui Bo BceM MUpe; U cGOPMUpPOBaHHble TeXHUYeCKUe crieliudUKaluy s pU-
3HAHHBIX OpraHu3alui no paspaborke craHgapToB (Hanpumep, UCO, MCI X.1277 u X.1278) nns popmanbHOU
crangaptusanguu. FIDO Takxke y4acTByeT B pa3paboTKe CTaHJApTOB BepudUKaluu yepe3 cBoto Pabouyto rpynny
1o BepudHUKalK U BUPTYaJbHBIM KaHataM (IDWG).

donp «OpenlD Foundation (OIDF) — He3aBucuMas OT TEXHOJIOTMH HEKOMMepuecKas TOProBas opraHusanus,
KOTOpas 3aHMMaeTCsd NPOoABMXKeHHUeM ycayT [udpoBoi HAeHTHGHUKALIMU Ha OCHOBE OTKPBITBIX CTaHJApPTOB.

611S0/TC68 — TexHUYECKHMI KOMUTET B COCTaBe Mex/yHapo/IHOI OpraHM3alyy 1o cTaHAapTusanuu (1SO), Ha KOTOpbIi BO3JI0XKeHa 3a/jaua pa3pa-
GOTKH U COOJIFO/IEHNS MEXK/LYHAPOAHBIX CTaH/[apTOB, OXBAaThIBAOLIMX 6AHKOBCKYHO Chepy, PbIHOK LIEHHBIX GyMar 1 Apyrrie GUHAHCOBBIE YCIIYTH.
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Acconuanusa «GSMA» — MeX/yHapo/AHasi oTpacJjeBasi acColjUalisi ONepaTOPOB MOGUIBHOHN CBsI3H, KOTOpast
3aHUMaeTcsl pa3paboOTKOM Pa3JIMYHBIX TEXHUYECKUX CTAHJApTOB [JJisd M1aTGOpPM MOGUIBHOU CBSI3H, BKJIIOYas
CTaHAAPThI UAEeHTUDUKALIMY U ayTEHTUDUKAIIUY [0J1b30BaTe e,

EBponeiicKkuil HHCTUTYT TeJIEKOMMYHUKallMOHHBIX cTaHAAPTOB (ETSI) — oAMH M3 Tpex OCHOBHBIX €BpO-
NelCKUX OpraHoB CTaHJAapTHU3aLuu, Hapajy ¢ EBponeilickuM komuTeToM no craHgaptusanuu (CEN) un EBpo-
MeNCKUM KOMUTETOM 3JieKTpoTexHuueckol crangaptusanuu (CENELEC). ETSI npefocTaBisieT CBOMM 4jieHAM
OTKPBITYI0O U MHKJIIO3UBHYIO Cpesy AJisl pa3paboTKU, paTUGUKALUM U TeCTUPOBAHUS MeXJyHapOJHbIX CTaH-
naptoB s cucteM U ycayr UKT Bo Bcex cekTopax NpoMBIIIJIEHHOCTH U o61ectBa. ETSI pa6otaeT HaJy npoBep-
KO U MOATBEPXKAEHUEM JUYHOCTH, B IEPBYIO OUepeb HAallpaBJeHHOW HA TPACTOBBIE YCAYTH, OllpesesieHHble
B PerstamenTe EC 06 asekTpoHHOM uaenTudukanuu (eIDAS), koTopast HOTeHIIMaJbHO NIPUMeHHUMa B APYTUX 06-
J1IaCTAX, TAKUX KaK BblJa4ya 3/1eKTPOHHbIX ujeHTUukaTopoB u HIIK. ETSI pa3pa6oTas Habop cTaHAAPTOB [
peasnsanuu Tpe6oBaHUN HopMaTUBHO-TEXHUYECKUX CTAHAAPTOB B COOTBETCTBUU €O BTOpoH lupekTuBoit EC
0 MJIATEeXHBbIX yCyTrax JAJs UCII0Jb30BaHUS NPOBEPEHHbIX cepTUPUKATOB, onpesesneHHbIX B PersnamMeHTe EC 06
3/1eKTPpOHHOU ugeHTUuduKanuu (elDAS) g ugeHTUPUKALUU TPETHUX CTOPOH MJIATEXHBIX ONepalui.
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NMPUNOXKEHUE E: OB30OP TEXHUYECKUX CTAHAAPTOB
U NPABOBbIX MEXAHU3MOB HALEXHOCTU LLUOGPOBOU
MWOAEHTUOUKALUAU B CLLUA U EC

HauMoHanbHbIN MHCTUTYT cTaHAapTOB U TexHonoruid CLLIA (NIST) — CoeauHeHHble
LUraTbl AMepuku

e YpOBeHb HAJIEXXHOCTHU omnpejiesieHus1 naeHTUIHOCTH ([AL) OTHOCHTCS K Ha/leXKHOCTH Tpoliecca MPOBEPKHU U NOJ-
TBEpXK/J,eHHsl JIMYHOCTH, ONpesie/IieMOMy TeXHUYeCKMMH TpeboBaHUAMHU K LMPpPOBOH HJeHTUPUKALUH, KOTOphIe
pelyCMOTPEHbl. YPOBHU HAJIeXKHOCTH NPOBEPKHU INOAJMHHOCTH JIMYHOCTH B INOPsAJKE IOBbIIIEHNA HaJeXKHOCTH:
IAL1, IAL2 n IAL3.

e YpOBeHb HAZIEXXHOCTH ayTeHTUUKaLKH (AAL) — HaZieXKHOCTh Iporiecca ayTeHTHOUKAIMH. YPOBHH HaJIEXKHOCTH ay-
TeHTUPUKaLMK (U yIipaB/ieHUs )KU3HEHHBIM LIUKJIOM yYeTHBIX JJAHHbIX) B IOPs/IKe NOBbILIeHNs HaZleXxKHOCTH: AALL,
AAL2 u AAL3.

e YpoBeHb HaJlexxHOCTU QeslepaTuBHON UHTerpanuu (FAL) (ecim npruMeHHMO) — HaZleXKHOCTb 00'beIMHEHHOH CeTH,
T.e. HaZleXXHOCTDb (MOILHOCTB) OMepaTopa KOHTPOJIs, UCIO/Ib3YeMOro J/Isl Nepefiadr pe3y/bTaToB ayTeHTUPHUKALUH
Y aTpUOYyTOB HleHTUPHKATOpa B 06beINHEHHOM cpeJie. YPOBHH HaZleXKHOCTH pe/lepaTUBHOM MHTerpalLliu B IOps/iKe
noBbIleHUs HagexHocTu: FAL1, FAL2 u FAL3.

JAokazamensbcmeo uéeHmu4yHocmu

BcraBKa 18. 3¢ PpeKkTBHOE MCNOb30BaHNE TEXHUYECKUX CTAaHA4aPTOB LUPPOBON UAEHTUDUKALUK
HaunoHaNbHOro MHCTUTYTA CTAaHAAPTOB U TexHonoruii CLUA (NIST) gnAa oueHKM HaAeXXHOCTU [0-
Ka3aTe/ibCTBa UAEHTUYHOCTU

IAL1: Tpe6oBaHHe O MPUBSI3Ke COMCKATEJs K KOHKPETHOW peaslbHOW UAEHTUYHOCTU OTCYTCTBYET, T.e. HET
HUKaKOM HaJIeXKHOCTH, YTO COMCKATEJIb IBJIIETCA TeM, KeM OH Ce65 00bAABJISET, IOTOMY 4TO JJ0Ka3aTeJbCTBa
HWJeHTUYHOCTU He TpebyeTcsd. ITO 03HAYaeT, 4TO:

e ATpuUGYTbHI UEHTUYHOCTH HE TPEOYIOTCS.
o CowucKaTeJb MOXKET, HO He [I0JI’KEeH, CAMOCTOSITEJIbHO 3asIBJISITh ATPUOYThHI UJJ€HTUYHOCTH.

e Eciu kakue-1n60 aTpUOyThI MpeAOCTaBJIEHbI UM CO6GPaHbl, OHU JIMOO 3asiBJI€HHbIE CAMOCTOSTEIBHO,
JIM60 PacCMaTPUBAIOTCS KaK CaMOCTOSITE/IbHO 3asiBJIeHHbIE U He OLleHUBAETCsl IPaBUJIbHBIE JIU OHH, HE
BepUDULIUPYIOTCS.

[AL2: numeeTcs BbICOKasi CTeNE€Hb AOBEPUA K TOMY, YTO AOKA3aATEJbCTBA HAEHTHUYHOCTHU NIOAJIMHHbIE, COAEP-
Kalladacd B HUX I/IH(l)OpMaI.U/IH 006 anI/I6yTaX TOYHAA U OTHOCUTCA K COUCKATEJIIO.

¢ Jloka3zaTesJbCTBA aTPUOYTOB UAEHTUYHOCTH COGUPAIOTCA HA OCHOBE KavyecTBa J0KA3aTEJbCTB (C/IabbIX,
JIOCTaTOYHO y6eAUTENbHbIX, YOeJUTEIbHbIX U 0Y€Hb YO6eAUTENbHbIX) U KOJUYECTBA JOKYMEHTOB HJIH
udpoBo nHGOPMAIMH, HA KOTOPbIE MOXKHO M0JIAraThCs.

o ZloxasaTeanTBa UNEHTUYHOCTHU OLI€EHHUBAIOTCA KaK IIOJAJIMHHBIE.

L ,ZloxasaTeanTBa UAEHTUYHOCTHU U anI/I6yTbI UAEHTHUYHOCTH, KOTOPbI€ OHU COAEp»KaT, MOATBEPXKAAIOT
CylieCTBOBaHHE 3asiBJIEHHOM UIEeHTUYHOCTH B peaJIbHOM MUpe.
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e Jloka3aTeJbCTBA UJAEHTHYHOCTH BEPUOHUIIUPYIOTCS, MOATBEPXKAAs], YTO BaTUAUPOBAHHAS UAEHTUIHOCTD
OTHOCHUTCSA K GU3MYECKOMY JIMLY (COMCKATeJI0), BK/IYas NOATBEPKIeHHe ajipeca.

e [IpoBepka U MOATBEPXAEHHE JUYHOCTH MOXKET ObITb MJIM OYHas, WU yAaseHHas. [I[pumedanue. B CraH-
JapTax nudpoBo uaeHTHGUKAMK HalmoHaIbHOrO0 HHCTUTYTA CTaHAAPTOB U TexHosorui CIIA (NIST)
«O04Has» IpOBepKa MOJJMHHOCTH JIMYHOCTH BKJIOYAaeT KOHTPOJIMpPyeMble yjAa/ieHHble B3auMOJel-
CTBHUA C COUCKaTesIeM, a TaKKe B3aMMO/IeHCTBUA, KOTAa COUCKaTe b U MpoBaiAep nAaeHTUGHUKALMOHHbBIX
ycayr GpusndecKy NPUCYTCTBYIOT B OJJHOM U TOM e MecTe (CM. ONrcaHue HUXKe).

e BuomeTpus He fABJIsETCA 06513aTENIbHOM.

e BTex cinydadx, Korga (l)usuqecxoe JIMIO HE MOXKET BbINIOJITHUTD 0OBIYHbIE Tpe60BaHl/IH 110 JOKAa3aTeJIbCTBY
HWJIEHTUYHOCTH, TaKH€Ee KaK Tpe6OBaHI/IH K YAOCTOBEPEHHIO JIMYHOCTH, AJId NIPOBEPKU NOAJIMHHOCTH UJIE€H-
THUYHOCTH COUCKATEJd MOXKET NPHUBJIEKATbCA AOBepeHHbIﬁ MOpPy4YnTeEJib.

e JlokasaTesbCTBA aTPUOYTOB HJEHTUYHOCTH JOJ/DKHBI COOTBETCTBOBATH OINpeAEe/JeHHbIM TPeGOBaHHUIM
K KauyecTBY [0Ka3aTeJbCTB, AOMYCKAIIUM pa3JidyHble KOMOMHALUK HEOOXO0AUMOro KOJIMYECTBa JOKa-
3aTeJIbCTB C 33/laHHBIMU I0Ka3aTesIMU CTPOrOCTH, OIIpe/ie/isieMbIMU YKa3aHHbIMU XapaKTePUCTUKAMHU.

[AL3: uMeeTcsl 04eHb BbICOKasl CTENEHb AOBEpHUA K TOMY, UHTO AOKa3aTeJIbCTBA HAEHTHYHOCTHU NMOAJIMHHBIE
U TOYHBLIE, anI/I6yTbI HAEHTUYHOCTHU OTHOCATCA K peaJlbHOMY 4Y€JIOBEKY, U COUCKATeJIb ABJIAE€TCA clmsw{e-
CKHM JIMIIOM, HajJIeXKallluM o6pa30M CBA3aHHBIM C UAEHTHUYHOCTbBIO 3TOI'O peaJIbHOI'O YeJI0BEKa.

e [IpoBepka NOAJTMHHOCTH UAEHTUYHOCTH JOJKHA OBbITh 04HOM. [IpruMevyaHue. «04HasA» NpoBepKa NOJJIUH-
HOCTH UJIEHTUYHOCTH BKJIIOYaeT KOHTPOJIUPYeMble ylaJleHHble B3aUMO/IeMICTBUSA C COUCKATesIeM, a TaKxe
B3aKMMO/IeCTBUS, KOTZla COMCKaTe b U poBaiep UAeHTUPUKALNOHHBIX YCIyT GU3UYECKH IPUCYTCTBY-
IOT B OAHOM U TOM e MecTe. (CM. onucaHue 3a04HOT0 (6e3 JIMYHOTO NPUCYTCTBUS) IIPUHATHS Ha 06CTy-
»KMBaHUe B pasgeie I11.)

. Tp66OBaHI/IH K Ka4eCTBY IPpOBepPKU NMOAJIMHHOCTH UAEHTUYHOCTH ooJsiee cTporue.
(0] Tpe6yeTCH 60JIbIlIe JAOIOJIHUTEJIbHBIX 10KA3aTEeJIbCTB UAEHTUYHOCTHU C 6G0oJIbIIIen CTPOroCThblO.

o Bbuomerpus aBisercs 06s3aTelbHON. ATpUOYTHl 6MOMETPUIECKON ULEHTUYHOCTH U 6HOMeTpuye-
CKMe NpOoLecchl HEOOXOAMMBI /Jis1 06Hapy>KeHUs1 MOIIEeHHUYEeCKUX WU JyOJIMPYIOLUXCA YIeTHBIX
3anucel U 1 NpUBA3KU BepUPUIMPOBAHHOMN UJJ€HTUYHOCTH K yYeTHBIM JaHHBIM.

e ATpUOYTHl UAEHTUPUKALUHN JODKHBI OBITh BepUPHUIIMPOBAHb! YIIOJTHOMOYEHHBIM U KBaJHQUIUPOBAH-
HBIM NIpeJicTaBUTE/IEM NIPOBaiiiepa yueTHhIX JaHHbIX (CSP).

HcmouHuk: Cmandapmel HayuoHanasbHo2o0 uHcmumyma cmaHdapmos u mexHosozuli CIIA (NIST)
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Ta6una 4. [lepeyeHb Tpe60BaHUIl K J0Ka3aTe/IbCTBY UAEHTUYHOCTHU 151 ypoBHeii IAL1, IAL2 u IAL3

Tpe6oBaHue

[IpucytcrBue

[loaTBepxaeHue

/.IOKaBaTeI[bCTBO

Banupganus

Bepudukarus

[logTBepKAeHNEe
aJipeca

C6op 6uomMeTpH-
YECKHUX JJAHHBIX

Mepbl KOHTpOJIA
6e30MacCHOCTH

IAL1

TpeboBanus
OTCYTCTBYIOT

TpeboBaHus
OTCYTCTBYIOT

JlokasaTesb-
CTBa U/IeH-

TUYHOCTH He
cobuparTcs

Banupanuu
HET

Bepudukanuu
HeT

[logTBEpXI€-
HHUE aJipeca He
TpebyeTcs

Het

HenprumeHumo

IAL2

JIn4yHOEe ¥ HEKOHTPOJIUpYyEMOe
yAaJleHHOe NIPUCYTCTBUE

e MuHUMaJIbHbIE aTPUOYTHI,
HE0OXOAUMbIe JJIs
MOATBEPXKAEHUS UAEHTUIHOCTH.

e /1151 MOBBIIIEHUS] CTENIEHU
YBEPEHHOCTH MOXKET
HCII0JIb30BATbCs BepruUKaIMs Ha
OCHOBE 3HaHUH

e OpHo OYEHDb YBEJUTEJIbHOE
nau YBEJIMTEJIBHOE
Jl0Ka3aTeJsbCTBO, B 3aBUCUMOCTH
OT CTPOTOCTU U3HAYAJIbHOMN
NPOBEPKH, U BaJUJaus
Cy6'beKTOM, BblIaBILIUM
nokasaTteabcTBO, JINBO

e nBa OYEHDb YBEJUTEJIbHBIX
nokasaTeabcTBa, JIMBO

¢ oano YBEJUTEJ/IbHOE
Jl0Ka3aTeJbCTBO IJII0C 2 (/Ba)
JOCTATOYHO YBEJUTEJIbHBIX
Jl0Ka3aTesbCTBa

Kaxkzoe 0Ka3aTeIbCTBO L0IKHO
OBITH BaJIMJUPOBAHO NOCPEACTBOM
Mpoliecca Takou ke y6eJUTebHOCTHY,
4YTO U NMpeabsABJIEHHOE
JlI0Ka3aTeJIbCTBO

Bepudukanus nocpesicTBOM
npoiiecca, 06ecrne41BaroIlero
YBEJIMTEJIbHOE noka3aTenbcTBO

Tpebyetcs. Kogbl peructpanuu
HaIpaBJISIOTCA [0 JII060MY afpecy
y4eTHOH 3allKCH. YBeJJOMJIEHHe
HaMpPaBJISETCs CIOCO60M, OTJIMYHBIM
OT CII0Co6a OTIPABKU KOJa
perucTpanuu

Heob6s13aTebHBIN

e YMepeHHbIH 6a30BbIN yPOBEHD
(n11 3KBUBaJIEHTHBIN
denepaTbHOMY UK OTPACIEBOMY
CTaHZAPTY)

IAL3

JIn4HOe ¥ KOHTpoJIMpyeMoe
yAaJIeHHOe IPUCYTCTBUE

To ke, yTo u aJs IAL2

e /Isa OYEHb YBE/JIMTE/IbHbBIX

nokasaTtesibcTBa, JIMBO

e opHo OYEHDb
YBEJJUTEJIbHOE
JI0Ka3aTeJIbCTBO
u ogHo YBE/IMTEJIBHOE
JI0Ka3aTebCTBO,
B 3aBUCHUMOCTH OT CTPOT'OCTH
M3Ha4a/IbHOM IPOBEPKHY,
Y Ba/IUJIAlMs CYObEKTOM,
BbIJIaBIIIMM JI0Ka3aTeJbCTBO,
JINBO

e nBa YBEJIMUTEJIbHBIX
JI0Ka3aTeIbCTBA IJII0C
onuo JIOCTATOYHO
YBEJJUTEJIbHOE
JI0Ka3aTeJIbCTBO

To e, yTo u aJs IAL2

Bepudukanus nocpesicTBOM
nporecca, 06ecrneyrBarollero
OYEHb YBEJUTEJ/IbHOE
Jl0Ka3aTesbCTBO

TpebyeTcs. YBenoMieHue
0 IIPOBEpKE OTNPABJISAETCS 110
II0YTOBOMY aZipecy

06sa3aTebHbIN

e BbICOKHI 6a30BbIN yPOBEHD
(m11 5KBUBaJIEHTHBIN
desepasbHOMY WU
OTpacJeBOMY CTaHJAPTY)
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BcraBka 19. O4yHoe AOKa3biBaHME UAEGHTUYHOCTU U perucTpauua

Kak oTMeuasioch Bblllle, TEXHUYECKHE CTaHAAPThI pa3peliarT OYHOe JoKa3blBaHUEe UIeHTUYHOCTH AJIs1 yPOB-
Hs [AL2 u mpe6ytom ee puns IAL3. BaXXHO OTMETHTBD, YTO, B TOM YHKCJIE B L[eJISIX PACHIMPEHUS JOCTYITHOCTH
GUHAHCOBBIX YC/IYT, OYHOE J0Ka3blBaHME UAEHTUYHOCTH U PEerucTpaLys MOTyT OCYLIeCTBJIATbCSA OGHUM U3
C/leAYIOIIUX CIIOCOBOB:

O (bI/IBI/I‘{ECKOE B3aI/IMOﬂef/'ICTBI/Ie C COMCKaTeJIeEM 10, KOHTPOJIEM OllepaTopa; HiIu

e ydasieHHoe 83aumModelicmaue c COucKaTeeM nod KOHMpoJaeM onepamopa B COOTBETCTBHUH CO CHeliMalbHbI-
MU Tpe6OBaHUAMH K YAaJIeHHOMY 0YHOMY [J0Ka3blBaHUIO UEHTUYHOCTH, KOTOpbIE FTapaHTHUPYIOT YPOBHU
JIOCTOBEPHOCTH U 6€30MaCHOCTH, CpaBHUMbIE C YPOBHAMH JOCTOBEPHOCTH U 6€30MaCHOCTH OYHOM MpO-
BEepPKH MOJJUHHOCTH UAHTUIHOCTH (PU3UIecKoro B3auMOJeHCTBHUA).

JJ1s1 10600 THUIA OYHOM NPOBEPKU NOAJUHHOCTH UAEHTUYHOCTH TeEXHUYECKHE CTaHAAPThl TPeOYIOT, YTOOI
(1) B Xo1e MPOBEPKHU OIIEPATOP MPOBEPS GUOMETPUYECKUN UCTOUYHUK (HapUMep, NaJblbl, JML0) HA Ha-
JINYME HeHATypasIbHbIX MaTepuasios; (2) CSP cobupas 6MoMeTpUYeCcKUe JaHHbIE TAKUM 06pa3oM, YTOObI
rapaHTHUPOBaTh, YTO OHU COOUPAIOTCA Y COUCKATeIs, a He Y IPYyroro cyo'beKTa, U 4TO MIPUMEHSIOTCS BCe
TpebOBaHUs K 6UOMETPUYECKUM XapaKTepPUCTUKAM, U3J/I0KEHHbIE B IPUMEHsIeMbIX CTaHJapTax.

Tpe6ogaHust kK conocmasumocmu 0/151 KOHMPOAUPYEeM020 YO0a/1eHHO20 0YHO020 00KA3bIBAHUS] UOEeHMUYHOCMU
u pezucmpayuu

YTOO6B! YCTAHOBUTb CONOCTABUMOCTD MeX /Ay KOHTPOJIUPYEMOH y/jaIeHHOW OYHOW IPOBEPKOM NOJJIUHHOCTH
UJIeHTUYHOCTHU U perucTpalien, IpYU KOTOPOM COMCKaTe b U3NYeCKH HaxX0JUTCS B TOM e MecTe, 4To U CSP,
JL0JIXKHBI BBINIOJIHATHCA CleAylolihe Tpe60BaHUA (TIOMUMO TpeboBaHUM K Banujanuu 1 Bepudukanuu IAL3,
KOTOpbI€ OMUCHIBAJINCH BBILIE).

CSP noJxeH:

- KoHTposinpoBaTh BeCh CeaHC NPOBEPKU MOJAJUHHOCTH UJJEHTUYHOCTH (HapHUMep, IyTeM HellpepbIBHOU
nepeiavy BUAE0HM306paKeHUsT COMCKATE IS B BLICOKOM pa3pelieHH ).

- PaCl'[OpH,E[I/ITbCH, YTOOBI peaﬂbelﬁ onepaTtop AUCTAHIIMOHHO Yy4aCTBOBaJI B CeéaHCe IMPOBEPKH MMOAJTIUHHO-
CTU UJEHTUYHOCTH BMeECTE C COMCKaATeJIEM. OnepaTopr JAOJIXKHBI HpOﬁTH 06yL1e1-me 110 BbIABJIEHHUIO I10-
TEHIMaJIbHOTO MOIII€EHHHUY€eCTBAa, YTOOBI MIPaBHUJIBHO NIPOBOAWUTH BUPTYaJibHbI€ C€aHChbI IPOBEPKHU MOAJINH-
HOCTHU UJEHTHUYHOCTH.

- IlpoBectu nudppoByw BepudUKALHIO A0KA3ATENbCTB (HAIPUMED, C TOMOLIbI0 YUIIOB UJIXA GECPOBOAHBIX
TEXHOJIOTHH) C MOMOIIbI0 BCTPOEHHBIX CKAHEPOB U JATYUKOB,

- 06ecnevyuTh OCyLIeCTBIEHHE BCEX B3aUMO/IECTBUH 110 3aL[ULEHHOMY KaHaJy C B3BAUMHOMW ayTeHTUUKA-
LIUEeH.

- Hcnosb3oBaTh puandeckre GyHKIMH 0OHAPYKEHUST U 3aIUThI OT HECAHKITMOHUPOBAHHOIO IOCTYIIA, TTOA-
XOISIIME AJI51 CPEJIbl, B KOTOPOU MPOXOAUT CEAHC MPOBEPKH MOJJIMHHOCTH UJEHTUIHOCTH (HapuMep, Jist
KHOCKa, PacloJIO)KEHHOT'0 B 30HEe OTPaHUYEHHOTO JOCTYIa UK KOHTPOJUPYEMOT0 J0BEPEHHBIM pU3UYe-
CKHM JIMIIOM, TPeOYeTCsI MeHbIIle CPeICTB 06HAPYKeHHs pU3UIECKOT0 HECAHKIIMOHUPOBAHHOTO TOCTYIIa,
YyeM JIJIs1 KHOCKa, HaxXOAsIIIerocs B MOJIyNny6JInYHON 30He, TAKOU KaK BeCTHUOI0J/Ib TOPrOBOTO LIeHTpa).

CouckaTesib AOJIXKEH MOCTOAHHO IPHUCYTCTBOBATH HAa C€aHCe (I/I HE MOXXET BbIXO/IUTH U3 cecha] KOHTPOJIUPY-
eMou IIPOBEPKH NOAJIMHHOCTH UAEHTHYHOCTH, U BCe AeﬁCTBI/IH, npegnpuHATbIe COUCKATeJIEM B X0/Zie 3TOr'o
CeaHcCa, OOJIXKHbI OBITb YETKO BU/JHBI Y1aJIECHHOMY OIllepaTopy.
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BctaBka 20. AyTeHTUPUKALUA U yNPaB/IEHUE XKUSHEHHbIM LLUK/IOM

YPOBHU HAZJEXKHOCTU AYTEHTUKALIMU (AAL) ycTaHaBJIMBAIOT TEXHUYECKHE TPe6OBaHUS K (1) mpoTOKO-
JlaM U IporeccaM ayTeHTHGUKaLuu (BK/I0Yas BbIZayy U PUBA3KY yYeTHBIX JaHHBIX U ayTEHTHPUKATOPOB)
Y (2) ynpaBJieHUIO >KU3HEHHBIM LIUKJIOM ayTeHTUGHKaTopa (BKJ/I0Yas aHHYJIMPOBaHUeE B C/Iydae NOTEPH UIH
KpPaK{, U HCTeYeHHe CpoKa el CTBUs / MOBTOPHYIO IPOBEPKY U MOBTOPHOE CBSI3bIBaHUE). YcuieHHas (6oJiee
cTporas) ayTeHTU)UKals (60/1e€ BbICOKUHI ypoBeHb AAL) 03HAYaeT, YTO 3/I0YMbILIJIEHHUKHU JJO/DKHBI UMETh
60JIbIlIe BO3MOXKHOCTEH U TPaTUTh 60JIbllle peCypcoB /Jisl YCIIEIIHOT0 HapylleH!sa npolecca ayTeHTUPHUKa-
nuu. AyreHTrdUKanus ¢ 6osee BICOKUM ypoBHEM AAL MoxxeT 3G PeKTUBHO CHU3UTh PUCK HCIIOJIb30BAHUSA
YyXKUX UAeHTUPUKALMOHHBIX JAHHBIX, IOBTOPHBIX U [PYTUX aTaK, KOTOPble MOTYT NPHUBECTH K MOLIEHHUYe-
CKUM NPUTA3aHUAM C UCIOJb30BaHUEM LUGPOBLIX UAEeHTUDHKALUOHHBIX JAaHHbIX CyObeKTa. YpoBHU AAL
BKJIIOYAIOT TEXHUYECKHe TPeOGOBaHUsS K pPa3HbIM THUIIAaM ayTeHTH(UKATOPOB; YTBEPXKAEHHbIM KPUIITOrpa-
duYecKUM M 3alIUIEeHHbIM KaHa/laM ayTeHTHUKaIUU (BK/II0Yas TpeboBaHUsS K 06HAPYKEHUI0 KOMIIPO-
MeTalM{ JAAHHBIX, UMIEPCOHAIIMN U YCTOHYMBOCTH K aTaKaM IMOBTOPHOTO BOCIPOMU3BEZEHHS), TOBTOPHOH
ayTeHTUUKALMSA (paclIMpPEeHHBIX) CECCUU MOANMUCYMKA, XPAaHEHHUIO 3aMCEN, KOMITBIOTEPHOM 6€30MaCHOCTH
Y KOHOUIeHIIMaAbHOCTH. AAL Take yCTaHaBJMUBAIOT TPe6OBaHUS K NPUBSA3Ke ayTeHTUPUKATOPOB K MPO-
BepeHHbIM U eHTUUKALMOHHBIM JJaHHBIM U K JeHCTBUSAM, KOTOPbIe LO0/KHbI ObITh IPEANPUHATHI B OTBET
Ha COOBbITHS, KOTOpble MOT'YT MPOU30UTU B TeUeHHE KU3HEHHOIOo LUKJIA ayTeHTHUKATOpa MOAIUCUUKA,
U BJIUAIOT Ha JJOCTOBEPHOCTb ayTeHTUUKATOPA NocJIe NPUBA3KH, BK/IIOYas MOTEPIO, KPaXKy, HECAHKIIMOHH-
pOBaHHOE y6JIMpOBaHUE, UCTEUYEHHE CPOKA AEMCTBUS U aHHYJIMpoBaHUe. MHOrue U3 3TUX Tpe6oBaHUM HO-
CAT TEXHUYECKUH XapaKTep U BK/IOYAIOT B Ce6s CChbIJIKY Ha Apyrue TeEXHU4YeCcKHe CTaHJapThl UHGOPMalMoH-
HOH 6€30MacHOCTH.

Jlasiee KpaTKO ¥ 0OYeHb 000GIEHHO ONMUCHIBAIOTCA TOJBKO HEKOTOPbIe TPEOOBAHUSA K ayTeHTUPHUKALUY Ha
pasHbIX ypoBHsX AAL. BoJsiee noapo6Hoe onuvcanue npuBoauTcs B ctanaapte 800-63(b) HauronanbHOTO MH-
CTUTYTA CTAaHAAPTOB U TexHosioruu CIIA (NIST).

e AAL1: npepycMaTpUBaeT HEKOMOPble HAOENICHOCMU TOTO, YTO 3asiBUTEb (PU3NUeCKOe U0, 3asBIIAI0IIee
CBOIO0 UJEHTUYHOCTD /ISl aBTOPU3ALUU YYETHOM 3aMMCH) KOHTPOJIUPYET ayTEHTUPUKATOPDI, TPUBS3aH-
Hble K yYeTHOH 3alucy noAnucyruka. AAL1 fonyckaeT WMPOKUM CIEKTP TEXHOJOTUH ayTeHTUDUKALUH,
TUIOB ayTEeHTUPUKATOPOB U CPeCTB KOHTPOJISI UHGOPMALMOHHON 6e301aCHOCTH Ha HU3KOM 6a30BOM
ypoBHe. MDA He siBjisieTcsl 00513aTesIbHOU. B KauecTBe ojHOpaKTOpHOro ayTeHTUPHUKaTOpa ypoBHA AAL1
MO’KHO UCII0JIb30BATh OAHU JIULIb OUOMeTPUYECKUE JaHHbIE.

e AAL2: mpejycMaTpUBaeT BbICOKYIO CmeneHb 008epusi K TOMY, UYTO 3asBUTeJb KOHTPOJIUPYET
ayTeHTUUKATOP(-bI), MPUBS3AHHBIN(-bIe) K YIETHOU 3aMKCH KJIMEHTa/NOoAIMCYHKa. [/ 3TOro ypoBHS Tpe-
oyetcsa MDA (MHOropaKTOpHbIN ayTEHTUUKATOP WK JiBa OAHOPAKTOPHBIX ayTEHTUPUKATOPA), UCIOJIb3Y-
Io111ast 6e30MacHbIN(-ble) TPOTOKOJI(-bI) ayTEHTUPHUKALMH, KOTOPBIH (ble) BKIOYAET(IOT) ONpesiesieHHbIE YT-
BepXKeHHbIe KpUIITOrpaduyecKre TEXHOJOTHH U CPeJiCTBA KOHTPOJIS MHPOPMAIIMOHHON 6e30IacHOCTH Ha
yMepeHHOM 6a30BOoM ypoBHe. AAL2 HajaraeT 60J/iee CTporue Tpe60BaHUA K THIIAM ayTeHTU(PUKATOPOB, YeM
AAL1°%, BuomeTpuvecKre JaHHbIe MOTYT HCIIOJb30BaThCS B KayecTBe OAHOTO hakmopa ayTeHTUUKALUH
(4TO-TO, YTO ABIAETCS YACTBIO BaC), a ayTeHTHUKALKS YCTPOUCTBA 6yZ1eT BTOPbIM GAaKTOPOM (YTO-TO, YTO Bbl
HMMeeTe), HO OHU He MOTYT ObITh €JUHCTBEHHBIM TUIIOM ayTeHTUdUKATOPA.

52 YpoBeHb HaZIeXKHOCTH ayTeHTUGUKALMK 2 Pa3pellaeT UCTI0Ib30BaHKe JII06OT0 U3 CJIEyIOLIMX MHOTO(GAKTOPHBIX ayTeHTUUKATOPOB: MHOTO-
daKTOpHOE YCTPOHCTBO reHepali OAHOPA30BbIX apoJiel, MHorodakTopHas KpunTorpadpuyeckas mporpaMMa Uiu MHOTOGAKTOpHOe KpUII-
Torpaduyeckoe ycTpoicTBo. Korja ucnosb3yeTcss KOMOUHALUA ABYX OJHOPAKTOPHBIX ayTeHTHUGUKATOPOB, OJUH ayTeHTUPUKATOP JO/DKEH
XPaHUTBCS B IAMSITH CEKPETHBIM ayTeHTU(UKATOPOM, a IPYroi J0/DKEH OCHOBBIBAThCs Ha BJIaJIEHHUH (T.€. <4TO-TO, YTO Bbl UMEETE») U UCIIOJIb-
30BaTh JIOGOH 3/IeMEHT U3 C/Ie/lyIOLIMX: CEKPETHBIA KO/, YCTPOMCTBO BHEMOJIOCHOTO KaHa/Ia, OAHOGAKTOPHOEe YCTPOUCTBO IreHepaluy OfHO-
Ppas3oBbIX Naposiel, ogHodakTopHas KpunTorpaduyeckas NporpaMma Win oAHoGaKTOpHOe KpUITorpadpuyeckoe yCTPoHCTBO.
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e AAL3: mpeAycMaTpPUBAET OYeHb 8bICOKYI0 cmeneHb dosepusi K TOMY, YTO 3asiBUTEJIb KOHTPOJIHUPYET
ayTeHTUUKATOP(-bl), MPUBSA3AHHBIU(-ble) K y4YeTHOW 3amucu mnoamnucuuka. [as AAL3 Tpebyetcs
M®A, npu KOTOPOU MCIOJIb3YeTCs annapaTHbIM ayTEHTUPHUKATOP U ayTEHTUPUKATOP, KOTOPHIK 06e-
CIeYMBaeT YCTOMYMBOCTh BepudukaTopa K numMnepconanuu (VIR) Ha ocHOBe 10Ka3aTeJbCTBA BJiaje-
HUsl KJIIOYOM NOCPEJCTBOM yTBEPXZEHHOTrO KpUNTOrpadrueckoro NpoTokosa®. 3asBUTETH J0JIK-
HBI [J0Ka3aThb BJafieHHe U KOHTPOJIb HaJj JBYMs pasJUYHbIMH GaKTOpaMH ayTeHTHUKALUU Yepes
3alMLeHHbIN (ble) MPOTOKOJI(bI) ayTEHTUPUKALIMU C UCNOJb30BaHUEM YTBEPKJEHHBIX KPUIITOTPa-
duYecKUX TEXHOJOTHU. AyTEHTUQPUKATOPHI AOJKHBI ObITh YCTOWYMBBI K UMIEPCOHALUU BEpUPHU-
KaTopa, yCTOMYUBBI K aTaKaM MOBTOPHOTO BOCIPOU3BEJEHHUs U MPOTUBOCTOSATh COOTBETCTBYHOIUM
aTakaM 10 O0GOYHBIM KaHasaM. [Ipu Hcnosib30BaHUU 6UOMeTpUYecKoro GpakTopa nmpoBaijep UaeH-
TUPUKALUOHHBIX YCIAyT (BepudUKATOP) AOJKEH CAaMOCTOSATEJNbHO ONpeAeNUTb, COOTBETCTBYET JIU
OHMOMETPUYECKUH JATUUK U ocaeAylolas 06paboTka yka3aHHbBIM TPe60BaHUAM K XapaKTepPHUCTHKaM.
CSP nosmkeH MPUMEHSATh COOTBETCTBYIOLUM 06pa30M HaCTPOEHHbIE MepPhl 6€30MACHOCTU Ha 8bICOKOM
6a30BOM ypPOBHE.

PernameHT EC 06 anekTpoHHOM ngeHTudukaumm (elDAS) — EBponeiickuii coro3

CtpykTypa elDAS npepycMaTpuBaeT TPU YPOBHS HAJ€KHOCTHU AJIA CPeJCTB 3J1eKTPOHHON U eHTUUKALUY,
IpesoCTaB/IsieMblX B paMKax 06bsIBJIE€HHON CXeMbl 3JIeKTPOHHOU HJeHTUUKALUU: HU3KUH, CylleCTBEHHbIH
Y BbICOKMH. UcnosiHuTeNbHOE pelneHue EBponerickoil komuccuu (EU) 2015/1502 ot 8 centsibpsa 2015 roga
yCTaHABJMUBAeT MUHUMaJbHble clieluPpUKanuy 6€30MacHOCTU JJisl KaKAO0ro M3 3Tux ypoBHei. [Ipu cocras-
JIEHUH clieliuPUKALUA U TpoLefyp, U3JI0XKEHHBIX B 3TOM VICIOJTHUTEIbHOM pellleHUH, B KaueCTBe OCHOBHOTO
MeX/JyHapOJHOTO CTaHJAapTa B 06J1aCTU YPOBHEHN HA/IEKHOCTU [/l CPE/CTB 3JIEKTPOHHOU UJeHTHUPUKALUU
6b11 MpUHAT MexxayHapoaHbiil ctangapT MCO/M3K 29115. Cogepxanue PersmamenTa elDAS oTsinyaeTcsi oT 3TO-
ro MeX/[yHapoJJHOT0 CTaHJAapTa, B YaCTHOCTH, B YacTH Tpe6GOBaHUM K IIpOBepKe MOJJIUHHOCTH UJEeHTUYHOCTH
U BepuduKaLuy, a TaKKe cocob6a yyeTa pasauyuil MexJy MexaHU3MaMu UJeHTUUKAL UK, UCII0Jb3yeMbIMU
rocyapcTBaMu-4Je€HaMH, U cylecTByoUKUMHU B EC HHCTpyMeHTaMu, IPUMeHsIeMbIMU [JJ151 3TOH ke Lesu. Eciu
B ctpaHe EC/EJ3 rocyapcTBeHHBIN opraH TpebyeT /sl I0CTyNa K OAHOW U3 CBOUX OHJIAWH-YCIYT 3JE€KTPOH-
HOU uJleHTUQUKALUY C CyLleCTBEHHbIM UJIM BBICOKMM YPOBHEM Ha/leXKHOCTH, TO IPU NIpeJ0CTaBJIeHUH JOCTyna
K 3TOH OHJIAMH-YyCJIyTe OH TaK»e J0J>KeH NPUHUMATb BCe CpeJiCTBA 3J1eKTPOHHON HAeHTUPUKALUS C TAKUM Ke
UM 60J1ee BbICOKUM yPOBHEM HaZleXKHOCTH, OTHOCSIMeCs K cxeMe uJeHTuUKaLuu, 06bsiBaeHHON KoMuccueit
U ony6siMmkoBaHHOHN B OdunumanbHoM BecTHUKe EBpomneiickoro Cotosa. KpoMe Toro, rocyapcTBeHHbIE OpPraHbl
MOTYT NPUHSATH pelleHre Ha JOOPOBOJbHOM OCHOBE O MPU3HAHUU CXEM 3JIEKTPOHHOU UAEHTUPHUKALIUU C HU3-
KHUM YPOBHEM Ha/IeXKHOCTH.

Jlis nenedt persiameHTa elDAS asieMeHTaMu cucTeMbl HUGPOBOH HIeHTHUKALMH SBJISIIOTCS C/e/lyIolHe.

o Perucrpanus o6ecnedyuBaeT UAeHTUOUKALNIO, YHUKAIbHO MPeACTaBISIOIYI0 JIN60 GHU3UYeCKOoe WU IpUanYe-
CKOe JINIIO, JIN60 GpU3UYECKOe JIUIIO, TPEe/CTaBJIsII0lIee PUAUIECKOe JIHI0. Peructpaiiys npejnojaraet pasHbie
3Talbl.

%3 3aABUTEb UCTIONB3YeT 3aKPBITBIN KJII0Y, XPAHSIIMIACS B ayTEHTUPHUKATOPE, /151 TIOATBEPXK/IeH s TOTO, YTO OH BJIaZIeeT ayTeHTUPUKATOPOM
1 KoHTposiupyeT ero. IDSP (BeprudurkaTop), y3HaB OTKPBITBIHN KJII0Y 3asiBUTEJIS Yepe3 HEKOTOPbIe yYeTHbIe JJaHHbIe (06BIYHO CepTHPUKAT OT-
KPBITOTO KJII04a), UCIIOJIb3YeT yTBEPKAEHHBIN TPOTOKOJI KpUITOrpadryecKor ayTeHTUHUKALMH JIJIst IPOBEPKH TOT'O, YTO 3asiBUTEJIb BJIaJIeeT
ayTeHTHPHUKATOPOM 3aKpBITOTO KJIF04a M KOHTPOJIMPYET ero, ¥ MoATBepkaeT [loararoleicsi CTOpoHe poBepeHHble HeHTUHUKALMOHHbIE
JIaHHbIE 3TOT'0 YeJI0BeKa.
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- 3aaBka u peructpauus: (1) ybeJUTbCA, UTO COUCKATEJI0 U3BECTHBI YCJIOBUS UCIOIb30BaHUSA CPEJCTB
3JIeKTPOHHOU uJeHTUPUKauuH, (2) ybeAUTbCA, YTO COMCKATeNI0 U3BECTHBI PeKOMeHJyeMble Mepbl
npeJloCTOPOXKHOCTH, CBA3AHHbIE CO CPeiICTBAMHU 3JIeKTPOHHOMU ueHTUPUKanuy, (3) cobpaTb COOTBET-
CTBYyMOILIMe HAeHTUPUKALIMOHHbIE JaHHbIE, HE0OX0JUMbIe JJIs IPOBEPKHU MOAJUHHOCTH UAEHTUYHOCTH
U BepuPUKaAL UK.

- HpOBepKa NOAJIMHHOCTH UJEHTHUYHOCTHU U BepI/ICbI/IKaHI/IH, 3aKJIn4Yawlgruecd B IpOBepKe MOAJIMHHOCTHU
H ﬂeﬁCTBHTeﬂbHOCTH AOKYMEHTa, yqoCTOoBepALiero JUYHOCTb, U OTHOCALHUECA K peaJ/IbHOMY YeJioBe-
Ky, 1 IpOBepKa TOro, YTO HAEHTUYHOCTb 3TOI'O JIMLla ABJAETCA 3asBJIEHHOH UAEHTHUYHOCThIO.

e JJIeKTpOHHAas UAeHTHPUKANUA 03HAYAET yIpPaBJeHUE U UMEET JleJI0 C KOJIMYeCTBOM U XapaKTepoM dak-
TOPOB ayTeHTUHUKAIMK, HE3aBUCUMO OT TOTO, MOXET JIKH CPEACTBO 3JIeKTPOHHOU MJeHTUPHUKALUU CUH-
TaThCs UCMOJIb3YEMbIM TOJIBKO B TOM CJIy4ae, eCJIM OHO HaXOJUTCS [0/, KOHTPOJIEM UJIM BO BJIaJIeHUH JIULA,
KOTOPOMY OHO MPHUHAJJIEHHUT, U er0 aHHYJIMPOBaHWE U BO306GHOBJIEHHE.

e AyTeHTUdUKaLUSs yCTaHABJIUBAeT TPeOOBAHUS K YPOBHIO HA/[eXKHOCTH B OTHOILIIEHUW MeXaHU3Ma ay TEHTH-
duKanuy, 1oCpesCTBOM KOTOPOTro Gpu3niecKoe UM IPUAUYECKOe JIULO UCIOJIb3yeT CPpeCTBA 3JEKTPOH-
HOM WAEeHTUPUKALMU Jis TOATBEPXK/IEHUs Nolararlieics CTOpoHe CBoel UIeHTUYHOCTH.

e PyKOBOJACTBO U OpraHHM3anus: BCe YYAaCTHUKH, NPEJOCTABJSAKIIME YCAYTH, CBsiI3aHHbIe C 3JIEKTPOHHOMU
uneHTUUKALMEN B MeX/YHAPOJAHOM KOHTEKCTE, JO/KHbI HMEeTh B CBOEM PacHoOpsiKeHUH JOKYMEHTHPO-
BaHHble MeTOJJMKHU yIpaBJeHUs] UHPOPMAMOHHOU 6e30MacHOCTbIO, MOJUTHUKH, MOAXOAbl K YIPaBJeHUIO
pUCKaMH U Apyrue Npu3HaHHbIe MepPbl KOHTPOJIS, N03BOJISIOIIME Y6eAUTh KOMIETEHTHbIe PYKOBOAALIHE
OpTraHbl, OTBeYAIOIIHe 32 3JIEKTPOHHbIE CXeMbI U/IeHTUQHUKAIIUY B COOTBETCTBYIOLIUX IrOCy/JapCTBaX-4JeHax,
B HaJIMYUU 3O PEKTUBHBIX METO/ UK.

JJ1s1 KaXK/I0T0 U3 3TUX YeTblpeX 3TAll0B OllpeJiesIeHbl TPU yPOBHS A0BEePUS — HU3KUH, CylleCTBEHHBIN U BBICO-
KHUH, onpe/iesiieMble B COOTBETCTBHH CO CJIeAYIOUMMH KPUTEPUAMMU:

e HU3KHUH — obecrnedyruBaeT HHU3KYI0 CTEIIEHb JOBEPHUA K 3as1BJIEHHOH UJEHTHUYHOCTHU CbI/I3I/I‘{eCKOFO Jinna v Xa-
paKTepu3yeTcd co CCBhIJIKOHM Ha COOTBETCTBYIHOIIHME TEXHUYECKHUE cneundmxauym, CTaHAApThlI U IpoLeayphl,
BKJIIOYad TeXHHUYECKHe CpeaACTBa KOHTPOJIA, LeJib KOTOPbIX COCTOUT B CHUXEHHWHU PUCKA 3JIOHAMEPEHHOTO
HUCIIOJIb30BAaHUA UJIKM U3BMEHEHUA HIEHTHUYHOCTH;

. Cy]].leCTBeHHbIﬁ — obecrnevyuBaeT CYLI€eCTBEHHYI CTE€Il€Hb JOBEPpHUA K 3asiBJIEHHOU UAEHTUYHOCTH (1)1/131/1-
YeCKOro Jina U XapaKTepu3yeTcd COo CCBIJIKOM Ha COOTBETCTBYHOIIME TEXHHUYECKHUE cneuudmxauuu, CTaH-
AapThbl U IpoLeAypbl, BKJIKOYAA TEXHUYECKHEe CpeJCTBa KOHTPOJIA, jeJib KOTOPbIX COCTOUT B CylLIeCTBEHHOM
CHUXXEHHH PHUCKA 3JIOHAMEPEHHOI'0 UCITOJIb30BAHUA U UBMEHEHHUA UJEHTUYHOCTH;

e BBICOKMH — obecrnedyuBaeT 60Jiee BbICOKYIO CTelleHb JOBEpHUS K 3afBJIeHHON UAEHTUYHOCTH GU3UYECKOro
JIMIa, 4eM CpeJCTBa 3JIeKTPOHHON uAeHTHPUKALUU C CYylLleCTBEHHBIM YPOBHEM J0BepUs, U XapaKTepu3y-
eTCsl CO CChIJIKOM Ha COOTBETCTBYIOIHE TEXHUYEeCKHe clenuUKAIUY, CTaHJAPThl U MPOLeAypbl, BKIOYas
TexXHHU4YeCKHe Cpe/iCTBAa KOHTPOJIs, LjeJIb KOTOPBIX COCTOUT B IPel0TBPallleHUH 3JI0HAMEPEHHOT0 UCII0J1b30-
BaHUA UK U3MEHEHHA UJAEeHTUYHOCTH.

[IpesnosiaraeTcs, YTO eCJU CPEACTBO 3JeKTPOHHON UAeHTUUKALUY, BBIJAHHOE B paMKaX 06bsIBJEHHOH cxe-
MBbl 3JIEKTPOHHOU HJleHTUPUKAL KU, COOTBETCTBYeT TPe6OBAaHUIO, YKa3aHHOMY B ONMCAaHUU 6oJiee BBICOKOTO
YPOBHA [OBEPHS, TO BLINOJHAETCA U 3KBUBaJIeHTHOE TpeboBaHHe 60Jiee HU3KOTO YPOBHSA JJOBepHs.
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Ta6smmua 5. Tpe6oBaHusA K ayTeHTUPUKALMU JJ1s1 pa3HbIX YPOBHe HajexkHOoCTH elDAS

YPOBEHDb
HAZJEXKHOCTHU HEOBXO/IMUMBIE 3/IEMEHTDI
HU3KUH e  Bbljade ueHTUGUKALMOHHBIX JAHHBIX YeJ0BEKY Npe/IIecTBYeT HalexKHast

poBepKa CPeACTB 3/IeKTPOHHON UAeHTUPUKALUY U UX AeHCTBUTENBHOCTD.
e B Tex caydasx, Korja uAeHTHOUKAIMOHHbIE JaHHbIE YeJ0BeKa XPaHATCS
KaK 4aCTb MexaHHW3Ma ayTeHTUQUKaLMK, 3Ta UHOpMal M 3aljUIleHa OT
NOTEePU U KOMIPOMETALUH, B TOM YHUCJIe C UCII0JIb30BAaHUEM aHa/Iu3a B
aBTOHOMHOM peXuMe.
e B MexaHusMe ayTeHTUQUKALUY Pealn30BaHbl Mepbl 6€30IIaCHOCTH
JIJIsl IPOBEPKH CPEJCTB 3JIEKTPOHHON UAeHTUPUKALUY, TO3TOMY
KpaliHe MaJIOBEpPOSITHO, YTO TaKUe AeHCTBUSA, KaK yraJblBaHHe,
npoc/yliMBaHKe, TIOBTOPHOE BOCIPOU3Be/jeHHue WK MaHUIyJIMpOBaHUe
CBAA3bI0 CO CTOPOHBI 3JI0yMBILIJIEHHUKA, 06/1a4a101ero pacliipeHHbIMU
6a30BbIMH BO3MOXKHOCTSIMU JIJI] aTaKH, MOTYT HapyLIUTh MeXaHHU3MBI
ayTeHTUUKALUU.

CYIIECTBEHHbBIH HHU3KHMIi ypOBeHb ILIOC:

e Brigave uzeHTHGUKAIMOHHBIX JAHHBIX YeJIOBEKY IPeIIeCTBYET Ha/leXKHas
[IpoBepKa CpeJiCTB 3JIEKTPOHHON HJieHTUUKALMY U UX JIeUCTBUTEIbHOCTD
I0CpPe/ICTBOM IUHAMUYECKON ayTeHTUPUKALU K.

¢ B MexaHH3Me ayTeHTUPUKALMK peaTu30BaHbl Mepbl 6€30MaCHOCTH [JJIs
MPOBEPKU CPEJCTB 3JIEKTPOHHOM HIeHTUDUKALIMH, TI03TOMY KpalHe
MaJIOBEPOSATHO, YTO TaKHe JIeWCTBUS, KaK yraiblBaHue, TPOC/IyIINBaHHeE,
[IOBTOPHOE BOCIIPOU3BeleHUe U1K MaHUIYIMPOBaHUe CBSI3bI0 CO CTOPOHBI

3JI0YMBILIJIEHHHKA, 06/1a/jal0llero yMepeHHbIMU BO3MOXKHOCTAMM JJIs
aTaKM, MOTYT HapyILIUTh MeXaHU3Mbl ay TEHTUUKALIUHL.

BbICOKHH CyI1eCTBEHHBIH yPOBEHb ILIIOC:
e B MexaHu3Me ayTeHTHQUKALMY PeaM30BaHbI Mepbl 6€30IIaCHOCTH A1
MPOBEPKU CPEJICTB JIEKTPOHHOU UJIEHTUDUKALINH, I03TOMY KpalHe
MaJIOBEPOSITHO, UTO TaKHe JIeHCTBUSA, KaK yraJbIBaHUE, IPOCIYIINBaHHUE,
MOBTOPHOE BOCIIPOU3BE/IeHUE UJIM MAaHUITYJIMPOBAHHUE CBS3bI0 CO CTOPOHBI

3JIOyMbILJIEHHHKA, 0613201 er0 GOJILIIUMH BO3MOKHOCTAMH A/

ATAKHW, MOTYT HAPYIINUTH ME€XaHHU3MbI ayTeHTI/I(l)PIKaLU/II/I.
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MOCCAPUA

l'lpwlomel-me — KOMIIbIOTEpHAad NnNporpaMma, NoMorarwuasa nmoJb30BaTeJit0 B BBINIOJIHEHHWH OIIpe-
JAEJIEHHBIX 3a/1a4.

HHTepdeiic npukaasHoro nporpammupoBaHusa (API) — Ha6op onpejeseHUH U NPOTOKOJIOB
JIJIs1 pa3paboTKU M HHTEerpaluy MPUKJIaJHOTO IporpaMMHoOro o6ecrnedyeHus. APl nosBossooT nud-
POBBIM IPOJYKTAM HJIH YCIyraM JIeTKO B3aUMO/IeICTBOBATH C PYTUMHU NMPOAYKTAMH U YCJIYyTaMHu.

YpoBHHM HaJeKHOCTH — YPOBHH JJOCTOBEPHOCTH WJIM YBEPEHHOCTH B HaJIeXKHOCTH KaXKA0T0 U3
Tpex 3TanoB npouecca qUuPpoBoi uaeHTUUKanuu. CM. 0630p TeXHUYECKUX CTaHJAAPTOB B pas-
Jese I naHHOrO OTYeTa U B TeMe «Mcnosb30BaHUe TEXHUYECKUX CTAHAapTOB MGPOBOH UJI€HTHU-
¢dukauuu s BHegpeHus POIl» B pa3gese V oTyeTa.

IloaTBepxKAeHNE aTPUGyTa MOXET OBbITh JU60 PU3UYeCKUM (JLOKYMEHTApPHbIM), JUOO YUCTO
U POBEIM, JTM60 ABJIATHCA HUGPOBBIM Npe/cTaBJeHHeM GQU3NIECKOTr0 NOATBEPXK/IeHUsI aTpUby-
Ta (HampuMep, BUPPOBBIM MpeJCTaBJIeHHEM OYMaKHBIX UJIH MIJIACTHUKOBBIX BOAUTETbCKUX ITPAB).

AyTeHTHQUKaALUA yCTaHABJIMUBAET, YTO 3aABUTEJIb, KOTOPBIH leKJIapupyeT CBOIO UAEHTUYHOCTD,
SIBJISIETCS TEM Ke JIMI[OM, HJIeHTUYHOCTb KOTOPOTo 6bLja MOoJIy4YeHa, BepuGUIIMPOBAaHA U 3apeTHt-
CTpHUpOBaHa NpU NPUHATHH €ro Ha 06CIyKUBaHHe.

AyTeHTUPUKATOP — 3TO TO, YTO HAXOJUTCS BO BJIAJEHUH U IO/, KOHTPOJIEM 3asiBUTEJISI U UCITOJIb-
3yeTcs AJisg ayTeHTUPUKA UK (TOATBEPXKAEHNS) TOTO, YTO 3asIBUTENb ABJIAETCSI QU3UIECKUM JIH-
1JOM, KOTOPOMY ObIJIM BbIJaHbl yY€THbIE JAHHBIE, U, CI€0BATEJNbHO (B 3aBUCUMOCTH OT CTPOTOCTH
ayTeHTUPUKALUU CUCTEeMbl [UPPOBOH HUAeHTUUKALUU), ABJIsAETCsS (C pa3HOU CTelmeHbl0 Bepo-
SITHOCTH, OTIpefie/isieMOil yPOBHEM Ha/IeXKHOCTH ayTeHTUPUKALUK) GPaKTUIECKUM MOJMHUCIUKOM
Y BJIaJle/IbLleM YYeTHOM 3aIHUCH.

BuomeTpusa

e Buodusuyeckass 6uoMeTpuss — aTpUOYThI, TAKHE KaK OTNEeYaTKH aJblieB, paAyXHas 060/104-
Ka rj1a3, ClIeKTPOrpaMMbl roJi0ca U pacro3HaBaHuUe JIMIl; BCe OHU He MEHSIIOTCS.

e BuomexaHuuyeckas 6UOMeTpUs — aTPUOYTHI, TAKME KaK MEXaHUKA HaXKaTHsl KJIABUII, KOTOpbIe
ABJIAIOTCA pPe3y/JbTaTOM YHHUKAJbHbIX B3aUMOJE€NUCTBUN MBI, CKEJIETHOW U HEPBHOW CUCTEM
YyeJsiOBeKa.

o [loBeseHYecKHe GUOMeTPUYECKHE CXeMbl — aTPUOYThI, OCHOBAHHblE HA HOBOW BbIYHC/IUTEb-
HOH 0611eCTBEHHON HayKe — COLMAIbHON QU3HKe, KOTOPBIE COCTOAT U3 PA3TUYHBIX CXeM JIBH-
»KEHUS YeJI0OBEeKa M MCIO0JIb30BaHUS UM TeONpPOCTPAHCTBEHHBIX BPEeMEHHBIX JJAHHBIX U BKJIIO-
YaloT, HAIPUMEP, CXeMbl 3JIeKTPOHHBIX NTMCEM HJIM TEKCTOBBIX COOGIEHUH Yes0BeKa, XKypHaJl
perucTpanuu AocTyna K ¢pansaM, UCII0Ib30BaHHE MOGUIBHOTO TeJlepOHA U Ie0JIOKallMOHHbIe
CXeMBbl.
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C60p U OTOXKAECTBJIEHUE SBJISIOTCS YacCThIO MpoIiecca MPOBEPKU MOAJTHHHOCTH UIeHTUYHOCTH
Y IpeAIoJaraloT noJydyeHue aTpubyToB (UAeHTUPHUKATOPOB), COOP MOATBEPXKAEHUN aTPpUOYTOB
U OTOX/eCTBJIEHHE JI0KA3aTeJbCTBA U aTPUOYTOB UJIEHTUYHOCTH C €IMHCTBEHHOW YHUKAJIbHOU
JINYHOCTBIO B paMKaX JJaHHOU I'PyMIbl HACeJeHUs UM KOHTEKCTa.

HenpeprsiBHasg ayTeHTUPUKALUA — 3TO JMHAMHU4YecKass ¢popMa ayTeHTUOUKALUU. B Hell MoxkeT
HCIO0JIb30BaThCs GHOMeXaHUYeCKre 6HOMeTpUYeCKIe JaHHble, TOBeJleHUYeCKHe GUOMeTpUYecKre
CXeMbl U/WJIM JUHAMUYECKHUH aHA/IKU3 PUCKA olepalui, YTo o6ecleyrBaeT COOTBETCTBUE Ompe-
JleJIEHHBIX IaHHBIX, CO6PAHHBIX B X0/le HHTEPAKTUBHOTO B3aUMOJeCTBUSA C PU3UUECKUM JIUI[OM
(HampuMep, JaHHBIX reosiokanuy, MAC-agpecoB u IP-ajpecoB, cKopocTH Ha6opa TeKCTa U yrIJa
HaKJIOHa MOOGHUJIBHOTO YCTPOMCTBA) «TOMY, UTO CJIEAYET OXXKUAATh» B TEYEHHE BCETO CeaHca.

3asgBUTEJb — 3TO JINLO, KOTOPOE XOUeT YCTAHOBUTDb CBOIO JIMYHOCTD M MOJYYUTH NIPABa, CBS3aH-
Hble C 3TOH JINYHOCTBIO (HanpuMep, OTKPBITh QUHAHCOBBIA CYET MJIM MOJTYYUTh K HEMY JJOCTYII).
3asiBUTEJIA TaK)Ke MOXKHO ONMcaThb Kak [lonucunka, KoTopeli 3asaBJsieT [losaratouenics cTopoHe
(IIC) mpaBa cOGCTBEHHOCTH HA yJOCTOBEPEHHE U XOYET €ro NPOBEPHUTb, UCIOJb3Ysl MPOTOKOJIbI
ayTeHTHUPUKALUU.

Y4eTHbIe JaHHBIe — 3T0 GU3UYECKUH 06beKT UaK HUPpOBasa CTPYKTypa, KOTopas AOCTOBEPHO
NpUBSA3bIBAET YCTAHOBJEHHYIO JIMYHOCTb NMOAINUCYMKA, NTOCPEJCTBOM HAeHTHUPUKaTOpa(oB), MO
KpaliHell Mepe K 0JJHOMY ayTeHTUPUKATOPY, KOTOPbIM HAXOAUTCA BO BJIAQJ€HUHU U [10J, KOHTPOJIEM
HNOJNMUCYHKA.

IIpoBaiifep yyeTHbIX AaHHBIX (CSP) — yupexJeHue, KOTOpOe BblJaeT NOJNUCYUKAM U/UJH pe-
TUCTPUPYyeT ayTeHTUPHUKATOPHI U COOTBETCTBYIOIHE 3JIeKTPOHHbIE yYeTHbIe JaHHble (IPUBA3bI-
Bas ayTeHTUQUKATOPHI K IPOBEPEHHBIM YA0CTOBEepeHUAM) nognucyukos. CSP oTBevyaeT 3a xpa-
HeHHUe UJIeHTUPUKALUOHHBIX YYETHBIX JaHHBIX NOANUCYMKA U BCeX CBA3aHHbIX yUeTHBIX JAHHBIX
B TeYeHUe BCero XKM3HEeHHOr0 [IMKJIa yYeTHBIX JJaHHbIX, a TaKXKe 3a [IpeJoCTaBJeHHe BepupuKaTo-
paM HHPOpPMAIMU O CTATyCe YYEeTHBIX JaHHBIX.

ATaka c noJcTaHOBKOM y4yeTHbIX AaHHBbIX (credential stuffing) (Tak>xe Ha3bIBaemas moBTOD-
HBIM BocnpousBefeHueM yTeuku (breach replay) wim ounctkoit cnucka (list cleaning)) — tun
kubepaTaky, IpH KOTOPOH yKpaZleHHble YUyeTHble JJaHHble (YacTO U3-3a YTEeUYKH JAaHHBIX) IpOBe-
pAIOTCA Ha COBNAJleHUs B JPYTUX CHUCTeMax. ITOT TUIl aTaKW Ha yYETHYIO 3allUCb MOXeET ObITh
yCIeIHbIM, €CJIM XXepPTBa UCN0JIb30BaJia 3TOT e NapoJib (KOTOPBIN 6bLI YKpaJeH NpU yTeuKe JaH-
HbIX) JIJIs1 APYTOU y4eTHOU 3aMUCH.

UckiawyeHue ayo6aukaToB (de-duplication) — mnpouecc oToXJecTBJeHUs [0Ka3aTeJNbCTB
Y aTpUOYTOB UJIEHTUYHOCTH C €IUHCTBEHHOH YHHUKAJbHOM JIMYHOCTHIO B paMKaX JaHHOU I'PyHIbI
HaceJIeHHUs UJIM KOHTEKCTa.

Jna nesneit HacTosmero PykoBoAcTBa cucTeMbl BMPpPOBON HAeHTHPUKALUN — CUCTEMBI, KOTO-
pble BKJIIOYAIOT NPOLecC NPOBEePKU MOJJIUHHOCTH UAEHTUYHOCTH/perucTpalyuu 1 ayTeHTuUKa-
nuu. [IpoBepka MOAJUHHOCTH HUAEHTUYHOCTH M PETUCTPALUSA MOTYT ObITh WM LUPPOBBIMH, HJIH
dusnveckuMu (LOKyMEeHTAapHbIMU), UJIM UX KOMOMHALKEeN, HO IPUBA3KA, BbINYCK YYeTHBIX JaHHbIX,
ayTeHTUPUKaAL U U TepeHOCUMOCThb / pefilepaTUBHAs HHTerpanus 40 KHbI 6bITh [UPPOBLIMH.
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MexaHU3MBbI M TeEXHUYECKHE CTaHAaPThI HAJEeKHOCTU LMPPOBOH uAeHTUPHUKALUHU Ipe/ICTaAB-
JIIIOT CO60M HAa6OP OTKPBITHIX COIVIACOBAHHBIX MEXaHU3MOB 06eclieyeHHs KayeCTBa U TEXHUYECKUX
CTaHJapTOB cUcTeM LUGPOBON HAeHTHPUKALMU, pa3paboTaHHbIX B HECKOJIBKUX HPUCAUKIUIX,
a TakXKe MeXJyHapoJHbIMU U OTpacaeBbIMU opraHuzanusamu. Cum. [Ipuaoxenue D «Opranmusa-
IIUHY, YCTAaHABJIMBaWII{e TeXHUYECKHUe CTAaHAAPThl 1 MeXaHU3Mbl HaJeKHOCTH nudpoBoii
ujaeHTuukanumu». Hanpumep, cM. Ctangaptsl HanimoHa/bHOrO UHCTUTYTA CTAHAAPTOB U TeX-
HoJsioru# CIIIA u PernmamenT EC 06 a/1ekTpoHHOU ugeHTudUKanuu B [Ipunoxenuu E «0630p Mexa-
HU3MOB U TEXHUYECKUX CTAHAAPTOB HaZeKHOCTU udpoBod naeHTudukanuu CIIA u EC».

PerstameHT EC 06 371eKTpoHHOU naeHTUPUKanuM (eDISA) — PersiamenT (EC) NNe910/2014 06
3JIEKTPOHHOH UJIeHTHUPUKALUU U YAOCTOBEPUTEJNbHBIX CEPBUCAX AJIs 3JEKTPOHHBIX TPAH3aKIUH
Ha BHYTPEHHEM pbIHKE.

Perucrpanusa — 3To mnpolecc, nocpeactsoM kotoporo IDSP peructpupyet (3amuceiBaer) co-
vcKaTessl, NOAJMHHOCTb UJJEHTUYHOCTH KOTOPOro Gblja NPOBEPEHA, B KaueCTBe «IOAMUCYHUKA»
M CO3JaeT ero y4eTHYI0 UJeHTUQUKALUOHHYIO 3alMChb. B paMKax 3TOro mpouecca YHUKaJbHble
HeHTUPUKALMOHHbIE JaHHbIe MOJMUCUYNKA (TO eCTh aTPUOYThI/UAEHTUPUKATOPHI NOAMHUCYNKA)
JIOCTOBEpPHO MPHUBA3bIBAIOTCA K OJJHOMY WJIM HECKOJIbKUM ayTeHTH(HUKATOpaM, KOTOpPble HaX0-
JATCA BO BJIaJIeHUU U 110J, KOHTPOJIEM MOJNUCYUKA, C UCII0Jb30BaHMEM COOTBETCTBYIOILETO NPO-
TOKOJIa CBsA3bIBaHUU. [Iponiecc NPUBS3KM MAEHTUYHOCTH NOAINKCYMKA K ayTeHTUdUKaTOpy(-aM)
TaKXXe Ha3bIBAETCH «BbIMYCKOM YYETHbIX JaHHBIX».

HWHTerpanmsa o3HavyaeT KUCHOJIb30BaHUE 0606LIeHHON LUPPOBON apXUTEKTYPhl U MPOTOKOJIOB
NOJATBEPXK/eHUsl [Jisl Iepe/iaun YAOCTOBEPEHUS U ayTeHTUPUKALMOHHOW HHPOpMaLUHU 110 ceTe-
BbIM CUCTEMaM.

CucreMbl HAeHTUPUKALMK 061 ero Ha3HayeHUus (MU 6a30Bble CUCTEeMbI UAEHTUPUKALLUHU)
0OBIYHO COZIepKaT JOKyMeHTapHble M/WIH 1uPPOBbie yA0CTOBEPEHUs], KOTOpble MOBCEMECTHO
NPU3HAKTCA U NPUHUMAIOTCA FOCYJapCTBEHHBIMU YUpeXAeHUSMHU U NIpOBaii/iepaMu yCJIyT 4acT-
HOTrO ceKTopa B KadyecCTBe HpOBepKI/I NOAJIMHHOCTH OCIJH]_[HaJIbHOﬁ UAEHTUYHOCTH OJid pasnnq-
HBIX LleJiel (HanpuMep, HallMOHAJIbHbIE CUCTEMBI UJIEHTUPUKAIIMY U OPTaHbl PETUCTPAIUHU AaKTOB
TPaXKJaHCKOTO COCTOSHUSA).

JoKa3aTeIbCTBO HAEHTUYHOCTH — CM. «IIO/TBEPK/EHHE aTpUGyTa».

YnpaBJ/ieHUe >KU3HEHHbIM IMKJIO0M UJAEeHTU(PUKALMOHHBIX JAHHBIX OTHOCUTCS K JIeHCTBUSAM,
KOTOpBI€ C/IeAyeT NPEIPHUHATD B OTBET HA COGBITHS, KOTOPbIe MOTYT IPOU30UTH B TEYEHHE KHU3-
HEHHOTO LMKJA UJIeHTUOUKALNOHHBIX JaHHBIX ¥ MOBJHATh Ha HCIOJIb30BaHUE, 6e30MaCHOCTh
Y HaJIeXKHOCTb ayTeHTUPUKATOPOB, HAIPUMep, NOTePs], Kpaka, HECAHKLMOHUPOBaHHOE yGIMpOBa-
HUe, UCTeYeHre CPOKa JIeHCTBUS U aHHY/IMPOBaHUEe ayTeHTUPUKATOPOB U/UJIH YIETHBIX JJAHHBIX.

IIpoBepka MOAJIMHHOCTH HJAEHTHYHOCTU [aeT OTBeT Ha Bompoc: «KTo BbI?» U OTHOCHUTCS
K IpoIleccy, MoCPeCTBOM KOTOPOro mpoBaisep uaeHTUPuKanuoHHbix ycayr (IDSP) cobupaer,
BaJIUAUPYET U IPOBepsieT UHPOPMAIUIO O YeJIOBEKE U OTOXK/IECTBJISIET €€ C YHUKAJIbHBIM pU3UUe-
CKHUM JIMI[OM B paMKaxX JJaHHOU I'pyMNIbl HaceJeHUsI WU KOHTeKCcTa. OH BKJIIOYAET TPU AEUCTBUS:
(1) c6op/oToxkAecTBAEHUE, (2) Bamuaanuo U (3) Bepudukanuio.
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IlpoBaiigep uaeHTUPUKAMOHHBIX ycayrT (IDSP) — o6o6maronuii cobrupaTebHbIA TEPMUH, KO-
TOPBI OTHOCUTCS KO BCEM THUIAM yupex/JeHUH, y4acTBYIOIUX B 06eciedeHUHU poLecce IKCIIY-
aTalMy U 3JIEMEHTOB CUCTEeM WJU pelieHUH nudppoBod ugeHtTudukauuu. IDSP npegocTaBasioT
pemreHus 1UPPOBON UIeHTUPUKALIMY 0Jb30BATESAM U IOJIarariuMcs ctopoHaM. OJHO yUpex-
JleHre MOXeT BbINOJIHATh QYHKIMOHAJbHbIE POJIM OJHOT0 UK HeckoabKUX IDSP — cm. Ilpusio-
)keHHe A «OnucaHHe OCHOBHOM cHcTeMbl HU(PpPOBOH HAeHTUPUKALUU U ee YYACTHUKOBY,
YTOOb! NOJYYUTb CBOJHYI0 MHPOpPMaLMI0 060 BCeX COOTBETCTBYWOIUX yupexXJeHUAX, BKIYas
MOoCTaBUMKA UJeHTUPUKALMOHHBIX AaHHbIX (IDP), npoBaiiepa yuyeTHbix faHHbIX (CSP), opraH
peructpanuu (UJU MeHeJKepa WAeHTUPUKALMU), BepudUKaTOpa, NMoJib3oBaTess/Pusandeckoe
JIUIL0, COMCKaTeJIsl, MOANMCYMKA, 3asIBUTeJIs, [ToJIaraliycs cTopoHy U [IpoBaiiiepa CTPyKTypbl
JoBepus/JloBepeHHbIN OpraH.

HMnepcoHanus o603HavyaeT CUTyalUIo, KOrZa Kakoe-au60 JIMIO BblJaeT cebs 3a oGJagaTelis
HUIeHTUPUKALMOHHBIX JAaHHBIX APYroro 4eJoBeKa, MO0 C UCIO0Jb30BAaHUEM YKPAZEHHOTO JIOKY-
MeHTa KOr0-TO C MOX0XeW BHEIHOCTbIO, IN6O B COYETAHUHU C UCNOJIb30BaHUEM (PaAJIbIIUBOTO HUJIH
MOAIeIbHOTO YIOCTOBEPEHUS IUUHOCTH (HanpuMep, 3aMeHa ¢potorpadpuu B nacnopre Ha ©306pa-
JKeHHe caMo3BaHIa).

CucteMbl uaeHTHUKALUHU OTPAHUYEHHOI0 Ha3HAYeHUA (MM GyHKIMOHAbHbIE CHCTEMbI
njaeHTUUKaALMM) o6ecrieynBalOT UAeHTUUKALUIO, ayTEHTUPHUKALMIO U aBTOPU3ALMIO JJIs KOH-
KPEeTHBIX YCIYT UJIH CEKTOPOB, TAKUX KaK HaJOroBas aJMUHUCTpALUs, JOCTYN K ONpeseeHHbIM
rocylapCTBEHHbIM MOCOGUSIM UM YCJAyraM, roJOCOBaHHe, MpaBa Ha yNpaBJeHHEe TPAHCIOPTHBIM
CpeJiICTBOM, a Takxe (B HEKOTOPbIX HPUCAUKLUAX) JOCTYN K GUHAHCOBBIM ycjayraMm u T.4. [lpu-
Mepbl PYHKLHMOHAJNBHBIX CUCTEM HJEeHTUPUKALUMU BKJIOYAT (6e3 orpaHUyYeHus): UJeHTUU-
KallMOHHble HOMepa HaJIOroNJIaTe blIMKOB, BOAUTENbCKUE NIpaBa, NacnopTa, perucTpaloOHHble
KapTOYKM u3bHpaTesiell, HOMepa COLMAJbHOI'O CTPAXOBaHHUS U JOKYMEHTHI, YJOCTOBepsIoLHe
JINYHOCTDb 6eKeHLeB.

ATtaka 4yepe3 mocpeJHUKA UMEET TY XKe IieJib, UTO U QUIIUHT U MOXKET GbITh HUHCTPYMEHTOM U-
IIMHTA, HO JJaHHbIe MMOXUIUIAITCS MyTeM MepexBaTa coO6IeHUI MeX Ay *KepTBOi U npoBaigepom

YCIYT.

MHorodakropHasa ayreHTudukanusa (MFA) coyeTaeT McIIO/Ib30BaHUE /ABYX HJIM HECKOJbKHX
daxTopoB ayTeHTUPHUKALUU JJIF TOBBIIIEHUST 6€30MaCHOCTH.

CrangapTbl/PykoBoacTBo HanumoHa/IbHOr0 MHCTUTYTA CTAaHAAPTOB U TexHoJsioruid CIIA —
PyxoBoacTBo N2800-63 o uppoBbIM HAEHTUGUKALMOHHBIM JaHHBIM HalluOHA/IBHOTO UHCTUTY-
Ta CTaHJAPTOB U TexHoJsiorui CILIA.

st nesedt HacTosero PykoBocTBa 0opUIMaIbHOMN UAEHTUYHOCTDIO IBJISETCS ONMCAHUE YHU-
KaJIbHOro GU3MYeCcKOro Jiula, KoTopoe (1) ocHoBaHO Ha xapaKTepUCTUKaX (MAeHTHUPUKATOpax
WJIM aTpUOYyTax) 3TOTO JIUIA, ONpe/e/SI0IINX YHUKaJIbHbIe YePThI YeJJ0BEKa B paMKaX IpyIIbl Ha-
ceJIeHUs WJIU olpeJie/IeHHOH (bIX) KOHTeKCTa(0B), U (2) MpU3HAETCs rocylapCTBOM B PETyJISATUB-
HBIX U APYyTruX 0QUIIHaNbHBIX [eJsX.
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UHopmanus, no3BoJIAWIAA YCTAHOBUTH JIMYHOCTD, BKJIOYAET JIIOOYI0 HHOpPMAIHIO, KOTO-
pasi cama 1o ce6Ge UM B COUETAHUU C APYyroil nHbopMaLuel Mo3BoIsIeT UAEHTUOUIUPOBATH KOH-
KPEeTHOTO0 YeJIoBeKa.

dumMHr (Tak)Ke Ha3blBaeMblil NMepexBaTOM Yepe3 MOCpeJHHKA WM [epexBaTOM Y4YeTHBIX JaH-
HbIX) — 3TO MOLIEHHUYeCKasl NONbITKA c60pa YYeTHBIX JaHHbIX He M0/J03PEBAIOLIUX 06 3TOM XKEePTB
C WCI0JIb30BaHUEM OGMaHHBIX 3JIEKTPOHHBIX nuceM U UHTepHeT-cailToB. HampuMep, npecTynHuk
NbITaeTCs 0OMaHyTh CBOIO »KEPTBY, YKa3aB UMeHa, MapoJii, NpaBUTeJIbCTBEHHbIE UAEeHTUDUKALH-
OHHble HOMepa WUJIU yuyeTHble JJaHHble /J15, Ka3a/10Ch Obl, 3aC/1yKMBalOLLero oBepusa UCTOYHHUKA.

IlepexBaT u BocnpousBeaeHue PIN-koza BxirodaeT nepexsaTt PIN-kozxa, BBeZJeHHOTO Ha KJa-
Buarype IIK, ¢ momMouibio nepexsaTyrMKa JaHHBIX BBOJa U HE3aMeTHO JJId [10J1b30BaTe A, a TaK-
Ke McroJib3oBaHMe nepexsadeHHoro PIN-koza, korga cmapT-KapTa BCTaB/IgeTCA B CYHUThIBAKOLILEe
YCTPOWCTBO JJIfl JOCTYyIA K yCJAyraM.

IlepeHOCHUMOCTh/COBMECTUMOCTD: IEPEHOCUMOCTb YAOCTOBEPEHHUsI O3HAYaeT, 4To IUdpPOBBIE
UJleHTUQUKALMOHHbIE yYeTHbIe JaHHble GU3UYECKOTO JIMIA MOTYT UCI0J1b30BaThCsl /151 IPOBEp-
KU IOJJIMHHOCTU 0GUIINAIbHON UAEHTUIHOCTH IPU YCTAHOBJEHUN HOBBIX KJIMEHTCKUX OTHOLIE-
HUH B HECBSI3AHHBIX YYPEXJEHHSIX YACTHOTO CEKTOPA WJIU FOCYAAPCTBEHHBIX YYpeXAeHUsIX 6e3
HeOoO6X0JUMOCTH KaXK/Jbli pa3 MoJy4yaTb U MPOBePsATh NHGOPMALHIO, TO3BOJISIONUYI0 YCTAHOBUTh
JINYHOCTh U OCYLIECTBJIATb HAeHTHHUKAINIO/TPOBEPKY KIHeHTA. [lepeHOCUMOCTb TpebyeT pas-
PaboTKH COBMECTUMBIX IPOJYKTOB, CUCTEM U NPOIeccOB UPOBOH HaeHTHOUKALKU. [lepeHOCH-
MOCTb/COBMECTHUMOCTb MOXET 00eCHeYUBaThCsl PA3JUYHBIMU apXUTEKTYPaMH U MPOTOKOJAMHU
UGPOBOU UIEHTUDUKALIUH.

IIporpeccuBHOE yA0CTOBEpEeHNE — 0QUILUATIbHOE YAOCTOBEPEHHE, KOTOPOE MOXKET MEHSIThCS CO
BpeMeHeM [0 Mepe TOro, Kak uAeHTUuuIupyemMoe Gbusndeckoe JUI0 NpruobpeTaeT Bce 6osiee Ha-
JleXKHBIA [UPPOBOH cyief], C BO3paCTAIOIIUM KOJTUIECTBOM aTPUOYTOB /UK ayTEHTUPUKATOPOB,
KOTOpPbIe MOXXHO MPOBEPSATH MO BO3PACTAOLIEMY KOJHUYECTBY U PACUIHUPSIONEMYCs CIEKTPY HC-
TOYHUKOB.

IIpoBepka NOAJTUHHOCTH OQUIUATBHON UAEHTUYHOCTH, KaK IPaBUJIO, 3aBUCUT OT GOpMBI 06e-
CreyrBaeMOW WJIM NpeAOoCTaB/sieMOM NpPaBUTeJbCTBOM PerucTpaluy, JOKYMeHTalluu WU cep-
Tudukauuu (Hanpumep, CBUAETENbCTBO O POXKJEHUHU, YIOCTOBEpeHHE JUYHOCTU WJIU yYeTHbIe
JlaHHble UPPOBOr0O yJOCTOBEPEHUS] JIMYHOCTHU), KOTOpble MOATBEPKAAIOT OCHOBHbIE HUJEHTHU-
dukaTopel WA aTPUOYTHI (HanmpuMep, UMs, MOJ, JATY U MECTO POXKJEHHUs) [AJs YCTAHOBJIEHUS
U IpoBepKU 0QUIMAJbHON UJEHTUYHOCTH. KpUTepuu NpoBepKU NOAJUHHOCTH «0UIHAIBHON
HUJIEHTUYHOCTH» MOTYT Pa3/IM4aThCs B Pa3HbBIX IOPUCAUKIHSX.

IlluppoBaHUe C OTKPBITHIM KJIHYOM (HCIOIB3yeTCs B cepTUPUKATAX HHPPACTPYKTYPhI OTKPHI-
ThIX kito4el (PKI)) — mudpoBanue, npu KOTOPOM /151 06'beKTa (YesI0BeKa, CUCTEMbI UJIU YCTPOU-
CTBa) reHepupyeTCcsd Napa KJw4el, U 3TOT 06'beKT Ha/le’)KHO XPAaHUT CEKPEeTHBIN KJII0Y, IPU 3TOM
CBOOO/IHO NPeA0CTaBJASA OTKPBITBIN KJII0Y JpYyTrUM JuLaM. Jt060i yesoBeK, UM OTKPbIThIH
KJI104, MOXET 3aTeM UCHO0JIb30BaThb e€ro A MUPPOBAHUS U OTIIPABKU COO0OIIeHUS BIaeNbly ce-
KPEeTHOTO KJII04a, 3Has, YTO TOJIbKO OH CMOXKeT OTKPbITh 3TO COO6LIeHHUe.
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Juia nenelt HacTosiwero PyKoBo/cTBa MO, peryJimpyeMbIMH CyO'beKTaMM IOHUMAKTCA GUHAHCO-
Bble yYpexJeHus1, IpoBaiepbl CEPBUCOB BUPTYaIbHbIX aKTUBOB U YCTAaHOBJIEHHbIe HEQUHAHCOBbIE
npegnpustusaunpodpeccuu (YHOIII), BToit Mepe, BkoTopoi YHOIII 06513aHbI NpeIPUHUMATD MEPEI
no Hajuiexaule npoepke kaueHToB (HIIK) B 06cTosATE/ILCTBAX, yKa3aHHbIX B PekoMeHjanuu 22.
B utone 2019 roga PATO nepecmorpesa Pekomenganuw 15 (HoBble TexHosoruu) u [losicHUTE b-
Hy10 3anucky k Pekomenganuu (I13P) 15, 4To6b1, HOMKUMO NpOYero, HAJOXKUTb Ha IPOBak1epoB cep-
BHCOB BUPTYaJIbHbIX aKTUBOB 06s13aTesibcTBa o HIIK, npeaycmorpenHbie Pekomenganuei 10.

Ionarawmascsa cropoHa (IIC) — (pusnyeckoe UM WPUIUYECKOE) JIUIO, KOTOPOE MOJIaraeTcs
Ha y4YeTHbIe JJaHHble UK ayTEHTUQUKATOPBI MOANKUCYHNKA JTUG0 OATBEPKAeHEe BepUPUKATOPOM
Y OCTOBepeHUs 3asiBUTEJIS B LjessiX uaeHTUGuKanuu [loAnucyrKa ¢ UCoJIb30BaHUEM NMPOTOKOJIA
ayTeHTUPUKanuu. TunudHble [1C BKIOYaOT QUHAHCOBBIE YUPEXK/IeHUSs, IPABUTENbCTBEHHbIE Jle-
NapTaMeHThbl U OpraHU3aluH.

IoagnucYMK — U1, IOCTOBEPEHNE KOTOPOT0 GbIJIO TPOBEPEHO U MPUBA3aHO K ayTEHTUPUKATOpAM,
YZIOCTOBEPEHHBIM ITPOBaiiepoM y4eTHBIX JJaHHBIX (CSP) 1 KoTOpoe MOXeT MCIO0JIb30BaTh 3TH Ay TEH-
TUPHUKATOPHI AJ15 UAeHTUOUKALUY. [[0MUCINKH MONy4YaloT ayTeHTUGUKATOP(BI) U COOTBETCTBYIO-
mYe y4eTHbIe AaHHble oT CSP ¥ MOTYT HCNO/Ib30BaTh 3TH UAEHTUGUKATOP(b) s UAEHTUDUKALUH.

CuHTeTHYeCKUE UAEHTUPUKALMOHHBIE JaHHbIE CO3/Ial0TCs NPECTYIHUKAMU IyTeM 00'beIHe-
HUS peasbHOU (0OBIYHO YKpaZleHHOW) U MoAAebHON HHGOpMaLu AJis CO34aHUs HOBOU (CHHTe-
THYEeCKON) UAeHTUPUKALNOHHON MHPOpPMAIMK, KOTOPYI0 MOXHO HCIO0JIb30BaTh JAJIs1 OTKPBITHUS
MOILIEHHUYECKUX CYETOB U COBEPLIEHUS MOLIEHHUYECKUX MOKYNOK. B 0T/IMYKe OT UMIIEPCOHAIUH,
NpeCTYNHUK MPUTBOPSIETCS TEM, KOTO He CYLIeCTBYeT B peaJlbHOM MUPE, a He MaCKUPYeTCs MOJ,
06Js1a/1aTesl CYyIeCTBYIOIMUX UAeHTUPUKALMOHHbBIX JaHHBIX.

MHoroyposHeBas HIIK (uHorza HasblBaeMass MHOTOYPOBHEBON yYeTHOM 3allUCbI0 UJIM IpoTrpec-
cuBHo¥ HIIK) — pocTtyn k psajay pasjMuHbIX QYHKLMH y4eTHOM 3allMCH B 3aBUCHMOCTHU OT CTe-
NeHHU U eHTUPUKaL UK /IpOBEePKH, IPOBOAUMON peryjJnupyeMbIM cy6beKToM. JJocTyn K 6a3oBoMy
Habopy ycayr 1-ro ypoBHSA NpeAoCTaBAsAeTCs NIPU MUHUMaAbHOH uAeHTUUKaLuu. JlocTyn K no-
cleAyoLUMM YPOBHAM Yy4eTHOH 3aKCH U AONOJHUTENbHBIM ycayraM (HanpuMep, 60/1ee BBICOKUM
JIUMUTaM olepalnuil UM oCcTaTKaM Ha cdyeTaX, AUBepCUPUIUPOBAaHHBIM KaHalaM JOCTyNa U J0-
CTaBKH) paspellaeTcs TOJbKO B TOM CJydae, eC/IM/KOTAa KJUEeHT NpeJoCTaB/IseT He0OX0AUMYIO
JIONIOJTHUTEIbHYI0 HHPOpManuio A UJeHTHUPUKALUKU/TPOBEPKU. B TO e BpeMs [/ CUETOB
npeJyCMOTpPeHbl OTPaHWYeHUs ycayr (HanpuMep, BepxXHUe NpeJesibl CyMM exXeJJHeBHBIX/exeMe-
CAYHBIX U3BATUH CPEJCTB, JTUMUTHI HA AEMNO3UThl B 3aBUCHUMOCTH OT ypPOBHA npoBeAeHHoN HIIK
U npoduss pucka kiaueHTta). Cm. PATO (2013-2017 rr.), «Mephbl IPOTUBOAEUCTBUSA OTMbIBAHUIO
feHer U GUHAHCUPOBAHHWIO TePPOPU3Ma U pacUIMpeHUe JOCTYOHOCTU GUHAHCOBBIX YCAYI» C [JI0-

INOJIHEHHueM O Haﬂﬂemameﬁ MpOBEPKe KJIUEHTOB.

JloBepeHHble MOpy4yuTeJU (TakKe Ha3blBaeMble «NpeJCTAaBUTENSIMU») — Ha3HayeHHble QU-
3UYecKHe JIMIA WIK OPraHMU3aluu (HalpuMep, HOTApPUYChl, 3aKOHHbIE ONEKYHbI, MeJJUIIUHCKHE
paboOTHUKH, ONEeKYHBI, 06J1aZjaTe/u JOBEpPEeHHOCTeH UM pyrue o6y4yeHHble U 0 00peHHble U1
cepTuULUPOBaHHbIE JIULA), KOTOPble MOTYT OPYYUTLCS 3a 3asiBUTeIS AJIs J0Ka3aTeJbCTBA ero
WUJIEHTUYHOCTH B COOTBETCTBUU C IPUMEHUMBIMU 3aKOHAMH, HOPMAaTHUBHbIMH M0JIOKEHUSIMU HJIU
areHTCKUMHU NOJIMTUKAMU JaHHOH I0OpUCAUKLUHU. DTOT TEPMUH HcnoJib3yeTcs B CTaHgapTax Hanu-
OHAJIbHOTO UHCTUTYTA CTaHAAPTOB U TexHosorui CIIA, cMm. NIST NeB00-63A 4.4.2. «TpeboBaHusd
K IDOBEPKe Jl0BePeHHbIX IOPYy4YUTeJel, yDOBeHb HaJleKHOCTHU ONpe/ie/IeHUsI UIeHTUYHOCTH 2».
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Banuaanusa AB/feTCA 4acTblo Npoliecca NPOBePKU MOAJTUHHOCTH MJEHTUYHOCTHU U IpejnoJa-
raeT omnpejesjeHue TOro, 4YTO J0KasaTe/]bCTBa ABJSIOTCS NOJJIUHHBIMU (He NMOAAENbHBIMU UJIH
He3aKOHHO NPUCBOEHHBIMU), U 4YTO UHPOPMALUH, cojiepKallascad B oKa3aTeJbCTBAX, ABJISETCS
TOYHOH. [l 3TOrO0 MHPOpPMaLUsl 06 UAEHTUYHOCTH / A0Ka3aTe/JbCTBA UJEHTUYHOCTH NIPOBeps-
I0TCS 10 TPUEeMJIEMBIM (JOCTOBEPHBIM /Ha/le>KHbIM) HCTOYHHUKAM, 4YTO 03BOJIIET yCTAHOBUTD, YTO
uHpOpMaIus COOTBETCTBYeT JaHHbIM/3alUCAM U3 HaJle’KHbIX He3aBUCUMbIX HICTOUHHUKOB.

Bepu(lmxauml ABJIAETCA 49aCTbIO NIponecca AOKa3aTeJibCTBa MAEHTUYHOCTU U NpeAIroJaraeT
NOATBEPXKAEHHWE TOro, 4YTO BaJIMAUPOBAHHAA UAEHTHYHOCTb OTHOCHUTCA K Cl)I/ISI/I‘-IeCKOMy gy
(COI/ICKaTEJ'I}O), NOAJINHHOCTb UAEHTHYHOCTH KOTOPOTO Oblya IIpoBepeHa.

BepudukaTtop — yupex/JeHHe, KOTOpoe NMpOBepsieT UAEHTHYHOCTh 3asgBUTesA AJs [losarato-
meiics croponsl (I1C), moATBepKAasi, C UCIOJAb30BaHUEM IPOTOKOJIA Ay TEHTUUKALUH, YTO OJUH
WJIM HECKOJIBKO ayTeHTH(PHUKATOPOB HAXOASITCS BO BJIaIeHUU U MO, KOHTPOJIeM 3asiBUTEIS.

© FATF/OECD 2020



