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AHHOTALUA

Hacrosmue TexHuueckue yciioBust pa3zpaOoTaHbl B paMKax peanu3anuu npoekrta «Ennnas
wiatdopma BHEIIHEro B3aumoeiictus (BuemHuit mopran banka Poccun)» (ETIBB).

JlaHHBII JOKYMEHT BXOAUT B COCTAaB TeXHOpabouel jokymenTanuu Ha [lopran «buBpécTy.

B Hacrosmiem goKyMeHTe NpencTaBiIeHo onrucanue B3aumonenctsus [loprana «buspécr» ¢

BHemHUMH cucteMamu Y MO ¢ ucnonbzoBanuem REST-cepBucos.
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1 O01mue moJ10KeHUA

1.1 HaumeHoBaHHe JOKYMEHTA

IlonHoe HaMMEHOBaHME aBTOMATU3MPOBAHHOM CUCTEMbl — «BHemHuii nopran EnnHon
1aT(OpMBbl BHEITHETO B3aNMOACHCTBHS. ONMUCcCaHne BHEITHETO B3aUMO/ICHCTBHSI.

YcnoHoe o6o3naueHue — [Toptan «buBpécty.

1.2 Ilean A0OKyMeHTA
HaCTOSIH_II/Ie TCXHUYCCKHUC YCIIOBUA pa3pa60TaHbl B ICJIIX OIMHUCAaHUA TEXHUYCCKUX ACIICKTOB

I/IH(i)OpMaHI/IOHHOFO BSaHMOHCfICTBI/IH C BHCIIIHUMU CUCTEMaMU.

1.3 Cdepa npumeneHust
HaCTOHH_II/Ie TCXHUYCCKHUEC YCIOBUA IMPUMCHAIOTCA JIA pCaiu3dallin I/IH(bOpMaHI/IOHHOFO

oOMeHa Mex 1y BHeIIHUMU cuctemaMu U [loptanom "buspéct".
B pamkax wunbopManmmoHHOro oOMeHa MEXIy YYaCTHMKaMH MOTYT TepeaaBaThCs
CJIeIYIOIIKE TUTIBI HH(OPMAITUH:
— OTKpBbITas WH(pOpMANWs, MpeAHA3HAUYCHHAs JUIS OQUIIMAIBHON Tepenayd BO
BHEIIIHUE OPTraHU3allliH, CPEICTBA MACCOBOM MH(OPMAIINHY U T.11.;
— BHYTPHOAHKOBCKasi ~WHGOpMAIUs, TNpeIHA3HAYCHHAS JUISI  HMCIIOJIb30BAHMS
WCKIIIOUUTENIbHO coTpynHukamMu banka Poccuu mpu BBINOTHEHUHM HMH CBOHMX
CIIy’K€OHBIX 0053aHHOCTEH;
— uH(pOpMaIIKs OTPAaHHUEHHOTO JTOCTYTIA,

— MEPCOHAILHBIC TaHHBIC.

He nonyckaercs nepenaya undopmanuu, sxmoyatomeid MO/l u nepcoHanbHble JaHHbBIE B
otkpbiToM Buze. lludpoBanue cooTBeTcTByOmEH HHPOPMAUMU JOJKHO OCYILECTBISATHCS
A0OHEHTCKMMHU CpEeACTBAMU KPHUMTO3ALIUTHl HAa OCHOBE CEPTU(UIMPOBAHHBIX MPOTPAMMHBIX

KOMIIJIEKCOB, UCTIONb3YIoUINX Kpunrorpaduyeckue anroputmel 'OCT.
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2 O01ee onmucaHnue CUCTEMbI

Apxurekrypa noptaia "buspéct” coctout u3 rexnonoruueckux nojcucreM (TIIC), kotopeie
peanu3yroT GyHKIHU, HEOOXOUMBbIe Ui 00ecredeHns: paboThl HIOTOKOB B3aUMOJICHCTBUS, KOTOpPbIE
B CBOIO O4€pe/ib, pealin3yloT (PYHKIMH IPUKIIaJHOTO XapakTepa. Takke B paMKax TEXHOJIOTHYECKUX
MOJICHICTEM PEaTM3YIOTCS CEPBUCHI, 00ECIIEYMBAIOIINE BHITIOJHEHUE TEXHOIOTMYECKHIX OIEPaIUii.

B Hacrosmem 1OKyMeHTe NpeACTaBiIeHO onucanue B3aumoaencreus Iloprana «buspécr» ¢

BHemHUMHU cucteMamu Y MO ¢ ucnonbzoBanuem REST-cepBucos.
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3 Onucanue BHEIIHEr0 B3aUMOAEHCTBHSA

3.1 BzaumoaeiicrBue ¢ ucnosab3oBanueM III1 YuuBepcaabnbiii REST-
CcepBHC NMPUeMa OTYETHOCTH

3.1.1 CueHapuu ucnojib30BaHusi yauBepcajiboHoro REST-cepBuca

3.1.1.1 Onpenenenuie 3a1a4u IS OTIIPABKH

I[JIH OMpCACIICHUA CIMCKAa NJOCTYIHBIX 3ada4 MOXXHO HCIIOJIB30BaTb MCTO/, OIIMCaHHBIA B

paznene 3.1.6. M3 yka3aHHOTO CIFICKa HEOOXOAMMO BBIOPATh 3a/1a4y Ha OCHOBE:

aHaJM3a OIUCAHUS,
TpeboBanuit banka Poccun;

pykoBoactBa [lons3oBatens EIIBB.

B CJIy4dac, €Clin HCO6XOI[I/IMa$I 3aa4a OTCYTCTBYCT B CIIMCKE, pPCKOMCHAYIOTCS 2 HeﬁCTBHHZ

Bri3Bats MeTon u3 pa3aena 3.1.6.2, yoenuThes, 4TO B CIIUCKE BUOB JESTEIbHOCTEN
€CTh HEOOXOJMMBIH (TOT, JJIsi KOTOPOTO pealn3yeTcs B3auMojelcTBUe ¢ bankoM
Poccun);

3aiitu B JIK YO uepe3 web-untepdeiic 1 mpoBepuTh HATMYKE 33Ja4l B pasjeie

«lIpencraBnenue OTYETHOCTHY.

3.1.1.2 OrnpaBka cooOrmieHus ¢ oTrpaBkoi (daitnos uepes HTTP

JIrobGas oTrpaBka cOOOIIEHUS POUCXOIUT U3 4 ITAIOB:

Na

Ectb ewé
CospaHue ceccun .
Co3paaHve cooblieHna o OTtnpaska dpaina HesarpyeHH ble lEg Otnpaska coobuieHna
oTnpasku daiina o

Pucynoxk 1 - Ilopsinok oTnpaBKu cOO0IIEHUSA

Ha srtane co3manus cooOieHus Bbi3biBactcst meroq POST /messages (3.1.3.1), B
KOTOPOM yKa3bIBaeTcsl 6a3oBasi HHPpOpMAIUs O COOOLUIEHUH U CIHUCOK (hailioB (He
camu (¢aitnel). B otBer yHuBepcanbHbiii REST co3maér HoBoe coobmieHue (B Web-
uHTepdeiice  oHO  oToOpaxkaercss — Kak  «YepHOBUK»),  BO3BpaIlaeT
3apesepBupoBanHble |D 1 coobmienus u as Beex (aiinos;

Ha orame co3manus ceccunm otnpaBku (¢aiima BeieBacTes wMetonq POST

/messages/{msgld}/files/{fileld}/createUploadSession (3.1.3.2), rae msgld u fileld
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— creHepupoBaHbl yHUBepcanbHbIM REST 1 mepenanbl KIMEHTY Ha MpeablIyieM

stane. B orBer yHuBepcanbublii REST Bo3BpalaeT mojiHyto CChUIKY, IO KOTOPOH
HEOOXOIMMO OCYIIECTBIIATH OTIPABKY;

Ha »rame ormpaBku kimmeHt mertomgom PUT /messages/{msgld}/files/{fileld}
(3.1.3.3) ornpasnsier yactu (4aHku) cooOruieHuit. [lepenaBaemplii auana3zon Gait
peryinupyercss caMHM KJIMCHTOM (IIO3BOJISICT TMepelaTh OJIHOW 4YacThiO WU
pa3apoOUTh Ha HECKOJIBKO YacTel);

[Tociie Toro kak Bce (aiisbl COOOIIEHHUS YCIICIIHO 3arpy’KeHbl Ha CepBEp, KIMEHT
Be3biBacT Meton POST /messages/{msgld} (3.1.3.4), KOTOpbIM (QHHATHIUPYET
ornpaBky. CooOiieHne mnepexoauT B cratyc «OTmpaBieHO» U Tepenaéres Ha

o0paboTky B bank Poccun.

3.1.1.3 OrmpaBka cooOmieHusI ¢ OTHpaBKOW ¢aiioB coobmenus yepes FASP (TIIC

ASPERA)

OtnpaBka daitnos uepe3 FASP (TTIC ASPERA) Bo3Mo)kHa TONBKO AJIs 33724, Y KOTOPBIX

ycraHoBiieH npu3Hak AllowAspera (aist monydeHus cripaBouHuKa 3a1a4 cM. 1.11. 3.1.6.1). [Tpu sTom,

OTIIpaBKa COO6H.I€HI/I$I COCTOMT U3 CIICAYIOIINX 3TAIIOB!:

OTnpaBKa dainos yepes

TNC «Acnepa"

Ectb eweé
He3arpyeHH ble
dainbl

MonyyeHue dainos
«MaHudecTa»

Bobirpyska ¢ainos B TMNC «ASPERA»

g CO3ZaHVME COOBLEHMA OTnpaBKa coobLieHua

Pucynok 2 - Ilopsiiok oTpaBKH cOO0IIEHHS. DTAMbI.

Knuenr sarpyxaer daitnsl (uMeHa ¢daiioB nomkHbl ObiTh B Buge GUID),
ucnone3yss TIIC ASPERA, u mnonydsaer Ha HHX ¢aiuibl «maHH]ecTay,
TIOJITBEPKTAIOIIHE 3aTPy3KY;

Ha sramne co3manust coobmienus Bei3biBacTes Metoq POST /messages (3.1.3.1), B
KOTOPOM yKa3bIBaeTcsi 0a3oBasi MHPOPMAIHs O COOOIICHUHN U CITUCOK (HailyioB (HE
camu (aiinel). B otBet yHuBepcanbhbiii REST co3maér HoBoe coobrieHue (B Web-
uHTepdeiice  oHO  oToOpaxkaercss  Kak  «YepHOBUK»),  BO3BpaIlaeT

3ape3epBupoBanHbie ID s cooOmenus u s Bcex (daitmoB. Ilpu sTom
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MOJIb30BaTENb JIOJDKEH O0S3aTeNIbHO YKa3aTh, YTO pENno3uTopueM (hailioB

cooOmenus Oymer ASpera, a TakKe KOHTPOJIBHYIO CYMMY, aJrOPHTM ee
dopMupoBaHus W myTh K (airy, BKIIOYas €ro MMs, HMOJyYeHHbIE M3 (aiina
«vanugdecra» TIIC «Asperay;

B caywyae momydyeHHMs YCHIEHNIHOTO OTBETa, KJIMEHT BbI3bIBaeT Meton POST
/messages/{msgld} (3.1.3.4), xotopbiM ¢duHamM3upyeT otnpaBky. CooOiicHue

nepexoauT B ctatyc «OTnpaieHo» U nepegaéres Ha 0opaboTky B bank Poccum.

3.1.1.4 IMouck cooOIeHus

Jlns monydenus nHbopManuu o coodmmeHnn ucnoas3dyercs merox GET /messages (3.1.4).

EcTh BO3MOXHOCTB TIepeIaud B KAUeCTBE MapaMeTPOB CIICIYIONICH QUIBTPYIONICH HHPOPMAIIH:

®uibTp MO gaTe cooOIIeHUs (C KaKOW J1aThl BPEMEHU U IO KaKyl JaTy U BpeMs
OBLJIO OTIIPABJIICHO COOOIIECHUE);

CDI/IJ'ILTp I10 pasMepy COO6IJ.I€HI/I${ (3T0 MOXCT HOTpC6OBaTI>C$I AJI YAAJICHUS «CaMbIX

OOJIBIIMX COOOIIEHUI IS OUUCTKH KBOTHI);

CDI/IJ'ILTp 110 TUIy COO6I_HCHI/I${ (BXO,I[SIH_[I/IG, HCXOAA1IUEe, HOBBIC, OTBe‘leHHHe).

Tak xe BO3MOKHaA peain3anus ¢ IOUCKOM COO6IJ_[€HI/I$I Ha CTOPOHC KJIMCHTA. B stom cjIydace

10 OUYEPE/IU C CepBEPa 3aIPAIINBAIOTCS BCe COOOTIEeHNs (0e3 yKa3aHUsl TOTOJHUTEIBHBIX (HUIBTPOB),

KOTOpBIE COXPAHSIOTCS Yy KIMEHTa NajlbHEHIINH MOUCK MH(OpMAIMK OCYILIECTBISETCA YK€ Ha

JJOKAJIbHOM cepBepe/APMe. DT10T cnocob PCKOMCHAYCTCA AJI KIIMECHTOB, UMCIOIIUX 3HAYUTEIbHBIN

00béM B3aumogeiicTBust ¢ bankom Poccun (mosyuenue/mepenada 6onee 30(3HaYCHUE YTOUHSIETCS)

COOO0IlIeHUH B JI€Hb), YTOOBI IPEIOTBPATUTh U3JIUIIHIO 3arpy3ky cepsepoB EIIBB oOpaboTkoiil u

dbunpTpalmeit 3arpocoB Ha CTOPOHE cepBepa.

3.1.1.5 INony4yeHune akTyaJIbHOTO CTaTyca COOOLIECHHS

Ilocne TOr0, Kak HY>KHOC COO6H_ICHI/IC OBLIO HaﬁHeHO, CTaTycC COO6H.[€HI/I$I MOZKHO OIIpCACIINTDb

JBYyMsI crioco0amu:

1)  Besarts metox GET /messages/msgld (3.1.4.2), onpenensats M0 3HaYEHUIO
nonist Status camoro cooOIIeHuUS.
Craryc Cratyc B JIK Onucanne
HHE C JAHHBIM CTaTyCOM
draft UepHoBiK Coo6Ier ecn CTaTyCcOM CO3/IaHo,
HO eMI€ He OTMPABJICHO.
sent OtnpaBieHo Coo011ieHne NoJIy4eHo CepBepoOM
. Coo011eHne mpoInio I
delivered 3arpykeHo H POTILIO TICPBOHATATLHYIO
TIPOBEPKY
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Craryc Craryc B JIK Onucanue
[Tpu 06paboTKe COOOIICHHS BOSHUKIIA
error OmmnOka P 0D =
ommoOKa
. Coo01ieHue niepejano BO BHYTPEHHIOO
processing [TpunsTO B 00pabOTKY H P
cuctemy banka Poccun
registered 3aperucTpupoBaHoO Coo011eHne 3aperucTpupoBaHO

Coo011eHue yCrenmHo JOIUIo 10

rejected OTKJIOHEHO
HOJTy4aTesist, HO ObIIO OTKJIOHEHO

TOJBKO M1 BXOISAIMX COOOIIEHUIA.
new Hogoe CooO1ieHue B TJaHHOM CTaryce emnié He
noureno Iloias3oBarenem YHO.

ToabKO 17151 BXOIAIINX COO6H.[CHI/II7L

read [TpounTano Coo011ieHre B JTaHHOM CTaTyce MOYTEHO
ITonb3oBarenem YHO.
Tonbko st BXoAsamx coodmennii. Ha
replied OTtnpasiieH OTBET cooOIIIeHHE B JAHHOM CTaTyce HalpaBJieH
OTBET.

CooO11ieHne yCrenHo pa3MeIieHo B
JIK/Coob1ienue nepeano poyrepom Bo
success JlocTaBieHo BHYTpPEHHIOIO cucremy banka Poccun, ot
KOTOPOH HE 0KMJIAETCS OTBET O
pEerucTpanuu

2)  Beare metox GET /messages/msgld (3.1.4.2), onpenensts mo
HAJTMYUIO/OTCYTCTBHUIO HYXKHBIX KBUTaHIMIA B O10ke Receipts. Tun kBuTaHIUN
OIIpeIeTISTh TI0 3HAYCHUIO moJie Status BHyTpu MaccuBa 3HaueHui Receipts.

Bo3moskxHbIE 3HaUueHN oI Status:

Craryc Cratyc B JIK Onucanne

Otnpaeneno/OTrnpaBieH Coo0111eHIE TTOTYUEHO CEPBEPOM
OTBET

sent

Coo011eHue mpoIIuio NepBOHAYATIBHYIO
TIPOBEPKY

B pamkax 5361-Y, kBuTaHImel o 3arpyske
CUUTACTCS OTa KBUTAHIHSL.

delivered 3arpyxeHo

ITpu 0OpaboTke cOOOIIEHNS BO3HUKIIA

error OmmOka
omoKa
: Coo0uieHne niepeiaHo BO BHYTPEHHIOIO
processing [TpussTO B 06pabOTKY » pel yIp
cucremy L1b
CooO1ieHne 3aperucTpUpOBaHO
registered 3aperucTpUpOBaHO B pamkax 5361-Y, kBuTaHImeit 0

PCTUCTPAIHN CHUTACTCS 5TA KBUTAHIIUA.

Coo01ienue yCrenmHo JO0IUI0 J0 MOoTydaTers,

rejected OTKJIOHEHO
HO OBUIO OTKJIOHEHO
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Craryc Craryc B JIK Onucanue

ToJbKO 17151 BXOASIIUX COOOIIIEHHUI.

new Hosoe Coo01ieHue B JaHHOM CTaTyce eIé He
nouteHo ITonp3oBarenem YHO.

ToJBKO IS BXOIAIIMX COOOIIIEHNA.

read [Tpounrano CooO11eHrE B TAHHOM CTaTyCe MIOYTCHO
Ilonp3oBarenem YHNO.

Tomnbko 17151 BXOASIUX coooOmenuii. Ha
replied OtnpasieH OTBET COOOIIICHNE B TAHHOM CTaTyce HarpaBJlieH
OTBET.

Coo011eHue yCIenmHo pa3MeIieHo B
JIK/Coo01ieHune nepeaHo poyrepom Bo
BHYTpPEHHIOIO cuctemy banka Poccuu, ot
KOTOPOH HE OXKUJIACTCS] OTBET O PETUCTPAIIU

success JlocTtaBneHo

3.1.1.6 O6pabotka ommbok mpu padote ¢ [1I1 Yuusepcansusiit REST-cepsuc

B ciyuae ommbox REST meronos u3 kinacca HTTP 4XX, B Tene oTBeTa nepenaercs 00bEKT

C OIMCAHHUEM OLIHOKH BUga:

BODY
{
"HTTPStatus": "integer",
"ErrorCode": "string",
"ErrorMessage": "string",
"MoreInfo: "object"
}
T'ne:

HTTPStatus — HTTP cratyc kiacca 4xx coriacuo Hypertext Transfer Protocol (HTTP) Status
Code Registry [7].

ErrorCode — Buytpennuii ko omrbku [Toprana. Ciy)KUT KITUSHTY Il aBTOMAaTU3UPOBAHHON
00paboTKH OMMOOK;

ErrorMessage — pacmugpoBka ommoOku. CayXUT A 4YelIOBEKO-4YMTaeMoW 00paboTKU
OLIMOO0K;

Morelnfo — 00beKT ¢ JONOTHUTEFHO HH(POPMAITUEH K OIIMOKE, TIO-YMOITYAHUIO TTYCTOM.

[Tompo6HsIii crincok Bo3MoKHBIX ommOok [1I1 Yausepcansueni REST npusenen B Tabnuma

2n. 7
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3.1.2 Texunuyeckoe onucaHue B3auMO/IeiiCTBUSA ¢ YHUBepcaabHbIM REST-cepBucom

3.1.2.1 [TapameTpsl  MOIKJIIOYECHHS K  BHEIIHEMY TIOpTaly C  HMCIOJb30BaHUEM

yHuBepcaibHoro REST-cepBuca

Hns monkmtouenuss k Iloprany "bupéct" nmocpenctBsom yHuBepcanibHoro REST-cepBuca
HeoOxoaumo B Kiimentckom [1O oTnpaButens yka3ath CISAYIONIYIO CCBUIKY:
https://portal5.cbr.ru/back/rapi2/*

BMmecTo 3Be3/10ukM HEOOXOIMMO yKa3aTh COOTBETCTBYIOIIE MeTObI (3.2.1).

3.1.2.2 ®opmar makera ¢ cOOOIEHHEM

@opmaT OTHPABISAEMOrO MMAKETA 3aBUCHUT OT YCJIOBUM B3auMmozencTBus ¢ bankom Poccun n

OIPEACIIACTCS OTACIBHO IS KaXKI0r0 IMOTOKA.
3.1.2.3 ABTOopu3arus

Jiis  ocymiecTBICHUST WHQOPMAIIMOHHOTO B3aWMOJICHCTBHSI TPEKIC BCETO HEO0OXOIUMO
npovtn aktuBauuio Ilons3oBarens B JIK EIIBB. Ilocne mpoxoxkaeHus aKTUBAlMM U U3MEHECHHUH
JIOTUHA W TAapois, X MOXHO HCIIONb30BaTh [Js aBTOpU3allMM B yHUBepcanbHbli REST.
ABTopuzaius ocyuiecTBisercss ¢ nomomnsio nepenaun HTTP 3aromoBka «Authorization». Tum
aBTopu3anuu — «Basicy.

B kauecTBe n10rMHA ¥ MapOJIsd NEPEJAIOTCS YUETHBIE 3alIMCH, CO3/IAHHBIE BO BPEMSI AKTUBALIUU

JIK.
3.1.2.4 Obume mpasuia opopMIIeHHs cOOOIeHNH, nepeaaBaeMbIx 1o nporokoay HTTP 1.1

CJIELVYET 3anaBars abcomotHbiii URL B mapamerpax meronoB POST u GET.

[Tone Accept CJIEAYET 3anonusaTe 3HaueHUsIMH «application/jsony.

ITone User-Agent CJIEJJYET 3anonHATh cTpOKOBBIM 3HaUCHHEM, uaeHTUuupyonmm 10,
KOTOpOE HCIOJIb3YETCS IS B3aUMOACUCTBHS ¢ BHENTHUM nopTanoMm.

CrmoBo «CJIEAYET» wucnomp3yercss i yKa3aHWs TOTO, YTO JaHHOE TpeOoBaHHUE
cnenuuKaluy JT0JKHO OBITh 00€CHedeHOo, €CIM 3TOMY HE MPEMSTCTBYIOT CEpbe3HbIe MPUYUHBI.

JlaHHO€ MpaBUII0 COOTBETCTBYET TPEOOBAHHIO K peai3aliy MpoToKoa, onpeaenennoe B RFC 21109.

3.1.3 OrnpaBka coodmenuni

OtmpaBka coobmennii Ha cropoHe EIIBB ocymecTBaseTcss ¢ HCHOJb30BaHUEM

yHuBepcaiabHoro REST-cepsuca.



12
LIBP®.62.0.39683.TY-65
JIns  cooOweHni TOTOKOB, MO 3ajgadaM KOTOpbix ycrtaHoBieH ¢aar AllowAspera,

WHULIMATUBHBIM JICUCTBUEM SIBIISIETCA OTIpaBkKa ¢aiaoB ¢ momompo nporokona FASP,

MIpEeABAPHUTEIILHO CO3/1aBaTh COOOIIEHUE Yepe3 yHuBepcanbHbiii REST 3ampemieno.

3.1.3.1 JIns co3manust HOBOro coOo0IIeHus ucnoinb3yercs merox POST

POST: */messages

B xoTopom nepenaeTcs cieayromue napameTpsl:
REQUEST

HEADER

"Content-Type": "string",

T'ne:
Content-Type — tun nepenaBaemoro konrenta (application/json);
BODY

"Task": "string",
"CorrelationId": "string",
"GroupId": "string",
"Title": "string",
"Text": "string",
"Files": [
{
"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
"Size": "integer",
"RepositoryType": "string",
"RepositoryInfo": {
"CheckSum": "string",
"CheckSumType": "string",
"Path": "string"

}
1y
"Receivers": [
{
"Inn": "string",
"Ogrn": "string",
"Bik": "string",
"Email": "string",
"RegNum": "string",
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"DivisionCode": "string",
"Activity": "string"

— Task — xox 3agaun (1o cipaBouHKKY 3a1a4 B hopmate «Zadacha_*", rine Zadacha_
- HEM3MEHHas 4YacTb, * - YKCI0/HAOOp CHMBOJIOB ONPEICIISIOUINHA MOPSIKOBBII
HOMep/0003HAYCHHUE 3a/1a41), HCIIOJIB3YETCS JIUIS MACHTH()UKALIMY 3a/1a4H;

— Correlationld - wungenTndukarop KoOppensuud cooOmieHns (HeoOsA3aTeIbHO,
yKa3piBaeTcsl Uis  (OPMHUPOBAHHMS OTBETHOTO COOOIICHUS JUIsl  MOTOKOB,
HOJJICP)KUBAEMbBIX TAHHYIO (YHKIIMOHAIBHOCTB);

— Groupld —uaeHTHGUKATOP TPYIIIBI COOOIIEHUH (HE00A3aTeIbHO, YKa3bIBACTCS IS
nepeaay MHGOpPMAIMM O TOM, 4YTO COOOIICHHE SBIISACTCS YacCThIO TPYIIIIBI
COOOIICHUH /IJIs TIOTOKOB, MOJICPKUBAEMBIX TAaHHYIO ()yHKIIMOHAIBHOCTD);

— Title — nasBanue cooOrieHus1, oToOpaxaercs B uuTepderice;

— Text — TekcT cooOmieHust, oToOpaxaercs B HTEpdeiice;

— Text — TekcT cooOrmieHusI, 0TOOpaxkaeTcs B UHTEpdeiice;

— Files — ¢aiinsl BKIIOYEHHBIE B COOOIIEHHUE:

o Name — nms daiina;

o Description — onrcanue (aiina (Heobs3aTeapHOE TONe, IS 3aPOCOB
u nipeanucanuii u3 banka Poccun comepxut umst Qaiina ¢ pacuimpeHuem,
OJTHAKO MOJKET COJIEpKaTh 3anpeiménabie ciMBotbl Windows);

o Encrypted — npu3sHak 3amudpoBanHoCTH (aiina;

o SignedFile — umst u pacumpenue ¢aiiaa ¢ TaHHBIMH, TOAMUCHIO JUIS
KOTOpPOro SIBISIETCSl JAaHHBIA (aiin (3amosHsAeTcsl TOJAbKO Uil (aiiioB
noanucu *.Sig);

o Size — pa3mep otmpasisemoro daiina B 6aiitax. meer dpopmar int64
(T.e. signed 64 bits);

o RepositoryType — ykasbiBaercs “http” nim “aspera”. HeoOs3aTenbHbIi
napameTp, yKa3bIBaIONIMKA THI PEMO3UTOpPHUsS, B KOTOPHIH TOJIH30BATEINb
Oyner 3arpyxaTh ¢aitn. B ciaydae ecim He yCTaHOBIIEH, TO 3aBUCHUT OT

XapakTepucTuk 3agayn (cM. . 3.1.6.1, mapamerp AllowAspera);
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o Repositoryinfo — wundopmanus 0 XapakTepHCTHKaX pEIMO3UTOpPUS, B

KOTOpBI Oynmer 3arpyxkeH (aiin. 3amonHsercs B cilydae, e€cid yKa3aH

RepositoryType = aspera. ComepKuT CiaeIyoIHe moJs:

CheckSum — kouTposbHas cymMMa (aiisia, HeoOXoauMas
JUI KOHTPOJII €ro IIeJIOCTHOCTH. bepercs moibp3oBareneM Hu3
«manudecra», popmupyemoro TIIC «Aspera» mocie 3arpy3ku
daiina;

CheckSumType — anroput™m pacyéra KOHTPOJIbHOMN
cymmbl (aiina, B 3aBucumMocTd OT ycTtaHoBOK TIIC «Asperay.
bepercs monb3oBatenem u3 «Manudectan, Gopmupyemoro TIIC
«Asperay mocie 3arpy3ku Qaiina;

Path — myrs k ¢aiily OTHOCHTENPHO XpaHMJIMIIA
nons3oBarenss B TIIC «Acmepa», Bkimowas ums ¢aitna. Mmena
¢daiinoB nmowkHbl ObITh B Buae GUID 6e3 pacmmupenus. Mws
TeHepUpyeT caM TMoJb30BaTelb. bepercs mosib3oBaTeeM U3
«vanudecran, popmupyemoro TIIC «Aspera» mocie 3arpys3ku

¢aiina.

— Receivers — oJrydyareim COO6H_[CHI/IH (H606${33T6J'IBHO, YKa3bIBaACTCA AJId ITOTOKOB

aJIpECHON PACCHUIKH);

o Inn- I/IHI[I/IBI/II[yaJ'IBHHﬁ HOMCP HAJIOT'OIIATCIIbIIINKA T10JTYyqaTCIIA,

o Ogrn—ocHOBHOM rocyaapCTBEHHBIH perucTpalliOHHBIA HOMEp MOTy4aTes;

o Bik — 0ankoBckuit HICHTH(PHUKAIMOHHBIA KOJI TIOTy4aTes;

o Email — aapec a5ekTpoHHOM TOYTHI MTOJTyYaTeIs;

o RegNum — perucrpaunonssiii Homep KO — nonydarens no KI'PKO;

o DivisionCode — Homep dunnana KO — nonyuarens no KI'PKO;

o Activity — kpaTkoe HaUMCHOBaHKE BUA JCATEILHOCTH.

RESPONSE
HTTP 200 — Ok

"Id": "string",
"CorrelationId": "string",

"GroupId":
"string",

HTypeH :

"string",
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"Title": "string",
"Text": "string",
"CreationDate": "string",
"UpdatedDate": "string",
"Status": "string",
"TaskName": "string",
"RegNumber": "string",
"TotalSize": "integer",
"Sender": {
"Inn": "string",
"Ogrn": "string",
"Bik": "string",
"RegNum": "string",
"DivisionCode": "string"
br
"Files": [
{
"Id": "string",
"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
"Size": "integer",
"RepositoryInfo": [
{
"Path": "string",
"Host": "string",
"Port": "integer",
"CheckSum": "string",
"CheckSumType": "string",
"RepositoryType": "string"

}
1y
"Receipts": [
{
"ReceiveTime": "string",
"StatusTime": "string",
"Status": "string",
"Message": "string",
"Files": [
{
"Id": "string",
"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
"Size": "integer",
"RepositoryInfo": [
{
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"Path": "string",

"Host": "string",

"Port": "integer",
"RepositoryType": "string"

T'ne:

Id — yHHKaTbHBIH HACHTHOUKATOP COOOIICHHUS;

Correlationld - uaenTrduKaTOp KOPPEIALMH COOOLICHHUS;

Groupld — uaeHTH(GHUKATOP TPYIIITBI COOOIIECHHIA;

Type — tun cooOreHus ucxosiiee (3HaueHue: OUtboX) uim Bxojsiee (3HaYCHHE:
inbox);

Title — na3zBanue cooOlIEHNS;

Text — TexcT cCOOOIICHHS;

CreationDate — nata co3nanus cooomenus (OCT ISO 8601-2001 mo macke «yyyy-
MM-dd’T’HH:mm:ss’Z’»);

UpdatedDate — nata nociearero usmenenus craryca cooomierust (TOCT ISO 8601-
2001 mo macke «yyyy-MM-dd’T"HH:mm:ss’Z’»);

Status — craryc cooOmuieHust (BO3MOYKHBIC 3HAUYECHUS M MX OIMUCAHWE HAXOIUTCS B
n.3.1.1.5);

TaskName — HanMeHOBaHHE 3a/1a4M;

RegNumber — perucrpanmonuslii Homep;

TotalSize — o6umii pa3mep coobuienus B Gaiitax. Mmeer popmar int64 (t.e. signed
64 bits);

Sender — undopmarus 06 OTIpaBUTENE:

o INN — MHAMBUAYATBHBIA HOMEP HAJOTOIJIATEIbIINKA OTIPABUTES;

o Ogrn — OCHOBHOW TOCYJapCTBEHHBIH pPETHCTPAIIMOHHBI HOMEp
OTIIPaBUTEIS;

o Bik — GankoBCcKuit naeHTH(HUKAIIMOHHBINA KOJ] OTIIPABUTEII;

o RegNum — perucrpaunonssiii Homep KO — ornpasutens no KI'PKO;

o DivisionCode — vomep ¢punuana KO — ornpaButens no KI'PKO;




Files —

O

©)
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(ailsipl BKIIOYECHHBIE B COOOIICHUE:

Id — yaukanbHblil naeHTHdUKATOD (aiina;

Name — ums ¢aiina;

Description — ommcanue (aiina (HeoOA3aTeNBHO IMOJIE, IS 3allPOCOB U
npennucanuii u3 banka Poccum comepkut mms ¢aina ¢ pacumpeHueM,
OJTHAKO MOKET COJIepKaTh 3anpeiénabie cuMBouibl Windows);

Encrypted — npusnak 3amudpoBanHocTH (aiina;

SignedFile — uaentudukarop ¢aiina, MOANMCHIO I KOTOPOTO SBJISETCS
JAHHBIA (aiin (3am0IHIETCS TONBKO s GaiIoB MOIIKCH *.SiQ);

Size - oOmmii pazmep daiina B 6aiitax. Umeer ¢popmar int64 (t.e. signed 64
bits);

Repositorylnfo — wunadopmanus o penosuropusix  (OmucaHue
pero3uTopusi B KOTOpPOM pactioiiokeH ¢aitn. [lannas wunHbopMarus
UCIIOJIB3YeTCsI KaK ISl 3arpy3Ku (paiiiia, Tak ¥ P €ro BhITPY3Ke):

» Path — myts k daiiny B penosuropuu;

* Host — IP agpec unu ums y3na peno3uTopusi;

*  Port—nopt s 0OpanieHus K Pero3UTOPHUIO;

= RepositoryType — tum perno3utopus (3HaueHus: aspera, http);

=  CheckSum — kouTponbHas cymma (aiiia, s GaiaoB nmepeJaHHbIX
uepe3 TIIC «Aspera. [dns ¢aiinos, ormpaBieHHbIX yepes http,
OTCYTCTBYET;

= CheckSumType — anroput™m pacu€ra KOHTPOJIBHOW CyMMbI (aiiia
st paiinoB nepenannbix uepe3 TIIC «Aspera. [ns ¢aiinos,

oTmpaBieHHbIX yepes http, orcyrcTByer;

Receipts — kBuTaHIMHU, ONTyYCHHBIC B OTBET HA COOOILCHHUE:

o

o

o

o

ReceiveTime — Bpemst mostyueHUs] KBUTAHIIHH;

StatusTime — BpeMst U3 caMOii KBUTAHIIHH;

Status — cocrosiHue 00pabOTKH cOOOIICHUST (BO3MOXKHBIC 3HAYCHHS U HX
onucanue Haxoaures B 1.3.1.1.5);

Message — noronHHuTeNbHAs MHPOPMAIHS U3 KBUTAHIINY;

Files — ¢aiinbl, BKITIOYEHHBIE B KBUTAHIIHIO.

Bo3MOKHBIE OITHOKH:

HTTP 400 — Bad Request

BODY
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"HTTPStatus":
"ErrorCode":

"ErrorMessage":

"MoreInfo:

{}

400,
"REQUEST PLAYLOD INCORRECT",
"HenpasuiibHOEe TeJio 3amnpoca',

HTTP 400 — Bad Request

BODY
"HTTPStatus": 400,
"ErrorCode": "TASK CODE MUST BE SENT",
"ErrorMessage": "IomxeH OBTBH IepenaH napametrp Task ",
"MoreInfo: {}

HTTP 401 — Unauthorized

BODY
"HTTPStatus": 401,
"ErrorCode": "ACCOUNT NOT FOUND ",
"ErrorMessage": "AkKayHT He HaugeH",
"MoreInfo: {}

HTTP 406 — Not Acceptable

BODY
"HTTPStatus": 406,
"ErrorCode": "MESSAGE SENT ERROR",
"ErrorMessage": "CooOmeHMre He MOXeT OHTb OTIpabJeHO",
"MoreInfo: {}

HTTP 406 — Not Acceptable

BODY
"HTTPStatus": 406,
"ErrorCode": "DUPLICATE FILE NAME ",
"ErrorMessage": "lMeHa 0aNyioB He IOOJIXKHBE IOBTOpPATBCA',
"MoreInfo: {}

HTTP 406 — Not Acceptable

BODY
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"HTTPStatus": 406,

"ErrorCode": "FILE SIZE ERROR",

"ErrorMessage": "PazsmMep ¢amna {file.name} znojrxeH OBTH HOJIXEH
OBITL B IOuanasz3oHe oT 1 mo 9223372036854775807 6awmt",

"MoreInfo: {}

}

HTTP 406 — Not Acceptable
BODY

"HTTPStatus": 406,

"ErrorCode": " FILE ENCRYPTION FLAG MUST BE SET",

"ErrorMessage": "Insa odanna {requestfile.name} moipkeH OBTH yKasaH
bsar mmdpposaHmsa ",

"MoreInfo: {}

}

HTTP 406 — Not Acceptable
BODY

"HTTPStatus": 406,

"ErrorCode": "REQ FILE EXTENSION ERROR",

"ErrorMessage": "odamn {requestfile.name} C ykaszsaHHBEM (Jarom
umMdpoBaHMa OOJIKEH MMeThb pacumpeHue .enc ",

"MorelInfo: {}

}

HTTP 406 — Not Acceptable
BODY

"HTTPStatus": 406,

"ErrorCode": "SIGN FILE EXTENSION ERROR",

"ErrorMessage": "®amun nomnucu {sigfile.name} nosrxeH MMETH
pacumpenue \'.sig\’",

"MoreInfo: {}

}

HTTP 406 — Not Acceptable
BODY

"HTTPStatus": 406,
"ErrorCode": "SIGN FILE NOT FOUND",
"ErrorMessage": "He Hamumen o¢ann nnsa noxnmcu {sigfile.name}.

A
14

"MoreInfo: {}
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HTTP 406 — Not Acceptable

BODY
{
"HTTPStatus": 406,
"ErrorCode": "INCORRECT RECEIVER",
"ErrorMessage": "llonmydyaTesb HOOJIXeH OBITH KO",
"MoreInfo: {}

HTTP 406 — Not Acceptable

BODY
{
"HTTPStatus": 406,
"ErrorCode": "RECEIVER NOT SET",
"ErrorMessage": "He omnpenesieH noJjiydaresp'",
"MorelInfo: {}

HTTP 406 — Not Acceptable

BODY
{
"HTTPStatus": 406,
"ErrorCode": "SEND BY THIS TASK NOT ALLOWED ",
"ErrorMessage": "He pmocTynHa OTIpabBkKa COOOIMEHMHA [0 yKa3aHHOM
3agaue",
"MoreInfo: {}

}

HTTP 413 — Message size too large

BODY
{
"HTTPStatus": 413,
"ErrorCode": " MESSAGE_QUOTA_EXCIDED ",
"ErrorMessage": " CoofOueHue He MOXeT OBITh OTIPaBJIEHO, Tak Kak

pa3Mep 3C nperBpIlaeT KBOTY (%pasMep kBoTEl 3C B MB%) ",

"MoreInfo: {"AccountQuota": “integer”,
"RestOfQuota": “integer”,
"MessageQuota": “integer”
}
}
T'ne

AccountQuota - obmras kBora JIK B MO;

RestOfQuota - ocratok kBoTsl JIK B M6:
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— MessageQuota - kBoTa Ha pa3mep coobieHust B M6

HTTP 413 — Message size too large
BODY

"HTTPStatus": 413,

"ErrorCode": " ACCOUNT QUOTA EXCIDED",

"ErrorMessage": "CoofOmeHMre He MOXeET OHTB OTIIPAaBJIEHO, TaK Kak
<ocTaBlascsa KBOTa XpaHeHMs ucTopum odMeHa OC (%0OCTAaTOK KBOTH B
MB%) OymeT mnpeBrmeHa> / <kak pasMmep 5C OpeBHaeT KBOTY (%pasmep

kBOoTEH OC B MB%)>",

"MoreInfo: {"AccountQuota": “integer”,
"RestOfQuota": “integer”,
"MessageQuota": “integer”
}

}
I'ne

— AccountQuota - o6mias kBoTa JIK B MO;
— RestOfQuota - ocrarok kBotsl JIK B M6:

— MessageQuota - kBota Ha pa3Mep cooOmieHus B MO

HTTP 422 — Unprocessable Entity
BODY

"HTTPStatus": 422,

"ErrorCode": "INCORRECT BODY PARAM",

"ErrorMessage": "HerepHEEe OapaMeTpsl B Tejie 3anpoca. [IporepbTe
coofleHMre Ha COOTBETCTBME IlapamMeTpaM 3amauum'",

"MoreInfo: {}

}

3.1.3.2 JIns cozmanus ceccun otrpaBku HT TP ucnonms3yercst meronx POST

[Tepen ormpaBkoii aitira HEOOXOIUMO CO31aTh CECCHIO OTIPABKU:

POST: */messages/{msgld}/files/{fileld}/createUploadSession

JIaHHBIA METOJ BBINOJIHSAETCS TOJNBKO JUIs (aiinoB, otnpaBnsgembix no HTTP (t.e.

"RepositoryType" = "http"). Eciiu "RepositoryType™ = "Aspera”, To mero BepHeT omuoky 405 (cMm.

Hiwke B RESPONSE).

B meton nepeaacTCAa CICAYIOUNEC MapaMCTPhI:
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REQUEST

PATH

{

"MsgId": "string",
"FileId": "string"

}

T'ne:

— Msgld — yHHKanbHBI HMICHTU(QHUKATOP COOOINCHHMS, TOJYYCHHBI B KayecTBE

OTBeTa MpH BhI30Be MeTona u3 3.1.3.1;

— Fileld — yaukanpHblil uaeHTHdUKATOp (aiiia, NONTYYCHHBINH B KAYECTBE OTBETA MIPU

BbI30Be MeToaa u3 3.1.3.1.

RESPONSE
HTTP 200 - Ok
{
"UploadUrl": "string",
"ExpirationDateTime": "string"
}
I'ne:

— UploadUrl — myts mmst 3arpysku ¢aiina;

— ExpirationDateTime — nara u BpeMsi HCTCYCHUSI CECCHU.

B cnydae ommbok:
HTTP 400 — Bad Request
BODY

"HTTPStatus": 400,

"ErrorCode": "FILE_ALLREADY_LOADED" ’
"ErrorMessage": "®aun yxe zBarpyxenH",
"MoreInfo: {}

HTTP 404 — Not found / He Haitnes.
BODY

"HTTPStatus": 404,
"ErrorCode": "MESSAGE NOT FOUND",
"ErrorMessage": "HeBO3MOXHO HalMTM COOOUWEHMEe C yKas3aHHEM

id",
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{}

"MoreInfo:

HTTP 404 — Not found / He naiines.

BODY
{
"HTTPStatus": 404,
"ErrorCode": "FILE NOT FOUND",
"ErrorMessage": "HeBOo3MOXHO HamTy ®Gansa Cc yka3aHHemM id",
"MoreInfo: {}

HTTP 405 — Invalid input.

BODY
{
"HTTPStatus": 405,
"ErrorCode": "BASE REQUEST ADDRESS NOT FOUND",
"ErrorMessage": "He HalmeH 0as30BHM alpec zamnpoca',
"MoreInfo: {}

HTTP 405 — Invalid input.
BODY

"HTTPStatus": 405,

"ErrorCode": "NOT ALLOWED FOR ASPERA REPO",

"ErrorMessage": "Ing ykasaHHOTO Oaliia ykaszsaHo RepositoryType =
Aspera, OH He MOXeT OBITb 3arpyxeH uduepes HTTP",

"MorelInfo: {}

}

3.1.3.3 Ina otnpasku ¢aina no HTTP ucnons3yercs metonq PUT

PUT: */messages/{msgld}/files/{fileld}

B xoTopom nepenaeTcs ciaeayromui napamerp:

REQUEST
PATH
{
"MsgId": "string",
"FileId": "string"

HEADER
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"Content-Type": "string",
"Content-Length": "integer",
"Content-Range": "string"

}
BODY

Content
['ne:

— Msgld — yHuKambHBIH HIACHTH(GHUKATOP COOOIINEHHUS, MOAYYEHHBIH B KaueCTBE
OTBETa IpH BbI30BE MeTona u3 1m.3.1.3.1;

— Fileld — yaukanpHbIil naeaTrduKaTOp Gaiiia, MOTydCHHBIH B KAYECTBE OTBETA MPU
BbI30BE Merona u3 n.3.1.3.1;

— Content-Type - Tun mepenaBaemoro konrenta (application/octet-stream);

— Content-Length — pasmep uanka B OaiiTax, mepemaB pasmMep B MEPBbIA pas, s
JABHEHIINX OTIIPABOK CJICAYET UCIOIB30BATh TOT K€ pa3Mep;

— Content-Range - mosokeHue 4aHka U pa3Mmep Bcero daiina B Oaiitax B Buae ‘bytes
0-25/128’;

— Content — maccuB 6aiiT.

[Ipumep 3anonuennoro HEADER 3anpoca:

PUT https://portalbStest.cbr.ru/back/rapi2/messages/c84bc346-d57c-
482b-b19d-73234492034b/files/8dce3el3-ae01-4df0-ae69-87730a956bce
HTTP/1.1

Accept: application/json, application/soap+xml

Authorization: Basic SOxXETKVPTEFOVExPU317aGV2YTo40DkxZHJI1YWImYWxs
Content-Type: application/octet-stream

Content-Range: bytes 0-3207/3208

Content-Length: 3208

Ilpumeuanue: 6 HEADER mozym npucymcmeosams OONOJIHUMENbHbIE NOJISL 3A20]I08KO08,
yemanasnusaemule kiuenmekum IO ¢ coomeememeuu ¢ [T].

RESPONSE
HTTP 201 — Created

"Id": "string",

"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
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"Size": "integer",
"RepositoryInfo": [
{
"Path": "string",
"Host": "string",
"Port": "integer",
"RepositoryType": "string"
}
]
I'ne:

— Id — yHukanpHBIN HaeHTH(GHKATOP (aiina

— Name — ums ¢aiina,

— Description — omnwucanue (aiina (HeoOs3aTeabHO TMOJE, IS 3alpoCcoB U
npeanucanuii u3 banka Poccun comepxut ums ¢aiia ¢ pacimmpeHrueM, OJHAKO
MOXET CoJIepkaTh 3anpeménnbie cumBoibl Windows);

— Encrypted — npusnak 3amudpoBaHHoCTH (aiina;

— SignedFile — unenTrdukarop ¢aiiia, MOAMUCHIO TSI KOTOPOTO SABJSCTCS JTaHHBIN
(aiin (3amoNHAETCS TOJIBKO IS PaiiiioB moanucu *.sig);

— Size - o6wmmit pasmep ¢aitna B Oaiitax. meet popmar int64 (t.e. signed 64 bits);

— Repositoryinfo — wHpopMaims o peno3utopusx (ONMUCAHUE PEMO3UTOPHS B
KOTOPOM pactojioxeH ¢ain. Jannas nabopmalus UCTIOIb3YETCs KaK JJIsl 3arpy3Ku

(aiina, Tak U MPH €ro BHITPY3Ke):

o Path — myTs k aitny B perno3utopum;

o Host — IP agpec unu uMs y3na peno3uTopus;

o Port — mopt A oOpalleHus K perno3uTopuio;

o RepositoryType — tum perno3utopus (3HaueHus: aspera, http).

HTTP 202 — Accepted

"NextExpectedRange": "string"

T'ne:

NextExpectedRange — onuchIBaeT CaeAyIOIMNI OXKHUIAEMbIi TrHama3oH 0aiToB.

HTTP 400 — Bad Request
BODY
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"HTTPStatus": 400,

"ErrorCode": "CONTENT LENGTH NOT SET",
"ErrorMessage": "He ykazaH napamMeTp content-length",
"MoreInfo: {}

HTTP 400 — Bad Request
BODY

"HTTPStatus": 400,

"ErrorCode": "CONTENT RANGE INCORRECT",
"ErrorMessage": "He ykaszsaH MM yKa3aH HEeBEPHO IapaMeTp content-
range",

"MoreInfo: {}

}

HTTP 400 — Bad Request
BODY

"HTTPStatus": 400,

"ErrorCode": "DATA UNREADABLE",

"ErrorMessage": "He yznajoCch OpouMTaTh HOaHHBE, yDeOuTecChb, UYTO
KOHTEHT 3aIaH KoppekTHO!",

"MoreInfo: {}

}

HTTP 400 — Bad Request
BODY

"HTTPStatus": 400,

"ErrorCode": "CONTENT LENGTH INCORRECT",

"ErrorMessage": "llapameTp content-length He cooTBeTCTBYyET
pasMepy BXOOAUMX IJaHHBIX",

"MorelInfo: {}

}

HTTP 400 — Bad Request
BODY

"HTTPStatus": 400,

"ErrorCode": "DATA RANGE SAVE ERROR",
"ErrorMessage": "OumOka COXpaHeHMs ydacTKa IOaHHBX",
"MoreInfo: {}

HTTP 400 — Bad Request
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BODY

"HTTPStatus": 400,

"ErrorCode": "FILE SIZE NOT MATCH DB",

"ErrorMessage": "PasMmMep Odalyla He COOTBETCTBYET 3aNMCK U3 OaszH
OaHHEX",

"MoreInfo: {}

HTTP 400 — Bad Request
BODY

"HTTPStatus": 400,

"ErrorCode": "DATA_ALLREADY_WRITTEN",
"ErrorMessage'": "IaHHBE yXe 3anmcaHH",
"MorelInfo: {}

HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "MESSAGE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaMTM coobumeHue C ykazaHHemM id",
"MorelInfo: {}

HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "FILE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HamTu danyi C ykaszaHHemM 1d",
"MorelInfo: {}

HTTP 405 — Invalid input.
BODY

"HTTPStatus": 405,

"ErrorCode": "NOT ALLOWED FOR ASPERA REPO",

"ErrorMessage": "Ilns ykasaHHOTO OGania ykasaHo RepositoryType =
Aspera, OH He MOXeT OHTBH 3arpyxeH depes HTTP",

"MoreInfo: {}
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HTTP 405 — Invalid input.
BODY

"HTTPStatus": 405,

"ErrorCode": "BASE REQUEST ADDRESS NOT FOUND",
"ErrorMessage": "He HalimeH 0Oas0BEBIM ampec 3amnpoca',
"MoreInfo: {}

3.1.3.4 ]Ins moaTBEpKACHUS OTHPABKH cOOOIIeHHS Hcnonb3yercs meton POST:

POST: */messages/{msgld}

B xoTopom nepenaeTcs cieayromme napameTphl:
REQUEST

PATH

"MsgId": "string"

I'ne:

— Msgld — yHukanbpHbli HICHTHOUKATOP COOOICHUSL.

RESPONSE
HTTP 200 — Ok;

B ciyuae ommbok:
HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "MESSAGE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaMTu cooObleHMe C yKaz3aHHeM id"
"MoreInfo: {}

HTTP 406 — Not Acceptable
BODY
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"HTTPStatus": 406,

"ErrorCode": "MESSAGE SENT ERROR",

"ErrorMessage": "CooOumeHre He MOXeT OBTb OTIPaBJIeHO",
"MoreInfo: {}

HTTP 422 — Unprocessable Entity
BODY

"HTTPStatus": 422,

"ErrorCode": "INCORRECT REQUEST PARAM",

"ErrorMessage": "HerepHEEe oapaMeTphl B TeJjle 3anpoca. l[IporepbTe
coofleHMe Ha COOTBETCTBMEe lapamMeTpaM 3anau",

"MorelInfo: {}

}

3.1.4 llonyuyenue YUO coobiennii, KBUTAHUM, (pailsioB 1 uHpOpMaum

3.1.4.1 ]JIns mosydeHus BcexX cOOOIIeHu ¢ yueToM Heobs3aTenbHoro punstpa (He 6omee 100

coO0O01IIeHUH 3a OJIMH 3ampoc) ucronb3yercs metoq GET

GET: */messages
REQUEST
HEADER

{
"Content-Type": "string"

}

I'ne:
— Content-Type — Tun nepenaBaemoro kontenta (application/json)

MeTtoa MoxkeT ObITh TOTIOJIHEH OHJIAWH-3alIPOCOM, COIEPIKALLUM CIIEAYIOIINE KPUTEPUU:

QUERY

{

"Task": "string",

"MinDateTime": "string" ($DateTime),
"MaxDateTime": "string" ($DateTime),
"MinSize": "integer",

"MaxSize": "integer",

"Type": "string",

"Status": "string",

"Page": "integer"
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T'ne:

Task — wnammeHoBanue 3amaud (ecnu mapamerp OyleT ykKa3aH, TO OyayT
BO3BPAIICHBI TOJILKO COOOIICHUS, IIOJYYCHHBIC/OTIIPABICHHBIE B  paMKax
ykazaHHo# 3amaun); [Ipumep: GET: */messges?Task="Zadach 23°$;
MinDateTime — MmuHrManbsHO BO3MOKHas gata co3ganus coobrnenus (IOCT ISO
8601-2001 mo macke «yyyy-MM-dd’T’HH:mm:ss’Z’») (ecnu mapamerp Oymer
yKa3aH, TO OyAyT BO3BpAIIEHbI TOJIBKO COOOIICHHS, MTOJIy4YCHHBIS/OTIPABICHHBIE C
yKa3aHHOM JIaThl, BKJIFOYAs €¢);

MaxDateTime — makcuMaabHO BO3MOKHas gata co3aanus coobienus ('OCT ISO
8601-2001 mo macke «yyyy-MM-dd’T’HH:mm:ss’Z’») (ecnu mapamerp Oyaer
yKa3aH, TO OyIyT BO3BpAIICHbI TOJIBKO COOOIICHUS, MOJYyYCHHBIC/OTIIPABICHHBIC
paHee yKa3aHHOM JaThl, BKIIOYas €¢);

MinSize — MUHHMaTBHO BO3MOKHBIN pa3Mep COOOIICHUs B OaiiTax (eciiu mapamerp
Oyner ykaszaH, TO OyayT BO3BpaIlleHbl TOJBKO COOOIICHHS OOJIbIIIE W PaBHO
YKa3aHHOTO pa3Mepa);

MaxSize — MakCHMaabHO BO3MOXKHBIM pa3smep cooOmieHuss B Oairax (eciu
napamerp OyneT ykas3aH, TO OyAyT BO3BpAIEHBI TOJIHKO COOOIIEHHUS MEHbIIE U
PaBHO YKa3aHHOTO pa3Mepa);

Type — Tum cooOreHust ucxoasiiee (3HaueHue: OUtbOX), Bxossiiee (3HaYeHUE:
inbox) (ecnu mapameTp OyAeT ykaszaH, TO OyIyT BO3BpAILICHBI TOJIBKO COOOIICHUSI
COOTBETCTBYIOIIETO TUTIA);

Status — craryc cooOrmienust YepHoBuk (3Hauenwue: draft), Ornpasneno (3HaueHue:
sent), 3arpyxeno (3uauenue: delivered), Ommubka (3nauenue: error), [punsro B
00paboTKy (3HaueHue: Processing), 3apeructpupoBaHo (3HadeHue: registered),
Ortkioneno (3Hauenue: rejected), Hosoe (3nauenue: new), [Ipountano (3HaYeHue:
read), Ornpasien orBer (3HaueHme: replied), JocraBieHo (3HaueHue: SUCCESS)
(ecmu mapametrp OyaeT ykaszaH, TO OyayT BO3BpalIeHBbI TOJBKO COOOIICHHS C
COOTBETCTBYIOIINM CTaTyCOM);

Page — Homep cTpaHMIIBI CITUCKA co00IeHH B pa3ouBke mo 100 coobuenwuii (ecau
He 3amaH, TO BepHyTcs miepBeie 100 cooOmenwit). I[lpumep: GET:
*/messges?page={n}, rae {n} — HOMep cTpaHuLbl conepxanierd 100 coodbmennii (N-

s COTHsI cooOmienuit). Jlomyctumbie 3HaueHus: N > 0 (MOJOXKHUTEIbHBIC IIEIIbIC
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yucia, 6onpme 0). Ecnu 3ampoc cTpaHUIBI HE yKas3aH, BO3BpALIAeTCs IepBas

cTpanuna coobniennid. Ecim n 3a rpaHunamMu auana3oHa CTPAHHMI, TO BEPHETCS
IyCTOW MaccuB CcOOOIIeHHd. B cilyuae HEKOPPEKTHOrO HOMEpa CTpPaHUIbl —
omuoKa.
Kpurtepuu 3anpoca MOTYT OBITh HCIIOJIH30BAHBI KaK 110 OJMHOYKE, TaK M B JIFOOOM COYETaHUH,
yepes ‘&’, Hanpumep:
GET: */messges? Type="inbox’& Status =" read’& Page=2

T.e. BBIOpaTh BXOAIIME TpoUYnMTaHHbIe cooOmenus co 101-ro mo 200-e.

RESPONSE
B ciydae koppekTHOTO 3ampoca

HTTP 200 - OK

"Id": "string",
"CorrelationId": "string",
"GroupId": "string",
"Type": "string",
"Title": "string",
"Text": "string",
"CreationDate": "string" (S$SDateTime),
"UpdatedDate": "string" ($DateTime),
"Status": "string",
"TaskName": "string",
"RegNumber": "string",
"TotalSize": "integer",
"Sender": [
{
"Inn": string",
"Ogrn": "string",
"Bik": "string",
"RegNum": "string",
"DevisonCode": "string"
b
"Files": [
{
"Id": "string",
"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
"Size": "integer",
"RepositoryInfo": [
{
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"Path": "string",

"Host": "string",

"Port": "integer",
"RepositoryType": "string",
"CheckSum": "string",
"CheckSumType": "string"

}
I
"Receipts": [
{
"Id": "string",
"ReceiveTime": "string",
"StatusTime": "string",
"Status": "string",
"Message": "string",
"Files": [
{
"Id": "string",
"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
"Size": "integer",
"RepositoryInfo": [
{
"Path": "string",
"Host": "string",
"Port": "integer",
"RepositoryType": "string",

Id — yHuKanBHBIN HIEHTH(HUKATOP COOOIICHUS;

Correlationld - ngenTrdUKaTOpP KOPPEISIUUU COOOICHUS;

Groupld —unenTHdUKATOP TPYIIIBI COOOIICHUIA;

Type — tun cooOrenus ucxosiiee (3HaueHue: OUtbOX) uim Bxojsinee (3HaYCHHE:
inbox);

Title — Ha3zBanue cooOIIEHN;
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Text — TekCT CoOOIICHHUS;

CreationDate — nara co3nanus cooomenus ('OCT ISO 8601-2001 mo macke «yyyy-
MM-dd’T’HH:mm:ss’Z’»);

UpdatedDate — nata nocnennero usmenenus craryca cooouierus (TOCT ISO 8601-
2001 no macke «yyyy-MM-dd’T"HH:mm:ss’Z’»);

Status — craryc cooOuieHust (BO3MOYKHBIC 3HAUYCHUS M MX OIUCAHUE HAXOIUTCS B
n.3.1.1.5);

TaskName — HanMeHOBaHKE 3aa4H;

RegNumber — perucrpannonuslii Homep;

TotalSize — o6umit pasmep cooOieHus B Oaiirax. Mmeer dopmar int64 (t.e. signed
64 bits);

Sender — ormpaBuTeIb cooOIIEeHUS (HEOOsI3aTeIbHOE T10JI€, TOJIBKO IS COOOIICHHH,
OTHpaBJIIEMbIX ApYruMu [lonb30BaTesaIMHu):

o Inn—WHH ortnpaButens cooliieHus

o Ogrn — OI'PH otmpaButens cooOieHus

o Bik — BUK ornpaBuTens cooOIieHus

o RegNum — per. Homep KO-ornpaButens coobmenus no KI'PKO

o DevisonCode — nomep dununana KO-ornpasurens coobmenus mo KI'PKO

Files — ¢daiinbl, BKIFOUCHHBIE B COOOIICHHE:

o |d — yHukanbHbIl HaCHTUGHUKATOD (aiina;

o Name — ums ¢aiina;

o Description — omucanue (aiina (HeoOs3aTeNbHOE TOJIE, AJIS 3aMPOCOB U
npennucanuii u3 banka Poccun copepkut ums Qailia ¢ paciimpeHueM,
OJTHAKO MOKET COJIepkKaTh 3anpenménnbie cuMBOJIBI Windows);

o Encrypted — npu3sHak 3amudpoBanHocTH (aiina;

o SignedFile — wunenTudukarop Qaiina, MOAMUCHIO ST KOTOPOTO

SIBJISIETCSI TAHHBIN (paiiin (3armonHsIeTcst TOIbKO s hailyioB moamucu *.Sig);

o Size - o6Ommii pazmep ¢aiina B 6aiiTax. Mmeer popmar int64 (t.e. signed
64 bits);
o Repositorylnfo — wundopmanms o peno3uropusix —(omucaHue

peno3uTopusi B KOTOpOM pacmnoyiokeH Qaitn. [lannas wundopmarus
UCTIONB3YETCs KaK JUTst 3arpy3Kku ¢aiia, Tak U MPH €ro BeITPY3Ke):

* Path — myTs k daitry B penozutopuu;
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*= Host — IP agpec unu ums y3na peno3uTopus;

= Port — nopt s 0OpalieHus K perno3uTOPHIO;

= RepositoryType — tum perno3utopus (3HaueHus: aspera, http);

. CheckSum — kontpomnpHas cymma ¢aitna, s aiios
nepenanueix 4yepes TIIC «Aspera. Jlns daiioB, OTIpaBICHHBIX
yepes http, orcyrcrByer;

. CheckSumType — amroputm pacuéra KOHTPOJBHOW CYMMBI
daiina s ¢daiinos nepenannpix uepe3 TIIC «Aspera. [{ns daiinos,

oTnpasieHHbIX uepe3 http, orcyrcTByer;

— Receipts — kBuTaHIIMH, TIOJTy4YCHHBIC B OTBET Ha COOOIICHHE:

o

o

o

o

Ilpumeuanue:
(coxpamnsiemcsi

Id — yaukanbHbIi naeHTHdUKaTOp (aiiia;

ReceiveTime — BpeMs mostyueHHs: KBUTAHIHH;

StatusTime — Bpems B3 caMOii KBUTAHIIMH;

Status — cocrosiHue 00pabOTKH cOOOIICHUST (BO3MOYKHBIC 3HAYCHHS U UX
onucanue Haxoaures B 1.3.1.1.5);

Message — pomonHuTenbHast HHGOpMAIHS U3 KBUTAHIIHHI;

Files — aiinsl, BKIFOUEHHBIE B KBUTAHIIUIO.

s nomoxos, no komopvim He coxpaHaomcsa uawku aiinos ¢ IC
MobKO MemauHgpopmayus o gaiinax), eozepawaemcs nycmoe sHavenue Id

Qaiina, nynesou pasmep gaina (Size = 0) u maccus ¢ nycmvimu 3Havenusmu Oasi 610KA
Repositorylnfo:

"Files": [

"Id". "",
"Size": O,
"RepositoryInfo": [
{
"pPath": "",
"Host"™: "",
"Port": O,

"RepositoryType": "null"
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Uro OBl OmpenenuTh, CKOJBKO BCETO 3ammceld B CHUCKe cooOmieHwid B Hammuuu, API

BO3Bpamiaer 5 (MATh) 3ar0JIOBKOB € KaXIbIM MoJ0KuTeIsHbIM 0TBeTOM (HTTP 200).

HEADER

"EPVV-Total": "integer"
"EPVV-TotalPages": "integer"
"EPVV-CurrentPage: "integer"
"EPVV-PerCurrentPage: "integer"
"EPVV-PerNextPage: "integer"

T'ne:

EPVV-Total — o6miee kosruecTBO COOOIICHHUH B 3ampoce;

EPVV-TotalPages — o0miee KOJHMYECTBO CTPAHUI], OXBAaThIBas BCE COOOILICHHMS

1o 100 cooOmieHuii Ha CTPaHUIIE,

EPVV-CurrentPage — Homep Tekyieil CTpaHHUIIbI;

EPVV-PerCurrentPage — xonnuecTBo coO0IIEHNI Ha TEKYIIEH CTPaHHUIIE;
— EPVV-PerNextPage — konudecTBo co0OIIEHUI Ha CIEAYIONICH cTpaHuIIe.
B ciyyae ommbok:

HTTP 400 — Bad Request

B CJIydac HCKOPPCKTHOI'O YKa3aHUsI HOMCPA CTPaHHUIIBI B 3aIlIpOCe (OTpI/IL[aTeJ'ILHoe qHucCiio,

CTpOKa TeKCTa), BO3BpalacTCsia omnOka. B Tene oTBeTa 00BEKT C OIMCAHUEM OLIHOKH.

BODY
{
"HTTPStatus": 400,
"ErrorCode": "INCORRECT PAGE NUM",
"ErrorMessage": "llpomsouia oumbOrka. HeKOppekTHOe 3HAauUeHME
cTpaHMubl: {page}",
"MoreInfo": {
"TotalItems": "integer",
"TotalPages": "integer"
}
}
T'ne:

Totalltems - Bcero 3y1eMeHTOB B MACCHUBE;

TotalPages - Bcero cranuir.

HTTP 400 — Bad Request

B cirydae HekoppekTHOro ykazanus kakoro-nmoo n3 QUERY -mapamerpos.
BODY
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"HTTPStatus": 400,

"ErrorCode": "NCORRECT REQUEST PARAM",
"ErrorMessage": " HekOppeKTHOEe 3HAa4UeHMUEe Iapamerpa s3amnpoca ",
"MoreInfo": {
"BadParams": ["String"]
I8
T'ne:

— BadParams — maccuB umen HekoppekTHbix QUERY -mmapameTpoB B cTpoke 3ampoca.

3.1.4.2 JIns mony4deHus TaHHBIX O KOHKPETHOM COOOIeHNH ucnonb3yercs metoq GET:

GET: */messages/{msgld}
REQUEST
PATH

"MsgId": "string"

I'ne:

— msgld — yHuKaIbHBIN HACHTH(PUKATOP COOOIICHHUSI.

RESPONSE
HTTP 200 — Ok

"Id": "string",
"CorrelationId": "string",
"GroupId": "string",
"Type": "string",
"Title": "string",
"Text": "string",
"CreationDate": "string",
"UpdatedDate": "string",
"Status": "string",
"TaskName": "string",
"RegNumber": "string",
"TotalSize": "integer",
"Sender": [
{
"Inn": "string",
"Ogrn": "string",
"Bik": "string",
"RegNum": "string",
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"DevisonCode": "string"
by
"Files": |
{
"Id": "string",
"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
"Size": "integer",
"RepositoryInfo": [
{
"Path": "string",
"Host": "string",
"Port": "integer",
"RepositoryType": "string",
"CheckSum": "string",
"CheckSumType": "string"

}
1,
"Receipts": [
{
"Id": "string",
"ReceiveTime": "string",
"StatusTime": "string",
"Status": "string",
"Message": "string",
"Files": [
{
"Id": "string",
"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
"Size": "integer",
"RepositoryInfo": [
{
"Path": "string",
"Host": "string",
"Port": "integer",
"RepositoryType": "string"
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Id — yHuKaIbHBIN HACHTH(HUKATOP COOOIIECHUS;

Correlationld - uaenTrduKaTOp KOPPEIALMH COOOIICHHUS;

Groupld —unenTHdUKaTOpP TPYIIIBI COOOIICHUIA;

Type — tun cooOreHus ucxosiiee (3HaueHue: OUtboX) uim Bxojsinee (3HaYCHHE:
inbox);

Title — Ha3zBanue cooOIIEHNS;

Text — TekCcT coOOIICHHUS;

CreationDate — nata cozmanus coobmienus (TOCT ISO 8601-2001 mo macke «yyyy-
MM-dd’T’HH:mm:ss’Z’»);

UpdatedDate — nara mocieanero usmenenus craryca coobmerus (COCT ISO 8601-
2001 mo macke «yyyy-MM-dd’T’"HH:mm:ss’Z’»);

Status — craryc cooOmuieHust (BO3MOYKHBIC 3HAUYCHUS M MX OIUCAHUE HAXOIUTCS B
n.3.1.1.5);

TaskName — nanMeHOBaHHE 3a/1a4M;

RegNumber — perucrparnnonHblii HoMep;

TotalSize — o6muii pasmep coobuienus B 6aiitax. Mmeer ¢popmar int64 (r.e. signed
64 bits);

Sender — otmpaBuTesb COOOIICHUS (HE00A3aTEIBHOE MOJIE, TOJIBKO JJIsl COOOIICHNUH,

OTHPABISAEMBIX IPYTUMHU HOHB3OB3.TCJIHMI/I):

o) Inn — MHH otnpaButens coolOiieHus

o Ogrn — OI'PH otmpaButenst cooOmeHHsI

o Bik — BUK otmpaBuTens cooOmieHus

o RegNum — per. Homep KO-otnpasurens coobmenus mo KI'PKO

o DevisonCode — Homep ¢unmana KO-ornpaButesns cooOIIeHHs MO
KI'PKO

Files — daiinbl, BKIFOUEHHBIE B COOOIIICHHE:

o Id — yHuKanbHbIH naeHTHUKATOD daiina;
o Name — ums ¢aiina;
o Description — onucanue (aiina (HeoOs3aTenbHOE TOJIE, JJIS 3apPOCOB

u npeanucanuii u3 banka Poccun conepxut ums ¢aiina ¢ pacumpeHueM,
OJTHAKO MOJKET COJIEPIKaTh 3anpeiménasie ciMBotbl Windows);

o Encrypted — npusHak 3ammdpoBaHHOCTH (aiina;
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SignedFile — wunentudukarop aita, TOAMUCHIO JJISI KOTOPOTO

SIBIISICTCS AaHHBIH (haiin (3amOIHIETCS TONIBKO 171 (paiiioB moamucu *.Sig);

Size - o6muii pasmep daiina B 6aiitax. Imeet ¢popmar int64 (t.e. signed
64 bits);

Repositorylnfo — wundopmanuss o peno3uropusix —(OmUCaHUE
perno3uTopusi B KOTOpPOM pactiofiokeH ¢aitn. [lannas wunHbOpMarms
UCIIOJIB3YETCsI KaK JJIs 3arpy3Ku (paiiyia, Tak ¥ P €ro BhITPY3Ke):

» Path — myts k daiiny B penosuropuu;

* Host — IP agpec unu ums y3na peno3uTopus;

= Port — nopt Ay 0OpaiieHus K perno3uTOPHIO;

= RepositoryType — tum perno3utopus (3HaueHus: aspera, http);

=  CheckSum — kouTposbHas cymma (aiiia, it GaiaoB nepeJaHHbIX
gepes TIIC «Aspera. Ilis ¢aiimoB, oTmpaBieHHBIX depe3 http,
OTCYTCTBYET;

= CheckSumType — anroput™ pacuéra KOHTPOJIBHOW CyMMbI (haiiia
st ¢aiioB, nepenanubix uyepe3 TIIC «Aspera. st daiinos,

OTIIpaBIIeHHBIX 4yepe3 http, oTcyTcTBYET;

— Receipts — KBUTAHIIUH, I[IOJTYYCHHBIC B OTBCT HA COO6H.[€HI/IGZ

o

o

o

o

Id - ynukaneHbIil naeHTHGUKATOD (Daiiia;

ReceiveTime — Bpemst pasmeriiennst KBuTauiuu B Jlnanom Kabunere;
StatusTime — BpeMst U3 caMOii KBUTAHIIHH;

Status — cocrosiHue 00pabOTKH cOOOIICHUS (BO3MOXKHBIC 3HAYCHHS U UX
onucanue Haxonures B 1.3.1.1.5);

Message — nononHUTenbHAsS HHPOPMAIIHS U3 KBUTAHIUY;

Files — daiinbl, BKIFOUCHHBIC B KBUTAHIIUIO.

Ilpumeuanue: J{ns nomokos, no KOmMoOpviM He coxpausomcs uawku ¢patinos ¢ IC
(coxpamnsiemcss moavko memaungopmayus o ¢aiinax), eozspawaemcs nycmoe 3Hadenue Id
Qaitina, nynesou pasmep @atina (Size = 0) u maccus ¢ nycmoimu 3navenusmu O O10Ka

Repositorylnfo:

"Files": [

HIdH .

mww
’

"Size": O,
"RepositoryInfo": [
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"Path": "",
"Host": "',
"Port": O,
"RepositoryType": "null"

B cityuae omm6ku B 1d cooGmenus
HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "MESSAGE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaMTM coobumeHMe C ykazaHHemM id",
"MoreInfo: {}

3.1.4.3 JIns1 ckaunBaHUS KOHKPETHOTO cooOmIeHus ucroinb3yercs merog GET:

GET: */ messages/{msgld}/download

REQUEST

PATH
{

"MsgId": "string"
}

HEADER
"Range": "string"

I'ne:

— Msgld — yHuKanbHBIH HACHTH(PHUKATOP COOOLICHUS,
— Range — 3ampammBaemsblii 1uana3on OaiiToB (HeoOs3arenbHOe mosie). B cioyuae
ykazaHus umeet Bua: Range: bytes = {nuanason Oaiit}, rne nuanason 6ait ot 0 10

Size-1. Yka3aHne MHOKECTBEHHBIX AWama3oHOB HEC NOAICPIKUBACTCA.

Hanpumep:
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o Range: bytes =1024-4095, uto o3HadaeT OyIeT CKa4yaH qUana3oH C IEPBOTO

10 YE€TBEPTHIN KHJIOOANTHI;

o Range: bytes =4096- , o3nauaeT OymeT CKayaH AMANA30H C YETBEPTOIrO
kuobaiiTa 10 KoHma (aiina,

o Range: bytes = -4096, o3nadaer OyayT ckadaHbl MOCJICIHHE YETHIPE

Kmito0aiTa gaiina.

[Tonpobuee o 3aronmoBke Range cm. mokyment «Hypertext Transfer Protocol (HTTP/1.1):

Range Requests» [7].

RESPONSE

HTTP 200 — OK (715t HOJTHOTO MOJTyYeHUs);
HEADER

nimn

Accept-Ranges: bytes — 3aronoBok HHGOPMHUPYET KIUEHTA O TOM, YTO OH MOXKET
3alpaniBaTh y cepBepa pparMeHThl, YKa3biBas UX CMELICHHS OT Havdaia Qaiina B
OaiiTax;

Content-Length: {monHb1it pa3mep 3arpyxaemMoro cooOLICHuUs | ;

HTTP 206 — Partial content (as1st oydeHus onpenei€éHHOro Auana3oHa, eciii ObUT yKa3aH

Range);

HEADER

Accept-Ranges: bytes;

Content-Range: bytes {Hauano ¢pparmenTa}-{koHer pparmenra}/{oJHbIH pa3mep
coobmienus}, nanpumep: Content-Range: bytes 1024-4095/8192, osnadaet, uTO
OBLT TIpeiocTaBiieH (PparMeHT C IEPBOTO MO YETBEPTHIN KUITOOAMTHI U3 COOOIIEHUS
B 8 KMJIO0AMT;

Content-Length: {pa3mep Tena coobuieHus}, TO eCTh MepeIaBaeMoro (pparMeHTa,
Hanpumep: Content-Length: 1024, o3nauaer, uyto pasmep ¢parmeHra oauH

KAJIO00AMT.

BODY - 3ampammBaemMoe cooOIIeHNE IETUKOM WM yKa3aHHBIA B Range nmuana3zon OaiT.

B cnygae omm6ok:

HTTP 404 — Not found
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BODY

"HTTPStatus": 404,

"ErrorCode": "MESSAGE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HalTM COOOmeHMe C ykKazaHueM id",
"MoreInfo: {}

HTTP 404 — Not found
BODY

"HTTPStatus": 404,

"ErrorCode": "FILE TEMPORARY NOT AVAILABLE",
"ErrorMessage": "danyel COOOIWEHMS BPEMEHHO HEOOCTYIHH",
"MoreInfo": {
"MissedFiles": [{
"Id": "string"
"FileName": "string"
"RepositoriInfo":

"RepositoryInfo"{...}
}]

I'ne
— Id - ynukaneHbIi HaeHTHQUKATODP (aiina
— FileName - uMms BpeMeHHO HeOCTYIMHOTO (haiina;

— Repositorilnfo — uadopmarust 0 perno3utTopusx (CM. BbIIIIE).

HTTP 410 — Gone.
BODY

"HTTPStatus": 410,
"ErrorCode": "FILE PERMANENTLY NOT AVAILABLE",
"ErrorMessage": "®aumnel coobmeHMsa 6oJjiee HEeIOCTYMHH MM 3aJdada He
npenycMaTpupaeT MX xXpaHeHua",
"MoreInfo": {
"MissedFiles": [{
"Id": "String"
"FileName": "string"

}]
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T'ne

Id - yuukansHbIH HaeHTH(GUKATOp daiina;

FileName - ums ¢aiina, 6e3 coaepKUMOro;

HTTP 416 — Range Not Satisfiable.
BODY

"HTTPStatus": 416,
"ErrorCode": "INCORRECT BYTE RANGE",

"ErrorMessage": "B 3amnpoce He BepHO yKasaH IOuamnaszoH OGant",
"MoreInfo: {}

3.1.4.4 ]JIns monydeHus TaHHBIX O KOHKpeTHOM (paiine ucmonb3yercs meton GET

GET: */messages/{msgld}/files/{fileld}

REQUEST

PATH

"MsgId": "string",
"FileId": "string"
I'ne:

— Msgld — yHuKanbHBIH HASHTH(GUKATOP COOOIICHUS;

— Fileld — ynuxanbHblii uaenTudukarop daiina

RESPONSE
HTTP 200 - Ok
"Id": "String"’
"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
"Size": "integer",
"RepositoryInfo": [
{

"Path": "string",

"Host": "string",




44
[16P®.62.0.39683.TY-65

"Port": "integer",
"RepositoryType": "string",
"CheckSum": "string",
"CheckSumType": "string"

}
]

— Id — yHukanpHbIN HaeHTH(GHUKATOpP daiiia;

— Name — ums ¢aiina,

— Description — omnucanue (aiia (HeoOA3aTeNbHOE IOJIE, IS 3allPOCOB H

npennucanuil u3 banka Poccun comepxxutr ums Qaiina ¢ paclimpeHueM, OJHAKO

MOJKET COJIEpKaTh 3anpeméHupie cumBoisl Windows);

— Encrypted — npusnak 3amudpoBaHHoCcTH (aiina;

— SignedFile — unenTudukarop ¢aiina, MOAMUCHIO IS KOTOPOTO ABJISETCS JTaHHBINA

daiin (3amonHseTcs TOIbKO I (HaiIoB MOAMKUCH *.SiQ);

— Size - o6wmuit pasmep ¢aiina B 6aiitax. meer popmar int64 (t.e. signed 64 bits);

— Repositorylnfo — wunrdopMaius o pemno3uropusx (OMHCAHHE PEIO3UTOPHS B

KOTOPOM pactonioxeH ¢aiin. Jlannas nHGpopMaIys HCIOIb3YEeTCsl KaK ISl 3arpy3KH

(paiiya, TaK U MPHU €ro BHIFPY3KeE):

o

O

Path — myTs k aitny B perno3utopum;

Host — IP agpec wiu ums y3na peno3uropus;

Port — mopt mu1st oOpatteHus K perno3uTOpuio;

RepositoryType — tun perno3utopust (3HaueHus: aspera, http).

CheckSum — xouTponbHas cymma (aiina, 1 Gaiiios, nepeaHHbIX Yepes
TIIC «Aspera. [{ns ¢aitnos, oTipaBiieHHbIX Yepes http, oTcyTcTBYET;
CheckSumType — anroput™m pacuéra KOHTPOJIBHOH CyMMBbI (haitia uis
¢aiinos, nepenannbix uepe3 TIIC «Aspera. ns ¢aiinoB, oTIpaBIeHHBIX

yepes http, orcyrcTByeT.

Ilpumeuanue: J{na nomokos, no KOMOpuiM He coxpaHaomcs uauwku ¢atinos ¢ IC
(coxpamnsiemcss moavko memaungopmayus o ¢aiinax), eozspawaemcs nycmoe 3Hadenue Id
Qaitina, nynesou pasmep @atina (Size = 0) u maccus ¢ nycmoimu 3navenusmu 0 O10Ka

Repositorylnfo:

{
HIdH :
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"Size": O,
"RepositoryInfo": |
{
"Pathﬂ : " ",
"Host": "",
"Port": O,
"RepositoryType": "null"

B ciyyae ommbok:

HTTP 404 — Not found.

BODY
"HTTPStatus": 404,
"ErrorCode": "MESSAGE NOT FOUND",
"ErrorMessage": "HeBO3MOXHO HaMTM coobumeHue C ykazaHHemM id",
"MoreInfo: {}

HTTP 404 — Not found

BODY
"HTTPStatus": 404,
"ErrorCode": "FILE NOT FOUND",
"ErrorMessage": "HeBO3MOXHO HamTu danyi C ykaszaHHemM 1d",
"MoreInfo: {}

3.1.4.5 JIns cxaumBaHUS KOHKPETHOTO (haiijla W3 KOHKPETHOTO COOOIICHUS HCIIOJIb3YeTCs

meron GET:

GET: */messages/{msgld}/files/{fileld}/download

REQUEST

PATH

"MsgId": "string",
"FileId": "string"
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B

HEADER
"Range": "string"
T'ne:

— Msgld — yHukanbHbIH HACHTHGUKATOP COOOIICHHS;
— Fileld — yaukanbHblit naentudukatop ¢aiina,
— Range — 3ampammBaemMblii quana3oH OalToB (HeoOs3arenbHOE mose). B ciayuae
yKazaHus uMeeT Bu: Range: bytes = {aumana3on 6aiit}, rae nuama3on 6ait ot 0 10
Size-1. Yka3zaHre MHO)KECTBEHHBIX JMAITa30HOB HE MOIICP)KUBACTCS.
Hampuwmep:
o Range: bytes =1024-4095, uto o3HauaeT OymeT CKa4yaH JUAIa3oH ¢ IEPBOrO
10 YETBEPTHIN KUITOOANTHI;
o Range: bytes =4096- , o3nadaeT OyaeT CKayaH JMANA30H C YETBEPTOIrO
Krito0aiTa 10 KoHua (aiina;
o Range: bytes = -4096 , o3nawyaeT OyayT CKadaHbl MOCJICAHUE YETHIPE

kmiobaiita (aiina.

[TonpoOuee o 3aronoBke Range cm. mokyment «Hypertext Transfer Protocol (HTTP/1.1):

Range Requests» [7].

RESPONSE
HTTP 200 — OK (st mostHOTO TIoNTy4ueHust ¢aiina);
HEADER
— Accept-Ranges: bytes; — 3arosioBok nHGOPMHpYET KIMEHTA O TOM, YTO OH MOYKET
3ampanimBarh y cepBepa GparMeHThl, YKa3blBas UX CMEIICHHS OT Havaja (aiina B
OaiiTax;

— Content-Length: {monusIit pa3smep 3arpyxaemMoro cooOLUICHHs };

WIn
HTTP 206 — Partial content (s mosydeHust onpenenéHHOro Anana3oHa, eciii ObUT yKa3aH
Range);
HEADER
— Accept-Ranges: bytes;
— Content-Range: bytes {Hauyano ¢parmenTa}-{koHew pparmenra}/{IOJHbIH pa3Mep

coobmienus}, Hanpumep: Content-Range: bytes 1024-4095/8192 , o3nauaer, 4TO
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ObLI TpegocTaBieH (ParMeHT C MEPBOTO MO YETBEPTHII KMIOOANUTHI U3 COOOLICHNUS

B 8 KHJIOOAMNT;
— Content-Length: {pasmep Tena cooOIeHns}, TO €CTh IepeaaBaeMoro (hparMeHra,
Harpumep: Content-Length: 1024 , o3nawaer, 4ro pasmep ¢parMeHTa OJHUH

KUJI100aiiT

B BODY - 3anpammBaemsbiii (haiii Win 1daras3oH;

B ciyuae ommbok:
HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "MESSAGE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaMTM coobmeHMe C ykazaHHmmM id",
"MorelInfo: {}

HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "FILE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HamTu danyi C ykaszaHHemM 1d",
"MoreInfo: {}

HTTP 404 — Not found
BODY

"HTTPStatus": 404,

"ErrorCode": "FILE TEMPORARY NOT AVAILABLE",
"ErrorMessage": "damuye CcooOOmEHMS BPEMEHHO HEeOOCTYIHH",
"MoreInfo": {
"MissedFiles": [{
"Id": “string”
"FileName": “string”
"RepositoriInfo":

“RepositoryInfo”{...}
}]
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T'ne

— Id — yHukanpHBIN HaeHTH(GHKATOP (aiina
— FileName — uMs BpeMeHHO HeIOCTYIHOTO (aiifa;

— Repositorilnfo — uadopmanus o peno3utopusix (cM. BhIIIE).

HTTP 410 — Gone.
BODY

"HTTPStatus": 410,
"ErrorCode": "FILE PERMANENTLY NOT AVAILABLE",
"ErrorMessage": "®amune coolfmeHusa 0OoJjiee HEOOCTYIHH MIM 3amada He
npenycMaTpmuBaeT uUx xXpaHeHua",
"MoreInfo": {
"MissedFiles": [{
"Id": “string”
"FileName": “string”

}]

I'ne
— Id — yHuKanbHbIH naeHTHdGUKATOD daiina;

— FileName — ums ¢aiina, 6e3 conepxumoro;

HTTP 416 — Range Not Satisfiable.
BODY

"HTTPStatus": 416,

"ErrorCode": "INCORRECT BYTE RANGE",

"ErrorMessage": "B 3amnpoce He BEpPHO yKas3aH OuanasoH Oant",
"MorelInfo: {}

3.1.4.6 JIns monydeHusI TaHHBIX O KBUTAHIUAX Ha cooOmIeHue ncnoiib3yercs meroq GET:

GET: */messages/{msgld}/receipts
REQUEST
PATH
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"MsgId": "string"

T'ne:

— Msgld — yHuKanbHBIH HACHTH(PHUKATOP COOOLICHUS.

RESPONSE
HTTP 200 — Ok

"Id": "string",
"ReceiveTime": "string",
"StatusTime": "string",
"Status": "string",
"Message": "string",
"Files": |
{
"Id": "string",
"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
"Size": "integer",
"RepositoryInfo": [
{
"Path": "string",
"Host": "string",
"Port": "integer",
"RepositoryType": "string"

— Id — yHukanbHbIH naeHTHUKATOD (aiina;

— ReceiveTime — Bpems pa3meriienns kBuTaniuu B Jlnunom Kabunere;

— StatusTime — Bpems U3 caMOii KBUTAHIIHH;

— Status — coctosiHre 00pabOTKH cO0OIICHNUS (BO3MOXKHBIC 3HAUCHHS U UX OITUCAHUEC
Haxoaurcs B 11.3.1.1.5);

— Message — nononHuTeabHAs HHPOPMAIHS U3 KBUTAHIUY;

— Files — ¢aiinbl, BKIIIOYEHHBIE B KBUTAHIUIO!
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o |d — yHukanbHbIl HaeHTUQHUKATOD (aiina;

o Name — ums ¢aiina;

o Description — omnmcanue daiina (HeoOs3aTeNbHOE IMOJIE, IS 3allPOCOB U
npennucanuii u3 banka Poccun comepkut mms ¢aiia ¢ pacumpeHueM,
OJTHAKO MOKET COJIepIKaTh 3anpeiéHabie cuMBouibl Windows);

o Encrypted — npusnaxk 3ammdpoBanHoctu daiina;

o SignedFile — unenTudukarop daiina, MOIIKCHIO I KOTOPOTO SBISACTCS
JAHHBIN (aiin (3am0THIETCS TOJIBKO s GaiiIoB MOIIKUCH *.SiQ);

o Size - o0muii pa3mep daiina B 6aiitax. Umeer ¢popmar int64 (t.e. signed 64
bits);

o RepositoryInfo — undopmarus o perno3uTopusx (ONucaHue perno3uTOPUs B
KOTOPOM pacrionoxeH ¢aitn. Jlannas nHpopmanus UCTIONb3yeTcs KaK JUis
3arpy3ku (Qaiija, Tak U IpH ero BhIFPy3Ke):

» Path — nyts K (aiiny B peno3uropuu;
» Host — IP angpec unu ums y3na peno3uTopusi;
= Port — nopt asisa oOpalleHus K perno3uTopHIo;

= RepositoryType — tun perno3utopust (3HadeHus: aspera, http).

B cnydae ommbok:
HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "MESSAGE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaMTM coobumeHue C ykazaHHmmM id",
"MorelInfo: {}

HTTP 404 — Not found
BODY

"HTTPStatus": 404,

"ErrorCode": "RECEIPT NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaAWTM KBUTAHIMIO C ykazadHHumMm id",
"MoreInfo: {}
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3.1.4.7 Ins monyueHus JaHHBIX O KBUTAHIIMH HA cOoOIIeHue ucnomnb3yercss meron GET

GET: */messages/{msgld}/receipts/{rcptld}

REQUEST

PATH

"MsgId": "string",
"rcptId": "string"
[ne:

— Msgld — yHuKanbHbIH HAEHTHDHKATOP COOOMICHHS;

— rcptld — yHukanbHbIH HACHTH()UKATOP KBUTAHIIUH.

RESPONSE
HTTP 200 — Ok

"Id": "string",
"ReceiveTime": "string",
"StatusTime": "string",
"Status": "string",
"Message": "string",
"Files": [
{
"Id": "string",
"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
"Size": "integer",
"RepositoryInfo": [
{
"Path": "string",
"Host": "string",
"Port": "integer",
"RepositoryType": "string"

T'ne:
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— Id — yHukanbHbIH naeHTHUKATOD (aiiia;
— ReceiveTime — Bpems pa3menienus kBuTaniuu B Jlnunom Kadunere;
— StatusTime — Bpemst U3 caMOii KBUTAHIIUH;
— Status — coctosiue 00paboTKH co0OIIeHHs (BO3MOKHbIC 3HAUCHHS M UX OIHCAHUE
Haxoautcs B 11.3.1.1.5);
— Message — nononHuTeNnbHas HHGOPMAIHUS U3 KBUTAHIIUH;
— Files — daiinbl, BKIFOUYECHHBIC B KBUTAHIIUIO!
o |d — ynukaneHblil naeHTHUKATOP (aiiia;
o Name — ums ¢aiina;
o Description — onwucanue daitna (HeoOs3aTeNbHOE TMMOJE, IS 3alPOCOB U
npeanucanuii u3 banka Poccum copepxxut ums (aiiyia ¢ pacuimpeHueM,
OJTHAKO MOJKET COJICPIKaTh 3amperiéuabie cumBoibl Windows);
o Encrypted — npusnak 3amudpoBanHoCcTH daiiia;
o SignedFile — unentudukarop daiina, MOAMUCHIO I KOTOPOTO SBISCTCS
JAHHBIN (aiii (3amoHsIeTCs TOIbKO s (ailiioB moamucu *.sig);
o Size - obmuii pasmep daiina B 6aiitax. meer dpopmar int64 (t.e. signed 64
bits);
o RepositoryInfo — undopmarus o perno3uTopusx (ONMcCaHue PEro3UTOPHUs B
KOTOpPOM pacnojoxeH ¢ai. JlanHasg nHpopManus UCHOIb3YeTCs KaK AJis
3arpy3kH (aiiia, Tak U IPH ero BhITPY3Ke):
= Path — myTb Kk ailiny B perno3uropuu;
* Host — IP axgpec unu ums y3na peno3uTopusi;
= Port— nopt ansa oOpaieHus K perno3uTopHIo;

* RepositoryType — tun perno3utopust (3HaueHus: aspera, http).

B ciyuae ommbok:
HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "MESSAGE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaMTM coobmeHue C ykazaHHmmMm id",
"MoreInfo: {}

HTTP 404 — Not found
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BODY

"HTTPStatus": 404,

"ErrorCode": "RECEIPT NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaAMTK KBUTAHUMIO C ykKas3aHHemM id",
"MoreInfo: {}

3.1.4.8 [Ins momydeHUst TaHHBIX O (haiijie KBUTAHIIUA Ha COOOIIEHUE MCIOIb3YeTCS METO/I

GET

GET: */messages/{msgld}/receipts/{rcptld}/files/{fileld}

REQUEST

PATH

"MsgId": "string",

"rcptId": "string",
"fileId": "string"

I'ne:

— Msgld — yHukanbHbIH HACHTHGUKATOP COOOIICHHS;
— rcptld — yHuKanbpHbINH HACHTU(HHKATOP KBUTAHIIUH;

— fileld — ynukaneHblii unentudukarop daiina.

RESPONSE
HTTP 200 - Ok
"Id": "String",
"Name": "string",
"Description": "string",
"Encrypted": "boolean",
"SignedFile": "string",
"Size": "integer",
"RepositoryInfo": [
{
"Path": "string",
"Host": "string",
"Port": "integer",

"RepositoryType": "string"
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Id — yHukanbHbIi naeHTHUKATOp (aiina;

Name — ums ¢aiina;

Description — omnucanue @aiina (HeoOsf3aTebHOE TMOJIe, JJIsS  3alPOCOB U
npeanucanuii u3 banka Poccun comepxut ums ¢aina ¢ pacimmpeHrueM, OJHAKO
MOYET COJIepKaTh 3anpeméHubie cumBoiibl Windows);

Encrypted — npusHak 3ammdpoBanHOCTH (aiiia;

SignedFile — unenTudukarop ¢aitia, MOAMUCHIO ISl KOTOPOTO SBJISICTCS TaHHbIH
(aiin (3amoNHAETCS TOJIBKO IS PaiiiioB moanucu *.sig);

Size - obwmmit pasmep ¢aitna B Oaiitax. meet popmar int64 (t.e. signed 64 bits);
Repositorylnfo — wundopmaius o peno3utropusx (OMHCAHHUE PEMO3UTOPHS B
KOTOPOM pacrioyioxkeH ¢ain. Jlannas mHpopMaIvs HCIIONB3YeTCsI KaK JUIsl 3arPy3KH

(aiina, TaKk U MPH €ro BHITPY3KeE):

o Path — myTs K aiiny B perno3utopuu;

o Host— IP agpec niu ums y3ia peno3utopus;

o Port— nopT s oOpaieHus K perno3uTopuio;

o RepositoryType — tun pernozutopust (3HaueHus: aspera, http).

B ciyuae ommbok:

HTTP 404 — Not found.

BODY
"HTTPStatus": 404,
"ErrorCode": "MESSAGE NOT FOUND",
"ErrorMessage": "HeBO3MOXHO HaMTM coobumeHue C ykazaHHmmM id",
"MoreInfo: {}

HTTP 404 — Not found

BODY
"HTTPStatus": 404,
"ErrorCode": "RECEIPT NOT FOUND",
"ErrorMessage": "HeBO3MOXHO HaMTM KBUTAHIMIO C ykazaHHeM 1id",

{}

"MoreInfo:
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HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "FILE NOT FOUND",

"ErrorMessage": "HeBOo3MOXHO HamTy ®Gansa Cc ykas3aHHemM id",
"MoreInfo: {}

3.1.4.9 JIns ckaunBanus (aiiyia KBUTAHIIUU HA cOOOIICHHE ucnoib3yercst meron GET

GET: */messages/{msgld}/receipts/{rcptld}/files/{fileld}/download

REQUEST

PATH

"MsgId": "string",
"rcptId": "string",
"fileId": "string"
HEADER

"Range": "string"
T'ne:

— Msgld — yHuKanbHbIi HACHTHOUKATOP COOOIICHNUS;
— rcptld — yaukanbHbIi naeHTHOUKATOP KBUTAHIUH;
— fileld — yaukanbHbIil HaeHTHGUKATODP (aiinia;
— Range — 3ampammBaemMblii quana3oH 0alToB (HeoOsi3arenbHOE mone). B ciayuae
ykazaHus umeet Bua: Range: bytes = {nuanason 0aiiT}, rae nuana3os 6ait ot 0 10
Size-1. Yka3zanne MHOKECTBEHHbBIX JHMANIa30HOB HE TOICPKUBACTCS:
Hamnpumep:
o Range: bytes =1024-4095, uro o3HauaeT OyaeT CKaYaH AMAIA30H C IIEPBOTO
10 YE€TBEPTHIN KMJIOOANTHI;
o Range: bytes =4096-, o3HauaeT OyJeT ckayaH IUama3oOH C YETBEPTOTO

kunobaiita 10 koHma (aiina;
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o Range: bytes = -4096, o3nawaer OyayT CKayaHbl IOCJCIHHE YETHIPES

Kmiio0aiiTa daiina.

ITompobOuee o 3aronoBke Range cm. mokyment «Hypertext Transfer Protocol (HTTP/1.1):
Range Requestsy [7].

RESPONSE
HTTP 200 — OK (st mostHOTO TIONTyueHust (aiina);
HEADER
— Accept-Ranges: bytes; — 3arosoBok nHGOPMHPYET KIIHEHTa O TOM, YTO OH MOYKET
3alpalirBaTh y cepBepa pparMeHThl, yKa3biBas UX CMEUICHHs OT Havana (aiina B
OaiiTax;
— Content-Length: {monHbIit pa3mep 3arpyxaemMoro cooOLICHuUS | ;

WIH
HTTP 206 — Partial content (as1st oydeHus onpenei€HHOro AUana3oHa, eciii ObUT yKa3aH
Range);
HEADER
— Accept-Ranges: bytes;
— Content-Range: bytes {nauano ¢pparmenTa}-{Koner; ¢pparmenta}/{moaHbIii pazmep
coobmienus}, nanpumep: Content-Range: bytes 1024-4095/8192, o3nadaet, 4TO
OBLT TIpeiocTaBiieH (PparMeHT C IEPBOTO MO YETBEPTHIN KUITIOOAUTHI U3 COOOIIEHUS
B 8 KMJIO0AMT;
— Content-Length: {pa3smep Tena coobuieHus }, TO eCTh mepeaBaeMoro (parMenra,
Hanpumep: Content-Length: 1024, o3nauaer, uyto pasmep ¢parmeHTa oauH

KWJIO0AT.

B BODY — 3anpammBaeMslii (aiisn uin Auana3oH.

B cnygae omm6ok:
HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "MESSAGE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaAMTM coobmeHue C ykazaHHmmMm id",
"MoreInfo: {}
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HTTP 404 — Not found
BODY

"HTTPStatus": 404,

"ErrorCode": "RECEIPT NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaMTM KBUTAHLUMIO C ykazaHHeM id",
"MoreInfo: {}

HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "FILE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HamTu damnyi C ykasaHHemM i1d",
"MorelInfo: {}

HTTP 404 — Not found
BODY

"HTTPStatus": 404,

"ErrorCode": "FILE TEMPORARY NOT AVAILABLE",
"ErrorMessage": "danyiel COOOWEHMSA BPEMEHHO HENOCTYIHH",
"MoreInfo": {
"MissedFiles": [{
"Id": "string"
"FileName": "string"
"RepositoriInfo":

“RepositoryInfo”{...}
]

I'me
— Id — yaukanbsHbIi naeHTHdUKaTOp (aiina
— FileName — ums BpemeHnHO HenocTymHOTO (aiina;

— Repositorilnfo — uadopmanus o peno3uTopusix (cM. BhIIIE).

HTTP 410 — Gone.
BODY
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"HTTPStatus": 410,
"ErrorCode": "FILE PERMANENTLY NOT AVAILABLE",
"ErrorMessage": "®amumnel coolmeHusa 0OoJjiee HEeOOCTYIHH MIM 3amada He
npengycMaTpMBaeT MX XpaHeHua",
"MoreInfo": {
"MissedFiles": [{
"Id": "String"
"FileName": "string"

}]

T'ne
— Id — yHukanbHbIH naeHTHdGUKATOp daiiia;

— FileName — ums daiina, 6e3 cogepKEMOTO.

HTTP 416 — Range Not Satisfiable.
BODY

"HTTPStatus": 416,

"ErrorCode": "INCORRECT BYTE RANGE",

"ErrorMessage": "B 3amnpoce He BEPHO yKasaH IOuanas3oH baut",
"MorelInfo: {}

3.1.5 Yaaneuue coodomenni

Vnanenue coobmienuit u ¢daitsioB Ha cropone YHO ocyiiecTBiseTcs ¢ MUCIOJIb30BAaHUEM

yauBepcanbHoro REST-cepBuca cinenyromum o6pa3om:
3.1.5.1 JIns ynaneHuss KOHKPETHOTO coob1eHus ucnonssyercs meron DELETE

DELETE: */messages/{msgld}
REQUEST
PATH

"MsgId": "string"

T'ne:

— Msgld — yHuKaIbHBINA HACHTH(PHUKATOP COOOIIICHUS.
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RESPONSE
HTTP 200 — Ok;

B ciyuae ommbok:
HTTP 403 — Forbidden
BODY

"HTTPStatus": 403,

"ErrorCode": "MESSAGE DELETE ERROR",

"ErrorMessage": "YmanmMTb MOXHO TOJIBKO Mcxondaumee 3C B cTaTycax
Ommbkxa, OTKJIOHEHO, 3apermMcTpupoOBaHO, JJocTaBjeHO, UYepHOBUK WU
npounTaHHOe Bxomdumee OC, ecnu Tekymasa maTa - JaTa cozzmaHusa 3C => 1
ron.",

"MorelInfo: {}

}

HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "MESSAGE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaMTM coobmeHue C ykazaHHmmM id",
"MorelInfo: {}

3.1.5.2 Ina ypaneHus KOHKpeTHOro (aiia WM OTMEHBI CECCHHM OTIPABKU HCIIOJIb3YeTCs

meton DELETE

DELETE: */messages/{msgld}/files/{fileld}

REQUEST
PATH
{
"MsgId": "string",
"FileId": "string"
}
I'ne:

— Msgld — yHuKanbHBIH HICHTHPUKATOP COOOIICHUS;
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— Fileld — yaukanbsHblil naenTudukaTop ¢aiina.

RESPONSE
HTTP 200 — Ok;

B cnydae ommb6ok:
HTTP 403 — Forbidden
BODY

"HTTPStatus": 403,

"ErrorCode": "MESSAGE DELETE ERROR",

"ErrorMessage": "YHmaimMTb MOXHO TOJIBKO Mcxogndamee 3C B cTraTycax
Oumbra, OTKIJIOHEHO, 3apermMcTpupoBaHO, JJoCTaBJeHO, YEepHOBUK WU
IpounTaHHOe Bxondaumee OC, ecnu Tekymasa maTa - JaTa cozzmaHusa 3C => 1
ronm.",

"MoreInfo: {}

}

HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "MESSAGE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HaMTM coobumeHue C ykazaHHmmMm id",
"MoreInfo: {}

HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "FILE NOT FOUND",

"ErrorMessage": "HeBO3MOXHO HamTu damnyi C ykasaHHemM id",
"MoreInfo: {}

3.1.6 [lsist mosty4yeHusi cipaBo4YHoil mHpopManun
3.1.6.1 Jlns momyueHus CripaBOYHMKA 3aj1a4 ucnosbzyercs meroa GET

GET: */tasks
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3ampoc MOXeT OBITh JOMOJHEH 3alpocoM Ha HampaieHue oOMeHa mo 3amayam - GET:

*/messges?direction={d}, rne {d} — nanpaBiaecume obOmena. Jomyctumsie 3HaucHms: 0/1/2. O-

Bxosmue (bP->JIK); 1-ucxonsamme (JIK-11b); 2- neynanpasienusie (JIK->JIK). Ecnu mapametp He

yKa3aH, BO3BpallaeTcs BCe 3a1aull. B ciryyae HEKOPPEKTHOrO yKa3aHusl apamMerpa — OInoKa.

QUERY

‘{"Direction": "string"}
RESPONSE
HTTP 200 — Ok
"Code": "string",
"Name": "string",
"Direction": "string",
"AllowLinkedMessages": "boolean",
"AllowAspera": "boolean",
"Description": "string"
T'ne:

— Code — kon 3amaun (o cpaBodHKKY 3a1a4 B hopmate "Zadacha_*", rne Zadacha_
- HEW3MEHHasl YacTh, * - YHCIIO/HAOOp CHMBOJIOB OMNPEACISIONIMNA MOPSIKOBBIM
HOMep/0003HAUEHHE 3a/1a4H ), UCTIOIB3YETCS IS MACHTU(DUKAIIUY 33/1a4H;

— Name — HanMeHOBaHHE 3a1a4H;

— Direction — HanpaBiieHre oOMeHa. MOKeT MPUHUMATE 3HAYCHUS:

o inbox - Bxogsmiee B JIK;

o outbox - ucxomsamee u3 JIK;

o Dbidirectional - neynanpasnennoe mexy JIK.
— AllowLinkedMessages — mpu3Hak BO3MOYKHOCTH OTHPAaBKH CBSI3aHHBIX COOOIICHHIA]
— AllowAspera — mpu3HaK BO3MOKHOCTH OTIPaBKH COOOIICHUI yepe3 ASpera;

— Description — TekcTOBOE OMMCaHKE 3a/1a41, MOXKET ObITh HE 3aIl0JIHEHO.

B ciyyae ommbok:
HTTP 400 — Bad Request.
BODY
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"HTTPStatus": 400,

"ErrorCode": "DERECTION INCORRECT",

"ErrorMessage": " HeBepHOe 3HaueHMe IapaMeTpa direction,
(monycTtmmo 0,1,2)",

"MoreInfo: {}

3.1.6.2 JIns monydenust uHpopmanmu o cBoéM npoduie ucronbzyercs merogq GET

GET: */profile
RESPONSE
HTTP 200 — Ok.

"ShortName": "string",
"FullName": "string",
"Activities": [
{

"FullName": "string",

"ShortName": "string",

"SupervisionDevision": {

"Name": "string"

}
I
"Inn": "integer",
"Ogrn": "integer",
"InternationalId": "integer",
"Opf": "string",
"Email": "string",
"Address": "string",
"Phone": "string",
"CreationDate": "string",
"Status": "string"

I'ne:
— ShortName — kpaTkoe HaUMEHOBaHHE KOMITAHUH;
— FullName — nmonHoe HauMEHOBaHKE KOMITAHUU,
— Activities — criMcok BUIOB AEATENBHOCTEN KOMITAHUH
o FullName — monHoe HauMeHOBaHKE BHA JEATEILHOCTH;
o ShortName — kpaTkoe HauMEHOBaHKE BUIA JCITEIBHOCTH;

o SupervisionDevision — moaHaa30pHOE MOApa3AeICHHE:
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o Name — HauMeHOBaHUE IOIHAA30PHOTrO noApasaeneHus banka Poccun;

— Inn — UHH xommnaunuu;

— Ogrn — OI'PH xomnanuwy,

— Internationalld —  mexayHapoasblii  uneHTuukKarop  (HeoOs3aTeNbHOE,
3ape3epBUPOBAHHOE TI0JIC);

— Opf — opranusainroHHO-TIpaBoBas (hopMa KOMIAHHH;

— Email — snexTpoHHbIi agpec KOMITaHHY;

— Address — no4ToBbIii aipec KOMITAaHHH;

— Phone — koHTaKTHBIN TeaePOH KOMITaHUH,

— CreationDate — nara coznanus JIK koMnaHuu;

— Status — texymuii ctatyc JIK xomnanuu.

3.1.6.3 J{ns monydyenust unpopmanuu o KkBote rnpoduiis ucnoiniyercs meron GET:

GET: */profile/quota

RESPONSE

HTTP 200 - Ok
"TotalQuota": "integer",
"UsedQuota": "integer",
"MessageSize": "integer"
I'ne:

— TotalQuota — napopmanus o gocTynHOU KBOTE B Oaiitax. meer popmar int64 (t.e.
signed 64 bits);

— UsedQuota — undopmarms 06 ucnonb30BaHHOM KBOTe B Oaiitax. MMeer ¢opmar
int64 (t.e. signed 64 bits).

— MessageSize — uH(bOpMaIHMs 0 MaKCHMaIbHOM pa3Mepe CcooOlIeHHs B OaiiTax.

Hmeer dpopmar int64 (t.e. signed 64 bits).

3.1.6.4 Ins momyueHust HHPOPMALIUU O TEXHUYECKUX OTOBEIICHUSX HCIIOJIB3YEeTCS METO.

GET:

GET: */notifications
RESPONSE
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HTTP 200 — Ok
[
{
"Text": "string",
"Date": "string"

["ne st kaXka0ro PJIeMEeHTa MacCHBa.
— Text — TeKCT TEXHHYECKOTO OIOBEIICHMUS,

— Date — Jlata u BpeMsi TEXHUUECKOT'O OMOBEIICHUS.
3.1.6.5 [Iyis mosrydeHusl CEcKa CIPpaBOYHUKOB UcTonb3yeTcs meton GET

GET: */dictionaries

RESPONSE
HTTP 200 — Ok
[
{
"Id": "string",
"Text": "string",
"Date": "string"
}
]
I'ne:
— Id — yHUKanbHBIA HICHTH(QUKATOP CIPABOYHUKA, WCIOJIB3yeTCS IS

uACHTU(DUKAINY 3a/1a4H,
— Text — TekcToBO€ HAaMMEHOBaHUE CIPABOYHUKA,
— Date — nata mocneaHero oOHOBIIEHUS CIIPABOYHHKA.
Macan COIlep)KI/IT I/IH(i)OpMaIII/IIO TOJIBKO O CHpaBO‘IHI/IKaX, K KOTOpBIM y I10JIBb30BAaTCIIA €CTh

JOCTYII.

3.1.6.6 Jlns moiydeHus 3amuceid KOHKPETHOTO CIIpaBOYHUKA, HO He Oosiee 100 3amuceii 3a

OJIMH 3a1poc, ucroib3yercs Meton GET

GET: */dictionaries/{dictld}
3ampoc MOXKeT OBITh JOMOJHEH 3alpOoCOM Ha CTPAHUIly CO CIIMCKOM MacCHBa 3amucei
cnpaBounuka B Busie GET:*/dictionaries/ {dictld} ?page={n}, rne {n} — crpanuna (n-s coTHs 3amucei

3aMpoILIEHHOT0 clpaBovHKKa). JlomycTumMble 3HadeHus: n>0 (10JI0KUTEIbHbIE LENbIe YK ciia, 00MbIe
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0). Ecin 3ampoc cTpaHMLIbl HE yKa3aH, BO3BpallaeTcs MepBasi CTpAaHUIA 3aluceil cpaBoyHuKa. B

CiIydae HEKOPPEKTHOTO {n} — omuoka.
REQUEST
PATH

"dictId": "string"

I'ne:
— dictld — yaukanbHbIi naeHTH(HUKATOP CIIPABOYHUKA.

PATH

"page": "integer"

I'ne:
page — HOMEp CTpaHHUIBI CIpaBOYHHMKA B pa3omBke mo 100 3amuceit (ecnm HE 3amaH, OT

BepHyTcs nepsbie 100 3anuceit).

Ipumeuanue: 3anpewaemces 3anpauiusams CnpasoyHuK, NPeosapumebHo He YOeOUsUUCH 6
MOM, Ymo OH ObL1 0OHOBNEH (MpU 3anpoce CNUCKA CNPABOYHUKO8 MEMOOOM, ONUCAHHBIM 8
nynkme 3.5.2.26 3nauenue nona Date usmenunocs Ha akmyaibHyo 0amy).

RESPONSE

B ciydae koppekTHOro 3arpoca:

HTTP 200 — OK. B cirydae KOppeKTHOTO 3ampoca B TeJie OTBETa BO3BpAIIaeTCsi OOBEKT,
COCTOSIIIIMM M3 MaccHuBa 3alMcell 3ampaliuBaeMoro CIpaBOYHUKAa M HMH(OpMAlMKM O NMaruHaluu

(pa3bMeHnu Ha CTPAHUIIbI).

BODY
{

Items: [<3aOoMCKM CHOPaBOYHMKA>]

PaginationInfo:

{
"totalRecords" : "integer",
"totalPages" : "integer",
"currentPage" : "integer",
"perCurrentPage" : "integer",
"perNextPage" : "integer",

"maxPerPage" : "integer"
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I ne:

Items: [] — maccuB 3ammceii cripaBOYHHMKA, B 3aBUCHMOCTH OT €ro CTPYKTYpbl. B MaccuBe
BO3BPAIIAOTCS 3alMCH CIIPABOYHHKA CO CTATYCOM HE PaBHBIM «ynaieH», He Oosee 100 3a oauH
3arpoc;

PaginationInfo - o6bekT ¢ nHMOpPMAIHEH O TAarMHALIMH, COACPIKAIIIHIA:

totalRecords - Bcero 3amwceii B ClipaBOYHHKE;

totalPages - Bcero crpanuir ¢ pa3ouBkoi He 6osee 100 3amuceii Ha CTpaHUIIE,

currentPage - Texyiias crpaHuiia (COOTBETCTBYeT N U3 3ampoca page={n});

perCurrentPage - 3anuceii Ha Tekymiei crpanuie win NUll, eciu 3anpoieHHast cTpaHuia He

CYIIECTBYET;
perNextPage - 3amuceit Ha ciemyrorieii ctpanuna wiuk NUll, eciu cTpaHuia He CyIIeCTBYeT;

maxPerPage- makcuMalibHOE KOJIMYECTBO 3amnuceid Ha ctpanuie (Bceraa 100).

JononuutenpbHo WHPOpMALUS O TMarvHAMK JTyONupyeTcss B 3arojlOBKE OTBETHOTO

COOOIIEHUS, C KaXIbIM 1oJoxkutenbHbiM otBeToM (HTTP 200),

HEADER
"EPVV-Total": "integer"
"EPVV-TotalPages": "integer"

"EPVV-CurrentPage: "integer"
"EPVV-PerCurrentPage: "integer"
"EPVV-PerNextPage: "integer"

EPVV-Total — o06riiee Kou4yecTBO COOOIEHHI B 3aIIPOCE;

EPVV-TotalPages — o0iiee KOJMYECTBO CTpaHWII, OXBaThiBass Bce coobrmenus mo 100
COOOIIICHUH Ha CTPAHMUIIC,

EPVV-CurrentPage — HoMep TeKyIIei CTpaHUIIbI;

EPVV-PerCurrentPage — xonn4yecTBo cooOIIeHUH Ha TEKYIIEeH CTPaHHUIIE;

EPVV-PerNextPage — konmdecTBO cOOOIIEHHI Ha CIEYIONIEH CTpaHHUIIE.

B ciydae HeKOppeKTHOTO (OMKUO0YHOT0 3ampoca):

HTTP 400 — Bad Request

"HTTPStatus": 400,
"ErrorCode": "INCORRECT_PAGE_NUM" ’
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"ErrorMessage": "llpomzoumya omumbOka. HeKOppekTHOE 3HadeHME
cTpaHMUbl: {page}l",
"MoreInfo": {
"TotalItems": “integer”,
"TotalPages": “integer”
b}
T'ne:

Totalltems - Bcero seMeHTOB B MACCHBE;

TotalPages - Bcero cranuil.

HTTP 404 — Not found.
BODY

"HTTPStatus": 404,

"ErrorCode": "DICTIONARY NOT FOUND",
"ErrorMessage": "CnpaBOUYHMK He HauneH",
"MoreInfo: {}

B ciygae eciu 3amnpoiiieH HeKOppeKTHBIN (HECYIECTBYIONIHIA) HACHTH(GUKATOP CITPaBOYHUKA
dictld;

HTTP 403 — Forbidden / 3anpemieHo.

BODY

"HTTPStatus": 403,

"ErrorCode": "DICTIONARY FORBIDDEN",
"ErrorMessage": "JlaHHBIM CHPaBOYHMK BaM HemocTyneH ",
"MoreInfo: {}

B CJIydac €CJIM Yy IIOJb30BATCIIA HET IIpaB Ha MPOCMOTP CIHpPABOYHHKA, C YKa3aHHbBIM

uneHTuuKaTopoM cripaBounuka dictld.

3.1.6.7 Ins ckauMBaHUS KOHKPETHOI'O CIPAaBOYHMKA B BHJE (ailla MCHOIB3YeTCs] METOJ

GET:

GET: */dictionaries/{dictld}/download
REQUEST
PATH
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"dictId": "string"
}
I'ne:
— dictld — yaukanbHbIi naeHTHOUKATOP CIIPABOYHUKA.
RESPONSE

B ciydae koppekTHOro 3ampoca:

HTTP 200 — Ok

B ciyyae ycnemHoro otTsera Bo3BpallaeTcs IBOMYHbIN MOTOK BuAa application/octet-stream,
coJlepKaluii zip-apxuB ¢ aByms Qaittamu B ¢dopmate xml. OnuH ¢ailyl CONEpKUT ONUCaHUE
CTPYKTYpHI CIPaBOYHHKA, BTOPOM - JaHHBIC 3allPOIICHHOrO CIpaBoYHHKA. B (ailne maHHbBIX
BO3BpAIIAIOTCS] BCE 3alHCU CIPAaBOYHUKA CO CTATyCOM HE paBHBIM «ynajeH». Xsd-cxembl xml-

daitnos cipaBouHUKOB onpeenensl B [Ipunoxennn U nokymenta [Ommoka! McTOYHUK CCHUIIKH H

€ HalijleH. ).

B ciyyae ommbok:

HTTP 404 — Not found.

BODY
{
"HTTPStatus": 404,
"ErrorCode": "DICTIONARY NOT FOUND",
"ErrorMessage": "CnpaBOUYHMK He HauneH",
"MoreInfo: {}

B ciiy4ae ecinu 3ampoiiieH HeKOppeKTHBIN (HECYIeCTBYIONIHIA) HACHTH()UKATOP CIIPaBOYHUKA

dictld;
HTTP 403 — Forbidden / 3anpemeno

BODY
{
"HTTPStatus": 403,
"ErrorCode": "DICTIONARY FORBIDDEN",
"ErrorMessage": "JlaHHBIM CHPaBOYHMK BaM HepmocTyneH",
"MoreInfo: {}

B CIydac €CJIM Yy IMOJIb30BATCIId HCT IIpaB Ha IIPOCMOTP CIpPAaBOYHHKA, C YKa3aHHBIM

uneHTuduKaTopoM cripaBounuka dictld.
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3.2 BzaumopaeiicTBue ¢ ucnoJib3oBanuem ceppuca REST-YTA
3.2.1 Onucanue cepsuca REST-YTA

3.2.1.1 IlpuHIUTIBI B3aUMOICHCTBHS

WuunnmaropoM 31eKTpoHHOTO oOMeHa MoxkeT ObiTh kKak KO, tak u bank Poccuu. IIpuem
unpopmanun or KO nomxen ocymectBisatbes [lopranom "buspéct" ¢ ucnonszoBanuem REST-
cepBuca. B kauecTBe TpaHCIOPTHOIO ajanTepa MpU 3TOM AOJKHO MCIOJIb30BAThCS CIIEHUAIBHOE

nporpamMmmHoe obecrniedeHue (aioBoro B3aumoericteus banka Poccuu (CITO YTA).
3.2.1.2 Obume mpaBuia opopMIIeHH COOOIIEHNH, nepeaaBaeMbIx 1o nporokoay HTTP 1.1

CJIEAYET 3anaBats abconrotabiii URL B mapamerpax meronoB POST u GET.

ITone  Accept CJIIEAYET  3amonuate  3HadeHHsiMH  «application/soap+xmly,
«application/json».

[Tone User-Agent CJIEAYET 3anonssTh CTpOKOBBIM 3HaUeHHEM, UAeHTUpumpyommm 10,
KOTOPOE UCIIOJIB3YETCS I B3aUMOACUCTBUS ¢ BHEIIHUM ITOpTAJIOM.

CnoBo «CJIEAYET» wucnomp3dyercs A yKa3aHUS TOrO, 4YTO JaHHOE TpeOoBaHUE
cnenuuKaluy J0DKHO OBITh 00€CredeHo, €ClM 3TOMY He MPEMSITCTBYIOT CEePbEe3HbIe MPUYUHBI.

JlaHHOE MPaBUIIO COOTBETCTBYET TPEOOBAHUIO K peali3alliy MPOTOKOIIA, onpeeenHoe B RFC 2119.
3.2.1.3 ABTopwu3arus

Jlns  ocymiecTBieHHs  MH(QOPMALMOHHOTO  B3aUMOJICHCTBHA  HEOOXOIUMO  MPOWUTH
aBTopu3anuio B [loprane "buspéct". ABTOpH3anus ocyuiecTBisercs ¢ noMousko nepegaun HTTP
3arojioBka «Authorizationy. Tum aBropu3zaruu — «Basic.

B kadectBe sormHa TmepenaeTcs JOMEHHAs Yy4YeTHas 3alluCh, KOTOpas WMEET BUJ:
«DOMAIN\usery. Jloruyeckuii agpec u mpapa OTHPABHUTENS OHNPEICISIOTCS COTJIACHO YKa3aHHOI

JIOMEHHOU Y4eTHOH 3anmucu a0OHEHTA.
3.2.1.4 OTtnipaBKa JaHHBIX

[Ipuem nanneix ot KO Ha cTtopone I[loprana "buBpéct” ocyiecTBiseTcs ¢ HCIOAb30BAHUEM

POST: http://<host>:<port>/rapi2/outbox/data

REQUEST

{
"to" : [ "sds-smtp", "sds-file" ],
"fileName" : "super-puper-file.txt",

" dataﬂ
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"0JXRgdC70Lgg0LLR1yDRjdAGCOL4g0L/RgNC+0YfQuNGCOLDQuUICA4LCDRgtC+INCyO
YsgOLzQvtC70L7QtNGGOYsh",
"taskName" : "TestForCrypt"
}

rre
— t0 - MaccHUB JIOTHYECKHX aJ[PECOB MOJTydaTeNeH;
— fileName - umst nepenaBaemMoro 0OJ0Ka JaHHBIX, €CJIM TOTpeOyeTcs co3aath (aiin
IIpH [epeaaye - 3To OYJEeT ero uMs;
— data - base64 3akonupoBaHHBIN OJIOK MEpeaaBacMbIX JaHHbIX;
— taskName - Ha3BaHue 3aauul B paMKax KOTOPOU OyJeT IMPOU3BOAUTHCS Tepeaaya.

RESPONSE

"messageId" : "86elfcll-679%9a-4cdb-a%990-0e435e0cb5bad",
"status" : "OK"

rie
— messageld - uaenTrdukarop nepeaaHHoro Ha 00pabOTKy COOOIICHHS.

3.2.2 OrnpaBka ¢aiijia

Otmpaska OC, coaeprxkariero (haii, OCyIIeCTBISIETCS B TPH dTara.
3.2.2.1 Ioran

POST: http://<host>:<port>/rapi2/outbox/files

REQUEST

{
"size"™ : 112839389

}

rac

— Size - pa3mep nepenaBaemoro (aiiia B GaiiTax.

RESPONSE

"messageId" : "79%9a274a8-4b11-40a2-be93-7fb839cc7a3d",



71

LHBP®.62.0.39683.TY-65
"status" : "OK"

rae
— messageld - uaeHTH(HUKATOP CeCCHM OTIPABKH (aiija, ero CiaeayeT HCI0Ib30BaTh

B KauecTBe {id} nmamee B meTonax 2 u 3.

3.2.2.2 Il atan

PUT: http://<host>:<port>/rapi2/outbox/files/{id}

REQUEST

{

"chunk"
"0JAg0YPQtiDQtdGBOLvQUCDQUCDRIAGCOL4g0L/RgNC+0YfQuUNGCOLDQUICALCDRY
tC+INGBOL7QstGBOLXQvCDQVNC+0LvQutCOOYbRiyE="

}

RESPONSE

"status" : "OK"

3.2.2.3 Il »ran

POST: http://<host>:<port>/rapi2/outbox/files/{id}

REQUEST
{
"to" : [ "sds-smtp", "sds-file" ],
"fileName" : "super-puper-file.txt",
"taskName" : "TestForCrypt"
}
rjae

— t0 - MacCHB JIOTMYECKHX aIPECOB MOJTyUaTeNei;
— fileName - umst nepenaBaemoro (aiina;

— taskName - Ha3BaHue 3aauk B paMKax KOTOpo Oy/JeT IpOU3BOANUTHCA Tiepeaaya.

RESPONSE
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"messageId" : "86elfcll-679%9a-4cdb-a%990-0e435e0c5bad"
"status" : "OK"

rIe

— messageld - yaukanbHbIH HACHTH(GHUKATOP MIEPEAAHHOTO Ha 00pabOTKy COOOIIEHHS.

3.2.3 losryyeHue cooo1IeHUIT
3.2.3.1 [Tonyuyenue crimcka cOOOIICHUIA

GET: http://<host>:<port>/rapi2/inbox/messages

RESPONSE
{
"ids"™ : [ "493451f7-5dc7-4004-a831-88pb18139%08b9", "f£730cobbb-
30e0-4bcb-b2le-d8fe826062c70" ],
"status" : "OK"

rue
— idS - yHUKaJIBHBIH UACHTU(DUKATOP OXKUAAIOIIMX TPHEMa COOOIICHHMA, UX CIACIyeT

MPUHUMATH B KauecTBe {id} B MeTOgax HUXKeE.

3.2.3.2 Tlony4yeHne MeTaAaHHBIX COOOIICHUS

GET: http://<host>:<port>/rapi2/inbox/messages/{id}
RESPONSE

"from" : "sds-file",

"to" : [ "ext-smtp", "ext-file" ],
"fileName" : "super-puper-file.txt",
"taskName" : "TestForCrypt",
"status" : "OK"

TIe
— from - morudyeckuii agpec OTIIPABUTENST COOOIICHHMIA;

— t0 - MacCHB JIOTHYECKUX aIPECOB MOIyJaTeNIed COOOIIECHNUS,
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— fileName - umst mepenaBaemMoro B cooOmieHuu (aiina win 06J10Ka JaHHBIX;

— taskName - ums 3a1a4m B paMKax KOTOPOM MPOUCXOMIA iepeiadya COOOLICHUSI.

3.2.3.3 Ilonyyenwue Tena cooOmeHust (BCero cpazy oJHuUM (hanaom)

GET: http://<host>:<port>/rapi2/inbox/messages/{id}/data

RESPONSE

File xak application/octet-stream

3.2.4 llory4yeHue cOOOUIEHUS YACTAMH
3.2.4.1 Tlony4yeHue KOTUYECTBA YacTen
GET: http://<host>:<port>/rapi2/inbox/messages/{id}/parts/{chunkSize}
rac

— id - yHUKanbHBINA HICHTU(PHUKATOP COOOLICHUS;

— chunkSize - sxenaemplii pa3mep 4acTu Ha KOTOPBIEC CTOUT pa3douBaTh (aiii.

RESPONSE

"chunkCount" : 10,
"chunkSize" : 12345

rae

— chunkCount - konuvecTBo yacrteil B pa30HeHUY;

— chunkSize - pasmep wyactu (moBTOpsIeT MepenanHbiii B 3anpoce chunkSize).
BAJXKHO! Pa3mep nocnenseit yactu Moxet He paBHsThCst ChunkSize u ObITh MeHbIIIe, T.K. HE

Bcerja (haiiin poBHO pas3zesnsieTcs o yKa3aHHOMY pa3Mepy.
3.2.4.2 Tlony4eHune yacTu

GET: http://<host>:<port>/rapi2/inbox/messages/{id}/parts/{chunkSize}/{part}
rie

— id - yHUKaJIbHBIN UICHTU(HUKATOP COOOIICHUS;

— chunkSize - sxemaemblii pa3Mep 4acTu Ha KOTOPbIE CTOMT Pa3OuBaTh (haii;

— part - Homep gactu ot 0 10 chunkCount - 1 BkIrounTeNbHO (HymMepamus He ¢ 1, a c

0).




74

[1bP®.62.0.39683.TY-65
RESPONSE

Chunk xak application/octet-stream

BAKHO! Ecnu 6v1 nepeoanu part >= chunkCount mo owubku ne npousotioem, sam 6ydem
npocmo eozspawger chunk pazmepom 0 6auim. Omo makdice MOJNCHO UCHOIBL308AMb KAK
UHOUKAMOP OKOHUAHUS Nepedayu, ymodwvl He 8bizbleamb memoo 6 pazoene |. T.e. ebl modceme
peanuzoeams 3a2py3Ky aiiia Kycoukamu ciedyiouum oopazom:

while ( ( chunk = fetch (part++) ).size !'= 0 )
{

// do something
}

3.2.5 YaaneHnue coo0meHus

DELETE: http://<host>:<port>/rapi2/inbox/messages/{id}
RESPONSE

"status" : "OK"




75
[1bP®.62.0.39683.TY-65

4 3amura nepegaBaeMoil HH(poOpMaHHU

4.1 Kpunrorpadguyeckasi 0opadorka unopmanuu
Jns  obecriedeHus: Kpunrorpadguueckod o0pabOTKM HMHPOpPMALUH, IepelaBacMol H3

Knuentckoro IIO B Ilopran "bupéct”, Ha cropone Iloprana wucnonszyerca CK3U
ceprudpunupoBannoe ®Chb PO®. [[ng mnepenaur JaHHBIX, MNPOIISAMNAX KPUOTOrpadUUIECKYIO
00paboTKy, MeX 1y BHeIIHUMH aboHeHTamHu U [Toptamom "buspéct" ncnonp3yercs popmat PKCS7#.
Jnst obecrieuenuss  kpunTorpadudeckoin  00paboTkM  WH(OpManuu, MnepeaaBaeMoin
(momyuaemoit) B (u3) bank(a) Poccun mocpeactsom Iloprana "buBpéct" Ha cTOopoHE BHEUIHETO
aboneHTa 10JKHBI TpUcyTcTBOBaTH CK3W, yaoBIeTBOpSIONIUE CIeIyIONUM TPeOOBaHUSAM:
— tpeboBanusim [lpukaza ®Ch ot 27 nmexadpst 2011 r. Ne 796 «O6 yTBepkIeHUU
TpeOOBaHUI K CpeAcTBaM S3JEKTPOHHOM MOANUCH M TpeOOBaHMN K CpeacTBaM
YIIOCTOBEPSIOIIETO IICHTPaY;

— obmanaromue ceprudurarom OCB.

[Ipu xpunrorpaduyeckoir 3amurTe UWHPOPMAIMKM HA CTOpPOHE AOOHEHT JIOJDKHBI
UCIIOJIb30BAThCS KaK OJOYHBIE, TAK U IIOTOYHBIC METO/IbI IN(POBAHUS JaHHBIX KaK IPH MOTY4ECHUH,

TaK W HanpasjieHuu JaHHbIX B [lopran "buspéct".

4.2 Ycaosusa B3aumopaeiicreusa ¢ BII EIIBB

B 006paboTky npuHUMAIOTCS COOOIIEHNUS, UIsi KOTOPBIX BBITIOJHSIOTCS BCE TIEPEUUCIICHHBIE
KpUTEPUHU:

a)  coobmieHue 3amuppoBaHO MOTOKOBBIM METOJIOM MJIM UMEET pa3mep MeHee 256
KUJI00aMT;

0) kpunrorpaduyecKue ornepanuu J0JKHBI BHITOTHATHCS C YYETOM CIICTYIOLTUX

TpeOoBaHMI:

— JUTMHA CEKPETHOTO KJTF0Ya OTIPABUTENS JOJDKHA COCTABIISITH 256 OUT;

— JUTMHA OTKPBITOTO KIIt0Ya MOJTydaTens J0KHA ObITh 512 OuT;

B) Ul IOTOKOB, TPEOYIOIIKX MONMCAHNUE, COOOIIEHNE TIOTUCAHO HE MEHEE YeM OJHOMU
BepHoi YKOII, onHa 3 koTopeIx nomkHa coorBeTcTBoBath JIK o napamerpy MHH. YKOII
CUMTAETCsl BEPHOM, €CITM OHa KpUnTorpaduuecku BepHa, cepTU(HUKAT MOANUCABIIET0 HE UCTEK U
OTCYTCTBYET B aKTyaJIbHOM Ha MOMeEHT npoBepku COC;

I) B KOHTEWHEpE MOANHUCU COJIEPKUTCS COOCTBEHHBIN cepTU(PUKAT MOMUCABILIETO B

konupoBke DER.
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5 IlapaMeTpbl NOAKIIOYEHNSI BHEIIHUX A00HEeHTOB K BHemHeMy

noprajny

5.1 IloaknroyeHHe K BHELIHEMY MOPTAJYy ¢ HCNoJb30BaHueM REST-
cepBuca
Jis mogxmouenus k [lopramy "buspéct" mocpenctBom yracnenoBanHoro REST-cepsuca

(He pexomeHayeTcs HCHoJib30BaTh) Heobxoaumo B Kimentckom IIO ortnpaButens yka3aTh

cnenyrolyro ceeliky: https://portal5.cbr.ru/service-reporting-api/*

st monknrouenust Kk [lopramy "buBpéct" mocpencrBom yHuBepcambHoro REST-cepBuca
(pekoMeHayeTcst UCTI0B30BaTh) HeoOxoaumo B Kimnentckom [1O otnpaButens yka3zarhb CleIyIOLUIYIO

ccpuiky: https://portal5.cbr.ru/back/rapi2/*

Bmecto 3Be310uk1 HEOOXOMMO YKa3aTh METO/IbI, ONIMCAHHBIE B IPUIIOKEHUU K HACTOSILIEMY
nokymenry (3.2.1).
Crnenndpukammst REST-cepBuca Moxer ObITh H3MEHEHa, 0O0paTHas COBMECTUMOCTH

(BEpCHOHHOCTB) HE TAPAHTUPYETCA.

5.2 loak.110YeHHE K BHEIIHEMY MOPTAJIY € HCIOJIb30BAHHEM NPOTOKOJIA
FASP

Opranu3anys B3aMMOJICHCTBHS BHEHIHUX aOOHEHTOB C CEPBEPOM JAHHBIX 1O MPOTOKOITY
FASP B0o3MOXHA C UCIIOIH30BAaHUEM CIIEAYIONTUX METOJIOB:
— I'paduueckuii kiment IBM Aspera Client;
— Yrumura komangHou crpoku IBM Aspera CLI;
— Habopsr 6ubmmorex APl IBM FASP Stream SDK u IBM FASP Manager SDK
(momnepxuBaembie Python, Java, C#, GO, C++ - Mac Intel, C++ - Windows x86
(VS-2015), C++ - Windows x64 (VS-2015)).

Omnmucanue API IBM FASP Stream SDK u IBM FASP Manager SDK 1 6u0aroTexkun MOXHO

cKavath ¢ OHUIMATLHOTO cepBepa pa3padborunka developer.asperasoft.com.

5.3 Ycaosusa B3aumonaeiicreus ¢ BII EIIBB

B 06pabotky [Topranom "buBpéct" nmpuHUMarOTCS COOOIIEHHUS, I KOTOPBIX BBITTOTHSIIOTCS
MIEPEYUCIICHHBIE B ILI. 4.2 KPUTEPUU U BBHIMOIHIIOTCS TpeOOBaHUS K UMEHH (ailioB: ©UMEHa BCEX

nn

GaitioB He NOJKHBI COAEpKaThb CUMBOJIBI, OTJIIMYHBIE OT JIATUHUIIBI, LIUPpP U CHUMBOJIOB " HE
JOJKHBI OBITH JJIMHHEE 64 CHMBOJIOB C Y4€TOM pacHIMPEHUN, €CIi WHOE HE OrOBOPEHO B

JOKYMCHTAallUU Ha COOTBCTCTByIOIJ_[I/Iﬁ IIOTOK.
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6 IlepeyeHb KOA0B OIIUOOK

[lepeueHb K0I0B 1 onucaHust 00paboTKu mpuBeacH B Tadsuie (Tadmuma 1).

Tabauua 1 — IepeyeHb KOI0B 00pPadOTKHU COOOIIEHUIT TOACHCTEMOI «BHeHMiA

LJTI03»
Kon Onucanune
00padoTKu

0000 Coo0rieHue ycrenHo oopadboTaHo

1001 Coobmienue He OyneT 00paboTaHO, TOCKOJIbKY HE COOTBETCTBYET TPeOyeMOid
CTPYKTYpE.

1003 Coobmienue He OyneT 00paboTaHo, TOCKOJIbKY €ro (opMaT He TOIIEPKUBACTCS
TpancrioptaeiM nuro3om EITBB.

1005 Coob1ienue He OynieT 00paboTaHo, MOCKOJIBKY apXHB CHOPMUPOBAH HEBEPHO.

1006 Coo0renne He Oyaer 00paboTaHo, MOCKOIBKY CITY>KEOHBI KOHBEPT HE
COOTBETCTBYET TPEOYEMOH CTPYKTYpE.

1007 Coobmienue He Oyner 00padboTaHo, TOCKOJIBKY CITY>KEOHBIN KOHBEPT 3aII0JIHCH
HEKOPPEKTHO.

3001 Coo0rienne He Oyaer 00paboTaHo, MOCKOIBKY HE COOTBETCTBYET PEITTAMEHTY.

3003 CoobmieHue He Oynier 00paboTaHo, TOCKOJIBKY 3apaKEHO BUPYCOM.

3004 Coob1ienue He OyneT 00paboTaHo, MOCKOJBKY afipecHast uHpopMalys yka3aHa
HEKOPPEKTHO.

3008 BeisBieHa yrposa npu rnpoBepke (aiiia Mo ysieM KOHTeHTHOTro aHanu3a. Daiin
nepeMenieH B KapaHTHH.

3010 CooOrienue He OyneT 00paboTaHo, Tak KaK HE COOTBETCTBYET TpeOyeMol cxeme
XML cooOrienusl.

3011 Tpebyemsrit nokymeHT (Charge, ExportRequest, PacketUNIFO) B momy4ueHHbIX
JAHHBIX He HalAeH

4001 [Tpousonuia ommoKa npy pacM@poBaHUK COOOIIEHUSL.

4002 [Tpown3onuia ommoOKa Mpy NPOBEPKE MOATICH B COOOIICHNH.

4003 [Tpown3onuia ommoOKa mpy 3amuGpPOBaHUH COOOIICHHMSI.

4004 I[Tpousonia ommoKa Npu CHATHU JIEKTPOHHOMU MOJIIUCH B COOOLIEHHH.
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7 Koabl omm6oxk ITIT YuuBepcaabubliit REST-cepsuc EIIBB

[lepeueHb K0I0B ¥ onucaHust 00paboTKH mpuBeacH B Tadsuie (Tadmuma 2).

Tab6auua 2 - Ilepeuenb kogoB ommmook II1 Yausepcaabubiii REST

HTTP
STATUS EPVV_ERROR TEXT 3anpoc
400 COMMON ERROR OO0mas ommoka GET /messages
- 3amnpoca
[Tapamerp content-
length He PUT
400 EONLENTLENGTHINGO | coommercrayer Jmessages{msgld}/files/{fileld}
pa3Mepy BXOJISIINX
JTAHHBIX
PUT
CONTENT_LENGTH_NOT_ | He yka3an mapamerp | /messages/{msgld}/files/{fileld}
400
SET content-length
He ykazan nimm PUT
CONTENT_RANGE_INCOR | yka3aH HEBepHO . .
400 RECT HapaveTp content- /messages/{msgld}/files/{fileld}
range
400 DATA_ALLREADY_WRITT | launsle yxe PUT
EN 3aIMCaHbI /messages/{msgld}/files/{fileld}
PUT
FILE ALLREADY LOADE ) /messages/{msgld}/files/{fileld}
400 D - @aiin yxe 3arpyxen | POST
/messages/{msgld}/files/{fileld}/c
reateUploadSession
400 DATA RANGE_SAVE_ERR | Ommb6ka coxpanenust | PUT
OR y4acTKa JIAHHBIX /messages/{msgld}/files/{fileld}
He ynanocs
MIPOYUTATH JAHHBIE, PUT
400 DATA_UNREADABLE yOenuTech 4To Jmessages/{msgld}/files/{fileld}
KOHTEHT 3aJ1aH
KOPPEKTHO!
HesepHoe 3HaueHune
400 DERECTION_INCORRECT | mapamerpa direction | GET /tasks
(mommyctumo 0,1,2)
Ombka npu
400 8:2\? TIONARY_DATA_ERR nonydenun ganuaeix | GET /dictionaries/{dictld}
cripaBoyHuKa {dictid}
400 REQUEST_AUTHOR_NOT_ | He ymanock n3Bjiedb DELETE /messagesi{msgld}
SET aBTOpa 3anpoca
400 REQUEST _PLAYLOD_INC | HenpaBuiibHOE TEIO POST /messages

ORRECT

3ampoca
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HTTP

STATUS EPVV_ERROR TEXT 3amnpoc
I[Mpowusoriuia ormoKa.
400 INCORRECT PAGE NUM HexoppekTHoe GET /dictionaries/{dictld}
- - 3HaueHue crpanuipl: | GET /messages
{page}
Hekoppektnoe
400 IRI\,IAc\:l\(/? RRECT_REQUEST_PA 3HaueHue mapamerpa | GET /messages
3ampoca
400 TASK_CODE_MUST BE_S fe‘“e’“:’z i‘;IT;’Me PUT:
ENT Tals’kﬂ PIMEID | 1messages/{msgld}/files/{fileld}
Pasmep ¢aiina He
400 FILE_SIZE_NOT_MATCH_ | coorBercTBYET POST /messages
DB 3aIMcH U3 0asbl
JaHHBIX
POST /messages
401 ACCOUNT_NOT_FOUND Axxaynt He Haviien | GET /profile
GET /quote
Joctyn k
403 DICTIONARY_FORBIDDEN | cripaBounuky GET /dictionaries/{dictld}
3arnpelieH
Y nanite MOXKHO
TOJIBKO UCXOJISIIEE
9C B crarycax
OIINOKa, OTKJIOHEHO,
3aperACTPHPOBAHO, DELETE /messages/{msgld}
403 IF\Q/IESSAGE_DELETE_ERRO ig;;iiii{;;m DELETE
. /messages/{msgld}}/files/{fileld}
pxojsmiee IC, ecin
TEKyIas Jata - jara
coznanust OC => 1
ron
404 DICTIONARY_NOT_FOUN CHP&BO‘IHI/IK HE GET /dictionaries/{dictld}
D HalieH
POST
/messages/{msgld}/files/{fileld}/c
reateUploadSession
GET
/messages/{msgld}/files/{fileld}
y PUT
404 FILE_NOT_FOUND HeBosmonwo Halith | oo o oo/ emsgld}files/{fileld}

¢aiin ¢ ykazanHbIM id

GET /messages/{msgld}/files/{fil
eld}/download

GET /messages/{msgld}/receipts
Hreptid}/files/{fileld}

GET /messages/{msgld}/receipts
{rcptid}/files/{fileld}/download
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HTTP

STATUS EPVV_ERROR TEXT 3ampoc
GET
. /messages/{msgld}/download (mip
104 FILE_ TEMPORARY_NOT _ ;I;f;fefl‘;‘fme‘m" WM. €CITH JUTs BeeX (baiiios B
AVAILABLE COOOIIIEHHN)
HeAoCTyreH GET /messages/{msgld}/files/{fil
eld}/download
GET /messages/{msgld}
DELETE /messages/{msgld}
POST /messages/{msgld}
GET
/messages/{msgld}/download
POST
/messages/{msgld}/files/{fileld}/c
reateUploadSession
GET
HeBo3moskHo Haiiti | /messages/{msgld}/files/{fileld}
404 MESSAGE_NOT_FOUND COOOIIICHHE C PUT
yKa3aHHbIM id /messages/{msgld}/files/{fileld}
GET /messages/{msgld}/files/{fil
eld}/download
GET /messages/{msgld}/receipts
GET /messages/{msgld}/receipts
Hreptld}
GET /messages/{msgld}/receipts
Hreptid}files/{fileld}
GET /messages/{msgld}/receipts
H{rcptld}/files/{fileld}/download
GET /messages/{msgld}/receipts
HeBo3moxHO HailTh Rrcptid} .
404 RECEIPT NOT FOUND | keurranumio ¢ GET /messages/{msgld}/receipts
i Hreptid}files/{fileld} _
YKASAHHBIM T GET /messages/{msgld}/receipts
H{rcptld}/files/{fileld}/download
. . | POST
405 gj\? 5{.5583 IE ST—ADDRES gpggigﬁ?ifOBblﬂ /messages/{msgI_d}/files/{fileld}/c
reateUploadSession
Jlnst daiina ykazaHo
RepositoryType = POST
405 gg;—éléég WED_FOR_ASP Aspera, on He moxket | /messages/{msgld}/files/{fileld}/c
- ObITh 3arpyskeH yepe3 | reateUploadSession
HTTP
Coo01ieHne He
406 MESSAGE_SENT ERROR | mosKer GbITh POST /messages

OTIIPABJIEHO

POST /messages/{msgld}
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HTTP
STATUS

EPVV_ERROR

TEXT

3anpoc

406

FILE_SIZE_ERROR

Pasmep ¢aitna
{file.name} nomxen
ObITh JloKeH OBITh B
nuamas3one ot 1 1o
92233720368547758
07 Gaiit

POST /messages

406

DUPLICATE_FILE_NAME

Nmena ¢aiinos He
JIOJDKHBI TTIOBTOPSITHCSI

POST /messages

406

FILE_ENCRYPTION_FLAG

_MUST_BE_SET

Jliis daiina
{requestfile.name}
JIOJDKEH OBITh YKa3aH
¢uar mmdpoBaHysL.

POST /messages

406

REQ _FILE_EXTENSION_ER
ROR

daiin
{requestfile.name} ¢
yKa3aHHbIM (hr1arom
M (ppoBaHUs TOTKEH
HMMETh PACIIUPEHUE
.enc.

POST /messages

406

SIGN_FILE_EXTENSION_E
RROR

daiin noamnvcu

{sigfile.name}

JIOJDKEH MMETh
pacmupenne \'.sig\’

POST /messages

406

INCORRECT_RECEIVER

[onmy4atens gomkeH
oIt KO

POST /messages

406

RECEIVER_NOT _SET

He
OTIpeJieNieH ToTyJare
b

POST /messages

406

SEND_BY_THIS_TASK_NO
T_ALLOWED

He nocrymnna
OTITpaBKa COOOITICHUS
110 YKa3aHHOM 3a/1aue.

POST /messages

406

SIGN_FILE_NOT_FOUND

He naiinen daitn st
IIOAIMNCHU
{sigfile.name}.

POST /messages

410

FILE_PERMANENTLY_NO
T_AVAILABLE

®aiin cooldueHns
6oJsiee HeIOCTYTIEH
WITH 3a/1a9a He
NpeyCMaTpPHBAET €ro
XpaHEHUs

GET
/messages/{msgld}/download (mip
UM.: €CJIU JUTs BeeX (haiiioB B
COOOIIIEHHN)

GET /messages/{msgld}/files/{fil
eld}/download

413

ACCOUNT QUOTA _EXCID
ED

CooO1ieHre He
MOJKET OBITh
OTIPABIIEHO, TAK KaK
OCTaBIIIAsICS KBOTA
XpaHEHUs UCTOPUU
obmena DC Oyner
TIPEBBIITICHA.

POST /messages
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HTTP

STATUS EPVV_ERROR TEXT 3anpoc
Coo0mienue He
MOXKET OBITh
413 :;ADE SSAGE_QUOTA_EXCID otmpasieHo, Tak kak | POST /messages
pasmep OC
IIPEBBIIIACT KBOTY
GET
B sampoce He BepHO /messages/{msgId}/downlo_ad _
416 INCORRECT_BYTE_RANG GET /messages/{msgld}/files/{fil
YKa3aH Arualia3oH
E Saiir eld}/download _
GET /messages/{msgld}/receipts
H{rcptid}/files/{fileld}/download
Hegepnbie
IapaMeCTpbI B TCIIC
499 INCORRECT_BODY_PARA | zampoca. [Tposepsre | POST /messages
M COOOIIIEHNE Ha POST /messages/{msgld}
COOTBETCTBHUEC
IapamMeTpam 3a1a4n
He naiineno
COO6H.I€HI/I€, KOTOpOC
422 INCORRECT_CORRELATIO | nomkHo POST /messages

N_ID

COOTBCTCTBOBATH
IEPEIAHHOMY
Correlationld
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IlepeyeHb CCHIJIOYHBIX JOKYMEHTOB

1 RFC2119: Key words for wuse in RFCs to Indicate Requirement Levels.
(http://www.ietf.org/rfc/rfc2119.txt).

2 W3C SOAP Version 1.2, W3C Candidate Recommendation 19 December 2002
(http://www.w3.0rg/TR/soap12-part0; http://www.w3.0rg/TR/soap12-partl;
http://www.w3.0rg/TR/soap12-part2).

3 VYuudummpoBanasie (opMaThl SJICKTPOHHBIX OAHKOBCKMX cooOmeHuid. CTpykTypa H

IIpaBuJjia 3allI0JIHCHHA 3arojJioBKOB CJ'Iy>KC6HOFO KOHBCpPTA.

RFC2821: Simple Mail Transfer Protocol (http://www.ietf.org/rfc/rfc2821.txt).

RFC2822 : Internet Message Format (http://www.ietf.org/rfc/rfc2822.txt).

RFC3023: XML Media Types (http://www.ietf.org/rfc/rfc3023.txt).

RFC2616: Hypertext Transfer Protocol — HTTP/1.1 (http://www.ietf.org/rfc/rfc2616.txt).

RFC1939: Post Office Protocol — Version 3 (http://www.ietf.org/rfc/rfc2616.txt).

WebSphere MQ Information Center VV1.2. WebSphere MQ Application Programming Guide,

© 0 N o o1 s

© Copyright International Business Machines Corporation 1994, 2002. All rights reserved.

10 «Direct Internet Message  Encapsulation»  (http://msdn.microsoft.com/library/en-
us/dnglobspec/html/draft-nielsen-dime-02.txt).

11 GZIP file format specification version 4.3, May 1996.

12 INTERNET MESSAGE  ACCESS PROTOCOL -  VERSION 4revl
(www.ietf.org/rfc/rfc3501.txt).

13 IMAP4 Authentication Mechanisms (www.ietf.org/rfc/rfc1731.txt).

14 RFC2618: HTTP Over TLS (http://www.ietf.org/rfc/rfc2618.txt).

15 RFC1321: The MD5 Message-Digest Algorithm (http://www.ietf.org/rfc/rfc1321.txt).



http://www.ietf.org/rfc/rfc1321.txt
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IlepeyeHb NPUHATHIX COKPALLICHU A

HTTP Hypertext Transfer Protocol, I 'urieprekcToBbIi IPOTOKOI
nepeniauu, onucbiBaercs 1okymenToM RFC2616

HTTPS HTTP over TLS, 3ammmiennas Bepcus mpotokosna HTTP ¢
ucrnionb3oBanreM SSL3/TLS, onuceiBaeTcs TOKYMEHTOM
RFC2818

XML eXtensible Markup Language, pacimpsieMblii S13bIK
pa3MeTKu

I'OCT ["ocynapcTBeHHBIH cTaHAapT

EIIBB Enunas cucrema oOMeHa JaHHBIMU C BHEITHUMU
a0OHEHTaMH

O/ Hudopmaryst orpaHIuEHHOTO JTOCTYIa

JIK JlnunpIii KaOWHET

COoC CnmcoK 0TO3BaHHBIX CEPTU(HKATOB

YHO YyacTHuK HHGOPMAIIMOHHOTO OOMEeHa

VI Y 10CTOBEPSAIOIININ LIEHTP

OIl DJIEKTPOHHAs MOJHUCH

2C DJIEKTPOHHOE COOOIICHUE
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JIMCeT perucrpanuum U3MeHEHU I

ns

Homepa smmcrToB (cTpanum)

H3M
e-
HCH
HbI
X

3aMCHCH
HBIX

HOB
bIX

aHHYJIMPOBa
HHBIX

Bcero
JHUCTOB
(ctp.) B
JOKyMe

HTE

Ne
AOKyMe
HTA

Bxoasmuii
Ne
COIPOBOAMTE
JBHOI0
JOKYMEHTa

IMoan
HCh

Ta




86
[1bP®.62.0.39683.TY-65

CocraBuin
HaumenoBanue JIOKHOCTh @amunus, UM, IToanuck Jlata
OpraHu3allki, WCTIOJTHUTEIIS OTYECTBO
MoApa3AeJICHUs
Benymmit umxkenep | Motun C.B.
000 «®Daktop-TC» | ornena CHUCTEMHOM
MHTErpaliU
CorunacoBaHo
HaumenoBanue
Ne JloJKHOCTD dOUO JInyHaga noanuch

nmoapasacjacHust




