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OO0 ycTaHOBJIeHHH 00513aTeJIbHBIX AJI51 HEKPeAUTHBIX (UHAHCOBBIX
opraHu3auuil TpedboBaHuil K odecrneyeHHIO 3alIMThHI HHGOpMaLUU PH
OCYILIeCTB/JICHHH AeTeJILHOCTH B c(pepe PHHAHCOBBIX PLIHKOB B LieJsIX

NPOTHBOJAEHCTBHUSA OCYLIECTBJIEHHIO HE3aKOHHBIX (HMHAHCOBBIX ONepalHii

Hacrosiiee ITonoxeHne Ha ocCHOBaHUM cTaThu 76%! MenepanbHoro 3akoHa
ot 10 urons 2002 roga Ne 86-D3 «O LlentpansHom 6anke Poccuiickoit @enepanmu
(banke Poccum)» (Cobpanue 3akoHomatenbcTBa Poccuiickoin ®enepauun, 2002,
Ne 28, ct.2790; 2018, Ne27, ct. 3950) ycraHaBiuBaeT oOs3aTeIbHBIE s
HEKPEAUTHBIX (DUHAHCOBBIX OpraHU3alMil TpeOOBaHUS K OOECIEeYeHHIO 3aIlUThI
UH(pOpMallMy MPY OCYLIECTBIEHHH ACATEIbHOCTU B cdepe (GHUHAHCOBBIX PHIHKOB,
IpeNyCMOTPEHHOM YacThio nepBoi crateu 76! MenepansHoro 3akoHa ot 10 urons
2002 roma Ne 86-@3 «O llentpansHom Oanke Poccuiickoit ®@enepanun (banke
Poccun)» (Cobpanue 3akoHomatensctBa Poccuiickoit @enepauuu, 2002, No 28,
cT. 2790; 2020, Ne 31, ct. 5018), B uensIX MPOTUBOAEHCTBHS OCYIIECTBIIEHHIO
HE3aKOHHBIX (DUHAHCOBBIX OIEpaIUi.

I'naBa 1. O0mmue TpeGoBaHus K obecneyeHUI0 321U THI HHGOPMaIUH NPH

OCYLIECCTBJICHHUHU NCATCJIbHOCTH B cq)epe (l)l’lHaHCOBle PBIHKOB



B HCJAAX HpOTHBOﬂeﬁCTBHﬂ OCYHMICCTBJICHHI0O HE3AKOHHLIX

(puHaHCOBBIX OnepanHi

1.1.  HexkpenutHble ¢prHaHCOBBIE OpraHU3alMM B LIeNIIX MPOTUBOICHCTBUS
OCYILIECTBICHMIO HE3aKOHHBIX (DMHAHCOBBIX OMNepaluil Mpd OCYIUECTBICHHH
JeSITeIbHOCTU B cdepe (PUHAHCOBBIX PHIHKOB, MPEILyCMOTPEHHOH 4acThiO MEpBOH
cratbu 76! QenepanpHoro 3akoHa ot 10 wurons 2002 roma Ne 86-03
«O llentpansHom ©Oanke Poccuiickoii ®enepanuu (banke Poccun)y,
JOJDKHBI ~ OCYLUECTBJSATh 3alUUTYy cleayiolied uHbopmaluy, [OJyyaeMoH,
[OArOTaBNMBaeMoi, oOpabaTbiBaeMoii, TmiepenaBaeMoll ¥ XpaHUMOH B
aBTOMAaTHU3UPOBAHHBIX CUCTEMaX, HCIOJb3YEeMbIX HEKPEIUTHBIMH (UHAHCOBBIMH
OpraHM3alusMu (Jajee COOTBETCTBEHHO — aBTOMAaTH3HPOBAHHBIC CHCTEMBI,
3amMinaemasi uHQopmanys, 3aumra “HGoOpMaLnm):

uHboOpMauK, coIepKauleiics B JAOKyMeHTaX, COCTaBlEMBbIX IpH
OCYLIECTBIIEHMH (PUHAHCOBBIX OIlepaluil B 3JeKTPOHHOM BuIe paboTHHKaMH
HEKPEIUTHBIX (UHAHCOBBIX OpraHM3aluil ¥ (WiIKM) KIHEHTAMH HEKPEIUTHBIX
(buHaHCOBBIX OpraHu3aluil (Janee — 371eKTPOHHbIE COOOIICHNS);

uH(popManuy, HeoOXOIUMOW HEKpeOUTHHIM (PUHAHCOBBIM OpraHU3alUsIM
JUIs aBTOPU3allii CBOUX KJIMEHTOB B LIEJISIX OCYIECTBICHHs (PMHAHCOBLIX Onepaiui
U YIOCTOBEpEHMs IpaBa KIHEHTOB paclopsiKaThCs [EHEKHBIMH CpPEeIACTBaMHU,
LeHHbIMU OymMaraMu Wi UHBIM HMYIIECTBOM;

uHpopmauu 00  OCYILECTBICHHBIX HEKPEAUTHBIMH  (QHHAHCOBBIMH
OpraHU3alMAMM U X KJIHeHTaMU (DMHAHCOBBIX OIepaItsix;

KJIFOYeBOH HH(pOpMalMK CpeCTB KpUNTOrpahHUeCcKoi 3alMThl HHGOPMAIHH,
UCTIOJIB3yEMON HEKPEeNUTHbIMH (MHAHCOBBIMH OPraHH3alMsIMU U HUX KIHEHTaMH
IIPH OCYLLECTBJIEHUHN (PUHAHCOBBIX OTepalyii (1anee — KpUnrorpapuiecKue KIoyu).

B cnydae ecnu 3aniuinaemast MHGOpMAaLUs COAEPIKUT ITEPCOHATBHBIE TaHHBIE,
HeKpeAUTHble (UHAHCOBBIE OpraHMu3aldd JOJDKHBI TMPUMEHSITh MeEpPhl IO
obecrieyeHut0 0E€30MacHOCTH MEpPCOHANBHBIX JaHHBIX MpU HX 00paboTke

B COOTBETCTBHMU cO crarbed 19 ®enepansHoro 3akona ot 27 wutonsg 2006 rona
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Ne 152-@3 «O nepconanbHblx AaHHbIX» (CoOpaHue 3akoHOnaTenscTBa Poccuiickoit
Oenepauuu, 2006, Ne 31, ct.3451; 2021, Ne 1, cT. 54) (nanee — GenepanbHblii 3aK0H
«O nepcoHaNIbHBIX IaHHBIX)).

1.2. Ob6ecneuenne 3awidTel HHGOpPMALMM C [OMOLIBIO  CPEICTB
Kkpunrorpapuyeckoid 3amuThl uHPopmanuu (manee — CK3U) nekpenutHble
(brHaHCOBbIE OpPraHU3al[iy JOJKHBI OCYIIECTBISATh B COOTBETCTBUHU C TEXHHUYECKOM
noxymentanueil Ha CK3U, a Ttaxxe cnenyromuMu QenepalibHbIMU 3aKOHAMH H
HOPMAaTUBHBIMHU NpaBoBbIMU akTamMu Poccuiickoit Mexepaiinu:

OenepanbHbiM 3akoHOM OT 6 anpenst 2011 roga Ne 63-®3 «O0 3neKTpoHHON
noanucu» (Cobpanue 3akoHoaarenbcTBa Poccuiickoit @enepanuu, 2011, Ne 15,
cT. 2036; 2021, Ne 9, cr. 1467) (nanee — ®PenepanbHbiil 3akoH «O0 3IEKTPOHHOU
MOATTHUCHY );

@DenepanbHbIM 3aK0HOM «O NEPCOHANIBHBIX JaHHBIX);

nocra"oBnenueM lIpaButensctBa Poccuiickoit ®epepauuu or 1 HosOps
2012 roga Ne 1119 «O06 yTBepxaeHUM TpeOOBaHUM K 3alllUTE IEPCOHAIBHBIX
JaHHBIX NpU UX 06paboTke B UHOOPMAIIHOHHBIX CUCTEMAX MTEPCOHATIBHBIX TAHHBIX»
(Cobpanue 3axoHonatenbeTBa Poccuiickoii @enepanuu, 2012, Ne 45, ct. 6257);

npukazom @enepanbHoil cnyx0Obsl OezonacHocTH Poccuiickoit dexnepaiiuu
ot 9 despass 2005 roma Ne 66 «O6 yrBepxneHun [lonoxxeHuss o pas3paborke,
NPOU3BOJICTBE, pealu3alMy U SKCIUTyaTaluu I poBabHbIX (KpUnTorpahuyeckux)
cpencts 3amuThl UHPopmanuu (ITonoxenune I1K3-2005)», 3apeructprupoBaHHbIM
MunuctepctBoM toctulimu Poccuiickoit ®enepauuun 3 mapra 2005 roma Ne 6382,
25 mas 2010 roga Ne 17350 (nanee — IMonoxenue TIK3-2005);

npukazom DenepasibHoil ciyx0Obl O6e3onacHocTy Poccuiickoil enepanuu
or 10 utons 2014 roma Ne 378 «O6 yrtBepxnaenuu CoctaBa U copepKaHus
OpraHM3alMOHHBIX M TEeXHUYECKMX Mep 1o odecreueHHto 0Oe30MmacHOCTH
NEPCOHANBHBIX JaHHBIX MpH UX 00paboTke B HHMOPMALMOHHBIX CHCTEMaXx
[IEPCOHANIBHBIX JAHHBIX C UCIOJB30BAaHHEM CPEACTB KpUNTOrpaduyecKon 3aluThl
HHpOpMalnnK, HeOOXOIUMBIX JJisl BBITOJHEHHUS yCTaHOBJICHHBIX [IpaBUTENBCTBOM

Poccuiickoit ®Denepauun TpeOOBaHUM K 3allUTe MNEPCOHANIBHBIX AAHHBIX IS

~
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KQXJIOro U3 YpOBHEH 3allMIIEHHOCTH», 3aperucTpUpOBaHHbIM MUHHUCTEPCTBOM
toctuumu Poccuiickoit denepaunu 18 aBrycra 2014 roma Ne 33620.

1.3. B cnyuae wHanuuums B TexHUueckol gokymeHtaumu Ha CK3U
TpeOOBaHMIl K OILIGHKEe BIUSHUS aNMnapaTHbIX, MOPOrPaMMHO-allapaTHbIX H|
IPOrpPaMMHBIX CPEICTB CETH (CUCTeMbl) KOH(PHUACHLIHANBHONW CBS3H, COBMECTHO C
KOTOPbIMU Npeanonaraercs wratHoe pynkuuonnposanue CK3W, Ha Boinonnenue
OpenbsBiIseMblX K HUM TpeOoBaHWH HeKpeauTHble (HHAHCOBbIE OpraHU3alud
JIOJDKHBI [TPOBOJIUTH YKa3aHHYIO OLEHKY B cooTBeTCTBUM ¢ [Tonoxxenuem I[TK3-2005
MO0 TEeXHUYECKOMY 3a[aHHI0O, COIJIaCOBaHHOMY C (elepalbHbIM OpraHoM
HCIIOJIHUTENBHOU BAacTH B 00J1acTu odecrieueHus: 6e30macHOCTH.

B cnyuae ecnu HekpeauTHas QuHaHcoBas opraHuzainus npumenser CK3U
poccuiickoro npoussoacTBa, CK3W nomxHbel UMeTh cepTU(UKATBl COOTBETCTBUS
¢denepaibHOro opraHa HCIOJHUTENBHOW BIacTH B 00JacTd obecredeHus
6e30IM1acHOCTH.

be3onacHOCT, NpOLECCOB U3rOTOBIEHUS KpUNTOrpaduyueckux Kioueh
CK3U pomxna obecrieyuBaThCs KOMILIEKCOM TEXHOJOIMYECKUX MEP 3allUThi
MH(pOpMaLMK, OPraHU3alMOHHBIX Mep 3alUThl HHOOPMALMHU U TEXHUYECKUX
CPEICTB 3allUThl MH(OPMAIMY B COOTBETCTBUU C TEXHHUYECKOM NOKyMEHTalluei
na CK3H1.

1.4,  HexpeautHble (puHAHCOBbIE OpraHU3allMXd AOJDKHBI OCYLIECTBISTDH
3alMTY HHGOPMAlMy B OTHOLLIEHHUH IKCILUTyaTHPYEMBIX aBTOMATH3UPOBAHHBIX
CHUCTEM, IMPOrpaMMHOro OOeCleyYeHus, CPEeACTB BBIUMCIUTENbHON TEXHUKH,
TEJIEKOMMYHUKaLIMOHHOTO 000py10BaHU (Aaniee Mpyu COBMECTHOM YIIOMHUHaHUU —
06beKTH HH(GOPMALIMOHHOM MHPPACTPYKTYpbl) B COOTBETCTBUH C TPeGOBaHHAMH
HauuoHaneHoro cranjgapra Poccuiickoit ®enepaunuu 'OCT P 57580.1-2017
«be3onacHocTs (GUHAHCOBBIX (OaHKOBCKUX) omepanui. 3amura HHOOpMALKUU
(hMHAHCOBBIX OpraHu3auuid. ba3oBbIl COCTaB OpraHM3alMOHHBIX M TEXHUYECKHUX
Mep», yTBepxIeHHoro rpukazoM @DenepanbHOro areHTCTBa MO TEXHUYECKOMY
peryiupoBasur0 U Metpojnorud ot &8 aerycta 2017 roma Ne 822-cr

«O0 yTBep)KIEHHM HaUMOHAJIBHOTO cTaHaapta Poccuiickoilt ®eneparun»
4



(M., ®I'VI1 «Craunapruadopm», 2017) (manee — I'OCT P 57580.1-2017).
['OCT P 57580.1-2017 nomkeH NpUMEHATHCA IO pe3ysbTaTaM OIpeiesieHus
HEKpeOUTHOH (DHAHCOBOM OpraHM3alMell peanl3yeMoro B T€YEHHE KaleHAAPHOIO
rojga ypoBHs 3amiuThl MHPopMmauuu, npexycmorpendoro 'OCT P 57580.1-2017
(manee — ypoBeHb 3aIUThl HHYOPMALHH ), ¢ COOTIOACHHUEM CIIelYIOIUX TPeOOBaHUH.

1.4.1. Onpenenenuie ypoBHS 3allluThl HHOOPMALHMHU JOHKHO OCYLIECTBIIATHCS
HEKpeAUTHOU (PMHAHCOBOM OpraHu3alyeil eXXerogHo He 03Hee JecsiToro paboyero
JHS KaJICHIapHOTo ro/ia oIpeefeH s YPOBHS 3alluThl MHpOopMaluu (nanee — narta
OTpe/ieNIeHUs YPOBHS 3aLUThl UHPOPMALMH).

1.4.2. Tpebosanus 'OCT P 57580.1-2017, cooTBeTCTBYIOLINE YCHIIEHHOMY
ypOBH}O 3amMThl MHQOpPMALKK, MODKHBI COOMIONATh ClenyIolUe HEKPEeIWUTHbIE
¢bUHAHCOBble OpraHu3aluuu (Hajiee — HEKpeAUTHble (PMHAHCOBBIE OpraHM3alMH,
peanu3yrolre yCUJIeHHbIA yPOBEHb 3alUThl HHPOPMALUK):

LEHTpalbHble KOHTPAreHThl;

LEHTPaJIBbHBIN NENO3UTaPHH;

perucTparops! GUHAHCOBBIX TPAH3aKLUH.

1.4.3. Tpebopauus T'OCT P  57580.1-2017,  cootseTcTByIOLIKE
CTAaHAAPTHOMY YPOBHIO 3alIMTHl MH()OpPMALHU, HODKHBI COOIIONATh CeNyIOLIMe
HeKpeIuTHble (DUHAHCOBbIE OpraHH3alMU (lanee — HEKPEeOUTHble (UHAHCOBbIE
OpraHM3alMy, pealu3yrollre CTaHJapTHBIA YPOBEHB 3allUThl HH(GOPMALUHK):

CrieUaIM3UPOBaHHbIe [IEMTO3UTAPUN MHBECTHLIMOHHBIX (DOHAOB, IMaeBbIX
MHBECTHIIMOHHBIX (DOHAOB M HEroCyAapCTBEHHBIX MEHCUOHHBIX (POHIOB, pa3Mep
aKTUBOB KOTOPBIX, OOCIY)XHBaeMbIX IO JOroBopaM 00 OKa3aHUM YCIIyr
CTeHATU3UPOBAHHOTO JCTIO3UTapHsl, COCTaBIsieT Oosiee OHOrO TPUILTHOHA pyOuiel;

KJINPUHTOBblE OpPraHU3aluy;

OpraHu3aTopbl TOPTrOBJIH;

CTpaxOBble OpraHW3allu¥, CTOMMOCTb aKTMBOB KOTOPbIX B TEYEHHUE
MOCNIEHUX LIECTH KaJeHIapHBIX MECSIEB MOAPSA MO coCTosiHUIO Ha 31 nexabps
roga, MNPEeAIIeCTBYIOLIEro Jaare OMpeleNieHUsT YPOBHS 3allldThl HH(OpMAalUy,

NpeBbIIaia ABaAaTh MUJLIMApOB pyoOneii;



HerocyJapcTBeHHble IEHCHOHHbBIE (OHJIbI, OCYILECTBISAIOMIUE ACSITENBHOCTh
1o 00s13aTeIbHOMY NEHCHOHHOMY CTPaXOBaHHIO;

HErocynapcTBEeHHbIE NIEHCHOHHbIE (DOHMbI, OCYLLECTBIISIIOLUINE AeSITEIbHOCTD
[0 HErocyJapCTBEHHOMY [EHCHUOHHOMY OOeClNeuYeHuIo, pa3Mep CpeJlCTB
[IEHCHOHHBIX PE3EPBOB KOTOPHIX B TEYEHWE TMOCJIEIHMUX WIECTH KaleHIapHbIX
MECsLIeB MOAPSA MO COCTOSIHWIO Ha 31 nmekaOpsi roja, mpeaiiecTBYOLIEro aare
ornpezesieHus ypOBHS 3allUThl MHPOPMALIMHY, TPEBbILLIAI JECSAThH MUITHAPI0B pyOei;

pEro3uTapuu, He SBJSIIOLMECs perucTpaTopamu (GUHAHCOBBIX TPaH3aKIIUi;

OpoKepbl, IUIEPbl, YyOPaBIAIOIIHe, ACTO3UTAPHUH W PErHUCTPaTOpBl,
onpeJesuBlIre XOTs Obl O OJHOMY W3 IOKa3aTeseil AesTeNIbHOCTH, YKa3aHHBIX
B rpade 2 npunoxenus Kk ITonoxenuro banka Poccun ot 27 wurons 2015 roxa
Ne 481-I1 «O nuileH3UMOHHBIX TpeOOBAHUAX U YCIOBUSIX OCYILECTBICHUS
npodeccHoHaNbHON AESITeIbHOCTH HA PBhIHKE LEHHBIX OyMar, OrpaHHUYeHHsIX Ha
COBMEILEHHUE OTHEJIBHBIX BUJIOB IPOPECCHOHATBHON [eATeHOCTH Ha pBIHKE
LEHHBIX OyMar, a TakXe O MOpslKe M cpokax mnpexactasieHus B bank Poccuu
OTYETOB O TMIpeKpallleHUH o0sA3aTeNIbCTB, CBS3aHHBIX C OCYLIECTBIEHHEM
npodeccHoHanbHOM [eATeNbHOCTH Ha pbhIHKE UEHHBIX Oymar, B ciydae
AHHYJIMPOBAHMS JIMLEH3UU TMPOPECCUOHATBHOIO YYacTHMKA pbIHKAa LEHHBIX
Oymar», 3aperdCTpUpPOBAaHHOMY  MUHHUCTEPCTBOM  IOCTHIIMU  Poccuiickoi
Oenepauun 25 aBrycta 2015 roma Ne 38673, 29 wurons 2016 roma Ne 43030,
20 okts106pst 2017 roma Ne 48630, 22 suBapsi 2019 rona Ne 53485, 26 sinBaps
2021 roga Ne 62231 (nanee — Ilonoxenue banka Poccuu Ne 481-I1), B kauecTBe
roZ0BOrO JMana3oHa KBapTalbHbIM AHara3oH, yKa3aHHbIH B rpade 5 npuioKeHus
Kk Ilonoxenuro banka Poccum Ne 481-I1, no cocrosHuio Ha 31 nexabps rona,
NPEeALIECTBYIOIIETO AaTe ONpeAeNIeHUs YPOBHS 3alUUThl HHMOpMALIIY;

Opokepbl, auiepbl, YOpPaBISIOUIUE, JACTIO3UTAPUU U PETUCTPATOPHI,
ykazaHHble B ab3aue necstom noxamnyHkra 2.1.11 myHkra 2.1 Ilonoxenus banka
Poccuu No 481-IT;

OMepaTophl HMHBECTULIMOHHON mnaTdopMbl, KOTOpPblE B TeYEHUE Tpex

NIOCJIEIHUX KBApPTAJOB 10 COCTOSIHUIO Ha 31 nekalpsi roaa, npeAllecTBYIOLIEro faTe
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orpeseNieHHs] YPOBHS 3allUThl HHPOPMALMU, OCYLLIECTBIISIM OKa3aHUe yCiIyr bosee
YyeM CTa ThICS4YaM JIML, C KOTOPHIMU 3aKIIOUYEHb! JOrOBOPhl 00 OKa3aHUM YCIYT [0
NPUBIEYSHUIO HHBECTULMH U (MJIM) HOTOBOPHI 00 OKa3aHUM yCJIyT M0 COAEHCTBHUIO
B MHBECTHPOBaHUU;

orepatopbl (GUHAHCOBOH MIaTopmbl, KOTOPbIe B TEUEHHE TPEX MOCIEIHUX
KBapTaJIOB 10 coCTOssHUIO Ha 31 nekaOps roga, MpenlIeCTBYIOLIEro Jaarte
OTpeiesIeHusT YPOBHS 3alllUThl HMH(OPMAIUKM, OCYIUECTBJISLIM OKa3aHHue YCIyT
Ooyiee yeM cTa THICSUAM JIMI, C KOTOPHIMU 3aKJIOYEHbI JOrOBOPbl 00 OKa3aHUU
ycIyT oneparopa (pUHaHCOBOH MIaT(opMbl;

orepaTopbl HHHOPMALIHOHHBIX CUCTEM, B KOTOPBIX OCYLIECTBISIETCS BBITYCK
MG pOBEIX (UHAHCOBBIX aKTHBOB, OCYLUECTBJSBILINE B TE€UYEHHE TPEX IMOCIEAHHUX
KBapTaJIOB [0 cOCTOsSHHIO Ha 31 pekabpsi roja, MpeAlIECTBYIOLIEro jate
ornpeAeNieHUs YPOBHS 3alllUThl HHPOpMAaLMK, OKa3aHHe yCiIyr fosiee 4eM JBaAlaTH
OSTH ThICSYaM JIHL, C KOTOPBIMH 3aKJIOUEHBI JTOTOBOpPHI 00 OKa3aHUM YCIyT
omeparopa HHPOPMAIMOHHONH CHCTEMBI, B KOTOPOH OCYIUECTBISETCS! BBIITYCK
1M poBbIX GUHAHCOBBIX aKTHBOB;

orepaTopbl 0OMeHa UUDPOBBIX (PUHAHCOBBIX AKTUBOB, KOTOPbIE B TEUEHHE
Tpex MOCJeIHHUX KBapTalOB 10 COCTOSIHUIO Ha 31 nexabps rosa, npealecTBYIOMErO
naTe ONpeesieHus] ypOBHS 3alIUThl UHPOPMALMH, OCYLUECTBISUIA OKa3aHUe yCIyT
Oonee 4YeM ABAAUATH TATH THICSYaM JIMI, C KOTOPBIMH 3aKJIIOYEHB! J10rOBOPbI
00 oKa3aHuHu ycnyT orneparopa oOMeHa HU(PPOBHIX PUHAHCOBBIX AKTUBOB.

1.44. Tpebosanuss ['OCT P  57580.1-2017,  cooTBeTCTBYIOLIME
MUHUMAJIBHOMY YPOBHIO 3aIIUThl HH(OpPMALMHU, NOJDKHBI COOMIOATh CleNyIOLie
HeKpeOuTHble (UHAHCOBblE OpraHU3aluH (lanee — HEKPeOUTHble (HHAHCOBbIE
OpraHM3alliy, peaju3yolne MUHUMAIbHEBIN YPOBEHD 3aIUThl HHPOPMALUH):

CHeHaIU3UPOBAaHHbIC [EMO3UTAPHH HHBECTHUIIMOHHBIX (DOHIOB, MaeBBIX
MHBECTULIMOHHBIX (OHJOB M HEroCyJapCTBEHHBIX I€HCHOHHBIX (OHIOB, HE
yKa3aHHble B TOANyHKTe 1.4.3 HAacTOSIEero NyHKTa;

OpoKepsl, AWUJEpPHI, YNPaBISIONIME, NEMNO3UTapUU W PETHCTPAaTOpbl, HE

yKa3zaHHbIe B TIOANYHKTe 1.4.3 HacTOsIIIero nyHKTa;



yNpaBsOlHe  KOMIAHWM  MHBECTULHMOHHBIX  (DOHIOB, naeBbIX
MHBECTHLMOHHBIX (DOHJIOB U HETOCYJaPCTBEHHBIX IEHCUOHHBIX (DOHIOB;

dbopekc-nunepsl;

ortepaTopbl (HDUHAHCOBOH IIATGOPMBbI, HE yKasaHHble B noxanyHkre 1.4.3
HACTOSIIETO MyHKTA,

omepaTopbl HH(MOPMALIMOHHBIX CUCTEM, B KOTOPBIX OCYLIECTBIISIETCS BBIITYCK
HUQPOBLIX (HHAHCOBBIX aKTUBOB, HE yKa3aHHble B MOAMYHKTe 1.4.3 HacTosLliero
MYHKTAa;

orieparopbl oOMeHa UUGPOBBIX (PUHAHCOBBIX AKTHBOB, HE YKa3aHHbIE B
noanyHkre 1.4.3 HacTOsLIEro MyHKTA;

CTpaxoBble OpraHu3aluH, He yKa3aHHble B NOAMyHKTe 1.4.3 Hacrosuero
MMYHKTa;

ob1ecTBa B3aUMHOIO CTPaxOBaHHUS;

CTpaxoBble OPOKEPHL;

NUIa, yKa3aHHbIE B ab3alle TPETheM MyHKTa 5 cTathi 6' 3akona Poccuiickoi
®enepaunu ot 27 HosiOps 1992 rona Ne 4015-1 «O6 opranuzanuu cTpaxoBoro zaeja
B Poccuiickoii ®enepauun» (Bemomoctn Cse3ga HapoAHBIX JENyTaToB
Poccuiickoit ®Penepauun 1 BepxoBHoro COBeTa Poccuiickoit ®Penepanuu, 1993,
Ne 2, c1. 56; Cobpanue 3axoHonarensctsa Poccuiickoit ®enepanuu, 1998, Ne 1,
cT. 4; 2020, Ne 30, cT. 4738).

1.4.5. HekpenutHple PHUHAHCOBbIE OpraHM3allvy, PEAIU3YIOLUE YCUIIEHHbIH
YypOBEHb 3alIMThl HH(MOPMALlMK, WU HEKpeAUTHble (UHAHCOBBIE OpraHU3aluM,
peanu3yolliye CTaHTAPTHBIH YpOBEHb 3alllUThl HHQOpMauuu (majnee mpu
COBMECTHOM  YMOMMHAHHM —  HEKpEeOUTHblE  (PUHAHCOBBIE  OPraHH3alHH,
peaNu3yollire YCUIEHHbBIH U CTaHJapTHBIM YPOBHHU 3aILUThI HHPOPMALIH), TOJDKHBI
OCYLIECTBJISATh  €XErojHOe  TeCTHpOBaHHE  OOBEKTOB  HMHGOPMAILMOHHON
HHOPacTPYKTypsl Ha TMpeAMeT [POHUKHOBEHHMH W  aHajlu3  ysA3BUMOCTEH
HHPOPMALIMOHHOM 6e30MmacHOCTH 00beKTOB HH(POPMALIMOHHON HHOPACTPYKTYPEI.

B cinydae BbIsBICHUS YSA3BHUMOCTeH HHGOpMalLMOHHON 0€30MacHOCTH

00beKTOB  WHGOPMAUHMOHHOW HH(OPACTPYKTYpbl HEKpPENUTHbIE (PUHAHCOBbIE
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OpraHM3alliy, pealy3yollie YCHJICHHBIH M CTaHOapTHbIH YPOBHH 3alllUThI
UH(POPMALIMY, TOJDKHBI YCTPAHSITH BBIABICHHBIE YS3BUMOCTH B MOPSAIKE U CPOKH,
YCTAHOBJIEHHbIE B pa3pabaTbiBaeMbIX TaKMMU HEKPEIWTHHIMH (DUHAHCOBBIMU
OpraHM3alysMH JOKyMEHTaX, perjiaMeHTUMPYIOLMX MpoLeLypbl HEHTpanusaluuu
yrpo3 6e3omacHOCTH UH(OpMaLUK.

1.5. HexpenurtHsie (huHaHCOBbBIE OpraHu3aluy, pean3yromue
YCUJIEHHBIA M CTAHJAPTHBIA YPOBHU 3allUThI HH(OPMALUH, TOJDKHbBI 00ecrednBaTh
MPOBEJICHUE OLIGHKH COOTBETCTBUS OIPENEIEHHOTO HMH YPOBHS  3aLIMTHI
nHdopManuu (najgee — OlLEHKA COOTBETCTBUS YPOBHS 3alUThl MHGOpMaLHUU) C
COOJIIOICHHEM CIEYIOIIUX TpeOOBaHMH.

1.5.1. OueHka COOTBETCTBUS ypPOBHsS 3alUUThl HH(OpMaLUH AOJDKHA
OCYUIECTBJISATHCS HEKPEAUTHBIMU (PHHAHCOBBIMHY OpPraHU3ALMUAMU C NPHUBJICYEHUEM
CTOPOHHMX OpraHM3alMii, UMEIONUX JHUIEH3UI0 Ha MpoBeleHHe paboT M YCIYT,
NpeqyCMOTPEHHBIX TOAIMYHKTaMH «0», «a» uin «e» myHkra 4 [Ilonoxenus
O JIMLIEH3UPOBAaHUM AEATENBHOCTH MO TEXHHUYECKOH 3aluTe KOH(PHUIACHLHMAIbHOH
HHGbOpMaIMK, YTBEpXKACHHOrO noctaHoBieHueMm IlpaButenbcTtBa Poccuiickoit
®enepanuu ot 3 deppans 2012 roga Ne 79 «O nuueH3UpoOBaHUM AESTENHHOCTH
MO0 TEXHHYECKOM 3amure KoHpuaeHudanbHOM wuHbopMmauum» (Cobpanue
3akoHOjatTenbcTBa Poccuiickoit ®enepaumnu, 2012, Ne 7, ct. 863; 2016, Ne 26,
cT. 4049) (nanee — nmpoBepsroIIas OpraHU3aLus ).

1.5.2. OueHka COOTBETCTBHS YPOBHS 3allMThl HMHPOpPMaLMH JOJDKHA
OCYLIECTBISTHCS HEKPEAUTHHIMU (PMHAHCOBBIMU OPraHU3aLUsMU C MPUBIECYECHUEM
NPOBEPSIIOLIMX OpraHu3alMid B COOTBETCTBHH C TpPeOOBaHMSMH HALMOHAJIBHOTO
craugapta Poccuiickolt ®egepauuun ['OCT P 57580.2-2018 «besonacHocTh
buHaHCOBBIX (OaHKOBCkMX) omnepanuii. 3ammra WHGOpMALKMU (QHHAHCOBBIX
opranusanuid. MeToauka OLIEHKM COOTBETCTBHS», YTBEPXKAECHHOIO IIPUKa30M
®denepanpbHOTO areHTCTBa [0 TEXHUYECKOMY pEeryJupOBaHHIO W METPOJIOTHH
or 28 wMapra 2018 roma Ne156-ct «OO0 yTBEepXIEHUM HALHOHAJIBHOIO
crangaptra Poccuiickoit ®enepanmun» (M., OI'VII «Crannapruadopm», 2018)
(manee —'OCT P 57580.2-2018).



1.5.3. OueHka COOTBETCTBUSL YPOBHS 3alUThl HHPOPMAIIMK HEKPEAUTHBIMU
(UHAHCOBBIMH OpraHu3alMsIMH, PEATHU3YIOIUMH YCHUJIEHHBIH YpPOBEHb 3alllUThl
uHbOpMAaLKH, TO0HKHA OCYILECTBIATHCS HE PeXXe OAHOr0 pasa B rojl, HeKPeAUTHBIMHU
(YMHAHCOBBIMH OpraHHU3alUsIMU, PEATU3YIOUIMMH CTaHAAapTHBIM YpOBEHb 3alllMThl
UHpOpMalMH, — He peke OJHOr0 pasa B TPH roja.

1.6.  HexkpenutHsle (dhuHaHCOBbBIE OpraHHU3aluy, peaiusyouue
YCUJIEHHBIH U CTaHIaPTHBIHA YPOBHH 3aLLUThI HH(OpMALUU, JOJKHEI 00eCneYBaTh
XpaHeHHe OT4yeTa, COCTABJIEHHOro IMpOoBepsIIouIeidl opraHu3alueil no pesysiabTaTam
OLIEHKH COOTBETCTBHUS YPOBHS 3aLIUThl HHGOpMAaLIUY, B TEHEHUE HE MEHEee UeM ISTH
JIeT C AaThl €ro BBIIaYy MPOBEPSIOLIeH opranu3anueil.

1.7. Hekpenurtnsie ¢rHaHCOBbIE opraHu3aluy, peanuzyroiue
YCUJICHHBIH M CTaHJAPTHBIH YPOBHM 3alIUThl HHPOPMALIMHU, JOJKHBI 00€CreyuTh
ypOBeHb  COOTBETCTBHSI HE  HWXKE  TPETbero  ypOBHS  COOTBETCTBUS,
NpelyCMOTPEHHOro NoAMyHKTOM «r» nmyHkTa 6.9 'OCT P 57580.2-2018.

HexkpenuTHble (QUHAHCOBBIE OpraHU3alMK, pEalU3yIOLIMe YCWICHHBIH HU
CTAaHJAPTHBIA yPOBHM 3aIMTHl MHPOPMALIUH, [OJDKHBI 00ECHeuuTb YpOBEHB
COOTBETCTBHSI HE HMXE YEeTBEPTOr0 YPOBHSI COOTBETCTBHUS, MPELyCMOTPEHHOTO
noanmyHkToM «1» nyHkra 6.9 'OCT P 57580.2-2018.

1.8. HexpenutHsie (huHaHCOBbIE Oprasu3aluy, peanusyonme
YCWJIEHHBIN W CTaHJAPTHBIA YPOBHH 3alMThl MHGOPMALMH, HOHKHBl 00€CHeYUTh
UCMONIb30BaHUE JUISl OCYLIECTBJICHHs (DHHAHCOBBIX OlNepaluil MPUKIATHOIO
[IPpOrpaMMHOI0 O0ecrieueHUs] aBTOMATU3MPOBAHHBIX CHCTEM M IPUJIOKEHUH,
pacnpoCTpaHseMbIX HEKPeAUTHBIMH (DUHAHCOBBIMM OpPraHHU3alUsSMH CBOUM
KJIHEHTaM MJIS COBEpIICHHS NeHWCTBUHA B LENSX OCYIIECTBIEHUS (PHMHAHCOBBIX
orepauyid, a TaKkKe IMporpammHoro obecriedeHus, 00OpabaThIBaIOLIErO
3aIHIAeMYI0 HHOOPMALIHIO IIPY NMPHEME JISKTPOHHBIX COODIIIEHHH K MCIIOTHEHUIO
B aBTOMAaTHM3MPOBAaHHBIX CHUCTEMax M MNPWIOKEHUAX C HCIOJIb30BAHUEM
MHPOPMALIMOHHO-TEJICKOMMYHHUKAIMOHHON cetn «VIHTepHeT» (namee — cCeTh
«MHTEpHETY), mpoleqIMX CcepTHHUKALMI0O B cUCTeMe cepTudukanuu

OenepanbHOR CIyXObI 10 TEXHHMYECKOMY M 3KCIIOPTHOMY KOHTpOJIO (maiee —
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cepTH@HUKALMSA) WIM OLEHKY COOTBETCTBHMS MO TpeOOBAaHHSIM K OLEHOYHOMY
ypoBHIO nosepus (nanee — OVY]I) He Hmke, yem OVY][ 4, B COOTBETCTBHUH
¢ TpeOOBaHUSIMM HaLlMOHAJIBHOrO craHaapra Poccuiickoit ®enepanuu I'OCT P
HNCO/M3K 15408-3-2013 «HapopmanioHHas TeXHONIOTHsA. MeTOAbl U CPEACTBA
obecneuenus 6ezonacHocty. Kputepuu oueHkn 6e30macHOCTH MH(DOPMALHOHHBIX
texHosorui. Yacte 3. KoMnoHeHTs! foBepusi K 0€30MacHOCTH», YTBEPXKIEHHOIO
npukazoM @DenepanbHOro areHTCTBA MO TEXHUYECKOMY DPEryJivpOBaHHIO U
meTposioruu oT 8 HostOpst 2013 roga Ne 1340-ct «O6 yTBep)KAeHUH HALIHOHAIBHOTO
crannapta» (M., ®I'YII «Crangaprurdopm», 2014) (manee — FT'OCT P UICO/MDK
15408-3-2013) (nmasee — oOleHKa COOTBETCTBUSI TNPHUKJIAIHOIO MPOrPaMMHOIO
obecrieyeHus: aBTOMaTH3UPOBAHHBIX CHCTEM M MTPHIIOKEHHH ).

HekpenuTtHble (QUHaHCOBbIE OpraHM3alld, HE peaM3YIOIIUE YCHIIEHHBIN
W CTaHJApTHBIA YPOBHM 3alUUThl HHQOpPMaLMH, HOOJDKHBI CAMOCTOSTENHHO
ONpELEessATh HEOOXOMUMOCTh CepTUGhUKAIMK WM OLUEHKH COOTBETCTBHUSA
IIPUKJIAJHOIO IPOrpaMMHOro oOOecrnevyeHus aBTOMATH3UPOBAHHBIX CHUCTEM H
MPUIIOXKEHUH.

B otHoweHun nporpaMmHOro obecrnevyeHus U MPUIOKEHHH, He YKa3aHHbIX
B ab3alle NepBOM HACTOSILEro MyHKTA, HEKPEAUTHbIE (PMHAHCOBBIE OPraHU3aLMU
JOJDKHBI CAMOCTOSATENBHO ONIPEeAENATh HEOOXONUMOCTD CEPTU(HHUKAIIUY UK OLEHKH
COOTBETCTBHs MPHUKJIAJHOTO MPOrpaMMHOro obecredeHrs aBTOMaTH3UPOBAHHBIX
CUCTEM U MPHUIIOKECHHH.

1o penienuto HeKpeIUTHON GUHAHCOBOU OpraHU3alNH OLIEHKA COOTBETCTBHS
NPUKIAJHOTO MPOrpaMMHOro oOOecledYeHUsT aBTOMATH3HPOBAHHBIX CHCTEM U
NPHUITIOKEHUH MPOBOAUTCS CAMOCTOSITENIBHO UJIM C IPUBJIEYEHHEM IPOBEPSIOLIEHt
OpraHHU3aluy.

HekpenutHbie (QUHAHCOBBIE OpraHU3alyd, pEATU3YIOIIHE YCHIECHHBIH
YPOBEHb 3allUTHl HHGOpMalMHM, B cily4ae CepTUOHUKAUUH MPUKIAJIHOTO
NPOrpaMMHOIO O0ECNeyYeHHs] aBTOMATH3MPOBAaHHBIX CHCTEM U IPUIOKEHHUH
JO/DKHBI  oDecrnedyuTh UuX cepTUdHUKaLUI0 He HWXKe 4 ypOBHS OBEpHS

B CcooTBeTCTBUM ¢ TIpeboBaHusMu 1o  Oe3omacHocTH  HH(OpMALMH,
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yCTAaHABJMBAIOLUMMH YPOBHH JOBEPUSl K CPEACTBAM TEXHUYECKOH 3aILMThI
uHpoOpMaLMM W cpencTBaM obecredeHHss 6e30MacHOCTH  MHQOPMALMOHHBIX
TEeXHOJIOTHil, yTBEpXK AeHHBIMHU Mprka3oM DenepanbHOH cilyKObl 110 TEXHHYECKOMY
M 3KCIIOPTHOMY KOHTpoJto oT 2 wutoHf 2020 roga Ne76 «OO6 yrBepxiaeHHH
Tpebosanuii 1o Ge30macHOCTU UH(OPMALIMK, YCTaHABIUBAIOUIMX YPOBHU AOBEpUs
K CpeJCTBAM TEXHMYECKOM 3alUuThl HH(GOPMALMM M CPEACTBaM ObecreveHus
6e30macHOCTH WH(GOPMALIMOHHBIX TEXHOJOTHI», 3aperucTPUPOBAHHBIM
MunucTepcTsoM roctuimu Poccuiickot ®enepauuu 11 centsiops 2020 rona
No 59772 (nanee — npuka3z ®CTOK Poccuu Ne 76).

HekpenuTtHble (UHAHCOBBIE OpraHM3aLMM, pEalM3yIOUIHe CTaHAAPTHBIHA
ypoBeHb 3allUThl HH(OpMalKH, B Clyyae CEepTU(QUKAUMKU NPUKIAJHOrO
POrpaMMHOr0  OBecreYeHHs] aBTOMATH3MPOBAHHBIX CHUCTEM U MPUIIOKEHUH
JNODKHBI ODecreyuTh HMX CEepTHQHUKAIMIO HE HWKE S5 YPOBHSA JIOBepuUs
B COOTBETCTBUM ¢ TpeboBaHusMu 1o  0e30MacHOCTH  HMH(OpMaUuy,
YCTaHaBJMBAIOIMMH YPOBHH JOBEPHS K CPEACTBAM TEXHHYECKOH 3alllUThl
uHpOpPMALMKM M CpeACTBaM obecriedeHust 0€30MacHOCTH HMHGOPMAIMOHHBIX
TexHonorui, yreepxxaeHupiMu nprkazoM @CTIK Poceun Ne 76.

1.9.  HekpenutHblie (¢bUHAHCOBBIE OpraHu3allly, peanusyrolme
YCUIIEHHBI# ¥ CTaHAAPTHBIA YPOBHH 3allMThl MH(QOPMALKH, TOJDKHBI 00eCeUuTh
LEJIOCTHOCTh  DJIEKTPOHHBIX COOOILEHMA M MOATBEPANUTH UX COCTaBJICHHE
YIOJHOMOYEHHBIM Ha 3TO JIHLIOM.

B uensx ofecrnedeHHs LENOCTHOCTH 3JEKTPOHHBIX COOOLUEHHH M
MOATBEPKACHUS UX COCTABJCHUS YIOJHOMOYEHHBIM Ha ITO JIMIOM HEKPEIUTHBIC
(GuHAHCOBBIE OpraHM3ally, peau3ylolle YCHIECHHBIH ¥ CTaHAApTHBIH yPOBHH
3aI0MTHl  MH(pOpMAIMH, [OMKHBI  obecreyuBaTh  pealu3aldio  Mep 10
HCIIONB30BAHMIO  YCHJIEHHONW KBaJM(UIMPOBAHHOW 3IEKTPOHHOW  MOJIHKCH,
ycuneHHO! HeKBaNTM(UIMPOBAHHOM >J1eKTpoHHOM noamucu uinu uHbx CK3H,
peanu3yromux (QyHKIMIO MMATO3AIMTEl HHPOpMALMKM ¢ ayTeHTHUKaluei

OTIIPAaBUTEIA COO6HI€HH$I.
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Vka3aHHble B ab3ale BTOPOM HACTOSILEro MyHKTa TpeboBaHUA IO
peanu3alid Mep MO MWCIOJb30BAHHUIO  YCHJIGHHOH  KBaNTH(DHUMPOBAHHON
371eKTPOHHOM ITOANIUCH, YCHICHHON HeKBaTU(QULMPOBAHHOM 2JIEKTPOHHON TIOANHCH
wm uHblx CK3HU, peanusyrompx GyHKLMIO HMHTO3AIUMTBEL WHpOpManuu ¢
ayTeHTH(UKALMEN OTIpPaBUTENsI COOOLIEHU, HE NPUMEHSIOTCS B Cily4ae, eClii B
Hensix obecreyeHns LENOCTHOCTH 3JIEKTPOHHBIX COOOLIEHUH M IOATBEPIKACHUS UX
COCTABJIEHMS YIIOJHOMOYEHHBIM Ha 3TO JIMLIOM IMpH Iepeaaye 3NEeKTPOHHbIX
COOOIIEHHH HCIOB3YIOTCS BbIIEIEHHBIE CErMEHTbl BBIYMCIMTEbHBIX CETeH U
YKa3aHHBIE Mepbl ONpeeNeHbl HEKPEAWTHBIMU (PUHAHCOBBIMU OpraHU3alUsAMY,
peau3yOIUMK YCUIEHHBIH U CTAHAAPTHBIA yPOBHHU 3alMThl HH(QOPMALIMH, KaK
HeaKTyalbHble B MOJENH YIPO3 ¥ HapyLuTeneld 6€30NacHOCTH MH(YOPMALIUH.

[IpusHaHue 3JEKTPOHHBIX COOOLICHMH, MOJNHCAHHBIX 3JIEKTPOHHOU
NOANKMCHIO, PABHO3HAYHBIMU JOKYMEHTaM Ha OyMaXKHOM HOCHTeJle, TOANHCAHHBIM
COOCTBEHHOPYYHOM MOJANKCHIO, AODKHO OCYIUECTBJISATBCS B COOTBETCTBHH CO
cratbeii 6 ®enepansHoro 3akona «O6 asexrpoHHoH mnoxnuck» (CobpaHue
saxonojarenscTBa Poccuiickoi ®enepauun, 2011, Ne 15, c1. 2036; 2019, Ne 52,
cT. 7794).

1.10. HekpenuTHble (UHAHCOBBIE OPraHU3ALMHU, PEANM3YIOUIHE YCUICHHbBINA
M CTAaHAAPTHBIM ypPOBHM 3aliMThl MHGOpMAlMH, JODKHBL 00ecrevnBaTh
perjaMeHTAlMIo, Pealn3alliio, KOHTPOJIb (MOHUTOPUHT) TEXHONOruu Oe3onacHoi
06paboTky 3amuinaeMoil HHGOPMaLHY, YKa3aHHOU B ab3alax BTOPOM — YETBEPTOM
nyrkra 1.1 macrosiero IlonoxeHns: npd HAeHTHGUKALWK, ayTEHTHQUKALMK H
ABTOpM3AlMK CBOUX KIMEHTOB B LIEJSX OCYLIECTBIEHMsS (DUHAHCOBBIX OlEpallUi;
np1 GOpMHpOBaHHY (IIOATOTOBKE), Mepefade U MpHeMe NEKTPOHHBIX COODLIeHHH;
P YAOCTOBEPEHHH IPaBa KJIMEHTOB PaClopsKaThCs JEHEXHBIMU CPeNCTBaMH,
LEHHBIMH OyMaraMy MJIM WHBIM HUMYIIECTBOM; IPH OCYLIECTBIEHHH (HHAHCOBOM
orepalliH, ydeTe pe3yJbTaTOB ee OCYLIECTBIEHMS (IpH HalM4ud y4era); [pH
XpaHEHMH 3NEeKTPOHHBIX coobiierHuii u uH(opmauuu 00 OCYLIECTBIICHHBIX

(l)I/IHaHCOBbIX onepanusix (J:[anee [IPpHU COBMECTHOM YTIOMHHaHUU — TEXHOJOTHICCKHEC



Yy4acCTKH) Ha OCHOBE aHa/lh3a PUCKOB C COOIOACHHEM CIIEAYIOUINX TpeOOBaHUiA.

1.10.1. Texuonorust o6paboTku 3amuiaeMoll HHGOPMALMK, NpUMEHseMast
Ha TEXHOJIOTMYECKUX Y4acTKax, JoJ/DkHa obecrnieduBaTh LEIOCTHOCTh U
HEU3MEHHOCTh 3allylaeMoil HHpOopMaLHUH.

1.10.2. TexHosorust o6pabOTKH 3aluiaeMoil WHPOpPMAUKUH, MPUMEHsEeMas
[IpY MIASHTU(PUKALMU, ayTeHTU(PUKALUK U aBTOPHU3ALUN KIMEHTOB HEKPEIHWTHBIX
(UHAHCOBBIX OpraHM3allMil B LEISIX OCYILECTBIEHUs (HUHAHCOBBIX OMEpaLii,
JOJDKHA 00ecrneynBaTh BLITIOJHEHNE CIeAYIOMNUX MEPONPHUATHHI:

B Cllydae  MCIOJIb30BaHMS  €AMHOM  MHGOPMAIIMOHHON  CHCTEMBI
[IepCOHANIbHbIX TaHHBIX, obecrieynBarolieil 00paboTkKy, BKIHOYast COOp U XpaHeHHe,
OHOMETPHUECKUX MePCOHANIBHBIX JAaHHBIX, X MPOBEPKY U Mepenadyy UHPOpMaLHH
O CTEMEHU UX COOTBETCTBHS MPENOCTABICHHBIM OMOMETPHUYECKHM MEePCOHAIbHBIM
JaHHBIM rpaxzaaHuHa Poccuiickoit Denepanmu, — peanu3aluio yCTAaHOBIEHHBIX
npukaszom QPenepanbHod CIyXObl O TEXHUHYECKOMY U IKCMOPTHOMY KOHTPOIIO
or 18 despans 2013 roma Ne 21 «O6 yrBepxmenun CocrtaBa M COAEPKAHUS
OpraHU3allMOHHBIX M TEXHHYECKUX Mep Mo obecrieyeHUr0 0e30MacHOCTH
MEpCOHANBHBIX [AHHBIX NpU UX 00paboTke B HH(POPMALMOHHBIX CHCTEMaX
MIEPCOHAJIBHBIX  JaHHBIX», 3apEerUCTPUPOBAHHBIM MMHUCTEPCTBOM  IOCTHIIMH
Poccuiickoii ®@enepauun 14 mas 2013 ropa Ne 28375, 25 ampens 2017 rona
Ne 46487, 8 wurons 2020 roma Neo 58877, mpukazom @DepepainbHON ClyXObl
GesomacHocTH Poccuiickoi Oenepauun ot 10 wurons 2014 roma Ne 378
«O6 yrBepxaeHun CocTaBa U COACPXaHUS OPraHU3aLMOHHBIX M TEXHUYECKUX MEP
no obecriedeHHI0 0e30MacHOCTH TEePCOHANBHBIX [aHHBIX INPH WX 00paboTke B
MH(OPMAIIMOHHBIX CHCTEMAax MePCOHATBHBIX NAaHHBIX C UCMOJB30BAHUEM CPEICTB
Kpunrorpaguueckoil 3amuTsl HHGOpPMaLUM, HEOOXONUMBIX I BBITIOJIHEHUS
ycraHoBieHHbIX [IpaButensctBom Pocculickoil ®enepannu TpeOoBaHU K 3amuTe
NIEPCOHAIBHBIX  JAHHBIX [JJI  K&XAOr0 W3 YPOBHEW  3alIUIICHHOCTHY,
3aperucTpupoBaHHbiM  MuHucrepcTBoM toctuliMu  Poccuiickoil  ®Denepauuu

18 aBrycra 2014 roga Ne 33620, TexHUUYECKUX M OPraHU3alMOHHBIX MEp B LEJSIX
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HedTpasiu3aluyi yrpo3 6€30MacHOCTH, aKTyalbHbIX NpU 00paboTke, BKIo4as cOop
U XpaHeHue, OHOMETPUUYECKUX MEePCOHANbHbIX JaHHBIX, UX MMPOBEPKE U nepeaade
UH(bOpMALIUM O CTENEeHW MX COOTBETCTBMSI MpPEAOCTaBIE€HHBIM OHMOMETPHUYECKUM
nepcoHaJIbHBIM JIaHHBIM rpakaanuHa Poccuiickoit denepanuy;

B CJy4Yae HCMOJIb30BaHMS E€IUMHOW CUCTeMbl HJSHTU(GHUKALUKU |
ayTeHTU(HUKAIMH — coOmiofieHne TpeboBaHM K O00ECHeueHHIO  3aIllUThI
MHGOPMAIIUK B COOTBETCTBUM TEXHUUYECKHMU TPEOOBAHUSIMU K B3aUMOAEHCTBHUIO
MH(OPMALIMOHHBIX CUCTEM B €IMHON CUCTEME MEXBEJOMCTBEHHOIO 3JIEKTPOHHOIO
B3aUMO/JICHCTBUS, YTBEPKICHHBIMY TPHUKa30M MUHHCTEPCTBA CBSA3M U MAacCOBBIX
kommyHuKauuit Poccuiickor @epepaurn ot 23 wuroHs 2015 roma Ne 210
«O0  ytBepxaeHud  TexHuyeckux  TpeOOBaHMM K  B3aUMOJEHCTBHIO
MH()OPMALIMOHHBIX CUCTEM B €IMHON CUCTEME MEXBEAOMCTBEHHOTO 3JIEKTPOHHOIO
B3aUMO/ICHCTBHAY», 3apEeruCTPUPOBAaHHBIM MHUHUCTEPCTBOM OCTHLIMM Poccuiickon
®epnepaunn 25 aBrycta 2015 roga Ne 38668, 2 urons 2017 rona Ne 46934.

1.10.3. TexHonorus o00paboTku 3auuinaeMod HHPOpMaLUU, MPUMEHseMas
npu opmupoBaHuu (MOArOTOBKE), Nepeade U NMpueMe 3JIeKTPOHHBIX COOOLIEHUH,
JOJIKHA 00eCIeynBaTh BHINONHEHUE CIeAYIOIIUX MEPONIPUSTHN:

NPOBEPKY MPaBUJIBHOCTH (OPMUPOBaHUS (MOATOTOBKM) 3JIEKTPOHHBIX
cooO1eHul (IBOMHON KOHTPOJIb);

TIPOBEPKY TMPABUJIBLHOCTH 3aIOJIHEHHs TOJIeH 3JeKTPOHHOro COOOLIEHUs H
npaB BJia/leNibla EKTPOHHON NOANUCH (BXOJHON KOHTPOIb);

KOHTPOJIb TyOJMPOBAHUS 3JIEKTPOHHOI'O COOOLLIEHUS;

CTPYKTYPHBIH KOHTPOJIb 3NIEKTPOHHBIX COOOLLEHUH;

3alUTy, B TOM YHCJIe KpUIITOTpaduiecKyo, 3auiiaeMoid nHpopMauuu npu
ee nepeziaye no KaHanaM CBSI3H.

1.10.4. Texnonorus 06paboTku 3aumuaeMod HHGOPMaLUH, MpPUMEHsIeMast
NpH yAOCTOBEPEHHH IIpaBa KJIMEHTOB HEKPEIUTHHIX (DUHAHCOBBIX OpraHu3alui
pacrnopspKaTbCs  ACHEXKHBIMU  CpelCTBaMM, LEHHbIMM OymMaramMud HIM HHBIM

HMYLICCTBOM, JOJDKHA obecrnieynBaTh BBINOJIHEHHE CACAYyOnx Meponpmmﬁ:
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MOJIyYeHHE NEKTPOHHBIX COOOIIEHHH KITMEHTA, MOANKUCAHHBIX UM CIIOCOBOM,
yKa3aHHbIM B nyHkTe 1.9 Hactosuero [lonoxeHus;

NIOJIy4€HHUE OT KJIMEHTa OATBEPKASHHs COBEpLaeMoi (PUHAHCOBOH OMNepalyH.

1.10.5. Texnonoruss obpaboTku 3awuiaeMoil MHQOpmaUuu, NpuMeHsemas
NPH OCYILECTBIEHHUH (PMHAHCOBOM omnepalny, yueTe pe3yabTaToOB €€ OCYILECTBICHHUs
(npy  HanMuyuM ydera), JOJOKHA oOecnedyuBaTh BBIMOJIHEHHE  CJENYOLINX
MEpPONPUATHHN:

IPOBEPKY COOTBETCTBUSI (CBEPKY) BBIXOINHBIX 3JIEKTPOHHBIX COOOIIEHUIH
COOTBETCTBYIOILMM BXOIHBIM 3JI€KTPOHHBIM COOOLLEHUSM;

NPOBEPKY COOTBETCTBUS (CBEPKY) pPe3yIbTaTOB OCYILECTBICHUS (YUHAHCOBBIX
onepauui HHGOpPMaLKK, COAEPIKALLICHCS B 2MEKTPOHHBIX COOOIICHUSX;

HalpaB/ieHUe  KJIMEHTaM  HEeKpeOUTHBIX (HUHAHCOBBIX  OpraHu3auuit
yBeJOMIIEHUH 00 ocyllecTBiIeHMH (PUHAHCOBBIX Olepaluil B cilydae, KOrna Takoe
yBEIOMJIEHHE TMpeJyCMOTPEHO 3akoHoAaTenbcTBOM Poccuiickoit ®enpepanun,
PETYJHUPYIOUIMM [€ATeIbHOCTh HEKPEAUTHBIX (DMHAHCOBBIX OpraHU3alMi, HIx
JOTOBOPOM.

HexpeautHele (uHAHCOBBIE OpraHuM3allMM  JOJDKHBI  peajii30BbIBATh
MEXaHU3Mbl TOJATBEPKACHUS TPUHAMNIECKHOCTH KIMEHTY aapeca >3JeKTPOHHOU
MOYTHl, Ha KOTOPBIM HEKpeIUTHON (QUHAHCOBOM opraHuzalyeil HamnpaBisSIOTCS
YBEAOMJIEHHS O COBeplliaeMbIX (UHAHCOBBIX OMEpaLusix, B TOM YHUCIE MpH
[PEeOCTaBIEHUM KIUEHTaM CIPaBOK (BBIMHCOK) MO (PUHAHCOBBIM OTIEPALIUSIM.

1.11. HexkpenutHsie (hUHaHCOBBIE OpraHu3alui, peanusyrolme
YCUJICHHBIH ¥ CTaHIapTHBIN YPOBHH 3alMThl HHPOPMALUH, TOJKHBI 00eCIIeunBaTh
pPEruCTpaLuIO pe3yJibTaTOB BBITOJIHEHUS AEHCTBUM, CBA3aHHBIX C OCYIECTBIEHUEM
JOCTyna K 3aiMiiaeModl WHGOpMalWH, Ha BCEX TEXHOJOTMYECKUX ydacTKax,
BKJIIO4asi PErMCTPaLd0 JedCTBUM cBOMX pabOTHUKOB U KJIIMEHTOB, BBIIONTHIEMBIX
C MCIOJIb30BaHMEM aBTOMATU3HPOBAHHBIX CHUCTEM, MPOrpaMMHOro odecrieueHusl,
C cOOJIIOICHHEM CIEAYIOLUIMX TpeOOBaHUH.

HekpenuTHble (UHAHCOBBIE OpraHU3alllH, peaU3yIOllMe YCHIIEHHBIH U

CTaHIlapTHI)If;I YPOBHHU  3alIHThi HHCpOpMaLIHI/I, HOJDKHBI  PErucTpupOBaTh
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clenyrollyo HHoOpMalMIO O [JeHCTBHSX CBOMX pAOOTHUKOB U KJIHEHTOB,
BBIITOJIHSIEMbIX C MCIIOJb30BaHMEM ABTOMATH3UPOBAHHBIX CUCTEM, MPOrPaMMHOIO
obecrieyeHus:

B OTHOLLIGHUU pabOTHUKA — AaTy (AeHb, MeCS1l, TOJ]) U BpeMsl (4achl, MUHYThI,
CeKyHJbl) OCYILECTBIEHHs (DMHAHCOBOHW oOrepanuy, B OTHOLIEHWH KJIIMEHTa —
COBEpIUEHHE NeHCTBHH B LENsIX OCyLIeCTBIeHUs] GPUHAHCOBOH onepaiuy;

NIPUCBOEHHBIA pabOTHUKY (KIHEHTY) UACHTU(PUKATOP, MO3BOJISIOLIHNHA
uaeHTU(UUMpoBaTh paboTHUKA (KJIMEHTa) B AaBTOMATH3UPOBAHHOH CHCTEME,
nporpaMMHOM obecrieyeHuy;

KOJ, COOTBETCTBYIOLIMHA TEXHOJIOTHYECKOMY YHacTKY;

B OTHOUIGHHH pabOTHMKAa — pe3yjbTaT OCYIIECTBICHUS (UHAHCOBOU
onepalud, B OTHOLIEHHM KJIMEHTa — COBEpIIEHHe JeHCTBUH B LeJsX
OCYLIECTBIIEHHUs] PUHAHCOBOH OMnepaluy;

MHQOpMAaLIMIO, HUCIONB3YEMYIO JJisi  HASGHTU(OHUKALMH yCTPOHMCTBa, C
NPUMEHEHHEM KOTOpPOro OCYLIECTBIEH JOCTYN K aBTOMAaTH3HPOBAHHOW CHCTEME,
nporpaMMHOMY OOECTeHeHUIO C LEJIBI0 OCYIIECTBICHUS (DMHAHCOBBIX OMEpaLMi:
CeTeBOM anpec KoMmmbloTepa M (WIM) KOMMYHHKAIIMOHHOTO YCTpOMCTBa
(mMapuipyTu3zaTopa) paOOTHHKa (KJIMEHTa), MEXIyHapOAHBIH HAeHTH(hUKATOD
aboHeHTa-KIMeHTa (MHOUBUAYAIbHBIA HOMep abOHEHTa-KIMEeHTa — (U3NYECKOro
JauLa), MEeXIYHapOOHBIH HACHTU(UKATOP I[I0JIB30BATEIHLCKOIO 000pYIOBaHUS
(oxoHeuHOro o6opynOBaHMs) KJIMEHTa — (U3UUECKOro Juila, HoMep TenedoHa
¥ (WJIM) MHOU UJeHTU(HUKATOP YCTPOMCTBA KITUEHTA.

1.12.  HekpenutHble ¢buHaHCOBbBIE OpraHu3alny, peanu3yroLue
YCUJIEHHBIN U CTaHJapTHBINA YPOBHU 3aIIUTHI HHHOOPMAIHH, JOJKHBI 00€CIIeYHBAaTh:

XpaHeHHe HHQOpMalMH, YyKa3aHHOW B ab3alax BTOPOM H YeTBEPTOM
nyHkta 1.1 Hactosiuiero [lonoxeHusi, WHQOpMAIMM O pErUCTpallMd HaHHBIX,
ykazaHHbix B nyHkte 1.11 wnHactosiuero I[lonoxenus, u wuHdbopMmauuu 00
MHIUJEHTaX, CBA3aHHBIX C oOOecredeHueM 3alluThl HMHQOpPMAIUH  TIpH
OCYLIECTBJICHUH AEsTeIbHOCTU B cepe (GHHAHCOBBIX PHIHKOB (Aaliee — MHIIMAEHTbI

3alUThl HH)OPMALIHH );
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LEJIOCTHOCTh M JOCTYNHOCTb MH(pOpMalLUM, yKa3aHHOW B ab3aile BTOpOM
HACTOAILETO MYHKTA, B TeYEHHE HE MEHee YeM MATH JIeT ¢ AaThl ee GOPMUPOBAHMUS
HeKpeIUTHOH (UHAHCOBON oOpraHusauuedl (JaTbhl MOCTYIUICHHS B HEKPEOUTHYIO
(MHAHCOBYIO OpraHM3allMiO), a B Cllyyae, eCiiM 3aKOHOAaTeNnbCcTBOM Poccuiickoi
Qenepanuy, peryjupylolUM  JeSTeNbHOCTh  HEKPEIUTHbIX  (UHAHCOBBIX
OpraHu3alui, yCTaHOBJIEH UHOW CPOK, — B TEUEHUE 3TOr0 CPOKa.

1.13.  HexpenutHsie (bUHAHCOBBIE OpraHu3alyi, peanusyouye
YCUJIEHHBIN, CTaHJApTHbIA M MHHUMANbHBIA YPOBHMU 3alUThl HHPOpMALIMH,
JOJKHBI 00ecneunBarh JOBEACHHUE 10 CBOMX KIMEHTOB PEKOMEHAALMH 10 3aluTe
MHpOpManK OT BO3ACHCTBUS NMPOrPaMMHBIX KOJOB, IIPUBOSIIETO K HAPYIIEHUIO
IITaTHOrO (YHKLUHOHUPOBAHHUS CpPEIACTBA BBIYMCIMTENBHOH TEXHHKH (Iajiee —
BPEJOHOCHBIN KOJT), B LIe/IIX NPOTHBOACHCTBYS HE3aKOHHBIM (PHHAHCOBBIM ONEPALIHSM.

HexpenutHole (UHAHCOBBIE OpraHd3alvy, peau3yIolne YCHUIeHHBIH,
CTaHIAApTHBI! ¥ MHUHUMAQJIbHBIH YPOBHU 3allUTBl HHQOpPMALIUH, OJDKHBI
obecrneyuBaTh JOBEJEHHE IO CBOUX KIMEHTOB:

UHQOpMaUMU O BO3MOXHBIX PHCKaX HECAaHKUMOHUPOBAHHOTO JIOCTyTa
K 3aliyiaeMoil nHGOpMalLMK C LENbI0 OCYIIECTBICHHUsS (DHHAHCOBBIX OINEparui
JMLAMHU, He 001aJaloluMU MPABOM UX OCYIIECTBIIEHUS,

uHbopMaLMd O Mepax MO [MpefOTBPALIeHHI0 HECaHKIIMOHUPOBAHHOTO
JIOCTYyIIa K 3aliuiaeMoil HH(GOpMAaIMH, B TOM YHCIE TP yTpare (1oTepe, XUILeHUH )
KJINEHTOM YCTPOHCTBa, C MCIOJIB30BAHUEM KOTOPOTO UM COBEpLIATIMChH JIEHCTBUS
B LEJISIX OCYILECTBJEHUS (PUHAHCOBOM oOrepauuy, KOHTPOJIO KOHOHUTYypaluu
YCTPOHCTBA, C HCIIOJIb30BAHUEM KOTOPOIO KIIMEHTOM COBEpLIAOTCS NEHCTBHS B
LeNIIX OCYLUEeCTBIIeHUs (PUHAHCOBOH ONepanuy, i CBOEBPEMEHHOMY OOHAPYKEHHUIO
BO3JI€HCTBUSI BPEJOHOCHOT'O KOJIa.

1.14. HexpeautHble (bUHAHCOBBIE OpraHu3aluy, peanu3yrolne
YCHJICHHBIH, CTaHAapTHBIH M MUHHMMAJIBHBIA YPOBHH 3aliUThi HHGOpMAaIHH,
JOJDKHBI B COOTBETCTBUM CO CBOMMH BHYTPEHHUMHU JHOKYMEHTAMHU OCYLIECTBISTH
pEerucTpauyio MHIUACHTOB 3l Thl HHPOPMALIMHY, a TAK)KE NPEACTaBIISTh CBeICHUS

O BBIABJCHHBIX HHUHACHTAX 3alliMThl HH@)OpMaHI’II/I JOJDKHOCTHOMY  JIMLY
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(OTAeNbHOMY CTPYKTYPHOMY IOJpa3liefieHUI0), OTBETCTBEHHOMY 3a YIIpaBlIeHHE
pUCKaMM, MPH HATMYUM TAKOrO AOJDKHOCTHOTO JHUa (OTAENBHOrO CTPYKTYPHOIO
nojApas/ieJieHust) pyu COOIOICHUH ClIeIyIOLUX TpeboBaHUM.

1.14.1. K uHumpeHtaM 3amuThl HHGOpPMAlIMH HEKpeIUTHBIE (UHAHCOBBIE
OpraHu3alyM, peaju3yloliue YCUJIEHHBIM, CTAaHAApPTHBIA U MUHUMANbHBIA YPOBHU
3alMThl UHQOPMALIUU, JOKHBI OTHOCHUThH COOBITHS, KOTOPBIE MPUBEIH WM MO UX
OLIEHKE MOTYT NPUBECTU K OCYIUECTBJICHHIO (PMHAHCOBBIX Orepaluil 6e3 cornacus
(BOJICM3BSIBIICHHUS) KIIMEHTA HEKpeIUTHOH (hMHAHCOBOW OpraHu3ally, HEOKa3aHHIO
yCIIyT, CBS3aHHBIX C OCYLIECTBJIEHMEM (MHAHCOBBIX oOllepaluuii, B TOM YHCHe
COOBITHSI, BKJIIOYEHHBIE B II€pedeHb THUIIOB WHIUMICHTOB, COIJIACOBAaHHBIA C
¢denepanbHbIM OpPraHOM MCIIOJHHUTEIBHON BIACTH, YHOJHOMOYEHHBIM B 001acTh
obecrnieuenuss Oe30macHOCTH, M pa3Mmeuniaemslii bankom Poccun Ha cBoeM
odunuansHoM caifte B cetu «MHTEpHETY.

1.14.2. Tlo xaxxgomy UWHUMAEHTY 3allUThl WH(QOpPMALUUU HEKpEIUTHBIE
(bMHaHCOBbBIE OpraHU3alMH, PeAIU3YIOILNe YCHISHHBIH, CTaHAapPTHHIA 1 MUHHUMaJIbHBIN
YPOBHH 3alUMThI HHPOPMALIMU, JOKHBL OCYLIECTBISATh PErUCTPALHIO:

3amuiaeMol MH(pOpMallMd Ha TEXHOJOTMYECKUX ydacTKaX, Ha KOTODPBIX
NpOU30LIEN HECAHKIIMOHUPOBAHHBIM TOCTYII K 3aluliaeMoil HHpOpMaLuH;

pe3ynbTaTa pearupoBaHUsl Ha HHLUMJIEHT 3allUThl MH(QOpMaLMK, B TOM YUCIIe
COBEpLUEHHBIX JEHCTBHUH MO BO3BpaTy IEHEXKHBIX CPEACTB, LIEHHBIX Oymar WM
VMHOT0 UMYIECTBA KJIMEHTA HEKPEAUTHON PHUHAHCOBOI OpraHu3aluy.

1.15. HexkpeagutHsie ¢buHAHCOBbIE OpraHu3aluy, peaiu3yrolue
YCWICHHBIH, CTaHAapTHBIH M MHUHUMAIBHBIM YpPOBHM 3alliUThl HH(OpMaluHy,
IoJKHBI uH(bopMmupoBars bank Poccuu:

O BBISBJICHHBIX HHIUACHTAX 3alUThl HH(POPMAaLH, BKIIIOYEHHBIX B [IepEeYEHb
TUIIOB MHIIUJEHTOB, COTJIaCOBAHHBIM C (eiepasibHBIM OpPraHOM HCIOJNHUATETHHON
BJACTH, YINOJHOMOYEHHbIM B oOnactu obecrniedeHuss 0e30MacHOCTH, M|
pa3zMeraembiit bankom Poccuu Ha cBoem oduumansHoM caiite B cet «HTEpHETY,
a Tak)Xe O IMPHUHATHIX Mepax U INPOBENEHHBIX MEPOMPUSATUSIX [0 peardpOBaHUIO

Ha BBISIBJIEHHbIH HEKpeAWTHOW (uHaHCOBOH opraHuzauuveil unu bankom Poccuu
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WHUMAEHT 3allUThl MUHOPMaLIUH;

O TMpUHALJeXKAUIMX HEeKpeJUTHOH (UHAHCOBOH opraHuzaudd U (UIH)
aIMUHUCTPUPYEMBIX B ee HHTepecax caltax B cetu «VHTepHeT», KOTOphbIE
UCTIONIb3YIOTCS HEKpeAWTHOW (MHAHCOBOH oOpraHu3alueil ajis OCYLIECTBIEHHUS
NesiTeIbHOCTH B chepe (hHMHAHCOBBIX PHIHKOB;

O TUIAHUPYEMBIX MEpONPUATHAX, BKJIOYAs BBINYCK IIPECC-PEIM30B H
npoBelleHue Mnpecc-koHpepeHUnid, pa3MellieHe HHpopMalud Ha OQUUHATBHBIX
calitax B cetd «MHTepHET», B OTHOILUEHHWH WHIMACHTOB 3aIMThl MHPOPMALNH
HE Mo3/Hee OJHOro pabouero AHS 10 AHS NPOBEAEHUSI MEPONPHUSITHS.

HexpenutHble QuHAHCOBBIE OpraHM3allMM, peaju3ylollde YCWICHHbIH,
CTAaHAAPTHBIA W MHUHUMAIbHBIA YPOBHM 3alUMTHl HMH(OpMALUH, JOJKHBI
npenoctaBnsith B baHk Poccum cBeneHus, ykasaHHble B a03auax BTOpPOM —
YEeTBEPTOM  HACTOSILIErOo  MyHKTa, C  HCIOJb30BAaHHEM  TEXHHUYECKOH
uH(ppacTpykTypbl (aBroMaru3dpoBaHHOW cucteMsbl) banka Poccumn. B cnyuae
TEXHUYECKOH HEBO3MOXHOCTH B3aHMOJCHCTBUS HEKPEIUTHBIX (DUHAHCOBBIX
opranu3zanui ¢ baukom Poccuu ¢ HConbp30BaHHEeM TEXHHYECKOH HHDPACTPYKTYPBI
(aBTOMaTU3MpoBaHHOW cucTeMbl) banka Poccunm HekpenuTHele (UHAHCOBbBIS
OpraHu3aliy, peain3yloline YCUIEHHbIN, CTAHJAPTHBIA U MUHAMAaJIbHBIN YPOBHHU
3allUThl WH(OpMAalMK, JOKHBl MpenoctaBisTs B bank Poccum cBepeHus
C HCIOJB30BaHHEM pe3epBHOro crnocoba B3aumonedcteus. Mudopmauus o
TEXHUYECKOH HHPpacTpykType (aBTOMartu3upoBaHHOU cucteme) banka Poccun,
pe3epBHOM crnocobe B3auMOAEHUCTBUS, GOpME U CpOKaX HalpaBeHUsl CBENSHUM

pa3mMelnaercs Ha opuuuanbHoM caiite banka Poccuu B cetu «VHTEpHET?.

I'maa 2. OcobGennoctn obecnedyeHHss 3amHUThl HHpOpMAUUH NpH
OCYLIIeCTBJIEHHH [efiTe1bHOCTH omnepaTopa (PHHAHCOBOH

njaaTgopmbl, perucTpaTopa GUHAHCOBBIX TPAH3aAKIHI

2.1.  Oneparop ¢buHaHCOBOH mIaTGOPMBI, perucTparop (UHAHCOBBIX

TpaH3aKIUi JOMOJHUTENHHO K HHGOpMANINY, yKa3aHHOH B myHKTe 1.1 HacTosiero
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[TonoxeHus, [OJKHBI OCYIIECTBISATH 3alIUTy CleAylolied nHQopManuy,
nony4aeMoi, MoAroTapirBaeMoii, obpabaTsiBaeMol, nepenaBaeMoil U XpaHUMOH
B MCIOJIb3YEMbBIX MIMU aBTOMAaTH3MPOBAHHBIX CHCTEMAX: |

uHpopMauuu, oopadaTeiBaeMoil onepaTopoM (GUHAHCOBOH MuaThopMbl NpH
coBepliIeHHH (PUHAHCOBBIX CIEJIOK C UCMOJb30BaHHEM (PUHAHCOBOH NIAaT(QOPMEIL;

uHdopmaiun, obpabarsiBaeMOil perucTpaTopoM (pUHAHCOBBIX TPAH3AKIHMHA
P OCYLIECTBJEHHM PEMO3UTAPHON AESATENPHOCTH B OTHOLIEHHH (MHAHCOBBIX
CHEJOK; |

MH(pOPMALMH, comepxalleics B JEKTPOHHBIX COOOLIEHUSX, COCTABIAEMbIX
y4acTHHKaMK (MHAHCOBOW MaThopMbl, OepaTopoM (HHAHCOBOH MIaThoOpMbl U
perucTparopoM (HHUHAHCOBBIX TpaH3aKUMHA IpH 3aKIIOYEHHH W HCIOJHEHUH
(HHAHCOBBIX CIENIOK C HUCIONb30BaHWEM (MHAHCOBOH MJIATQOPMBI, B TOM 4HUCIE
cofepxalleiics B OJEKTPOHHBIX COOOLIGHHAX — YKAa3aHHAX MOTpeduTeseHt
(hMHAHCOBBIX YCIYT;

MHGPOPMALIUK O PA3MEIEHHBIX C HCIIOJIb30BaHHEM QHHAHCOBOM MIaTQOPMBbI
O0aHKOBCKUX BKJagax ¥ 00 orepaiusx C [ACHEXHBIMH CpEACTBAMU II0 HUM,
MH(POPMALIMU O COBEPIIEHHH HHBIX (PUHAHCOBBIX CAENOK M 00 onepauusx rno HUM,
NpeNOoCTaBIeHHOM  omepaTopoM  (UHAHCOBOH  mnaropMmbl  PETUCTPATOPY
(bUHAHCOBBIX TPaH3aKLIHH;

3JIEKTPOHHBIX COOOILEHUH, KOTOpBIE COJEPXKAT PACIOPSHKEHUs orepaTopa
(GHrHAHCOBOH MIaThOpPMBbI B KPEIUTHYIO OPIaHU3ALMIO O COBEPLICHUH Olepaluii o
CrenUaibHOMY CYETY Ha OCHOBAHUM yKa3aHUs NOTPeOUTENs QUHAHCOBBIX YCIIYT.

2.2.  Oneparop ¢GHHAHCOBOH ITaTGOPMBI, PETMCTPATOP (HUHAHCOBBIX
TpaH3aKUMH B JOMOJHEHHE K YCTAHOBIEHHbIM IyHKTOM 1.10 Hacrosiuero
[Tonoxenus TpeGOBAHUSAM K TEXHOJIOTMH OOpabOTKH 3allUIaeMoOil HHPOpMaLUK
JOJIKHBI 00€CIIeYHBATH BBITIOJIHEHUE CIIEIYIOLMX TPeOOBaHUH.

2.2.1. Texuonorus obpaboTku 3amumaemMoil HHGOpMaUuM, NPUMEHSEMas
OIIEpPaTOpOM (PMHAHCOBOM MIATPOPMBI, PErHCTPATOPOM (QHUHAHCOBBIX TPAH3AKIMHA,
Ha BCEX TEXHOJOIMYEeCKHX YydacTKax JODKHa obecrneduBaTh LEJIOCTHOCTh U

HEW3MEHHOCTD 3allMIaeMOM HHd)OpMaL[I/II/I, B TOM YHUCJIC IYTEM!



NpUMEHEHHS MEXaHU3MOB M (W) HPOTOKONOB (GOPMUPOBaHMs U OOMeHa
57IEKTPOHHBIMK ~ COOOLIEHMSIMH,  OOECHEeUMBANOLIMX  3ALUUTY  JIEKTPOHHBIX
coO0LIeHUH oT HUCK2XKEHHS, danbcudukalyy, nepeajpecaluu,
HECAaHKLMOHMPOBAHHOTO O3HAKOMJIEHHS U (WIHM) YHHUYTOXEHHS, JIOKHOH
aBTOPM3ALIUHU, B TOM YHCIIE ayTEHTH(HHUKALMY BXOJHBIX dJIEKTPOHHBIX COOOLICHHUH,

B3aUMHOH  (IABYXCTOpOHHe) ayTeHTH(UKALUM Y4acTHHKOB OOMeHa
37€KTPOHHBIMH COOOIIEHUSIMU CPEACTBAMU BBIUMCIMTEIBHON TEXHUKH OrepaTopa
duHaHcoBOH matdopMbl, noTpebuTeneld (GUHAHCOBHIX YCIYT M (HHAHCOBBIX
OpraHM3aUMi WK SMUTEHTOB, PErUCTPATOPOB (PUHAHCOBBIX TPAH3AKLIUH;

BOCCTAHOBJICHHsI 3allldlliaeMoii uHMOpMauuud B CJy4Yae YMbIIIJICHHOTO
(cny4aiiHoro) paspyuleHust (MCKa)KeHMs) WM BbIXOJA M3 CTPOS CPEIACTB
BBIUHCIIUTEIbHON TEXHUKH; |

MPUMEHEHMs] TIpPM B3aUMOJEHCTBHH MEXIy OnepatopoM (GUHAHCOBOH
miaToOpMbl M PETHCTPATOPOM (DHHAHCOBBIX TPaH3aKIMH, & Taikke MEexay
omepaTopoM (UHAHCOBOW iarpopMbl U KpeAUTHBIMM opranusauusmu CK3H,
MMEIOMIUX CepTU(GUKATH COOTBETCTBHSA (elepaibHOro OpraHa WCMOJHUTENbHOH
BJIACTH B 0OJsiacTu obecrieveHus 0e3011acHOCTH.

2.2.2. TexHosnorusi o6paboTKY 3allMIIaeMOil HHPOPMaLKU, IpUMeHsemMast
orepaTopoM (MHAHCOBOM MIAaT(GOPMBI PU WACHTHOHKALKMH, ayTeHTH(UKALMH U
apTOpU3aluK B cooTBercTBuM ¢ nonmyHkToM 1.10.2 mynkra 1.10 Hactosiiero
[Tono)xeHUs, [OMKHA PAaCHpPOCTPAHATHCS HA WASHTHQUKALUMIO [0oTpeduTenen
(MHAHCOBBIX YCIyr B COOTBeTCTBHH ¢ (DejepanbHbIM 3aKOHOM OT 7 aBrycra
2001 roma Ne 115-@3 «O npoTHBOAEHCTBHH Jieraju3anuy (OTMBIBAHHIO) JOXOJIOB,
IONYYEHHBIX TPECTYNHBIM [yTeM, H (UHAHCHPOBaHUIO TeppopusMay» (Cobpanue
3akoHojaTeabcTBa Poceuiickoit ®enepaunu, 2001, Ne 33, ct. 3418; 2021, Ne 1,
cT. 75) ¥ ayTeHTU(UKALMIO YYaCTHUKOB (PUHAHCOBOM MIAaT(GOPMBI IIPH 3aKITIOUCHUH
1 UCIHOJIHEHUH (DUHAHCOBBIX CHENIOK.

2.3.  Onepatop ¢GuHAHCOBON IUIAT(OPMBI, DPETHCTPATOP (HHUHAHCOBBIX

TpaH3aKHI/H\;I JOJDKHBI obecrieynBaTh NOANIUCAHUE 3JIEKTPOHHDBIX COO6M€HHﬁ, B TOM

[\
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4uciie JOTOBOPOB MEXAY ornepatopoM (pruHaHCOBOH MiIaTGopMbl M NOTpedUTENEeM
(MHaHCOBBIX YCJYr, COMNIAleHHH 00 3JIEKTPOHHOM JIOKYMEHTO00OpOTE MEXIY
orepatopoM (UHAHCOBOH IIATPOpPMBbI, MOTpeOUTeNeM (UHAHCOBBIX YCIYr H
¢uHaHCOBOH opraHM3alMed WM SMUTEHTOM, a TaKXe HHBIX [JOKYMEHTOB,
HEOOXONUMBIX JJisl o0ecreueHHus WX B3aWMOJAEHUCTBHS MpPH 3aKIIOYEHHH WU
UCIIOJIHEHUM (DUHAHCOBBIX CHEJNOK C HCIIONbh30BaHHEM (DHMHAHCOBOW MNATHOPMBI,
CIoco0oM, MO3BOJISIIOIIMM 00eCeUnTh LIeJIOCTHOCTH MOAMUCHIBAEMBIX JOKYMEHTOB
U TIOATBEPJUTH UX COCTaBJIEHUE YIIOJTHOMOYEHHBIM Ha 3TO JIMLIOM, B COOTBETCTBUU

¢ TpeboBanusiMu NyHKTa 1.9 HacTosero Ionoxenus.

I'maa 3. OcobenHocTn olOecnedeHuss 3amiuTbl  HHpOpMaUHH
npu OCyIeCTBJIEHUH JeATeJbHOCTH onepartopa
HH(pOPMALHOHHOH CHCTEeMBbI, B KOTOPOil ocyllecTBJsieTCst
BbINyCK HH(PPOBLIX (PHHAHCOBBIX AKTHBOB, ONepaTopa

o6MeHa HH(PPOBBIX PUHAHCOBBIX AKTHBOB

3.1. Omnepatop MHPOPMAILMOHHON CUCTEMbI, B KOTOPOH OCYLIECTBISIETCS
BbIMYCK HHUGPOBBIX (UHAHCOBBIX aKTHBOB, oOIepaTop oOMeHa IHU(GPOBBIX
(UHAHCOBBIX aKTHBOB JOIMOJIHUATEIBHO K HH(OpMaLMU, yKa3aHHOW B myHkTe 1.1
HacTosiero  [lomokeHusi, HOMKHBI  OCYLIECTBJISATH  3alIUTY  CleAyIoei
uHpOpMaIH, TOTy4aeMoi, OAroTaBIuBacMoi, obpabarpiBaeMoii, epeaBaeMoit
U XpaHUMOH B UCIOJB3yEeMbIX HMH aBTOMAaTH3HPOBAaHHBIX CUCTEMAX:

uHpopmanuu, obpabarsiBaeMoil onepaTopoM HHGOPMALIMOHHON CHUCTEMBI, B
KOTOPOI OCYLUECTBISETCS BBITYCK LHU(DPOBBIX (PHHAHCOBBIX aKTHBOB, HA OCHOBAHUH
KOTOPOM OCYILIECTRIISIOTCS BBITYCK U 0OpalieHue HH(PpoBbIX PHUHAHCOBBIX AKTHBOB,
B TOM uucje HHPOpMAUUH, COJAep)Kalleiicss B 3EKTPOHHBIX COOOLICHUSAX —
yKa3aHHUSIX O BHECEHUHU WJIM U3MEHEHHUH 3anuch O HU(PPOBBIX (PHHAHCOBBIX aKTHBAX
B MH(OPMAIMOHHON CHUCTEME, B KOTOPOW OCYHIECTBISETCS BBIMYCK LIMQPPOBBIX

Ci)I/IHaHCOBBIX dKTHBOB, [10 YKa3aHHUIO JIUL WU B CHITY HGIZCTBHSI, COBECPIUICHHOI'O B
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paMKax CIeJIKM, yKa3aHHbIX B HacTH 2 ctatbk 4 DenepanbHOro 3aKoHa ot 31 urons
2020 ropa Ne 259-®03 «O undpoBbix ¢GHUHAHCOBBIX aKTUBax, LU(POBOH BaoTe U
O BHECEHHWH H3MEHEHUH B OTAeNbHBIE 3aKOHOJaTeNbHble akThl Poccuiickoi
Oenepauum» (Cobpanue 3akoHonarenscTBa Poccuiickoit @enepauuu, 2020, Ne 31,
ct. 5018) (manee — DenepanbHbiil 3akoH «O HUPPOBBIX (PUHAHCOBBIX AKTHBAX,
U1 POBOI BAIKOTE U O BHECEHUH U3MEHEHHH B OTEIbHbIE 3aKOHOAATENbHbIE aKThI
Poccuiickoit @enepauun»);

uHdpopmaunu, obOpabarbiBaeMoli  omeparopoM  oOMeHa  HU(POBBIX
(UHAHCOBBIX aKTHBOB, Ha OCHOBaHHWH KOTOpPOW obecriedynBaeTcs 3akjIOueHUe
CHENOK ¢ LM(pPOBEIMU (PUHAHCOBBIMH aKTUBAMHU;

uHopManuu, obpabaTbiBaeMoOl onepaTtopoM HHGOPMALMOHHONW CHCTEMBI,
B KOTOPOH OCYIIECTBISAETCS BBIMTYCK LHU(PPOBBIX (PUHAHCOBBIX aKTHBOB, 000 BCeX
COBEPILEHHBIX CHENKax ¢ UUGPPOBbIMU (HUHAHCOBBIMH aKTHMBAMH, BBIMYLICHHBIMU
B MH(OPMALMOHHOHN cHUCTeMe, OMNeparopoM KOTOpOH OH sIBNseTcs, a Takxe o0
yYaCTHHKaX TaKUX CHAENIOK;

nHpopmauuy, oOpabarbiBaeMod  omepatopoM  oOMeHa  IHGBPOBBIX
($HHAHCOBBIX AKTHBOB MpH OOECHEUECHHUH 3aK/IIOUEHUs] CHENOK ¢ Lu(pPOBBIMH
(GUHAHCOBBIMH aKTHBaMH, 000 BCEX COBEPLIEHHBIX CHENKaX C LU(pPOBBIMU
(MHAHCOBBIMH aKTHBaMH, a TaKXke 00 YJaCTHHUKaX TaKUX CHEIOK.

3.2. Omnepatop nHGOPMALMOHHOM CHCTEMBI, B KOTOPOH OCYIIECTBISETCS
BBIYCK LUQPOBBIX (PUHAHCOBBIX aKTHBOB, omnepatop obmeHa UIUPPOBBIX
(MHaHCOBBIX aKTHBOB B IONIOJIHEHHE K YCTaHOBIEHHBIM IyHKTOM 1.10 Hacrosuiero
[lonoxenust TpeOGoBaHUAM K TEeXHOJOTHH 00paboTKH 3amuinaeMoil MHpopMauu
B paMKaX BBIITyCKa U oOpaieHusi LUGPOBBIX (PUHAHCOBBIX AKTHBOB JIOJKHBI
obecrieurBaTh BHIIIOJHEHUE CNEAYIOLINX MEPOIPUITHN:

UCIIOJIb30BaHHe MHOrO(GaKTOPHOH ayTeHTH(UKAIUH JIUL, BBITYCKaIOLINX
urpoBble (DMHAHCOBBIE aKTHBBI, oOyanareneil HUppPoBbIX (HUHAHCOBBIX aKTHBOB,
orieparopa oOMeHa HH(PPOBBIX PUHAHCOBBIX AKTUBOB NP OCYILECTBICHUU AOCTYyNA

K MHQOPMALIMOHHON CHCTEME, B KOTOPOW OCYLLECTBISETCS BBITYCK LU(PPOBBIX
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(buHaHCOBBIX aKTHBOB, B TOM UHUCJIe peain30BaHHOM ¢ ucnons3oanueM CK3U;

3aIMTY, B TOM YUClie KpUNTOrpaduyecKyo, 3aluiaeMoni nHhopMaLuu pu
ee XpaHEeHHUH H nepesiave B HHPOPMAaIMOHHON CUCTEME, B KOTOPOi OCYILECTBISETCS
BBIMYCK LHU(PPOBBIX (PUHAHCOBBIX AKTUBOB;

NMpUMEHEHHe OpPraHM3alHMOHHBIX W TEXHUYECKHUX Mep, O0eCreduBaroLLuX
0bpaboTKy MHUUAEHTOB 3aILUATEHI uHdopmanuu, CBSI3aHHbIX c
HECaHKUMOHHUPOBAHHBIM JOCTYIIOM K KpUOTOrpaUuecKuM KIHo4aM IpH HX
$bOopMUpOBaHUH, HCIIONB30BAHUM M XPAHEHUH, B TOM UYHCIE B COOTBETCTBUU C
TpeOOoBaHUAMH TeXHUHUECKOH noxkymeHTauuu Ha CK3H;

B3aUMHYIO  ayTeHTH(HUKALMIO  Yy3J10B  WHPOPMALMOHHON  CUCTEMBI,
y4acTBYIOUIMX B OOMEeHe 3aiuiaeMoil uHpopMaLyei;

peanu3alvio  CHUCTeMbl YNpPaBJICHUS] OJKHU3HEHHBIM  LIMKJIOM  CHEJIKH,
npeaycMoTpeHHON vacteio 2 ctath 4 DepepanbHoro 3akoHa «O HUPPOBBIX
(HHAHCOBBIX aKTHBaX, HIU(PPOBOH BallOTe U O BHECEHUH U3MEHEHUH B OTAEI/IbHbIE
3aKOHOAaTeNbHble akThl Poccuiickoi Penepauun», M peajlM3alUIO €€ THIIOBBIX
GyHKUMA B BUJE CTaHAAPTHBIX OUONMOTEK C LENbIO YIPABIECHUS PHUCKaMU H
yS3BUMOCTSIMM, CBSI3@HHBIMH C UCIIOJITHEHUEM YKa3aHHOH CHEJIKH;

NpUMeHEHWEe OpraHM3alMOHHBIX M TEXHHUYECKUX MEp, HalpaBJIEHHBIX Ha
00paboTKy pHCKa HCIOIB30BaHUSl YSI3BUMOCTEN TPOrPaMMHON Cpefbl UCTIOTHEHHUS
CHCJIKH, TpeNyCMOTpeHHOH dacThto 2 cratbu 4 @DenepanbHOro 3akoHa
«O uubpoBsIX GUHAHCOBBIX aKTHUBAX, LH(PPOBOH BATIOTE U O BHECEHHU U3MEHEHUH
B OTJIeJIbHBIE 3aKOHOJaTe IbHbIe aKThl Poccuiickoil @enepauun»;

peanu3aluio CUCTEMbl MOHHTOPUHIa MHLMACHTOB 3allUThl MHQOPMALHU U
perjiaMeHTal{Io Mep 0 Peaklii Ha MHUMISHTHI 3alUThl HHHOPMaLUH;

peanu3aLuio CHUCTEMBI MOHUTOPHHIA UCTIONHEHHUS CIENOK,
[peAyCMOTPeHHBIX 4YacThto 2 ctatbu 4 DepepanbHoro 3axkoHa «O HU(POBBIX
(YMHAHCOBBIX aKTHBaX, UU(PPOBOIl BAIOTE K O BHECEHUM M3MEHEHHUH B OTHEJIbHBIE

3aKOHOJaTeNbHble akThl Poccuiickoil ®enepauuu».
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3.3. Omnepatop HHGOPMALUOHHON CHUCTEMBI, B KOTOPOH OCYLIECTBISETCS
BBIMYCK LU(PPOBBIX (UHAHCOBBIX AaKTHBOB, omepaTop oOMeHa UU(POBBIX
(hVHAHCOBBIX AKTHBOB B JIOTMOJIHEHHE K YCTaHOBJICHHbIM B myHkrtax 1.10 u 3.2
Hactosilero Ilomoxenus: TpeGoBaHUSIM K TEXHOJOTHH OOpabOTKM 3alluliaeMou
HHPOpPMalLIMK B paMKax BbINycka M oOpalieHust LUPPOBbIX (PUHAHCOBBIX aKTHBOB
B UH(MOPMaLMOHHON cHCTEME Ha OCHOBE paclipelleJIEHHOro peecTpa HOJKHBI
obecrneunBaTh BHIMIOJHEHUE CAEAYIOLMX MEPONIPUSATHN:

aHanu3  Tpaduka  CETeBOro  B3aWMOAEUCTBHS  MEXIY  Yy3JlaMH
MHQOPMALIMOHHOM CHCTEMbl HA OCHOBE paCIpeleIeHHOIO peecTpa C LEJbIO
obecrieyeHHs  HEMpPEpPHIBHOCTH  BHeceHUs  (M3MEHEHMs)  3amuceil B
MHGOPMALMOHHYIO CHCTEMY Ha OCHOBE paclipellelIeHHOro peectpa, oOecrneyeHHus
OIOKMPOBKH MOTEHLHATBHO OINACHBIX 3anuceidl B HH(QOPMALIMOHHYID CHCTEMY
Ha OCHOBE paclpeesieHHOr0 peecTpa, CIOCOOHBIX IIPUBECTH K HW3MEHEHHIO
[IOCJIeI0BaTENbHOCTY 3amluced B HMH(OpPMALMOHHON cucTeMe, oOecrnedeHUs
aHanu3a M KOHTpOJsl  ajnroputma  (anropuTmoB),  OOECHEYMBAIOLLEro
TOXJECTBEHHOCTh HMHGMOpMaluuy, coiepxauieiics BO Bcex ©0a3ax AaHHBIX,
COCTaBISIIOILIMX paCHpeleNieHHbI peecTp, HalpaBleHHbIX Ha obecreueHue
HEBO3MOXXHOCTH peajii3allud KOMITBIOTEPHBIX aTak, B TOM 4YHCJIe CO CTOPOHBI
y3710B  MHQOPMAIMOHHON  CHUCTEMBI, IIyTeM YIPaBlI€HUS  YyKa3aHHBIMU
aJIrOpUTMaMU;

obecrieyeHre 3alIUThl 3allMIIaeMON HUHGOpPMAUUU MEXIy Y3JaMu
HHPOPMALMOHHOM CHCTEMBl Ha OCHOBe pacnpegeneHHoro peectpa CK3U,
peamu3ylomuX B TOM 4UCIHEe QYHKLUHAIO HMHUTO3alUThl HHGOpMaLUU C
ayTeHTU(UKaHel oTipaBUTest HHPOpMaLuy;

MCIOJB30BaHUE y3JIaMHU HH(GOPMAaLMOHHON CUCTEMBI O€30M1aCHON TOTOJIOTUH
KOMMYHUKAIIHOHHBIX CE€TeH, NPOrpaMMHOr0 KoJa M IIPOTOKOJOB C Y4E€TOM
aKTyallbHBIX YTPO3 6€30MacHOCTH U MPUMEHSIEMbIX HH(OPMAIMOHHBIX TEXHOJIOTUH,
B TOM YHCJIE peaju3alMio CHUCTeMbl 3alllUThl OT arak, HalpaBICHHBIX Ha OTKa3

B O6CHY)KI/IBaHI/H/I, C BO3MOXHOCTBIO CI)I/IJ'II)TpaHI/IH nepeaapacMbplx HaHHBIX,
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XpaHeHHUe y3jaMHd MH()OPMAIMOHHON CHUCTEMBbl ITOBEPEHHBIX CETEBBIX aIpPECOB U
peanu3alMio MeXaHH3Ma [POBEPKH HEKOPPEKTHBIX Y3J0B HH(POpPMALMOHHOH

CHCTEMBI.

['maBa 4. 3aki0unTe/ibHbIE OJI0KEH U

4.1. B cnydae ecnu HekpenuTHas (UHAHCOBas oOpraHusalys Ha AaTy
oTipeiesIeHUs YPOBHS 3aluThl HHGOpMaLKMU onpefesuia 0onee BEICOKUH yPOBEHb
3alMThl WH(OpMALMKM [0 CPaBHEHUIO C peaJM3yeMbIM €10 YPOBHEM 3alllUTHI
uHbOpMaLUK, Takas HeKpeauTHas GUHAHCOBAsI OpraHM3alvs JOJDKHA 0DecrevuTh
BBIMOJIHEHHE MpPeyCMOTPEeHHBIX HacTosiiuuM [lonoxenneM TpeGoBaHMi K Oolsee
BBICOKOMY YPOBHIO 3allUThl MH(OpPMAlMU HE MO3/JHEE AEBATH MECALEB C JAThI
OTpe/iesieH!sl YPOBHS 3alUThl HH)OpMaLMK.

4.2. B caydae coBMELIEHUS HEKPEAUTHON (UHAHCOBOW OpraHu3auuen
BUJOB NIeSTEIBHOCTH B cdepe (PMHAHCOBBIX PBHIHKOB, OCYIIECTBICHHE KOTODPBIX
o0ycnoBnIMBaeT HEOOXONUMOCTh peaju3alyd OJHOBPEMEHHO [BYX YPOBHEH
3amuThl MHGOPMALUK, Takas HeKpeauTHas (UHAaHCOBas OpraHu3auus 1OJDKHA
obecrieuuth coOmonenne TpeOoBaHUil, NpPEeNBABISEMBIX K Oolee BbICOKOMY
YPOBHIO 33U THl HH(DOPMAIHH, TIPH YCIOBHH, YTO IIPU COBMEILLEHUHU AESITENbHOCTH
OHa UCTIOJIb3yeT eJUHbIe O0BEKThl HH(DOPMALIMOHHON HH(PACTPYKTYPBI.

4.3. [Jletictue Hactosawero IlonoxeHus He pacnpocTpaHseTcss Ha
OTHOIIEHHUs, peryiupyemble DenepanbHbiM 3akoHOM OT 26 urons 2017 ropa
Ne 187-@3 «O 6e30macHOCTH KPUTUYECKOH HH(POPMALMOHHON HHQPACTPYKTYphl
Poccuiickoit @enepaunu» (Cobpanue 3akoHonarenscTsa Poccuiickoit Penepanny,
2017, Ne 31, ct. 4736).

Ilpu  obecneueHun  06e30MacCHOCTH  aBTOMATU3UPOBAHHBIX  CHUCTEM,
IPOrpaMMHOIO obecrieyeHus, CpenCTB BBIYHMCIUTENHHON TEXHUKH,
TEJIEeKOMMYHHUKALMOHHOTO O00OpYyJOBaHHUs, OKCIUIyaTallusi U  HCIOJIb30BaHHE

KOTOPBIX o0ecrneynBarTCs [pH  OCYLUCCTBICHHH (bHHaHCOBBIX onepaunﬁ
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HEKPEAUTHBIMU (PUHAHCOBBIMU OpPraHU3aLUSIMHU M KOTOPBIE SIBISIIOTCS OOBEKTAMHU
KpuTtHueckoil uHdopmauuoHHON uUHDpacTpykTyphl Poccuiickoit ®enepauuy,
Hactosuee [lonoxxeHue npumeHsieTcss Hapsiay ¢ TpeboBaHusMu DenepanbHOTO
3akoHa oT 26 wurons 2017 rogma Ne 187-®@3 «O 0e30macHOCTH KPUTHUUECKOM
uHhopMauroHHON HHDpacTpyKTYphl Poccuiickoit Denepauuiuy.

HelicrBue Hactoswero IlonmoxeHus He pacnpocTpaHsieTcsi Ha JIML,
OCYILECTBISAIOILMX aKTYapHYIO A€STEeNbHOCTD.

4.4. Hacroswee Ilonoxenue B cooTBeTcTBUU ¢ pemieHneM Cosera
nupexktopoB banka Poccum (nmpotokon 3acenanusi Cosera aupektopoB banka
Poccuu ot 4 nexabps 2020 rona Ne TIC[1-29) Bctynaet B cuny no ucreyeHuu 10 nHei
nocJie Hs ero oQUIUHUATBEHOTO OMYOIMKOBaHHUS, 32 HCKITIOUEHUEM ITOJIOKEHUM, IS
KOTOPBIX HACTOSILIUM IYHKTOM YCTaHOBJIEHbI HHbBIE CPOKH BCTYIJIEHUS UX B CUILY.

AG3an  yerBepThld noanyHkra 1.4.2, abzaubl OJMHHAALATBIA  —
4yeThlpHaAUaThii noanyHkTa 1.4.3 nynkra 1.4, rnassl 2 1 3, 3a UcKroueHueM ab3aua
yeTBepTOro nyHkra 3.3, Hactosiero [lonoxeHus BcTynaroT B cuily ¢ | stHBaps
2022 rona.

[Moanyukr 1.4.4 nysukrta 1.4 Hactosiiiero IlonoxeHus BCTymaer B CHIY
¢ 1 wrons 2022 rona.

AO3an nepBbiil nmyHkTa 1.7 Hacrtosimiero IlonoxkeHuss BCTymaeT B CHITY
c 1 suBaps 2022 roga u aeictByeT no 30 uroHsg 2023 roaa BKIIOYUTENBHO.

Ab3an Bropoit myHkta 1.7 Hacrtosimero Ilonoxenuss BcTymaer B cuiy
¢ 1 urona 2023 ropa.

A03an ueTBepThit nMyHKTa 3.3 Hactosmlero [lonoxeHuss BCTymaeT B CHIIY
c 1 suBaps 2024 rona.

4.5. Co pgus BCTymjeHuss B cuiy Hacrtosimiero Ilonmoxxenuss npuszHaTh
yrparuBiumM cuny [lonoxenue banka Poccuu ot 17 anpens 2019 roma Ne 684-11
«O06 yCcTaHOBJIEHHH O0S3aTEeNbHBIX [UUISI HEKPEOUTHBIX (PUHAHCOBBIX OpraHu3alui
TpeOboBaHuil K obecrneueHuio 3alUThl HHGOPMALMH NP  OCYLIECTBICHUU

ACATCJABHOCTH B cxbepe Q)I/IHaHCOBBIX PBRIHKOB B HCIX HpOTHBOHCﬁCTBHH
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OCYHLICCTBJIICHHIO HE3aKOHHBIX (I)HH&HCOBBIX OHCpﬂHHfI», 3aperuCTPpUPOBAHHOC

MunuctepctBoM roctuiuu Poccuiickoit @enepanuu 16 mast 2019 roga Ne 54634.

[Ipencenarens
IlentpanbHoro 6anka

Poccuiickoit ®enepannu 3.C. Habuynnuna
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