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Npeancnosue

MPUHAT N BBELEH B pgencteune npukasom baHka Poccun ot 14 cenTabps 2018 ropa Ne O1-2403.
HacTtosiwmmn ctaHgapT He MOXET ObITb MOSIHOCTBIO WN YaCcTUYHO BOCMPOU3BEAEH, TUPAXXMPOBaH
N pacnpocCTpaHeH B KavyecTBe odpuLmanbHOro nigaHus 6e3 paspewleHms banka Poccum.



CTO BP B®BO-1.5-2018

CopeprkaHue
(7= a1 4
1. OOTACTD MPUIMEHEHMUISI «...vvveeeeeeeeeeeeeeeeeuateeeeeeeeeaeeeasaaaasasssaeeeeeaeaaeeaesaaassssaseeeeeaaaseseeaaanssnsesnneeeaaaneeaaann 8
2. HOPMATUBHBIE COBITKM.....eeeieeeeereretsssssasasnsaaaaaesesaseaaaeaesessseesessssssssssssssssnssnssssaeesaseseeesssesereessssssssssrnnnnns 8
I =T o 1 o I o] =T 1= 1Y = SO 9
4. OBO3HAUEHUS N COKPALLLEHUIST ...eeeeeeeeeeeeaeeeeeeeeeeeeeeeseststaaa e aaeaeaeaaeaaaaaaaeeeesseesesssessnsnsnnnnnnnnnnnnns 12
5. ®opMa npepcTaBneHnst 4aHHbIX, UCNOJb3yeMast yHacTHUKaMU MHGOPMALIMOHHOIO

OOMeHa ONs PErNCTPALUMM B BAHKE POCCUIN ....ceeveieicceeee e 13

6. DopMa NpeacTaBneHnNs faHHbIX, UCNOMb3yeMasi y4aCTHMKaMN MHOPMaLMOHHOIo
obmMeHa ans nHpopmmpoBaHusa baHka Poccum 06 nHupaeHTax, CBA3aHHbIX
C HapyLleHneM TpeboBaHUIM K obecneyeHnto 3awmTbl MHGOPMaLMK, N CPOKM

NX MPEACTABNEHNS B BAHK POCCUIM ...t et e et s 32
7. ®opmMa 3anpoca baHka Poccmm K y4acTHUKY MHGOPMaUMOHHOIO 06MeHa,
OO CNTY>KNBAKOLLEMY MOSTYHATENS CPEOCTB .uuuieeiirruieeeeeeruuiaeeaeeeesunaeeeeresnnaeaesrestaeeeeessnnaaaeeeeesnaees 114

8. ®opmMa npepncTaBneHnst AaHHbIX, UCMOJb3yeMast y4aCcTHUKaMU MHGOPMaLMOHHOIO
obMeHa ans npefcTaBfieHnst OTBeTa Ha 3anpoc baHka Poccmm K y4acTHUKY
MHPOPMaLMOHHOIro o6MeHa, 06CNy>KMBaKOLLEMY MOy4aTens cpencTs,
N CPOKU UX MPEOCTaBAEHNS B BAHK POCCUIN ..ot 124

9. ®opMa nHdopMaLMOHHOro coobuieHns baHka Poccmm K y4acTHUKY MHGOPMaLMOHHOIo
OOMeHa, OOCIY>XKNBAIOLLEMY TTATEITBLLIMKA «.eevvrererernnnnnaeaeeeeeeeasaaaaaaeseeeeeeeessnssssssnnannnaaaeaeaaaaaaaeees 140

10. ®opma npenctasneHns B baHk Poccmm 3anpoca oT y4aCcTHUKOB MHPOPMALIMOHHOIO
ob6MeHa, NCMOoNb3YILLMX CEPBUC CPOYHOMO NepeBoda N CEPBUC HECPOYHOIO NepeBoa
NS OCYLLLeCTBSIEHUSI NePEeBOa OEHEXHbIX CPECTB, He SABASIOLLMXCS NOApa3aeneHnsaMm
BaHka Poccun, 06 ycTaHoBNeHUN (M CHATUN) Ha X 6aHKOBCKME (KOPPEeCNOoHAEHTCKME)
cyeTa (cybcyeTa) orpaHMYeHNs B BUOE 3anpeTa Ha ChMcaHne AeHeXHbIX CPeacTs
NpW BbISBIEHUN MHLUMOEHTOB, CBSI3aHHbIX C HapyLleHeM TpeboBaHui K obecneyeHmnio
3aWmMThl UHPOPMaLMM NPU OCYLLEECTBIIEHNM NEPEBOLOB AEHEXHbIX CPEeaCTB,
Ha o6bekTax MHPOPMALIMOHHON NHOPACTPYKTYPbI
YHACTHUKOB MHPOPMALMOHHOTO OOMEHA .. .uieieieiieieeeeeeeeeeeeeeeeetetet et e e s e e e e e e e e eaaaaaeaaeeeeseseeensnens 155

11. ®opmMa nHdpopMaLmMoHHOro coobleHust baHka Poccumn o6 ycTaHOBREHUMN (U CHATIK)
Ha GaHKOBCKMe (KOoppecnoHaeHTCKMe) cyeTa (cybcyeTa) y4aCTHUKOB MHPOPMALIMOHHOMO
o6MeHa orpaHu4eHus B BUOE 3arnpeTa Ha CNNCaHNE OEHEXHBIX CPEMCTB ....uvvrrrrereeeeeeeeeeaannrnneness 160

12. ®opMa pacnpocTpaHeHns baHkoM Poccnm cpeam y4aCcTHUKOB MHPOPMALIMOHHOMO
o6MeHa AaHHbIX O BbISIBNIEHHbIX MHUMOEHTAX, CBA3aHHbIX C HapyLLeHneM TpeboBaHui
K 06eCNeUeHMIO 3aLUNTBI MHDOPMALIM ....cvvueeeeeeeeiiieeeeeeeetaaeeeeeeastaaeeeeeesasaaeeesessannsaeeeesnsaneaeseesnnns 164

13. ®opMa npencTaBneHns gaHHbIX, UCMOJb3yeMast y4aCTHMKaMU MHGOPMaLNOHHOIO
ob6MeHa ansa HanpaeneHns B baHk Poccumn nHopMaumum o ninaHnpyeMbIX MeEPONPUSATUSIX
Mo PAaCKPbITUIO NHGOPMALNN O BbISIBJIEHHbIX MHUMAEHTAX, CBSA3@HHbIX C HAPYLLUEHMNEM
TpeboBaHU K 06ecnevYeHnto 3aLmTbl UHPOPMaLMK, N CPOKN
NX MPEACTABAEHUS B BAHK POCCUIN ...ttt 196

14. Ycnosus npenctaBneHns baHky Poccum yqacTHMKaM1M MHPOPMaLUMOHHOIO 06MeHa
OAHHbIX O BbISIBJIEHHbIX MHUMAEHTaX, CBSI3@HHbIX C HApYyLLUEHNEM TpeboBaHMI
K 00eCneUEHMIO 3aLLNTEI HDOPMALIAM ... .ueeeieeeeeeraaaeeeeesasannneeseeeeeeeaeeessssaanssssseneeeeeaeesessaaannnsssssnees 201

15. OnncaHne TeXHONOrnMm NOArOTOBKM 1 HaNpPaBieHNs 3NEKTPOHHbIX COOBLLEHNI
Npu MHGOPMALIMOHHOM OBOMEHE € BAHKOM POCCUM ... 208



CTO BP B®BO-1.5-2018

MNMpunoxerne 1. CxeMbl B3aMMOAENCTBUS Y4aCTHUKA MHPOPMALIMOHHOIO OOMeHa

Ll Y1 1o I o Y ol ol 1 U 210
MpunoxeHwne 2. CxeMbl B3anmopencTeumsa baHka Poccun

C YHACTHUKOM \WMIHDOPMALIMOHHOTO OBMEHQ .....eeteeieeeaeeaeeeaaaiiteeeeeeeaaaaeeeaaaannssneeeeeeaaaaeeesaaannnsnneees 245
MNpunoxenwne 3. [marpamMmbl NPOLECCOB B3aUMOAENCTBUSA YHaCTHMKA NHGOPMALMOHHOIO

OBMEHA € BAHKOM POCCUM ...ttt et e e e e e e e e e e e nanrnneees 259

S (@Y1 Lo o =YY = USRS 264



CTO BP B®BO-1.5-2018

BeepneHune

HacToswun ctaHgapT onpegenseT ciegylowye acnekTbl B3anmogenctens baHka Poccum ¢ kpegut-
HbIMW OpraHM3auusaMu, HeKpPeauTHbIMU GUHAHCOBBLIMM OpraHM3auusiMK, cybbekTaMn HaLMOHaNbHOW
nnaTexHom cucTemol (ganee Npu COBMECTHOM YMOMUHAHUN — YH4aCTHUKN MHPOPMALMOHHOTO OOMeHa)
NPV BbISIBNIEHUN MHLUMAEHTOB, CBSA3@HHbIX C HapyLleHeM TpeboBaHUM K 06ecneyeHunto 3aLmTbl MHGop-
VETITIZR

— ¢dopMy NpencTaBneHnNs AaHHbIX, UCMOMb3YEeMYyIO y4aCTHUKaMN MHGOPMaLMOHHOrO O6MeHa ans
pernctpauum B baHke Poccum;

— popMy npencTaBneHNs OaHHbIX, UCMOJIb3yeMYKD Yy4YaCTHUKaMUM WHPOPMAaLMOHHOro obMeHa
ons nHpopmmposaHust baHka Poccnn 06 nHumaeHTax, CBsi3aHHbIX C HapyLleHneM TpeboBaHUN
K obecneyeHnto 3awmnTbl MHGOPMaLMK, N CPOKM UX NpeacTaBneHust B baHk Poccuy;

— ¢dopmMy 3anpoca baHka Poccun K y4acTHMKY MHGOPMaLNOHHOro o6MeHa, 06Ccny>XnBatoLLeMy no-
Jniyyatensi cpencTs;

— dopMy NpencTaBneHnNs AaHHbIX, UCMOMb3YEMYIO y4aCcTHUKaMN MHGOPMaLMOHHOro ob6MeHa ans
npencTaBneHns oTBeTa Ha 3anpoc baHka Poccnm K y4acTHUKY MHPOPMaLMOHHOro obMeHa, 0b-
CNy>KMBAIOLLIEMY MOJydaTens CPencTs, U CPOKU ux npeacTaBneHus B baHk Poccuy;

— dopMy MHPOPMaLMOHHOIO coobLeHns baHka Poccum yyacTHUKY MHGOPMaLMOHHOIO 0O6MeHa,
obcny>mBatoLLeMy niaTenbLUnKa;

— dOpMy NpencTaBneHus OaHHbIX, MCMOJIb3yeMYKD Y4YaCTHUKaMU MHPOPMALMOHHOIo obMeHa
ON9 HanpaeneHus 3anpoca B baHk Poccum, 06 ycTaHOBRNEHUM (MM CHATUM) Ha X BGaHKOBCKUE
(koppecnoHaeHTCckMne) cyeTa (cybcyeTa) orpaHMYeHns B BUAE 3anpeTa Ha CricaHmne AeHeXHbIX
CpencTB Mpwu BbISIBIEHUN VHLIMAEHTOB, CBA3aHHbIX C HapyLLUeHneM TpeboBaH K o6ecnevyeHuio
3alLmMTbl MHPOPMaLMK;

— dopMy MHPOpPMaLMOHHOro coobuueHns baHka Poccum o6 ycTaHOBAEHUN MW CHATUW Ha OaH-
KOBCKMe (KoppecrnoHaeHTckmne) cyeTa (cybcyeTa) y4acTHMKOB MHPOPMALMOHHOIO 06MeHa orpa-
HUYEeHMS B BMAE 3arpeTa Ha CNncaHue OEeHEXHbIX CPeaCcTB NPU BbISIBIEHUN VHUMAOEHTOB, CBSI-
3aHHbIX C HapyLleHMeM TpeboBaHMI K obecneyeHmnto 3amnTbl MHPOpMaLmK;

— dopMy pacnpocTpaHeHuss baHkoM Poccum cpem y4acTHMKOB MHPOPMALIMOHHOroO o6MeHa AaH-
HbIX O BbISIBJIEHHbIX UHLUMOEHTaX, CBSA3aHHbIX C HapyLleHneM TpeboBaHUM K obecrneyeHunto 3alum-
Tbl MHPOPMaLMK;

— ¢dopMy NpencTaBneHnNs AaHHbIX, UCMOMb3yEeMYyIO y4aCTHUKaMN MHGOPMaLMOHHOrO O6MeHa ans
HanpaeneHns B baHk Poccumn nHGopMaumm o nnaHnpyeMbix MEPOMNPUSTUSX MO PACKPbITUIO UH-
dopMaLmm O BbISIBNIEHHbIX MHLIMAEHTAX, CBSI3@HHbIX C HApYyLLeHeM TpeboBaHMN K o6ecneyeHunio
3aWLmTbl MHPOPMaLMK, U CPOKM UX NpeacTaBfneHns B baHk Poccun;

— ycnosust npencTtaBnenns baHky Poccnm yyacTHMKaMm MHGOpPMaLMOHHOro obMeHa JaHHbIX O Bbl-
SIBJIEHHbIX MHUMOEHTaX, CBSI3aHHbIX C HapylleHneM TpeboBaHUA K o6ecneyeHnto 3alnTbl UH-
dopMauuy;

— OMUCaHMe TEXHOJTOTUW MOAFOTOBKW U HarMpaBSIEHNS SNTIEKTPOHHbIX COOOLLIEHMI NpU MHPOPMaLM-
OHHOM 06MeHe ¢ baHkoM Poccun.

®dopma nNpencTaBneHns AaHHbIX, UCMOMb3yeMast yHaCcTHUKaMM MHGOPMaLMOHHOIO O6MeHa ans VH-
dopmmnpoBaHns baHka Poccun 06 nHumpaeHTax, CBsI3aHHbIX C HapyLLeHMEM TpeboBaHUM K obecneve-
HUIO 3aLLMTbl MHOPMaLMK, MPUMEHSIETCS B CJIEAYIOLUMX CITyYasiX:

— npu nHdopMmpoBaHum baHka Poccum onepatopamu no nepeBony AEHEXHbIX CpencTs, onepa-
TOpPaMM yCNyr MAaTeXXHON MHGPACTPYKTYPbI O BbISIBIEHHbIX MHUMAEHTAX, CBS3aHHbIX C HapyLUe-
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HueM TpeboBaHMIN K 06ecneyYeHnto 3amnTbl HGOPMaLMKM NMPU OCYLLECTBIEHMM NEePEBOOOB aAe-
HEXHbIX CPeacTB, B COOTBETCTBMM C TpeboBaHusMn baHka Poccum [3];

— npu nHdopmMmpoBaHnn baHka Poccnmn onepatopamm no nepeBony AeHEXHbIX CpencTs, onepa-
TOpPaMU yCyr nnaTexXHon MHPPaACTPYKTypbl 060 Bcex cnyyasx 1 (Mnm) nonbiTkax ocyllecTere-
HUS1 NepPeBOAOB OEHEXHbIX CPefACcTB 6e3 cornacmsa KimMeHTa B COOTBETCTBUM C TpeboBaHUSIMU
BaHka Poccumn [4];

— npu HGOpMMpoBaHMM baHka Poccnn KpeauTHBIMM OpraHM3auusiMM O BbISIBJIEHHbIX MHLUMOEH-
Tax, CBSI3aHHbIX C HapyLleHneM TpeboBaHUM K obecneyvyeHuto 3awmTbl MHGOPMaLMK NMpU OCy-
LLieCTBNIeHUN 6aHKOBCKOW OeATeNIbHOCTU, B COOTBETCTBUM C TpebGoBaHmsaMu baHka Poccun [5];

— npu nHpopmMupoaHun baHka Poccnm HekpeguTHbIMM GUMHAHCOBBIMU OPraHM3auUmMsiMn O BbisIB-
JIEHHbIX MHUMAEHTAX, CBSA3aHHbIX C HapyLLUeHMeM TpeboBaHMIn K o6ecrneyeHnto 3almTbl MHGOP-
MaLuMmM NP OCyLLECTBIIEHM OesTeNIbHOCTM B cdhepe GMHACOBbIX PbIHKOB, B COOTBETCTBUM C TPE-
60BaHuAMU baHka Poccuum [6];

— Npu nHopMupoBaHun baHka Poccmm onepatopamu no nepeBody AEHEXHbIX CPEeACTB O Npu-
OCTaHOBJIEHUN 3a4YNCNIEHNS OEHEXKHbIX CPeAcTB Ha OaHKOBCKUIA CHET nosyvaTens cpeacTs unm
YBENMNYEHUS OCTaTKa 3NEKTPOHHbIX OEHEXHbIX CPeAcCTB MNosiyvatenst CPefacTs B COOTBETCTBMM
¢ TpeboBaHuamn baHka Poccum [20];

®opmMa 3anpoca baHka Poccnm K yqacTHUKY MHGOPMaLMOHHOro o6MeHa, 06Cy>)KmMBatoLLLeMy NOJy-
yaTens CpeAcTB, NMPUMEHSIETCS:

— Mpw 3anpoce y ornepaTtopa Mo NepeBoay AEHEXHbIX CPeacTs, OOCY>KMBAIOLEro MosyyaTtens
CcpencTs, BKJIOYasl ornepaTopa 3M1EKTPOHHbIX AeHEXHbIX CpeacTs, MHPopMaLun, ornpeaensio-
LLen nosy4yaTens cpencTs, B COOTBETCTBUN C TpeboBaHusaMM baHka Poccunm [4];

— NPV HanpaB/IEHUN YBEAOMJIEHMS O NPUOCTaHOBNEHUN 3a4NCIIEHNS OEHEXHbIX CPeacTB Ha HaH-
KOBCKWUI CYET nostyyaTens CPeacTB UK yBeNMYeHMs OCTaTKa M1EKTPOHHbIX AeHEXHbIX CPeacTB
nosny4yaTens CpeacTB B COOTBETCTBMM ¢ TpeboBaHmaMn baHka Poccum [20].

— ®opMa npeacTaBneHnsl AaHHbIX, NCNob3yeMas y4acTHUKaMU MHGOPMaLMOHHOIo oOMeHa ans
npencTaBfeHns OTBeTa Ha 3anpoc baHka Poccum K y4acTHUKY nHopMaumoHHOro obmeHa, 06-
CNy>KMBaIOLLIEMY NofydaTens CpencTs, MPUMEHSIETCS:

— Npu nHpopMmnpoBaHnm baHka Poccmm onepaTopoM no nepeBoay AEHEXHbIX CPeAcTB, 0OCY>KM-
BalOLLMM MoJiy4aTens CpeacTs, BKIOYas onepaTopa MeKTPOHHbIX AeHEXHbIX CPeacTs, O KOH-
KPETHOM noJiyyaTenie CpeacTs B COOTBETCTBUM C TpeboBaHUsAMM baHka Poccuu [4];

— NPV HanpaBfieHUN YBeOOMIIEHUSS OO YCMELWHOM MPUOCTAHOBIEHUM 3aYUCIIEHUS] OEHEXHbIX
cpencTB Ha 6aHKOBCKMIA CHET NosyvaTensl CPeacTB UM YBEIMYEHUSI OCTaTKa MEKTPOHHbIX Ae-
HEXHbIX CPeaCTB Nnosy4vaTens cpeacTs B COOTBETCTBUM C TpeboBaHnaMn baHka Poccun [20];

— NPV HaNpaBJ/IEHUN YBEOOMIIEHNSI O HEBO3MOXHOCTU NPUOCTaHOBNEHNS 3a4NCIIEHUST OEHEXHbIX
cpencTB Ha 6aHKOBCKMIA CHET NosyvaTensl CPeacTB UM YBEIMYEHUSI OCTaTKa MEKTPOHHbIX ae-
HEXHbIX CPEeACTB NoJslydaTens CpeacTB B COOTBETCTBUM ¢ TpeboBaHuaMM baHka Poccum [20].

®opma nHpopmMaumoHHoro coobuieHmnsa banka Poccmm yyacTHMKY MHGOPMaLUMOHHOro obMeHa, 06-
CNy>XKVBatloLLIEMY MnaTesNbLUMKa, MPUMEHSIETCS:

— NPV HanpaBNeHUN YBeOOMSIEHUST OO YCMELWHOM MPUOCTAHOBMIEHUM 3a4YUCNIEHUS OEHEXHbIX
cpencTB Ha 6GaHKOBCKMIA CHET NosyvaTensl CPeAcTB UM YBESIMYEHUS] OCTaTKa NEKTPOHHbIX Ae-
HEXHbIX CpeacCTB Mosy4yaTens cpeacTs B COOTBETCTBUM C TpeboBaHnaMn barHka Poccunm [20];

— NPV HaNpPaBJ/IEHUN YBEOOMJIEHNS] O HEBO3MOXHOCTU NMPUOCTAaHOBIEHNS 3a4NCNIEHNS OEHEXHbIX
cpencTB Ha 6GaHKOBCKMIA CHET NosyvaTensl CPeAcTB UM YBESIMYEHUS] OCTaTKa NEKTPOHHbIX Ae-
HEXHbIX CpeacCTB Mosy4yaTens cpeacTs B COOTBETCTBUM C TpeboBaHnaMn banka Poccunm [20].
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®dopMa NpencTaBneHnst AaHHbIX, UCMOJb3yeMast y4aCcTHUKaMn MHGOPMaLMOHHOro obMeHa ans Ha-
npaeneHus 3anpoca B baHk Poccun, 06 yctaHoBREHUM (MNN CHATUM) Ha X GaHKOBCKME (KOpPEeCrnoH-
OeHTcKne) cyeta (cybcyera) orpaHMYeHNs B BUAE 3aMpeTa Ha CncaHme AeHeXHbIX CpeacTs Nnpu BbisB-
JIEHHbIX MHUMOEHTAX, CBSA3aHHbIX C HapyLleHneM TpeboBaHu K o6ecneyeHunto 3almTbl nHGopMaLmy,
NPUMEHSIeTCS:

— npu nHpopMupoBaHun baHka Poccum yvyacTHMKaMn MHPOPMALIMOHHOIO OB6MeHa, MCMOoNb3yto-
MMM CEPBUC CPOYHOIO NepeBoaa U CEPBUC HECPOYHOMO NepeBoda A5 OCYLLECTBIIEHMS Nepe-
BOOA AEHEXHbIX CPeAcTB, He ABNAWMMNCS nogpasaeneHnammn banka Poccun, o6 ycTaHoBNe-
HUM Ha ux B6aHKOBCKME (KOppPeCcnoHOeHTCKMe) cyeTa (cybcyeTa) orpaHMyeHnsl B Buae 3anpeTta
Ha CnMcaHne OeHEeXHbIX CPeacCcTB MPU BbISIBIEHNN NHUMOEHTOB, CBSA3aHHbIX C HapyLUEeHNeM Tpe-
60BaHUN K 0BecrneyeHno 3almTbl MHGOPMaLMN MPU OCYLLIECTBIIEHNN NEPEBOAOB AEHEXHbIX
CpencTB, Ha ob6bekTax MHPOPMALMOHHON MHPPACTPYKTYPbl YH4aCTHUKOB MHPOPMALIMOHHOMO
o6MeHa B COOTBETCTBUM C TpeboBaHUAMM baHka Poccum [21];

— Npu nHPopMmnpoBaHUM baHka Poccum yyacTHMKaMU MHPOPMALMOHHOIO OOGMEHa, WUCMOonb3y-
IOLLMMN CEPBUC CPOYHOIO MepeBoaa M CEPBUC HECPOYHOro nepeBoda A1 OCYLLEeCTBIEHUS
nepeBofa OEHEXHbIX CPeAcTB, He sBnsiowMMUCa nogpasgeneHmamm banka Poccuun, o cHs-
TUK C UX 6aAHKOBCKUX (KOpPEeCnoHOEHTCKMX) cYeToB (Cy6CYEeTOB) OrpaHMyeHus B BUaE 3anpe-
Ta Ha CNMCaHWe AeHEXHbIX CPeacTB NP BbISIBNEHUM MHUMOEHTOB, CBSI3aHHbIX C HApyLUEHUEM
TpeboBaHUN K obecnevyeHnto 3almTbl MHGOPMaALMN NPU OCYLLECTBIEHNM NEePEBOAOB OeHEeX-
HbIX CpPeacTB, Ha 06bekTax MHPOPMALIMOHHON MHOPACTPYKTYPbI Y4aCTHUKOB MHPOPMaLMOHHO-
ro obMeHa B COOTBETCTBUM C TpeboBaHuaMu baHka Poccun [21].

®opMa nHdopMaunoHHOro coobuleHns baHka Poccmm 06 yCTaHOBNEHUM UK CHATUM Ha GaHKOB-
ckme (koppecnoHaeHTckue) cyeTa (cybcyeta) y4acTHUKOB MHGOPMALMOHHOIO O6MeHa orpaHnYeHus
B BUE 3anpeTa Ha CnncaHne AeHeXHbIX CPeacTB NPUMEHSIETCS:

— MNPV HanpaBfieHUM YBEAOMJIEHMS YHACTHUKY MHPOPMALMOHHOro OOMeHa B Cily4ae NoNIoXUTESb-
HOro pe3ynbTaTa KOHTPOJIS LLEeNTOCTHOCTM N NPUHATUS K UCMOSTHEHWIO 3anpOCOB Ha YCTaHOBIe-
HWe UK CHATUE OrpaHMYeHNs B BUOE 3aMnpeTa Ha ClncaHue OeHeXHbIX CpeAcTB B COOTBETCTBMM
¢ TpeboBaHmamn baHka Poccunm [21];

— NpW HanpaBfeHUN YBEOOMIIEHUS] YHACTHUKY MHPOPMALIMOHHOro oO6MeHa B CJlyvyae oTpuLaTesb-
HOro pe3ynbTaTa KOHTPOJIS LeNTOCTHOCTM N HEMPUHSATMS K UCMOSTHEHUIO 3aNpOCOB Ha YCTaHOB-
JIEHVE NN CHATUE OrpaHNYeHMs B BMAE 3arpeTa Ha CnMcaHne OeHEeXHbIX CpeacTB B COOTBET-
CTBUM C TpeboBaHusaMM baHka Poccum [21].

®opMa pacnpocTpaHeHnss baHkom Poccum cpeam y4aCcTHMKOB MHPOPMALMOHHOrO obMeHa AaHHbIX
O BbISIBJIEHHbIX MHLUMOEHTAX, CBA3aHHbIX C HapyLleHeM TpeboBaHWi K 06ecneyeHmto 3alUmTbl MHGOpP-
MaLmK1, NPUMEHSIETCS NPY HanpaBneHnn MHGOopPMaLMKM, Coaep Kallencs B 6aze AaHHbIX O CJlyvasix U no-
MNbITKaX OCyLLEeCTBIIEHMS NePEeBOAO0B AeHEXHbIX CPeacTB 6e3 cornacus KNmeHTa, B COOTBETCTBUM C Tpe-
60oBaHuaAMU baHka Poccuum [4].

®dopMa NpencTaBneHnst AaHHbIX, UCMOosb3yeMast y4aCcTHUKaMN MHGOPMaLMOHHOro obMeHa ans Ha-
npaenenus B baHk Poccum nHpopMaumm o nnaHMpyeMbix MeEPOMNPUATUSX MO PacKpbITUIO MHPOPMa-
LM O BbISIBIIEHHBIX MHLUMAEHTAX, CBSA3aHHbIX C HApyLUeHeM TpeboBaHUN K 06ecnevyeHnio 3aLnTbl UH-
dopMaumm, npuMeHsieTcs Npu nHpopmMmnpoBaHnn baHka Poccnm onepaTtopoM no nepeBoay AEeHEXHbIX
CcpencTs, ONepaTopoM YCyr MiaTeXXHOW MHPPACTPYKTYPbl O BbllleyKa3aHHbIX MepOonpUsATUsSIX B COOT-
BETCTBMM € TpeboBaHmaMn baHka Poccum [3].

®opMa NpencTaBneHnNst AaHHbIX, UCMOosb3yeMast y4aCcTHUKaMN MHGOPMaLMOHHOro obMeHa ans Ha-
npaenenus B baHk Poccnm nHbopmaumm o nnaHMpyeMblx MEPONPUSTUSX MO PaCcKpPbITUIO NHGOpPMaLmn
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O BbISIBJIEHHbIX MHUMOEHTAX, CBSI3aHHbIX C HapyLUeHneM TpeboBaHUIM K 3aLuTe nHbopMaumm npu ocy-
LecTBNeHUN 6GaHKOBCKOW AeATeNbHOCTY, NMPUMeHsieTcs Npu nHdopmmposaHum baHka Poccun kpegut-
HbIMW OpraHM3aLMsiMN O BbiLLEeyKa3aHHbIX MEPOMPUSTUSIX B COOTBETCTBMUN C TpeboBaHnsaMm baHka Poc-
cunm [5].

dopmMa NpencTaBneHns gaHHbIX, NCNOb3yeMasl y4acTHMKaMM MHPOPMaLMOHHOro obMeHa ans Ha-
npaenenus B baHk Poccnm nHbopmMaumm o nnaHMpyeMblx MEPONPUSTUSX MO PaCcKpPbITUIO NHGOpMaLmn
O BbISIBJIEHHbIX MHUMOEHTAX, CBSI3aHHbIX C HapyLUeHneM TpeboBaHUI K 3aluTe nHbopMaumm npu ocy-
LLecTBNIeHUN AeaTeNlbHOCTU B cdepe GprHaACOBbIX PbIHKOB, MPUMeHsieTcs Npu nHGopMupoBaHumn baHka
Poccun HekpeanTHbIMU GUHAHCOBBLIMU OpPraHM3aLMsiMU O BbllleyKa3aHHbIX MEPOMNPUSTUSIX B COOTBET-
CTBUM C TpeboBaHusAMM baHka Poccunm [6].
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CTAHOAPT BAHKA POCCUUA

BE3OIMNACHOCTb ®UUHAHCOBbIX
(BAHKOBCKWUX) OMEPALINA
YINPABJIEHUWE VMHUWOEHTAMUA
NH®OPMALIMOHHOW BE3OMACHOCTMU

O ®OPMAX N CPOKAX B3AVMOLENCTBUSA BAHKA POCCUM
C YSHACTHUKAMUA NTHOOPMALMOHHOIO OBMEHA MO BbIABJIEHNIO
NHUMOEHTOB, CBA3AHHbIX C HAPYLLEHMEM TPEEOBAHUN
K OBECIEYEHUIO 3ALLINTBI MHOOPMALINA

HOaTta BBegeHus: 2018-11-01

1. O6nacTtb NnpnMeHeHuUs

HacToswun ctaHgapT ycTaHaBnuBaeT GOpMy 1 CPOKM B3auMogencTeust baHka Poccum ¢ yyacTHuKa-
MU MHPOPMALMOHHOTO OOMeHa MO BbISIBIEHUIO MHLUMAEHTOB, CBSI3aHHbIX C HapyLLleHneM TpeboBaHun
K obecneyeHunio 3awmTbl HGOpPMaLm.

HacTosimin ctangapT pekoMeHAOBaH Afisl IPUMEHEHMS MyTeM BKJIIOYEHWSI CCbINIOK Ha Hero v (unn)
NPSIMOro NCMOMb30BaHWsl YCTaHaBIMBAEMbIX B HEM MOJSIOXKEHWUIA BO BHYTPEHHUX OOKYMEHTaX y4yacTHU-
KOB MHOPMaLMOHHOro OOMeHa, a TakXke B OroBOpPax.

O06sa3aTeNbHOCTb NPUMEHEHNST HAaCTOSLLLEro CTaHAapTa MHbIMWM OPraHU3auUmMsaMn MOXET ObITb yCTa-
HOBJIEHa COrfalleHneM o B3amMopencTsmm ¢ baHkoMm Poccum no BonpocaM npOTUBOAENCTBUS KOM-
MbOTEPHBLIM aTakaM.

2. HopMmaTtuBHbIe CCbISIKMN

B HacToslLLEeM CcTaHAapTe NCNOb30BaHbl CCbIIKU Ha CllieaytoLme JOKYMEHTbI:

®epepanbHbit 3aKoH oT 10 nonsa 2002 roga Ne 86-®3 «O LleHTpanbHoM 6aHke Poccuinckon Pepe-
pauuu (baHke Poccun)» [1];

®epepanbHbii 3aKoH oT 27 uioHa 2011 roaa Ne 161-03 «O HauyoHanbHOW niaTexxHon cncteme [2];

MNonoxeHne baHka Poccum ot 9 nioHsa 2012 roga Ne 382-I1 «O TpeboBaHMsx K obecneveHmto 3aLum-
Tbl MHGOPMaLMM NPU OCYLLECTBIIEHUM NEPEBOAOB AEHEXHbIX CPEACTB U O MOpsiAKE OCYLLECTBIIEHUS
baHkoM Poccum KoHTpons 3a cobnofgeHnem TpeboBaHMI K obecneyvyeHnto 3awmuTbl MHGOPMaLmn npu
OCYLLEeCTBIEHNM NEePEeBOA0B AeHEXHbIX cpeacTs» [3];

HopmaTneHbIN akT baHka Poccum, ycTaHaBnmBaloLLmn GpopMbl U MOPSAOK HanpasfieHns onepaTopa-
MW NO NepPeBOAY AEHEXHbIX CPEeACTB, OnepaTopaMm MiaTeXHbIX CUCTEM, ornepaTopamMu yCyr naaTex-
HoW MHbpPaCcTPYKTYpbl B baHK Poccnm nHpopmMaumm 060 BCex criydasix U nomnbITKax OCyLLeCcTBAeHUS rne-
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peBOOOB AeHEXHbIX CPeacTB 6e3 cornacust KNneHTa u nonydeHns nMm ot baHka Poccum nndopmauun,
copepxallencst B 6aze gaHHbIX O CJly4asix U MOMbITKaxX OCYLLECTBIEHNS MEPEeBOAOB AeHEXHbIX CPeACTB
6e3 cornacus KIIMeHTa, a TakxXe NoPsAOK peanunsaumum onepaTopamMm No NepeBony AeHEXHbIX CPeacTB,
onepaTtopaMn MaTeXXHbIX CUCTEM, OrnepaTopaMun YCIyr MIaTEXHOW MHPPACTPYKTYpPbl MEPONPUSTUR
Mo NPOTUBOAENCTBMIO OCYLLIECTBIEHNIO NEPEBOAOB AeHEXHbIX CpeacTs 6e3 cornacusa knvexTa [4];

HopMaTtmBHbIM akT baHka Poccumn, ycTaHaBnmBarowmn obs3aTtenbHble ONs KPeaUTHbIX OpraHu3a-
UM TpeboBaHMS K obecneyeHnto 3awmnTbl MHGOPMaUUK NMPU OCyLLeCcTBIeHMM GaHKOBCKOW aesTesb-
HocTu [5];

HopMaTtmeHbIn akT baHka Poccun, ycTtaHaBnmBatowmin obs3aTtesibHble Ois HEKPeauTHbIX PUHAHCO-
BbIX OpraHu3aumi TpeboBaHusl K 06ecneyeHmnto 3amTbl MHGOPMaLMM NPpU OCYLLECTBIIEHUM OesTeSb-
HOCTU B cdepe GUHAHCOBbIX PbIHKOB [6];

HopMaTtmBHbIn akT baHka Poccum, ycTaHaBnmBawoLwwmin GopMbl 1 NOPSAOK HanpaBieHUs oneparo-
paMy Mo nepeBofdy OEHEXHbIX CPeaCcTB YBEOOMJIEHUA O MPUOCTAHOBIEHUN 3a4UCIIEHUST OEHEXHbIX
CpencTB Ha OaHKOBCKUM CHET MosyvaTens CPeacTB UK yBEIMYEHMS OCTaTKa 1EKTPOHHBIX OEHEXHbIX
CPenCTB nonyyaTtens CPefcTs, O HEBO3MOXKHOCTM MPUOCTAHOBSIEHUS] 3a4MNCNEHNS OEHEXHbIX CPeACTB
Ha GaHKOBCKUIM CHET MoslyyaTens CPeacTB UM NMPUOCTAHOBIIEHUS] YBENTMYEHNSI OCTaTKa 3NEKTPOHHbIX
OeHeXHbIX cpencTs nonyyatens cpeacts [20];

HopMaTtumBHbIn akT baHka Poccuu, ycTaHaBnvBaowmn TpeboBaHnsl K o6ecneyeHnto 3amtbl MHGOP-
Mauuu B nnaTexxHom cucteme banka Poccum [21].

3. TepMUHbI N onpepeneHus

B HacTosLLEeM cTaHAapTe NPUMEHSIIOTCA TEPMUHbI B COOTBETCTBUN CO ClIeAyIOLLIMMN OKYMEHTaMM:

®epepanbHbli 3aKoH OT 27 untoHs 2011 roga Ne 161-03 «O HaLWoHanbHOW MiaTexHon cucteme [2];

MNonoxeHne baHka Poccum ot 9 nioHsa 2012 roga Ne 382-11 «O TpeboBaHMSX K obecnevyeHunto 3aLum-
Tbl MHOPMALMN NPU OCYLLECTBIIEHUM NEPEBOAOB AEHEXHbIX CPEACTB U O NMopsiaKe OCyLLEeCTBEHUS
baHkoM Poccum koHTpons 3a cobnogeHnem TpeboBaHM K o6ecneyvyeHunio 3auTbl MHGOpMaLUmn npu
OCYLLEeCTB/IEHNM NEePEBOAOB AeHEXHbIX cpeacTs» [3];

HopMaTtumeHbIn akT baHka Poccum, ycTaHaBnmBatowmn GopMbl M NOPALOK HanpaBieHns onepaTtopa-
MW NO NepeBOy OEHEXHbIX CPEeACTB, OnepaTtopamMu MaTeXHbIX CUCTEM, OrnepaTopamMu yCyr naaTex-
HOW MHPPaCTPYKTYpbl B baHk Poccun nHbopMaumm ob6o Bcex ciyyasix 1 NomnbITKax OCyLLEeCTBAEHUS ne-
pPeBOOOB AeHEXHbIX CPeacTB 6e3 cornacuns KnNneHTa u nonydeHns nMm ot baHka Poccum nndopmaumn,
cofep>kaLlencs B 6aze gaHHbIX O CJTydasx M NOMbITKaxX OCYLLEeCTBIIEHNS MEPEBOAOB AEHEXHbIX CPEeACTB
6e3 cornacusi KIIMeHTa, a Takke NOPSAOK peanm3aummn onepaTtopamm No nepeBony AeHEXHbIX CpeacTs,
ornepaTtopaMn MnaTeXHbIX CUCTEM, orepaTopaMmn YCayr MiaTeXXHOW UHPPACTPYKTYpbl MEPONPUSTUAI
Mo NPOTUBOAENCTBMIO OCYLLECTBIEHNIO NEPEBOAOB AEHEXHbIX CPefcTB 6e3 cornacusa knneHTa [4];

HopMaTtumeHbIn akT baHka Poccun, yctaHaBnvBatoLwmin ob6s13aTesibHble ANns KPeAUTHbIX OpraHmM3aummn
TpeboBaHusa K ob6ecneyvyeHmto 3amTbl MHGOPMaLMN NPU OCYLLLECTBEHUN GAaHKOBCKOWN OEATENbHOCTU
[51;

HopMaTtmeHbIn akT baHka Poccun, ycTtaHaBnmBatowmn obsizatesibHble s HEKPeaUTHbIX pUHaAHCO-
BbIX OpraHu3auun TpeboBaHus K obecneyeHmnio 3awmnTbl MHPOPMaLMM NPU OCYLLLECTBNIEHUN OesTeSlb-
HOCTU B cdepe PUHAHCOBLIX PbIHKOB [6];

HaunoHanbHbI cTangapT Poccuinckon ®epepauyn FOCT P MICO/M3K 15 408-3-2013 «MHbopmaum-
OHHas TexHonorunsa. Metoabl 1 cpeacTea obecneyeHns 6eszonacHocTu. Kputepum oueHkmn 6e3onacHo-
CTV MHOOPMALIMOHHBIX TexHOoNorMin. YacTb 3. KOMNoHeHTbl oBepus K 6e3onacHoctuy [19];
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HopMaTtmeHbIn akT baHka Poccumn, ycTaHaBnmBaoLmin GOpMbl U NOPSAOK HamnpaBfeHUs oneparto-
paMu Mo nepeBofy OEHEXHbIX CPeACTB YBEOOMIIEHUN O MPUOCTAHOBJIEHUN 3a4NCSIEHUS OEHEXHbIX
cpencTB Ha 6GaHKOBCKUI CYET noJlyyaTtens CpencTs UM YBEIMYEHUS OCTaTKa MEKTPOHHbIX OeHEXHbIX
cpencTB nony4vaTens cpeacTs, O HEBO3MOXXHOCTU MPUOCTAHOBIEHNS 3a4UCTIEHUS OEHEXHbIX CPEOCTB
Ha GaHKOBCKUI CYET MoJlyyaTens CPeacTB UM NMPUOCTAHOBIEHUS YBEIMYEHNSI OCTaTKa MIEKTPOHHbIX
OEHEXHbIX CpeacTB nonyyaTtens cpencts [20];

HopMaTtumeHbIn akT baHka Poccuu, ycTaHaBnvBaoLwmn TpeboBaHns K o6ecneyeHnto 3almTbl MHGOP-
Mauuu B nnaTeXxHom cucteMe banka Poccum [21].

3.1. K nHumaeHTaM, CBSI3aHHbIM C HapyLLleHnsMU TpeboBaHMI K obecrneyeHunio 3awmuTbl MHPOpMa-
LK, OTHOCATCS:

— NHUMOEHTbI, CBS13@HHbIE C HapyLUeHNeM TpeboBaHUIM K 06ecrneyeHmto 3almTbl MHGOPMaLMmn Npu
OCYLLIeCTB/IEHUN NepPEeBOOOB AEHEXHbIX CPEACTB;

— NHUMAOEHTbI, CBSA3aHHbIE C HapyLUeHeM TpeboBaHMU K 06ecneyeHunto 3allmTbl MHGOPMaLMmn Npu
OCYLLIeCTB/IEHUN BGAHKOBCKOW AeSATENbHOCTY;

— WHUMOEHTbI, CBSI3aHHble C HapyLleHneM TpeboBaHUM K ob6ecneyveHmnto 3amnTbl MHPOpPMaLmm npu
OCYLLIeCTBNIEHUN OesATeNbHOCTU B cdhepe GUHAHCOBBIX PbIHKOB;

— NHUMOEHTbI, CBSI3aHHbIE C HEOKAa3aHWEM UM HECBOEBPEMEHHBLIM OKa3aHWEM YCIyr Mo nepeBo-
Y OeHeXHbIX CpeacTs;

— VIHUMOEHTbI, CBSI3aHHbIE C HEOKA3aHMEM UM HECBOEBPEMEHHbLIM OKa3aHneM GrHaHCOBbIX (6aH-
KOBCKMWX) YCIIyT.

3.2. [lna uenen HacToALWEro CTaHgapTa No4 UHUMAOEHTOM, CBSA3aHHbLIM C HapyLLeHMEM TpeboBaHMI
K obecneyeHuntio 3aLmTbl MHGOPMAaLMK, MOHMMAETCS OLHO UM CEPUS CBSA3AHHbIX HEXXenaTeSlbHbIX U
HeOoXXNOaHHbIX COBLITUI 3aLLMTbl MHPOPMaLIMM, KOTOPbIE MOTYT NPUBECTU UM NPUBENU K CIIedyOLMM
HeraTuMBHbIM NOC/eaCTBUSM:

— nepeBoay OeHEeXHbIX CPefCTB 6e3 cornacust KIMEeHTa;

— npoBeaeHnto GrHaHcoBom (6aHKOBCKOW) onepaLun 6e3 cornacust KIMeHTa;

— HeoKa3aHM IO NI HECBOEBPEMEHHOMY OKa3aHUIO YCIyr Mo nepeBoay OeHEXHbIX CPeacTs;
— HEOKa3aHWIio U HECBOEBPEMEHHOMY OKa3aHWio GUHAHCOBbLIX (6aHKOBCKMX) YCIyT.

— K cobbitram 3awmTtbl MHGOPMaUMN OTHOCATCS cneayloLlime cobbITus:

a) nosy4yeHne yBeqoMIeH1I y4acTHMKaM1 MHGOPMAaLIMOHHOIo o6MeHa, B TOM Ynche:

° MpK NOTy4eHM OMNepPaToOPOM MO NepeBoay AEHEXHbIX CPEeACTB, OOCY>KMBAOLMM MIAaTENbLUMKA,
BKJIHOYasi onepaTopa 3/IEKTPOHHbIX AEHEXHbIX CPeACTB, YBEOOMIIEHUI B NpeayCMOTPEHHON [Oro-
BOPOM GopMe OT KJINEHTOB — PU3NYECKUX, IOPUONYECKUX ML, UHONBMAYANbHbIX NPeanpuHnMa-
Tenen Nnu NnL, 3aHUMatoLLIMXCS YaCTHOM NPAKTUKOW, O Criyvasix 1 (M) nonbiTkax NepeBonos ae-
HEXHbIX cpeacTB 6e3 corlacust KIMeHTa, B TOM uncsie 06 NCNONb30BaHUN 3NEKTPOHHBLIX CPeacTs
nnaTexa;

° MpW BbISIBIIEHNM OMNEPaTOPOM MO NEPEBOAY AEHEXHbIX CPEACTB, OOCY>XMBAIOLLUM MIaTENbLLMKA,
BKJIIOYasi onepaTopa 3MeKTPOHHbIX OEHEXHbIX CPeACTB, Onepauuin, COOTBETCTBYIOLLMX MPU3Ha-
KaM OCyLLeCTBNEHNs NepeBoaa AeHEXHbIX CpeacTB 6e3 cornacms KimMeHTa, yCTaHOBNEeHHbIM bar-
KoM Poccum 1 pasmMell,aeMbiM Ha opuumanbHOM canTte baHka Poccum B cetn IHTepHET;

° MoJlyYeHNEe PaCYETHbIM LLEHTPOM MIaTEXXHOW CUCTEMbI OT YYAaCTHMKOB MJIATEXHOW CUCTEMbI yBe-
OOMITEHUN O CMMUCAHUN OEeHEXHbIX CPeACTB C UX KOPPECMNOHAEHTCKNX CYeTOB 6e3 Mx cornacus
n (MnNn) ¢ NCNonb3oBaHNEM UCKAXKEHHOW MHGOPMaLMK, COAep KaLlencsl B PacrnopsikKeHusIX nna-
TEXHbIX KIIMPUHIOBBIX LIEHTPOB WU/N Y4aCTHUKOB MJIAaTEXHOW CUCTEMBI;
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rnoJsly4eHve yBe4OMIEHUN OT KIIMEHTOB — GU3MYECKUX UL, W (Mn) MHOMBUAYANbHBIX NPeanpPuHU-
MaTenen, n (Mnm) nuL, 3aHUMaIOLUMXCS B YCTAHOBMIEHHOM 3aKOHOAATeNbCTBOM Poccuinckon Qe-
Oepaummn nopsake YacTHOW NPAKTUKON, 1 (MnK) IpUaMYECKUX NUL, O NpoBeaeHUN GUHAHCOBOW
(6aHkoBCKOW) onepaumn 6e3 Nx cornacus;

6) noeHTMOULMPOBAHHOE BO3HUKHOBEHWE U (MNN) M3MEHEHNE COCTOSIHUSI COBOKYMHOCTU OGbek-
TOB N pPecypcoB AOCTyMna, cpencts U cucteM obpaboTkn nHPopMaumm, B TOM 4Micsie aBTOMaTU3NPO-
BaHHbIX cucTteM (ganee — AC), ncnonb3yeMbix o obecneyeHns nHpopMaTusaumm 6UsHeC-NpoLIeCccoB
1 (MNK) TEXHOSIOMMYECKMX NPOLECCOB YYaCTHUKOB MHPOPMALIMOHHOrO OOMeHa, NpMBoasLLee K ceny-
oMM NMOCNeacTBUSIM:

BbISIBJIEHWIO OMepaTopoM MO nepeBody AEHEXHbIX CPeAcTB, OOCNy>XKMBAKOLWWMM MaTesbLp-
Ka, BKJlItoYas ornepaTtopa 3MeKTPOHHbIX AEHEXHbIX CPEeAcTB, onepauui No nepeBony OeHEXHbIX
CPencCTB M MOJIYYEHUIO HaNIMYHbIX AEHEXHbIX CPeAcTB, COBEPLUEHHbIX B pe3yrbTaTe HeCaHKLUMOo-
HUPOBAHHOIO AOCTyrna K 06bekTaM MHGOPMALMOHHON NHOPACTPYKTYPbI onepaTopa no nepeso-
Oy OEHEeXHbIX CPeacTB, B TOM YMC/IE NPU YMEHbLLIEHNM OCTaTKa /TIEKTPOHHbIX AEHEXHbIX CPeACTB,
3a UCKJTIOYEHNEM BUPTYaSIbHbIX MIATEXHbIX KapT;

BbIMOJIHEHNIO GUMHAHCOBbLIX (OAaHKOBCKUX) Omnepauuni B pesynbTaTe HeCaHKUMOHUPOBAHHOIO [0-
CcTyna K 06bekTaM MHOOPMaALMOHHON NHPPACTPYKTYPbl HEKPEANTHON GUHAHCOBOW OpPraHu3aumi;
OCYLLIECTB/IEHNIO HECAHKLIMOHMPOBAHHOMO CHATUSA OeHEeXHbIX CpeacTB ornepaTtopa no rnepesoay
OEHEeXHbIX cpeacTs B 6aHKoOMaTax;

OCYLLIECTBJIEHNIO HECAHKLIMOHMPOBAHHOMO CHSATUS OEHEXHbIX CPeAcTB ornepaTopa 3MEKTPOHHbIX
OEeHeXHbIX cpeacTs B 6aHKOMaTax;

HEeOKa3aHWIo UM HECBOEBPEMEHHOMY OKa3aHMIO OMNepaTopoM MO NepeBoay AEHEXHbIX CPeacTB
yCJyr No nepeBoay AeHEXHbIX CPeacTs;

HEeOKa3aHWUo UM HECBOEBPEMEHHOMY OKa3aHWUIO PacYeTHbIM LIEHTPOM 3HAUYMMOW NNaTEXXHOWN CU-
CTeMbl PACHETHbIX YCIIYT;

HEeOKa3aHUo UM HECBOEBPEMEHHOMY OKa3aHMIO MJIaTEXHbIM KJIMPUHIOBbLIM LIEHTPOM 3Ha4yMMOM
MNaTEXXHOW CUCTEMbI YCNYT MNATEXXHOMO KIIMPUHTa;

HEOKa3aHWIO UM HECBOEBPEMEHHOMY OKa3aHWIO OnepauUmMOHHbIM LIEHTPOM 3HAYMMOW NNaTEXHON
CUCTEMbI OMNEPALMOHHbIX YCIYT;

HeoKa3aHWIo NI HECBOEBPEMEHHOMY OKa3aHMNIO PUHAHCOBbIX (GaHKOBCKUX) YCNYT;

BbISIBNIEHNIO OMEpaTOpPOM MO NMepeBoay AeHEXHbIX CPeacTB, BKIOYash onepatopa 3NeKTPOHHbIX
OEHEXHbIX CPeacTs, 1 (1) onepaTopoM YCyr NAaTeXXHOM MHOPACTPYKTYPbl aTak, NoceacTeus
OT peannsaumm KOTOpPbIX MOTYT MPUBECTU K CJly4asiM 1 MOMbITKaM OCyLLECTB/IEHUS] NepeBOaAoB ae-
HEXHbIX CpeacTs 6e3 cornacus KJmeHTa.

11
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4. O603Ha4YeHns N coKpalieHus

DDoS (Distributed Denial of Service) — pacnpeneneHHas aTtaka Turna «0TKas B 06Cy>XMBaHUN» C Ofl-
HOBpEeMeHHbIM UCMNOoJiIb30BaHNEM 60/bLLIOro Yncna dTaKyrowmnx KOMMbOTEPOB, UeJibio KOTOpOIZ, KakK
MPaBuSIO, ABNISIETCS YaCTUYHOE HAPYLLEHWNE LUTATHOMO GYHKLMOHUPOBaHUA NHGOPMALMOHHOW NHPPa-
CTPYKTYpPbl OpraH13auun

IPv4 (Internet Protocol version 4) — yeTBepTast BEpCUsi MUHTEPHET-NPOTOKOSA
URL (Uniform Resource Locator) — equHbIn yka3aTenb pecypca
AC - aBTOMaTM3MPOBaHHas cMCTeMa

BUH - 6aHKoBCKMIN OeHTUDUNKALMOHHbBIN HOMEP — YaCTb HOMEPA, PACMONOXKEHHOMO Ha N1AaTEXXHOMN
KapTe, UcnoJsb3yemast ans ngeHTudukaumm 6aHka-aMUTEHTA B PaMKax «KapTOYHOM» MNAaTEXHOW CUCTe-
Mbl MPY aBTOPU3aLMK, NPOLLECCUHIE U KITIMPUHIe

boTHeT — KoMNbloTepHast CeTb, COCTOALLAS M3 Y3/10B C 3anyLUieHHbIM OOHOTUMHBIM LIeHTPan30BaH-
HO yrnpaBJiseMbIM BPEOOHOCHbIM NMPOrpaMMHbIM obecne4vyeHnem

BK - BpegoHocCHbIV Kof

BBK - Bo3aencTBme BpeqoOHOCHOro Kofga

KWW - kputnyeckas nHpopmMaumoHHast MHbpacTpykTypa

OI'PH - oCHOBHOW rocyapCTBEHHbIN PErMCTPALMOHHbIA HOMEP

OKOMN® — O6LEepOCCUNCKUN KacCUdUKaTop OpraHn3aLmoHHO-NPaBoBbIX GOPM
OKTMO - O06LLepoCcCcMnckmin Knaccudpukatop TeppUToOpun MyHUUMNanbHbIX 06pa3oBaHUi
OC - onepauunoHHas cMcteMa

CeTb VIHTepHeT — NHPOPMALIMOHHO-TENNIEKOMMYHUKALMOHHAs CeTb «MHTEpHET»

CK3W - cpencTtBo Kpuntorpapmuyeckom 3amTbl MHGopMaLmn

CHWUJC - cTpaxoBoy HOMep MHAMBMAOYASIbHOIO JINLEBOIO CYETa 3aCTPaxoBaHHOMoO NnLa B cUcTeMe
nepcoHnduumpoBaHHoro yyeta NeHcnoHHoro ¢poHga Poccnmnckon Pepepaumn



5. ®opma npeacraBneHns AaHHbIX, UCMOJSb3yeMas Yy4acTHUKaMN MHPOpMaLMOHHOro
obMeHa gnsa perucrpauum B baHke Poccnmn

5.1.

Ycnosust 06s3aTenbHOCTU U BpeMeHHbIE XapaKTepPUCTUKN I/IHCI)OpMI/IpOBaHI/Iﬂ

YcnoBua o6sa3atesibHOCTU MHPOPMUPOBAHUS:

[O] - undopmMaLums 651oka (Nons) AaHHbIX NpeacTaBnseTcs B 06a3aTeslbHOM MOPSOKE;
[N] — uHdpopMaLms 6noka (Monsa) OaHHbIX NPeACTaBASAETCA B Clly4ae Hanmums TEXHUYECKON BO3MOXHOCTM.
BpeMeHHble xapakTepucTnkm nHpopmMmposaHmsa (3Tarbl MHGOPMUPOBAHUS):

[1] - nHdopmMaLms 65oka (nons) AaHHbIX NPeACTaBAsSIeTCa B paMKax perncTpaumm y4acTHUKa MHGOPMaLIMOHHOro 0GMeHa;
[2] - nHdopmMauma 6noka (Nons) AaHHbIX NPEeACTaBASAETCA B PaMKax U3MEHEHUS PerncTPaLMOHHbIX aHHbIX YYaCTHUKA MHPOPMALMOH-

HOro obmeHa.
PernctpaumoHHble fAaHHble y4acTHUKA MHOpPMaLMOHHOro oomeHa. bnok gaHHbix [HEADER]

5.2.
1.1 ‘schemaType" | Tun 3neKTpOoH- |YKa3blBaeTcs 3HayeHue {
(none paHHbIX) | Horo coo6uue- [PARTICIPANT] — yyacTHuK
HUA MH(OPMALMOHHOIO 06MeHa
1.2 "schemaVersion" | Bepcus cxembl TeKCTOBOE none (textarea)
(none faHHbIX) TMNA anek-
TPOHHOrO CO-
06LLEeHNs
1.3 ‘version" HOMep Bepcun 4Y1CNoBoe 3Ha4YeHue (int)
(none AaHHbIX) | 3MIEKTPOHHOO
CO06LLEHNs B
npouecce UH-
hopmaunoH-
HOro 06MeHa
1.4 naeHTUUKa- 128-6UTHBIN MAEHTUMKA-
TOp yyacTHuka Top (GUID), cchopmmupoBaH-
smemberld" MHOpMALM- HbIA B COOTBETCTBAM €O
OHHOro 06me- |cneundukaumein RFC 4122
(none [aHHbIX) ;
Ha, NPUCBOEH- [16], NPMCBOEHHbIN baHkom
HbI BaHkom |Poccun
Poccuu
1.5 "sourceld" uaeHTudnKa- |128-6uTHbI  MAEHTUDUKA-

"header": {

‘schemaType": "participant’,

‘schemaVersion": "1",

"version": "1",

‘memberld": "9527dd0c-0765-4f1c-8f5f-70a02cf4046¢",
‘sourceld": "f34030ef-358a-445¢-8567-25985¢ce6d91c”,
"publishedAt": "2002-10-02T15:00:00.05Z",
"'modifiedAt": "2002-10-02T15:00:00.05Z"

[0l

[0

[0

(11, (2]

(11. (2]

(11, (2]

(0]

[0

(2]

(11. (2]
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(mone AaHHbIX) TOP, NPUCBO-
EHHbII y4acT-
HUKOM WH-
thopmaumnoH-
HOro o6MeHa

1.6 ‘publishedAt" [ara u Bpems
(nomne paHHbIX) perucrpauuu
y4acTHUKa
NHhopmauu-
OHHOro 06MeHa
1.7 ‘modifiedAt" Jara v Bpems
(none AaHHbIX) U3MEHEHUs
perncTpaunoH-
HbIX AAHHbIX
y4acTHuKa
UHhopmauu-
OHHOro 06MeHa

Top (GUID), cdhopmupoBsan-

Hbll B COOTBETCTBUW CO

cneundukaumein RFC 4122

[16], NpuCBOEHHbIN Y4acT-

HUKOM WH(OPMALMOHHOrO

06meHa

thopmat  npepacTaBneHus

[JaHHbIX B COOTBETCTBUM CO

cneundukaumein RFC 3339 [0]
(1]

copmat  npefcTaBneHus
JlaHHbIX B COOTBETCTBUM CO
cneundomkaumen RFC 3339
[11] [0]

5.3. PerucrpaumoHHble faHHble yYacTHMKa UHPOpPMaLMOHHOro o6MeHa. brnok aaHHbix [PARTICIPANT]

(11, [2]

(2]

2.1

‘orgld" UAeHTUdNKa-
(none faHHbIX) | TOP y4acTHUKA
NHhopmauu-

OHHOro 06MeHa

Onpenensercs TUNOM ‘participant": {

Y4aCTHNKA MH(DOPMALIMOH- ‘orgld": "waeHTMMKATOP TMNA Y4acTHUKA UHOpMALU-

HOro 06MeHa: OHHOro 06MeHa’",

o YYaCTHUK UHAHOPMa- ‘orgBrand"; "HanmeHoBaHue 6GpeHAa y4acTHWUKA MHCHOP-
LMOHHOrO 0GMeHa, ocy-  MAUMOHHOrO 06MeHa’,

L{ECTBAIOLLMI AeSTeNb- ‘orgShortName": “cokpalleHHOe HauMeHOBaHMe y4acT-

HOCTb Oneparopa no nepe- HUKA MH(DOPMALIMOHHOIO 06MeHa'",

BOJlY [IeHEXHbIX CPeLCTB, — ‘orgFullName": "nosHOe HaMMEHOBAHWE Y4acTHUKA WH-

HOMep MMLIEH3NN, BblAaH- dJOpMa”“OH”Or?I o6MmeHa’, [0]
Hoit BaHkom Poccum; orgE-

mails":["qwerty1@example.ru","qwerty2@example.ru'],
‘orgincomingEmail"; “requestsFromfincert@example.ru’,
‘orgBik": "123456789',
‘orgLegalEntityForm": "12345",
‘orgBin": ['123456", "123456",
‘orglnn"; "1234567890",
"orgKpp'": "123456789",

®  YYaCTHUK UH(popMa-
LIMOHHOr0 06MeHa, ocy-
LLLECTBASAIOLL NI feATenb-
HOCTb Oneparopa ycnyr
MNaTeXHo UHAPACTPYK-
TYPbl, — PErUCTPALMOHHbI
HOMep onepartopa ycnyr

(11, [2]
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NNaTeXHoM UHAPACTPYK- ‘orgOgrn"; "1234567890000",

TYpbl; "isp": [{

®  YYACTHUK MHChOPMa- ‘name": "HaMMeHOBaHWe oneparopa CcBA3n',
LIMOHHOr0 06MeHa, oCy- ‘ipAddress": ["192.168.1.0", "192.168.2.0"]
LLIECTBASIOLLNA fesiTenb- 1,

HOCTb OnepaTopa nnaTex- "software": [{

HOIi CUCTEMBI, — PermcTpa- ‘sourceld": 'f34030ef-3582a-445¢-8567-
LIMOHHBI HoMep onepato- |25985¢e6d91c’,

pa nnaTeXxHoi CMCTEMbI; ‘type": "Tun nporpammHoro/annaparHoro o6ec-
®  YYAaCTHUK MHCOPMA-  MEYeHUA y4acTHUKA MHCHOPMALIMOHHOTO 06MeHa',

LIMOHHOr0 06MeHa, 0cy- ‘name": "HaMMeHOBaHwe MpOrpammMHo-

LLECTBASAIOLLNA fedTenb- |ro/annaparHoro o6ecneveqms’,
HOCTb NPODECCMOHANBHO- 'Version": "Bepcus UCnonb3yemoro nporpaMmmHo-
rO Y4aCTHWKA PbIHKA LigH-  ro/annapatHoro o6ecreveHuns”,

HbIX Bymar, — Homep Nu- "description": "mONONHWUTENBHOE OMUCaHWe Npo-
LieH3uK, BblgaHHOM baHkom rpammHoro/annaparHoro o6ecnevequs "

Poccuy; 1,

®  YYaCTHUK MHCOPMa- "persons’: [{

LMOHHOr0 06MeHa, 0cy- ‘memberld": "9527dd0c-0765-4f1c-8f5f-
wecTBnaowmin gestens-  70a02cf4046¢",

HOCTb YNpaBnsioLLen KOM- ‘sourceld": 'f34030ef-358a-445¢-8567-
naHuM UHBECTULMOHHOrO | 25985ce6d91c’,

¢hoHAa, NaeBOro NUHBECTM- ‘lastName": "dpamunus’,

LIMOHHOrO (OHAA 1 Hero- ‘middleName"; "oT4ecTBO",

CYAapCTBEHHOrO MEHCMOH- "firstName"; "ums",

HOro hoHAa, — HoMep n-
LIeH31K, BbIAAHHON baHKoMm
Poccuu;

®  YYACTHUK MHChOpMa-
LINOHHOTO 06MEHa, 0Cy-

‘landlineNumber": "1234567890000",
‘mobileNumber": "1234567890000",

‘email"; "qwerty1@example.ru’,

‘position": "LOMKHOCTL",

‘active”: "Hanuyme [JoCTyna B JIMYHLIA KaBUHET

LLIECTBNAIOLLMIA AeATENb- | YHACTHUKA MHGHOPMALMOHHOTO 06MeHa’,

HOCTb Creunann3npoBaH-

‘category". "kateropus CTPYKTYPHOro noapaspe-

HOTO Jen03nTapus UHBe-  NeHUA OTBETCTBEHHOIO NMLA Y4ACTHIKA MH(DOPMALMOHHOrO 06MeHa"

CTULMOHHOrO (hOHAA, Nae- 1,

BOT0 WHBECTULMOHHOMO "id_cii": "upeHTnpukarop o6bekta KUW',

(hoHAa 1 HerocyaapcTBeH- ‘orgType": "TMn y4aCcTHMKA MHKDOPMALIMOHHOr0 06MEHa",
HOFO NEHCUOHHOrO (hOHAA, "legalAddress": {

— HOMEPp JTULIEH3NN, Bbl- ‘oktmo": "12345678",

JaHHoi baHkom Poccuu; ‘postalCode": "no4TOBbINA MHAEKC',

®  YYaCTHUK MHGOPMa- ‘country”; "Tpex6yKBEHHbIA KOA CTPaHbI",
LINOHHOT0 06MEHa, 0Cy- ‘federalDistrict": "kon chefepanbHOro okpyra',

810¢-5'1-0909d9 O1D
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LLLECTBNAOLLMA [eATeNb-
HOCTb aKLWOHEPHOTO MH-
BECTULMOHHOIO (hOHAR, —
HOMep NNLEH3NN, BblAaH-
Hol baHkom Poccuu;

®  YYACTHUK MHChOpMa-
LIMOHHOI0 06MEHa, 0Cy-
LLIECTBNSOLLMIA KNUPUHTO-
BYI0 €ATENbHOCTb, — HO-
Mep JIMLIEH3UK, BblAAHHON
bankom Poccuu;

e  YYaCTHUK WH(popMma-
LINOHHOTO 06MEHa, 0Cy-
LLIECTBAAOLLNIA AeaTeNb-
HOCTb MO BbINOJIHEHWIO
(PYHKLMIA LeHTPaNbHOro
KOHTpareHTa, — perucrpa-
LINOHHBIA HOMEP W3 KHUTK
rocyfapCTBEHHON peri-
CTpaLMmM KpeauTHbIX opra-
HU3awuit;

®  YYACTHUK MHChOpMa-
LINOHHOTO 06MEHa, 0Cy-
LLIECTBASOLLNIA AeaTeNb-
HOCTb OpraHm3atopa Top-
rOBAW, — HOMEP NULEH3UMK,
BblAaHHOW baHkom Poccum
(CNpaBOYHNK Y4ACTHUKOB
(PMHAHCOBOTO PbIHKA);

e  YYaCTHUK WH(popma-
LIMOHHOI0 06MEHa, 0Cy-
LLECTBNAIOLLMA AeATENb-
HOCTb LiEHTPANbHOr0 Aeno-
3utapus, — OTPH;

®  YYACTHUK MHChOPMa-
LIMOHHOI0 06MEHa, 0Cy-
LLIECTBNSIOLLMIA PENnO3n-
TapHYyH AeATeNbHOCTb, —
HOMEP JIMLEH3MN, BblaH-
Hown baHkom Poccum;

e  YYaCTHUK WH(popma-

88179dfb1097",

thopmaums”

2781eba9d93",

thopmaupms”

14627¢564169",

‘subjectOfFederation": "00",
"fiasld": 'e6668cfd-ae08-4b02-a385-

“district": "paitoH",

‘city": "ropog’,

‘cityDistrict": "BHyTPUropoACKOii panoH",
‘locality"; "HaCeNeHHbI NyHKT",

"street"; "ynuua’,

‘house": "Homep goma’,

"building": "kopnyc/cTpoeHue”,

‘room"; "KOMHaTa/KabumHet",
"additionallnformation": "gononHuWTeNbHAs WH-

‘postAddress": {

‘oktmo"; "12345678",

‘postalCode": "noyTOBbIN UHAEKC',

‘country": "Tpex6yKBeHHbIA KOJ CTPaHbI'",
‘federalDistrict': "kog (hefepanbHOro okpyra',
‘subjectOfFederation": "00",

“fiasld": '8abe47a7-24dd-4951-ae16-

"district": "paioH",

‘city": "ropog’,

‘cityDistrict": "BHyTPUropoacKoii panoH”,
‘locality": "HaceneHHbI NyHKT",

“street"; "ynuua’,

‘house": "Homep goma’,

"building": "Kopnyc/cTpoeHue’,

‘room"; "KOMHaTa/kabuHet",
"additionallnformation”: "mononHUTENbHAA WH-

"bhysicaIAddress": [{

"oktmo"; "12345678",

‘postalCode": "no4TOBbINA MHAEKC',

‘country”; "Tpex6yKBEHHbIA KOA CTPaHbI",
‘federalDistrict": "kog heaepanbHoro okpyra',
‘subjectOfFederation": "00",

“fiasld": '8661e93f-6¢6a-4b19-b485-
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LINOHHOIO 06MEHa, 0CY-
LLIECTBASOLLNIA AeaTeNb-
HOCTb Cy6bEKTa CTPax0Bo-
ro Aena, — Homep nLeH-
311, BblgaHHOW bankom
Poccuu;

®  Y4aCTHUK UHKOPMA-
LINOHHOIO 06MEHa, 0CY-
LLIECTBAAOLLNIA AeaTeNb-
HOCTb HErocyapcTBeHHOro gopmauus”
MEHCUOHHOro (hoHAa, —
HOMeEp NNLEH3NN, BblAaH- }
How baHkom Poccuu }
(CNpaBOYHMK Y4ACTHUKOB
(p1HAHCOBOTO PbIHKA);

®  YYACTHUK MHChOpMa-
LIMOHHOI0 06MEHa, 0Cy-
LLECTBNAIOLLMIA AeATENb-
HOCTb MUKPOMUHAHCOBOIA
OpraHmsauum, — perucrpa-
LIMOHHBIA HOMEP 3anuncy B
rocyfapCTBEHHOM peecTpe
MUKPO(UHAHCOBbIX Opra-
HU3awmit;

®  YYACTHUK MHChOpMa-
LINOHHOTO 06MEHa, 0Cy-
LLIECTBAAOLLNIA AeaTeNb-
HOCTb KPEAMTHOIO NOTpe-
6MTeNIbCKOro KoonepaTuea,
— OlPH;

®  YYaCTHUK WH(popMa-
LIMOHHOI0 06MEHa, 0Cy-
LLIECTBNSAOLLNIA AeATENb-
HOCTb XXWNULLHOTO HAKO-
MUTESIbHOr0 KOOMepaTuea,
— OlPH;

e YYaCTHUK WH(popma-
LIMOHHOI0 06MEHa, 0Cy-
LLECTBNAIOLLMA AeATENb-
HOCTb 610p0 KPEANTHbIX
UCTOPMIA, — HOMEp B rocy-

"district"; "paiion",

‘city": "ropog’,

‘cityDistrict": "BHyTPUropoACKOii panoH",
‘locality"; "HaCeNeHHbI NyHKT",

"street"; "ynuua’,

‘house": "Homep goma’,

"building": "kopnyc/cTpoeHue”,

‘room"; "KOMHaTa/KabumHet",
‘additionallnformation": "gononHuTenbHas

WNH-
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LINOHHOIO 06MEHa, 0CY-
LLIECTBASOLLNIA AeaTeNb-
HOCTb Cy6bEKTa CTPax0Bo-
ro Aena, — Homep nLeH-
311, BblgaHHOW bankom
Poccuu;

®  Y4aCTHUK UHKOPMA-
LINOHHOIO 06MEHa, 0CY-
LLIECTBAAOLLNIA AeaTeNb-
HOCTb HErocyapcTBeHHOro gopmauus”
MEHCUOHHOro (hoHAa, —
HOMeEp NNLEH3NN, BblAaH- }
How baHkom Poccuu }
(CNpaBOYHMK Y4ACTHUKOB
(p1HAHCOBOTO PbIHKA);

®  YYACTHUK MHChOpMa-
LIMOHHOI0 06MEHa, 0Cy-
LLECTBNAIOLLMIA AeATENb-
HOCTb MUKPOMUHAHCOBOIA
OpraHmsauum, — perucrpa-
LIMOHHBIA HOMEP 3anuncy B
rocyfapCTBEHHOM peecTpe
MUKPO(UHAHCOBbIX Opra-
HU3awmit;

®  YYACTHUK MHChOpMa-
LINOHHOTO 06MEHa, 0Cy-
LLIECTBAAOLLNIA AeaTeNb-
HOCTb KPEAMTHOIO NOTpe-
6MTeNIbCKOro KoonepaTuea,
— OlPH;

®  YYaCTHUK WH(popMa-
LIMOHHOI0 06MEHa, 0Cy-
LLIECTBNSAOLLNIA AeATENb-
HOCTb XXWNULLHOTO HAKO-
MUTESIbHOr0 KOOMepaTuea,
— OlPH;

e YYaCTHUK WH(popma-
LIMOHHOI0 06MEHa, 0Cy-
LLECTBNAIOLLMA AeATENb-
HOCTb 610p0 KPEANTHbIX
UCTOPMIA, — HOMEp B rocy-

"district"; "paiion",

‘city": "ropog’,

‘cityDistrict": "BHyTPUropoACKOii panoH",
‘locality"; "HaCeNeHHbI NyHKT",

"street"; "ynuua’,

‘house": "Homep goma’,

"building": "kopnyc/cTpoeHue”,

‘room"; "KOMHaTa/KabumHet",
‘additionallnformation": "gononHuTenbHas

WNH-
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[apCTBEHHOM peecTpe
6100 KPeAMTHBIX UCTOPUR;
®  YYACTHUK MHChOPMa-
LIMOHHOr0 06MeHa, oCy-
LLIECTBNAIOLLNA aKTyapHYO
JeATeNbHOCTb — PerncTpa-
LIMOHHBIA HOMEP 3anuncu o
BHECEHMW CBefleHNII B eau-
HbIl PEECTP OTBETCTBEH-
HbIX aKTyapues;

®  YYaCTHWK MHhOpMa-
LINOHHOIO 06MEHa, 0CY-
LLECTBASAIOLLNIT AeATeNb-
HOCTb KPEAMTHOIO PENTUH-
rOBOr0 areHTCTBa, — HOMEP
BblaHHOr0 6naHKa CBUAe-
TeNIbCTBA O BHECEHUM CBe-
JEHUI 0 oPULNYECKOM
NNLE B PEECTP KPEANUTHbIX
PENTUHTOBbIX areHTCTB;

®  YYaCTHUK WH(popMa-
LINOHHOIO 06MEHa, 0CY-
LLECTBASAIOLLNIA AeATeNb-
HOCTb CeJIbCKOX035 M-
CTBEHHOI0 KpPeaUTHOro
noTpebuTenbCKOro Koomne-
paTtuBa, — HOMep B rocy-
[apCTBEHHOM peecTpe
CebCKOX03ACTBEHHbIX
KPeAUTHbIX MOTPebuTenb-
CKMX KOOMepaTmBOB;

®  YYACTHUK MHChOpMa-
LIMOHHOr0 06MeHa, 0cy-
LLIECTBAAOLLNIA AeaTeNb-
HOCTb nom6apAaa, — Homep
B rOCY[apCTBEHHOM pe-
ecTpe JIoM6apaos;

®  YYACTHUK MHChOpMa-
LIMOHHOr0 06MeHa (rocy-
[apCTBEHHbIE OpraHbl,
MHOCTPaHHblE OpraHn3a-
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2.2

2.3

24

2.5

2.6

2.7

"orgBrand"
(none faHHbIX)

‘orgShortName"
(mone [aHHbIX)

‘orgFullName"
(mone [aHHbIX)

‘orgEmails"
(mone faHHbIX)

‘orglncomingEmail*
(morne [aHHbIX)

"orgBik"
(mone [aHHbIX)

LK, NpoBanaeps!, paspa-
60T4MKN NPOrPAMMHOIo
06€ecneyeHms, LLeHTpbI
KOMMETEHLMM M0 NPOTMBO-
JelicTBUIO Kubepyrposam)
— MOJTHOE HAMMEHOBAHME
OpraHusaumm
HauMeHOBaHMe TEeKCTOBOE none (textarea)
6peHpa yyacT-
HUKa UHOP-
MaLNOHHOr0
o6meHa
COKpaLLeHHOe ‘TeKCToBOe mone (textarea)
HaMMeHoBaHe
y4acTHuKa
NHopmaum-
OHHOro 06MeHa
nosiHoe TekcToBoe none (textarea)
HaMMeHOBaHwNe
y4acTHuKa
NHopmaum-
OHHOro 06MeHa
ajpeca rpyn- Anpeca 3ieKTpOHHbIX MoY-
MOBbIX NOYTO- | TOBbIX ALIMKOB Y4aCTHUKA
BbIX ALLMKOB  MHCDOPMALMOHHOr0 06MeHa
y4acTHUKa  NpeAcTaBnsoTcs B (hopma-
WHhOpMaLK- | Te B COOTBETCTBUM CO Cre-
OHHOro 06MeHa umdmkaumeint RFG 5322
(18]

afpec no4To- |Apec 3NeKTPOHHOro NoY-
BOrO fILLMKA | TOBOrO ALLMKA ANS NOnyYe-
Y4aCTHUKA  HWA co06LLIEHMI OT baHka
nHcbopmauu- Poccum npeacTaBnsercs B
OHHOro 06meHa dhopmare B COOTBETCTBUM
Ans nonyyeHus co cneundukauueit RFC
coobLueHunn ot 5322 [18]
baHka Poccuu
bUK yyactHuka B chopmate AAAAAAAAA
NHopmaLm-

1 0653atenbHOCTb UHOPMUPOBAHUSA YCTAHABINBAETCSA TOJLKO JJ15 KDEAUTHBIX OpraHu3aLmi.

(N]

(N]

(0]

(0]

(0]

[07]

(1. 2]

(11, 2]

(11, [2]

(11, 2]

(11, [2]

(1. 2]
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[0

(1. 2]

(N]

(11, [2]

[0

(11, 2]

OHHOT0 06MeHa
2.8 ‘orgLegalEntityFor | kog OKOM® B chopmate nstn unudop —
m" y4yacTHuka  XXXXX
(none faHHbIX) | UHGOpmaLK-
OHHOI0 06MeHa
29 ‘orgBin" BIH yyacTHuka B hopmare wectu undp —
(none maHHbIX) | uHopmaum-  XXXXXX
OHHOI0 06MeHa
2.10 ‘orglnn" NHH yyactHuka B doopmate XXXXXXXXXX
(mone maHHbIX) | MHOpMaLm-
OHHOro 06MeHa
2.11 ‘orgKpp" KIM yqactHuka B hopmarte AeBATU3HAYHO-
(none paHHbIX) | MHpopmaum- |ro koga — NNNNPPXXX
OHHOI0 06MeHa
212 "orgOgrn" OlPH yyactHu- |13 undp B hopmare
(none paHHbIX)  Ka MHOPMA-  orPKKHHXXXXXY
LIMOHHOT O 006-
MeHa

(0]

(11, [2]

2.13.1 ‘name" HaMMeHOBaHWe TeKCTOBOE none (textarea)
(none HaHHbIX) oreparopa
CBA3M
2.13.2 ‘ipAddress" BHewwHue IP- Jlornyeckune agpeca Buaa
(none paHHbIX) | agpeca yyacT- IPv4 fOmKHbI COOTBETCTBO-
HWUKa MHGop-  BaTb cneumndukauun RFC
mauuoHHoro (791 [12]
o6MeHa

(0]

(0]

(11, 2]

(11, [2]

(0]

(11, [2]
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2141

2.14.2

‘sourceld"
(none faHHbIX)

type"
(none faHHbIX)

UAEHTUNKA-
TOp, NPUCBO-
EHHbIN y4acT-
HUKOM WH-
hopmaunoH-
HOro o6meHa

TWN Npo-
rPaMMHO-
ro/annaparHor
0 o6ecneyeHus
y4acTHMKa
MHopMaLm-
OHHOro 06MeHa

128-6UTHbIN UAEHTUUKA-
Top (GUID), cdhopmmpoBaH-
HbIl B COOTBETCTBUN CO
cneuundukaumnein RFC 4122
[16], npnCBOEHHbI y4acT-
HUKOM WH(DOPMALMOHHOIO
06meHa

Bbi6upaeTcs oauH Ko n3
OrpaHN4eHHOro MHOXECTBA
BO3MOXKHbIX 3HA4EHWIA:

1) cucTeMHbIe YpOBHU:

o [hw] - annapatHoe
o6ecneyeHue,

e [net] - ceteBoe 060py-
JI0BaHue,

o [net_s] - ceteBble
NPUNOXEHNS U CEPBUCHI,

o [hw_s] - cepBepHble
KOMMOHEHTbI BUPTyann3a-
LK, NPOrpaMMHbIe UH-
(ppacTpyKTypHbIE CEPBUCHI,
e [0s] - onepaumnoHHble
CUCTEMbI, CUCTEMbI YNPaB-
NeHns 6a3amm iaHHbIX,
CEpPBEPbI NPUNOXKEHNIA;

2)  ypoBeHb AC
NPUNOXEHNIA, IKCNIyaTh-
pyeMmbIX Ans NPeaocTaBne-
HUS YCNYr B pamKax 6u3-
HeCc-NpoLeccoB UK TEXHO-
NOrMYecKux NpoLeccoB
Y4aCTHNKA NHCOPMALINOH-
HOro o6MeHa:

e [rbs] - cuctema ou-
CTaHLIMOHHOro 6aHKOBCKO-
ro 06CNyXXMBaHMA,

o [front-office] — cucre-
Ma 06pabOoTKM TpaH3AKLMA,

(N]

(N]

(11, [2]

(11, [2]
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2.14.4

f——
(mone [aHHbIX)

‘version"
(mone [aHHbIX)

HauMeHOBaHMe
CNONb3yeMO-
ro Nporpamm-
HO-
ro/annaparHor
0 o6ecneveHuns
BEpCHSA 1c-
MnoJib3yeMoro
NpOrpammHo-
ro/annaparHor
0 06ecnevyeHus

OCYLLECTBASEMbIX C UC-
NONb30BAHNEM NAATEXHbIX
Kapr,

e [web] - Hchopmaun-
OHHbl€e pecypcbl cetn UH-
TEpHeT,

o [abs] - aBTomarusupo-
BaHHas 6aHKOBCKas Cu-
CTema,

o [back-office] — cucre-
Ma MOCTTPAH3aKLIMOHHOr0
06CnyXmnBaHWs onepawmi,
OCYLLECTBNSEMbIX C UC-
NOJIb30BAHWEM MJIATEXHbIX
Kapr,

o [int-services] - BHYT-
PeHHss MHDOPMALMOHHas
WHPACTPYKTYpa, Hanpas-
NIeHHAs Ha NOALePKaHMe
613HEC-NPOLIECCOB y4yacT-
HWKa MHOPMALMOHHOTO
06MeHa (No4TOBbIE CEpBe-
pbl, (haiinoBbIe CepBepbl);
e [participant_w] - oko-
He4YHoe 060pya0BaHMe
(APM), ncnonb3yemble
PaboTHUKAMM Y4aCTHMKA
MH(OPMALUOHHOIO 06Me-
Ha.

TeKcToBOe nose (textarea)

TeKCcToBOe nose (textarea)

(N]

(N]

(11, [2]

(11, [2]
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2.14.5

215

"description"
(mone [aHHbIX)

‘persons"
(610K [aHHBIX)

JONONHUTENb-
HOe onmcaHue
CNONb3YEMO-
ro Nporpamm-
HO-
ro/annaparHor
0 06ecnevyeHus

UAeHTUMKA-
TOPbI OTBET-
CTBEHHOr0
nnua

TekcToBoe none (textarea)

B cnyyae HeobxoaumocTu
yKa3aHus HeCKOMbKUX 3Ha-
YeHUN Nonen JaHHbIX
(memberld, sourceld, last-
Name, middleName, first-
Name, landlineNumber,
mobileNumber, email,
position, active) yka3biBa-
€TCS OAWNH UNN HECKONIbKO
06bEKTOB B 6MOKE AAHHbIX
‘persons”

(N]

(0]

(11, 2]

(1. 2]

2.15.1

2.15.2

2.15.3

‘memberld"
(mone [aHHbIX)

‘sourceld"
(mone [aHHbIX)

‘lastName"
(mone faHHbIX)

UAeHTU(UKA-
TOP OTBET-
CTBEHHOr0

NNLA Y4aCTHM-

Ka UHhopma-

LINOHHOrO 06-

MeHa, NPUCBO-

€HHbIit baHkom

Poccun

UAeHTUKKa-
TOP OTBET-
CTBEHHOr0

nnua B cucTe-

Me Y4aCTHMKa

NHopmaum-

OHHOro 06mMeHa

thamunus

128-6UTHbIN MAEHTUNKA-
Top (GUID), cchopmmpoBak-
HbI B COOTBETCTBUM CO
cneundmkauueit RFC 4122
[16], npucBOeHHbI baHkom
Poccum

128-6UTHbIA MaeHTUGNKA-
Top (GUID), cchopmmpoBaH-
HbIi B COOTBETCTBUU CO
cneuundmkaumen RFC 4122
[16], NpMCBOEHHBIN yHacT-
HUKOM WHPOPMALIMOHHOIO
o6meHa

TeKcToBoe none (textarea)

(0]

(0]

(0]

(2]

(11, [2]

(11, [2]

2.154

"middleName"

0T4eCTBO

TekcToBoe none (textarea)

(0]

(11. 2]
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2.15.6

2.15.7

2.15.8

2.15.9

2.15.10

2.15.11

(mone [aHHbIX)
‘firstName"
(mone faHHbIX)
"landlineNumber"
(none faHHbIX)
‘mobileNumber”
(none faHHbIX)
‘email"
(mone [aHHbIX)
‘position”
(more faHHbIX)
"active"
(none faHHbIX)

‘category"
(mone [aHHbIX)

nma

rOPOACKOM
TenedoH
MOGOUITbHBIN
TenedoH
3NEKTPOHHbINA
afipec
JOMKHOCTb

Hanuyme fo-
cTyna B nny-
HbIN KAOWHET

Y4aCTHMKA
VH(opMaLm-
OHHOro 06MeHa

Kateropus
CTPYKTYPHOTO
noapasgene-

HUS OTBET-
CTBEHHOI0

NNLA y4acTHU-
Ka uHchopma-
LIMOHHOrO 06-

MeHa

TeKcToBOe nose (textarea)
TekcToBoe none (textarea)
TekcToBoe nose (textarea)
TeKCTOBOe nose (textarea)
TekcToBoe none (textarea)

Bbi6upaeTcs oauH Ko n3
OrpaHN4eHHOr0 MHOXECTBA
BO3MOXKHbIX 3HA4EHWIA:

e [ACTI] - poctyn B nny-
HbIl KABWHET Y4aCTHUKA
MH(OPMALLMOHHOI0 06Me-
Ha aKTUBMPOBAH;

o [DIS] - goctyn B Nny-
HbIl KABMHET y4aCTHUKA
MH(OPMALMOHHOIO 06Me-
Ha He aKTMBMPOBaH
Bbl6upaeTcs oauH Ko n3
OrpaHN4eHHOro MHOXeCTBA
BO3MOXHbIX 3HAYEHWIA:

e [MANAGEMENT] -
BbICLLEE PYKOBOACTBO;

e [SECURITY] - noapas-
JeneHns MHHOPMaLMOH-
HOI 6€30MacHOCTH;

o [IT] - nogpasneneHuns
MHhopMaTu3aLuu;

o [RISKS] - nogpasgene-
HUS MO YNPaBAEHMIO puUC-
Kamu;

o [PAYMENT] - onepa-
LMOHHbIE MOAPA3AeNeHNs;
o [OTHERI - nHble cTpyk-
TYpPHbIE NOAPa3aeneHuns

[0
[0
[0
[0

[0

[0

[0]

(11, [2]
(11, [2]
(11.[2]
(11, [2]
(11, [2]

(2]

(11, [2]
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2.16

2.17

‘ID_CII"
(none faHHbIX)

‘orgType"
(none faHHbIX)

UAEHTU(UKA- TEKCTOBOE none (textarea)

TOp 06beKTa
K

TUN y4acTHUKa  Bbl6upaeTcs oauH Ko 13

VH(opMaLm-

OrpaHN4eHHOro MHOXecTBa

OHHOr0 06MeHa | BO3MOXXHbIX 3HA4YEHWIA:

o [PSP] - y4acTHuK 1H-
(hopmaLoHHOro 06MmeHa,
OCYLLECTBNAOLLNIA fes-
TeNbHOCTb Oneparopa no
nepeBofy AeHEXHbIX
CPEACTB;

o [SOPI] - y4acTHUK WH-
(hopmaLoHHOro 06MmeHa,
OCYLLECTBNAOLLNIA es-
TeNbHOCTb Onepartopa
YCAYr NNaTexHon nHgpa-
CTPYKTYPbl;

e [PS] — y4aCTHMK WH-
chopmaLoHHOro o6meHa,
OCYLLECTBNAOLLNIA fes-
TeNbHOCTb OMnepartopa nna-
TEXHON CUCTEMBI.
HekpeanTHble dMHAHCO-
Bble OpraHu3aLum:

e [PCB] - y4acTHMK UH-
chopmaLyoHHOro 06MeHa,
OCYLLECTBNAOLLNIA fes-
TeNbHOCTb NPOg)eccuno-
HANbHOrO Y4aCTHUKA PbIH-
Ka LIeHHbIX Bymar;

e [MOF] — y4acTHUK MH-
chopmaLoHHOro 06MeHa,
OCYLLECTBNAOLLNIA fes-
TeJIbHOCTb YNPaBnsatoLLei
KOMMaHW NHBECTULINOH-
HOro cpoHAa, NaeBoro WH-
BECTMLMOHHOIrO ooHAA U
HErocyaapCTBEHHOM0 NeH-
CMOHHOTO (hOH[A;

(N]

[0

(11, [2]

(11, [2]
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o [SDIF] - y4acTHWK nH-
(hopmaLoHHOro 06MmeHa,
OCYLLECTBNAOLLNIA fes-
TENbHOCTb CNeLnann3npo-
BAHHOr0 Jeno3uTapns 1H-
BECTMLIMOHHOIO hOHAA,
MaeBoro MHBECTULIMOHHOIO
(hoHAA M HErocyaapCTBeH-
HOr0 MEHCUOHHOr0 hOHAA;
o [IncIF] — y4acTHMK UH-
chopmauoHHOro o6meHa,
OCYLLECTBNAOLLNIA fes-
TeNIbHOCTb AKLMOHEPHOr0
VHBECTULIMOHHOrO (DOHAA;
o [CCI - y4acTHWK WH-
(hopmaLoHHOro 06MmeHa,
OCYLLECTBNAOLLNIA K-
PUHTOBYIO IEATENbHOCTb;
e [CCOUNT] - yyacTHuK
MH(OPMALMOHHOIO 06Me-
Ha, OCYLLECTBNAOLLMIA fes-
TeSIbHOCTb MO BbINOSIHEHNIO
(PYHKLMIA LLEeHTPAIbHOIO
KOHTPAreHTa;

e [TDO] - y4acTHMK UH-
chopmaLyoHHOro 06MeHa,
OCYLLECTBAAOLLMIA fes-
TeNbHOCTb OpraHM3aTopa
TOProBK;

o [CD] - y4acTHUMK UH-
chopmaLoHHOro o6meHa,
OCYLLECTBNAOLLMIA fes-
TeSIbHOCTb LiEHTPANIbHOIo
Jeno3ntapus;

o [RO] - y4acTHMK UH-
chopmaLoHHOro o6meHa,
OCYLLECTBASALLNA peno3u-
TapHYI0 [EATENbHOCTD;

e [SIB] - y4acTHUK WH-
chopmauyoHHOro 06MeHa,

810¢-5'1-0909d9 O1D
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OCYLLECTBNAOLLMIA fes-
TeNbHOCTb CYyObeKTOB
CTPaxoBoro gena;

e [NGPF] - yyacTtHuk
MH(OPMALMOHHOI0 06Me-
Ha, OCYLLECTBNAOLLMIA fes-
TeNbHOCTb Herocymap-
CTBEHHOI0 NEHCMOHHOI0
(hoHAa;

o [MFO] - y4acTHUK WH-
chopmaLyoHHOro 06MeHa,
OCYLLECTBNAOLLMIA fes-
TeNbHOCTb MUKPO(UNHAH-
COBOIi OpraHu3auuu;

e [CCC] - y4yacTHUK UH-
chopmaLyoHHOro o6meHa,
OCYLLECTBNAOLLNIA fes-
TENbHOCTb KPEAUTHOrO
noTPe6MTENbCKOro Koone-
partuBa;

e [HCCC] - yyacTHuK
MH(OPMALMOHHOI0 06Me-
Ha, OCYLLECTBNAOLLMIA fes-
TENbHOCTb XWUMNLLHOTO
HAKOMUTENIbHOr0 Koonepa-
TNBY;

o [CHB] - y4acTHuK uH-
chopmaLyoHHOro 06MeHa,
OCYLLECTBNAOLLMIA fes-
TeNbHOCTb 6H0P0 KpeauT-
HbIX UCTOPWA;

o [AA] - y4acTHUK WH-
chopmaLyoHHOro o6meHa,
OCYLLECTBNSAIOLLUIA aKTyap-
HYIO JeATeNbHOCTD;

e [CRA] - y4acTHMK UH-
(hopMaLmrOHHOro 06MmeHa,
OCYLLECTBNAOLLNIA fes-
TeJIbHOCTb KPEAMTHOr0
PENTUHTOBOrO areHTCTBa;

810¢-9'1-09109d9 01D
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o [ACCC] - y4acTHuK
MH(OPMALMOHHOIO 06Me-
Ha, OCYLLECTBASAIOLWMA aes-
TENIbHOCTb CeNbCKOXO035M-
CTBEHHOI0 KpeaUTHOro
noTpebuTenbCKOro Koomne-
paTnBa;

e [PWS] - yqacTHuK
MH(OPMALMOHHOIO 06Me-
Ha, OCYLLECTBNAOLLMIA fes-
TeNbHOCTb JIoMbappa.
[oCcynapcTBEHHbIE OpraHbi:
o [FED] - y4acTHMK WH-
chopmauoHHOro o6mMeHa —
theiepanbHbIil OpraH uc-
MOSHUTENIbHOW BNACTH;

o [REG] — y4aCTHUK UH-
thopmaumoHHOro 06meHa —
OpraH MCMOTHUTENbHON
BflaCcTM Cy6bekTa Poccuii-
cKoit ®eaepaumu;

e [localGov] — yyacTHuK
MH(OPMALMOHHOIO 06Me-
Ha — OpraH MecTHOro ca-
MOYNpaBneHNs;

o [LEA] - npaBooxpaHu-
TeJIbHbIE OPraHbl.
Oneparopbl CBA3M:

e [MO] - y4acTHUK WH-
(hopMaLMoOHHOro 06mMeHa —
ornepaTtop COTOBOM CBA3Y;
o [ISP] — y4acTHuUK UH-
chopmauoHHOro o6mMeHa —
VHTEPHeT-NpoBaigep;
Pa3paboT4uku nporpamm-
HOro o6ecneyeHus:

o [devBANK] - y4acTHuMK
MH(OPMALMOHHOIO 06Me-
Ha — pa3paboTymK npm-
KNagHoro NporpaMmHOro

810¢-5'1-0909d9 O1D
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o6ecrneyeHuns ons puHaH-
coBoW (6aHKOBCKON) fes-
TeNIbHOCTY;

e [devVIRUS] - yyacTHuK
MH(OPMALMOHHOI0 06Me-
Ha — pa3paboTymK CpeacTs
3aLLNTbI 0T BO3LENCTBUSA
BPEAOHOCHOTr0 KoAa (nanee
— cpegcts oT BBK);

e [devOTHER] - yyact-
HUK MHC(DOPMALIMOHHOT0
06MeHa — HOW pa3paboT-
YUK NPOrpamMMHOro 06ec-
neyveHms.

VIHOCTpaHHble 0praHn3a-
unu:

o [FNBI] - y4acTHuK 1H-
(hopMaLoHHOro 06meHa —
WHOCTPAHHBIN LIeHTpaslb-
HbI (HALMOHANbHbII)
6aHK;

o [FB] - y4acTHuK WH-
thopmaumoHHOro 06meHa —
WHOCTPAHHbI 6aHK;

e [FOTHER] - y4actHuk
MH(OPMALMOHHOIO 06Me-
Ha — WHas MHOCTPaHHas
OpraHusauus.

LIgHTpbI KOMNETeHUMK N0
NPOTUBOLENCTBUIO KNbepy-
rposam:

e [CERTRUS] - y4acTtHuk
MH(OPMALMOHHOI0 06Me-
Ha — POCCUICKUIA LLEHTP Mo
NPOTUBOAGNCTBMIO KNbEpy-
rposam;

e [CERTINTI - yyacTHuK
MH(OPMALMOHHOIO 06Me-
Ha — NHOCTPAHHbIN LIEHTP
Mo NPOTUBOAEICTBUIO KiA-

810¢-9'1-09109d9 01D
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6epyrposam;

o [OTHER] - yyacTHuK
MH(OPMALMOHHOIO 06Me-
Ha — MHAs opraHu3auns

810¢-5'1L-0909d9 O1D
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6. dopmMa npeacraBsieHUs OAHHbIX, NCNOJIb3yeMas y4aCTHMKaMU MHPOPMALIMOHHOIro ooMeHa
ans nHpopmmpoBaHua baHka Poccnm 06 nHUmpaeHTax, CBsi3aHHbIX C HApyLUeHneM TpeboBaHun
K obecne4yeHunio 3awmTtbl UHPOpPMaALUMKN, N CPOKN UX NpeacTaBneHus B baHk Poccnn

LUWOEHTA, AN UHbIX YY4aCTHUKOB MHPOPMALIMOHHOTO 06MeHa — B TedeHune 24 4acoB C MOMEHTA BbISIBNIEHUS UHUMOEHTA);

6.1. YcnoBns 0653aTeNbHOCTM M BPEMEHHbIE XapaKTEPUCTUKM MHOOPMUPOBaHNS
YcnoBus 0653aTe/bHOCTY MHGOPMUPOBAHUS:

[O] = nHdopMauma 6noka (Nons) AaHHbIX NPeacTaBnseTcs B 06a3aTeslbHOM NOPALKE;
[N] — nHpopMaLmsa Gnoka (Nonga) AaHHbIX NPeACTaBNAeTCA B C/lyd4ae Hannumna TeXHUYECKON BO3MOXXHOCTN.
BpeMeHHble XapakTepUCTMKn MHGOPMUPOBaHUS (3Tarbl MHGOPMUPOBAHUS):

[1] — nHbopMauus 6noka (Mons) AaHHbIX NPEeACTABNSETCS B paMKax NePBMYHOMO yBEAOMIIEHNS (415 3HAUYMMbIX CyGBHEKTOB KpUTUYe-
CKOW MHPOPMALMOHHOWN NHOPACTPYKTYPbl MHPOPpMaLma HanpaenseTcs B baHk Poccun B TeveHne Tpex 4acoB C MOMEHTA BbISIBJIEHUS UH-

[2] — nHdopMaums 6noka (Nons) AaHHbIX NPEeACTaBNSeTCS B PpaMKax NPOMEXYTOYHOro yBeaoMIIeHus (oS 3HaYMMbIX Cy6beKToB Kpu-
TN4ECKON MHPOPMALIMOHHON MHPPACTPYKTYPbI MHOPMaUMs HanpaBnseTcs B baHk Poccmm B TeveHme Tpex 4acoB C MOMEHTA BbISIBNIEHUS
WHUMOEHTA, A8 MHbIX Y4aCTHUKOB MHGOPMALMOHHOrO O6MeHa — B TeYeHue ABYX pabounx OHen ¢ MOMeHTa NepBMYHOro yBeLOMIIEHNS
NAn NpeabiayLlero NpoMeXXyTO4YHOro yBeaoMSIeHNs);
[3] - nHpopmMauma 6noka (nNons) AaHHbIX NPeaCcTaBAseTCa B paMKax OKOHYaTeSlbHOro yBeOOMJIeHMS MO pe3ybTaTaM 3aKpbITUS UHLN-

OeHTa (B Te4yeHwne Tpex pa6oq|/|x ,u,He|7| C MOM€eHTa 3aKpbITUa NMHUMgeHTa y4aCTHMKOM I/IH(bOpMaLLI/IOHHOFO o6meHa).

[*] — nHpopmMaumsa 6noka (Nons) gaHHbIX NPEeACTaBNSAeTCs B HE3aMeA/IMTENIbHOM NOPSAAKE B Cjlydae MoJlyYeHUs OT KJIMEHTA y4acTHUKA
MHOPMALMOHHOIO OOMEHa — IOPUONYECKOrO SN YBEAOMSIEHMS, YKa3aHHOro B Yactm 11 ctatbmn 9 ®epepanbHOro 3akoHa ot 27
mioHs 2011 roga Ne 161-®3 «O HauMOHaNbHOW MIATEXHOWN CUCTEMEY.

MpeHTndurKauyoHHble aaHHble nHumaeHTa. bnok gaHHbix [HEADER]

6.2.

1.1

1.2

1.3

‘schemaType"
(mone HaHHbIX)

‘schemaVersion"

(none AaHHbIX)

‘version"
(mone [aHHbIX)

TUN 3NEKTPOH-
HOro coooLLe-
HUS
BEPCMS CXEMbI
TVNa anek-
TPOHHOTO CO-
06LLEeHNs
HoMep Bepcuu
3NEKTPOHHOIO

YKa3biBaeTcs 3Ha4eHne
[INCIDENT] — nHumMaeHT

TekcToBoe none (textarea)

4ucnoBoe 3HaveHue (int)

"header": {
‘schemaType": "incident",
‘schemaVersion": "1",
"version"; "1",
‘memberld"; "9527dd0c-0765-4f1c-8f5f-70a02cf4046¢",
"sourceld": "f34030ef-358a-445¢-8567-25985¢ce6d91c",
"publishedAt": "2002-10-02T15:00:00.05Z",
‘modifiedAt": "2002-10-02T15:00:00.05Z"

[0]

[0]

[0

(11, (2], (31, ["]
(11, (2], (31, ["]
(11, (2], (31, ["]
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1.4

1.5

1.6

‘memberld"
(mone [aHHbIX)

"sourceld"
(none AaHHbIX)

‘publishedAt"
(mone [aHHbIX)

CO06LLEHNs B
npoLecce UH-
hopmauuoH-
HOro o6mMeHa
UAEHTUNKA-
TOP Y4acTHMKA
MHopMaLm-
OHHOro 06me-
Ha, NPUCBOEH-
Hblii BaHkom
Poccun
UAEHTUDNKA-
TOP VHUMAEH-
Ta, NPUCBOEH-
HbIl y4aCTHU-
KOM MHChopMa-
LINOHHOr 0 06-
MeHa
[Jara n Bpems
NepPBUYHOIO
NHOPMMPO-
BaHWA

128-6UTHbIN MAEHTU K-
Top (GUID), cdhopmmpoBaH-
Hblii B COOTBETCTBMN CO
cneundmkaumen RFC 4122
[16], npucBoeHHbIN bankom
Poccun

128-6MTHbIN UAEHTUDNKA-
Top (GUID), cchopmmupoBaH-
HbI B COOTBETCTBUN CO
cneuudukaunein RFC 4122
[16], NpuCBOEHHbIN y4acT-
HUKOM MHDOPMALMOHHOIO
o6meHa

thopmart npencTasneHns
[JaHHbIX B COOTBETCTBMM CO
cneuudukaumein RFC 3339
[11]

1.7

‘modifiedAt"
(mone [aHHbIX)

Jara v Bpems
MPOMEXYTOY-
HOTO Mnn
OKOHYaTeNbHO-
ro yBefomne-
Hus

chopmar npeacTasneHus
JlaHHbIX B COOTBETCTBMM CO
cneumcmkaunen RFC 3339
[11]

[0

[0l

[0l

(11, [2], [3], ["]

(11, (2], (31, ["]

(11, (2], (31, ["]

[0l

(21, [3]

2.1

‘fincertld"
(none AaHHbIX)

NOeHTUUKA-
TOP UHUMAEH-
Ta, NPUCBOEH-
HbI BaHkoM
Poccum

6.3. OnucaHne nHumpeHTa. bnok pnaHHbix [INCIDENT]

TeKcToBoe nose (textarea)

2.2

‘fixationAt"

Jara v Bpems

tbopmar npeacTasneHns

‘incident"; {

"fincertld": "20180324215113",
‘fixationAt": "2002-10-02715:00:00.05Z",
"description"; "onucaHne MHUMAEHTA",
‘lawEnforcementRequest": {
"addressed": "cy6bekT, 06paTMBLUMIACS B NPaBO-

(0]

(21, [3]

(0]

(11, (2], (3. ["]
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(mone [aHHbIX)

perucTpauny  AaHHbIX B COOTBETCTBUM CO | OXPAHWUTESIbHbIE OpraHbl”,

VHUMAeHTA
Y4aCTHNKOM
MHopmaLm-

OHHOro 06meHa

cneundmkaumen RFC 3339 ‘request": "nHopmauna o dakte 06paLleHns B
[11] MOJIMLIMIO Y4ACTHMKA MHPOPMALIMOHHOTO 06MeHa",

‘number"; "123123",

‘numberTicket": "1234567890",

2.3 "description" ONMNCaHWe WH-  TEKCTOBOE rore (textarea) ‘dateTimeAt": "2002-10-02715:00:00.05Z"
(none AaHHbIX) LmaeHTa I8
24 ‘lawEnforcement  o6palleHue ‘assistance": "naeHTMMKATOP HEO6X0AUMOCTY 0Ka3aHUS
Request" y4acTHUKa NOAAEPXKMN YHaCTHUKY MH(OPMALIMOHHOIO 06MeHa CO CTOPOHbI baHka
(610K AaHHbIX)  MHGOpPMaLK- Poccun’,
OHHOro 06MeHa ‘vectorCode": "maeHTNMKATOP BEKTOPA KOMMbIOTEPHON
B NpaBoOXpa- ataku',
HUTENbHbIE "serviceType": [{
OpraHol ‘sourceld": "f34030ef-358a-445¢-8567-
2.4.1 "addressed" cy6bexT, 06pa- Bbi6upaetcs ogvH koa ns  25985av6d9ic,
(none AaHHbIX) TUBLLWIACA B | OrpPaHN4eHHOr0 MHOXECTBa ‘type": "Tun atakyemoro 06bekTa’,
NpaBoOXPaHU-  BO3MOXHbIX 3HAYEHWA: ‘name’: "HaumMeHoBaHne NporpamMmHo-
TENbHbIE OPra- o [PIE] — yyacTHUK UH- ro/annaparHoro oéecneqFHmn"‘, .
Hbl (hOPMALOHHOTO 0BMeHa: version": "Bepcus NporpamMmHoro/annaparHoro
’ o6ecneyeHus’,
e [CIE] - knuneHT y4act- 1 TS
description": "nononHUTENLHOE ONMCAHME TMNA
HUKa UHOPMALMOHHOIO aTAKYEMOr0 0GbeKTa"
o6meHa N
24.2 ‘request" uHhopmauus o Beibupaetca oanH Ko u3 "régistration”: {
(none gaHHbIX) (hakTe 06pa-  OrpaHN4eHHOro MHO)iSe.CTBa “department’; "cTpyKTYPHOE (OpFaHI3aLMOHHOE)
LLiSHIA B NPa- | BOSMOXHBIX 3HaeHNH: nofpasaenieHne y4acTHnKa MHOPMaLMOHHOro 06MeHa, rae UHUNLEHT
BOOXPAHUTENE- o [POL] - HanpaBneHo  Gbin 3aperucTpupoBaH (BbIABIEH)",
5 QTR o6palLeHne B NpaBooxpa- “technicalDevice": "TexHM4ecKoe CpefacTBO peru-
YHaCTHIKA 1 renbble OpraHbl; CTpauumn MHUMEeHTa"
o::gar%pgnéa::nia [NPL] — o6patigHue B I8 )
NpaBOOXpaHUTEMbHbIE Op- ‘typeOfAttack’: "kog TMna KOMMbIOTEPHOI aTakn',
raHbl He HanpaeNigHO ‘measuresAndRecomendations": [{
243 “number" HOMep 3asBie- 41CN0BOE 3HaYeHue (int) \ RIS iy
(none AaHHbIX) HWA N3 KHUTI 25985ce6d91¢", . . - \
y4eTa coobuie- "dat.eTllrlnf,At : 2018-03-22T98:14:382 ,
HUii 0 npe- " action": "npeaAnpuUHATbLIE AEACTBUSA NO IMKBUAA-
CTYNNEHUAX Lnn HUMAEHTa, —
24.4 ‘numberTicket" | HOMep TanoHa- 4MCcioBOe 3Ha4YeHme (int) 523 e VLB LT AL [ECEC BT
(none gaHHbIX) KopelLLKa 0 unn’, .
npHeMe U pe- attachment": {

rucTpauumn

“sourceld": "f34030ef-358a-445¢-8567-

[0

(0]

[0l

[0

(11, [2], [3], ["]

(2], [3]

(21, 3]

(2], [3]

[0

[0

(2], [3]

(2], [3]

810¢-9'1-09109d9 01D

143



3asBIIEHUS
2.4.5 ‘dateTimeAt" nara v Bpems | hopmart npefcTaBneHus
(none JaHHbIX) | MPUHATUSA 3a- | AaHHbIX B COOTBETCTBUN CO
ABNEHNS cneundukaumen RFC 3339
[11]
2.5 "assistance" WAEHTU(MKa-  BbiGupaeTca oanH Kog 13
(mone paHHbIX) TOP HE06X0- | OrpaHN4eHHOro MHOXEeCTBa
JMMOCTM OKa- | BOSMOXHbIX 3HA4EHUIA:
SaHMAMOA- | o  [HLP] - Heo6XxoaMMa
D) YR nofaepxka ot baHka Poc-
HUKY WHOP- cun:
MaunoHHoro | [NND] - noanep»ka ot
o6MeHa co
baHka Poccun He Tpebyert-
CTOPOHbI baHka
(]
Poccum
2.6 "vectorCode" WAeHTU(MKa-  Bbl6mpaeTcs 0anH Kog 13
(mone paHHbIX) TOp BEKTOpa  OrPaHNY4eHHOr0 MHOXECTBA
KOMIMbIOTEPHON | BO3MOXHbIX 3HAYEHWIA:
LG o BekTop [INT] -
HanpaBeHHbIA Ha MHGPa-
CTPYKTYPY Y4aCTHUKA UH-
chopmaLnoHHOro 06MeHa;
o BekTop [EXT] -
HanpaBneHHbIii Ha KNMEeHTa
Y4aCTHMKA MHDOPMALLMOH-
HOro o6meHa
2.7 ‘serviceType" naeHTuuka- B cnyyvae He06X0LUMMOCTY
(610K JaHHbIX) TOp 06bEKTA  YKA3aHWS HECKONbKMX 3Ha-
MHGOPMALM- | YEHWIt NONei AaHHbIX
OHHOM UHpa- (sourceld, type, name,
CTPYKTYpbl | version, description) yka-
3bIBAETCS OANH WA He-
CKOJIbKO 06bEKTOB B 6/10Ke
[JaHHbIX "serviceType"
2.7.1 ‘sourceld" NOeHTUUKA- | 128-6UTHBIN MAEHTUUKA-
(mone paHHbIX) | TOP, Npucso- | Top (GUID), cdhopmmpo-
eHHBbIif y4acT- | BaHHbIA B COOTBETCTBIM CO
HUKOM MH- | cneundukaumein RFC 4122
tbopmaunoH- | [16], NPUCBOEHHbIN y4acT-

HOro 06MeHa

HUKOM MHCHOPMALMOHHOTO

25985¢ce6d91c",

Tax',

Te base64"

"http://domain.com/archive.rar"

1,

}

‘comment”; "onucaHne BNOXEHNS",
"dateTimeAt": "2018-03-22708:14:38Z",
"file": {

‘name"; "umsa chaina’,

"size": "pa3mep hanna B Haii-

"base64": "BnoxeHue B hopma-

B
“fileLink":

[0]

21, [3]

[0]

0]

[0l

[0]

(11, (2], (3], [*]

(11, 2], 3], ["]

(11, 2], 3, ["]

(11, 2], 3], [*]
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2.7.2

type’
(mone [aHHbIX)

o6MeHa

TMN atakyemo- BbiGupaeTcs 0AuH Ko u3

ro o6bekTa

OrpaHN4eHHOr0 MHOXKECTBA
BO3MOXXHbIX 3HA4EHWIA:

1) cucTemHble ypoB-
Hu:

e [hw] - annapatHoe
obecneyeHue,

o [net] - ceteBoe 060py-
JI0BaHue,

o [net_s] - ceTeBble
MPUNOXEHNS 11 CEPBUCHI,

o [hw_s] - cepBepHble
KOMMOHEHTbI BUPTYaniu3a-
LK, MPOrpPaMMHbIe WH-
(bpacTpyKTypHbIE CEPBUCHI,
o [os] - onepaunoHHble
CUCTEMbI, CUCTEMbI YNpaB-
JIeHnst 6a3amu AaHHbIX,
CEpBEpbI NMPUNOXKEHNIA;

2) ypoBeHb AG 1
NPUNOXeHNIA, 3KcnnyaTu-
pyembIX 515 NpefocTaBsie-
HWA yCNyr B paMmKax 6ms-
HEC-NPOLECCOB UMK TEXHO-
JIOrNYECKMX NPOLLeccoB
Y4aCTHUKA MHCHOPMALIMOH-
HOro 06MeHa:

o [rbs] - cucrema gu-
CTaHLUMOHHOI0 6aHKOBCKO-
ro 06CNyXMBaHUS,

o [front-office] — cucre-
Ma 06paboTKK TpaH3aKLNA,
OCYLLECTBASEMbIX C UC-
MONb30BAHNEM MNATEXHbIX
KapT,

e [web] - uHchopmauv-
OHHblIe pecypcbl ceTu VH-

[0

(11, 2], 3], ["]
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TEPHET,
o [abs] - aBTomarusupo-
BaHHas 6aHKOBCKas CU-
cTema,

o [back-office] — cucTe-
Ma NOCTTPaH3aKLMOHHOT0
06CNyXMBaHMS OnepaLmi,
OCYLLIECTBIAEMBIX C 1C-
NOSIb30BAHNEM MNIATEXHbIX
Kapr;

o [int-services] - BHyT-
PEHHSS MHEOPMALMOHHasA
MHPaACTPYKTypa, Harnpas-
NIEHHas Ha noaaepXxanue
6M3HEC-NPOLLECCOB y4acT-
HUKA UH OPMALIMOHHOTO
06MeHa (Mo4TOBbIE CepBe-
pbl, hannoBble Cepeepsbl);
o [participant_w] - oko-
He4YHoe 060pya0BaHmMe
(APM), ncnonb3yemsle
paboTHMKaMM y4acTHNKA
MHOPMALMOHHOr0 06Me-
Ha;

3) ypoBeHb AC 1
NPUN0XEHUIA, 3KCNNyaTu-
PYeMbIX KITMEHTOM y4acT-
HUKA UHGOPMALIMOHHOTO
o6meHa:

o [cfs] - chaitnosbin cep-
BED,

e [crbs] - cuctema au-
CTaHLMOHHOI0 6aHKOBCKO-
ro 06CnyXuBanus,

o [ecs] - cepsep anek-
TPOHHOW NOYTI;

o [client_w] - aBTOMATH-
3UPOBaHHbIE CUCTEMBI,
1CNoJsb3yemble PaboTHU-

810¢-5'1-0909d9 O1D
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2.7.3

"name"
(mone [aHHbIX)

HauMeHOBaHue

NPOrpammMHOro
/annapatHoro
o6ecneyeHmns

KaMmu KNMeHTa y4acTHUKa
MNH(OPMaLMOHHOI0 06Me-
Ha;

4) uHasd cucTema:
e [oth] - uHas cuctema
TekcToBoe nose (textarea)

2.7.4

2.7.5

2.8

2.8.1

2.8.2

2.9

‘version"
(mone [aHHbIX)

"description”
(none gaHHbIX)

‘registration”
(610K JaHHbIX)

"department"
(mone [aHHbIX)

“technicalDevice"
(mone [aHHbIX)

‘typeOfAttack"
(none AaHHbIX)

Bepcms nNpo-
rpamMmHoro
/annaparHoro
o6ecrneyeHus
[0NONHUTENb-
HOe onucaxme
TMNa atakye-
MOro 06bekTa
naeHTUuKa-
TOp NIOKann3a-
LN MHUMOEHTa
arakyemoe
CTPYKTYpHO®
(opraHn3auu-
OHHOE) nog-
paspnenexue
y4acTHuKa
VHGopMaum-
OHHOro 06Mme-
Ha, roe NHun-
JIeHT 6bIN 3a-
perucTpupoBaH
(BbISIBNIEH)
TEXHUYECKOe
CPEeACTBO pe-
rucTpaumm
VHUMAEHTA
NOeHTUUKA-
TOp TMNa KOM-
NbOTEPHON

ATAvIA

TEKCTOBOE nore (textarea)

TeKcToBoe nose (textarea)

TEKCTOBOE nore (textarea)

TEKCTOBOE nore (textarea)

Bbi6upaeTcs oanH Ko u3
OrPaHNYeHHOr0 MHOXECTBA
BO3MOXXHbIX 3HA4EHMWIA:

[0

(11, (21, (3. ["]

(0]

[0l

(0]

[0l

(0]

[0l

(11, (21, (31, ["]

(11, (21, (31, ["]

(11, (21, (31, ["]

(11, (21, (31, ["]

(11, (21, (31, ["]

(11, (21, (31, ["]
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o [trafficHijackAttacks] —
KOMMbIOTEPHbIE aTaku,
CBSA3aHHbIE C N3MEHEHUEM
MapLLpPYTHO-afpEeCHO
MHopMaLmm;

o [malware] - komnblo-
TEPHbIE aTaKM, CBA3aHHbIE
C MCMOJIb30BaHNEM BPEAO-
HOCHOI0 NPOrpaMMHOro
o6ecnevyeHns NpuMeHn-
TEJIbHO K 00bEeKTaM UH-
(hopmaLmMoHHON MHpa-
CTPYKTYPbI Y4aCTHUKOB
MH(OPMALMOHHOI0 06Me-
Ha 1 UX KITUEHTOB;

o [socialEngineering] —
KOMMbIOTEPHbIE aTaku,
BO3HWKLLWE B pesynbTare
NoBYXXAEHNS KIMEHTOB K
OCYLLIECTBJIEHMIO OMepavii
N0 NepeBofy LEHEXHbIX
CpefcTB nyTem o6MaHa
unu 3noynoTpe6neHuns
J0Bepuem;

o [ddosAttacks] — kom-
MbIOTEPHbIE aTaky TMNa
«0TKa3 B 06CNYXUBAHWN»
(DDoS-atakm) npuMeHu-
TeNIbHO K MHEPOPMALMOH-
HOW UHGpaCcTpyKType
Y4aCTHUKOB UHG OpMaALKN-
OHHOro 06MeHa;

o [atmAttacks] — komnb-
I0TEPHbIE aTakm, CBA3aH-
Hble C peanu3auuei He-
CaHKUMNOHUPOBAHHOIO [0-
CTyna K 6aHkomaram u
NNaTeXHbIM TepMUHaNam
Y4aCTHUKOB UHG OpMaALK-
OHHOro 06MeHa;

810¢-5'1-0909d9 O1D
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o [vulnerabilities] — kom-
MbOTEPHbIE aTaKu, CBA3aH-
Hble C 3KCnJyaTauuen ysas-
BUMOCTEN MHPOPMALMOH-
HOW UHPACTPYKTYPbI
Y4aCTHMKOB UHDOPMALM-
OHHOr0 06MeHa U UX Kin-
€HTOB;

e [bruteForces] — kom-
MbOTEPHbIE aTaKu, CBA3aH-
Hble C N0A60pPOM (B3J10-
MOM), KOMMpoMeTauuen
AyTeHTUUKALNOHHbIX
(Y4eTHbIX) AaHHBIX;

e [spams] - komnbio-
TEPHble aTaKu, CBA3AHHbIE
C peanuaauueil cnam-
paccbInKu, OCYLLECTBIIse-
MOVl B OTHOLLEHUK y4acT-
HUKOB MH(YOPMALIMOHHOIO
06MeHa 1 UX KITMEHTOB;

o [controlCenters] —
KOMMbIOTEPHbIE aTaku,
CBSI3aHHbIE C BbISIBEHNEM
B3aUMOJENCTBNA 06bEKTOB
MH(OPMALMOHHOI NHpa-
CTPYKTYPbl Y4aCTHNKOB
MH(OPMALMOHHOT0 06Me-
Ha C KOMaHAHbIMM LIeH-
Tpamu boTHerT;

o [sim] — KomnbOTEPHbIE
aTaku, CBA3aHHbIE C N3Me-
HEHWEM (MOLMEHOI) NaeH-
TUchukatopa Mo6UIILHOrO
aboHeHTa (IMSI) Homepa
CUM-KapTbl, a TaKXe C 3a-
MEHOI MaeHTUuKaTopa
MO6UNLHOIO 060pYA0Ba-
Hus (IMEI);

o [phishingAttacks] —

810¢-9'1-09109d9 01D
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KOMMbIOTEPHbIE aTakM,
CBfI3aHHbIE C UHOpMALM-
ell, BBOASALLIEN Y4ACTHUKOB
MH(OPMALMOHHOr0 06Me-
Ha 1 UX KNIMEHTOB, A TaKXXe
VHBIX NUL, B3anmozeil-
CTBYIOLLMX C HAMMW, B 3a-
651y eHNe OTHOCUTENIbHO
NPUHALNEXHOCTN UHAOP-
maLum, pacnpocTpaHsaemMon
nocpeacTeom cetu NHTep-
HeT, BCNeSCTBME CXOACTBA
JAOMEHHBIX MMeH, 00hopM-
NEHNS UK COAEPXKaHNS;

o [prohibitedContents] —
KOMMbOTEPHbIE aTakM,
CBf3aHHbIE C pacnpocTpa-
HEeHWeM MHopMaunu,
KacaroLLencs npeanoxe-
HUA 1 (UNu) NpeaocTasne-
HWs Ha Tepputopun Poc-
cuitckon ®epepaunu du-
HAHCOBbIX YCAYT NNULAMY,
He UMEILLMU NpaBa ux
0Ka3bIBaTb B COOTBETCTBUN
C 3aKOHO[ATeNbCTBOM
Poccuitickon ®epepauum.
PaameLleHue B cetn NH-
TEPHET 3anpeLLeHHOro
KOHTEHTR,;

o [maliciousResources]
— KOMIbIOTEPHbIE aTakm,
CBfI3aHHbIE C Pa3MeLLEHU-
eM B ceTu IHTepHeT uH-
chopmauym, No3BONAOLLEN
OCYLLECTBUTb HENPaBO-
MEpHbIA OCTYN K MHAOP-
MaLMOHHbIM cucTeMam
Y42CTHUKOB MHDOpMAL-
OHHOr0 06MeHa U UX Knun-
€HTOB, UCMO0Mb3yeMbIM NPy

810¢-5'1-0909d9 O1D
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2.10

2.10.1

‘measuresAndRe-
comendations"
(610K AAHHBIX)

"sourceld"

NpeAnpuHATLIE
[leiicTBMA Mo
JINKBUAALMM
WHUMLEHTa

UaeHTUdNKa-

npeaocTaBneHnn (nonyye-
HWUU) PUHAHCOBLIX YCNYT, B
TOM YUCNE NyTEM Henpa-
BOMEPHOro A0CTyna K
KOH(PUAEHLNANBbHON WH-
hopmauum KnneHToB.
PaameLeHne B cetu VK-
TEpHeT BPeAOHOCHOrO pe-
cypca;

e [changeContent] -
KOMMbOTEPHbIE aTaKy,
CBf3aHHble C UBMEHEHNEM
KOHTEHTa;

e [scanPorts] — Komnblo-
TepHble aTaku, CBA3aHHbIE
CO CKaHWUPOBAHMEM MpO-
rPaMMHbIX NOPTOB 06bLEK-
TOB NHCDOPMALINOHHOIA
NHPACTPYKTYPbI Y4ACTHU-
KOB MH(OPMALNOHHOIO
o6MeHa nmuamu, He obna-
JaI0LLNMKN COOTBETCTBYHO-
LUMMU NOMHOMOYUAMY;

o [other] — uHbIe KOMMb-
lOTEPHbIE aTaKM, Hanpas-
NEHHbIE HA 06bEKTbI UH-
thopmaumoHHO HMpa-
CTPYKTYPbl Y4aCTHNKOB
NH(OPMALMOHHOIO 06Me-
Ha U UX KNIMEHTOB

B cnyyae Heo6x0aMmocCTu
yKa3aHusi HeCKOMbKUX 3Ha-
YEeHWA  nonei  JAaHHbIX
(sourceld, dateTimeAt,
action, text) ykasbiBaercs
OAVH WU HECKONMbKO 00b-
eKTOB B OJI0KE [aHHbIX
"measuresAndRecomenda-
tions"

128-6UTHbIN MAEHTUCMKA-

(N]

(N]

(11, 2], (3]

(11, 2], (3]

810¢-9'1-09109d9 01D
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2.10.2

2.10.3

2104

2.10.5

2.10.51

2.10.5.2

2.10.5.3

(none faHHbIX)

‘dateTimeAt"
(none gaHHbIX)

“action"
(none gaHHbIX)

"text"
(mone [aHHbIX)

‘attachment"
(610K JaHHBIX)

‘sourceld"
(none faHHbIX)

‘comment’
(monie faHHbIX)

‘dateTimeAt"
(none AaHHbIX)

TOp, NPUCBO-
eHHbII yyacT-
HNKOM WH-
hopmaumnoH-
HOro o6MeHa

Jiata 1 Bpems
BbINOSTHEHUS
JleficTBMIA NO
NUKBKUAALMN
VHUNAeHTA
npeanpuHATbIe
JleicTBUSA No
NKBMIALMN
VHUNAeHTa

NPUHSATbIE
Mepbl Uin
peKkoMeHzaunm
LO0NONHUTENb-
Hble JaHHbIE O
NPUHSATBIX
Mepax no Jink-
BMAALNN WH-
ungeHTa
NaeHTNANKa-
TOp, NPUCBO-
eHHbIN y4acT-
HUKOM WH-
thopmaumnoH-
HOro 06MeHa

onucaHue
BITOXKEHUS
Jiata 1 Bpems
Jo6aBneHns
thanna

Top (GUID), cchopmmpo-
BaHHbIi B COOTBETCTBUM CO
cneundukaumnen RFC 4122
[16], npncBOEHHBIN y4acT-
HUKOM WHOPMALNOHHOIO
o6meHa

hopmat  npeacTaBneHKs
JaHHbIX B COOTBETCTBUMN CO
cneunchukaumein RFC 3339
[11]

Bbi6upaetcs oanH koa U3
OrpaHN4eHHOro MHOXECTBA
BO3MOXKHbIX 3HA4EHWIA:

e [measures] — npuHs-
Tble Mepbl;

e [recommendations] —
peKoMeHgaLumn
TEKCTOBOE rorne (textarea)

128-6MTHbIN MAeHTUMKA-
Top (GUID), cdhopmupo-
BaHHbI B COOTBETCTBUM CO
cneundukaumnein RFC 4122
[16], npncBOEHHbLIN y4acT-
HWKOM MH(OPMALIMOHHOTO
o6MeHa

TEKCTOBOE rnone (textarea)

hopmat  npeacTaBneHKs
JaHHbIX B COOTBETCTBUMN CO
cneundukaumnen RFC 3339
(1]

(N]

(N]

(N]

(N]

(N]

(N]

(N]

(11, (2], 3]

(11 2], [3]

(11, (2], [3]

(11, (2], (3]

(11 [2], [3]

(11, (2], [3]

(11 2], [3]
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2.10.5.4 "file"

(610K BaHHbIX)

2.10.5.5 “fileLink"

3.1

3.1

3.1.2

3.2

3.2.1

(mone [aHHbIX)

(bann AaHHbIX | YKasblBaeTcsd HauMeHoBa-
Hue, pasmep cpaina (He
6ornee 5 M6), BbinonHseTcs
KoguMpoBka B hopmare
Base64

ccbinka ana | YkasbiBaetcs  URL-agpec
MONyYyeHNs | AN CKaymBaumsa paina, B
(ckaymBaHus) | cry4ae ecnu ero pasmep
(hanna faHHbIX  npesbiwaetr 5 M6, B cooT-
BETCTBMW CO Creumdmnka-

umen RFC 3986 [15]

6.4. Knaccudukaums nHumaeHTa. brnok aaHHbix [INCIDENT]

"location”
(610K AaHHbIX)

"subjectOf
Federation"
(mone [aHHbIX)

“locality"
(none AaHHbIX)

“classification"
(610K AaHHbIX)

"typeOfincident"
(mone [aHHbIX)

UAEHTUdNKA- ‘location"; {
TOp reorpacu- ‘subjectOfFederation": "00",
Yeckoro me- "locality": "HaMMeHOBaHWe HACeNEHHOr0 MyHKTa"
CTOMONOXEHUS 1,
peanuaaummn ‘classification": {
VHUMAEHTa ‘typeOfincident": "Tun nHUMAaeHTa",
kog OKTMO |TekcToBoe none (textarea) "ext": [{
BEPXHEro ‘events"; "co6bITMA 3aLLMTbI UHGYOPMA-
YPOBHSA 1171758
HauMMeHOBaHWe | TeKCTOBOE none (textarea) ‘method": "cnoco6 dopmmpoBaHns n
HaceneHHOro nepesayn pacnopsHXKeHNin Ha OCYLLECTBAEHNE TPAH3AKLMIA, NO3BONIA0-
MyHKTa LA COBEPLLMTL (PUHAHCOBYIHO OMepaLu”
Knaccuduka- 1,
LMA NHUMIOEHTA “int": {
Bbi6upaeTcs 04uH Ko u3 ‘events": "co6bITUA 3aLWUTLI MHGOPMA-
OrpaHMyeHHOro MHOXecTBa L',
BO3MOXHbIX 3HAYEHMI: ‘typeOfintruder"; "Tun Hapywwmrens"
[MTR] - nHUMAEHT, 1,

[ ]
TUN HUMLEHTA y ..
i CBSAI3aHHbI C HApYLLIEHUEM damage": {

Tpe6oBaHuii K 06ecrede- ‘operating": " oLieHKa omepaLynoHHbIX
HUIO 3aLLUTBI MHdJOpMaLWIVI pacxonoB y4aCTHUKaA MHdJOpMaLlVlOHHOFO 06MeHa B MOMEHT npencrasne-
MPW OCYLLECTBAEHNM nepe- HUA CBEAEHWI 0 peanu3aumy uHumaeHTa (Bektop INT)",

(N]

(N]

[0

[0

(0]

[0l

[0

(11, (2], 3]

(11, (2], 3]

(11, [2], [3], ["]

(11, [2], [3], ["]

(11, [2], [3], ["]

(11, (2], (31, ["]

(11, (2], (31, ["]
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BOJ0B [IEHEXHbIX CPELCTB,; ‘relative": " 0THOCUTENbHAA (KA4€CTBEH-

e [BAC] — HUMAEHT, Has) OLeHKa MacLuTaba (TsKecTu NoCcneAcTBuin) OT peanu3auny NHLK-
CBA3AHHBIN C HapyleHnem AeHTa (BekTop INT)"

Tpe6oBaHuMi K 06ecneye- 1

HUIO 3aLLUTbI MHGOPMALMK "schemaConclusion": "onuncaxne cxembl BbIBOLA
MpW OCYLLECTBNEHNM 6aH-  AEHEXHbIX CPeACTB’,

KOBCKOIi 1eSTeNbHOCTH; “attachments": [{

o [FMA] — nHumMzeHT, "sourceld": "f34030ef-358a-445¢-8567-

CBA3aHHbII C HapyLueHnem 29985ce6d91c’,
Tpe6oBaHuMi K 06ecneye-

HWIO 3aLMTbI MHOpMALMK

npwn OCYLLECTBNEHUM Aes-

Te/IbHOCTK B cdhepe hm-

HAHCOBbIX PbIHKOB; .

e [DT_MTRI] - uHumgent, Tax,
CBfI3AHHbIN C HEOKa3aHWEM
WS HECBOEBPEMEHHbIM
0Ka3aHuem ycnyr no nepe-
BOJY AEHEXHbIX CPELCTB;
e [DT_FS] - nHungeHT,
CBA3aHHbI C HEOKa3aHWeM
NN HECBOEBPEMEHHbIM
0Ka3aH1eM (PUHAHCOBbIX
yenyr

‘comment"; "onncaHune BIOXeHUS",
"dateTimeAt": "2018-03-22T708:14:38Z",
"file": {

‘name"; "ums channa’,

'size": "pasmep haina B 6an-

‘base64": "BnoxeHne B hopma-
Te base64"
1,
“fileLink":
‘http://domain.com/archive.rar"
1
},

3.2.2.

3.2.21

ext'
(MoAGNOK [AaHHbIX)

‘events"
(none AaHHbIX)

peanusaums
VHUMAEHTA Y
KnueHTa
Y4aCTHUKA
MHopMaLm-
OHHOro 06MeHa

c0o6bITUSA 3a-

LLNTLI MHAOP-
mauuu

B cny4yae Heob6xoaumocTy
YKa3aHWs HECKONTbKNX 3Ha-
YeHW Noneit AaHHbIX
(events, method) ykasbiBa-
€TCS ONH UM HECKONbKO
06bEKTOB B NOAOMOKE JaH-
Hbix "ext"

Bbi6upaeTcs oauH Ko n3
OrpaHN4eHHOro MHOXECTBA
BO3MOXKHbIX 3HA4EHWIA:

e [MTR_WHC] - nonyue-
HWe onepaTopoM Mo nepe-
BOJY AEHEXHbIX CPEfCTB,
06CyXUBAKOLLNM MJia-
TeNbLLUMKA, BKITOYas onepa-
TOpa 3NEKTPOHHbIX AEHEX-

[0]

[0

(11, (2], (31, ["]

(11, (2], (31, ["]
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HbIX CPEACTB, YBEAOMIIEHUN
B NPeyCMOTPEHHON A0ro-
BOPOM (hOpMe OT KNNEHTOB
— (hM3NYECKuX, topuanye-
CKMX NUL, UHAMBMAYANbHbIX
npeanpuHuMarTesnein unm
NNL, 3aHUMAKOLLMXCSA YacT-
HOW NPAKTUKOIA, 0 Cryyasnx
1 (1K) nonbITKax nepeBo-
JI0B IEHEXHbIX CPeaCTB 663
COrnacus KNueHTa, B TOM
yucsne 06 MCnonb3oBaHMN
3NeKTPOHHbIX CPEeACTB
nnarexa;

e [A_SCI] - nonyyeHue
pacyeTHbIM LIEHTPOM na-
TEXHOI CUCTEMbI YBEAOM-
NEHWIA 0T Y4aCTHUKOB Nna-
TEXHOI CMCTEMbI O cnnca-
HUN JEHEXHbIX CPEACTB C
X KOPPECMOHAEHTCKMX
CHeTOB 663 UX cornacus u
(1nm) ¢ ncnonb3oBaHuem
NCKaXEHHOW NHEopMaLn,
CofepaLLencs B pacno-
PSPKEHUSX NNATeXHbIX
KNUPUHIOBbIX LEHTPOB UK
Y4aCTHUKOB MNaTeXHOM
CUCTEMbI;

e [UO_WC] - BbisiBNEHUE
ornepaTtopom no nepesoay
LEHEeXHbIX CpeacTB, 06-
CNYXWBAKLLNM NiaTesb-
LMK, BK/KOYas onepartopa
3J16KTPOHHBIX JEHEXHbIX
CPeACTB, Onepawmi, cooT-
BETCTBYHOLLUMX NPU3HAKAM
OCYLLECTBNEHMS NepeBofa
JIEHEXHbIX CpeacTB 663
COrnacus KNueHTa, ycta-
HOBJIEHHbIM baHkom Poc-

810¢-9'1-09109d9 01D
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3.2.2.2

‘method"
(romne AaHHbIX)

cnocob op-
MUPOBAHNA 1
nepegadu pac-
NOPSKEHUNA Ha
oCyLLecTBe-
HUe TPaH3aK-
LM, No3BONS-
fOLLNIA COBEp-
LUNTb (OUHAH-
COBY!I0 Orepa-
LMo

CUM 1 pa3MeLLaeMbIM Ha
ochmumansHom cante baHka
Poccun B cetn VIHTepHET;

e [FMA_WC] - nony4e-
HUe YBeLOMMEHUNA OT KNu-
EHTOB — (OU3NYECKMX NUL,
W (MNK) MHAMBUAYANbHBIX
npeanpuHUmarenen, n
(M) chom3nyeckux N,
3aHUMALOLLIMXCA B yCTa-
HOBJIEHHOM 3aKOHOAATeNb-
cTBoM Poccuiickon depe-
pauumn NopsaKe YacTHOM
NPaKTUKOW, 1 (1K) ropu-
JNYECKUX NL, 0 NpoBefe-
HUM DUHAHCOBOW (6AHKOB-
CKOW) orepauumn 6e3 ux
cornacus;

e [OTH] — nHble cO6bI-
TUS, NOCNEeACTBMS UNK
BbISIB/IEHNE KOTOPLIX MOTYT
MPUBECTU K NHUMAEHTAM,
yKasaHHbIM B Kogax [MTRI,
[BACI, [FMA], [DT_MTR],
[DT_FS]

Bbi6upaeTcs oauH Ko n3
OrpaHN4eHHOro MHOXECTBA
BO3MOXKHbIX 3HA4EHWIA:

o [SMS] - TexHonorus
QNCTaHLMOHHOO 06CnYy-
XKNBaHMA, NPU KOTOPOK
06MeH UHopmauuen
MeXny KIMEHTOM U yyacT-
HUKOM MHDOPMALMOHHOIO
06MeHa OCYLLLECTBNSETCA C
NPUMEHEHNEM KOPOTKIX
TEKCTOBbIX COOOLLIEHUN C
OnpefeneHHoro B 1Oroso-
pe 6aHKOBCKOI0 cyeTa
HOMepa TenedoHa;

[0l

(11, (2], (31, ["]
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e [MBB] - TexHonorus
JNCTAHLMOHHOrO 06Cny-
XKWBAHMS, NPU KOTOPOM
06MeH UHopmMaumen
MeXay KNMEeHTOM U yyacT-
HUKOM MHC(OPMALIMOHHOTO
06MeHa OCYLLLECTBIAETCA C
MPUMEHEHNEM NpPOrpamMm-
HOro o6ecneyenns, paspa-
6aTbIBAEMOr0 ANS UCMOJb-
30BaHNA B OMEpPaLNOHHbIX
CUCTEMAX MOBUNbHbIX
yCTPONCTB (Hanpumep, i0S,
Android);

e [BRW] - TexHonorus
QNCTaHLMOHHOrO 06Cny-
XKWBaHMS, NPy KOTOPOMN
06MeH MHopmaLmen
MeXay KNMEHTOM U y4acT-
HUKOM WHCDOPMALIMOHHOTO
06MeHa 0CYLLLECTBNAETCS C
MPUMEHEHNEM UHTEPHET-
6paysepa 6e3 yCTaHOBKM
JIONONHNUTENBHOTO NPO-
rPamMMHOr0 06ecrneyveHns;
e [PCW] - texHonorus
QNCTAHLMOHHOrO 06Cny-
)KMBAHWSA, PN KOTOPOIA
06MeH MHhopmaLmen
MeXay KNMEHTOM U y4acT-
HUKOM NHCOPMALIMOHHOTO
06MeHa 0CyLLECTBNSETCA C
NepCcOHaNbHOr0 KOMMbHO-
Tepa ¢ NpMMEHeHUeM Ao-
MOMHWUTENbHOIO NPO-
rPaMMHOr0 06ecneyeHus,
npeaocTaBnsgemMoro y4act-
HUKOM MHCOPMALIMOHHOTO
06MeHa;

o [ATM] - 6aHkomar;

810¢-9'1-09109d9 01D
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3.2.3

3.2.3.1

"int"
(MoA6NIOK [AaHHbBIX)

‘events"
(mone [aHHbIX)

peanusaums
WHLMAEHTA B
MHopMaLm-
OHHOW UHPpa-
CTPYKType
y4aCTHMKA
UHopmaLm-
OHHOro 06MeHa
c00bITUA 3a-
LLMTbI UHADOP-
MaLn

e [CIN] - 6aHkoMmaT ¢
BO3MOXXHOCTbIO Npuema
HaNUYHbIX AEHEXHbIX
CPefCTB;

o [REC] - 6aHkoMaT C
(pyHKLMeE pecankimHra
(recycling);

o [POS]-POS-
TepMUHan;

e [SST] - nnatexHbin
TepMUHan;

e [CNP] - ocywwecTsrne-
HUe NepeBOAO0B C NCMOMb-
30BaHNEM MNIATEXHbIX KapT
663 HenocpeICTBEHHOMO
CMOMb30BAHNA NNATEX-
Hbix kapT (CNP-
TpaH3akuun);

e [0TH] - nHoit crioco6
thopmmpoBaHus 1 nepepa-
41 PacnopsXKeHUi Ha ocy-
LLIeCTBJIEHME TPAH3AKLNIA,
MO3BONALLUA COBEPLINTD
(bMHAHCOBYIO OMepaLmto

B cnyyae Heo6xoaumocTm
YKa3aHWS HECKONbKNX 3Ha-
YeHW Noneit AaHHbIX
(events, typeOfintruder)
YKa3bIBAeTCA OANH UK
HECKO/bKO 06bEKTOB B
noA6noKe AaHHbIX "int'

Bbi6upaeTcs 0auH Ko u3
OrpaHN4eHHOr0 MHOXECTBA
BO3MOXXHbIX 3HAYEHUI:

3 [MTR_UA] - BbisiB-
NeH1e onepaTopom no
nepeBojy AeHEXHbIX
CPeJCTB, 00CNYXNBAKOLLMM
nnatenblLnKa, BKIKYas

[0l

[0]

(11, (2], (31, ["]

(11, (21, (31, ["]
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onepaTtopa ANeKTPOHHbIX
JEHEXHbIX CPeACTB, onepa-
LA NO NEPeBOaY [EHEeX-
HbIX CPEACTB U NONYyYeHUs
HaNNYHbIX JEHEXHbIX
CPEJCTB, COBEPLLEHHBIX B
pesynbTaTe HeCaHKLMOHU-
POBAHHOMO A0CTYNa K 06b-
eKTaM MH(OpMaLNOHHON
MHPACTPYKTYPbI ONeparo-
pa no nepeBofy AEHEXHbIX
CPEACTB, B TOM YUCAE NpK
YMEHbLUEHNN 0CTaTKa 3J1eK-
TPOHHBIX IEHEXHbIX
CPEACTB, 32 UCKITHOYEHNEM
BUPTYANTbHbIX NATEXHbIX
Kapr;

° [FMS_UA] - BbI-
MOJSTHEeHUE OMHAHCOBBIX
(6aHKOBCKMX) onepauuii B
pesynbTare HeCaHKLUOHU-
POBaHHOI0 A0CTYNA K 06b-
eKTam MH(OPMALMOHHO
MHAPaCTPYKTYpbl HEKpe-
JWUTHO CPUHAHCOBOM Opra-
HU3aunu;

] [UPT_PSP] - ocy-
LL|ECTBIEHIE HECAHKLIMO-
HWUPOBAHHOTO CHATUA fie-
HEXHbIX CPEAICTB 0Neparto-
pa Mo NepeBoly AEHEXHbIX
CpefcTB B GaHKOMaTaX;

. [UPT_EMP] - ocy-
LLECTBIIEHNE HECAHKLINO-
HWUPOBAHHOTO CHATUSA Jie-
HEXHbIX CPEACTB ONepaTo-
pa 3MeKTPOHHbIX JEeHEX-
HbIX CPeACTB B 6aHKOMa-
Tax;

810¢-9'1-09109d9 01D
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. [DT_ALL] - Heoka-
3aHue ycnyr oneparopa no
nepeBoay AEHEXHbIX
CPeACTB Ha nepuop 6onee
[BYX 4aCOB B LieSIOM Mo
BCEM CybbekTam Poccuii-
ckon defepauuu, B KOTO-
pbIX 0MepaTop no NepeBo-
Oy AEHEXHbIX CPEACTB
OCYLLECTBANSET NepeBos
JEHEXHbIX CPEACTB C nC-
NONb30BAHNEM NAATEXHBIX
KapT, UX PeKBU3NTOB 1
(unu) cuctem (cpeacrs)
JMCTaHLMOHHOIO 6aHKOB-
CKOro 06CNYyXUBaHNS;

. [DT_SELECTED] -
HeoKasaHue ycnyr onepa-
TOpa Mo NepeBOAY AeHeX-
HbIX CPELCTB Ha Nepuo
60s1ee BYX 4aCOB B LIENOM
Mo OTAEMNbHbIM CyObeKTaM
Poccuitckon ®epepaumu, B
KOTOPbIX Oneparop no ne-
PEBOAY AEHEXHbIX CPeLCTB
OCYLLECTBANSET Nepesos
JEHEeXHbIX CPeACTB C UC-
NONb30BAHNEM NNATEXHBIX
KapT, UX PEKBU3UTOB 1
(vnw) cuctem (CpeacTs)
JMCTaHLMOHHOIO 6aHKOB-
CKOro 06CNYyXUBaHNS;

o [DT_SC] - Heoka-
3aHue pacyeTHbIM LEeHTPOM
pacYeTHbIX YCNyr Ha nepu-
of 6onee 0fHOro onepa-
LINOHHOrO [IHS;

o [DTPT_SC] - He-
BbIMOJIHEHNE PACYETHBIM
LIGHTPOM B Te4eHue onepa-

810¢-5'1-0909d9 O1D
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LIMOHHOTO AHS pacyeToB
[N1S NPUHATBIX K UCMOSHE-
HUIO pacrnopsKeHun nna-
TEXHOr0 KNUPUHrOBOro
LIeHTpa UMN Y4aCTHUKOB
NNaTe>KHOW CUCTEMbI;

. [DT_CCI - npepsi-
BaHWe KNNPUHIOBbIM LIEH-
TPOM npenocTaBieHNA
ycnyr nnaTexxHoro Knu-
puHra Ha nepuog Gonee
0JHOr0 0MepaLMoHHOr0
[HA;

. [DTPT_CC] - He-
BbIMOJTHEHNE KITMPUHTOBbIM
LIEHTPOM B TeYeHUe onepa-
LINOHHOrO AHSA NNATEXHOro
KNUPUHIa Ans NPUHSATBIX K
VCMOMHEHNIO pacnopsiKe-
HUIA Y4aCTHUKOB NnaTex-
HOWM CUCTEMbI;

J [DT_OC] - npepsbl-
BaHWe OMepaLmMoHHbIM
LIeHTPOM NMpefoCTaBeHNs
0MnepaLmnoHHbIX YCIYr Ha
nepuof 6oree AByX 4acos;

o [DT_FS_ALL] -
HeoKasaHue ycnyr Hekpe-
[OUTHO (DUHAHCOBOM Opra-
HU3auuen Ha nepmog 60-
nee AByX 4acoB B LIENIOM M0
BCEM CyObekTam Poccuin-
ckoii defepauunu, B KOTO-
pbIX HeKpeauTHas (oMHaH-
COBas OpraHn3aums
NpeaocTaBnseT PUHAHCO-
Bble (6aHKOBCKME) yCryru;

. [DT_FS_SEL] -
HEOKa3aHue YCyr Hekpe-

810¢-9'1-09109d9 01D
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ANTHOIA (OMHAHCOBOW Opra-
HU3auuei Ha nepuop 60-
Nee ABYX 4acoB B LIESIOM MO
OTAENbHbIM CyObeKTaM
Poccuitckon ®epepaumu, B
KOTOPbIX HEKpeaUTHas
(huHaHcoBas opraHu3auns
npeaocTaBnser OMHAHCO-
Bble (BAHKOBCKUE) yCnyru;

o [PSP_CMTR] -
BbISIB/IEHWE ONEpaTopoM Mo
nepeBoay AEHEXHbIX
CPEACTB, BKIK0Yas onepa-
TOpa 3NEKTPOHHBIX AEHEX-
HbIX CPELCTB, W (M) one-
paTtopoM YCAyr NiaTexxHomn
WHPACTPYKTYPbI aTak,
NOCNeACTBNA OT peanunsa-
LK KOTOPBIX, MOTYT Npu-
BECTM K CIy4asM 1 NOMbIT-
Kam OCYLLieCTBIIEHNS nepe-
BOJI0B [IEHEXHbBIX CPEACTB
6e3 cornacus KnmeHTa;

. [CO_CFS] - BbisiB-
JIeHWe KPeANTHON OpraHu-
3aLUmnen KOMMbOTEPHbIX
atak, nocneacTens ot pea-
NN3aLMn KOTOPbIX MOTYT
NPUBECTU K CNyYasm U1
MonbITKaM OCYLLECTBNEHUS
(prHAHCOBOW (6aHKOBCKOM)
onepaumun 6e3 cornacus
KIMEHTa;

. [NCFI_CFS] - BblI-
IBNEHNE HEKPeOUTHOM
(bMHAHCOBOW OpraHu3aLm-
eil KOMMbIOTEPHbIX aTak,
nocnencTBns 0T peanusa-
LN KOTOPBIX MOTYT Npu-
BECT K CIly4asaM W MorbIT-

810¢-5'1-0909d9 O1D
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3232

"typeOfintruder"
(nomne AaHHbIX)

TN HapyLlunTe-
na

Kam OCYLLIeCTBIIEHUS Ore-
pauumn Ha oMHAHCOBOM
pbIHKe 63 cornacus Knu-
eHTa;

. [OTH] - uHble co-
GbITIS, NOCNEACTBUS UK
BbISIBJIEHWE KOTOPbIX MOTYT
NPUBECTU K NHLIMAGHTAM,
yKa3aHHbIM B Kogax [MTR],
[BAC], [FMA], [DT_MTR],
[DT_FS]

Bbi6upaeTcs 0auH Ko u3
OrPaHM4eHHOr0 MHOXECTBA
BO3MOXXHbIX 3HAYEHUI:

e [INT_ORG] - peanusa-
1S HECAHKLMOHUPOBAHHO-
ro foctyna paboTHUKOB
Y4aCTHNKA NHCHOPMALINOH-
HOro 06MeHa AN NHbIX
nuu, 06nagaroLLmX NoaHo-
MOYUAMM IOCTYNA K 06b-
eKTam NHOPMALNOHHOIA
VHPACTPYKTYPbI Y4aCTHU-
Ka MHHOPMALIMOHHOTO
06MeHa (BencTBNS BHYT-
PEHHEero HapywuTens);

e [EXT_ORG] - peanu3a-
1S KOMMbIOTEPHbIX aTaK
UNN HECAHKLIMOHMPOBAHHO-
ro noctyna nui, He obna-
JAK0LLNX NOTHOMOYUAMM
[0CTyna K 06beKTam WH-
(hopmaunoHHON UHpa-
CTPYKTYPbl Y4aCTHNKA WH-
chopmaunoHHOro o6MeHa
(menAcTBNS BHELLIHEro
HapyLwmTens)

3.3

"damage"
(610K AAHHbIX)

BbISIBNIEHME
yliep6a ot

[0l

(11, (2], (31, ["]

[0

(2], [3]
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3.3.1 ‘operating"
(none faHHbIX)

332 ‘relative"
(none faHHbIX)

HECaHKLNOHN-
POBaHHbIX
onepauui

OLIeHKa onepa-

LIMOHHBIX pac-
X0[10B y4acT-
HUKa UHOp-
MauNoHHOro
o6MeHa B Mo-
MEHT npea-
CTaBNeHus
CBEfIEHNIA 0
peanusauum
WHUMAEHTA
(ektop INT)
OTHOCUTENbHaA
(kayecTBeHHas)
OLiEHKa Mac-
LwTaba (Tsxe-
CTW nocneg-
CTBMIA) OT pea-
NN3aLMN NH-
LMaeHTa (BeK-
Top INT)

TEKCTOBOE rorne (textarea)

Bbi6upaeTcs 04uH KoA (B
COOTBETCTBUW C pPa3aenom
14 HacTOALLEro JOKYMeH-
Ta) U3 OrpaHU4eHHOro
MHOXXECTBA BO3MOXHbIX
3HAYeHUI:

e [MOD] - ymepeHHoe
BNNSIHME;

e [ESS] - cyuiecTBeHHOE
BNUSIHME;

e [CRIT] - kputnyeckoe
BMUSIHNE

34 "schema
Conclusion"
(mone gaHHbIX)

3.5 ‘attachments"
(610K [aHHBIX)

0nucaHue cxe-
Mbl BbIBOJ
JEHEXHbIX
CpencTB
J0MNONHUTENb-
Hble JaHHbIe
NS NOeHTU-
(hukaumm nH-
unaeHTa

1 0693aTe/1bHOCTb MHGDOPMUPOBAHUS YCTAHABUBAETCS TONMbKO /1S HEKDEANTHBIX (DUHAHCOBBIX OPraHU3aLmNiA.

TEKCTOBOE rnone (textarea)

B cny4ae Heob6xoaumocTy
YKa3aHUS HECKOMbKUX 3Ha-
YeHWI Noneit AaHHbIX
(sourceld, comment,
dateTimeAt, file, fileLink)
YKa3bIBAETCA OAUH UMK
HECKONbKO 06bEKTOB B
6noKe AaHHbIX "attach-

[N]

[0]

(21, 3]

(2], [3]

[07]

(N]

(21, 3]

(11, 2], (3]
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(N]

(11, (2], 3]

ments"
3.5.1 128-6UTHbIN MAEHTUMKA-
WREHTU(NKA- o (GUID), cchopmupo-
) ) TOP, MPUCBO- ' paLiit B COOTBETCTBUM CO
sourceld EHHbI y4acT- cneundukaumei RFC 4122
(none AiaHHbIX)  HUKOM WH- | 1461 "noce0eHHbIi yHacT-
(POPMAUMOH- o MHAhOPMALMOHHOTO
HOro o6MeHa e
3.5.2 ‘comment” OMUCaHNE oy croBOR MONE (textarea)
(mone faHHbIX) BNOXEHUS
3.5.3 Jara v Bpems | (popmart npefcrasieHns
"dateTimeAt" 06aBNEHNS | [AaHHbIX B COOTBETCTBUMN CO
(none faHHbIX) thainna cneuncmkaupen RFG 3339
(1]
3.54 "file" chaiin gaHHbIX  YKa3blBaeTcs HauMeHoBa-
(610K faHHBIX) Hue, pasmep ¢haina (He
6onee 5 M6), BbINOMHsAETCA
KOZMPOBKA B (hopmare
Base64
3.5.5 “fileLink" cebinka ans  Ykasbiaetcs URL-agpec
(mone faHHbIX) noslydyeHns | Ans cKadusaHua haina,
(ckaumBaHus) B Cnyyae ecnu ero pasmep
(haitna gaHHbIX npesbiwaet 5 M6, B cooT-

BETCTBUM CO Crieumdmnka-
uuein RFGC 3986 [15]

(N]

(11, [2], [3]

(N]

(N]

(N]

(11, [2], [3]

(11, [2], [3]

(11, (2], 3]
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6.5. bnok gaHHbIX «aHTUdpoa» [ANTIFRAUD]

Bnok paHHbIX «aHTUdPOO» UCMONb3YyeTCs y4aCTHUKaMN MHPOPMALIMOHHOro o6MeHa B Cly4asix:
nHpopmMmpoBaHus baHka Poccum onepaTtopamm no nepeBoy AeHEXHbIX CPeacTB, OnepaTopaMm MaTEXHbIX CUCTEM, onepaTopaMm
YCIyr niaTeXXKHON MHPPAaCTPYKTypbl 060 BCEX CIlyvasix U NOMbITKax OCYLLECTBIIEHUS] MEPEBOAOB AeHEXHbIX CpeacTB 6e3 cornacus KianeH-

Ta [4];

nHdopMmpoBaHusa baHka Poccum onepaTtopamu no nepesoy AeHEXHbIX CPeACTB O MPUOCTAHOBIEHUM 3a4NCTIEHNS OEHEXHbIX
cpencTB Ha GaHKOBCKUI CYET MOJTyHaTeNs CPeACcTB UM YBEJIMYEHNS OCTaTKa SNEKTPOHHbIX AEHEXHbIX CpeacTs nony4vatens cpeacts [20].

4.1 "antifraud"
(610K iaHHBIX)
411 ‘sourceld"

(none gaHHbIX)

41.2 "victim"
(none gaHHbIX)

nnaTenbLnKoM
MH(opMauus o

B cny4ae Heo6x0anMOCTH
yKa3aHus HECKOMbKNX 3Ha-
YEeHWI BJIOKOB AHHbIX
(payerldentifier, payer,
payee, additionalStatus)
YKa3bIBAETCS OAUH Uau
HECKONbKO 06bEKTOB B
6noKe AaHHbIX "antifraud"”

128-6UTHbIN MAEHTUKKA-

TOp, Npuceo- | Top (GUID), cdhopmmpoBaH-

Hblil B COOTBETCTBMM CO
cneundukaumen RFGC 4122
[16], npucBOEHHBIN y4acT-
HUKOM MHDOPMALIMOHHOTO
o6meHa

Bbl6upaeTca o4uH Ko n3
OrpaHN4eHHOr0 MHOXECTB
BO3MOXHbIX 3HA4EHWIA:

o [person] — dhnanye-
CKOE NnLo;

[ ]

nnLo

"antifraud": [{

‘sourceld": 'f34030ef-3582a-445¢-8567-
25985¢ce6d91c’,

‘victim": "mHdopmauma 0 cy6bekTHOM craryce
nnatenbLUnka’, [0]

‘payerldentifier”; {

"hash":
'E25059612A71BAB224C7CB534FD7A0D3C1C78AD40664C48F12A9AE4
8FA441E44",

‘hashSnils":
"C49337884A71BAB224G7CB438FD7A0D3C1C78AD40664C48F12A9AE4
8FA441E44"

I8
"payer": {

"bik": "123456789", [0]

"inn": "123456789000",

‘payerName": "HauMeHOBaHWe OpraHu-
3auuu, ABNAIOLWENca NnatenbLmuKom”,

"payerTransferld": {

‘transferType". "tun cnoco6a
o PeanM3aunm nepesoaa AeHexHbIX CpeacTs’,
"paymentCard": {
‘number": 0
"123412341234123412" [0]

‘sum"; " cymma onepa-

[entity] - topuan4eckoe yum no ocyLecTBREHNIO NEPEBOAA AEHEXHBIX CPEACTB C MCTONb30BAHM-

(11, (21, (31, ["]

(11, [2], [3], ["]

(11, [2], [3], ["]
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4.2

421

422

"payerldentifier"
(610K [AHHBIX)

"hash"
(none gaHHbIX)

"hashSnils"
(none gaHHbIX)

UAeHTUUKa-
LINOHHbIE [aH-
Hble, onpeje-
NSAOLLME KOH-
KPETHOro nna-
TeNbLUnKa
pesynbTar
BbIYNCIIEHNS
(PyHKLMM X3-
LUMPOBaHMs
HOMepa AOoKY-
MEeHTa, yOOoCTO-
BEPAOLLEro
JINYHOCTb B
Lensx naeH-
TUdmKaLmumu
nnua — nna-
TeNbLUNKA,
HanpaBMBLUEro
yBEZOMIIEHNE O
cnyyasx 1
(wnn) nonbIT-
Kax nepesofoB
OEHEXHbIX
cpeacTs 6e3
cornacus Knu-
€HTa, B TOM
yucne 06 mc-
NoNb30BaHMM
31EKTPOHHBIX
CpeAacTB nna-
Texa

pe3ynbTat
BblHMCNEHNA

[TocnenoBaTenbHOCTb CUM-
BOMOB, MONYY€EHHbIX B pe-
3yNbTaTe BbIYMCIEHMS
XaL-gyHKumn SHA-256 ot
Cepuu 1 Homepa OKyMeH-
Ta Y[0CTOBEPAIOLLEr0 fnY-
HOCTb.

Cepms 1 HOMEP AOKYMEHTa
YO0CTOBEPAIOLLEro nny-
HOCTb NpeACTaBNseTcs Ans
BbIYUCIIEHMS X3LL-
(pyHKLMK: 663 Npo6enos
(), 3Haka Homepa(No),
OYKB (Mpu UX Hann4um) B
BepxHem peructpe (ABC).

[lns poccuinckoro nacnop-
Ta at0 XXXXYYYYYY, rae:

XXXX — yeTbIpexaHayHas
cepus nacnopra;

YYYYYY — wecTu3Ha4HbIin
HOMep nacnopra.

Kopuposka 1cxoaHoro
TeKcTa (40 X3LUNpPOoBaHUSA)
— Windows-1251;

KoanpoBska TekcTa xaLua -
Windows-1251.

MocnenosatenbHOCTb CUM-
BOJ10B, MOJTy4eHHbIX B pe-

eM NNaTexHbIX KapT',

‘currency": ‘BantoTa
onepawumn no OCYLLECTBNEHUIO NePeBoaa AEHEXHbIX CPEACTB",

"dateTimeAt": "2018-01-
13709:14:38Z",

‘rrn; "HOmep, reHepu-
pyeMbIA Ans onepalun no nepesody LEHEeXHbIX CPEeACTB NPU BbINOJHE-
HUK ee aBTopu3auumn’

I8
"settlement"; {
‘number";

"12345123451234512345",

sum": "cymma onepa-
LMK NO NepeBoay AEHEXHbIX CPefCTB’,

‘currency": ‘Bantota
onepauun no nepesoay AeHeXHbIX CPpeacTB’,

"dateTimeAt"; "2018-01-

13709:14:38Z",
I8
"phoneNumber”: {
‘number":
"1212312345678",
‘sum"; "cymma onepa-
L’
‘currency": ‘Bantota
onepauuu’,
‘dateTimeAt": "2018-01-
13709:14:38Z"
I8
"idNumber": {
‘number":

"1KoX6AASVTdbBTkw27YEqKFaTtEQq97AAT",

sum": ‘cymma onepa-
Lmn’,

‘currency": ‘BanioTa
onepauuu’,

"dateTimeAt"; "2018-01-
13709:14:382"

1
L
"device": {

[0l

(0]

(0]

(11, (2], (31, ["]

(11, [2], [3], ["]

(11, (2], (31, ["]
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4.3

"payer”
(610K LaHHbIX)

PyHKLMM X3-
LUMPOBaHUA
CTPaxoBoro
HOMEpa MHAM-
BUIYanbHOIo
NNLEBOrO CYe-
Ta 3aCTpaxo-
BAHHOr0 LA
B CUCTEME
nepcoHngmL-
POBAHHOIO
yyerta eHcu-
OHHOr0 hoHAa
Poccuiickon
®enepaunn
(manee —
CHINC) nna-
TeNbLLNKA,
HanpasuBLIEr0
YBE[JOMJIEHME O
CRyyasx u
(1nmn) noneIT-
Kax nepeBOf0B
JEHEXHbIX
cpeacTs 6e3
cornacus Knu-
€HTa, B TOM
yucne 06 uc-
MoNb30BaHNN
9NEKTPOHHbIX
CPeACTB nna-
Texa npu ero
Hanuyun
MHopmauus,
onpegensito-
s nnarenb-

3ynbTaTe BbIYMCNEHNS
xaww-pyHkumm SHA-256 ot
CHWNC nnatenbLuymka.

CHINC npeacrasnsetcs
QNS BbIYUCNEHNS X3LU-
yHKuUMK: 663 Npo6enos
(_) v 3HaKoB pa3feneHus
().

CHWNC Bupa:
XXXXXXXXXXX

KoampoBska NcxoaHoro
TeKCTa (40 X3LUMPOBAHMS)
— Windows-1251;
KoaupoBka TekcTa xalLua -
Windows-1251.

"ip": "127.0.0.1",

"imsi"; "MeXayHapoaHbIii UAeH-
TUOUKATOP MOBUITLHOTO aB0HEHTA (MHAMBMAYANbHbIA HOMEP a60HEHTa)",

‘imei"; "MeXLyHapoLHbIi UAEH-
TU(OUKATOP MOBUITLHOIO 060PYA0BaHUS",

“aiic":  "Acquiring
identification code (32 none ISO 8583)",

‘cati"; "Card acceptor terminal

institution

identification (41 none ISO 8583)",
‘caic": "Card acceptor identifica-
tion code (42 none 1SO 8583)"
}
I8
"payee": {
'bik": "123456789",
"inn"; "123456789000",
‘payeeName": "HaumeHOBaHMe OpraHu-
3aunu, ABNAIOLLENACS nonyyaTenem cpeacrs”,
"payeeTransferld": {
‘transferType":
peanu3auumn nNepesoja AeHeXHbIX CPEACTB',
"paymentCard": {
‘number":

™n cnocoba

'123412341234123412"
1
‘settlement"; {
‘number":
"12345123451234512345"
1
‘phoneNumber"; {
‘number";
"1212312345678"
1
"idNumber": {
‘number":
"1KoX6AA5VTdbBTkw27YEqKFaTtEQq97AAT"
}
}
8
"additionalStatus": {
‘crossBorder": "waeHTUMKATOP TpaHC-

[0l

(11, (2], (31, ["]
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431 "bik"
(mone [aHHbIX)

432 ‘inn"
(none AaHHbIX)

433 "payerName"
(none AaHHbIX)

434 "payerTransferld"
(MoAGNOK [AaHHbIX)

LnKa
BIK onepato-
pa no nepeso-
[y OEHEXHbIX
CPeAcCTB,
BKJ1K04as One-
partopa asnek-
TPOHHbIX Ae-
HEXHBbIX
CpeLCTB, 00-
CNYXMBAKLLE-
ro nnarenbLyy-
Ka
WHH nnarenb-
LLMKA — topu-
[JN4ecKoro
nnua, n (unu)
VHAMBMAYanb-
HOro Npeanpu-
Humarens, n
(nu) nuua,
3aHMMAKOLLLEr0-
€S YacTHOW
npaKTnKoin

HauMeHoBaHue
opraHmaauuu,
ABNAOLLeiiCcs

nnaTenbLUNKOM
UAEHTMdNKA-
LIMOHHbIE 1aH-
Hble B 3aBUCK-
MOCTM OT CMo-

coba peanusa-

B hopmate AAAAAAAAA

B hopmate XXXXXXXXXX
— NS OPUANYECKNX N, B
hopmare XXXXXXXXXX
unn XXXXXXXXXXXX —
NS MHAMBMAYANTbHbIX
npeanpuHUMaTenen n
(unun) msnyecknx nuu,
3aHMMAIOLLMXCA B yCTa-
HOBNEHHOM 3aKOHOLATE/b-
cTBoM Poccuiickoin dene-
pauun nopsiake YacTHOM
NpakTUKo

TekcToBoe nose (textarea)

rPaHNYHOCTK",

TeNbHOro NOATBEPXKAEHNA onepaLum”

1,

}

‘additionalTransactionApprove": [

]

"noeHTncuKaTop

LONOMHY-

[0l

[0

[0

[0]

(11, (2], (31, ["]

(11, [2], [3], ["]

(11, (2], (31, ["]

(11, (21, (31, ["]
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LMV nepesoa

[0l

[0l

(11, (2], (31, ["]

(11, (2], (31, ["]

JEHEXHbIX
CpencTs
4341 ‘transferType" Tin cnoco6a | Bbl6upaeTcs oauH Kopg n3
(mone [aHHbIX) peanu3auun | OrPaHMYeHHOr0 MHOXECTBa
nepesona fe- BOSMOXKHbIX 3HauEHMIA:
HEXHbIX e [paymentCard] — npu
CpeacTB OCYLLIECTBIIEHNN OnepaLuit
Mo NepeBojy AEHEXHbIX
CPELCTB C MCMOMb30BaHM-
€M NNIaTeXHbIX KapT;
o [settelment] — npn
OCYLLECTBNEHUN NepPeBo-
[0B AEHEXHbIX CPEACTB N0
6aHKOBCKMM CYeTam;
o [phoneNumber] - npu
OCYLLIECTBNEHUM MEPeBo-
[JI0B IEHEXHbIX CPEACTB N0
A60HEHTCKOMY HoMepy
TeneqoHa;
e [idNumber] - npu ns-
MEHEHWUM 0CTaTKa 3ek-
TPOHHbIX AEHEXHbIX
CpencTB
4342 ‘paymentCard"  npu ocywecTs-
(N0A6NoK AaHHBIX)  nenun onepa-
LI no nepe-
BOJY [leHeX-
HbIX CPEeSCTB C
1crnonb30Ba-
HWEM MnaTex-
HbIX KapT
43.4.2. ‘number" HOMep nna- | B popmare
1 (none faHHbIX) | TEXHON KapThl | XXXXXXXXXXXXXXXXXX
nnarenbLUmKa,

BbIJAHHO eMy

u (m) nuuy,

YMOJTHOMOYEH-
HOMY nna-

HOMep NaTeXXHOMN KapTbl
npeacTasnserca 663 npo-
6en108 (_) 1 3HaKOB pasfe-

[0

(11, [2], [3], ["]

810¢-5'1-0909d9 O1D
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4342

434.2.

4342

434.2.

B

sum
(none gaHHbIX)

‘currency”
(mone [aHHbIX)

‘dateTimeAt"
(mone [aHHbIX)

rm
(mone [aHHbIX)

TEMbLLUMKOM,
0nepaTopom no
nepesoy fe-
HEXHbIX
CPeAcTB —
3MUTEHTOM
cymMMa onepa-
L1 Mo 0CY-
LL{ECTBIBHUIO
nepesoza jJe-
HEXHbIX
CPeACTB C
CMONb30Ba-
HWeM nnaTex-
HbIX KapT
BasoTa Onepa-
LK N0 0CY-
LLECTBNEHMIO
nepesoja je-
HEXHbIX
CpeacTs
Jata 1 Bpems
onepauuu

HOMEp, reHe-
pupyembIn ans
onepawum no
nepesoay fe-
HEXHbIX
CPEeACTB npu
BbINONHEHUN
ee aBTopu3a-
unn

nexns (-).

CymMMa onepauuy — none
«F004» cTaHaapTa puHaH-
COBbIX co06LLeHuni ISO
8583 [7], [8], [9]

BaNoTa onepauum — none
«F049» cTaHgapTta uHaH-
COBbIX C006LLeHMIA ISO
8583 [7], [8], [9]

chopmar npefcTaBeHns
[aHHbIX B COOTBETCTBUM CO
cneundukaumein RFC 3339
(1]

HOMep, reHep1pyemblin ans
onepauuu no nepesoay
JEHEeXHbIX CPEACTB Npu
BbINOMHEHUM €€ aBTOpK3a-
umnmn — none «FO37»* cTaH-
AapTa PUHAHCOBbIX CO06-
weHni 1SO 8583 [7], [8],
[9]

*3HayeHue nons «FO37»
(Retrieval Reference
Number) gomxHo dopmu-

(0]

(0]

[0

[0l

(11, (2], (31, ["]

(11, (2], (31, ["]

(11, [2], [3], ["]

(11, (2], (31, ["]
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pOBaTbCS XOCTOM 6aHKa-
3KBaiipepa no creayoLemy
npasuny:
YJJIXXNNNNNN, rge:

Y — nocneaHsas undpa
rona;

JJJ - tonnaHckas para;
XX — ngentudomkarop,
MPUCBOEHHbIA XOCTY 6aH-
Ka-aKBawnpepa orneparo-
powm;

NNNNNN - nocnegosa-
TeJIbHbIA HOMEp TPaH3aK-
LMK B TEYEHME JIHSA

4343 "settlement" MpW OCYLLIeCTB-
(N0A6NOK AAHHbBIX) neHnm nepeBo-
JI0B AIEHEXHbIX
CPeacTB no
6aHKOBCKMM
CYeTam no-
CpPeacTBOM
cnncaxus ae-
HEXHbIX
CPeAacTB C
6aHKOBCKMX
CYeTOB nna-
TENbLUNKOB
4.343. ‘number” HOMep 6aHKOB-
1 (Mone BaHHbIX) | ckoro cyeTa
nnarenbLUyKa,
OTKPbITOMO y
oneparopa no
nepesofy Ae-
HEXHbIX
CpeLCTB, 00-

B (hopmare
XXXXXXXXXXXXXXXXXXX
X

HOMep 6aHKOBCKOro c4eta
npeacrasnsercs 6e3 npo-

6e108 (_) 1 3HaKOB pasfe-
neuus (-).

(0]

[0l

(11, [2], [3], ["]

(11, (2], (31, ["]

810¢-5'1-0909d9 O1D
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(0]

[0

(11, (21, (31, ["]

(11, [2], [3], ["]

CNYXNBAtoLLE-
ro nnatenbLyy-
Ka
43.4.3. ‘sum" CymMa onepa- | TeKCTOBOe none (textarea)
2 (Mone AaHHbIX)  yum no nepe-
BOJY JEHEX-
HbIX CPEACTB
4.3.4.3. ‘currency” Ba/l0Ta ornepa- | TeKcToBoe nosne (textarea)
3 (none gaHHbIX) LM N0 nepe-
BOJY [IEHEX-
HbIX CPEACTB
4343. "dateTimeAt" [ata v Bpems | oopmart npencTaBeHuns
4 (none AaHHbIX) onepauun | AaHHbIX B COOTBETCTBUU CO
cneuudukaumen RFC 3339
(1]
4.3.44  "phoneNumber' npu ocyLiecTs-
(NOAGNOK BAHHBIX) neHun nepeso-
[0B [IEHEXHbIX
CPeacTB no
260HEHTCKOMY
HOMepy Tene-
(hoHa
4.3.4.4. ‘number” HOMep Tene- | B chopmare
1 (mone HaHHbIX) conamna- | KKKXXXNNNNNNNN, rze:
TENbLIMKA, | KKK — 0T 0HOr0 [10 Tpex

YKa3aHHbIN B
Jorosope 6aH-
KOBCKOr0 cyera

W (unwn) goro-

BOpe 06 1c-

N0/b30BaHNM
9NEKTPOHHOTO
CpencTBa nna-

Texa, 3aKIio-
YeHHOM C nna-

CUMBOJIOB KOJ}a CTPaHbI;
XXX — kog oneparopa;

NNNNNNN - 7 3HaKoB HO-
mepa.

Homep TeneoHa npeg-
cTaBsisieTcs 6e3 3Haka
nnoc (+), Npo6enos (_) n
3HAKOB pasgenequs (-).

(0]

[0

(0]

(11, (2], (31, ["]

(11, [2], [3], ["]

(11, (2], (31, ["]

810¢-9'1-09109d9 01D
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4344

4.3.4.4.

4.3.4.4.

4345

4.3.4.5.

sum
(mone [aHHbIX)

‘currency"
(mone [aHHbIX)

"dateTimeAt"
(none AaHHbIX)

‘idNumber"

(Moa6nok faHHbIX)

‘number"
(none AaHHbIX)

TenbLNKOM
cymMMa onepa-
Lym
BasoTa Onepa-
Lmm
Jata 1t Bpems
onepauuu

npu n3mexe-
HUW ocTaTKa
3NEKTPOHHbIX
JEHeXHbIX
cpeacTs
UAEHTUDNKA-
LINOHHBIN HO-
Mep nnarens-
LLMKa, B YacT-
HOCTW HOMEp
3NEKTPOHHOIO
KOLLeNbKa
nnaresbLUmKa,
1CNONb3yemo-
ro UM Ha 0CHO-
BaHWW [0roBO-
pa 6aHKOBCKO-
ro cyeta u
(1u) foroso-
pa 06 ucnonb-
30BaHUM 3MeK-
TPOHHOrO
CpeAcTsa nna-
Texa, 3aKno-
YEHHOro C
0neparopom no

TekcToBoe none (textarea)
TeKcToBOe none (textarea)
chopmart npeacTaBneHus
JaHHbIX B COOTBETCTBMM CO

cneundukaumein RFC 3339
(1]

TekcToBoe nose (textarea)

[0

[0]

[0l

[0

[0

(11, (2], (31, ["]

(11, (21, (31, ["]

(11, (2], (31, ["]

(11, [2], [3], ["]

(11, (2], (31, ["]
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4.3.4.5.

4.3.45.

4.3.45.

43.5

4.3.5.1

sum
(none AaHHbIX)

‘currency”
(none AaHHbIX)

‘dateTimeAt"
(none gaHHbIX)

"device"

(nof6M0K AaHHbIX)

Ip
(none gaHHbIX)

nepesoy Je-
HEXHbIX
CpencTs
cymMma onepa-
Lmn
BafitoTa onepa-
Lmn
[ara v Bpems
onepauuu

napamerpsl
YCTPOIiCTBa, C
1CNoNb30Ba-
HWEeM KOTOpPOro
OCYLLECTBMNEH
J0CTyN K aBTO-
MaTU3NPOBaH-
HOW cucTeme,
nporpamMHoMy
o6ecrneyeHuto ¢
Lienbko 0cy-
LLIeCTBIIEHUS
nepesofa fe-
HEXHbIX
cpencTs 6e3
cornacus Knm-
eHTa
CeTeBo afpec
KOMMbtOTEPA 1
(1) Kommy-
HUKALMOHHOI0
YCTPOWCTBA
(mapLupyTusa-
Topa) (IP)

TekcToBoe nosie (textarea)

TekcToBoe nosie (textarea)

¢hopmart npepcraBneHus
JlaHHbIX B COOTBETCTBUM CO
cneundukauueit RFG 3339
[11]

Ceteson afpec IPv4 fon-
)KEH COOTBETCTBOBATH Che-
umncpukaumm RFC 791 [12]

[0

[0l

[0

(N]

(N]

(11, 2], 3], ["]

(11, 2], 3], ["]

(11, 2], 3], ["]

(11, 2], [3]

(11, 2], [3]
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4352 "imsi"
(none gaHHbIX)

International
Mobile
Subscriber
Identity (IMSI)
— MeXAyHa-
POJHbIN NAEH-
Tncukarop
MOOUIIEHOr0
200HEHTa (MH-
LMBMaYyasnbHbIN
HOMep aboHeH-
Ta (KnueHTa —
(hm3nyeckoro
nnua), no Ko-
TOPOMY CUCTe-
Ma pacrnosHaer
Mnosb30Barens
MO6MNbHON
CBSA3M, NCNONb-
3YI0LLEro CTaH-
AapTbl GSM un
UMTS

4ncno (15-paspsagHoe B
JEecATUYHOM NpeacTaBne-
Hun) AA-BBBBBB-CCCCCC-
EE

(N]

(11, (2], (3]

4353 "imei"
(mone faHHbIX)

International
Mobile
Equipment
Identity (IMEI)
— MeXAyHa-
POLHBIN NAEH-
Tudhmkarop
MO6MNbHOrO
060pynoBaHus
(Mo6urbHOro
YCTPOMCTBA
KnneHTa —
thmamnyeckoro
nmua)

4ncno (15-paspsagHoe B
NECATUYHOM NpeacTaBne-
Huun) AA-BBBBBB-CCCCCC-
EE

(N]

(11, (2], (3]
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43.5.4

43.5.5

4.3.5.6

“aiic"
(nomne paHHbIX)

‘cati"
(none AaHHbIX)

"caic’
(none faHHbIX)

UAeHTUNKA-
TOP Y4aCTHUKA,
fBNAOLLIErocs
6aHKOM-
3KBapepoM
npw OCyLLECTB-
NeHun onepa-
LMiA No nepe-
BOJY [EHEX-
HbIX CPELCTB C
ncnonb3oBsa-
HWEM MnaTex-
HbIX KapT
UAeHTUNKA-
Top 6aHKOMaTa
1 (Ann) anek-
TPOHHOTO Tep-
MUHanNa, Ha
KOTOPOM 0CY-
LLIECTBASETCS
onepauus no
nepesoay 1
(1nmn) cHATHIO
LEHEXHbIX
CPEeACTB

NAeHTUNKa-
TOp 6aHKOMaTa
U (M) arnek-
TPOHHOI O Tep-
MUWHaNa, Ha
KOTOPOM 0CY-

UABHTMMKATOP Y4ACTHU-
Ka, ABNAoLLerocs 6aHKoM-
3KBaNpepom npu ocy-
LLIeCTBIIEHMM Onepawumn no
nepeBoay AEHEXHbIX
CPEACTB C MCMOb30BaAHU-
€M MNIaTeXHbIX KapT
(Acquiring institution
identification code) — none
«F032» cTanpapta uHaH-
COBbIX c006LLeHNN ISO
8583 [71], [8], [9]

naeHTuuKaTop 6aHkoMa-
Ta n (MNu) ANEKTPOHHOTO
TepMUHANa, Ha KOTOPOM
0CYLLECTBASAETCA Onepauns
Mo nepesoay W (Unu) cHe-
TUIO [IEHEXHBIX CPeACTB
(Card acceptor terminal
identification), — none
«F041»* cTanpapra cu-
HaHCOBbIX CO06LLEHMIA ISO
8583 [7], [8], [9]

* 3Ha4eHue naeHTuguKa-
TOpa TEPMUHANA JOSKHO
ObITb BbIPOBHEHO BJIEBO W
AO0N0JTHEHO npo6enamu
cnpasa o 8 cMMBOJIOB

naeHTuuKaTop 6aHkoma-
Ta W (1U1K1) 3NEKTPOHHOTO
TEepMIHana, Ha KOTOPOM
OCYLLECTBASAETCA Onepauns
10 nepesogy u (Mnu) cHs-
TUIO IEHEXHBIX CPeSCTB,
10 ero reorpacuyeckomy

(N]

(N]

(N]

(11, 2], (3]

(11, 2], [3]

(11, 2], (3]
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4.4

4.41

442

‘payee’
(610K AaHHbIX)

"bik"
(mone [aHHbIX)

inn
(mone [aHHbIX)

LLeCTBASAETCA
onepauus no
nepesogy u
(vnn) cHatuio
JEHEXHbIX
CpefcTs, no
ero reorpacpu-
4eCKOMY Me-
CTOMOMOXEHWIO

UHopmauus,
onpefensio-
LLjaq nonyyare-
ns CPeAcTB
BIK oneparto-
pa o nepeso-
[y DEHEXHbIX
cpefcTs, 06-
CNyXMBaroLLe-
ro nonyyarens
CPeAcTs
WHH nonyya-
Tens CPeacTs —
OPUANYECKOTO
nmua, n (unu)
VHAMBUAYanb-
HOTO npeanpu-
HUmarens, u
(nnm) nuuga,
3aHMMAKOLLLEro-
CS1 YacTHOW
npaKTUKoin

mecTononoxetuto (Card
acceptor identification
code) — none «F042»*
CTaHapTa PUHaHCOBbIX
coobwiennii ISO 8583 [7],

(81, [9]

* 3HaveHne naeHTUduKa-
TOpa NyHKTa 06CNyX1Ba-
HUS OMKHO ObITb BbI-
POBHEHO BNEBO W A0MON-
HeHOo Npo6enamm cnpasa
10 15 cumBonoB

B hopmate AAAAAAAAA

B hopmate XXXXXXXXXX
— NS HOPUANYHECKUX NNL,
B hopmate XXXXXXXXXX
unu XXXXXXXXXXXX —
QNS UHAMBUAYANbHbIX
npeanpuHUMarenei u
(1nn) msnyecKnx nnu,
3aHUMAtOLLMXCS B yCTa-
HOBNEHHOM 3aKOHOAATENb-
cTBom Poccuitckon depe-
pauumn nopsiaKke YacTHou

[0

[0l

[0

(11, (2], (31, ["]

(11, (2], (31, ["]

(11, (2], (31, ["]
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npakTUKou

443

444

4.4.41

‘payeeName"
(mone [aHHbIX)

‘payeeTransferld"
(noa6nok faHHbIX)

‘transferType"
(mone [aHHbIX)

HauMeHOBaHMe
opraHusauuu,
ABNAOLLECcS
nosyyarenem

CPeAcTB
UAEHTMdNKA-

LIMOHHbIE AaH-

Hble B 3aBUCK-
MOCTH OT CMo-

coba peanusa-

Uuu nepesoaa

JEHeXHbIX
CPeAcTB
T!n cnoco6a
peanusauuu
nepesoja fe-
HEXHbIX
CPeAcTB

TeKcToBOe nosne (textarea)

Bbi6upaeTcs 04uH Ko u3
OrpaHN4eHHOro MHOXECTBA
BO3MOXHbIX 3HA4EHWIA:

e [paymentCard] — npn
OCYLLECTBNEHWUM Onepauuii
Mo NepeBojy AEHEXHbIX
CPEACTB C MCMNOJb30BAHM-
€M NnaTexHbIX KapT;

o [settelment] — npn
OCYLLIECTBAEHUM NEPeBo-
[0B AEHEXHbIX CPEACTB N0
6aHKOBCKMM CYeTam;

o [phoneNumber] — npu
OCYLLIECTBNEHUM MEePeBo-
[0B [IeHEXHbIX CPEACTB N0
A60HEHTCKOMY HoMepy
TeneqoHa;

[0l

[0l

[0]

(11, (2], (31, ["]

(11, (2], (31, ["]

(11, (2], (31, ["]
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4442 “paymentCard"
(MOAGIIOK [AHHBIX)

4442 ‘number"
1 (mone [aHHbIX)

4443 "settlement"
(MOAGIIOK [AHHBIX)

npu 0CyLLECTB-
NeHnn onepa-
LM No nepe-
BOJY LeHeX-
HbIX CPEACTB C
CNONb30Ba-
HUEM MnaTex-
HbIX KapT
HOMEp nna-
TEXHO KapTbl
nony4arens
CPeACTB, Bbl-
JaHHOW emy 1
(nnm) nuuy,
YNOMHOMOY€EH-
HOMY nony4a-
TeNIeM CPEeACTB,
0neparopom no
nepesofy fe-
HEXHbIX
CPeACTB —
AMUTEHTOM
npu 0CyLLECTB-
NEHUKN nepeso-
[0B [IeHEXHbIX
CPeacTB no
6aHKOBCKUM
cyeTam no-
CPeACTBOM
cnucaxus pe-
HEXHbIX
CPeAcCTB C

o [idNumber] — npu 13-
MEHEeHUI ocTaTka anek-
TPOHHbIX JEHEXHbIX
CPEACTB

B (hopmare
XXXXXXXXXXXXXXXXXX

HOMEp NNaTEeXHON KapTbl
npeacrasnsercs 6e3 npo-
6e108 (_) 1 3HaKOB pasfe-
neuus (-).

0]

[0

[0l

(11, (2], (31, ["]

(11, [2], [3], ["]

(11, (2], (31, ["]
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4443. ‘number"
1 (mone [aHHbIX)

4444  "phoneNumber"
(Moa6nok faHHbIX)

6aHKOBCKMX
CYeTOB Nna-
TENbLUNKOB
HOMep pacyet-
HOrO cyeTa
nony4arens
CPEeACTB, 0T-
KpbITOrO Yy
onepartopa no
nepesoay fe-
HEXHbIX
CpefcTB, 00-
CNYXNBAtOLLE-
ro nonyyarens
CpencTs
npyu OCYLLIECTB-
NeHU NepeBo-
JI0B IEHEXHbIX

B (hopmare
XXXXXXXXXXXXXXXXXXX
X

HOMep 6aHKOBCKOro c4eta
npeacrasnsercs 6e3 npo-

6en108 (_) 1 3HaKOB pasfe-
neuus (-).

[0

(N]

(N]

(11, (2], (31, ["]

(11, (21, (31, ["]

(11, (2], (31, ["]

CPEeACTB Mo
A00HEHTCKOMY
HOMepy Tene-
thoHa
4444, ‘number" Homep Tenie- | B doopmarte
1 (none maHHbX) | chona nonyya- KKKXXXNNNNNNNN, rze:
Tens CpeacTs | KKK — ot oaHOro fo Tpex
CUMBOJIOB KOJ1a CTPaHbl;
XXX — kog onepartopa;
NNNNNNN - 7 3HaKoB HO-
mepa.
Homep TenedoHa npea-
CcTaBnsieTcs 6e3 3Haka
nnoc (+), Npo6enos (_) u
3HAKOB pasgenequs (-).
4445 ‘idNumber" npu n3MeHe-

0]

(11, (21, (31, ["]
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(MOAGNOK [aHHbIX)  HUM OCTaTKa

9MEKTPOHHbIX
LEeHEeXHbIX
cpeacTs
4445, ‘number" UOEHTU(UKA- | TEKCTOBOE none (textarea)
1 (nosie AaHHBIX) | LWOHHBIA HO-

Mep nonyyare-
NSl CPEACTB, B
4acTHOCT
HOMEp aneK-
TPOHHOTO KO-
LenbKa nomy-
yaTens
CPeNCTB, C-
NoNb3yeMoro
1M Ha OCHOBa-
HUW 4OroBopa [0] 11 21, (3], [*]
6aHKOBCKOro
cyeta u (unm)
Jorosopa 06
Ncnonb30Ba-
HIW 3NEKTPOH-
HOrO CpeAcTBa
nnatexa, 3a-
KTMIOYEHHOTO C
onepaTopoMm no
nepesogy fie-
HEXHBIX
CpeacTs
45 "additionalStatus" pononHuTenb-
(610K faHHbIX)  Hple cTaTyChI
peanuaaum
HECAHKLIMOHM-
POBaHHOM
onepauvu
451 "crossBorder' | upeHTU(DKA- | BbIGUPAETCS 0ANH KOZ U3 [0] (11, [2], [3], [*]

[0 (11, [2], [3], ["]
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(mone [aHHbIX)

TOp TpaHcrpa-
HUYHOCTM

OrpaHN4YeHHOro MHOXeCTBa
BO3MOXXHbIX 3HA4EHWIA:

e [CRB] - TpaHcrpaHmy-
HbIi NepeBoj;

e [DOM] - nepeBop
BHYTPU CTPaHbI

45.2

"additionalTrans-
actionApprove"
(none AaHHbIX)

UAEHTUDNKA-
TOP AOMNOSHY-
TeNbHOr0 Noj-
TBEPXAEHNSA
onepauuu

Bbi6upaeTcs oauH unmn
HECKONbKO KOAOB W3 Orpa-
HUYEHHOr0 MHOXECTBA
BO3MOXXHbIX 3HAYEHUIA;

o [3DS] - onepauus noa-
TBEPXXEHA C MCMOMb30Ba-
Hnem 3D Secure;

o [DCS] - peanusauus
TEXHONIOTNYECKNX Mep Mo
CMONb30BAHMIO Pa3fenb-
HbIX TeXHONorui [3];

o [NAA] - onepauus 6e3
MOATBEPXKAEHUS;

e [SMS] - nonTeepxae-
HWe onepawLum BbINOIHEHO
C NPMMEHEHNEM KOPOTKIX
TEKCTOBbIX CO0OLLEHMI
(CMC-co06LueHui);

e [LTR] - onepauus BbI-
NoJIHeHa B COOTBETCTBUM
CO CMUCKOM [0BEPEHHBIX
nony4aTesien CpeacTs;

e [TEL] - onepauus noa-
TBEPXXAEeHa N0 TenedoHy;
o [0AA] - nHoii cnoco6
noATBePXAeHNS

[0

(11, (2], (31, ["]
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6.6. MIHpOpMaLMsi O TEXHNYECKUX OaHHbIX, OMMCbIBAIOLLMX KOMMbIOTEPHbIE aTaky, HanpaBsieHHble Ha 06BbEKTbI UHPOPMALMOHHON WH-
$pacTpyKTypbl YH4aCTHUKOB MHPOPMALIMOHHOro O6MeHa U NX KIMEHTOB, a Tak)ke COOTBEeTCTBYoLME GOPMbl INEKTPOHHBLIX COOOLLIEHUN.
Bnok paHHbIX [IMPACTS]

6.6.1. KoMnbloTepHble aTaku, CBA3aHHbIE C MU3MEHEHNEM MapLUpyTHO-agpecHon nHpopmaumm [trafficHijackAttacks] (ans BekTopa

[INT], [EXTI)

Wpentutpukatop  Copepxanue 06s3arennb- T T
6noka (nons) gaH- 6noka (nons) ®opmat nons AaHHbIX dopmat INeKTPOHHOro coo6LeHus \ HOCTb MHEhop- o
HbIX AaHHbIX MUpPOBaHUA _ MUpOBaHA
1.1 ‘sourceld" noeHTUuKa- |128-6uTHbIN MAeHTUdMKA- ‘impacts": {
(mone maHHbIX)  TOp, npuceo- Top (GUID), cchopmmpoBaH- ‘trafficHijackAttacks": [{
€HHbIN y4acT- Hblii B COOTBETCTBUAM CO ‘sourceld"; "f34030ef-358a-445¢-8567-
HUKOM MH- | cneundomkaumeil RFC 4122 25985ce6d91c”, [N] [2], [3]
thopmaumoH- |[16], NPUCBOEHHbLIA Yy4acT- ‘legalAsPath": "wratHbIi AS-Path",
HOro 06MeHa HWKOM WH(OPMALMNOHHOIO ‘wrongAsPath": "noacrasHoii AS-Path’,
o6meHa "lookingGlass": "ccbinka Ha
1.2 ‘legalAsPath" wratHblit AS- TekcToBoe none (textarea) ucrnonb3yemblit Looking Glass ans nposepku AS-Path’, N] (21, [3]
(none LaHHbIX) Path ‘legalPrefix"; "wratHbIiA prefix’, 2
1.3 "‘wrongAsPath" NOACTABHOW TEKCTOBOE none (textarea) "wrongPrefix": "nogcrasHoi prefix" N] (21, [3]
(none AaHHbIX) AS-Path 1, ’
1.4 "lookingGlass" ccbinka Ha | TekcToBoe none (textarea)
(none AaHHbIX)  MCMOMb3YEMbIN
Looking Glass [N] [2], [3]
Ans NpoBEpKN
AS-Path
1.5 ‘legalPrefix" LUTaTHbIA  TekcToBOe nose (textarea) [N] (2], [3]
(mone [aHHbIX) prefix ’
1.6 "wrongPrefix" NOACTABHOW  TEKCTOBOE none (textarea) [N] (2], [3]
(none LaHHbIX) prefix ’

6.6.2. KoMnbloTepHble aTaku, CBSi3aHHbIE C UCMOJIb30BaHWEM BPELOHOCHOMO NPOrPaMMHOro obecnevyeHnst NPUMEHUTENBHO K
o6bekTaM NHGOPMaLMOHHON NHGPACTPYKTYPbI Y4aCTHUKOB UHPOPMALMOHHOrO o6MeHa U nx knneHToBs [malware] (ons Bektopa

[INT], [EXT])
Homep
6noka
(nons)
DaHHbIX
2 "sourceld"

06s3arenb-
\ HOCTb UHChOP-
MUpPOBaHUA

Wpentudpukatop  Copepxanue
6noka (nons) paH- 6noka (nons)
HbIX AaHHbIX

Jransbl uHthop-

dopmar 3NeKTPOHHOro Coo6LeHus
MMPOBaHMS

dopmar nons faHHbIX ‘

naeHTMdUKa- 128-6UTHbIA  MAEHTMCUKATOP ‘malware"; [{ [N] [2], [3]

810¢-5'1L-0909d9 O1D
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2.1

22

2.3

2.31

(mone faHHbIX)

"target"
(610K LaHHbIX)

'ip?
(mone [aHHbIX)

‘sources”
(610K [iaHHBIX)

'ip?
(mone [aHHbIX)

‘domain"
(none faHHbIX)

urlt
(rmone faHHbIX)

“classifications"

(610K [iaHHbIX)

‘vendorName"
(none faHHbIX)

TOp, NPUCBO-
EHHbIN y4acT-
HUKOM WH-
hopmauuoH-
HOro 06MeHa
UAeHTUUKa-
TOp 06beKTa
atakm
IP-agpec

naeHTUuKa-
TOPbI UCTOYHU-
KOB BpeJoHOC-
HbIX PECYPCOB
B ceTu MHTep-
HET, C KOTOPbI-
MU B3aMMO-
JelicTayer
arakyemblii
00beKT
IP-agpec

NOMEHHOe nmsa

URL-agpec

Knaccuguka-
ums BK

HalMeHOBaHne
ncnonb3yemo-

(GUID), cthopmupoBaHHblii B
COOTBETCTBUU CO Creumdmka-
umeit RFC 4122 [16], npuceo-
€HHbIIA Y4aCTHUKOM MHGopMa-

LIMOHHOr0 06MeHa

Jlornyeckuin agpec IPv4 gon-
)KeH COOTBETCTBOBATb CMeL|-
tukaumn RFC 791 [12]

B cny4ae Heo6x0auMoCTH
yKa3aHMs HeCKOMbKUX 3Haye-
HUIA nonei AaHHbIX (ip,
domain, url) ykasbiBaercs
OAWH UNN HECKOMNbKO 06bEKTOB
B 6110Ke AaHHbIX "sources”

Jlornyeckunin agpec IPv4 gon-
)KEH COOTBETCTBOBATb CMeL|-
dukaumn RFC 791 [12]
[loMeHHOe MMS COrMacHo cre-
undukaumn RFC 1034 [14], a
TaKXe MexJyHapoaHon
1epapxun JOMEHHbIX 30H B

8567-25985ce6d91c",

Hue cpeacTsa ot BBK',

Kauusa BK"

‘sourceld"; "f34030ef-358a-445c¢-

"target": {
"ip": "127.0.0.1"
I8
"sources": [{
"ip": "127.0.0.1",
‘domain": "example.com’,
"url"; "http://example.com"
11,
"classifications": [{
‘vendorName": "HaumeHoBa-

‘vendorVerdict": "knaccudu-

i1,
"malwareSamples”: [{
"hash": {

‘mds":

"4BA5139A444538479D9D750E2E2779BF",

‘shal™:

'D2B063763378A8CB38B192B2F71E78BC13783EFE",

‘sha256":

"E25059612A71BAB224C7CB438FD7A0D3C1C78AD40664C48F12A9A

E48FA441E44"

3
"attachment": {
‘sourceld":

COOTBETCTBMM CO creunduka- f34030ef-358a-445¢-8567-25985¢ce6d91¢",

uven RFC 5890 [13]

URL B COOTBETCTBUM CO Cre-
undukaumen RFC 3986 [15]
B cny4ae Heo6x0auMOCTH
yKa3aHus HeCKOMbKUX 3Haye-
HWit noneil JaHHbIX (vendor-
Name, vendorVerdict) ykasbi-
BAETCH OJUH UMW HECKOJTbKO
06bEKTOB B 6110KE AAHHbIX
‘classifications"

TEeKCTOBOE rnone (textarea)

HUWE BIIOXeHUs",

03-22708:14:38Z",

‘nms channa’,

mep haina B 6antax’,

"BNOXeHMe B (hopmarte bhase64"

‘comment"; "onuca-
"dateTimeAt"; "2018-

"file": {
‘name";

"size": "pas-

'base64":

(N]

(N]

(N]

(N]

(N]

(N]

(N]

(N]

(21, (3]

(21, (3]

(21, (3]

(21, (3]

(21, (3]

(21, (3]

(21, (3]

(2], [3]
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ro Y4aCTHUKOM
VHGopMauu-

OHHOro 06MeHa
cpeacTea oT

"fileLink":
*http://domain.com/archive.rar"
}
11,

BBK ‘malwareMessageSenders": [{
232 ‘vendorVerdict" knacc BK B TekctoBoe none (textarea) ‘email"; "qwer-
(mone faHHbIX) | COOTBETCTBUU ty@example.ru",
CO CPeACTBOM ‘server"; "127.0.0.1"
ot BBK yyact- 1,
HIKA UHOP- "‘malwareMessageAttachment": {
MaLOHHOr0 “sourceld": "f34030ef-358a-
06MeHa 445¢-8567-25985¢ce6d91¢",
2.4 ‘malwareSamples" = ykasblBaloTcsi B cryyae HE06X0AMMOCTH ‘comment": "npumeyanue K
(610K OAHHBIX) 06pasiibl BK, yka3aHWsi HECKOMbKMX 3Ha4e-  BIIOXEHWIO',
KOTOpble MOTYT HWiA NOA610K0B AaHHbIX (hash, ‘dateTimeAt": "2018-03-
xapakTepu3o- |attachment) ykasbiBaetcs ogun 22708:14:387",
BaTbCS X3LU- WU HECKOMbKO 06bLEKTOB B "file": {
(pyHKLMeA nnu | 6510Ke faHHbIX ‘mal- ‘name": "umsa dai-
npukpenneH- wareSamples" na’,
HbIM BJIOXKEHN- 'size": "pa3mep
em (haiina B 6ainTax",
2.4.1 "hash" o6pasey, BK B 'base64": "BnoxeHune
(MoL6MOK faHHBIX)  BMAE X3LU- B (hopmate base64"
chyHKUNRA (ans 2
KaXaoro 06- "fileLink":
pasua BK BblI- "http://domain.com/archive.rar"
yucnaercs I8
X3LLI-DYHKLMA "harmfulResourceAddress": [{
MD5, SHA-1, "ip": "127.0.0.1",
SHA-256) ‘domain"; "example.com’,
2411 ‘mdd" o6pasel, BK B |nocnefoBatenbHOCTb CUMBO- ‘url"; "http://example.com"
(mone [aHHbIX) BWJE X3LU- OB, MOJTY4EHHBIX B peE3ynbTare 1,
OyHKLUM MD5 | BbIYUCTIEHUS X3LLU-YHKLMM "iocs": [{
MD5 "net"; [{
2412 "shal" o6pasel BK B \nocnefoBaTenbHOCTb CUMBO- ‘impact": "Tun BbIsB-
(none AaHHbIX) BIE X3LU-  |N10B, MOMY4EHHbIX B peaynbTare JIEHHOrO KOMNPOMETUPYIOLLEro MaeHTdMKaTopa ",
yHKLMM SHA-  BbIYMCIIEHNS X3LL-ChYHKLMN ‘comment": "gonon-
1 SHA-1 HUTESIbHOE OnuncaHme"
2413 "sha256" o6pasel, BK B \nocnenoBatenbHOCTb CUMBO- 1,
(one [aHHbIX) BIE X3LU- | N0B, MOMY4EHHbIX B pe3ynbTare fil': [{

pyHKUMM SHA-

BbIYUCIIEHNS X3LL-YHKLN ‘impact": "Tn BbIsB-

(N]

(N]

(21, (3]

(21, (3]

(N]

(N]

(N]

(2], (3]

(21, (3]

(21, (3]

(N]

(21, (3]
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256 SHA-256
24.2 "attachment” o6paseu BK B
(MOm6MIOK faHHbIX)  BuAe dhaiina
2421 naeHTUuKa- | 128-6MTHLIN MAEHTUUKATOP
TOp, npuceo- |(GUID), cchopMMpOBaHHbIN B
"sourceld" EHHbI y4acT- COOTBETCTBUM CO CneuudmKka-
(none AaHHbIX) HUKOM WMH-  unen RFC 4122 [16], npucso-
(hopMaLNOH- | €HHbIN Y4aCTHUKOM MHADOpPMa-
HOro 06MeHa  LMOHHOro 06MeHa
2422 ‘comment" onucaxue
TekcToBoe nose (textarea)
(monie faHHbIX) BNOXEHUs
2423 "dateTimeAt" Jara v Bpems  (popmart npefcTaBfieHns faH-
(none faHHbIX) [06aBMEHNS  HbIX B COOTBETCTBUN CO Crie-
(hanna uncomkaumeii RFC 3339 [11]
24.24. "file" JIONONHNUTENb- YKa3bIBAaeTCA HAaUMEHOBaHME,
1 (mop6nok faHHbIX)  Hble MaTepua- pasmep dainna (He 6onee 5
nbl, cofepxa- M6), BbINONHAETCA KOAUPOBKA
Le 06pasubl B hopmate Base64
BK
2425 "fileLink" faononHutens- Ykasbisaetca URL-agpec ans
(mone faHHbIX) | Hble MaTepua- ckadivBaHus haina, B cnyyae
Nbl, COAEPXa- ecnu ero pasmep NpesbILAeT 5
Lme o6pasupl M6, B COOTBETCTBUN CO Crie-
BK umncpukaumein RFC 3986 [15]
2.5 ‘malwareMessage uaeHTUpuKa- B cnyyae HEO6XOLMMOCTU
Senders" TOPbI 371eK-  YKAa3aHWS HECKOMNbKUX 3HA4e-
(610K AaHHbIX)  TPOHHbIX NOY- HWIA NOAEN faHHbIX (email,
TOBbIX fALUMKOB, SEIVer) yKasbIBaeTCA OAUH Unn
C KOTOPbIX  HECKOJbKO 06LEKTOB B 6J10KE
nocTynuno  AaHHbIX "'malwareMessage”
nUCbMO C BJIO-
XeHHbIM BK
2.5.1 ‘email" afipec anek- ALpec aneKTPOHHOMO NOYTOBO-
(mone faHHbIX) | TPOHHOrO MOY- O ALUMKA OTNPABUTENA Npes-
TOBOrO fLYMKA CTaBAsETCA B hOpMaTe B CO-
0TNpaBsuTeNs OTBETCTBUM CO CneLmdukaum-
ent RFC 5322 [18]
252 ‘server" IP-agpec no- Jloruyeckuii agpec IPv4 pon-

(none AaHHbIX)

CNeIHero nou-
TOBOrO CEpBe-
pa

)XEH COOTBETCTBOBATb CMELN-
thukaumn RFC 791 [12]

NEHHOTO KOMMPOMETUPYIOLLLEr0 MAEHTUDMKATOpa',
‘comment": "ponon-
HUTENbHOE OnMcaHme"
1,
"reg": [{
‘impact": "Tun BbIsiB-
NEHHOr0 KOMNPOMETUPYIOLLEr0 UAeHTUNKaTOpa",
‘comment": "ponon-
HUTENbHOE OnMcaHme"
1,
"pre": [{
‘impact": "tun BbIsiB-
NEHHOr0 KOMNPOMETUPYHOLLEr0 UAEHTU(MKATOPA *,
‘comment"; "ponon-
HUTENbHOE OnMcaHme"
1,
‘oth": [{
‘impact": "Tun BbIsiB-
NEHHOr0 KOMNPOMETUPYIOLLEr0 UABHTUDNKaTOpa",
‘comment"; "ponon-
HUTESIbHOE onucaHue"
1
1,
"infectionMethods": [{
‘type": “Tun npegnosiaraemo-
ro cnoco6a sapaxeHus",
‘comment";
"NONOSTHUTENbHOE OnucaHmne”

1

(N]

(N]

(N]

(N]

(N]

(21, [3]

(2], [3]

(21, [3]

(21, [3]

(21, [3]

(N]

(N]

(N]

(N]

(2], [3]

(21, [3]

21, [3]

(21, [3]
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(N]

(N]

(N]

(N]

(N]

(N]

(2], [3]

(2], [3]

(21, [3]

(21, [3]

21, [3]

(2], [3]

2.6 ‘malwareMessage- ain ¢ ucxon-
Attachment" HbIM KOJOM
(noa6noK faHHbIX) 3NEKTPOHHOr0
nucbMma (B
cnyyae, ecnu
BK 6b11 npu-
CNaH Ha anek-
TPOHHbII NOY-
TOBbIN ALLNK)
2.6.1 naeHTUuKa- | 128-6MTHLIN MAEHTUUKATOP
TOp, npuceo- |(GUID), cchopMMpOBaHHbIN B
"sourceld" EHHbI y4acT- COOTBETCTBUM CO CneuudmKka-
(none AaHHbIX) HUKOM WMH-  unen RFC 4122 [16], npucso-
(hopMaLNOH- | €HHbIN Y4aCTHUKOM MHADOpPMa-
HOro 06MeHa  LMOHHOro 06MeHa
2.6.2 ‘comment" onucaxue
TekcToBoe nose (textarea)
(mone AaHHbIX) BNOXEHUS
2.6.3 dateTimeAt Jarta 1 Bpems  hopmart npefcTaBiieHns faH-
(NOne AaHHBIX) noﬁaBJjeva HbIX B COOTBETCTBIY CO Cre-
(hanna uncbmkaumeii RFC 3339 [11]
2.6.4.1 "file" (hann paHHbIX, YKasblBaeTCA HaUMeHOBaHWe,
(6moK paHHbIX)  cofepxaluii  pasmep dpainna (He 6onee 5
o6pasey BK  M6), BbINONHAEGTCA KOAMPOBKA
B hopmate Base64
2.6.4 "fileLink" ccbinka ansa | YkasbiBaetcs URL-agpec ans
(mone [aHHbIX) NoNy4yeHns | CKayuBaHus gpaina, B cry4ae
(ckaymsaHus) |ecnu ero pasmep npesblllaeT 5
chaiina gaH- M6, B COOTBETCTBMM CO Cre-
HbIX, cofep- undmkaumeit RFC 3986 [15]
Xallero 06-
pasubl BK
2.7 ‘harmfulResource- uaeHTUPUKa- B cnyyae HEO6XOAMMOCTU
Address" TOPbI BPEAO-  YKa3aHMs HECKOMbKUX 3HAYe-
(610K BaHHbIX)  HOCHbIX PECYp- HWiA Monel faHHbIX (ip,
COB, C KOTOPbIX domain, url) ykasbiBaercs
ObIn 3arpyXeH OAMH UK HECKOMbKO 06BLEKTOB
BK B 6J10Ke JaHHbIX
"harmfulResourceAddress"
2.7.1 ip" IP-agpec  Jloruyeckui agpec IPv4 gon-

(none AaHHbIX)

)XEH COOTBETCTBOBATH Creuu-
thukauun RFC 791 [12]

(N]

(N]

(21, [3]

(2], [3]
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2.7.2 "domain” JIOMEHHOEe UMS [JOMEHHOE UMS COrNAcHO cne-
(none gaHHbIX) undomkauun RFC 1034 [14], a
TaKXe MeXJyHapoaHom
1epapXun SOMEHHbIX 30H B
COOTBETCTBMM CO Creumduka-
umen RFC 5890 [13]
2.7.3 ‘url" URL-agpec  URL B cOOTBETCTBUM CO Cre-
(none AaHHbIX) ‘umcpmukaumein RFC 3986 [15].

‘impact"
(none AaHHbIX)

2.8.1.1 ‘impact" TUN BbISBNIEH- | BbIGUpaeTcs 0AuH Ko n3
(mone faHHbIX) | HOTO KOMMPO- | OrPaHWYEHHOTO MHOXECTBA
METUPYIOLLEr0  BO3MOXHbIX 3HAYEHNIA:
VAEHTU(DMKA- o [CRT] - cospame TexHu-
Topa YECKNX AaHHbIX;
o [UPD] - n3meHeHue Tex-
HUYECKUX LAHHbIX;
e [DLTI] - ynaneHue TexHu-
YeCKMX AaHHbIX
2.8.1.2 ‘comment" JONONHNUTENb- TEKCTOBOE none (textarea)
(mone faHHbIX) | HOE onucaHue

TUN BbISBIIEH-
HOTO KOMMPO-
METMPYIOLLIEro

Bbl6upaeTcs oauH Ko n3
OrpaHN4eHHOro MHOXECTBA
BO3MOXHbIX 3HA4EHMWIA:

(N]

(21, 3]

(N]

(21, [3]

(21, [3]

(N]

(N]

(21, 3]

(21, [3]
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naeHTUuduKa-
Topa

e [CRTI] - co3naHue TexHu-
YECKUX JaHHbIX;

e [UPD] - nameHeHue Tex-
HUYECKNX AAHHbIX;

e [DLTI] - ynaneHue TexHu-
YECKUX JaHHbIX

2822

‘comment”
(none AaHHbIX)

OONOoNHUTEe b-
HOE onncaHne

TeKcToBoe none (textarea)

2.8.41

‘impact"
(none AaHHbIX)

2.8.3.1 ‘impact" TUN BbISBNIEH- | BbIGUpaeTcs 0AuH Ko u3
(none faHHbIX) | HOTO KOMMPO- | OrPaHWYEHHOr0 MHOXECTBA
METUPYIOLLEr0 = BO3MOXHbIX 3HAYEHNIA:
ABHTUDUKA- | o [CRT] - cosmaHye TexHU-
Topa YECKUX [aHHbIX;
e [UPD] - n3meHeHue Tex-
HUYECKUX LAHHbIX;
e [DLT] - ynaneHue TexHu-
YeCKMX AaHHbIX
2.8.3.2 ‘comment" JONONHNUTENb- TEKCTOBOE none (textarea)
(mone faHHbIX) | HOE onucaHue

TUN BbISIBIEH-
HOro Komnpo-
METUPYIOLLEro
naeHTuduKa-
Topa

Bbl6upaeTcs oauH Ko n3
OrpaHN4eHHOro MHOXECTBA
BO3MOXHbIX 3HAYEHWIA:

o [CRT] - co3paHue TexHu-
YECKNX JaHHBIX;

e [UPD] — n3meHeHue Tex-

HUYBCKNX JaHHBbIX;

o [DLTI] - ynanenue TexHu-

(N]

(N]

(21, [3]

(21, [3]

(N]

(N]

(21, 3]

IR L) R v )

(21, [3]
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2.8.4.2 ‘comment’
(monie faHHbIX)
2.85 “oth"
(nono6noK AaHHbIX)
2.8.5.1 “impact"

(mone [aHHbIX)

LOMONHUTENb-
HOe onucaHue
NHANKATOPbI,
He yYTEHHbIe B
(2.8.1-
2.8.4.2)

TUN BbIABIEH-
HOTO KOMMpO-

YeCKUX JaHHbIX
TeKcToBoOe nose (textarea)

B cny4ae Heo6xoauMocTy
yKa3aHus HECKOMbKIX 3Haye-
HWUIA NoNen AaHHbIX (impact,
comment) yKa3bIBaeTCH 0ANH
1NN HECKONbKO 06bEKTOB B
610Ke aaHHbIX "oth"
Bbi61paeTcs 0AMH Ko 13
OrpaHN4eHHOr0 MHOXECTBA

METUPYIOLLEr0  BO3MOXHbIX 3HAYEHNIA:
WREHTUMKA- o  [CRT] — cospanme TexHN-
Topa YeCKUX LaHHbIX;
o [UPD] - n3ameneHue Tex-
HNYECKNX [JaHHbIX;
o [DLT] - ynaneHue TexHu-
YeCKMX AaHHbIX
2.8.5.2 ‘comment" JONONHNUTEeNb- TEKCTOBOE none (textarea)
(mome JaHHbIX) | HOE onucauue
2.9 ‘infectionMethods" wuaeHTUduKa- B cnyyae He06X04UMOCTU
(610K [aHHbIX)  TOPbI NPELNO- YKA3aHWS HECKONbKUX 3Haue-
naraemblX  HUW nonei JaHHbIX (type,
CnocoboB «3a- comment) yKa3blBaeTCcs 0AWH
paXeHus» UK HECKONbKO 06LEKTOB B
6710Ke AaHHbIX
“infectionMethods"
2.9.1 ‘type" Tvn npegnona- | Bei6upaeTtcs 0AnH Kop n3

(mone [aHHbIX)

292 ‘comment’
(mone faHHbIX)

ragmoro crno-
coba 3apaxe-
HUA

npuMevaHme K
BbI6paHHOMY

OrpaHN4eHHOro MHOXecTBa
BO3MOXXHbIX 3HA4YEHUN:

e [EML] - no kaHanam anek-
TPOHHOM MOYTb;

o [DSD] - ¢ HocuTENS UH-
thopmauuu;

e [LCL] - pacnpocTpaHeHue
M0 JI0KanbHOM CEeTU;

e [OTHI - nHom cnocob
TeKcToBOe none (textarea)

(N]

[N]

(N]

(N]

(21, [3]

(21, 3]

(2], [3]

(21, [3]

(N]

(N]

(N]

21, [3]

(21, [3]

21, [3]
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3.1

3.2

6.6.3. KoMnbloTepHble aTaku, BO3HMKLUME B pe3ysibTaTe NoGY>KAEeHUS KIIMEHTOB K OCYLLIECTBIEHUIO OnepaLyii No nepesoay Ae-
HeXHbIX CPeACTB NyTeM o6MaHa unu 3noynotpebnenns goeepuem [socialEngineering] (ons BekTopa [EXT])

‘sourceld"
(none [aHHbIX)

'soiTypes”
(none AaHHbIX)

‘soiSenders"
(610K [AHHBIX)

UAEHTNdNKA-
TOp, NPUCBO-
EHHbIN yyacT-
HUKOM WH-
thopmaumoH-
HOro o6meHa

UAEHTUDNKA-
TOpbI METOZ0B
couuanbHom
VHXEeHepum

UAEHTUNKA-
TOPbI peanuaa-
LMK METOLI0B
couuanbHom
VHXEHepum

128-6UTHbIN MAEHTUMKA-
Top (GUID), cchopmmupoBaH-
HbI B COOTBETCTBMMU CO
cneundukaumen RFC 4122
[16], npuCBOEHHbIN y4acT-
HUKOM MHDOPMALMOHHOIO
ob6MmeHa

Bbi6upaeTcs 0auH unmn
HECKONbKO KOAOB 13 Orpa-
HUYEHHOr0 MHOXECTBA
BO3MOXXHbIX 3HA4YEHUIA;

e [MOB] - 3BOHOK C MO-
6UNIbHOr0 TeNeOoHHOro
HOMepa;

e [TPH] - 3BOHOK C Te-
negoHHoro Homepa 8-800;
e [SMS]-CMC-
CO0O0LLEHNE;

e [SNW] - couuanbHas
VHXEHEpUs C NCNonb30Ba-
HUEM COLIaNbHbIX CETEN;
e [MSG] - coumanbHas
VHXEHEpUs C NCNonb30Ba-
HUEM CPEeACTB MTHOBEHHbIX
COO06LLEHNN;

e [OTH]I - nxoii cnoco6
peann3aumm MeT0A0B CO-
LMANBHON MHXXEHepUN

B cny4ae Heo6x0anMOCTH
yKa3aHUs HECKOMbKNX 3Ha-
YeHW Noneit AaHHbIX
(phoneNumber, email,
Server) ykasblBaeTcs 0f1H

"socialEngineering": {

25985ce6d91¢",

COLManbHOM UHXeHepun'],

"1212312345678",

445¢-8567-25985ce6d91c”,
BJIOXEHUHD",

22708:14:387",

6anrax’,

thopmarebase64"

“http://domain.com/archive.rar "

Hue

"sourceld"; "f34030ef-358a-445¢-8567-

"soiTypes": ["'naeHTMdMKaTopbl METOA0B [N]

(2], [3]

"soiSenders": [{
‘phoneNumber";

‘email"; "qwerty@example.ru",
‘server": "127.0.0.1"

1,
"messageAttachment": {
‘sourceld"; "f34030ef-358a-

‘comment"; "npumeyanue K

"dateTimeAt": "2018-03-

e ) 21, 8]

‘name"; "ums cpanna’,

'size"; "pasmep paina B
"base64": "BNoXeHwe B

L
“fileLink'":

I8
"description”; "nononHNTENbHOE ONKCa-

(N] (21, [3]
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UN HECKONbKO 06bEKTOB B
6110Ke JaHHbIX "soiSenders"

3.2.1 ‘phoneNumber” = TeneoHHbIA B hopmate
(none gaHHbIX) Homep KKKXXXNNNNNNNN, rge:
KKK — o1 0gHoro go tpex
CUMBOJIOB KOJ1a CTPaHbI;
XXX — kog onepatopa;
NNNNNNN - 7 3HaKoB HO-
mepa.
Homep TenedoHa npea-
cTaBnsercs 6e3 3Haka
nnoc (+), Npo6enos (_) u
3HaKOB pasgenexus (-).
3.22 ‘email” 3NIEKTPOHHBIA  AZPEC ANEKTPOHHOIO NoY-
(none AaHHbIX) MOYTOBbIA | TOBOrO fILUMKA OTNPaBUTENS
aapec npeacTaBnseTcs B oopma-
Te B COOTBETCTBUN CO Cre-
undmkaumein RFC 5322
(18]
3.2.3 ‘server" IP-anpec no- | Jloruyeckuii agpec IPv4
(mone LaHHbIX) | CNEAHEro noY- [JOMKEH COOTBETCTBOBATH
TOBOrO cepBe- | cneundukauum RFC 791
pa [12]
3.3 ‘message Attach-  chaiinbl gas-
ment" HbIX, OMUCbI-
(610K faHHbIX)  BalOLLMe METoL
coLmanbHou
VHXEHepum
3.3.1 128-6UTHbIN MAEHTU K-
UAEHTUNKa-
Top (GUID), cchopmupoBaH-
TOp, NPUCBO- ;
ssourceld" BHHbI YHACT- HbIl B COOTBETCTBUN CO
cneuncukaumeii RFC 4122
(nomne gaHHbIX) HUKOM WH- »
[16], npnuCBOEHHBIN y4acT-
thopmaumnoH-
HUKOM MHDOPMALMOHHOIO
HOro 06MeHa
o6meHa
3.3.2 ‘comment’ onucaHue
TekcToBoe none (textarea)
(nomne faHHbIX) BNOXEHUS
3.3.3 "dateTimeAt" [ara v Bpems | hopmart npefcTaBieHmns

(N] (21, [3]
(N] (21, [3]
(N] (21, [3]
(N] (21, [3]
(N] (21, [3]
(N] (21, [3]
(N] (21, [3]
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3.3.4.1

3.3.5

3.4

(mone [aHHbIX)

"file"

(nom610K JaHHbIX)

“fileLink"
(none [aHHbIX)

"description”
(none [aHHbIX)

6.6.4. KoMnbloTepHble aTaky TUMNa «oTka3 B ob6cnyxnsaHum» (DDoS-aTaku) npuMeHUTeNbHO K MHPOPMaUMOHHON MHPACTPYKTYpe

n06aBneHns
thaina

thaitnbl aaH-
HbIX, OMUCbI-

couuanbHom
VHXeHepumn
(hannbl faH-
HbIX, ONUCHI-

couuanbHom
VHXeHepuu

[ONOJTHUTENb-
HO€ onuncaHune

[JaHHbIX B COOTBETCTBMM CO
cneumcmkaunen RFC 3339
(1]

YKa3blBaeTcs HaMMeHoBa-

Hue, pasmep haiina (He

BatoLme metof 6onee 5 M6), BbinonHaeTca

KOAMpOBKa B hopmate
Base64

Yka3sbisaetca URL-aapec
QNS cKaymBaHusa caina, B

BaloLLe MeToz chnyvae ecinu ero pasmep

npesbiwaer 5 M6, B co0T-
BETCTBUM CO Cneuucunka-
uneit RFC 3986 [15]

TekcToBoe nose (textarea)

YYaCTHMKOB MHPopMaLmoHHoro obMeHa [ddosAttacks] (ons sBektopa [INT])

41

411

41.2

"sourceld"
(none AaHHbIX)

"target"
(610K iAHHBIX)

'ip"
(mone [aHHbIX)

"domain”
(none AaHHbIX)

UAEHTUNKA-
TOp, NPUCBO-
eHHbIIA yyacT-
HUKOM UH-
hopmaunoH-
HOro o6mMeHa

UAEHTNNKA-
TOPbI 06bEKTA
aTakm
IP-agpec

ANOMEHHOe nma

128-6MTHbIN UAEHTUNKA-
Top (GUID), cchopmmpoBaH-
HbIl B COOTBETCTBUN CO
cneuudukaumein RFC 4122
[16], npMcBOEHHbIA y4acT-
HUKOM MHDOPMALIMOHHOTO
o6meHa

Jlornyeckun agpec IPv4
JO/MKEH COOTBETCTBOBATb
cneuudukaumum RFC 791
[12]

[loMeHHOe UM CcornacHo
cneundmkaunm RFC 1034
[14], a Takxe mexayHa-
POLHOM nepapxuu JOMeH-

25985ce6d91c",

aTaKyemoro 06bekTa’,

LIMOHHOTO cepBuca’,

0sly,

onucaxue"

"ddosAttacks": [{
"sourceld": "f34030ef-358a-445c-8567-

‘target": {
"ip": "127.0.0.1",
‘domain"; "example.com”,
"url"; "http://example.com’,

‘assignment": "Ha3Ha4eHue
‘serviceType": "Tun nHcopma-

‘network": "agpec cetn"

1,
"attackType": {

‘type": "Tun ataku (No ypoBHAM

‘comment"; "AONONHUTENIbHOE

(N]

(N]

(N]

(N]

(N]

(N]

(N]

(21, [3]

(21, [3]

(2], [3]

(21, [3]

(21, [3]

(2], [3]

(21, [3]
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HbIX 30H B COOTBETCTBUM CO
cneumcmkaumen RFC 5890

BbI6paHHOMY TMny"

(13]
413 “url* URL-agpec  URL B COOTBETCTBUM CO
(none AaHHbIX) cneundmkaumein RFC 3986
[15] CeKyHAY',
414 "assignment" HasdHayeHne | HasHayeHue 06bekTa aTakum CeKyHay',
(none AaHHbIX) aTakyemoro | B WHCHOPMALMOHHOI WNH-
o6bekTa (bpacTpyKType y4acTHUKa  CekyHay"
UH(OPMALMOHHOIO 06Me-
Ha (cepsep, cucTema xpa-
HEHUS JaHHbIX, TEIEKOM,
NepCOHaNbHbI KOMMbHO-
Tep, MEXCETEBOI 3KpaH 1
T.4.) HUS",
41.5 ‘serviceType"  Tun MHOpMa- TEKCTOBOE nosie (textarea)
(mone faHHbIX) | LIMOHHOrO Ccep-
BMCa
41.6 "network" agpec cetn | Jlormyeckun agpec IPv4 B
(mone [aHHbIX) COOTBETCTBMM CO CMELM-
thukaumeii RFC 791 [12] ¢
yKa3aHuem Macku cetun
(Subnet Mask) cornacHo
cneundukauun RFC 997
[17]
4.2 "attackType" TUN aTakm
(610K AaHHBIX)
4.2.1 ‘type" TN atakn  Bbl6upaeTcsa O4uH KOA U3
(mone [aHHbIX) (Mo ypoBHAM | OrpaHW4eHHOr0 MHOXECTBa
0Sl) BO3MOXHbIX 3HA4EHWIA:

[11-"L2/3: ICMP-flood",
[2] - "L2/3: NTP-
amplification”,
[3]1-"L2/3: TFTP-
amplification”,
[4]1-"L2/3: SENTINEL-

1
"sources": [{

‘ip": "127.0.0.1"
}]1

‘power": {
'pPS": "KONNYECTBO NAKETOB B
‘mps"; "KONUYeCcTBO MerabuT B

‘rps"; "KoIM4ecTBO 3anpocos B

}

",star’[TimeAt": "2018-03-22T08:14:38Z",

"endTimeAt": "2018-03-22T09:15:447",
‘negativelmpact": {
‘type": "TMn HeraTuBHOro BNINs-

‘comment": "npumeyaHne K

1,

(N]

(2], [3]

(N]

(N]

(N]

(N]

(N]

(2], [3]

(21, [3]

(21, [3]

(21, [3]

(21, [3]
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amplification”,

[5] - "L2/3: DNS-
amplification”,

[61 - "L2/3: SNMP-
amplification”,

[7]1 - "L2/3: SSDP-
amplification”,

[8] - "L2/3: CHARGEN-
amplification’,

[9] - "L2/3: RIPv1-
amplification”,

[10] - "L2/3: BitTorrent-
amplification”,
[11]1-"L2/3: QTPD-
amplification”,

[12] - "L2/3: Quake-
amplification’,
[13]-"L2/3: LDAP-
amplification”,

[14] -"L2/3: 49ad34-
amplification”,

[15] - "L2/3: Portmap-
amplification’,

[16] - "L2/3: Kad-
amplification”,
[17]1-"L2/3: NetBIOS-
amplification”,

[18] - "L2/3: Steam-
amplification”,

[19] - "L3: DPI-attack",
[20] - "L4: LAND-attack',

[21] - "L4: TCP-SYN-
attack’,

[22] - "L4: TCP-ACK-

810¢-5'1-0909d9 O1D
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attack’,

[23] - "L4: Smurf-attack",
[24] - "L4: ICMP/UDP-frag",
[25] - "L4: TCP-frag",

[26] - "L6: SSL-attack’,

[271-"L7: DNS Water Tor-
ture Attack’,

[28] - "L7: Wordpress
Pingback DDoS",

[29] - "L7: DNS-flood",

[30] - "L7: HTTP/S-flood",
[31]-"L7: FTP-flood",

[32] - "L7: SMTP-flood",
[33]-"L7: VoIP/SIP-attack’,
[34] - "L7: POP3-flood",
[35] - "L7: SlowRate-

attack,"
[36]1 - "other"
422 ‘comment" JONONHNUTENb- TeKcToBOe none (textarea)
(mome JaHHbIX) | HOE omucaHue
4.3 ‘sources" upeHTndnka- B cnyvae Heo6X04MMOCTH
(610K [aHHbIX)  TOPbl UCTOMHN- YKA3aHWS HECKONbKUX 3Ha-
KOB peanun3a- “4eHuin nons JaHHbIX (ip)
LWN aTakm  YKa3bIBAETCS OAWH UNK
HECKOJIbKO 06bEKTOB B
6710Ke AaHHbIX "sources”
4.3.1 "ip" IP-agpec uc- Jlornyeckuit agpec IPv4

(mone [aHHbIX)

TOYHWKA pea- [0/MKeH COOTBETCTBOBATb
nu3auun atakn cneundukauun RFC 791
(B cnyyae  [12]
60MbLLIOr0
KonuyecTea
NCTOYHMKOB
KOMMbOTEPHON
aTaku B 6710Ke

(N]

(21, [3]

(N]

(N]

(2], [3]

(21, [3]
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‘sources" yka-
3bIBAETCA TON
100 IP-
afipecoB ata-
KYOLLMX, NpK
3TOM NOJHbIIA
nepeyeHb npu-
KnajablBaeTcs B

(N]

(N]

(N]

21, [3]

(21, [3]

(21, [3]

(N]

(21, [3]

TEKCTOBOM
thaine)
4.4 ‘power" MOLLHOCTb
(610K JaHHBIX) peanusauuu
araku
441 ‘pps" KONWYeCTBO | Maket B cekyHay (Packet
(mone faHHbIX) nakeToB B | per second)
CeKyHLY
442 ‘mps" KONU4ecTBO | Mera6ut B cekyHay (Mega-
(mone faHHbIX) merabut B | bit per second)
CeKyHLY
443 "rps" KONU4ecTBO | 3anpocoB B cekyHAy (Re-
(none AaHHbIX) 3anpocos B | quest per second)
CeKyHLy
45 "startTimeAt" (hopmar npeAcTasieHns
(Mone AaHHbIX) | pems Hayana | AaHHbIX B COOTBETCTBUM GO
aTakm cneundpukaumein RFC 3339
(1]
4.6 ‘endTimeAt" (hopmar npeacTasieHns
(Mone AaHHbIX)  Bpemst OKOHYa- | AaHHbIX B COOTBETCTBUM GO
Hus atakym | cneundpmukaumein RFC 3339
(1]
4.7 ‘negativelmpact'  HeratmBHbIN
(610K JaHHBIX) 3heKT oT
peanu3auuu
ataku
4.71. ‘type" TUN HeraTuBHO- Bbl6upaeTcs 0anH KOA 13
(none faHHbIX) r0 BAUSAHUA | OrPaHNYEHHOr0 MHOXECTBA

BO3MOXHbIX 3HA4YEHUI:

e [NAWI - npepbiBaHue
JI0CTYMHOCTM CepBUCA;

e [OTHI - perpapaums

(N]

(N]

(N]

(N]

(21, [3]

21, [3]

(2], [3]

(21, [3]
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4.7.2.

‘comment"
(mone [aHHbIX)

[OMOoNHUTeb-
HO€ onncaHune

cepsuca;
o [NCQ] - HeraTuBHOrO
BMMAHWS HA CEPBUC He
0Ka3aHo

TeKcToBOe none (textarea)

(N]

(21, [3]

6.6.5. KoMnbloTepHble aTaku, CBA3aHHble C peanusaumnen HeCaHKLMOHMPOBAHHOMO AOCTyNa K 6aHKOMaTaM 1 NiaTeXHbIM TEPMU-
HaNaM y4acTHMKOB MH$OpMaumoHHOro obMeHa [atmAttacks] (ons Bektopa [INT])

5.1

5.1.1

5.1.2

‘sourceld"
(none AaHHbIX)

‘target’
(610K AaHHbIX)

‘type’
(mone [aHHbIX)

"description”
(mone [aHHbIX)

UAEHTMNKA-
TOp, NPUCBO-
EHHbIIA yyacT-
HUKOM WH-
thopmaumoH-
HOro o6meHa

UaeHTMdNKa-
TOp 06beKTa
aTaku
TN 06beKTa
aTaku

[OMONHUTeb-
HOe onncaHune

128-6MTHbIN UAEHTUDNKA-
Top (GUID), cchopmmupoBaH-
HbI B COOTBETCTBUN CO
cneundukauven RFC 4122
[16], NpuCBOEHHbIN y4acT-
HUKOM MHDOPMALMOHHOIO
06meHa

Bbi6upaeTcs 0auH Kopg n3
OrpaHN4eHHOr0 MHOXECTBA
BO3MOXXHbIX 3HAYEHUI:

o [ATM] - 6aHkomar;

o [CIN] - 6aHKomar c
BO3MOXXHOCTbIO Mpuema
JIEHEXHbIX CPE/CTB;

e [REC] - 6aHkomart ¢
(pyHKLMeER pecankimHra
(recycling);

o [POS]-POS-
TepMUHan;

e [SST] - nnatexHbin
TepMUHan;

e [OTH] - nHoi 06beKT
TeKcToBOe none (textarea)

"atmAttacks": {

25985ce6d91¢",

onucaxue"

CTU OT 00bEKTa aTak',

onucaHue"

445¢-8567-25985ce6d91c”,
BIIOXXEHUHD",

22708:14:387",

6ainrax’,

thopmare base64"

"sourceld"; "f34030ef-358a-445¢-8567-

"target": {
‘type": "Tun 06bekTa ataku',
"description": "gononHUTENbHOE

I8
"attackType": [{

‘type": "Tun ataku B 3aBUCKUMO-
"description": "gononHUTENbHOE

1]

’ttacklmage": {
‘sourceld": "f34030ef-358a-

‘comment": "npumeyanue K
‘dateTimeAt": "2018-03-
"file"; {

‘name"; "ums channa’,

'size": "pasmep paina B

'baseb4"; "BnoXeHne B

(N]

(N]

(N]

(N]

(21, [3]

(2], [3]

(21, [3]

(21, [3]
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52 "attackType" TN atakn B cny4ae Heo6X0aMMOCTH
(610K JaHHBIX) yKa3aHus HeCKOMbKNX 3Ha-
YeHWI nonen gaHHbIx (type,
description) ykasbiBaercs
OJIMH UNK HECKOJTbKO 00b-
€KTOB B 06J10Ke AaHHbIX
‘sources”
5.2.1 ‘type" TN atakn B Bbl6upaeTcs oauH Kog u3
(mone [aHHbIX) | 3aBUCMMOCTW | OrPaHMYEHHOrO MHOXECTBA
0T 06bEKTAa | BO3MOXHbIX 3HAYEHWIA:
LKL e [BBX] - ataku «6n3K-
60KC»;
e [DSP] - ataku «nps-
MOJA SMCNEHC» U UX Pa3HO-
BMAHOCTY;
e [SKMI] - cKUMMWUHT;
o [0THI - nHoir cnoco6
522 "description" JOMONTHUTENb- TEKCTOBOE none (textarea)
(none AaHHbIX) | HOe onucaHue
5.3 "attacklmage" JONONHUTESb-
(610K [aHHbIX)  Hble MaTepua-
bl peanusa-
LN atakm
5.3.1 128-6MTHbIN AEHTUDNKA-
UAEHTU(NKA-
Top (GUID), cchopmupoBaH-
TOp, NPUCBO- ;
ssourceld" GHHbIF YHACT- HbIll B COOTBETCTBUM CO
cneundukauuein RFC 4122
(mone [aHHbIX) HUKOM WH- »
[16], npuCBOEHHbIN y4acT-
hopmaumnoH-
HUKOM WH(DOPMALMOHHOIO
HOro 06MeHa
o6meHa
5.3.2 ‘comment" onucaxue
TekcToBoe nose (textarea)
(mone faHHbIX) BNOXEHUs
53.3 Jarta v Bpems | hopmart npefcTaBieHuns
"dateTimeAt" [06aBNEHNA | AAHHbIX B COOTBETCTBUN CO
(none AaHHbIX) haiina cneundmkaumein RFC 3339
(1]
5.3.4.1 "file" chaiin gaHHbIX, YKasblBaeTcs HauMeHoBa-
(nop6nok faHHbIX)  cofepxaliuin  Hue, pasmep danna (He
JononHutens- 6onee 5 M6), BbInoAHAETCA

Hble MaTepua-

KOZMPOBKA B chopmare

“http://domain.com/archive.rar "

b

}

"fileLink":

(N]

(N]

(21, [3]

(21, [3]

(N]

(N]

(N]

(N]

(N]

(N]

(2], [3]

(2], [3]

(21, [3]

(21, [3]

(21, [3]

(2], [3]
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5.3.5

"fileLink"
(mone [aHHbIX)

nbl
CCblfKa ons
MnoJy4eHms
(cka4mBanus)
chaiina faH-
HbIX, COAep-
Xavero jo-

NONHNTENbHbIE
marepuani

Base64

Ykasbisaetca URL-agpec
QNS cKaymBaHus ainna, B
CNyyae ecnu ero pasmep
npesbiwaer 5 M6, B coot-
BETCTBMM CO crieLmdmnka-
umeint RFC 3986 [15]

(N]

(21, [3]

6.6.6. KoMnbloTepHbIe aTakK, CBSA3aHHbIE C dKCMyaTaumen ya3BuMocTen MHPOopMauUmMoHHON NHPACTPYKTYPbl y4aCTHUKOB UHPOP-

MaLMOHHOro o6MeHa u nx knmeHToB [vulnerabilities] (nna sektopa [INT], [EXT])

6.1

6.1.1

6.1.2

6.1.3

‘sourceld"
(mone [aHHbIX)

‘target’
(610K AaHHbIX)

ip"
(none AaHHbIX)

"domain”
(none AaHHbIX)

urlt
(mone [aHHbIX)

UAEHTUNKA-
TOp, NPUCBO-
EHHbIIA yyacT-
HUKOM WH-
thopmauuoH-
HOro o6meHa

UaeHTMdNKa-
TOpbI 06bEKTA

aTakm
IP-agpec

ANOMEHHOe nma

URL-agpec

128-6MTHbIN UAEHTUDNKA-
Top (GUID), cchopmupoBaH-
HbI B COOTBETCTBUN CO
cneundukaumen RFC 4122
[16], npuCBOEHHbIN y4acT-
HUKOM MHDOPMALMOHHOIO
06meHa

25985ce6d91¢",

LIMOHHOTO cepBmca”

Jlornyeckui agpec IPv4
JI0JKEH COOTBETCTBOBATb
cneuudukaumum RFC 791
[12]

[loMeHHOe UMs cornacHo
cneundmkaumm RFC 1034
[14], a Takxe mexayHa-
POJHON MepPapXnmn JOMEH-
HbIX 30H B COOTBETCTBUM CO MOCTH',

cneumcmkaunen RFC 5890

[13] nporpamMmHoro o6ecneveHus’,
URL B cOOTBETCTBUM CO

cneundukaumein RFC 3986 |ro o6ecneyvenms’,

[15]

yA3BUMOCTH",

"vulnerabilities": [{

"sourceld"; "f34030ef-358a-445¢-8567-

‘target": {
"ip": "127.0.0.1",
‘domain"; "example.com’,
"url": "http://example.com’,
‘serviceType": "Tun MHGopma-

b
"sources": [{

'ip": "127.0.0.1",

‘url": "http://example.com"
Hll
‘identifier"; "naeHTMdmnKaTop
‘cvss": "Metpuka CVSS',
"idCustom": {

"description”: "onncanue ya3su-

‘swName": "HauMeHOoBaHue

‘swVer': "Bepcusi NporpaMmmHo-

‘cweType": "Tun owwnékn CWE',

(N]

(N]

(N]

(N]

(N]

(21, [3]

(2], [3]

(21, [3]

(21, [3]

(21, [3]
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6.1.4 ‘serviceType" TN MHGOPMa- | TEKCTOBOE none (textarea)
(mome JaHHbIX) | LIMOHHOrO cep-
BUCa
6.2 ‘sources" uaeHTMdunka- B cnyvae He06X0AMMOCTH
(610K JAHHbIX)  TOPbI UCTOYHU- YKa3aHUs HECKOMbKUX 3HA-
KOB, C KOTOPbIX YEHWIA Nonen JaHHbIX (ip,
6binia BbIsBME- Url) YKa3biBaeTCs OANH M
Ha 9KCNyaTa- HECKONbKO 06LEKTOB B
1S YA3BUMO- BJIOKE AaHHbIX "sources”
cTH
6.2.1 "ip" IP-agpec  Jlornyeckuit agpec IPv4
(mone [aHHbIX) JIOMKEH COOTBETCTBOBATh
cneuudukauum RFC 791
[12]
6.2.2 ‘url" URL-agpec  URL B cooTBeTCTBUN CO
(none AaHHbIX) cneundukaumein RFC 3986
[15]
6.3 "identifier" naeHTuuka- Ecnu BbisBreHa ya3Bu-
(mone AaHHbIX) | TOP YA3BMMO- MOCTb, AO/DKEH ObITb YKa-
cTHn 3aH ee TN B COOTBETCTBUK
¢ knaccudpmkaumen @CTIK
Poccun, CVE:
e OCTIK Poccum —
https://bdu.fstec.ru/vul;
e Common Vulnerabili-
ties and Exposures (CVE),
https://cve.mitre.org/data/d
ownloads/allitems.html
6.4 'cvss” meTpuka CVSS |YkasbiBaeTcs MeTpuka

(none AaHHbIX)

CVSS v 3.0 (The Common
Vulnerability Scoring Sys-
tem (CVSS), ecnn onpege-
neHa*.

VKa3bIBaeTCA MakCUManbHO
BO3MOXHOE KONMNYECTBO
METPUK M3 NepeynCrieHHbIX:
6a30Bas MeTpUKa, BPEMeH-
Has MeTpKKa, KOHTEKCTHas
METpUKa, METPUKA OKPYXe-
Hus.

(* B cnyyae ecnu meTpuka

‘class"; "knacc ys3BumocTi',
‘osName": "onepauuoHHas cu-

CTema, NoA ynpasfieHnemM KOTOPOM (DYHKLIMOHUPYET NporpammMmHoe o6ec-
neyeHne ¢ 06HapYXEHHOII YA3BUMOCTbIO",

BbISIBIIEHNS YS3BUMOCTH'",
YA3BMMOCTH",
BbISIB/IEHHO YA3BUMOCTK",

M0 YCTPaHEHUIO yS3BUMOCTK",

LKs 06 yCTpaHEHMN YS3BUMOCTH',

‘detectedAt": "mata u Bpems
'baseCVSS": "6a30Bblii BEKTOP
‘danger": "ypoBeHb 0MACHOCTW
‘measures": "BO3MOXHble Mepbl
‘status": "cTatyc ys3Bumoctu',

‘exploit": "Hann4me akcnnomnra’,

‘recommendation”: "wHdopma-

‘link"; "CCbINKM Ha WCTOYHMKM

VHGopMaLMm 06 YCTPaHeHUN YI3BUMOCTH'",

‘manufacturer": ‘Komnanus

(opraHn3auus) — npon3BoauTenb (pa3paboTynk) NPorpaMMHOro obecrne-
YeHus, B KOTOPOM 06Hapy)KeHa yA3BMMOCTb"

}

}]’

(N]

(N]

(N]

(N]

(N]

(2], [3]

(21, [3]

(2], [3]

(21, [3]

(21, [3]

(N]

21, [3]
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He onpefeneHa, Heobxoam-
MO MCMOb30BATb KaNbKy-
nsatop ®CTIK Poccum —
https://bdu.fstec.ru/cvss3)

(N]

(2], [3]

(N]

(N]

(2], [3]

(21, [3]

6.5 "idCustom" ¢hopmmposa-
(610K JaHHBIX) HUe UaeHTN-
thukaropa
yS13BMMOCTH
6.5.1 "description” OMucaHue ya3- TeKCToBOe none (textarea)
(none AaHHbIX) BUMOCTH
6.5.2 ‘swName" HaMMeHOBaHWe TeKCTOBOe nose (textarea)
(mone faHHbIX) | MPOrpamMmMHOro
06ecneyeHus
6.5.3 "‘swVer" BepCuA Npo- | TeKCTOBOE nose (textarea)
(mone faHHbIX) rpamMHoro
06ecneyeHus
6.5.4 ‘cweType" TMN oWwubKM, B COOTBETCTBUM ¢ Common
(none AaHHbIX) yctaHoBneH- Weakness Enumeration
HbI B c00T-  (CWE)
getcTBun ¢ | (https://cwe.mitre.org/)
061LMMm nepey-
HEM OLLIN6OK
CWE
6.5.5 "class" Knacc ya3su- | Bbibupaercs 0auH Ko u3
(nomne AaHHbIX) MOCTH OrpaHN4eHHOro MHOXeCTBa

BO3MOXKHbIX 3HA4EHWIA:

e [COD] - ysi3BUMOCTb
KoAa — ysi3BUMOCTb, M0-
SIBUBLLASACA B pe3ynbTaTe
pa3paboTKyM NPOrpaMMHOro
obecneyeHmns 6e3 y4yera
Tpe6oBaHmin no 6esonac-
HOCTU UHG OpMALUK;

o [ARH] - ya3BUMOCTb
APXMTEKTYPbI — YA3BU-
MOCTb, NOSIBUBLLIASACS B
pesynbTarte Bbl60pa, KOM-
MOHOBKM KOMMOHEHTOB
nporpammMHoro obecneye-
HUS, COAEPXKaLLUMX YA3BN-

(N]

(21, [3]

(N]

(N]

(21, [3]

(21, [3]
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6.5.6

6.5.7

6.5.8

6.5.9

6.5.10

‘osName"
(mone faHHbIX)

‘dateTimeAt"
(nomne gaHHbIX)

'baseCVSS"
(mone [aHHbIX)

"danger"
(mone [aHHbIX)

‘measures"
(none AaHHbIX)

orepaunoHHas
cucTema, nog
ynpasieHnem
KoTopon
(PYHKLMOHMPY-
eT nporpaMm-
Hoe o6ecneye-
Hue ¢ 06Hapy-
YKEHHON YyA3-
BUMOCTbHO
[Jiata n Bpems
BbISIBNIEHUS
yA3BUMOCTH

6230BbI1 BEK-
TOP YA3BMMO-
cTH
YpPOBEHb ONac-
HOCTU BbISIB-
NEeHHON YA3BU-
MOCTH

BO3MOXHbIE
MepbI Mo

MOCTK;
e [MULTI - ys138UmOCTb
MHoroaktopHas (06y-
CMOBJIEHHAsA HANMYNEM B
nporpammHom obecreye-
HWN YS3BUMOCTEIA pasnuy-
HbIX KN1acCoB)

TeKcToBOe none (textarea)

thopmar npeAcTasseHns
LaHHbIX B COOTBETCTBUM CO
cneunchukaumein RFC 3339
[11]

B cooTeTcTBMUM C CVSS 3.0
(https://bdu.fstec.ru/cvss3)

Bbl6upaeTcs oauH Ko u3
OrpaHN4YeHHOro MHOXeCTBa
BO3MOXHbIX 3HA4EHMI B
COOTBETCTBUW C Pe3yNbTa-
Tamu 6a30BOro BeKTopa
YA3BUMOCTH:

o [LL] - HM3KMI1 YPOBEHD,
ecnm 0,0V <3,9;

e [ML] - cpegHuit ypo-
BeHb, ecnn 4,0<V <6,9;

e [HL] - BbICOKMiA ypO-
BeHb, ecm 7,0V £9,9;

o [CL] - kputnyeckmi
ypoBeHb, ecnn V = 10,0
TekcToBoe none (textarea)

(N]

(N]

(N]

(N]

(N]

(21, [3]

(21, [3]

(21, [3]

(21, [3]

(21, [3]
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YCTPaHeHUo
YS13BMMOCTH
6.5.11 "status" CTaTyC yA3BM- Bbl6UpaeTcsa OfnH KoA U3
(none faHHbIX) MOCTH OrPaHNYEHHOr0 MHOXECTBA
BO3MOXHbIX 3HA4EHUI:
o [APR_M] - «nopreep-
X[eHa Npou3BOANTENEM>
— €CNN Hann4me ys3BMMO-
CTV 6bINI0 NOATBEPXKAEHO
npon3BoauTenem (paspa-
60T4MKOM) NPOrPAMMHOI0
o6ecrneyeHus, B KOTOPOM
COJEPXNTCA YA3BUMOCTD;
o [APR_RI] - «noarsep-
X[eHa B X0 NCCNef0Ba-
HUN» — eCNN Hann4ue yss-
BUMOCTM 6bII0 NOATBEP-
XKAEHO UCCNeaoBaTenem
(opraHn3auueit), He gBNA-
IOLLMMCS MPON3BOANTENIEM
(pa3paboT4mkom) Npo-
rPamMMHOr0 06ecneveHns;
o [Potential] — «noTeH-
LnanbHas ysa3BMMOCTb>» —
BO BCEX OCTabHBbIX Cly4a-
X
6.5.12 “exploit" Hann4me aKc- [ TekcToBoe nosne (textarea)
(monie faHHbIX) nnonta
6.5.13 | "recommendation" uH(opmaums |TekcToBoe none (textarea)
(none AaHHbIX) | 06 yCTpaHeHuu
YS13BMMOCTH
6.5.14 "link" CCbIIKM Ha  TekcToBOe nose (textarea)
(none AaHHbIX) UCTOYHUKU
UHopmaLmumn
06 yCTpaHeHmun
YS13BMMOCTH
6.5.15 ‘manufacturer" KOMNaHWs | TEKCTOBOE none (textarea)
(none AaHHbIX) | (OpraHusaums)
— Npon3Boau-

Tesb (paspa-
60T4MK) Npo-

(N]

(N]

(N]

(N]

(21, [3]

21, [3]

(21, [3]

(21, [3]

(N]

(2], [3]
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rpamMMHOro
obecneyeHus,
B KOTOPOM
o6HapyxeHa
YS3BUMOCTb

6.6.7. KoMMblOTEpHbIE aTaku, CBA3aHHbIE ¢ NOA60POM (B3/IOMOM), KOMAPOMETaLUMEN ayTEHTUPUKALMOHHbIX (Y4ETHbIX) OaHHbIX

[bruteForces] (ons sektopa [INT])

‘sourceld" naeHTudnKa- | 128-6UTHbIIA MAEHTUGNKA-
(mone maHHbIX) | TOp, npucBo- Top (GUID), cdhopmmpoBaH-
@HHbIN Y4acT- Hbli B COOTBETCTBUM CO
1 HUKOM MH- | cneundukauueir RFC 4122
(hopmauuoH- |[16], NPUCBOEHHbIN yHaCT-
HOro 06MeHa ' HWKOM MHCHOPMALMOHHOrO
obmMeHa
71 "target" UOEHTUNKA-
(610K JaHHbIX)  TOpbl 06beKTa
aTaku
711 "ip" IP-agpec  Jloruyeckuit agpec IPv4
(none AaHHbIX) JO/MKEH COOTBETCTBOBATb
cneundmkaunm RFC 791
[12]
71.2 ‘domain" JIOMEHHOe UMA  [JOMEHHOE MMS COrNacHo
(nomne gaHHbIX) cneundukaunm RFC 1034
[14], a Takxe MexayHa-
POLHO Uepapxuu JOMeH-
HbIX 30H B COOTBETCTBUM CO
cneuudukaumein RFC 5890
[13]
7.1.3 “url" URL-agpec URL B COOTBETCTBUM CO
(none AaHHbIX) cneuudukaumein RFC 3986
[19]
714 ‘serviceType"  Tun MHCPOpPMA- TEKCTOBOE nose (textarea)
(mone faHHbIX) | LMOHHOrO cep-
BuCa
7.2 ‘sources" upeHTuuka- B cnyvae Heo6xoaUMOCTH
(60K iaHHbIX)  TOPbI UCTOYHN- YKA3aHWS HECKOJbKUX 3HA-

"bruteForces": [{

25985ce6d91c",

Nernu) y4eTHoin sanucu’

e

"sourceld": "f34030ef-358a-445¢-8567-

"target": {
"ip": "127.0.0.1",
‘url": "http://example.com’,
‘serviceType": "Tun cepauca"
I8
"sources": [{
‘ip":"127.0.0.1"
1
"account0s": {
‘name"; "Ms y4eTHOM 3anucu’,

‘privileges": "ypoBeHb (NpuBM-

(N]

(21, [3]

(N]

(21, [3]

(N]

(N]

(N]

(N]

(21, [3]

(21, [3]

(21, [3]

(21, [3]

(N]

(2], [3]
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7.2.1 "ip"
(mone [aHHbIX)

KOB peannaa-
U1K ataknunm

IP-agpec nc-
TOYHMKA pea-
nu3auun atakn
(B cny4ae
60MbLLIOr0
KonuyecTea
NCTOYHUKOB

KOMMbIOTEPHOI

aTaku B 6noke
JlaHHbIX
"sources"
yKa3blBaeTcs
Ton-100 IP-
a/IpecoB ata-
KYIOLLMX, NPy
3TOM MONHbINA
nepeyeHb npu-
KnaaplBaertcs B

YeHUIA nons AaHHbIX (ip)
YKa3bIBAETCSA OAUH UK
HECKOJIbKO 06bEKTOB B
6n0Ke AaHHbIX "sources”
Jlornyeckun agpec IPv4
[I0JKEH COOTBETCTBOBATb
cneuudukauum RFC 791
[12]

TEKCTOBOM
thaiine)
7.3 "accountOs" UAEHTUNKa-
(610K faHHBIX) TOPbI CKOM-
npOMeTUpo-
BAHHOW y4eT-
HOIA 3anucu
7.3.1 ‘name" UM Y4ETHON TEKCTOBOE none (textarea)
(none AaHHbIX) 3anucu
732 "privileges" YPOBEHb (NpU- TEKCTOBOE none (textarea)

(mone [aHHbIX)

BUNErUM) y4eT-
HOIA 3anucu

(N]

(N]

(N]

(21, [3]

21, [3]

(21, [3]

(N]

(21, [3]

810¢-9'1-09109d9 01D

86



8.1

8.2

8.2.1

8.3

8.3.1

6.6.8. KOMFIbIOTeprIe aTaky, CBA3aHHbIE C peanM3au.V|el7| CnaM-paccbiyiky, OCYLLl,eCTBﬂFleMOVI B OTHOLUEHNN Y4aCTHUKOB Mchopma-

‘sourceld"
(none paHHbIX)

‘receivedAt’
(none gaHHbIX)

‘targets"
(610K [aHHBIX)

‘email"
(none gaHHbIX)

‘sources”
(610K [AHHBIX)

'ip!
(none faHHbIX)

NaeHTNKKa-
TOp, NMPUCBO-
EHHbII1 y4acT-
HUKOM WH-
chopmaumoH-
HOro o6MeHa

Jara u Bpems
nony4eHus
cnam-
c0006LLeHNs
naeHTUKKa-
TOPbI 06LEKTOB
atakm
(nonyyarenu
cnam-
C0061LLeHNA)
3JIEKTPOHHbIIA
MOYTOBbIV
afpec nosnyya-
Tens cnam-
c0006LLeHNs

naeHTUKKa-
TOPbI NCTOYHM-
KOB peanuaa-
LN aTakm
(oTnpasutenu
cnam-
CO00LLEeHNs)
IP-agpec

LIMOHHOIo o6MeHa U Ux kKnmeHToB [spams] (ansa sBekTopa [INT], [EXT])

128-6UTHbIN MAEHTUCNKA-
Top (GUID), cchopmmpoBax-
HbliA B COOTBETCTBUN CO
cneundukauueit RFC 4122
[16], NpMCBOEHHbIN y4acT-
HUKOM NH(DOPMALIMOHHOTO
obmeHa

thopmar npeacTasneHns
NaHHbIX B COOTBETCTBUM CO
cneundukaumeit RFC 3339
[11]

B cny4ae Heo6xoaUmMocCTy
yKa3aHus HECKOMbKNX 3Ha-
YeHU nons AaHHbIx (email)
YKa3bIBaeTCH OANH UK
HECKOMbKO 00bEKTOB B

6/10Ke aaHHbIX “targets” Hug",
AZpec 3neKTPOHHOr0 NoY-
TOBOrO filLKKa oTnpasuTens 22708:14:38Z ",
npencTaensercs B popma-

T€ B COOTBETCTBMM CO CMe-

undukaumen RFC 5322

[18] banTax',

B cny4ae Heo6xoanmocTy

YKa3aHNA HECKOMbKIX 3Ha- | popmare base64'
YeHWI nonet AaHHbIX (ip,
domain, email) yka3sblBaeT-
CSl OLIVH NNU HECKOMbKO
06bEKTOB B OJI0KE [JAHHbIX
"sources" 1,
Jlornyeckuit agpec IPv4

LOMKEH COOTBETCTBOBATh

cneuudukauum RFC 791

[12]

25985¢ce6d91c’,

445¢-8567-25985¢ce6d91c",

*http://domain.com/archive.rar"

"spams": [{

"sourceld": "{34030ef-358a-445¢-8567-

‘receivedAt": "2018-03-22T08:14:38Z",
"targets”: [{
‘email": "qwerty@example.ru"

}]‘

"sources": [{
"ip": "127.0.0.1",

‘domain": "example.com”,
‘email": "qwerty@example.ru"

1,

"spamimages": {
"sourceld"; 'f34030ef-358a-

‘comment"; "

on

ncaHue BNoXxe-

‘dateTimeAt": "2018-03-

"file": {

‘name

'size

: "'nma anna’,
pasmep haiina B

‘base64": "BnoxxeHune B

b
"fileLink":

(N]

(N]

(N]

(N]

(N]

(N]

(2], [3]

(2], [3]

(21, (3]

(2], [3]

(2], (3]

(2], [3]
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832

8.3.3

8.4

8.4.1

‘domain"
(nomne AaHHbIX)

"email"

(mone [aHHbIX)

[JaHHbIX)

‘sourceld"
(mone faHHbIX)

NOMEHHOe nma

3J1eKTPOHHbIN
NOYTOBbIN

ajpec otnpa-

BUTENS cnam-
€006LLEeHNs

‘spamimage" (610K 06paseL cnam-

€006LLEeHNs

NAeHTUNKA-
TOp, NPUCBO-
€HHbIN y4acT-
HUKOM WH-
thopmaumoH-
HOro o6MeHa

[loMeHHOe UMs CornacHo
cneuncmkaunn RFC 1034
[14], a Takxe MexpayHa-
POJHON Nepapxumn JOMeH-
HbIX 30H B COOTBETCTBUN CO
cneunchukaumein RFC 5890
[13]

AZLpec 371eKTPOHHOT0 MoY-
TOBOIO fLLMKA OTNPABUTENS
npeAacTasnsercs B popma-
Te B COOTBETCTBUN CO Ce-
undmkaumen RFG 5322
(18]

128-6UTHbIN MAEHTUDKKA-
Top (GUID), cdhopmmpoBaH-
HbIiA B COOTBETCTBUN CO
cneundukauuein RFC 4122
[16], npuCBOEHHBIN y4acT-
HUKOM NHCDOPMALIMOHHOTO
o6mMeHa

8.4.2

8.4.3

‘comment’
(mone [aHHbIX)

"dateTimeAt"
(mone [aHHbIX)

onucaxue
BNOXXEHUA
Jara n Bpems
[06aBneHns
thanna

TeKcToBOe none (textarea)

chopmar npeacrasnieHus
[aHHbIX B COOTBETCTBUM CO
cneundukaumen RFC 3339
[11]

(N]

(N]

(N]

(N]

(21, [3]

(21, [3]

(21, [3]

(21, [3]

8.4.41

8.4.5

"file"
(610K AaHHbIX)

"fileLink"
(mone [aHHbIX)

chaiin gaHHbIX,
cofepxaLuin
JIOMONHNTENb-
Hble MaTepua-
bl
CCbINKa ans
nony4YeHus
(cKaymsaHms)
chaiina gaH-
HbIX, COAEp-
Xallero ao-
MONHUTESbHbIE
martepuanbl

YKa3blBaeTcs HauMeHOBa-
Hue, pasamep (hanna (He
6ornee 5 M6), BbInosiHAeTCA
KOAupOoBKa B dhopmare
Base64

YkasbiBaetca URL-agpec
QNS CKayMBaHusa taina, B
Cnyyae ecnu ero pasmep
npesbiwaer 5 M6, B coot-
BETCTBUM CO creumdmnka-
umein RFC 3986 [15]

(N]

(N]

(2], [3]

(2], [3]

(N]

(N]

(2], [3]

(21, [3]

810¢-9'1-09109d9 01D

ooL



9.1

9.11

9.1.2

9.2

9.3

9.4

6.6.9. KoMnbloTepHble aTaku, CBA3aHHbIE C BbISIBIEHNEM B3aUMOAENCTBUS OGBHEKTOB MHPOPMALIMOHHON MHPPACTPYKTYPbI y4acT-

‘sourceld"
(none AaHHbIX)

"target"
(610K JaHHbIX)

'ip"
(mone [aHHbIX)

url”
(none AaHHbIX)
"hostUrl"

(none AaHHbIX)

“intruderlp”
(mone [aHHbIX)

“intruderActions"

(none gaHHbIX)

UAEHTUDNKA-
TOp, NPUCBO-
@HHbI yyacT-
HUKOM WH-
hopmaunoH-
HOro o6meHa

UOEHTUNKA-
TOPbI 06bEKTA

aTakm
IP-agpec

URL-agpec

URL, Ha KoTo-

HUKOB MHOPMALIMOHHOIO O6MeHa C KOMaHaHbIMU LieHTpaMu BoTHeT [controlCenters] (ons BekTopa [INT])

128-6UTHbIN  MaEHTUdMKA-
Top (GUID), cdhopmupoBaH-
HbIl B cooTBeTCTBUM €O 25985ce6d91c’,
cneundukaumnein RFC 4122
[16], MpMCBOEHHBIN Yy4acT-
HUKOM MHDOPMALMOHHOO
o6meHa 1,
‘hostUrl": "http://example.com’,
“intruderlp"; "1.1.1.1",
‘intruderActions"; "4T0 NpeALIECTBOBAO

‘controlCenters": [{
"sourceld": "f34030ef-358a-445¢c-8567-

‘target": {
"ip": "127.0.0.1",
"url": "http://example.com"

TNornyecknin  agpec  IPv4 MHUMAGHTY",

JOMKEH  COOTBETCTBOBATH

cneundmkaumm RFC 791 KOMaHgHOM LieHTpe boTHeT",
[12] ‘nodes": [{

URL B COOTBETCTBUM CO ‘ip": "127.0.0.1",
cneundukaumnein RFC 3986 ‘lastRequestRateTimeAt": "2018-
[15] 03-22708:08:49Z"

URL B CcOOTBETCTBUW CO 1

"description”; "n3BeCTHbIE CBEEHMS O

pOM pasmelleH creundukauven RFC 3986 1,

KOMaHHbIN
LeHTp boTHeT
IP-agpec 3s10-

YMbILLNTEHHWKA,

Pa3MeCTMBLLE-
r0 KOMaHAHbI
LeHTp boTHeT
OMnncaHme He-
CaHKLMOHUPO-
BAHHOMN aKTMB-
HOCTU B MH-
hopmaunoH-
HOW WHPpa-
CTPYKTYpe

[19]

Jlormyeckun  agpec  IPv4
JIOJDKEH  COOTBETCTBOBATh
cneundmkaumm RFC 791
[12]

TekcToBoe nose (textarea)

(N]

(N]

(N]

(N]

(N]

(N]

(N]

(21, [3]

(21, [3]

(2], [3]

(2], [3]

(21, [3]

(21, [3]

(21, [3]

810¢-5'1-0909d9 O1D

LOL



9.5

9.6

9.6.1

9.6.2

“description"
(none gaHHbIX)

‘nodes"
(610K AaHHbIX)

ip"
(none AaHHbIX)

"lastRequest
RatetimeAt"
(mone [aHHbIX)

y4acTHNKa
VH(opMauu-
OHHOro 06MeHa
JOMNOMHNTENb-
HOE onucaxue
KOMaHAHOr0
LieHTpa botHeT
UAEHTMdNKA-
TOpbI 06paLLle-
HUS K KOMaHA-
HOMY LIeHTpY
boTHeT

BHELLIHMA |P-
anpec
(y4acTHuka
MHopMaLm-
OHHOro 06Me-
Ha)
Jara 1 Bpems
nocnegHero
B3aMMogaen-
CTBUSA C KO-
MaHAHbIM LieH-
Tpom boTHer

TekcToBoe none (textarea)

B cnyyae Heo6xoaumocTm
yKa3aHusi HEeCKOMbKUX 3Ha-
YeHWA noneid AaHHbIX (ip,
lastRequestRateTimeAt)
YKa3blBaeTCs OOUH  MMn
HECKONbKO ~ 00bEKTOB B
6710Ke AaHHbIX

Jlornyeckun  apgpec  IPv4
JIOSDKEH  COOTBETCTBOBATb
cneumcmkauum  RFC 791
[12]

opmar  npeacTaBneHus
JlaHHbIX B COOTBETCTBUK CO
cneuncukauven RFC 3339
(1]

(N]

(N]

(N]

(N]

(21, [3]

(2], [3]

(21, [3]

(2], [3]

6.6.10. KoMnbloTepHble aTaky, CBA3aHHble C U3MeHeHneM (nogMeHon) naeHtTudunkaTopa MobunbHoro aboHeHTa (IMSI) Homepa
CMM-KapTbl, @ TaKXXe C 3aMeHol naeHTndukatopa MobunsHoro obopynosanus (IMEI) [sim] (ons sBekTopa [EXT])

10

10.1

‘sourceld"
(mone [aHHbIX)

‘mobileOperator"

UAEHTNNKA-
TOp, NPUCBO-
EHHbIN yyacT-
HUKOM WH-
thopmauuoH-
HOro o6mMeHa

HaliMeHOBaHne

128-6UTHbIN MAEHTU K-
Top (GUID), cchopmupoBaH-
HbIV B COOTBETCTBUM CO
cneundmkaumen RFC 4122
[16], npuCBOEHHbIN y4acT-
HUKOM MHKOPMALIMOHHOTO
06meHa

TekcToBoe nose (textarea)

25985ce6d91c",

cBA3N",

"sim": {

‘sourceld": "f34030ef-358a-445c-8567-
‘mobileOperator"; "Ha3BaHne onepaTopa [N]
‘phoneNumber": "1212312345678",

"imsi": "123456789000000",
"imsiChangedAt": "2018-03- [N]

(2], [3]

(21, [3]
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(mone [aHHbIX)

10.2 “‘phoneNumber"
(none gaHHbIX)

MOBUNbHOrO
oneparopa
CBA3N
HOMep Mo-

O6UNbHOTO Te-

negpoHa

22708:08:497"

B (hopmarte
KKKXXXNNNNNNNN, rze:

KKK — oT 0gHOro go Tpex
CVMBOJIOB KOJIa CTPaHbl;
XXX — kog onepartopa;

NNNNNNN — 7 3HakoB Ho- [N] [2], [3]
mepa.

Homep TeneoHa npea-
cTaBsnisieTcs 6e3 3Haka
nnoc (+), Npo6enos (_) u
3HAKOB pasgenequs (-).

10.3 "imsi"
(mone [aHHbIX)

10.4 ‘imsiChangedAt"
(none AaHHbIX)

YHUKaNbHbIA
HOMEp CUM-
KapTbl
(Homep IMSI)

Jata 1t Bpems

thukcauum
cmeHbl IMSI

B hopmare:
XXXXXXXXXXXXXXX
[N] (2], [3]

chopmart npeacTaBneHus

JlaHHbIX B COOTBETCTBUM CO

creuydkauvei RFC 3339 N [2]. 3]
[11]

6.6.11. KoMnbloTepHble aTakn, CBA3aHHble ¢ MHPOPMaLMen, BBOASLLEN YHaCTHUKOB MHOOPMALNOHHOIO OOMeHa 1 UX KITMEHTOB, a
TaK>XXe UHbIX 1L, B3aMMOAENCTBYIOLMX C HAMK, B 3a01y>KAeHNEe OTHOCUTENbHO NPUHAANEXXHOCTU MHPOPMaLMK, PaCrpPOCTPaHAEMON
nocpeacTBoM cetn VIHTEpHET, BCNeACcTBUE CXOACTBA AOMEHHbIX MMeH, obopMieHus unm cogep>xanns. GuwwmHr [phishingAttacks]
(nnsa BekTopa [EXT], [INT])

‘sourceld"
(mone [aHHbIX)

11

UAEHTUNKA-
TOp, NPUCBO-
EHHbIN yyacT-
HUKOM WH-
thopmauuoH-
HOro o6meHa

"phishingAttacks": [{
"sourceld"; "f34030ef-358a-445¢-8567-
25985ce6d91c",
"target": { (N [2], [3]
"ip": "127.0.0.1",
‘domain"; "example.com"

128-6UTHbIN MAEHTU K-
Top (GUID), cchopmupoBaH-
HbIV B COOTBETCTBUM CO
cneundmkaumen RFC 4122
[16], npuCBOEHHbIN y4acT-
HUKOM UH(OPMALIMOHHOTO

810¢-5'1-0909d9 O1D
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11.1

11.1.1

11.1.2

11.2

11.2.1

11.2.2

11.3

11.4

11.4.1

"target"
(610K JaHHBIX)

ip"
(nomne AaHHbIX)

‘domain"
(mone [aHHbIX)

‘harmful"
(610K AaHHbIX)

'ip!
(none AaHHbIX)

url*
(mone [aHHbIX)

"fixationAt"
(mone faHHbIX)

‘message
Attachment"
(610K BaHHbIX)

‘sourceld"
(mone [aHHbIX)

o6meHa
UAEHTNNKA-
TOPbI 06bEKTA
ataku (neru-
TUMHbIN pe-
cype)
IP-agpec  Jloruyeckuii agpec IPv4
JOMKEH COOTBETCTBOBATH
cneuudukauum RFC 791
[12]
JOMEHHOe NMs | [JoMEHHOE MMS COrNAcHO
cneuundukaumm RFC 1034
[14], a Takxe MexayHa-
POLHOM Nepapxuu JOMeH-
HbIX 30H B COOTBETCTBUM CO
cneundukaumein RFC 5890
[13]
uaeHTndnka- B cnyvae He06X0AMMOCTH
TOPbI UCTOYHU- YKa3aHUS HECKOMbKNX 3Ha-
KOB (DULLIVHIO- YeHWii nonen AaHHbIX (ip,
BbIX PECYPCOB  Url) yKa3bIBAeTCH OAMH U
HECKOJIbKO 00LEKTOB B
6110Ke faHHbIX "harmful”
Jlornyeckun agpec IPv4
JOMKEH COOTBETCTBOBATH
cneundmkaumm RFC 791
[12]
URL-agpec  URL B COOTBETCTBUM CO
cneunchukaumein RFC 3986
[15]
JaTa v Bpems  popmat npefcTaBfieHus
(buKCMpOBaAHNS JaHHbIX B COOTBETCTBMM CO
thuwmHrosoro cneumndmkaumen RFC 3339
coobuienns [11]
o6paseL, hu-
LUMHrOBOr0
o6paLLeHus
noeHTUpnKa- 128-6MTHbIN MaeHTUDNKA-
TOp, Npuceo- Top (GUID), cchopmmpoBaH-
€HHbIN Y4acT- Hblil B COOTBETCTBUU CO
HUKOM WH- | cneundpukauuein RFC 4122

IP-anpec

445¢-8567-25985ce6d91c¢",
Hust",

22T708:08:497",

6antax’,

tbopmarte base64"

"http://domain.com/archive.rar"

1,

}

"harmful"; [{

}]’

"ip": "127.0.0.1",
‘url"; "http://example.com"

‘fixationAt": "2018-03-22T08:08:49Z ",
‘messageAttachment": {

}

"sourceld": "f34030ef-358a-
‘comment"; "onucaHune BNoXe-
"dateTimeAt": "2018-03-
"file": {
‘name": "ums cpanna’,
'size": "pasmep ¢haiina B

‘base64": "BnoxxeHne B

I8
"fileLink":

(N]

(N]

(N]

(N]

(N]

(N]

(N]

(N]

(N]

(21, [3]

(21, [3]

(21, [3]

(2], [3]

(21, [3]

(21, [3]

(2], [3]

(21, [3]

(21, [3]
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hopmaunoH-
HOro o6meHa

onuncaHue
B/I0OXKEHUA

[16], npuCBOEHHbIN y4acT-
HUKOM MHDOPMALMOHHOIO
o06MeHa

TeKCcToBOe nose (textarea)

11.4.2 ‘comment’
(none faHHbIX)
11.4.3
‘dateTimeAt"
(none AaHHbIX)
11.4.41 "file"
(610K iaHHBIX)
11.4.5 "fileLink"

(none AaHHbIX)

JiaTa u Bpems
Jno6aBneHns
thaiina

chaiin AaHHbIX,
cofepXaLLuit
JIONONHNTENb-
Hble MaTepua-
Tnbl
CChlNiKa ans
nosy4eHus
(cka4ymBaHus)
thanna faH-
HbIX, COAEp-
KaLero ao-

NONHUTENIbHbIE

marepuanb

(hopmar npeAcTaBseHns
LaHHbIX B COOTBETCTBUM CO
cneumcmkaunen RFC 3339
[11]

YKa3blBaeTcs HaMMeHoBa-
Hue, pasmep (haina (He
6onee 5 M6), BbINONHAETCA
KOAMPOBKa B chopmare
Base64

Yka3bisaetca URL-aapec
ANf CKa4neaHus aiina B
Cnyyae ecnu ero pasmep
npesbiwaer 5 M6, B co0T-
BETCTBMM CO creumdmka-
umenn RFC 3986 [15]

(N]

(21, [3]

(N]

(N]

(N]

(21, [3]

(21, [3]

(21, [3]

6.6.12. KoMnbloTepHble aTaky, CBA3aHHbIE C PacnpoOCTpaHeHneM MHGOPMaLMK, KacatoLLencs NpeanioXXeHni n (Mnm) npegocTas-
NeHus Ha Tepputopumn Poccninckon ®epepauyn GUHAHCOBbLIX YCIYT JINLL@MU, HE MMEIOLLIMMU NPaBa UX OKa3biBaTb B COOTBETCTBUN C
3aKoHoaaTenbcTBoM Poccuiickon Oepnepaumn. PazmellieHne B ceTu MIHTepHeT 3anpelleHHoro koHTeHTa [prohibitedContents] (ons
BekTOpa [EXT], [INT])

‘sourceld"
(none AaHHbIX)

12

12.1 "sources"
(610K AaHHbIX)

UAEHTMNKA-
TOp, NPUCBO-
EHHbIIA yyacT-
HUKOM WH-
thopmaumoH-
HOro o6mMeHa

UaeHTMdNKa-

TOPbI NCTOYHN-

128-6UTHbIN MAEHTUMKA-
Top (GUID), cchopmmupoBaH-
Hblil B COOTBETCTBMI CO
cneuudukaunein RFC 4122
[16], NpuCBOEHHbIN y4acT-
HUKOM MHDOPMALUOHHOIO
o6MeHa

B cny4ae Heo6xoaumocTm
yKa3aHus HeCKOMbKNX 3Ha-

25985¢e6d91¢’,

"prohibitedContents": [{
"sourceld"; "f34030ef-358a-445¢-8567-

‘sources": [{
"ip": "127.0.0.1",
http://example.com"

1,
‘type": "

TN 3aNPELLEHHOr0 KOHTEHTa"

(N]

(N]

(21, [3]

(21, [3]

810¢-5'1-0909d9 O1D
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KOB 3anpeLLeH- YeHWIA noneit JaHHbIX (ip,
HOrO KOHTEHTa Uurl) yKasbIBaeTC OAMH UAN
HECKOJbKO 06bEKTOB B
610Ke naHHbIX “target”
1211 "ip" IP-agpec  Jlormyeckuit agpec IPv4
(none gaHHbIX) JIO/MKEH COOTBETCTBOBATb
cneuudukauum RFC 791
(12]

(N] (2], [3]

12.1.2 "url" URL-agpec  URL B cooTBeTCTBUN CO
(mone faHHbIX) cneuncmkaumen RFC 3986 [N] [2], [3]
[15]
12.2 ‘type" TUN 3anpeLleH- TEKCTOBOE rnone (textarea)

(None AaHHbIX) | HOrO KOHTEHTa [N] (2], [3]

6.6.13. KoMnbloTepHble aTaky, CBA3aHHbIE C pa3MellieHneM B ceTu MIHTepHeT uHpopMaLmn, No3BONAIOLLEN OCYLLLECTBUTL Hemnpa-
BOMEPHbIN AOCTYN K UHPOPMALIMOHHBLIM CUCTEMAM YHaCTHUKOB MHPOPMALIMOHHONO O6MeHa U UX KIIMEHTOB, UCMOJb3yeMbIM Mpu
npenocTasneHun (Nony4yeHnn) GpUHaHCOBBIX YCIYT, B TOM YMC/IE NMyTeM HEMPABOMEPHOro AOCTyNa K KoHdpuaeHLUManbHon nHdopMaLmm
KnneHToB. Pa3melleHre B ceT MIHTepHeT BpeaoHocHoro pecypca [maliciousResources] (ana sektopa [EXT], [INT])

"sourceld" naeHTMdnKa- | 128-6UTHbLIN MAEHTUUKA- ‘maliciousResources": [{
(none gaHHbIX) | TOp, npuceo- | Top (GUID), cdpopmupo- "sourceld": "f34030ef-358a-445¢-
EHHbI y4acT- | BaHHbIA B COOTBETCTBUN CO | 8567-25985¢ce6d91¢",
13 HWKOM WH- | cneundomkaumein RFC 4122 "sources": [{ [N] [2], [3]
tbopmaumoH- | [16], NPMCBOEHHBIN y4acT- "ip": "127.0.0.1",
HOro 06MeHa  HWUKOM UH(OPMALIMOHHOrO ‘url": "http://example.com"
o6MeHa 1,
13.1 ‘sources” WIGHTHENKE- B cny4ae Heo6x0aMMoCTH “activityType": "onucaxume BpefoHOC-
(610K iAHHBIX) yKa3aHus HECKOIbKNX HOW aKkTUBHOCTK"
TOPBINCTO- o emmii noneit JaHHbIX 1
HUKOB BPefO- ’ [N] (2], [3]

(ip, url) ykasbiBaeTcs 0fuH

HOCHOrO pe-
U HECKOJIbKO 06bEKTOB
cypca 1 7
B 6/10Ke AaHHbIX "target
13.1.1 ip" IP-agpec  Jlormyeckuit agpec IPv4
(none AaHHbIX) JIO/MKEH COOTBETCTBOBATb

cneundukauum RFC 791 (N] (2], [3]

[12]
13.1.2 ‘url" URL-agpec  URL B COOTBETCTBMM CO [N] [2], [3]
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(none AaHHbIX) cneundmkaumein RFC 3986
[19]
13.2 "activityType" ™n TEKCTOBOE rnone (textarea)
(mone faHHbIX)  BPELOHOCHOI
AKTMBHOCTK

(N]

21, [3]

Homep
6noka

(nons)
AaHHbIX

14

6.6.14. KoMnbloTepHble aTakn, CBsi3aHHble C U3MeHeHMeM KoHTeHTa [changeContent] (ans sBekTopa [INT])

Wpentudpmkartop

6noka (nons) pax-

HbIX

"sourceld"
(none paHHbIx)

Copepxanue
6noka (nons)
AaHHbIX

UAEHTUNKA-
TOp, NPUCBO-
EHHbIN y4acT-
HUKOM WH-
hopmaLmnoH-
HOro o6MeHa

dopmar nons AaHHbIX

128-6UTHbIN  MAEHTUCINKA-
Top (GUID), chopmupoBan-
Hblii B COOTBETCTBUM CO
cneundmkauuen RFC 4122
[16], npucBOEHHLIA y4acT-
HUKOM WHOPMALMOHHOIO
o6MeHa

_ ®opwaronektpouHorocoobwewms

25985¢ce6d91c’,

1,

"changeContent": [{
‘sourceld": "f34030ef-358a-445¢-8567-

‘targets": [{

1,

"type

"ip": "127.0.0.1",
"url": "http://example.com"

TN KOHTEHTA"

0b6s3arennb-
HOCTb MHChOP-
MHUPOBaHUA

(N]

Jransl uHhop-

MHPOBaHUS

(21, [3]

14.1.1 "ip" IP-agpec  Jlorudeckuin appec IPv4
(none aaHHbIX) [OIDKEH  COOTBETCTBOBATH
cneuncomkaumm RFC 791 [N] [2]. [3]
(12]
14.1.2 “url" URL-agpec |URL B cooTBETCTBUN CO
(mone [aHHbIX) cneundmkaumein RFC 3986 [N] [2], [3]
[15]
14.2 ‘type" TUN U3MEHEH- | TEKCTOBOE none (textarea) [N] (2], [3]
(mone faHHbIX) | HOTO KOHTEHTa ’
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6.6.15. KoMnbloTepHble aTakn, CBSA3aHHbIE CO CKaHUPOBAHWEM MPOrPaMMHbIX MOPTOB 06HLEKTOB MHGOPMALIMOHHOM UHGPACTPYK-
TYpbl Y4aCTHUKOB UHPOPMALIMOHHOrO o6MeHa NMLaMuM, He o6nadaoLLIMMU COOTBETCTBYIOLLMMM NONTHOMOUMAMM [scanPorts] (ons Bek-
Topa [INTI])

15 ‘sourceld" naeHTunKa- | 128-6UTHbIA NOEHTUGNKA- ‘scanPorts": [{
(none gaHHbIX) | Top, mpuceo- Top (GUID), cchopmmpoBaH- ‘sourceld": "f34030ef-358a-445¢-8567-
€HHbIIA y4acT- |HbIA B COOTBETCTBUM CO 25985ce6d91c",
HWKOM WH-  cneumndmkaumen RFC 4122 "sources": [{ [N] [2], [3]
hopmaunoH- [16], NpMCBOEHHbI y4acT- ‘ip": "IP-agpec"
HOro 06MeHa  HWUKOM MH(HOPMALMOHHOTO 1,
o6meHa ‘ports": [21"],
15.2 ‘sources" naeHTUuKa- B cnyyvae Heo6x0aUMOCTH ‘method": "uHdopmaumsa o meTogax
(610K JaHHbIX)  TOPbI NCTOYHU- YKA3aHMS HECKOMbKIX 3HA- CKAHWPOBAHMA UMW UCMOMb3YEMOM A1 3TOr0 NporpaMmmMHoM o6ecrneye-
KOB BPEAOHOC- YeHWiA nons faHHbIX (ip) HuK', [N] (2], [3]
HOW aKTUBHO- YKa3bIBAETCA OAMH M "startTimeAt": "2018-03-22T08:08:49Z", c
cTU HECKONbKO 06LEKTOB B ‘endTimeAt": "2018-03-22708:09:49Z"
6510Ke AaHHbIX "sources” 1,
15.2.1 "ip" IP-agpec  Jlormyeckui agpec IPv4
(mone [aHHbIX) JOJDKEH COOTBETCTBOBATH
cneuudukaumum RFC 791 [N] [21, 13]
[12]
15.3 ‘ports” HOMepa nop- | TekcToBoe nose (textarea)
(mone [aHHbIX) L%Z;;%ﬁ%f IN] (2], [3]
CKaHMPOBaHWIO
15.4 ‘method" MHChopMauus o TekcToBoe nose (textarea)
(none gaHHbIX) MET0JaX CKa-
HUPOBAHNSA UMK
1CMoJIb3yeMoM [N] [2], [3]
Ans 31010
nporpaMMHOM
o6ecneyeHnn
15.5 ‘startTimeAt" chopmar npeacrasneHus
nose JaHHbIX AHHbIX B COOTBETCTBUM CO
(nome ) | Bpems Hayana Ao IN] 21, [3]

CKaHnpoBaHnA

cneundukaumein RFC 3339
[11]
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15.6

‘endTimeAt"
(none paHHbIX)

BPEMS OKOHYa-
HUS CKaHMpO-
BaHUs

chopmar npeacTaBneHus
JlaHHbIX B COOTBETCTBUU CO
cneundukaumein RFC 3339

(1]

(N]

(2], [3]

6.6.16. /Hble KOMNbIOTEPHbIE aTakW, HanpaB/ieHHble Ha 06bEKTbI MHGOPMALMOHHON MHOPACTPYKTYPbI Y4aCTHUKOB MHPOPMaLW-
OHHOro o6MeHa u ux knneHTos [other] (ansa sektopa [INT], [EXT])

‘sourceld" NOeHTU(NKA- | 128-6UTHBLIN MAEHTUDNKA-
(mone panHbX) | TOp, Mpuceo- | Top (GUID), cchopmmpoBaH-
€HHbIIA Y4acT- HbIA B COOTBETCTBUN CO
16 HWKOM MH-  cneumdukaumen RFC 4122
thopmaunoH- [16], NPUCBOEHHbINA yHacT-
HOro 06MeHa  HUKOM WH(DOPMALMOHHOIO
o6meHa
16.1 "description" OnucaHne KoM- TeKcToBoe nose (textarea)
(none paHHbIX) NbIOTEPHO
arakm
16.2 "source" UAEHTUNKA-
(610K [iaHHbIX) TOpbI UHOTO
NCTOYHMKA
BPELOHOCHOIO,
3anpeLLeHHoro
KOHTEH-
Ta/pecypca
16.2.1 "ip" IP-agpec  Jlorudeckuit agpec IPv4
(none LaHHbIX) JI0OMKEH COOTBETCTBOBATh
cneundukauumn RFC 791
12]
16.2.2 "url URL-agpec | URL B COOTBETCTBUM CO
(mone paHHbIX) cneumcmkaumein RFC 3986
[15]
16.2.3 ‘type" VHOW TUN 3a- | TEKCTOBOE none (textarea)
(mone paHHbIX) MPELLEHHOro,
BPEOHOCHOIO,
N3MEHEHHOr0
KOHTEHTa

‘other": {
"sourceld": "f34030ef-358a-445¢-8567-
25985ce6d91c’,
"description": "onucanue KOMMbOTEPHON
araku',
‘source”: {
"ip":"127.0.0.1",

"url": "http://example.com’
I8
‘type": "MHOI TMN 3anpeLLeHHOro, Bpe-
JIOHOCHOr0, N3MEHEHHOI0 KOHTEHTA",
"attachment": {
"sourceld"; 'f34030ef-358a-
445¢-8567-25985ce6d91c¢",
‘comment"; "onucaHmne BIOXe-

Hus",
‘dateTimeAt"; "2018-03-
22708:08:49Z7 ",
"file": {
‘name"; "umMs anna’,
'size": "pa3mep chaiina B
Gairax’,
'base64". "Bnoxexue B
¢hopmare base64"
2
"fileLink": "

http://domain.com/archive.rar"

}

(N]

(N]

(N]

(N]

(N]

(21, [3]

(21, [3]

(21, [3]

(2], [3]

(2], [3]

(N]

(2], [3]
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16.3

16.3.1

15.3.2

15.3.3

16.3.4

16.3.5

“attachment"
(610K [aHHBIX)

‘sourceld"
(mone AaHHbIX)

‘comment"
(more AaHHBbIX)

"dateTimeAt"
(mone AaHHBbIX)

ile"
(610K [aHHBIX)

“fileLink"
(more AaHHbIX)

JIONOSHUTENb-
Hble 1aHHbIE
NS NOBHTU-

dukaumn Kom-
MbOTEPHON

aTaku

UaeHTUUKa-
TOp, NPUCBO-
EHHbIN y4acT-
HUKOM WH-
thopmauuoH-
HOro 06meHa

onncaxue
BJIOXXEHUS
[Jara n Bpems
Jno6aBnexuns
thanna

chaiin aaHHbIX,
cofepxxaLLui
JIOMONHUTESb-
Hble MaTepuna-
nbl
CCbINKa ans
nonyyeHus
(ckaymBaHus)
thaiina gaH-
HbIX, COfep-
Xallero ao-
MOJTHUTENbHbIE
marepuanbl

128-6UTHbIA MaEHTUNKA-
Top (GUID), cchopmupoBaH-
HbI B COOTBETCTBUN CO
cneundmkaumeir RFC 4122
[16], NnpuCBOEHHbIN Y4HacT-
HUKOM MH(OPMALMOHHOIO
o6meHa

TeKcToBOe none (textarea)

chopmar npencrasreHus
[aHHbIX B COOTBETCTBUM CO
cneundmkaumeir RFC 3339
(1]

YKa3bIBaeTCcs HaMMeHoBa-
HUe, pasmep dpaiina (He
6onee 5 M6), BbInonHAeTCS
KOAMpOBKa B (hopmare
Base64

YkasbiBaetcs URL-agpec
QNS CKa4YmBaHua ghaiina,

B C/ly4ae ecyin ero pasmep
npeBbILIaeT 5 M6, B COOT-
BETCTBMW CO cneuundmka-
umeit RFC 3986 [15]

(N]

(N]

(N]

(N]

(N]

(N]

(21, (3]

(21, (3]

(21, 3]

(21, 3]

(21, (3]

(21, (3]
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6.7. VHdopMaumsa no pesynbTaTaM 3aBepLUeHUs peann3aumnmn MHUMAOEHTa U COOTBETCTBYIOLME GOPMbI SNIEKTPOHHBIX COOBLLEHUIA

6.7.1. OpraHusaumnoHHast nioopmaums [finalReport

1.1 ‘closeDateAt" Jata v Bpems cdhopmat npeacTaBneHns ‘finalReport"; {
(mone gaHHbIX) | 3aKPbITWUA MH-  AAHHbIX B COOTBETCTBUM CO ‘closeDateAt": "nara n Bpems 3aKpbITUA NHLM- [0] 3]
unaeHTa cneuncmkaumen RFC 3339  geHTa’,
[11] ‘recovery": " MAEHTUUKATOP BOCCTAHOBJIEHNA
1.2 ‘recovery" uaeHTudnKa- | Bbibupaetcs OAvH KOA4 U3 MOCe peannsauum NHUNaeHTa",
(mone paHHbIX) TOp BOCCTA-  OrpaHNM4yeHHOro MHOXecTBa “description”: "LononHUTENbHOE OMKUCAHME B
HOBNEHMS NO-  BO3MOXHbIX 3HAYEHUIA: CNyyae HeBO3MOXHOCTU BOCCTAHOBIEHMS",
cne peanusa- o [Fyll] - npegocTasne- " ‘rootCause"; "KIo4eBbIe NPUYNHBLI BOSHUKHOBE-
UL GRS EVE] v (pUHAHCOBBIX (6aHKOB- HUS MHLAREHTE, s o .
CKVIX) YGIYT BOCCTAHOBNe- mainActions": "npeanpuHATHLIE n?mcmmn ans [0] 13]
HO NOSHOCTBO: NpejoTBpPALLEHNs BOSHUKHOBEHUS UHUMAEHTA B ByayLLem",
e [Not_Full] - npeno-
CTaBJIeHNE (DUHAHCOBBIX
(6aHKOBCKMX) ycnyr BoC-
CTaQHOBJIEHO YaCTUYHO
1.3 "description” JONONHUTENb- | TEKCTOBOE none (textarea)
(mone AaHHbIX) | HOE omucaHue
B CMy4ae He-
BO3M}(I))KHOCTI/I [0] [3]
BOCCTaHOBJIE-
HUS
1.4 ‘rootCause" Knio4eBble  TEKCTOBOE nose (textarea)
(none faHHbIX) | NPUYUHBI BO3- [0] 3]
HUKHOBEHMS
WHUMIEHTA
1.5 ‘mainActions” | npeanpuHATbIE TEKCTOBOE none (textarea)
(mone paHHbIX) | AeicTBUA Ans
npeaoTBpaLLe-
HUSI BOSHWUKHO- [0] [3]
BEHUS VHLN-
AeHTa B 6yay-
Liem
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6.7.2. TexHnyeckasi MHGOPMaLMS, ONUCLIBAIOLLLAS CUrHATYPY KOMMbIOTEPHbIX aTak [signatures]

0basarens-
Wpentuipukatop  Copepxanue ‘ e Jranb! UH-

6noka (nons) 6noka (nons) dopmar nons AaHHbIX dopmaT 3NeKTPOHHOro co06LLEeHus R thopmupoBsa-

aHHbIX aHHbIX Hus
NGO S T T L

"signatures": [{
“identifier": "maeHTMdOMKATOP CUrHATY-

pbr’,
‘name’; "cpefcTBO 06HAPYXEHMS'",
‘source": "MCTOMHWK MOJTy4eHNs Cur-
HaTypsbl',
‘eventsAmount": "konuyecTBo cpaba-
TbIBAHUI CUTHATYPbI"

1,
2.2 "identifier” YHUKaNbHbIA | NOCNEA0BATENbHOCTD “snort” [rulet”,'rule2],
(Mone AaHHbIX) WLEHTU(DU- | CUMBOIOB, MOMYYEHHBIX attachment": {
KaTop CUrHa- | B pesynbTaTe BblYUCTE- ‘sourceld": '134030ef-3582-445¢- N] (3]
Typbl HIS XaLw-chyHKLMM MD5 8567-25985ce6d91c",
- - ‘comment": "onucaxne BNOXeHus",
2.3 name CPeACcTBO  TEKCTOBOE More "dateTimeAt" "9018-03-
(mone faHHbIX) o6Hapyxe- | (textarea) 22708:14:387", [N] [3]
Hws "file": {
24 ‘source” MCTOYHUK TEKCTOBOE Mosne "name’: "ums haina’,
(none paHHbIX) nonyyeHua | (textarea) "size": "pasmep chaiina B Gaii- [N] [3]
CUrHaTypbl Tax’,
2.5 "eventsAmount" KONM4eCTBO | TEKCTOBOE none "base64": "BROXeHUE B hop-
(none faHHbIX) cpabatbiBa- | (textarea) mate base64" [N] 3]
HWA CUTHa- )
TyPbI “fileLink":
2.6 ‘snort! Snort- (hopmar NPEACTaBNEHN it //domain.com/archive.rar’
(none gaHHbIX) npasuna B Buge: <[lencTeue> }
<[potokon> <IP-agpeca )
oTnpasutesnein> <MopTbl }
otnpasuTeneit> <Onepa-
TOp Hanpaenexus> <IP- [N] [3]

ajipeca nosyyaresnei>
<[opTbl nonyyarenen>
(kntoy_1: 3HaYeHne_1;
KNH0Y_2: 3Ha4YeHne_2; ...
Kntoy_N: sHaveHmne_N;)
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(N]

(N]

(N]

(N]

(N]

(3]

(3]

(3]

(3]

(3]

2.7 "attachment" JONOJHK-
(610K [aHHBbIX) TeJibHble
[JaHHble
Mo pesysb-
Tatam 3a-
BEpLLEHUS
peanu3auun
MHUMAeHTa
2.71 ‘sourceld” upeHTugu- | 128-6UTHbIA NaeHTUDU-
(none faHHbIX) katop, npu- | katop (GUID), cchopmu-
CBOEHHbI POBaHHbI B COOTBET-
YYaCTHUKOM | CTBWM CO cneuudukaum-
WHpopma- | eil RFC 4122 [16], npu-
LIMOHHOT O CBOEHHbIif Y4aCTHUKOM
o6mMeHa MHGOPMALIMOHHOI O 06-
MeHa
2.7.2 "comment" onucaHue TEKCTOBOE None
(none aaHHbIx) BNOXEHUS (textarea)
2.7.3 fatamBpe- | (hopmar npeacTaBneHus
"dateTimeAt" Ms jo6aBne- = AaHHbIX B COOTBETCTBUM
(Mome AaHHbIX) HUA haitna | co cneundmkaumen RFC
3339 [11]
274 "file" haitn gaH-  YKasbIBaeTCcs HaMMeHo-
(610K JaHHBbIX) HbIX, COLep-  BaHue, pasmep hanna
Xawmin jo-  (He 6onee 5 M6), Bbinon-
MOSHUTENb-  HAETCS KOAMPOBKA B
Hble MaTepn-  doopmarte Base64
ansl
2.7.5 "fileLink" ccbinka ans | Ykaswiaetca URL-agpec
(none faHHbIX) nonyYyeHuns QNS CKaymBaHus aina,
(ckayuBa- B C/y4ae, ecii ero pas-
HUf) hamna | Mmep npesblwaer 5 M6, B
[JaHHbIX, COOTBETCTBUN CO Crewuu-
cogepxaie-  cukaumein RFC 3986 [15]
ro AONOJSHU-
TeNlbHble
marepuanbl

(N]

(3]
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7. ®opma 3anpoca baHka Poccum K y4acTHUKY nHpopMaLMOHHOro oo6MeHa, ob6cny>xmsatoemMy
nony4yarensi cpeacTs

LUMOHHOro obMeHa, 06CJ'IY)KI/IBaIOLLI,EFO nnartenblinka, B UeNAX NPOBEPKN KOHKPETHOIo noJjiyyatena CcpencrTs, HanpasJideT 3anpocC y4acT-

BaHk Poccum npu nonyyeHn MHGopMaLmm B COOTBETCTBUM C FNaBol 6 pasgena 6.5 HacTosALero ctaHgapTa OT y4acTHUKa MHbOpMa-

HUKY MHPOPMAaLIMOHHOIro 06MeHa, 06C/Ty>XMBaIOLLEMY MOoJyYaTens CPeacTs, a Takke yBefqoM/IeHNe O NPUOCTaHOBIEHN 3a4NCTIeHNs ae-
HEXKHbIX CPeACTB Ha HAHKOBCKUI CYET MoJsiyvaTens CPeacTs Un YBENIMHEHNN OCTaTKa SMEeKTPOHHbIX AEHEXHbIX CPeACTB noJiydYaTens
cpencTs.

7.1.  VpeHTudpukKaumoHHble aaHHble 3anpoca baHka Poccun. Bnok naHHbix [HEADER]

(mone [aHHbIX)

UH(OPMUPOBAHUS

1.1 "schemaType" |TMn aneKTPOHHOro c006-  Yka3biBaeTcs 3HaveHue [antifraudRe-
(none gaHHbIX) |WeHnA quest] — nononHMTENbHLINA 3aNpoc
Y4aCTHUKY WHCHOPMaLMOHHOTO 06MeHa
— «M0Jy4aTeNto CPeLCTB» HECAHKLIMO-
HUPOBAHHOI onepaLumn
1.2 "schemaVersion" Bepcua cxembl TUNA 3NeK-  TEKCTOBOE none (textarea)
(none }laHHbIX) TPOHHOI0 CO0O6LLEHNS
1.3 ‘version" HOMep Bepcuu 4NCrI0BOE 3Ha4eHue (int)
(none JaHHbIX)  3NEKTPOHHOr0 CO0O6LLEHUSA
B npouecce MHgopmaum-
OHHOT0 06MeHa
1.4 ‘memberld" NOeHTMMKATOP y4acTHUKa 128-6uTHblii naeHTudukarop (GUID),
(mone faHHbIX)  MHGOPMAUNOHHOr0 06Me-  CPOPMUPOBAHHLIN B COOTBETCTBUN CO
Ha, NpMCBOEHHbIN baHkom  cneumndomkaumeinn RFC 4122 [16], npu-
Poccuu CBOEHHbI baHkom Poccum
1.5 "publishedAt"  narta u Bpems NepBUYHOTO  (HOPMAT NPEACTABIIEHUS JAHHBIX B CO-

OTBETCTBUM CO cneundukaumein RFG
3339 [11]

—_—

‘header": {
"schemaType": "antifraudRequest’,
"schemaVersion": "1",
"version": "1",
"‘memberld"; "9527dd0c-0765-4f1c-8f5f-70a02cf4046¢",
"publishedAt"; "2002-10-02T15:00:00.05Z"

7.2. OnucaHue ¢popmMbl 3anpoca baHka Poccnn. bnok aanHbIx [antifraudRequest]
®opma 3anpoca baHka Poccum K y4acTHUKY MHGOPMALMOHHOrO 06MeHa, 06CNyXXMBaloLLEMy MosydaTens CpeacTs, MPUMEHSETCA:

npw 3anpoce y onepaTtopa No nepeBoy AeHEXHbIX CPeACcTB, 06CNY)KUBAIOLLIEro NoNyYaTens CpeacTs, BKlOYas onepatopa deK-
TPOHHbIX AEHEXHbIX CPeacTB, HdopMaLuM, onpeaensioLLen nonydyatens cpencts [4];
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npw HanpaeBfieHNN yBeOOMAEHNS O NPUNOCTAHOBEHNN 3a4NCTIEHNS EHEXKHbIX CPEeACTB Ha OAHKOBCKUIM CHET NoslyvaTens cpencTs nam

yBEJINYEHNN OCTATKa JTIEKTPOHHbIX AEHEXXHbIX CpencTB nony4vyarensd cpeacts [20].

“antifraudRequest

(610K AAHHBIX)

B cny4ae He06X0AMMOCTM YKa3aHms
HECKONbKIUX 3HA4EHNIA 6510KOB AaHHbIX
(payer, payee) yka3blBaeTCs O4UH Mnu
HECKOJIbKO 00bEKTOB B 6/10KE AaHHbIX "
antifraudRequest"

1.1

1.2

1.2

1.2.1

1.2.2

‘sourceld"
(none AaHHbIX)

"victim"
(morne [aHHbIX)

‘payer
(610K [aHHBIX)

"bik"
(none AaHHbIX)

inn
(more [aHHbIX)

UAeHTNNKaToOp, NPUCBO-
€HHbIN Y4aCTHUKOM MH-
chopmaLoHHOro o6MeHa,
ABNAOLLMMCS NNIATENbLUN-

KOM

MH(opMaLKs 0 CyObLeKT-
HOM cTartyce nnartenblLinka

UHopmauus,
onpegensoLas
nnarenbLiynka

bIK onepatopa no nepe-
BOJY [EHEXHbIX CPELCTB,
06CyXIBAIOLLEro nna-

TeNnbllUNKa

VHH nnarenbLuymka — topu-
JVYECKOro nuua, n (unn)
VHLOMBUAYANBHOTO Npes-
npuHumarTens, u (unu)
nnua, 3aHMMaroLLierocs
4acTHOW NPAKTUKOM

128-6uTHbIN naentudpukarop (GUID),
C(HOPMUPOBAHHBI B COOTBETCTBUM CO
cneuncmkaunen RFC 4122 [16], npu-
CBOEHHbI Y4aCTHUKOM MHCHOPMALIMOH-
HOro o6MeHa

Bbl6upaeTcs 04MH KOL U3 OrpaHnyeH-
HOT0 MHO>XECTBA BO3MOXXHbIX 3Ha4e-
HUR:

o [person] — om3n4ecKoe NuLo;

o [entity] — topuanyeckoe nuuo

B popmare AAAAAAAAA

B hopmate XXXXXXXXXX — ans topu-
QNYeCKUX nuu, B oopmare
XXXXXXXXXX nnn XXXXXXXXXXXX —
Ans VHAMBUAYaNbHbIX NpesnpuHuma-
Tesei n (Mnn) OU3NYECKNX UL, 3aH1-
MatoLLMXCS B YCTAHOBIIEHHOM 3aKOHO-
[aTenbCTBOM Poccuiickon depepaunn
NOpsAAKe YaCTHOW NPaKTUKOiA

“antifraudRequest": [{
"sourceld": "f34030ef-358a-445¢-8567-25985ce6d91c",
‘victim": "uHcpopmanms 0 CyoGbeKTHOM CTaTyCe niatenbLymnka’,
‘payer": {
"bik": "123456789",
"inn": "123456789000",
‘namePayer"; "HaMMEHOBaHWe OpraHu3auuu, ABNAIO-
Leiica nnaTenbLuKom”,
‘payerTransferld": {
‘transferType": "Tun cnocoba peanusauum nepe-
BOJA [EHEXHbIX CPefCTB",
‘paymentCard": {
‘number"; "123412341234123412",
‘sum". ‘cymma onepauum no 0Cy-
LLIECTBIIEHUIO MEpPeBOAA [LEeHEXHbIX CPEACTB C WCMOMb30BAHUEM MIIATEXHbIX
KapT',
‘currency": "Bantota onepauuu no ocy-
LLIECTB/IEHUIO NEPEBOA AEHEXHbIX CPEACTB',
"dateTimeAt": "2018-01-13T09:14:38Z",
‘rrn"; "HOMep, reHepupyembIin ans one-
pauuun no nepesosy AeHEXHbIX CPEACTB MPU BbINOMHEHUN g€ aBTopu3auum’
I8
"settlement": {
‘number": "12345123451234512345",
‘sum'; "cymma onepauuv no nepesogy
JEHeXHbIX CpefCTB",
‘currency": "BanioTa onepauuv no ne-
peBOAY [EHEXHbIX CPefCTB’,
"dateTimeAt": '2018-01-13T09:14:38Z"
I8
“phoneNumber"; {
‘number"; "1212312345678",
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123 ‘payerName" HauMeHoBaHue TekcToBoe nose (textarea)
(mone faHHbIX) opraHmsauum,
ABNAKOLLENCS
niaTenbLUNKOM
1.2.4 "payerTransferld" UAEHTUDNKALNOHHbIE
(nop6noK faHHbIX) | AaHHbIe B 3aBUCMMOCTY OT
cnoco6a peanuaauuu ne-
peB0Aa JEHEXHbIX CPeACTB
‘transferType" TN cnoco6a peanu3aumn | BbibupaeTcs 0auH KO U3 OrpaHnyeH-
(none ﬂaHHbIX) nepeBoa AEHEXHbIX HOM0 MHO>XeCTBA BO3MOXXHbIX 3Ha4e-
CpeacTs HUW:
o [paymentCard] — npu ocyLiectsre-
HUM ONepaLIii Mo NepeBoay JEHEXHbIX
CPEACTB C MCMOJSIb30BAHNEM MNIATEX-
HbIX KapT;
o [settlement] — npu ocyLiecTBNEHMN
NepeBoLOB AEHEXHBIX CPEACTB MO
6aHKOBCKMM CHETaM;
e [phoneNumber] - npu ocyuiects-
NeHNN NepeBo0B AEHEXHbIX CPEACTB
N0 a6OHEHTCKOMY HOMEpY TeniedhoHa;
o [idNumber] — npn nameHeHun
0CTaTKa dNEKTPOHHbIX JEHEXHbIX
CpeacTB
1.2.41 ‘paymentCard’  npw oCyLeCTBAEHMM One-
(Mop6noK faHHbIX)  pauuil no nepesoay Ae-
HEXHbIX CPEACTB C MC-
MOSb30BAHNEM NATEXHBIX
KapT
1.2.41.1 ‘number" HOMEp NNaTexHoi KapTbl = B chopmate XXXXXXXXXXXXXXXXXX
(none faHHbIX) | naaTenbLynKa, BbIAAHHON
emy 1 5
(W) AL, ynonHomo-  HOMED MNaTexHoi kapTbl NpeACTaBs-
4YeHHOMY nnarenbLuvkom,  ETCH 6e3 NpobenoB (_) 1 3HAKOB pas-
0nepaTopom no nepesogy AeNEHNA (-).
JIEHeXHbIX CPEACTB — AMU-
TEHTOM
12412 ‘sum" CyMMma onepauuu no ocy- | cymma onepauuu — none «F004»

(mone faHHbIX)

LLIBCTBIEHUIO NEpeBoaa
JI8HEXKHbIX CPE/CTB C 1C-

CTaHgapTa HMHAHCOBbIX COOGLLIEHMI
IS0 8583 [7], [8], [9]

‘sum'; ‘cymma onepauun’,
‘currency": "Bantota onepauum’,
"dateTimeAt": "2018-01-13T09:14:38Z"
I8
"idNumber"; {
‘number":
“1KoX6AA5VTdbBTkw27YEqKFaTtEQQ97AAT",

‘sum"; "cymma onepauun’,
‘currency": "BantoTa onepauum’,
"dateTimeAt": "2018-01-13709:14:38Z"
}
I8
"device": {
"ip": "127.0.0.1",
"imsi': "MeXOyHapoLHbI UAEHTU(NKATOP MO-
61IbHOr0 ab0HeHTa (MHANBUAYANbHBIA HOMEP aBOHeHTa)",
‘imei"; "MeXXayHapoL4HbIA MAeHTU(UKATOP MO-
6GUNBLHOro 060pPYL0BAHUS'",
“aiic"; "Acquiring institution identification code
(32 none ISO 8583)",
‘cati": "Card acceptor terminal identification (41
none ISO 8583)",
‘caic": "Card acceptor identification code (42
nosne ISO 8583)"
}
I8
‘payee": {
‘bik": "123456789",
"inn"; "123456789000",
‘payeeName"; "HaMMEHOBaHWE OpraHm3aLun, SBASHO-
LLieics nosiy4aresiemM CpeacTs’,
"payeeTransferld": {
‘transferType": "Tun cnocoba peanusauum nepe-
BOJA [AEHEeXHbIX CpeLCTB",
"paymentCard": {
‘number"; "123412341234123412"
I8
"settlement": {
‘number": "12345123451234512345"
I8
‘phoneNumber"; {

810¢-9'1-09109d9 01D

9LL



MoMb30BAHNEM MAATEXHbIX
KapT

1.2.41.3

12414

1.2.41.5

1242

1.2.4.21

‘currency"
(none AaHHbIX)

BasioTa onepaLumn no ocy-
LLECTBMNEHMIO NepeBoa
JI8HEXHbIX CPEACTB

‘dateTimeAt"
(none faHHbIX)

JiaTa 1 Bpems onepauuu

rn" HOMep, reHepupyemsbIi
(none faHHbIX)  Ans onepauuu no nepesogy
[EeHeXHbIX CPeACTB npu
BbIMOJIHEHUN ee aBTOpU3a-
Lum

“settlement’ Mpu OCYLLECTBIEHNN Nepe-
(Mop6noK faHHbIX) BOLOB AEHEXHbIX CPEACTB

M0 6aHKOBCKUM CHETaMm

NOCPEACTBOM CMUCAHMS
[IEHEXHbIX CPefCTB ¢ 6aH-
KOBCKMX CYETOB Nnaresb-

LLINKOB

‘number” HOMep 6aHKOBCKOro cyeta
(mone JaHHbIX) | NnaTenbLinKa, OTKPLITOrO Y
oneparopa no nepesoay
LEHeXHbIX CPeACTB, 06-
CNY>KVUBAIOLLIEro nnatenb-

BantoTa onepaumn — none «F049»
CTaHapTa (PUHAHCOBbIX COOOLLEHMIA
IS0 8583 [71, [8], [9]

thopmat npeAcTaBNeHNs JAHHBIX B
COOTBETCTBMM CO creumdmkaumein RFC
3339 [11]

HOMep, FeHepUpyeMbIi s onepauun
Mo nepeBojy AEHEXHbIX CPEACTB Npu

BbINOJIHEHUM €€ aBTOPU3ALMM — NONe

«F037»* cTaHaapTa (PUHAHCOBbIX CO-

o6LweHnii 1ISO 8583 [7], [8], [9]

* 3Hayenne nons «FO37» (Retrieval
Reference Number) gomkHo hopmupo-
BATbCA XOCTOM 6aHKa-3KBaiipepa no
cnenytoLiemy npasuiny:

YJJIXXNNNNNN, rae:
Y — nocnefHas umdpa roga;
JJJ — tonnaxckas gara;

XX — ngeHTudmkaTop, NPUCBOEHHbIN
X0CTYy 6aHKa-3KBanpepa onepaTopom;

NNNNNN — nocnegosatesibHblii HOMEp
TPaH3aKLMK B TEYEHNE OHSA

B (hopmare
XXXXXXXXXXXXXXXXXXXX

HOMep 6aHKOBCKOTO CYeTa NPe/CTaB-

LMK

nsercs 6e3 npo6esios (_) U 3HAKOB

‘number"; "1212312345678"
I8
"‘idNumber"; {
‘number";
“1KoX6AA5VTdbBTkw27YEqKFaTtEQQq97AAT"
}
}
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pasgenenus (-).

12422 sum CymMMa Oofepaumm no nepe- | TeKCToBoe nose (textarea)
(nonie faHHbIX) | BOJY AEHEXHbIX CPEACTB
12423 ‘currency" BaJTIOTA OMepavuu no ne- | TEKCTOBOE rone (textarea)
(mone faHHbIX) | PeBOAY AEHEXHbIX CPeACTB
12424 "dateTimeAt" [iara v Bpems onepauunm | hopmar npeAcTaBneHNs AaHHbIX B
(mone AaHHbIX) COOTBETCTBMM CO creundnkauueit RFC
3339 [11]
1243 ‘phoneNumber"  npw ocyLlecTBAEHUMN nepe-
(MOABNOK [aHHbIX) BOLOB LEHEXHbIX CPEACTB
M0 a6OHEHTCKOMY HOMeEpY
TenegoHa
1.2.4.31 ‘number" Homep TenecpoHa nna- B coopmate KKKXXXNNNNNNNN, rae:
(none faHHbIX) | TEnbLUWKA, YKa3aHHbIN B KKK — 0T 01HOTO [10 TpEX CHMBOMOB
[J0roBope 6aHKOBCKOro .
KOJa CTpaHbl;
cYera u (1nu) gorosope 06
ucnonb3osanun anektpoH- | XXX — koA oneparopa;
HOrO CPEACTBA NNaTexa, | NNNNNNN — 7 3HakoB HoMepa.
32KMKYEHHOM C NnaTenb-
LLIMKOM
Homep TenedoHa npeactasnsercs 6e3
3Haka nnic (+), Npo6enos (_) 1 3Ha-
KOB paszenenus (-).
1.2.4.3.2 ‘sum" CymMMa onepawum TEeKCTOBOE nosie (textarea)
(none AaHHbIX)
12433 ‘currency" Basl0Ta onepauuu TEKCTOBOE nore (textarea)
(none faHHbIX)
12434 "dateTimeAt" [aTa v Bpems onepauun | popmart NpeAcTaBieHNs AaHHbIX B
(mone AaHHbIX) COOTBETCTBMM CO creundnkauueit RFC
3339 [11]
1.24.4 "idNumber" Npn U3MEHeHUN ocTarka
(NOAGNOK JAHHbIX)  3NEKTPOHHbIX AEHEXHbIX
CcpencTs
1.2.4.41 ‘number” WAEHTUPUKALMOHHBIA | TeKCTOBOE none (textarea)

(none AaHHbIX)

HOMep nnaTenblUynKa, B
YaCTHOCTW HOMEp AMneK-
TPOHHOTO KOLUenbKa nna-
TeNbLLUNKA, UCMONb3YEMOro
UM Ha 0CHOBAHWI [0TOBO-
pa 6aHKOBCKOro cYeTa u
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1.2.4.4.2 ‘sum"
(none AaHHbIX)
1.24.4.3 ‘currency”

(none [aHHbIX)
12444 "dateTimeAt"
(mone [aHHbIX)

1.2.5 "device"

(unu) forosopa 06 nc-
NO/b30BaAHNMN 3NEKTPOHHO-
ro CPefcTBa nnartexa,
3aK/04EHHOr0 C 0neparo-
pOM M0 NepeBOAY AEHex-
HbIX CPeACTB
CymMMa onepauuu

Bajll0Ta onepaunn

[aTa 1 Bpems onepaLuu

napameTpbl YCTPOICTBa, C

(MoA6sI0K fAaHHbIX) MCMONb30BaHWEM KOTOPOro

1.2.5.1 "ip"
(none AaHHbIX)

1.2.5.2 "imsi"
(mone [aHHbIX)

1.2.5.3 "imei"
(mone [aHHbIX)

OCYLLECTBAEH JOCTYN K
aBTOMATN31POBAHHON
cucTeme, NporpaMMHOMyY
06€CMey4eHnto ¢ LeNbto
0CYLLECTBNEHNS NepeBoja
JEHeXHbIX cpeacTs 6e3
COrnacua KnueHTa
CEeTEBON afipec KOMMNbIOTe-
pa u (1nm) KOMMYHUKaL-
OHHOrO YCTPOMCTBA
(mapupyTusaropa) (IP)
International Mobile Sub-
scriber Identity (IMSI) —
MeXOyHapOAHbIii NOEHTU-
(hnkatop Mo6UILHOIO
ab0HeHTa (MHAMBMAYanb-
HbIli HOMEp ab0HeHTa
(KnmeHTa — hM3n4ecKoro
nnua), no KoTopomy cu-
CTeMa pacno3HaeT nosb30-
BaTeNs MOOMIbHON CBA3MN,
MCMONb3YHLLEro CTaHaap-
Tl GSM n UMTS

International Mobile
Equipment Identity (IMEI) —

TekcToBoe none (textarea)
TekcToBoe nosne (textarea)
chopmar npefCcTaBneHnst AaHHbIX B

COOTBETCTBMM CO cneundukaumen RFC
3339 [11]

CeteBon afpec IPv4 [omKeH cOOTBET-
cTBoBathb cneundukaumn RFC 791 [12]

yucno (15-paspagHoe B AECATUHHOM
npegcrasnequn) AR-BBBBBB-CCCCCC-
EE

4ncno (15-paspagHoe B AECATUHHOM
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MEXAYHAPOLHbIA NOEHTY-
dhukaTop Mo6MALHOrO
o6opynoBaHus (Mo6MNbHO-
ro YCTPOMCTBA KNUEHTA —
hur3nyeckoro nuua)

npeacrasnenun) AA-BBBBBB-GCCCCC-
EE

1254 "aiic” WAEHTUUKATOP Y4aCTHN- = MOEHTUUKATOP Y4aCTHUKA, ABNIAIO-
(mone JaHHbIX) | Ka, ABNSIOLLErocs 6aHKOM- | LLerocs 6aHKOM-3KBanpepom npu
9KBaipepoM Mnpu 0Cy- | OCYLLECTBAEHUM ONepaLmii no nepeso-
LLIECTBNEHUM ONEpaLmni N0 | Ay AEHEXHbIX CPEACTB C MCMOb30Ba-
MepeBomy AEHeXHbIX HUeM nnatexHblx KapT (Acquiring insti-
CPeACTB ¢ Mcnonb3oBaHu- | tution identification code) — none
eM MaTeXHbIX KapT «F032» cTaHpapTa YUHAHCOBBIX CO-
o6Lennit 1ISO 8583 [7], [8], [9]
1.25.5 ‘cati" UAEHTUUKATOP 6aHKOMA- | UAEHTUUKATOP BaHKOMaTa U (1K)
(nonie faHHbIX) | Tau (UnK) ANEKTPOHHOTO | 3NIEKTPOHHOMO TEPMMHANA, HA KOTOPOM
TepMUHana, Ha KOTOPOM | OCYLLECTBNSETCA Onepauums no nepe-
OCYLLIECTBASETCS ONepaLuuns BOLY U (UN1) CHATUIO AEHEXHbIX
no nepesoAdy u (unu) cHa- | cpeacts (Card acceptor terminal identi-
TUIO JeHeXHbIX cpeacTs | fication), — none «F041»* ctanpapra
thmHaHCcoBbIX coobLeHni ISO 8583
(71, [81, [9]
* 3HaveHne uaeHTUuKaTopa Tepmu-
Hana A0JKHO ObITb BLIDOBHEHO BIIEBO
[0MosiHeHo npo6enamu cnpasa Ao 8
CVMBOJIOB
1.2.5.6 ‘caic" UAEHTUUKATOP 6aHKOMA- | UAEHTUUKATOP BaHKOMaTa U (1K)

(none faHHbIX)

Ta u (UK) ANEKTPOHHOTO
TepMUHana, Ha KOTOPOM
OCYLLECTBNSETCA OMnepauus
no nepesoay W (Man) CHs-
TUIO IEHEXHDBIX CPEeACTB,
Mo ero reorpacuyeckomy
MECTONONOXEHNIO

9NEKTPOHHOI0 TEPMIUHANA, HA KOTOPOM
OCYLLIECTBAISIETCS Orepawys no nepe-
BOZY W (ANIN) CHATUIO AEHEXHbIX
CpefcTB, N0 ero reorpacu4eckomy
mecTononoxenuio (Card acceptor iden-
tification code) — none «F042»* cran-
AapTa oMHaHCOBbLIX c006LLeHNil ISO
8583 [7], 8], [9]

* 3HayeHne MaeHTUKUKaTOpa NyHKTA
06CY)XUBAHWUA JOJIKHO ObITb Bbl-
POBHEHO BNEBO U [A0MONHEHO Npobena-
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Mu cnpasa o 15 cMBonNoB

1.3 ‘payee" MHopMaLms,
(610K [aHHBbIX) onpegenstoLLas
nosyyarens cpeacTs
1.3.1 "bik" bVK onepartopa no nepe- | B coopmate AAAAAAAAA
(mome paHHbIX) | BOAY AEHEXHbIX CPEACTB,
06Cy>XIBAOLLIEro nosyya-
Tens cpeacTs
1.3.2 "inn" WHH nony4arens cpencts | 8 coopmate XXXXXXXXXX — ans topu-
(none faHHbIX) = — lOPUAMYECKOrO NNLA, N quyeckux NuL, B hopmarte
(nm) MHAVBMAYANBHOTO | XXXXXXXXXX vnu XXXXXXXXXXXX —
MPeAnpUHIMATeNs, U (UH)  nng WHAMBUAYANbHbBIX NPeANPUHNMA-
/U@, SAHUMAIOLLETOCA | teneid i (nn) PUINHECKIX NNLI, 3aHU-
4aCTHOW NPaKTUKOW MatOLLMXCS B YCTAHOBIEHHOM 3aKOHO-
JarenscTBom Poccuitckoin Oepepavmu
NOpsAAKe YaCTHOW NPaKTUKOi
1.3.3 ‘namePayee" HaMMeHOBaHWe oOpraHn3a- | TekcToBoe nosie (textarea)
(nonie faHHbIX) | LK, ABNAOLLEACS NonyYa-
Tenem cpeacTs
1.34 ‘payeeTransferld" UAEHTUUKALMOHHBIE

(MoAa6noK faHHbIX) | AaHHblE B 3aBUCMMOCTY OT
cnoco6a peanusauum ne-
peBojia IEHEXXHbIX CPeACTB
‘transferType" TUN cnoco6a peanusaumm
(mone faHHbIX) nepeBofa feHeXHbIX

CpeacTs

Bbl6MpaeTcs oanH KO M3 OrpaHnyeH-
HOT0 MHOXXECTBA BO3MOXHbIX 3HaYe-
HWiA:

o [paymentCard] - npu ocyLuecTsne-
HWW onepaLuii No NepeBoy AEHEXHbIX
CPEACTB C MCMONb30BAHMEM MMATEX-
HbIX KapT;

o [settlement] — npu ocywiecTBneHUm
NepeBOfiOB AEHEXHBIX CPEACTB MO
6aHKOBCKIM cYeTam;

o [phoneNumber] — npu ocyLyecTs-
NIEHUN NEPEBOIOB AEHEXHbIX CPEACTB
no a6oOHEHTCKOMY HOMepy TenedoHa;
o [idNumber] — npu nameHexum
0CTaTKa 3NMEKTPOHHbIX AEHEXHbIX
cpencTs
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1.3.4.1

1.3.4.1.1

1.3.4.2

‘paymentCard"
(MOAGIIOK [AHHBIX)

‘number”

(momne gaHHbIX)

"settlement"
(noa6noK faHHbIX)

Mpy OCYLLECTBIIEHNN One-
pauui no nepesogy ae-
HEXHbIX CPEACTB C MC-

M0Mb30BAHNEM MAATEXHBbIX

KapT
HOMep NnaTexHon KapTbl
nony4artens CpeacTs, Bbl-

JaHHON emy u (Mnu) nuy,

YMOMHOMQY€EHHOMY Nony-

yaTenem cpeacTs, onepa-

TOPOM N0 NepeBoay fe-

HEXHbIX CPEACTB — AMU-
TEHTOM

NPy OCYLLECTBIIEHNU Nepe-

BOJI0B [IGHEXHbIX CPEACTB
no 6aHKOBCKUM CYeTam
NOCPeACTBOM CMUCAHMS

JIEHEXHbIX CPeACTB C 6aH-

KOBCKIX CYETOB NiaTeslb-
LLINKOB

B hopmare XXXXXXXXXXXXXXXXXX

HOMEp NNATEXHOI KapTbl NpeaCcTasns-
ercs 6e3 npo6enos (_) 1 3HaKOB pas-
Jenexus (-).

1.3.4.2.1

1343

‘number"
(none faHHbIX)

"phoneNumber"
(MOAGIIOK [AHHBIX)

HOMep PacyeTHOro cyeTa
noJyyaTens CpeacTs, OT-
KpbITOTO Yy oneparopa no
MepeBozy AeHEXHbIX
CPEACTB, 06CNYXMBAIOLLE-
ro NosyyaTens cpeacTs

npw OCYLLECTBAEHUM Nepe-

BOJI0B [IEHEXXHbIX CPEACTB

N0 a60HEHTCKOMY HOMEpY
TenegoHa

B (hopmare
XXXXXXXXXXXXXXXXXXXX

HOMep 6aHKOBCKOr0 C4eTa npeLcTas-
nsercs 6e3 npo6esios (_) U 3HAKOB
pasgenenus (-).

1.3.4.3.1

‘number”
(none AaHHbIX)

HOMep TenedhoHa
nony4arens CpeacTs

B oopmate KKKXXXNNNNNNNN, rae:

KKK — o1 oHOro A0 Tpex CMBONOB
KoAa CTpaHbl;

XXX — ko onepartopa;
NNNNNNN - 7 3HakoB HOMepa.
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1344

1.3.4.41

"idNumber"
(Mom60K [aHHBIX)

‘number"
(mone paHHbIX)

npN U3MEHEHUI 0CTaTKa
3IEKTPOHHBIX AEHEXHbIX
cpencTs
NAEHTUDNKALMOHHBII
HOMep nonyyarens
CPEACTB, B YACTHOCTM HO-
Mep 3NeKTPOHHOrO KO-
Lwenbka nonyyarens
CpexCTB, MCMOMb3YeMOro
M Ha OCHOBAHUM [OrOBO-
pa 6aHKOBCKOr0 CYeTa 1
(vnwn) gorosopa 06 uc-
MOb30BaHNN 3NIEKTPOHHO-
ro CpeAcTBa NnaTexa,
3aK/TH04eHHOr0 ¢ 0neparo-
pOM M0 NEPEBOAY LEHEX-
HbIX CPEACTB

Homep TenedoHa npeacrasnsercs 6e3
3HaKa nnc (+), Npo6enos (_) 1 3Ha-
KOB pasgeneHus (-).

TeKcToBOe none (textarea)
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8. ®dopma npeacTaBneHUst AaHHbIX, UCMOJIb3yeMasi y4aCTHUKaMy MHGOpPMaLMOHHOro o6MeHa
ANns NpeacTtaBfeHust oTBeTa Ha 3anpoc baHka Poccun K y4acTHUKY MHGOpMaLUUOHHOro o6MeHa,
o6cny>kmnBatoLeMy noslyvartens CpeacTs, U CPOKU nx npepcrasneHns B baHk Poccnm

MHpopMauus B oTBET Ha 3anpoc baHka Poccum B 4acTy NpoBepKn KOHKPETHOrO NoJslydaTenst CpeacTs, YKa3aHHbIW B rnaBe 7 HacTos-
LLero CTaHgapTa, HanpaensieTcs B baHk Poccumn B MakcMManbHO KOPOTKUA CPOK, HO He No3aHee OHS, CNeayowero 3a AHEM NoJly4YeHns
Y4aCTHUKOM MHPOPMALMOHHOIrO 06MeHa, 06CNy>KMBAIOLLIMM MNOJy4aTens CPeacTB, COOTBETCTBYOLLLErO 3anpoca baHka Poccun.

MHpopMaums B oTBeT Ha 3anpoc baHka Poccum B 4acTy NpUOCTaHOBEHUS! (HEBO3MOXKHOCTU NMPUOCTAaHOBIEHNS) 3a4NCTIEHNS OEHEeX-
HbIX CPencTB Ha GaHKOBCKNIN CYHET NOoJyYaTens CPeacTB UM YBEIMYEHUS OCTaTKa 3/IEKTPOHHbIX AEHEXHbIX CPeACTB MosyyaTens CpeacTs,
YKa3aHHbI B rnaBe 7 HacTOSLLEro CTaHaapTa, HanpaBnsieTcs He3aMeQJINTEsNbHO NOCse NoJly4YeHNss COOTBETCTBYOLLEro 3anpoca baHka
Poccun.

8.1. NgeHTndmKaLMOHHbIE AaHHble OTBETA Ha 3anpoc baHka Poccun. bnok aaHHbix [HEADER]

1.1 ‘schemaType" TWMN 3M1IEKTPOHHOTO C006-  YKa3biBaeTCa 3Ha4YeHue {
(none AaHHbIX) LieHust [anifraudResponse] — oTBeT "header"; {
«M0Ny4aTens CPeACTB» HECaHK- "schemaType": "anifraudResponse”, [0]
LIMOHMPOBAHHOM OMepaLmm ‘schemaVersion": *1",
Bauky Poccuu ‘version": "1*,
12 "schemaVersion"  Bepcus CXeMbl TUNA afieK- TEKCTOBOE none (textarea) ‘memberld": *9527dd0c-0765-4f1¢-8f5f-70a02cf4046¢", 0
(mone [aHHbIX) TPOHHOTO COO6LLEHNA ‘sourceld": 'f34030ef-358a-445¢-8567-25985¢ce6d91c", (0]
1.3 "version" HOMep Bepcum 4MCcnoBoE 3HadeHme (int) "publishedAt": "2002-10-02715:00:00.05Z"
(momne JaHHbIX) | 37IEKTPOHHOrO CO0G6LLEHNA b (0]
B NpoLecce NHdopMaLn-
OHHOr0 06MeHa
1.4 WIEHTIDMKATOP y4aCTHIKA 128-6MTHbIN MaeHTUGMKATOP
1 D . Py (GUID), cchopMmpOBaHHbIi B
memberld MH(OPMALMOHHOIO 06Me-
_ COOTBETCTBMM CO Crieundmka- [0]
(mone faHHbIX) | Ha, NPUCBOEHHbIA baHkom o
uneir RFC 4122 [16], npucso-
Poccuu y
eHHbIN baHkom Poccuu
1.5 ‘sourceld" UAeHTUUKaTop, NPUCBO- | 128-6UTHbLIN MAEHTUGMKATOP
(none faHHbIX) eHHbIIi y4acTHUKOM uH-  (GUID), cdhopMMpOBaHHbIN B [N]
¢hopmaLoHHOro 06MeHa COOTBETCTBUM CO CreumdmnKa-
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1.6 ‘publishedAt"
(none pauHbIX)

nara u Bpema npeacrasne-
HUA OTBETA Ha 3anpoc baH- HbIX B COOTBETCTBUN CO CMeLu-

ka Poccum

umein RFC 4122 [16], npucso-
€HHbIIi Y4aCTHUKOM UH(POpMa-
LIMOHHOr0 06MeHa

¢hopmart npeLcTaBeHns faH-

(pukaumeit RFC 3339 [11]

[0

8.2. OnuncaHve dopMbl oTBeTa Ha 3anpoc baHka Poccnn. bnok gaHHbix [anifraudResponse]

®opMa NpeacTaBneHnNs faHHbIX, UCNOoMb3yeMasl y4acTHUKaMN MHPOPMaLIMOHHOrO 0OMeHa ana NpefcTaBfeHnss OTBETa Ha 3anpoc
baHka Poccnn Kk y4acTHUKY MHPOPMALIMOHHOrO 0OMeHa, 06Cy>XXKUBaloLLEMY NoydaTens CPeacTs, MPUMEHSETCS:

npu nHdopmMmpoBaHun baHka Poccnm onepaTtopoM No nepeBoay AEHEXHbIX CPeacTs, 06CTy>XKMBAOLWMM NoJyvaTens CPeacTs, BKIIO-
Yasi onepaTopa 3/1eKTPOHHbIX AeHEXHbIX CPeacTB, O KOHKPETHOM MNoJlyyvaTtene cpeacTs [4];

npwv HanpaefeHnn yBeaoMneHns 06 ycneLwwHOM NPUOCTaHOBIEHUN 3a4MNC/IEHUS] AEHEXHbIX CPeacTB Ha 6aHKOBCKUI CYET noJsyydatens
CPEACTB UM YBENTMYEHNM OCTaTKa 3J1IEKTPOHHbIX AeHEXHbIX CpeacTB nonyyatens cpencts [20];

npwv HanpasneHnn yBe4OMNEHNSI O HEBO3MOXXHOCTN NPUOCTAHOBSIEHMS 3a4MNCIIEHNS AEHEXHbIX CPeACcTB Ha 6GaHKOBCKUI CYET Nosyya-

Tens CPeacTB UM YBENNYEHNS OCTaTKa NEKTPOHHbIX AEHEXHbIX CpeacTs nosy4vatens cpeacts [20].

B cny4ae Heo6xoaMMOCTH yKa-
3aHMS HECKOJTbKNX 3HA4EHNIA
6/10K0B [aHHbIX (payer, payee,
additionalStatus) ykasbiBaetcs
OVH UMK HECKOMbKO 06bEKTOB
B 6J10ke JaHHbIX "antifraud"

1 "anifraudResponse”
(610K [iaHHbIX)
1.2 ‘sourceld"

(none pauHbIX)

1.3 ‘victim"
(none JaHHbIX)

WAEHTMCMKATOp, NPUCBO-
€HHbIN Y4aCTHUKOM WH-
thopmannoHHoOro 06MmeHa,
ABNAOLLMMCS NNaATesbLM-
KOM

MHGOpMaLns 0 CyObekT-
HOM cTaTyce nnaTefbLinka

128-6UTHbIN MAEHTUMKATOP
(GUID), cdhopmupoBaHHbIn B
COOTBETCTBMM CO CreLmngmKa-
umeit RFC 4122 [16], npucso-
EHHbIli Y4aCTHUKOM UHpOpMa-
LINOHHOTO 06MeHa
Bbl6upaeTcs oanH Ko u3
OrpaHNYeHHOr0 MHOXXECTBA
BO3MOXXHbIX 3HAYEHMIA:

o [person] — dhusnyeckoe
NLO;
o [entity] - topuguyeckoe

"anifraudResponse': [{
"sourceld": "f34030ef-358a-445¢-8567-25985¢e6d91c",
‘victim": "nHcpopmaums 0 Cy6LEKTHOM CTaTyce Mnyatesb-
LmKa", [0]
‘recipient: "MHopmaums 0 Cy6LEKTHOM cTatyce nony-
yarens CPeAcTs’,
‘payeeldentifier": {

"hash":
"P79969612A71BAB224C7CB534FD7A0D3C1C78AD40664C48F12A9AE4
8FA441E11", [0]

"hashSnils";

'B49087832A71BAB224C7CB534FD7A0D3C1C78AD40664C48F12A9AE4
8FA441E44"
L
‘payer": {
"hik": "123456789'", [0]
‘inn": "123456789000",
‘payerName": "HaMMeHOBaHWe OpraHu3aumm,
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1.4

1.5

1.5.1

‘recipient"
(mone [aHHbIX)

"payeeldentifier"
(610K JaHHBIX)

"hash"
(mone [aHHbIX)

MH(opMaLKs 0 CyObeKT-
HOM cTartyce nonyyarens
CPeAcTB

UOEHTUCHUKALIMOHHbIE aH-
Hblg, OMpPeAenstoLLNe KOH-
KPeTHOro nonyyarens
cpencTs

MHOpMaLNA 0 pesynbTare
BbIYNCIIEHNS (DYHKLMM
X9LUMPOBaHUA HOMepa

[OKYMEHTa, YA0CTOBEPSI0-

LLIero fIMYHOCTD, B Liensx
naeHTndnKaLmmn obpaTue-

Lerocs (06paTuBLUMXCS)
nnua (1), ynonHOMOYeH-

HOTO (YNOMHOMOYEHHbIX)
pacnopskaTbCs AEHEXHbI-

MM CPeACTBaMM Moyyare-

ns (nosnyyatenen) cpeacTs

nnuo

Bbl6upaeTcs oauH Kopg n3
OrpaHN4YeHHOro MHOXeCcTBa
BO3MOXHbIX 3HAYEHUIA;

o [person] — chm3nyeckoe
nuue;
o [entity] - topuanyeckoe
nuLo

MocnegoBatenbHOCTb CUMBO-
0B, MONYYEHHbIX B PE3yNbTaTe
BbIYNCIIEHMS X3LL-CPYHKLNN
SHA-256 ot cepuun 1 Homepa
LOKYMEHTA YL,0CTOBEPAIOLLEr0
TINYHOCTb.

Cepus 1 HOMEp [OKYMEHTa
YN,0CTOBEPAIOLLEr0 JINYHOCTb
NPeACcTaBNSeTCA ANs BblYnUCe-
HUA X3LL-ChyHKLMK: 6€3 npo6e-
noB (_), 3Haka Homepa (No),
OYKB (NpK NX HaNn4um) B BEPX-
Hewm peructpe (ABC).

[lns poccuinckoro nacnopra
ato XXXXYYYYYY, rne:

XXXX — yeTbipex3HayHas cepus
nacnopra;

YYYYYY — wecTu3Ha4HbIi
HOMep nacnopra.

KoampoBka MCX0LHO0 TEKCTa
(Do xawmposanus) — Windows-
1251;

ABNAOLLENCA NnaTeNbLLnKoOM",
"payerTransferld": {
‘transferType". "Tun cnoco6a peanunsa-
L1 nepeBofa AeHEeXHbIX CPeAcTs”,
"paymentCard": {
‘number":
"123412341234123412",
‘sum"; ‘cymma onepauum no
OCYLLECTBNEHNIO NEepPeBOAa [eHEeXHbIX CPEACTB C MCMONb30BaHNEM Miia-
TEXHbIX KapT',
‘currency': "BasiloTa onepawun
10 OCYLLECTBNEHNIO NepeBoja feHEXHbIX CPEACTB",
"dateTimeAt": '2018-01-
13T709:14:38Z",
‘rrn";  "HOMep, reHepupyeMblil
Ans ornepauun No NepeBofy AEHEXHbIX CPeACTB MPU BbINOAHEHUN ee
asTopmsayumn’
I8
"settlement"; {
‘number";
"12345123451234512345",
‘sum"; ‘cymma onepauunm no
nepeBofy AeHeXHbIX CPeacTs',
‘currency’: "BantoTa onepauuu

M0 NepeBoaY AEHEXHbIX CPEACTB",

"dateTimeAt": '2018-01-
13709:14:387"
I8
"phoneNumber": {
‘number"; "1212312345678',
‘sum"; "cymma onepauun’,
‘currency": "BantoTa onepauum’,
"dateTimeAt": '2018-01-
13T09:14:387"
I8
‘idNumber": {
‘number";

"1KoX6AA5VTdbBTkw27YEqKFaTtEQq97AAT",
‘sum"; "cymma onepaumu’,
‘currency": "BanioTa onepauum’,
"dateTimeAt": '2018-01-

0]

[0l

[0l
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1.5.2 "hashSnils"
(mone [aHHbIX)

MHOpMaLNA 0 pesynbTare
BbIYNCIIEHNS (DYHKLMY
xawmposaHus CHUJIC no-
nyyatens (nony4arenen)
CPeACTB — nuua (nuy),
YNOMHOMOY€EHHOr 0 (ynon-
HOMOY€HHbIX) pacnops-
KaTbCA JEHEXKHBIMU CPEA-
CTBaMW nonyyarens (nony-
yaresneil) CpeacTs

KoanpoBska TekcTa xaLua -
Windows-1251.

lMocnenoBatenbHOCTb CUMBO-
OB, NMOMYYEHHbIX B Pe3ynbTaTe
BbIYMCNEHMNS X3LI-CDYHKLAN
SHA-256 ot CHWJIC nnatenb-
LLnKa.

CHWJIC npeacTaBnsetcs ans
BbI4MCNEHMS X3LU-DYHKLNAK:
6e3 npo6enos (_) 1 3HaKoB
pasgenenus (-).

CHIIC Bupa: XXXXXXXXXXX

KoampoBKa MCX0AHOM0 TEKCTA
(o xawmposanus) — Windows-
1251;

KoampoBka TekcTa XaLa -
Windows-1251.

1.6 ‘payer" UHopmaLus,
(610K JaHHBIX) onpegenstoLias
nnaresnbLLnKa
1.6.1 "bik" bVK onepartopa no nepeso- s coopmate AAAAAAAAA
(mone faHHbIX) LY AeHEXHbIX CPefCTB,
06CNy)X1BAtOLLEro nna-
TenbLvKa
1.6.2 “inn" WNHH nnatenbLumka — 1opu- | B coopmate XXXXXXXXXX —
(mone faHHbIX) | AWYECKOro NnUa, U (UN) | ans PUANYECKUX ML, B
NHAMBUAYANbHOTO NPEA- | hopmate XXXXXXXXXX nnu

1.6.3 ‘payerName"
(mone faHHbIX)

npuHumaTens, u (unu)
nnua, 3aHMMaIoLLLerocs
YaCTHO NPAKTUKONA

HanMeHoBaHne
OpraHusauum, SensroLLeincs

XXXXXXXXXXXX — ans uHgm-
BUIyaNbHbIX NPeAnpUHUMATE-
nei u (unu) usn4Hecknx nuu,
3aHMMAIOLLMXCS B YCTAHOBIEH-
HOM 3aKOHOJaTenbLCTBOM Poc-
cuiickon ®eaepaunn nopsake
YaCTHOW NPAKTUKON.

TeKcToBOe nose (textarea)

13709:14:382"
}
I8
"device": {
"ip": "127.0.0.1",
"imsi"; "MeXayHapoaHbIii MAEHTU(NKA-
TOP MOOGUILHOTO aB0HEHTa (MHAMBUAYANbHbIA HOMEP a6OHEHTa)",
‘imei"; "MeXayHapoaHbIi WAEHTUMNKA-
TOP MOOUILHOIO 060PYA0BAHUS'",
“aiic"; "Acquiring institution identification
code (32 none I1SO 8583)",
‘cati"; "Card acceptor terminal identifica-
tion (41 none 1SO 8583)",
‘caic"; "Card acceptor identification code
(42 none ISO 8583)"
}
L
"payee": {
‘bik": "123456789",
"inn"; "123456789000",
‘payeeName"; "HaMMEHOBaHWEe OpraHW3aLuu,
ABNAIOLLENCA Nosy4aTesiem CPeacTs”,
"payeeTransferld": {
‘transferType". "Tun cnocoba peannsa-
LUK NepeBoLia fEHeXHbIX CPeacTB”,
"paymentCard": {
‘number";
"123412341234123412",
‘sum"; ‘cymma onepauum no
OCYLLECTBNEHMIO NepeBofa AEHEXHbIX CPEACTB C MUCMOMb30BAHWEM Mna-
TEXHbIX KapT',
‘currency': "BasiloTa onepawun
M0 OCYLLECTBMEHMIO NepeBoAa LEHEXHbIX CPEACTB C UCMOb30BAHWEM
MATeXHbIX KapT ",
"status1": {
‘enrollment”:  "waeHTn-
(ukatop NPUOCTaHOBIIEHUS OnepaLuu’,
‘dateTimeAt": "2002-10-
02T715:00:00.05Z"

[0l

[0l

0]

[0

[0
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MNaTenbLINKOM
1.64 ‘payerTransferld"  naeHTM(MKALMOHHbIE aH-
(MOAGNOK [aHHbIX)  Hble B 32BUCUMOCTM OT
cnoco6a peannsauum nepe-
BOJA [IeHEXHbIX CPEACTB
1.6.4.1 “transferType" TN cnoco6a peanu3auun | Bbibupaetcs 0AvH Ko 13
(I'IOJ'IG ﬂaHHbIX) nepeBoa AEHeXHbIX 0OrpaHn4eHHOro MHOXecTBa
CpeacTs BO3MOXHbIX 3HA4EHWIA:
o [paymentCard] - npu ocy-
LLIECTBIEHUM ONepaLui no ne-
PeBOAY AEHEXHbIX CPEACTB C
CMNONb30BAHMEM MNATEXHbIX
KapT;
e [settlement] — npu ocy-
LLIeCTBIIEHUM NEPEBOLOB [e-
HEXHbIX CPEACTB N0 6aHKOB-
CKMM cYeTam;
e [phoneNumber] - npu
0CYLLECTBNEHUM NEpeBOAO0B
[EHEXHbIX CPeACTB Mo a60-
HEHTCKOMY HOMepy TenedoHa;
o [idNumber] — npu n3mene-
HUKM OCTaTKa 3NEKTPOHHBIX
JEHEXHbIX CPEACTB
1.6.4.2 "paymentCard" Mpy OCYLLECTBIIEHWN One-
(Mop6nok faHHbIX)  pauuii no nepesogy Ae-
HEXHbIX CPEACTB C UCMOSb-
30BaHMEM NNATEXHbIX KapT
1.6.4.2. ‘number" HOMep NnaTexHoun KapTel | B popmare
1 (mone faHHbIX) | niatenbLiyka, BblgaHHOM | XXXXXXXXXXXXXXXXXX
emy 1 (1nm) nuuy, ynonHo-
MOYEHHOMY MaTenbLLm-
KoM, onepaTopom no nepe- | HOMep MaTeXHOI KapTbl
BOJY AEHEXHbIX CPeAcTB — MPEACTaBNAETCA 6e3 npobenos
IMUTEHTOM (L) n 3HakoB pasaenequs (-).
1.6.4.2. ‘sum" CyMMa onepauyu no ocy-  Cymma ornepauun — none
2 (none AaHHbIX) LLiecTBeHuio nepesoga | «F004» cranpapta uHaHco-

JIBHEXHbIX CPEAICTB C UC-
M0Jb30BaHNEM MNATEXHbIX
KapT

BbIX coo6LeHui I1SO 8583 [7],
(8], [9]

"settlement"; {
‘number";
"12345123451234512345",

sum". ‘cymma onepauuu no
OCYLLIECTBNEHMNIO NePeBOAA LEHEXHbIX CPEACTB",

‘currency': "BanioTa onepaun

M0 OCYLLECTBNEHMIO NEPEBO/IA IEHEXHBIX CPeACTB",
"status1": {
‘enrollment":  "npeHTn-
(bnkatop NpUoCTaHOBNEHUS OnepaLuu’,
"dateTimeAt": "2002-10-
02T715:00:00.05Z"
}
I8
‘phoneNumber"; {
‘number"; "1212312345678",

‘sum'; "cymma onepaumn’,
‘currency': "BantoTa onepauum’,
"status1": {
‘enrollment”;  "naeHTu-
chukaTop NPUOCTAHOBNEHUS Onepauuu’,
"dateTimeAt": "2002-10-
02T715:00:00.05Z"
1
I8
"idNumber"; {
‘number";
“1KoX6AA5VTdbBTkw27YEqKFaTtEQQq97AAT",
‘sum"; ‘cymma onepauuum no
M3MEHEHUI0 0CTATKa IEHEXHbIX CPEACTB",
‘currency': "BafiloTa onepawumu
M0 U3MEHEHUI0 0CTaTKa JeHEXHbIX CPEACTB",
"status1": {
‘enrollment": " naeHTn-
(hukatop NPUOCTAHOBIIEHUS Onepauuu’,
"dateTimeAt": "2002-10-
02T715:00:00.05Z"

(0]

[0

[0l

(0]

[0
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1.6.4.2. ‘currency”
3 (nomne AaHHbIX)

1.6.4.2. "dateTimeAt"

4 (none AaHHbIX)
1.6.4.2. ‘rrn’
5 (mone faHHbIX)

1.6.4.3 "settlement"

(MOAGNOK [AaHHbIX)
1.6.4.3. ‘number"
1 (none AaHHbIX)

BasIlOTa OnepaLum no ocy-
LLECTBNEHMIO NepeBoa
[8HEXHbIX CPE/CTB

hara u Bpema onepauumn

HOMep, reHepupyembIn ans
onepawuy no nepesogy
JEHEXHbIX CPELCTB Npu

BbINOSIHEHUM €€ aBTOpU3a-

Ln

npu OCYLLECTBNEHUM Nepe-
BOJI0B IEHEXHbIX CPEACTB
no 6aHKOBCKMM CYeTam
nocpecTBOM CrNCaHMS
JIEHEXHBbIX CPEACTB C 6aH-
KOBCKMWX CYETOB NyaTeslb-
LLIMKOB
HOMep 6aHKOBCKOrO cyeTa
MnaTenbLUnKa, OTKPLITOTO Y

BaJII0Ta Ornepauuu — nose
«F049» cTaHgapTa PuHaHco-

BbIX coobLennii 1ISO 8583 [7], '}

(81, [9]

thopmart npefcTaBneHns faH-
HbIX B COOTBETCTBUN CO Cre-
uncbukaumeii RFC 3339 [11]

HOMep, reHepupyembIn ans
onepawuu no nepesoay LeHexX-
HbIX CPELCTB NpU BbINOMHEHNN
€e aBTopM3aumum — none
«F037»* cTaHpapTa pruHaHco-
BbIX coo6LeHui I1SO 8583 [7],
(8], [9]

* 3HayeHwne nons «FO37» (Re-
trieval Reference Number)
LOIMKHO (hOPMUPOBATLCS XO-
cToM 6aHKa-3kBaripepa no cre-
LyHOLLEeMy Npasuny:
YJJIXXNNNNNN, rze:

Y — nocnepHas umdpa roaa;
JJJ - onnanckasa para;

XX — naeHTudmkatop, Npuceo-
EHHbI X0CTy 6aHKa-3KBampepa
onepaTopom;

NNNNNN - nocnegosatesibHblii

HOMEp TPaH3aKLN B TEYEHNe
JHS

B (hopmare

[0

[0

[0l

[0

[0
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oneparopa o nepesogy

JIEHEXHbIX CPe/CTB, 06-

CMY>KMBAIOLLErO MNaTenb-
LMK

XXXXXXXXXXXXXXXXXXXX

HoMep 62HKOBCKOro c4eTta
npeactasnserca 6e3 npo6enos
(L) n 3HakoB pasgeneHus (-).

CpeACTB

1.6.4.3. sum CymMMa onepaumm no nepe- TekcToBoe nose (textarea)
2 (none AaHHbIX) BOJY AEHEXHbIX CPeACTB
1.6.4.3. ‘currency” BaJIK0Ta Onepauuu no nepe- TekcToBoe nose (textarea)
3 (none AaHHbIX) BOJY [EHEXHbIX CPefCTB
1.6.4.3. "dateTimeAt" [ara v Bpems onepauuu | hopmar npeScTaBneHus gat-
4 (none AaHHbIX) HbIX B COOTBETCTBUU CO Cne-
undpukaumein RFC 3339 [11]
1.6.4.4  "phoneNumber"  npu OCyLIeCTBIEHUM Nepe-
(nop6noK faHHbIX)  BOLOB AEHEXHbIX CPEACTB
M0 aBOHEHTCKOMY HOMEpY
TenedoHa
1.6.4.4. ‘number" HOMep TenedoHa nna- B dhopmare
1 (none AaHHbIX) TeNbLUMKA, yKasaHHblii B KKKXXXNNNNNNNN, rae:
AOT0BOPE GHKOBCKOTO ey OT OAAHOTO 710 TPEX CUM-
c4eta u (unu) gorosope 06 ;
BOJIOB KOLA CTPaHbl;
CNOMb30BaHUM 3NIEKTPOH-
Horo cpeacTBa nnatexa, XXX - Koz onepatopa;
3aKINOHEHHOM C N1ate/ib- | NNNNNNN — 7 3HakoB Homepa.
LLIMKOM
Homep TenedoHa npeacrtasns-
eTcs 663 3Haka nac (+), Npo-
6en108 (_) 1 3HaKOB pasgene-
HUS (-).
1.6.4.4. ‘sum’ cymma onepauuu TekcToBoe none (textarea)
2 (none AaHHbIX)
1.6.4.4. ‘currency" Basl0Ta onepauuu TeKcToBoOe nose (textarea)
3 (mone faHHbIX)
1.6.4.4. "dateTimeAt" [ara v Bpems onepauun | hopmar npeacTaBneHus naH-
4 (nomne AaHHbIX) HbIX B COOTBETCTBUM CO Cre-
undukaumen RFC 3339 [11]
1.6.4.5 "idNumber" Npy U3MEHEHNUN ocTaTka
(MoA6NOK faHHbIX)  ANEKTPOHHbIX JEHEXHbIX

[0l

0]

[0

[0l

[0
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1.6.4.5. ‘number" UAEHTUUKALMOHHBIA HO- | TEKCTOBOE nose (textarea)
1 (mome JaHHbIX) | Mep nnaresibLUmMKa, B YacT-
HOCTW HOMEP 371eKTPOHHOr0
KOLLIESTbKA MNIaTeNbLLnKa,
1CNonb3yemoro UM Ha
0CHOBaHUM 0roBopa 6aH-
KOBCKOr0 cyeTa u (unu)
[orosopa 06 1crnonb30Ba-
HUW 3NIEKTPOHHOIO Cpej-
CTBA NNATEXa, 3aKITH0YEH-
HOrO0 C 0repaTopom no

nepeBoAy AEHEXHbIX
CPeAcTB

1.6.4.5. ‘sum" CymMma onepawuu TeKCcToBOe nose (textarea)
2 (mone faHHbIX)
1.6.4.5. ‘currency” Ba/Il0Ta onepauum TekcToBoe none (textarea)
3 (none AaHHbIX)
1.6.4.5. "dateTimeAt" [ara v Bpems onepauun | hopmar npescTaBneHus naH-
4 (none faHHbIX) HbIX B COOTBETCTBMM CO Cre-

uncbukaumeii RFC 3339 [11]
1.6.5 "device" napameTpbl YCTPOIACTBA, C

(MOAGIOK [aHHBIX) WCMOIb30BAHNEM KOTOPOr0
OCYLLECTBMNEH A0CTYN K
aBTOMATM3MPOBAHHON CU-
CTeme, NporpaMmMHoMy
06ECNEYEHNIO C LieNbIo
OCYLLECTBNEHUA NepeBoja
[IEHEXHbIX CpefcTB 663
CcOorniacus Knuexta
1.6.5.1 "ip" ceTeBoW agpec komnbtoTe- | CeTeBoii agpec IPv4 gomxeH
(mone faHHbIX) | pawn (Mnn) KOMMYHUKAUKM-  COOTBETCTBOBATH CrieLndmnKa-
OHHOro ycTpoiicTBa (MapL- unn RFC 791 [12]
pytusaropa) (IP)

1.6.5.2 "imsi* International Mobile Sub- | 4ncno (15-pa3psgHoe B fecs-
(none AaHHbIX) scriber Identity (IMSI) - | TuyHom npenctaBnenum) AA-

MeXAYHapOAHbIA UAEHTU- | BBBBBB-CCCCCC-EE
thukarop Mo6unbHOro
a00HeHTa (MHAMBMAYaNb-
HbIil HOMep aboHeHTa (Knu-

[0

[0

[0

[0

(N]

(N]

(N]
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1.6.5.3 "imei"
(nomne AaHHbIX)

1.6.5.4 "aiic"
(mone faHHbIX)

1.6.5.5 ‘cati"
(mone [aHHbIX)

1.6.5.6 ‘caic

€HTa — hM314eCcKOoro nnua),
Mo KOTOPOMY CUCTEMA pac-
MO3HaeT Nonb30BaTeNs
MOOMALHON CBA3N, UCMOMb-
3yKowero ctangaptol GSM
n UMTS
International Mobile Equip-
ment |dentity (IMEI) — mex-
JYHAPOAHbIA NAEHTU(NKA-
TOP MO6UABLHOrO 060pPYA0-
BaHus (MO6MNbHOrO
YCTPOWCTBA KNEHTA —
hu3nyeckoro nuua)
VAEHTUNKATOP Y4ACTHIKA,
ABNAOLLEr0CcH 6AHKOM-
9KBaNpepoM npu ocy-
LLIeCTBJIEHUM OMepawumn no
nepeBojly AeHEXHbIX
CPEACTB C MCMNOb30BAHNEM
MNATEeXHbIX KapT

naeHTuukarop 6aHkomara
1 (1K) 3NIEKTPOHHOrO
TEePMUHanNa, Ha KoTopoM
OCYLLIECTBNSETCS ONnepaums
10 nepesogy u (Mnu) CHs-
TUIO [IeHeXHbIX CPEeSiCTB

naeHTuukarop 6aHkomara

yucno (15-paspsagHoe B gecs-
TU4HOM npefcTaneHun) AA-
BBBBBB-CCCCCC-EE

VAEHTUNKATOP Y4ACTHIKA,
ABNAOLLErocs 6aHKOM-
9KBaWpepOM Npu OCYLLECTBE-
HUW onepaumin no nepesogy
JEHEXHbIX CPEACTB C UCMOJTb-
30BaHNEM NNATEXHbIX KapT
(Acquiring institution identifica-
tion code), — none «F032»
cTaHaapTa (PUHAHCOBbLIX CO06-
weHnit 1ISO 8583 [7], [8], [9]

uaeHTudnkatop 6aHkomara u
(1) aNEKTPOHHOTO TEPMUHA-
na, Ha KOTOPOM OCYLLLECTBNIA-
€TCA OMepauns no nepesogy u
(M) CHATUIO IEHEXHBIX
cpeacts (Card acceptor termi-
nal identification), — none
«F041»* cTaHaapTa YUHAHCO-
BbIX coo6LeHui 1SO 8583 [7],

(8], [9]

* 3HayeHne uaeHTUduKarTopa
TepMUHana A0MKHO ObIThb Bbl-
POBHEHO BNEBO W AOMNOMHEHO
npo6enamu cnpasa Ao 8 cum-
BOJNOB

naeHTudnkaTop 6aHkomara u

(N]

(N]

(N]

(N]
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(mone faHHbIX)

1 (A1) 3N1EKTPOHHOrO
TepMUHANa, Ha KOTOPOM
OCYLLECTBASAETCA Onepayns
Mo nepesoay W (Unu) CHA-
TUIO IEHEXHBIX CPEACTB, N0
ero reorpagpuyeckomy

(1) aNeKTPOHHOTO TEPMUHA-
3, Ha KOTOPOM OCYLLECTBNIA-
eTCs onepauus no nepesoay u
(Mnn) CHATUIO JEHEXHbIX
CPeLCTB, N0 ero reorpaguye-
ckomy mectononoxenuto (Card

MECTONON0XEHMIO acceptor identification code) —
none «F042»* craHgapta du-
HaHCOBbIX C006LieHMIA ISO
8583 [71], [8], [9]
* 3HayeHue uaeHTMduKaTopa
MyHKTa 06CNYXMBAHUS LOKHO
6bITb BLIDOBHEHO BMEBO U [10-
NOJIHEHO npo6enamu crpasa
1o 15 cumBonoB
1.7 ‘payee" UHopmaums,
(610K JaHHBIX) onpegenstoLlas
nonyyarens CpeacTs
1.71 "bik" bVK onepartopa no nepeso- B coopmate AAAAAAAAA
(mone AaHHbIX) Ay LeHEeXHbIX CPeACTB,
06CNY>XUBAIOLLIEr0 noJyya-
Tens cpeacTs
1.7.2 "inn" WNHH nonyyarens cpencts — B hopmate XXXXXXXXXX —
(none gaHHbIX) OPUANYECKOr0 NNLA, U NS IOPUAUYECKUX NNLL, B
(nu) MHAMBNAYANbHOTO | hopmate XXXXXXXXXX vnu
NPEANPUHVMATENS:, 1 (1) | XXXXXXXXXXXX — Ansi tu-
JNLQ, SAHUMAIOLLETOCA gy nvanLHLIX NpeAnpUHIMATE-
4aCTHON NPAKTUKOW  neii iy (unm) chnandeckux nu,
32HVNMAIOLLNXCA B YCTAHOBEH-
HOM 3aKoHoAaTenbcTBOM Poc-
cuickon deaepaun nopsaake
YaCTHOW NPAKTUKON
1.7.3 ‘payeeName" HauMeHOBaHWe OpraHn3a- | TeKCTOBOE none (textarea)
(mone [aHHbIX) | LW, SBNIAKOLLENCS NonyYa-
Tenem CpeacTs
1.74 ‘payeeTransferld" ' MAeHTM(MKALNOHHbIE faH-
(MoA6NoK faHHbIX) | Hble B 3aBUCMMOCTM OT

cnoco6a peanu3awin nepe-

(0]

[0

[0

[0

[0

810¢-5'1-0909d9 O1D

EEL



BOJA [IEHEXHbIX CPEACTB

1.7.4.1 “transferType" T!n cnoco6a peanu3auum | Bbibupaetcs 0AWH KOA 13
(mone [aHHbIX) nepeBoja AeHEXHbIX OrpaHNyeHHOro MHOXecTBa
cpeacte BO3MOXHbIX 3HA4EHWIA:
e [paymentCard] — npu ocy-
LLIeCTBJIEHUM OMepaLumn no ne-
PeBOJY [EHEXHbIX CPEACTB C
CMOMb30BAHUEM MNIATEXHBIX
KapT;
o [settlement] — npu ocy-
LLECTBNEHUM NEPEBOLOB fe-
HEXHbIX CPEACTB N0 6aHKOB-
CKMM cyeTam;
o [phoneNumber] - npu
OCYLLECTBNEHN NEPEBOSOB
JIEHEXHbIX CPeACTB N0 a60-
HEHTCKOMY HOMepY TeNneqoHa;
o [idNumber] - npu nsmene-
HWUW 0CTaTKa 3NEKTPOHHDIX
JEHEXHbIX CPEACTB
1.7.4.2 ‘paymentCard" Mpy OCYLLECTBNEHWN One-
(Moa6nok faHHbIX)  pauuii no nepesoay Ae-
HEXHbIX CPEACTB C UCMOSb-
30BaHNEM NNATEXHbIX KapT
1.7.4.2. ‘number” HOMep NnaTexHon KapTel | B hopmate
1 (mome gaHHbIX) | nony4arens cpeacts, Bbl- | XXXXXXXXXXXXXXXXXX
JaHHoN emy 1 (unu) nuuy,
YNONHOMOYEHHOMY NonyYa-
Tenem cpeacTs, onepato- HOMep MaTeXHoW KapTbl
POM N0 NepeBogy deHex-  NPEACTaBnAeTCs 6e3 npo6enos
HbIX CPEACTB — aMuTeHToM | () U 3HAKOB pasaenenus (-).
1.7.4.2. ‘sum" CyMMa onepauum no ocy-  cymma onepauuu — rone
2 (none AaHHbIX) LiecTBneHuto nepesoga | «F004» ctaHaapTa UHaHCO-
LEHEeXHbIX CPeACTB C UC- | Bbix co06LLeHmi ISO 8583 [7],
NoJib30BaHWEM MaTexHblx | [8], [9]
KapT
1.7.4.2. ‘currency" BaJsllOTa OMepawum no ocy- BankoTa onepawun — none
3 (none AaHHbIX) LLiecTBeHuIo nepesoga | «F049» craHpapTa huHaHco-

LeHEXHbIX CPeacTB

BbIX co06LeHui 1SO 8583 [7],
(8], [9]

[0

(0]

[0

0]

0]
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1.7.4.2. "status1"

CTaTyC NPUOCTAHOBNEHUS

4 (noa6nok faHHbIX) onepaumm

1.7.4.2. “enroliment’ UAeHTUUKaTop Bbi6upaetcs oauH Kog u3

4.1 (none AaHHbIX) MPUOCTAHOBIEHNA OrpaHN4eHHOro MHOXECTBA
onepauun BO3MOXHbIX 3HAYEHWIA:

1.7.4.2. "dateTimeAt"

42 (none AaHHbIX)
1.7.4.3 "settlement"
(noa6nok faHHbIX)

Jiata » Bpems npuocTaHoB-
neHns (HeBO3SMOXXHOCTM
MPUOCTAHOBIIEHUSA) 3a4MC-
NEHNA AEHEXHbIX CPEAICTB
Ha 6aHKOBCKWIA CHET Nony-
yatens cpeacTs Unum npu-
OCTaHOBJIEHUS (HEBOSMOX-
HOCTW NPMOCTAHOBEHUS)
YBENNYEHNS 0CTATKA ANeK-
TPOHHbIX AEHEXHbIX
CPeACTB nonyyarens
cpeacrTs
Mpw OCYLLECTBAEHNN Nepe-
BOJI0B IEHEXHbIX CPEACTB
M0 6aHKOBCKUM CYeTam
noCPeCTBOM CRMCAHNA
[IEHEXHbIX CPefCTB C 6aH-
KOBCKWX CYETOB Nnaresib-
LLINKOB

e [successful]l — ycnewiHoe
MPUOCTAHOBIIEHNE 3a4MUCNEHMS
JEHEXHbIX CPEACTB HAa 6aHKOB-
CKMiA CYET NosyyaTens CpefcTB
UK YBENNYEHNS 0CTATKA 3eK-
TPOHHbIX AEHEXHbIX CPEACTB
nonyyatens CpeAcTs;

e [unsuccessful]l — HeBO3-
MOXHOCTb NMPUOCTAHOBIEHMS
3a4UCNEHNS JEHEXHbIX
CpencTB Ha 6aHKOBCKMIA CHET
nony4atens CPeAcTB UN Npu-
0CTaHOB/EHNS YBENNYEHMS
0CTaTKa ANEKTPOHHbIX JEHEX-
HbIX CPEACTB Nony4artesns
CpeacTB

chopmat npeacTaBieHNs faH-
HbIX B COOTBETCTBUM CO Cre-
uncbukaumeii RFC 3339 [11]

0]

[0

[0l

[0
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1.7.4.3. ‘number” HOMEp pacyeTHOro cyeta | B hopmare
1 (nomne AaHHbIX) nony4arens cpefcts, 0T- | XXXXXXXXXXXXXXXXXXXX
KpbITOrO y oneparopa no
nepeBofy AeHEXHbIX
cpeacTs, 06cnyxmeaiowero HOMEP 6aHKOBCKOr0 cyeTa
nonyyaTens cpeacts npegcrasnserca 6e3 npobenos
(L) v 3HakoB pasgenexus (-).
1.7.43. ‘sum" CymMa Onepauum o nepe- TEKCTOBOE rose (textarea)
2 (none AaHHbIX) BOAY AEHEXHbIX CPeACTB
1.7.4.3. ‘currency” Ba/Il0Ta onepauuu no nepe- TekctoBoe nosne (textarea)
3 (none AaHHbIX) BOAY [EHEXHbIX CPEACTB
1.7.4.3. "status1” CTaTyc NPUOCTaHOBNEHUS
4 (noa6nok faHHbIX) onepaumm
1.7.43. “enroliment’ UAeHTUUKaTop Bbi6upaetcs oauH Kog u3
4.1 (none AaHHbIX) MPUOCTAHOBNEHUSA OrpPaHN4YeHHOro MHOXXEeCTBa
onepauum BO3MOXHbIX 3HA4EHWI:
e [successful]l — ycnewHoe
NPUOCTAHOBIIEHME 3a4NCTIEHNS
JEHEXHbIX CPEACTB Ha 6aHKOB-
CKMI CHET NOnyyaTens cpeacTs
WIIN YBESINYEHNS OCTaTKa AMek-
TPOHHbIX AEHEXHbIX CPEACTB
nony4artens CpeacTs;
e [unsuccessful]l — HeBo3-
MOXXHOCTb MPUOCTAHOBIEHNA
3a4UCNEHNS JEHEXHbIX
CpencTB Ha 6aHKOBCKMIA CHET
nonyyartens CpesacTB Unu npu-
OCTaHOBJIEHNS YBENIUYEHMS
0CTaTKa NEKTPOHHBIX AEHEX-
HbIX CPeLCTB Noayyarens
cpeacTs
1.7.43. "dateTimeAt" [ara 1 Bpems NpuocTaHoB- hopmar npescTaBneHus faH-
42 (none AaHHbIX) NeHns (HEBOSMOXKHOCTU | HbIX B COOTBETCTBUM CO Cre-

NPUOCTAHOBIIEHNA) 3a4mC-
NEHNS [LeHeXHbIX CPeaCTB
Ha 6aHKOBCKMWIA CHET noJy-
yarens CpeacTs unu npu-
OCTaHOBIIEHNS (HEBO3MOX-

umndpukaumein RFC 3339 [11]

0]

[0l
[0

0]

[0

[0
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HOCTY NPUOCTAHOBNEHMSA)
YBEJIMYEHUA 0CTATKA 3J1eK-
TPOHHBIX IEHEXHbIX
CPeLCTB Nosyyarens
CpencTs

1.7.4.4  "phoneNumber'  npu oCyLleCTBNEHNN Nepe-
(noa6noK faHHbIX)  BOLOB AEHEXHbIX CPEACTB
M0 a6OHEHTCKOMY HOMepY

TenedoHa

1.7.4.4. ‘number” HOMep TenedoHa B (hopmate

1 (mone HaHHbIX) nony4artens cpeacTs KKKXXXNNNNNNNN, rze:
KKK — 0T 04HOr0 A0 Tpex cum-
BOJIOB KOJia CTPaHbl;
XXX — ko onepartopa;
NNNNNNN — 7 3HakoB HOMepa.
Homep TenedoHa npeacrasns-
ercs 6e3 3Haka nntc (+), Npo-
6en108 (_) 1 3HaKOB pasgene-
HUA (-).

1.7.4.4. ‘sum" ‘sum" CymMma onepaum

2 (monie faHHbIX) (mone AaHHbIX)

1.74.4. ‘currency” ‘currency" BasloTa onepauum

3 (none AaHHbIX) (none faHHbIX)

1.7.4.4. "status1" CTaTyc NPUOCTaHOBNEHUSA

4 (noa6noK faHHbIX) onepaumu

1.7.4.4. “enroliment" naeHTuuKaTop Bbl6upaeTcs oauH Ko n3

4.1 (none AaHHbIX) MPUOCTAHOBNEHUSA OrpPaHN4YeHHOro MHOXXEeCTBa

onepaumu BO3MOXHbIX 3HA4EHWIA:

e [successful] - ycneluHoe
NPUOCTaHOBJIEHNE 3a4nUcneHns
AEHEeXHbIX CPeLCTB HA 6aHKoB-
CKMWii CYET NoMyyaTens cpeacTs
Wnn yBenn4eHna octatka anek-
TPOHHbIX AE€HEXHbIX CPeaCcTB
nomnyyatens CpefcTs;

o [unsuccessfull — HeBo3-
MOX>XHOCTb MPNOCTAHOBNEHNA

(N]

(N]

(N]
(N]

(N]

(N]
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1.7.4.4.
4.2

1.7.4.5

‘dateTimeAt"
(mone [aHHbIX)

‘idNumber"
(MoA6NOK [AaHHbIX)

[ara 1 Bpems npuocTaHoB-
TNIeHNs (HEBO3MOXKHOCTH
NPVOCTAHOBIEHNA) 3a4MC-
TIeHNs eHeXHbIX CPeSCTB
Ha 6aHKOBCKMI CYET nony-
yaresnia CpeacTB Uiu Npu-
0CTaHOBIIEHUA (HEBOSMOX-
HOCTU NPUOCTAHOBINEHUSA)
YBEJMYEHNS 0CTATKA 3J1eK-
TPOHHBIX AEHEXHbIX
CpeLCTB nony4arens
CpefncTs
Nnpy M3MEHEHNN 0cTaTka
ANEKTPOHHBIX JEHEXHbIX
CcpefncTs

3a4MCIIEHNS IEHEXHbIX
CPeLCTB Ha 6aHKOBCKMIA CYeT
nosyyarens CpeacTs Uu npu-
OCTAHOBJIEHUS YBENNYEHUS
0CTaTKa dNEKTPOHHbIX AEHEX-
HbIX CPEACTB Mosyyarens
cpeacTs

chopmar npeacTaBfieHns aaH-
HbIX B COOTBETCTBWU CO Cre-
umndpukaumein RFC 3339 [11]

1.7.4.5.
1

1.7.4.5.
2

‘number"
(mone faHHbIX)

‘'sum
(none AaHHbIX)

NAEHTUDUKALNOHHBIA HO-
Mep Nnonyyatens CPeacTs, B
4aCTHOCTW HOMEP 3NeK-
TPOHHOIO KOLLEeNbKA Nony-
yaTens cpejacTB, UCMONb3Y-
€MOro UM Ha 0CHOBaHWN
[10roBopa 6aHKOBCKOro
cYerta u (unm) gorosopa 06
CNONb30BAHN 3NIEKTPOH-
HOr0 CpeACcTBa MNaTexa,
3aKJTH04EHHOr0 C 0MepaTo-
pOM M0 NepeBoay AeHeX-
HbIX CPeJICTB
CymMMa onepatum

TeKCToBOe nose (textarea)

TekcToBoe nose (textarea)

1.7.4.5.
3
1.7.4.5.
4

‘currency"
(none AaHHbIX)
“status1"
(MoA6NOK [AaHHbIX)

BasoTa onepawun

CTaTyC NPMOCTAHOBNEHNS
onepatuu

TeKCTOBOe nose (textarea)

(N]

(0]

0]

0]
[0

[0
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1.7.4.5. “enrollment" naeHTuukaTop

4.1 (nomne AaHHbIX) NPUOCTAHOBIIEHNA
onepauum

1.7.45. ‘dateTimeAt" AaTa 1 Bpems NpuocTaHoB-

42 (nomne AaHHbIX) NeHns (HeBOSMOXXHOCTH

NPUOCTAHOBIIEHMS) 3a4MC-
JIeHNA [eHeXHbIX CPeaCTB
Ha 6AHKOBCKMI CHET nony-
yatens cpeacTB uiu Npu-
0CTaHOB/NEHNs (HEBO3MOX-
HOCTU NMPMOCTAHOBIEHUSA)
YBENMYEHNS 0CTATKA MeK-
TPOHHBIX AEHEXHbIX
CPeLCTB nony4arens
CPeAcTB

Bbi6upaeTcs oauH Kof n3
OrpaHN4eHHOr0 MHOXECTBA
BO3MOXKHbIX 3HA4EHWIA:

o [successfull - ycnewHoe
NPUOCTAHOBNEHWE 3a4NCTIEHNS
LEHEeXHbIX CPeACTB Ha 6aHKOB-
CKMWiA CYET NOMy4aTens cpeacTs
UNN YBENUYEHNS 0CTaTKa 3NeK-
TPOHHbIX IEHEXHbIX CPEACTB
nony4atensi CpefcTs;

o [unsuccessful] — HeBo3-
MOXXHOCTb MPUOCTAHOBNEHNS
3a4UCMEHNS AEHEXKHbIX
CPEACTB Ha GAaHKOBCKMI CHeT
nonyyatens CpeacTs UNn npu-
0CTaHOBMNEHNS YBENNYEHMS
0CTaTKa 3/1EKTPOHHbIX [EHEX-
HbIX CPeACTB Nomyyaresns
cpencTs

chopmar npescTaBeHns AaH-
HbIX B COOTBETCTBMM CO CMe-
umndpukaumen RFC 3339 [11]

[0

0]
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9. ®opmMa HPOPMALMOHHOIro coobueHns baHka Poccnm K y4acTHUKY MIHQOPMALMOHHOIrO OOMeHa,
o6cny>KmBaoLeMy rnjaresbLymKa

NnpMMeHseTca.

®opma nHbopMaLMoHHOro coobueHus baHka Poccnm K y4acTHUKY nHPOpMaLMOHHOro obMeHa, 06Cy>XXnBaloLLLEMy NNaTenbLUnKa,

npwn HanpaeneHnn yseaomMsieHns 06 ycrneLwHOM npnoCTaHoBEHUN 3a4NCiieHNA AeHeXHbIX CcpeacTB Ha 6aHKOBCKMI CYeT nonyyarensd

CPeACTB UMK YBENNYEHMS OCTaTKa 3MEKTPOHHbIX AIeHEXHbIX CpeacTB nofyyartens cpeacts [20];

npwn HanpasneHn yBeaomMJieHnss O HEBO3MO>XXHOCTU NMPUOCTAaHOBJIEHUSA 3a4NCTIeHNAa OeHeXHbIX CpeacTB Ha GaHKOBCKUW CcHYET nojy4ya-

Tens CpencTs UKW yBeNNYEHs OCTaTKa dNIeKTPOHHbIX AIEHEXHbIX CpeacTB nonydatensa cpeacts [20];

NpoeHTudurKaumoHHble AaHHble MHGOPMALMOHHOIo coobLeHns baHka Poccum K y4acTHUKY MHPOPMaLMOHHOro obMeHa, 06-
cnyxuBatoLeMy nnatenbluvka. bnok gaHHbix [HEADER]

1.1 ‘schemaType" TWUM 3NEKTPOHHOI0 C006- | YKa3bIBaeTCs 3Ha4eHue
(none gaHHbIX) LLieHns [antifraudReturn] — gononHuTenbHbIIR
3anpoc y4acTHUKY WHHOPMALMOHHOr0
06MeHa — «osyyaTesto CpeLCcTB» He-
CaHKLIMOHMPOBAHHOIA onepawum
1.2 ‘schemaVersion" = Bepcus CXeMbl TUMa 3NeK- TEKCTOBOE rnose (textarea)
(none AaHHbIX) TPOHHOTO COOO6LLEHNSA
1.3 ‘version" HOMep Bepcuu 4ucnoBoe 3HayeHue (int)
(momne JaHHbIX) | 3JIEKTPOHHOr0 COOG6LLEHNS
B NpoLecce MHgopmaum-
OHHOr0 06MeHa
1.4 ‘memberld" UAeHTMMKaTOp y4acTHUKa 128-6uTHbIin naeHTudnkarop (GUID),
(none AaHHbIX) | MHGOPMALMOHHOr0 06Me- CHOPMUPOBAHHBIA B COOTBETCTBUM CO
Ha, NPUCBOEHHbIN baHkom cneundbnkaumeit RFC 4122 [16], npu-
Poccun CBOEHHbI baHkom Poccum
1.5 "publishedAt" [Jara u Bpems nepeBuyHOro (popmart npeAcTaBfieHns AaHHbIX B CO-
(none AaHHbIX) MHOPMMPOBAHUA OTBETCTBUM CO cneumndukaumein RFC

3339 [11]

‘header": {

‘schemaType": "antifraudReturn’,

‘schemaVersion": "1",

‘version"; "1",

‘memberld"; "9527dd0c-0765-4f1c-8f5f-70a02cf4046¢",
‘publishedAt"; "2002-10-02T15:00:00.05Z"
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1.1

1.2

1.3.

1.4

1.4.1

1.4.2

9.2.

OnucaHne $opMbl MHGOPMALMOHHOIO coobLleHns baHka Poccnm K y4acTHUKY MHGOPMaLMOHHOrO 0bMeHa, 0O6Cy>KMBaIOLLLEMY
nnatenblmka. bnok gaHHbix [anifraudReturn]

"anifraudReturn”
(610K JaHHbIX)

‘sourceld"
(mone [aHHbIX)

"victim"
(none AaHHbIX)

‘recipient”
(none AaHHbIX)

“payer"
(610K iAHHBIX)

"bik"
(none gaHHbIX)

(none AaHHbIX)

naeHTudumKaTop,
NPUCBOEHHbIN
Y4aCTHUKOM UH-
thopmaumoHHOro
06MeHa, ABNA0-
LMMCS nnaTesb-
LLIMKOM
MHopmaLms o
CyOLEKTHOM CTaTy-
Ce nnarefbLumKa

MHopMaums o
CyOLEKTHOM CTaTy-
ce nosyyarens
cpeacTs

MHopmaums,
onpegenstoLLas
nnatenbLUnKa
BIK onepatopa no
nepeBofy [eHeX-
HbIX CPEACTB, 00-
CNY>XMBAILLLEr0
nnatenbLUnKa
WHH nnatenbLymka
— 1OpMANYECKOro

B cnyyae He06Xx0aUMOCTU yKa3aHuUs He-
CKOJIbKMX 3HAYEHWIA 6NOKOB JAHHbIX
(payer, payee) yka3blBaeTCs OA4NH W
HECKOJ/bKO 00bEKTOB B 6/10KE AaHHbIX
"anifraudReturn"

128-6uTHbIN geHTMdukatop (GUID),
¢HOPMUPOBAHHBI B COOTBETCTBMM CO
cneundmkaumen RFC 4122 [16], npucso-
€HHbI Y4aCTHUKOM UHC(OPMALLMOHHOIO
o6meHa

Bbi6upaeTcs ofuH Ko U3 OrpaHuyeHHo-
0 MHOXECTBA BOSMOXXHbIX 3HA4EHMNIA:

o [person] — com3nyeckoe NnLo;

o [entity] — opuanyeckoe nnuo
BbibupaeTcs ofuH Ko U3 0rpaHuyeHHo-
0 MHOXECTBA BOSMOXXHbIX 3HA4EHNIA:

e [person] - dou3nyeckoe nuuo;

o [entity] — opuanyeckoe nnuo

B hopmare AAAAAAAAA

B chopmate XXXXXXXXXX — ans topuam-
yeckux nuu, B popmate XXXXXXXXXX

"anifraudReturn”: [{
"sourceld": "f34030ef-358a-445c-8567-25985ce6d91c’,
‘victim": "uHopmaumus o cyobeKTHOM CTaTyce nnatenbLimuka’,
‘recipient": "MHopmaLma 0 Cy6bEKTHOM CTaTyce noJiyy4arenia CpeacTs”,
"payer"; {
"bik": "123456789",
"inn"; "123456789000",
"payerName": "HauMeHOBaHWe OpraHu3auum, SBnstoLLeica nna-
TeSbLLUNKOM",
"payerTransferld": {
‘transferType": "Tun cnoco6a peanu3auun nepesoja
JIeHeXHbIX CPeacTs”,
"paymentCard": {
‘number"; "123412341234123412",
‘sum”; ‘cymMma onepauuu no OCYLUECTBIIEHNIO
nepeBofa AEHEXHbIX CPEACTB C MCMNOb30BAHNEM MNATEXHbIX KapT",
‘currency': "BantoTa onepawum no 0CyLecTBIe-
HWIO NepeBoja AEHEXHbIX CPeaCTB’,
‘dateTimeAt": "2018-01-13T09:14:38Z",
‘rrn": "HOMep, reHepupyeMbIin Ans onepauuu no
nepeBofy AeHEXHbIX CPEACTB NPU BbIMOSHEHUN e aBTopu3aLuu”
3
‘settlement": {
‘number"; "12345123451234512345",
‘sum"; "cymma onepauuu no nepesogy AeHex-
HbIX CPeacTB’,
‘currency": "BanioTa onepauum no nepesomy
JIEHEXHbIX CpeacTs",
‘dateTimeAt": "2018-01-13T09:14:382"
1
"phoneNumber": {
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(mone [aHHbIX)

"payerTransferld"
(noa6noK faHHbIX)

(none AaHHbIX)

nnua, u (M) uH-
AVBUAYanbHOro
npesnpuHUmarens,
W (unn) nuua, 3a-
HUMaloLLerocs
4aCTHOM NPAKTUKOM

HalMeHOBaHMe
opraHu3auum,
ABNAOLLENCS

nnatenbLnKoM

UAEHTUUKALIMOH-
Hble [JaHHbIE B
3aBUCUMOCTK OT
cnocoba peanunsa-
LM nepesoaa
JIEHeXHbIX CPEACTB
!N cnoco6a pea-

nnsauumn nepesona
AEHEeXHbIX CPeACTB

‘number"; "1212312345678",

‘sum"; "cymma onepauuu’,

‘currency': "BanioTa onepauuu’,
"dateTimeAt": "2018-01-13T709:14:38Z"

nnn XXXXXXXXXXXX — ans nngusmnay-
anbHbIX NpeanpuHUMaTenen n (unu)
(hM3NYECKMX NIALL, 3aHUMAIOLLMXCS B
YCTaHOBNEHHOM 3aKOHOATENbCTBOM

Poccuitckon ®eaepaliyi nopsake vacT- 2
"idNumber": {

HOI NPAKTUKON.
text ‘number";
TeKeToBoe none (textarea) “1KoXGAABVTdbBTkW27YEQKFaTtEQqO7AAT",
‘sum"; "cymma onepauuu’,

‘currency': "BantoTa onepaumu’,
‘dateTimeAt": "2018-01-13709:14:38Z"
}
I8
"device": {
"ip":"127.0.0.1",
"imsi"; "MexayHapoaHbIN MAEHTUNKATOP MOBUITLHOIO
aboHeHTa (MHAMBMAYANbHbIA HOMEP a60HEHTA)",

Bbi6upaeTcs 04uH Ko U3 OrpaHn4yeHHo- e .
imei": "MeXXayHapOoAaHblii AEHTUDNUKATOP MOBUILHOIO

0 MHOXXECTBA BO3MOXHbIX 3HA4EHMiA: .
060pyaoBaHus",

e [paymentCard] — npu ocyLiecTane-
HUW onepawuii No NepeBoay AEHEXHbIX
CPEAICTB C MCMONb30BAHNEM NMNATEXHbIX
KapT;

o [settelment] — npu ocywiecTBNEHUN
NepeBofoB [EHEXHbIX CPEACTB Mo 6aH-  8583)"

KOBCKUM CYeTam; }
o [phoneNumber] — npu ocywiectsne- 2
HUW NepeBOO0B LEeHEeXHbIX CPEACTB N0 ‘payee”: {

a60HEHTCKOMY HOMepY TenedoHa; "bik": "123456789

o [idNumber] — npu n3ameHeHnM ocTaT- "inn": *123456789000",
Ka 3NIEKTPOHHbIX IEHEXHbIX CPEACTB ‘payeeName": "HaMMeHOBaHWE OpraHu3auuu, ABNSAOLLEACH MO-

“aiic"; "Acquiring institution identification code (32 none
ISO 8583)",

‘cati": "Card acceptor terminal identification (41 none
IS0 8583)",

"caic"; "Card acceptor identification code (42 none ISO

"paymentCard"
(MoA6IoK [aHHbBIX)

Mpwn OCyLLeCTBIIe-
HUW omepaumii no
nepeBoay LeHex-
HbIX CPEACTB C
MCNONb30BAHNEM
MIaTeXHbIX KapT

nyyatenem Cpeacrts’,
"payeeTransferld"; {
‘transferType": "Tun cnocob6a peanu3auun nepesoja
[EHeXHbIX CpeacTs",
"paymentCard"; {
‘number"; "123412341234123412",

(mone [aHHbIX)

HOMEp NaTeXXHoM

KapTbl NnaTenbLLn-

Ka, BblAaHHON eMy
u (unu) nuuy,

‘sum"; "cymma onepauuu Mo OCYLLECTBEHNIO
nepeBoa AEHEXHbIX CPEACTB C UCMNONb30BAHNEM MIIATEXHbIX KapT",

‘currency": "BantoTa onepauun no ocCyLlecTBie-
HOMEp NNATEeXHOI KapTbl NPEACTABNAET- HUIO NEPEBOAA AEHEXHbIX CPEACTB C MCNONb30BAHNEM NNATEXHbIX KapT,

B coopmate XXXXXXXXXXXXXXXXXX

(4747
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1.4.4.2.

1.4.4.2.

1.4.4.2.

1.4.4.2.

1.4.43

sum
(none gaHHbIX)

‘currency"
(none AaHHbIX)

‘dateTimeAt"
(mone [aHHbIX)

rm
(none AaHHbIX)

"settlement"
(MoAGIOK [AHHBIX)

YMOMHOMOYEHHOMY
nnaTenbLnKom,
0nepatopom no
MepeBofy AeHEX-
HbIX CPeCTB —

SMUTEHTOM
cymMma onepaLmm

M0 OCYLLECTBEHNIO

nepeBoa AeHex-
HbIX CPE/CTB C
CMOMb30BaHNEM
MNATeXHbIX KapT

BastoTa onepaLum

M0 OCYLLECTBEHNIO

NepeBoa AeHex-

HbIX CPE/CTB
Jara v Bpems
onepauu

HOMep, reHepupy-
eMblil Ans onepa-
LM No nepesoy

JEHeXHbIX CPeacTB
MPY BbIMONHEHNN
ee aBTopusaunn

Mpy OCYLLECTBNe-
HUM NEepeBo/0B

cs 6e3 Npo6enoB (_) 1 3HAKOB pasfene-
HUA (-).

cymma onepauum — none «F004» craH-
JapTa oMHAHCOBbIX c006LLeHNii ISO
8583 [7], [8], [9]

BastoTa onepaunn — none «F049» craH-
JapTa MHaHCOBbIX c006LLeHNii ISO
8583 [71, [8], [9]

chopmar NpeAcTaBNeHNs AAHHbIX B COOT-
BETCTBMU CO cneundukaumen RFC 3339
[11]

HOMep, reHepupyemMblIi AN1s onepawun no
nepeBofy AeHeXHbIX CPeACTB NpU Bbl-
MONTHEHWUW ee aBTOpPW3aLuK, — none
«F037»* cTaHfapTa (OMHAHCOBbIX CO06-
LweHnit 1ISO 8583 [7], [8], [9]

* 3HaveHue nons «FO37» (Retrieval Ref-
erence Number) LOIXHO (hOpMUPOBATb-
sl XOCTOM 6aHKa-3KBaipepa no cnegy-
foLLeMy npasuny:

YJJIXXNNNNNN, rge:
Y — nocneaHas umdpa roaa;
JJJ — 1onnaHckasa nara;

XX — ugeHtTucpukarop, NpucBOEHHbIN
X0CTy 6aHKa-3KBanpepa onepaTopom;

NNNNNN — nocneaosatefibHblii HOMEp
TPaH3aKLNK B TEYEHNE OHS

"status1": {
‘enrollment";  "waeHTMdMKaTop npu-
0CTAHOBJIEHUS onepauuu’,
‘dateTimeAt": '2002-10-
02715:00:00.05Z"
}
2
"settlement": {
‘number"; "12345123451234512345",
‘sum"; "cymma onepauuu Mo OCYLLECTBEHNIO

nepeBoja [eHeXHbIX CPeacTs’,

‘currency': "BantoTa onepauum no 0CyLlecTBIe-
HUIO NepeBoa AeHEXHbIX CPEACTB',
"status1": {
‘enrollment”:  "wpeHTudpukatop npu-
0CTaHOBJIEHUA onepauuu’,
‘dateTimeAt": '2002-10-

02715:00:00.05Z"
}
),
‘phoneNumber"; {
‘number"; "1212312345678",

‘sum"; "cymma onepaumu’,

‘currency': "BantoTa onepaumu’,

"status1": {
‘enrollment";  "waeHTMdMKaTop npu-
0CTaHOBJIEHMSA onepauun’,
‘dateTimeAt": '2002-10-
02715:00:00.05Z"
}
1
"idNumber"; {
‘number";
“1KoX6AA5VTdbBTkw27YEqKFaTtEQQ97AAT",
‘sum"; ‘cymma onepauuum N0 U3MEHEeHUH

0CTaTKa [1eHeXHbIX CPeaCTB",
‘currency": "BanioTa onepauuu no U3MEHeHUIo
0CTaTKa [1eHEeXHbIX CPEACTB",
"status1"; {
‘enrollment”;  "waeHTUdbMKaTOp nNpu-
0CTAHOBJIEHUS onepauuu’,
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1.4.43.

1.4.43.

1.4.43.

1.4.43.

1.4.4.4

‘number"
(mone [aHHbIX)

sum
(none gaHHbIX)

‘currency”
(mone [aHHbIX)

‘dateTimeAt"
(mone [aHHbIX)

"phoneNumber"
(noa6noK faHHbIX)

JIEHEXHbIX CPEACTB
M0 6aHKOBCKUM
cyeTam nocpea-
CTBOM CnUcaHus

JEHeXHbIX CPeAcTB

¢ 6aHKOBCKMX CYe-

TOB NNATENbLUUKOB

HOMep 6aHKOBCKO-

ro cyera nnaresib-

LMK, OTKPbITOrO Yy

oneparopa no ne-
peBo/Yy AEHEXHbIX

CPeacTB, 06CNYXN-

BalOLLIEro nna-
TenbLnKa
CyMMa onepawum
no nepesoay Ae-
HEXHbIX CPEACTB

Ba/Il0Ta Onepauum
Mo nepesoay fe-
HEXHbIX CPEACTB

JaTa n Bpems
onepauum

npu 0CyLLEeCTBe-
HUW NepeBojoB

LEeHEeXHbIX CPeACcTB

10 aBOHEHTCKOMY

02715:00:00.05Z"

1
B chopmare XXXXXXXXXXXXXXXXXXXX '}

HoMep 6aHKOBCKOro cYeTa NpefcTaBs-
etcs 6e3 npo6enos (_) U 3HaKOB pasfe-
nexna (-).

TekcToBoe none (textarea)

TekcToBoe none (textarea)

thopmart npefcTaBNeHNUs: JaHHbIX B COOT-
BETCTBUN €O creundukaumeit RFC 3339
(1]

HOMepy TenedoHa
1.4.4.4. ‘number’ Homep Tenecpona B coopmate KKKXXXNNNNNNNN, rae:
1 (mone [aHHbIX) nnaresbLUmnKa,

YKa3aHHbIi B 4OT0-
BOpe 6AHKOBCKOro
cyeta u (unm) fo-
rOBOpE 06 MCMoJib-
30BaHNN 3NeK-
TPOHHOTO CPeACTBa
nnarexa, 3ak/to-
YEHHOM C nna-
TENbLLUNKOM

KKK — 0T 04HOr0 0 Tpex CMMBOSI0B
KoJia CTpaHbl;

XXX — ko onepartopa;
NNNNNNN — 7 3HakoB HOMepa.

Homep TenedoHa npeacrasnsercs 6e3
3HaKa e (+), Npo6enos (_) 1 3HaKoB
pasgeneHus (-).

"dateTimeAt":

"2002-10-
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KOTOPOT0 0CY-

1.4.4.4. sum CymMma onepauum | TekctoBoe nose (textarea)
2 (mone faHHbIX)
1.4.4.4. "currency" Ba/TI0TA Orepauun | TEKCTOBOE none (textarea)
3 (none AaHHbIX)
1.4.4.4. ‘dateTimeAt" farta v Bpemsa | popmart npescTaBneHns AaHHbIX B COOT-
4 (none AaHHbIX) onepawum BETCTBMM cO cneundmkaumen RFC 3339
(1]
1.4.4.5 "idNumber” Mpu N3MEHeHNN
(nop6noK faHHbIX)  OCTAaTKa 3NMEKTPOH-
HbIX IEHEXHbIX
CpeacTs
1.4.4.5. ‘number” WOEHTUPNKALMOH- | TEKCTOBOE nosie (textarea)
1 (none faHHbIX) HbIV HOMEp nna-
TebLUMKA, B YacCT-
HOCTW HOMEp 3nek-
TPOHHOTO KOLLEMb-
Ka nnatesbLumKa,
CNOb3YEMOr0 UM
Ha OCHOBaHUM
AoroBopa 6aHKOB-
CKOro cyeTamn
(unu) porosopa 06
CMNONb30BAHMM
3NEKTPOHHOI0
CPeACTBa nnartexa,
3aK/0YEHHOr0 C
onepaTopom no
nepeBofy AeHEX-
HbIX CPEACTB
1.4.45. ‘sum" CymMa onepauum | TekcToBoe nose (textarea)
2 (none faHHbIX)
1.4.45. ‘currency” Ba/Il0Ta onepauun | TekctoBoe none (textarea)
3 (monie faHHbIX)
1.4.4.5. ‘dateTimeAt" Jiata n Bpems chopmart npeacTaBneHNs AaHHbIX B COOT-
4 (nomne gaHHbIX) onepawuum BETCTBMN cO creuncpukaumein RFC 3339
(1]
145 "device" napameTpsbl
(Noa6noK faHHbIX) | YCTPOMCTBA, C UC-
MoSb30BaHNEM
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1.4.5.1

1.4.5.2

1.4.5.3

'ip!
(momne gaHHbIX)

“msi*
(momne gaHHbIX)

‘imei"
(nomne gaHHbIX)

LLIeCTBMEH JOCTYN K
aBTOMATW3MpPOBaH-
HOW cucTeme, npo-
rpaMmMHoOMy 06ec-
MEYEHNIO C LiENbio
OCYLLECTBNEHUA
nepeBofa AeHeX-
HbIX CPeACTB 6e3
cornacus KnueHta
CETeBOM afpec
KOMMbOTEPA 1
(1) KOMMyHMKa-
LIMOHHOr0 YCTPOiA-
CTBa (MapLupyTnsa-
Topa) (IP)
International Mobile
Subscriber Identity
(IMSI) — mexayHa-
POAHbIN NAEHTH-
dhukatop mo6unb-
HOro ab0HeHTa
(MHAMBMAYaNbHbIA
HOMep aboHeHTa
(knueuTa — puam-
4eCcKoro imua), no
KOTOpPOMY cucTema
pacno3HaeT nosib-
30BaTens Mobunb-
HOI CBA3W, UC-
MOJb3YHOLLEro
cTaHaapTbl GSM un
UMTS
International Mobile
Equipment Identity
(IMEI) — mexxpyHa-
POAHbLIA NAEHTK-
chmkatop mobusb-
HOro o6opyzoBa-
HUA (MOBGMIBHOTO
YCTPOICTBA KIINEH-
Ta — YU3NYECKOro

CeTeBoit agpec IPv4 fomkeH co0TBeT-
cTBOBath cneundukauun RFC 791 [12]

4ncno (15-paspsagHoe B AECATUHHOM
npeactasnequn) AA-BBBBBB-CCCCCC-
EE

4ncno (15-paspsagHoe B AECATUYHOM
npeactasnequn) AA-BBBBBB-CCCCCC-
EE
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1.4.5.5

1.4.5.6

1.5

aiic”
(none faHHbIX)

‘cati"
(none AaHHbIX)

"caic’
(mone faHHbIX)

‘payee’
(610K [aHHBIX)

nmua)
naeHTUnKaTop
y4acTHUKa, ABNS-
foLLerocs 6aHKoM-
3KBaNpepoMm npu
OCYLLECTBAEHNN
onepauuii no nepe-
BOAY AEHEXHbIX
CPEACTB C MCMOMb-
30BaHWEM NATEX-
HbIX KapT
UAEHTUMKATOP
6aHKomarta u (unu)
3N1EKTPOHHOI0
TepMUHANa, Ha
KOTOPOM 0CY-
LLECTBNSAETCA One-
pauus no nepesogy
1 (1K) CHATUIO
OEHEXHbIX CPELCTB

naeHTUnKaTop
6aHkomara u (1nu)
3N1EKTPOHHOI0
TepMUHana, Ha
KOTOpOM 0CY-
LLECTBNSETCA One-
pauus no nepesogy
1 (MNn) CHATMIO
JEHEXHbIX
CPEACTB, MO ero
reorpacgouyeckomy
MECTONONOXEHNIO

MHGhopmaums,
onpeaenstoLlas
nonyyarens

WAEHTNDNKATOP Y4ACTHUKA, ABASIOLLE-
rocs 6aHKOM-3KBaipepoMm npu ocy-
LLIECTB/IEHUM OnepaLui no nepesoay
JEHEeXHbIX CPEACTB C MCMOMb30BAHNEM
nnarexHbIx kapT (Acquiring institution
identification code), — none «F032»
cTaHaapTa UHAHCOBbLIX CO06LLeHMi ISO
8583 [7], [8], [9]

naeHTudukatop 6aHkomara u (1unu)
9NeKTPOHHOI0 TEPMUHANA, HA KOTOPOM
OCYLLECTBASETCA ONepauus no nepesogy
W (MnK) CHATUIO AEHEXHbIX CPeACTB
(Card acceptor terminal identification), —
nose «F041»* cTaHgapTa hMHAHCOBbLIX
coo6ulenuii ISO 8583 [7], [8], [9]

* 3Ha4eHne naeHTMrKaTopa TepMuHana
JOMKHO ObITb BbIDOBHEHO BJIEBO U [10-
NONHEHO npo6enamu cnpasa o 8 cum-
BOJNOB

noeHTnnkaTop 6aHkomara u (Unm)
3NEKTPOHHOI0 TEPMUHANA, HA KOTOPOM
OCYLLECTBASAETCA ONnepauns no nepesoay
W (UN1) CHATUIO A@HEXHDBIX CPEACTB, Mo
€ero reorpagyn4eckomy MecTornonoxe-
Huto (Card acceptor identification code)
—none «F042»* ctaHgapTa PUHAHCOBbIX
coo6ulenuii ISO 8583 [7], [8], [9]

* 3HaveHne MAeHTUNKATOPA MYHKTA
06CNYXXMBAHUSA [OKHO ObITh BbIPOBHE-
HO BNIEBO 1 JONOJHEHO Npobenamu
cnpasa o 15 cumBosoB
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1.5.1

1.5.2

1.5.3

154

1.5.4.1

"bik"
(none faHHbIX)

inn
(none faHHbIX)

‘payeeName"
(none faHHbIX)

‘payeeTransferld"

(nop6noK faHHbIX)

“transferType"
(nomne gaHHbIX)

cpeacTs
bIK oneparopa no
nepeBosy AEHeX-
HbIX CPefCTB, 06-
CNY>XBAKOLLErO
nosyyarens
CcpeacTs
HH nony4atens
CPEJCTB — topuan-
4eCKOro Jimua, 1
(unun) nnousuay-
ANbHOro Npeanpu-
HUmartens, u (unu)
nnua, 3aHMMaroLLe-
rocs YacTHoOW
NpakTUKoi
HaMMEeHOBaHe
OpraHusauum, sie-
NSOLWencs nonyya-
TesleM CpeacTs
NAEHTNKALNOH-
Hble JaHHble B
3aBUCUMOCTM OT
cnoco6a peannsa-
UMM nepesoaa
JEHEXHbIX CPEACTB
TN cnoco6a pea-

nu3aLun nepesoja
LEHEXHbIX CPeACTB

B (hopmate AAAAAAAAA

B hopmate XXXXXXXXXX — ans topuamn-
yeckux nuu, B hopmare XXXXXXXXXX
unn XXXXXXXXXXXX — ans nHausuay-
anbHbIX NpeanpuHUMAaTeneii n (unm)
hM3n4ECKMX NNALL, 3aHUMAKOLLUXCS B
YCTaHOBNIEHHOM 3aKOHOAATENbCTBOM
Poccuitckon ®epepauym nopsake Yact-
HOI NPaKTUKOi

TekcToBoe none (textarea)

BbI61paeTCcs OANH KO U3 OrpaHNYeHHO-
r0 MHOXXECTBA BO3MOXXHbIX 3HAYEHUN:

e [paymentCard] — npu ocyuiecTsne-
HWW onepawuii No NepeBoy AEHEXHbIX
CPe/CTB C MCMOMIb30BaHMEM MNATEXHbIX
KapT;

o [settlement] — npu ocywecTBREHNN
NepeBoAO0B AEHEXKHbIX CPEACTB N0 6aH-
KOBCKMM CHeTaM;

o [phoneNumber] — npu ocyLuecTsne-
HUW NepeBOAO0B AEHEXHbIX CPEACTB MO
A60HEHTCKOMY HOMepY TeNlepoHa;

e [idNumber] - npn nsmeHeHnn ocrat-
Ka 971eKTPOHHbIX AEHEXHbIX CPeACTB
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1.5.4.2

1.5.4.2.

1.5.4.2.

‘paymentCard"
(nop6noK faHHbIX)

‘number"
(nomne gaHHbIX)

sum
(none faHHbIX)

Mpw OCYLLECTBNE-
HUW onepawmin no
MepeBosly AeHex-

HbIX CPEACTB C
CMNOMb30BAHNEM
MNATEXHbIX KapT

HOMep nnaTexHoN
KapTbl NonyyaTens

CPefacTB, BblAaHHON
emy ¥ (unm) nuuy,

YNOHOMOYEHHOMY

nonyyarenem

CPeAcCTB, Oneparto-
pOM Mo nepesoay

NEHEeXHbIX CPEACTB

— 3MUTEHTOM
CymMMa onepaumm

M0 OCYLLECTBIIEHNIO

nepeBofa AeHeX-
HbIX CPEACTB C

1CMNONb30BAHNEM

MATeXHbIX KapT

B chopmare XXXXXXXXXXXXXXXXXX

HOMEp NNaTeXHOIi KapTbl NPEACTaBNAET-
c 6e3 Npo6esoB (_) 1 3HaKOB pasfene-
HUA (-).

cymma onepauuu — none «F004» craH-
JapTa (UHAHCOBbIX Co06LLEHMI ISO
8583 [71, [8], [9]

1.5.4.2.

1.5.4.2.

1.5.4.2.
4.1

‘currency”
(none faHHbIX)

"status1"
(nop6noK faHHbIX)

‘enrollment’
(nomne gaHHbIX)

BaJItOTA ONepaumm
MO OCYLLECTBAEHUIO
nepeBoja AeHex-
HbIX CPEACTB
cTaryc
NPMOCTAHOBNEHNS
onepauun
UAeHTUMKATOP
NPMOCTAHOBNEHNS
onepauun

BastoTa onepauum — none «F049» crtaH-
JapTa UHAHCOBbIX CO06LLEHMI ISO
8583 [71, [8], [9]

BbibupaeTcs ofnH Ko U3 OrpaHnyeHHo-
r0 MHOXECTBA BO3SMOXHbIX 3HA4YEHNIA:

o [successful] — ycnewHoe npuocra-
HOBJ1IEHNE 3a4UCNEHNSA LEeHEeXHbIX
cpencTB Ha 6aHKOBCKMIA CYET Nony4arte-
N1 CpeacTB Unn yBennyeHns octaTka
9NIEKTPOHHbIX AEHEeXHbIX CPEACTB nony-
yartens CpeacTs;

o [unsuccessful]l — HeBO3MOXHOCTb
NPNOCTAHOBNEHNA 3a4UCIIEHUA NEHEX-
HbIX CPEJICTB HAa 6AHKOBCKMI CYET Nony-
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1.5.4.2.
4.2

1.5.4.3

1.5.4.3.

1.5.4.3.

"dateTimeAt"
(nomne gaHHbIX)

‘settlement"
(noa6noK faHHbIX)

‘number"
(nomne gaHHbIX)

sum
(mone gaHHbIX)

Jarta u Bpems npu-
0CTaHOBMEHNS
(HEBO3MOXHOCTH
NPUOCTaHOBNEHUS)
3a4ucneHus ae-
HEXHbIX CPELCTB
Ha 6aHKOBCKWIA
CYeT nonyyarens
CPEeACTB Uim npu-
0CTaHOBIEHNSA
(HeBO3MOXHOCTH
NPUOCTaHOBNEHNS)
YBESINYEHNA ocTaT-
K2 3NEKTPOHHbIX
OEHEXHbIX CPEACTB
nosyyarens
CpencTB
npu OCyLLEeCTBNE-
HWUW NepeBosoB
OEHEXHbIX CPELCTB
no 6aHKOBCKUM
cYeTam nocpeg-
CTBOM CMUCaHNs
OEHEXHbIX CPELCTB
C 6aHKOBCKMX CYe-
TOB NNATESbLIMKOB
HOMEp pac4eTHOro
cyeTa nonyyarens
CPEJCTB, OTKPLITO-
ro y oneparopa o
nepeBoay AeHeX-
HbIX CPeLCTB, 06-
CNY>XMBAIOLLLEro
nosyyarens
CpencTB
CymMMma onepaun
no nepesogy fAe-
HEXHbIX CPELCTB

yatens cpeacTB UMW NPUOCTAHOBNEHNS
YBEJIMYEHNS 0CTaTKA SNEKTPOHHbIX Ae-
HEXHbIX CPEACTB MoJlyyYaTens CPeAcTB
(hopmat npeAcTaBieHNs AaHHbIX B COOT-
BETCTBMN cO creuncpukaumein RFC 3339
[11]

B (hopmare XXXXXXXXXXXXXXXXXXXX

HOMep 6aHKOBCKOro c4eTa npescTaBns-
eTcs 6e3 npo6enos (_) 1 3HAKOB pasfe-
neuus (-).

TekcToBoe none (textarea)
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1.5.4.3. ‘currency" BaJTI0Ta OMnepaunn | TekCToBoe none (textarea)
3 (nomne gaHHbIX) 10 nepesogy fe-
HEXHbIX CPEACTB
1.5.4.3. "status1" cTaryc
4 (nop6noK faHHbIX)  MPUOCTAHOBNEHUS
onepawuum
1.5.4.3. “enrollment" UAeHTUMKaTop | Bblbupaetcs oauH KOA U3 OrpaHNYeHHO-
4.1 (mome paHHbIX) | MPUOCTAHOBIEHWS | TO MHOXECTBA BOSMOXHbIX 3HA4YEHNIA:
onepauuu o [successful] - ycnewHoe npuocta-
HOBNEHME 3a4YMCIIEHNS AEHEXHBIX
CPeacTB Ha 6aHKOBCKMIA CHET nosy4are-
NS CPEACTB UMK YBENNYEHUS 0CTATKA
3NEKTPOHHbIX JEHEXHbIX CPELCTB MOJy-
yaTens CPeAcTs;
o [unsuccessful] — HeBO3MOXHOCTb
MPUOCTAHOBNIEHNSA 3a4NUCNEHNS JEHEX-
HbIX CPEACTB Ha 6AHKOBCKMNIA CHET NOJTy-
yaTens CPeAcTB UMW NPUOCTAHOBNEHMS
YBEJIMYEHNS 0CTaTKa ANEKTPOHHbIX Je-
HEXHbIX CPEACTB NOsTy4aTens CpeacTs
1.54.3. "dateTimeAt" [ata u Bpems npu- opmart npefcTaBneHns AaHHbIX B COOT-
4.2 (none AaHHbIX) OCTAHOBNEHUS | BETCTBUM CO cneumncmkaumen RFC 3339
(HeBo3moxHocTu | [11]
MPUOCTaHOBIEHNS)
3a4uncneHmns e-
HEXHbIX CPEACTB
Ha 6aHKOBCKMIA
CcYeT nonyyarens
CPEACTB MW NpU-
0CTaHOBJIEHNA
(HEBO3MOXHOCTH
NPUOCTAHOBIIEHUA)
YBENMYEHNA 0CTaT-
Ka 3neKTPOHHbIX
LEHEeXHbIX CPEACTB
nonyyarens
CpefncTs
1.5.4.4 | ‘"phoneNumber" = npu ocyLiecTene-
(NoA6noK faHHbIX)  HUM NEPeBOOB

JEHeXHbIX CpeAcTB
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N0 26OHEHTCKOMY

HOMepy TenedoHa
1.5.4.4. ‘number" Homep TenedoHa | B doopmate KKKXXXNNNNNNNN, rae:
1 (none AarHbIX) nony4arens KKK — 0T ogHOro fo Tpex cMBonos
GREAGTS KOJa CTpaHbl;
XXX — kog onepatopa;
NNNNNNN - 7 3HaKkoB HOMepa.
Homep TeneoHa npeacrasnsercs 6e3
3HaKa ntoc (+), Npo6enoB (_) 1 3HaKOB
pasgeneHus (-).
1.5.4.4. ‘sum" ‘sum" CymMMa onepawmm
2 (mone faHHbIX) (mone [aHHbIX)
1.5.4.4. “currency" ‘currency” BaoTa onepauuu
3 (mone faHHbIX) (nomne faHHbIX)
1.5.4.4. "status1" cTartyc
4 (MoL6N0K jaHHbIX) NPUOCTaHOBNEHUSA
onepauuu
1.5.4.4. “enrollment" upeHTucukatop | Boibupaetcs oauH KO U3 OrPaHNYEHHO-
41 (none faHHbIX) | NPUOCTAHOBNIEHUS | FO MHOXECTBA BOSMOXHbIX 3HAYEHUIA:
(el L o [successfull - ycnewHoe npuocTa-
HOBJIEHWE 3a4MNCNEHNS LEHEXHBIX
CpencTB HAa 6aHKOBCKMIA CYET nony4are-
NS CPEACTB UAN YBENNYEHNS OCTaTKa
9NEKTPOHHBIX AEHEXHbIX CPEACTB NOMYy-
yaTens CpeacTs;
o [unsuccessful] — HEBO3MOXHOCTb
NPUOCTAHOBNEHUS 3A4NCTIEHNS JEHEX-
HbIX CPEJCTB HAa 6AHKOBCKMI CYET Nony-
yarens CpeAcTB WAN NPUOCTAHOBMEHNS
YBENYEHNS OCTATKA 3NIEKTPOHHbIX Ae-
HEXHbIX CPEACTB NOMy4aTeNs CPeACTB
1.5.4.4. “dateTimeAt" Aara 1 Bpems npu- hopmar npeacTaBneHns AaHHbIX B COOT-
42 (nomne gaHHbIX) OCTaHOBNIEHNS1 | BETCTBMM CO cneundmkaumen RFC 3339
(HeBo3moxHoctn | [11]
NPUOCTaHOBNEHUS)

3a4yucneHuns pe-
HEXHbIX CPEeACTB
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Ha 6aHKOBCKMNIA
CYeT nosyyarens
CPefCTB uim npu-

0CTaHOBMNEHMs
(HeBO3MOXHOCTH
MPUOCTaHOBIEHNS)

YBENM4eHuns ocrar-
Ka 371eKTPOHHbIX
[EHEXHbIX CPELCTB
nony4arens
cpencTs

1.5.4.5

1.5.4.5.

"idNumber"
(noa6noK faHHbIX)

‘number"
(momne gaHHbIX)

NPy N3MEHEHNN
0CTaTKa NEKTPOH-
HbIX [EHEXHbIX
CpencTs
NOEHTUKALNOH-
HbIil HOMep nosny-
yarens CpeAcTs, B
YaCTHOCTW HOMEp
3JIEKTPOHHOIO
KOLLIesTbKa nosnyya-
Tens CpescTs,
CMOMb3YEMOro UM
Ha OCHOBaHUK
[orosopa 6aHKoB-
CKOro cyeTa u
(unu) norosopa 06
CMONb30BaHUK
3JIEKTPOHHOIO
CpefcTBa Nnarexa,
32K/I04EHHOTO C
0nepaTopom 1o
NnepeBojy AeHex-
HbIX CPEACTB

TekcToBoe none (textarea)

1.5.4.5.

1.5.4.5.

1.5.4.5.

sum
(none faHHbIX)
‘currency"
(monie faHHbIX)
"status1”
(nop6noK faHHbIX)

cymMma onepauun
BatoTa onepaLmm
craryc

NPNOCTAaHOBNEHNA
onepaumu

TekcToBoe none (textarea)

TeKcToBOe nosne (textarea)
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1.5.4.5.
41

1.5.4.5.
4.2

‘enrollment’
(nomne gaHHbIX)

‘dateTimeAt"
(none faHHbIX)

UAEHTUMKATOP
NPUOCTaHOBNEHUS
onepauuu

Jarta u Bpems npu-
0CTaHOBIEHNSA
(HEBO3MOXHOCTH
NPUOCTAHOBIIEHUA)
3a4ucneHus ae-
HEXHbIX CPELCTB
Ha 6aHKOBCKMUIA
CYeT nony4arens
CPEeLCTB Mimn npu-
0CTaHOBIIEHNS
(HeBO3MOXHOCTH
NPUOCTaHOBNEHUS)
YBENNYeHNs ocTar-
Ka 3/1eKTPOHHbIX
[EHEXHbIX CPELCTB
nosyyarens
CpencTs

BbI61paeTcs OAMH KO U3 OrpaHnyeHHo-
r0 MHOXXECTBA BO3MOXXHbIX 3HAYEHUI:

o [successful] — ycnewHoe npuocra-
HOBIEHNE 3a4UCIEHNS [IEHEXHBIX
CPefCTB Ha GAHKOBCKMI CYET nomnyyarte-
NSl CPe/CTB UMK YBENMYEHUS 0CTaTKa
3NEKTPOHHbIX JEHEXHbIX CPEACTB MNOMYy-
yaTensi Cpe/cT.;

o [unsuccessful]l — HeBO3MOXHOCTb
NPUOCTAHOBNEHUS 3a4NCTIBHUS IEHEX-
HbIX CPEJCTB HAa 6AHKOBCKMI CYET Nony-
yaTens CPeACTB UMK NPUOCTAHOBEHNS
YBENNYEHNS OCTATKA ANIEKTPOHHbIX f1e-
HEXHbIX CPEACTB NOJy4aTeNs CPeACTB
thopmart npefcTaBneHNs faHHbIX B COOT-
BETCTBMM cO cneundmkaumen RFC 3339
(1]
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10. ®opmMa npepncraBneHus B baHk Poccum 3anpoca oT y4acTHMKOB MHPOPMALMOHHOIO O6MeHa,
MCMNOJIb3YIOLMX CEePBMC CPOYHOIO NepeBoa N CePBMNC HECPOYHOro Nepesoda A1 OCyLecTBIeHUs!
nepeBoa AeHEeXHbIX CPeAcCTB, He siBnsoWuxcs nogpasgeneHnamm baHka Poccun, 06 yctaHoBneHnu
(vnn cHATUKM) Ha nx 6aHKOBCKUe (KoppecnoHaeHTckue) cyeTta (cybcyeTa) orpaHMYeHns B BUAE 3anpeTa
Ha CNUcaHne AeHeXXHbIX CPeACTB NMPU BbISIBJIEHMU UHLUOEHTOB, CBSI3aHHbIX C HApyLUeHneM TpeboBaHui
K ob6ecne4vyeHunio 3amTbl MHGOPMALMKM NPU OCYLLLIECTB/IEHNU NepPeBOAOB AeHEXXHbIX CPeAcTB,

Ha o6beKkTax UHPOPMaALMOHHON MHPPACTPYKTYPbI YHaCTHMKOB MHPOPMALIMOHHOro o6MeHa

YcnoBus 0653atenbHOCTN MHGOPMUPOBAHUS:

[O] - uHdopmMauusa 6noka (Nons) AaHHbIX NPEACTaBNAETCS B 00SA3aTe/IbHOM NMOPSAKE;

[N] — uHdpopmMaums 6noka (Nons) AaHHbIX NPEeACTaBASETCS B CJlyHae HaMumsl TEXHUYECKON BO3MOXHOCTHU.

BpeMeHHble xapakTepucTukn NHGOPMUPOBaHUS:

MHdpopMaums o6 ycTaHOBIEHUN Ha GaHKOBCKME (KOppecnoHaeHTCKME) cyeTa (cybcyeTa) orpaHMyeHust B BUAE 3anpeTa Ha cnncaHmne
OEHEXHbIX CPeAcTB NPU BbISIBIEHHbIX UHUMAEHTAX, CBA3aHHbIX C HapylleHueM TpeboBaHuM K obecrnedeHunio 3awmTbl MHGopMaumm npu
OCYLLECTBIIEHNN MEPEBOAOB AEHEXHbIX CPEACTB, Ha 06BbeKTax MHPOPMALMOHHON MHOPACTPYKTYPbI YH4aCTHUKOB MHPOPMaLMOHHOIO 00-
MeHa, HanpaBNseTcs He3aMenIUTENbHO NMPK BbISIBJIEHUN COOTBETCTBYIOLLLErO UHLUMAEHTA.

®dopma npepcTaBAeHUs AaHHbIX, UCMOMb3yeMasl y4acTHUKaM1M nHGOpMaLMOHHOro oOMeHa Afs HanpasfieHust 3anpoca B baHk Poccun
06 yCTaHOBNEHUN Ha UX BGaHKOBCKME (KOpPPecnoHAeHTCKMe) cdeTa (cybcyeTa) orpaHMYeHMs B BUAE 3anpeTa Ha ChMCaHWe OeHEeXHbIX
CpefcTB Npu BbiSIBNEHUN UHUMAEHTOB, CBSA3aHHbLIX C HapyLLeHeM TpeboBaHMN K 06ecneyeHmnio 3awmTbl MHGOPMaLMKM, NMPUMEHSIETCS:

npu nHpopmupoBaHum baHka Poccmm yyacTHMKaMn MHGOPMaLMOHHONO OBMEHa, WCMOJb3YIOLWUMN CEPBUC CPOYHOrO MepeBoaa U
CepBUC HECPOYHOIO NepeBoda AJ1s OCYLLECTBNEHMS NepeBoda AeHEXHbIX CPeAcCTB, He SBAsoLWMMUCS nogpa3geneHnamn banka Poccuy,
06 yCTaHOBNEHUN Ha UX GaHKOBCKME (KOppecnoHAeHTCKue) cyeTa (cybcyeTa) orpaHUYeHUs B BMAE 3amnpeTa Ha ChvMcaHue OeHEeXHbIX
CpefcTB Npu BbISIBIEHNW UHUMAEHTOB, CBSI3aHHbIX C HapyLleHneM TpeboBaHun K obecrneyeHunio 3aLmTbl MHPOopMaumm Npu ocyLLecTBne-
HUM NepeBOAOB AEHEXHbIX CPeACTB, Ha 06bekTax MHGOPMaLMOHHON NHOPACTPYKTYPbI y4acTHUKOB 06MeHa [21];

npu nHdopMmnpoBaHun baHka Poccnm yyacTHMKaMm MHGOPMaLMOHHONO O6MeHa, MCMOJb3YIOWMMN CEPBUC CPOYHOrO nepesoda M
CepBUC HECPOYHOIO NepeBoda A1t OCYLLECTBIEHNS NePEBOAa AEHEXHbIX CPeAcTB, He SABNSIOWMMUCS noapasaeneHnamm baHka Poccuy,
O CHATUM C X GaAHKOBCKMX (KOPPECNOHAEHTCKUX) cHeTOB (CyGCYeTOB) OrpaHMYeHns B BUAE 3amnpeTa Ha CNUCaHWe AeHeXHbIX CPpeacTB
Npw BbISIBIEHMN WHUMOEHTOB, CBA3aHHbIX C HapyLLeHNeM TpeboBaHMi K o6ecneyeHmnio 3almTbl MHGOPMaLMKM MPY OCYLLIECTBIIEHNM Nepe-
BOJOB [AEHEXHbIX CPeacTsB, Ha 06bekTax MHGOPMALMOHHON MHOPACTPYKTYPbI Y4acTHUKOB 06MeHa [21].
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1.1

1.2

1.3

14

1.5

1.6

10.1. WpeHTUdUKauMOoHHbIE AaHHbIe 3aMpoca Y4aCTHUKOB MHGOPMaLUMOHHOro o6MeHa B baHk Poccum 06 yctaHoBneHun (Mnu cHsi-
TUN) Ha nx GaHKOBCKME (KoppecrnoHaeHTckme) cyeTa (cybcyeTa) orpaHUYeHsl B BUAE 3anpeTa Ha CrncaHne AeHeXHbIX CPefCcTB Npu Bbl-
ABJIEHUN VHLIMOEHTOB, CBA3aHHbIX C HApPYLLEHMEM TpeboBaHU K obecrnedeHmnto 3amTbl HGopMauun. bnok aaHHbix [HEADER]

‘schemaType"
(mone [aHHbIX)

‘schemaVersion"
(none faHHbIX)
‘version"
(none AaHHbIX)

‘memberld*
(none gaHHbIX)

"sourceld"
(none AaHHbIX)

‘publishedAt"
(none gaHHbIX)

TWN 3J1EKTPOHHOr0 C006-
LLeHust

BEPCUA CXEMbl TUNA AMeK-
TPOHHOr0 COO06LLIEHNS
HOMep Bepcuu
3J1eKTPOHHOr0 CO06LLEHNS
B npoLecce MHopmaLm-
OHHOro 06MeHa

WAEHTNANKATOP Y4aCTHUKA

MHCHOPMALMOHHOI0 06Me-

Ha, NPUCBOEHHbIA baHKom
Poccun

UAeHTUKUKaTop, NpucBo-
eHHbIii Y4aCTHUKOM MH-
¢hopmaumoHHoro o6meHa

Jara 1 Bpems HanpasneHus
3anpoca B bank Poccuu

YKasbiBaeTcs 3Ha4yeHune
[lockRequest] — 3anpoc y4act-
HUKOB UH(OPMALIMOHHOIO 06-
MeHa 06 YCTaHOBNEHNN Un
CHSATMM OrpaHNYeHNs Ha cruca-
HWE IEHEXHBIX CPEACTB C WX
6aHKOBCKMX (KOPPECMOHAEHT-
CKMX) CYETOB (Cy6CHeToB)
TEeKCToBOe rnone (textarea)

4NCrI0BOE 3HayeHme (int)

128-6MTHbIN naeHTUUKaTOP
(GUID), cchopMMpOBaHHbIil B
COOTBETCTBMM CO CMeLmdmnKa-
umeit RFC 4122 [16], npucso-
eHHbIN baHkom Poccun
128-6UTHbIN MAeHTUUKATOP
(GUID), cdhopMUpOBaHHbIii B
COOTBETCTBMM CO CNeLmdmnKa-
umein RFC 4122 [16], npucso-
€HHbI Y4aCTHUKOM MHGOpMa-
LINOHHOTO 06MeHa

chopmar npeAcTaBneHNs AaH-
HbIX B COOTBETCTBMM CO CMeuu-
dukaumenn RFC 3339 [11]

"header": {

‘schemaType": "lockRequest’,

‘schemaVersion"; "1",

‘version"; "1",

‘memberld"; "9527dd0c-0765-4f1c-8f5f-70a02¢f4046¢",
"sourceld"; "f34030ef-358a-445¢-8567-25985¢ce6d91c",
‘publishedAt": "2002-10-02T15:00:00.05Z"

(0]

[0l

[0l

[0

(N]

(0]
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2.1

2.2

2.3

24,

2.5

2.6

10.2. OnucaHne $popMbl 3aNpoca Y4aCTHUKOB MHOPMaLMOHHOro o6MeHa B baHk Poccun 06 ycTtaHoBREHUN (MW CHATUN) Ha KX
H6aHKoBCKMe (KOppecrnoHAEHTCKNE) cHeTa (cybcyeTa) orpaHMyYeHns B BUAE 3anpeTa Ha CrcaHne AeHEeXHbIX CPeacTB Npu BbISIBIEHNM
WHLUMOEHTOB, CBSI3aHHbIX C HapyLleHeM TpeboBaHWUin K ob6ecneyeHmnto 3amTbl nHpopmaumn. bnok gaHHbIx [lockRequest]

‘sourceld"
(mone [aHHbIX)

"orgBik"
(none AaHHbIX)
‘regNumber"
(mone [aHHbIX)

"unigldentifier"
(none gaHHbIX)

"actionStatus"
(mone [aHHbIX)

‘dateAt"

WAEHTUUKATOP, NPUCBO-
eHHbIii Y4aCTHUKOM MH-
chopmaLoHHOro 06MeHa

BUK yyacTHuKa nHopma-
LIMOHHOrO 06MeHa
PermcTpaunoHHbIA HoMep
3 KHWTW rOCYAapCTBEHHO
perncTpauny KpeanTHbIX
opraHusauun
YHUKQITbHbIA MAEHTUMKA-
TOP COCTaBUTENSA 3JIeK-
TPOHHOT0 CO0OLLEHNSA
(YIC) [22]

CTaTyC OrpaHNYeHns Ha
CNNCaHNE AEHEXHbIX
cpeacTs

KanesaapHas gara, ¢ KoTo-

128-6MTHbIN naeHTUUKATOP
(GUID), cdhopMUpPOBaHHBI B
COOTBETCTBMM GO CreumdmKa-
uven RFC 4122 [16], npucso-
€HHbIIi y4aCTHUKOM MH(opMa-
LIMOHHOrO 06MeHa

B hopmare AAAAAAAAA

TeKcToBOe nose (textarea)

B chopmate XXXXXXXXXX

Bbl6upaeTcs o4uH Kog u3
OrpaHN4YeHHOro MHOXXECTBA
BO3MOXHbIX 3HA4YEHWIA:

o [on] - oGpalLeHue 06 YCTa- 25985066491 ¢,
HOBMEHWN OrPaHNYEHNs B BULE
3anpera Ha CruCcaHue eHex-
HbIX CPELCTB C 6AHKOBCKMX
(KOppeCnoHAEHTCKMX) CHETOB
(cy6cyeToB);

o [off] — o6paLieHue 0 CHS-
TWN OTPaHNYEHNs B BUE 3a-
MpeTa Ha crucaHne feHeXHbIX
CpefLCTB C 6aHKOBCKMX (KOppe-
CMOHEHTCKMNX) CHETOB (Cy6- 1
CY4eTOB) }

chopmar npeacTaBfieHns faH-

base64"

"lockRequest": [{

"sourceld"; "f34030ef-358a-445¢-8567-25985¢ce6d91c",
"orgBik": "123456789",

‘regNumber"; "123456789",

‘unigldentifier"; "1234567891",

‘actionStatus": "ctatyc orpaHuyeHuWs Ha cnucasue pae-

HEXHbIX CPeACTB",

"dateAt": "20180101",
“text": "1ononNHMTENIbHOE ONMCaHne",
"persons': {
‘lastName": "dhamunus’,
"firstName": "ums",
'middleName": "oT4ecTBO",
"landlineNumber"; "1212312345678",
‘mobileNumber"; "1212312345678",
‘email"; "qwerty1@example.ru’,
‘position": "0OMKHOCTL"
%,
"attachment"; {
‘sourceld": 'f34030ef-358a-445¢-8567-
‘comment": "onncaHne BNOXeHNs",
"dateTimeAt": "2018-03-22T08:14:38Z",
"file": {
‘name": "ums cpanna’,
"size": "pasamep haina B 6anTax’,
‘base64’.  "BnoxeHne B  hopmare

[0

[0l

[0l

[0

[0

[0
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(mone faHHbIX)

poit HeobxoaMMo npuocTa-
HOBUTb 0O6MEH 3JIeKTPOH-
HbIMU COO6LLEHUAMI NPK
NepeBoje AEHEXHbIX

CPELCTB B pamMKax nnarex-
HOU cucTembl banka Poc-

CUW B CBA3U C BbISBEHNEM
npo6sem B 06ecneyeHmnmn
3aLWNTLI MHG OpMaLmMn 1
OCYLLECTBNEHNEM (NOAO-
3PEHNEM Ha OCYLLECTBE-
HWe) HECaHKLMOHNPOBAH-
HbIX NEPEBOJO0B AEHEXHbIX

CPEeACTB

HbIX B COOTBETCTBUMN CO CTaH-

napTom IS0 8601:2004 [23]

2.7 "text" JONONIHUTENbHOE ONMUCaHUe TEKCTOBOE none (textarea)
(none AaHHbIX)
2.8 ‘person” WAEHTUUKATOPbI KOHTAKT-
(610K [aHHBIX)  HOTO JIMLA, HanpaBWBLLErO
3anpoc 06 yCTaHOBNEHNN
WUIN CHATUM Ha 6aHKOBCKME
(KOppPeCMnOoHAEHTCKME) CYe-
Ta (cy6cyerta) orpaHnyeHus
B BMAe 3anpeTa Ha cnuca-
HUE [IEHEXHBIX CPeACTB
2.8.1 ‘lastName" thamunus TekcToBoe none (textarea)
(mons AaHHBIX)
2.8.2 "firstName" ums TekcToBoe nose (textarea)
(nons faHHbIX)
2.8.3 ‘middleName" 0TY4ECTBO TeKCToBOe nose (textarea)
(nons faHHbIX)
2.84 ‘landlineNumber" TOPOLCKOM TenedpoH | TeKCcToBOe nose (textarea)
(mons AaHHBIX)
2.8.5 ‘mobileNumber" MOOMNbHBIV TeNedPoH TeKcToBOe none (textarea)
(nons faHHbIX)
2.8.6 ‘email" 9NEKTPOHHbIA aApec TeKcToBoe none (textarea)
(nons faHHbIX)
2.8.7 "position” JOMKHOCTb TeKCcToBOe nose (textarea)
(mons AaHHbIX)
2.9 "attachment” JIOMONHUTENbHbIE AaHHbIE
(610K faHHbIX) [N NOATBEPXAEHUS yCTa-

HOBNEHNA UNN CHATUNA

(N]

[0l

[0
0]
[0
[0
[0
[0

[0l

0]
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OrpaHNyeHus B BUAE 3a-
MPeTa Ha CMUcaHNe AeHEeX-
HbIX CPEACTB

2.9.1 "sourceld" UAEHTUUKATOP, NPUCBO- | 128-6UTHBIN MAEHTUUKATOP
(nomne AaHHbIX) €HHbIA y4aCTHUKOM MH- | (GUID), cchopmMmMpOBaHHbIN B
(popMaLMOHHOro 06MeHa | COOTBETCTBUM CO CheLmdmrKa-
umein RFC 4122 [16], npucBo-
€HHbI Y4aCTHUKOM MHGOpMa-
LOHHOr0 06MeHa
29.2 ‘comment OMNUCaHNe BNOXKEHUS TekcToBoe none (textarea)
(mone faHHbIX)
2.9.3 "dateTimeAt" Aara v Bpems fo6asneHns | popmar npeAcTtaBneHns aaH-
(mone [aHHbIX) thaina HbIX B COOTBETCTBUM CO Cre-
umndpukaumein RFC 3339 [11]
294 “file" (hann gaHHbIX YKa3blBaeTCs HAMMEHOBaHWe,
(610K AaHHbIX) pasmep haiina (He 6onee 5

M®6), BbINONHAETCH KOAUPOBKA
B hopmate Base64

0]

[0

[0

[0
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11. ®opma nHpopmMauuoHHoro coobuieHmna baHka Poccum o6 yctaHoBneHnu (unu cCHATUN)
Ha 6aHKOBCKUe (KoppecnoHaeHTckmne) cyeta (cybcyeTa) y4acTHUKOB MHPOPMALMOHHOIO OOMeHa
orpaHu4YeHunst B BUe 3arnpeTta Ha CnmcaHue AeHeXXHbIX CpencTs

®opmMa MHPOPMaLMOHHOIo coobLerus baHka Poccum 06 ycTaHOBREHUMN (MK CHATUN) Ha 6aHKOBCKME (KOPPEeCNOHAEHTCKUE) cHeTa
(cybcyeTa) yyacTHMKOB O6MeHa OrpaHUYeHnsl B BUAE 3aNpeTa Ha CnMcaHne AeHeXHbIX CPeacTB MPUMEHSETCS:

NPV HanpaBeHUN yBEAOMJIEHNS yHaCTHUKY MHOOPMALMOHHOINO OOMEHa B CJTyHae NMOJIOXKUTENbHOrO pe3yfbTaTa KOHTPONS LeNOCTHO-
CTU N MPVHSTUS K UCMOJTHEHMIO 3aMNpPOCOB Ha YCTAaHOBJIEHNE WU CHATME OrpaHUYeHUst B BUAE 3anpeTa Ha CnMcaHne OeHeXHbIX CpeacTB
[21];

NMpW HanpaBeHUN yBEeAOMIIEHNS YHaCTHUKY MHOOPMaLMOHHOIO OOMEeHa B CJlydae OTPULLATENBHOMO pe3yfibTaTa KOHTPOJS LeNIOCTHO-
CTU W HEMNPUWHSATUS K UCMOJIHEHUIO 3aMNPOCOB Ha YCTAHOBJIEHME UITN CHATUE OrPaHNYeHUs B BUAE 3anpeTa Ha CNncaHue AEeHEXHbIX
cpencts [21].

11.1. NpeHTMdMKaLNOoHHbIE AaHHbIe MHPOPMaLMOHHOIO coobLueHns baHka Poccnm 06 yctaHoBneHnn (Mnu cHSTUM) Ha GaHKOBCKUe
(koppecnoHgeHTckme) cyeTa (cybcyeTa) y4aCcTHUKOB MHPOPMALIMOHHOIO OGMeHa OrpaHNYeHns B BUAE 3anpeTa Ha CncaHne OeHeXHbIX
cpencts. bnok gaHHbIx [HEADER]

1.1 "schemaType" TUN 3NEKTPOHHOr0 C006-  YkasbiBaeTcs 3HaueHue [lockResponse] {
(none faHHbIX) LLieHns — MHopMaLMOHHOE co06LLeHNe baHka "header": {
Poccum 06 YCTaHOBREHUN (UMW CHATMN) “schemaType": "lockResponse’,
Ha 6aHKOBCKME (KOPPECMOHIEHTCKME) ‘schemaVersion": *1",
cyeTa (cybcyera) yHacTHUKOB MHAOp- "version": 1",
MaLMOHHOr0 06MeHa OrpaHuyeHns B ‘memberld": "9527dd0c-0765-4f1c-8f5f-70a02¢f4046¢",
BUJe 3amnpera Ha crmcaHne fAeHeXHbIX "sourceld": "f34030ef-358a-445¢-8567-25985¢ce6d91c",
CPeACTB ‘publishedAt"; "2002-10-02715:00:00.05Z"
1.2 "schemaVersion" | Bepcus CXembl TUMA 3NeK- [ TEKCTOBOE none (textarea) b
(none AaHHbIX) TPOHHOTO COOBLLEHUSA
1.3 ‘version" HOMep Bepcuu 4ucnoBoe 3HaveHue (int)

(nomne gaHHbIX) | 37IEKTPOHHOrO COOO6LLEHNSA
B MpoLecce MHgopmaum-
OHHOro 06MeHa

1.4 ‘memberld" naeHTMdukatop yyactinka 128-6utHbiit naeHTudomkatop (GUID),
(none faHHbIX) | MHA)OPMALMOHHOr0 06Me- C(HOPMUPOBAHHBIA B COOTBETCTBUM CO
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Ha, NPUCBOEHHbIA baHKom
Poccun

cneundmkaumen RFC 4122 [16], npu-
CBOEHHbI baHkom Poccum

1.5

1.6

‘sourceld"
(none AaHHbIX)

"publishedAt"
(mone [aHHbIX)

UAEHTUUKATOP, NPUCBO-
€HHbI Y4aCTHUKOM UH-
chopmaumoHHOro o6meHa

[Jara v Bpems MHHOopPMMpo-

BaHWs Y4aCTHUKA MHAOP-
MaLMOHHOr0 06MeHa

128-6uTHbI ngenTudukatop (GUID),
C(HhOPMMPOBAHHbIN B COOTBETCTBUM CO
cneundmkaunen RFC 4122 [16], npu-
CBOEHHbIIl Y4aCTHUKOM MHCHOPMALIMOH-
HOro 06MeHa

(hopmat npeLCcTaBNeHNs aHHbIX B CO-
OTBETCTBUM CO creuundmkaumnein RFC
3339 [11].

11.2.

OnuncaHme $popmMbl MHGOPMALMOHHOTO coobLLEeHNs baHka Poccumn 06 ycTaHOBIEHUN (UK CHATUKM) Ha GaHKOBCKMe (Koppe-

CMOHAEHTCKME) cyeTa (cybcyeTa) y4acTHUKOB MHPOPMALIMOHHOro o6MeHa orpaHNYeHns B BUAE 3arnpeTa Ha CrMcaHne AeHEeXHbIX
cpencte. bnok aaHHbIx [lockResponse]

2.1 "sourceld" uaeHTUcuKaTop, npucso- | 128-6utHein npgeHTudukarop (GUID),
(none gaHHbIX) €HHbI Y4aCTHUKOM UH- | CCHOPMMPOBAHHBIN B COOTBETCTBUM CO
thopmaumoHHoro obmeHa | cneumdukaumen RFC 4122 [16], npu-
CBOEHHbIIi Y4aCTHUKOM MH(DOPMALIMOH-
HOro o6MeHa
2.2 ‘orgBik" BUK y4acTHuka nHdopma- (B popmate AAAAAAAAA
(none faHHbIX) LIMOHHOr0 06MeHa
2.3 ‘regNumber" perucTpaunoHHbIA HoMep (TekcToBoe nosie (textarea)
(mone LaHHbIX) | M3 KHWTW roCyAapCTBEHHON
PerucTpaunn KpeanTHbIX
opraHusauun
2.4 ‘unigldentifier" | yHukanbHbll naeHTUUKA- B chopmate XXXXXXXXXX
(mone [aHHbIX) TOP COCTABUTENA 3NeK-
TPOHHOTO CO0O6LLEHNSA
(VNC) [22]
2.5 "actionStatus" CTaTyC OrpaHnyeHns Ha | Boibupaetcs o4uH KOA U3 OrpaHn4eH-

(none AaHHbIX)

CnucaHune AeHexHbIX
CpeacTB

HOTO MHOXECTBa BO3MOXXHbIX 3HaYe-
HWIA:

e [on] - o6patLeHne 06 ycTaHOBE-
HUM OTPaHNYeHNS B BUAE 3anpeTa Ha
CnucaHne AeHeXHbIX CPEeACTB ¢ 6aH-

‘lockResponse”: [{
"sourceld": "f34030ef-358a-445¢-8567-25985ce6d91¢",
'orgBik": "123456789",
‘regNumber"; "123456789",
‘unigldentifier": "1234567891",
"actionStatus": "ctaTyc OrpaHu4eHMs Ha CNMCaHWE [EHEXHbIX
CpeacTs’,
‘coordinationStatus": “cTaTyc BbIMOMHEHMS KOHTPOAS LENOCTHO-
CTW 3anpoca Ha YCTaHOBNEHNE MW CHATIE OrPaHUYeHNs B BIE 3anpeTa Ha Chu-
CaHue JeHeXHbIX CpeacTs”,
"dateAt"; "20180101",
"text": "mONONHNUTENbHOE OMMCaHue",
"attachment": {
"sourceld": "f34030ef-358a-445¢-8567-25985ce6d91c",
‘comment"; "onucaHne BNOXeHNs",
"dateTimeAt": "2018-03-22708:14:38Z",
"file": {
‘name": "ums cpanna’,
"size": "pa3mep (paiina B 6aiitax’,
"base64": "BnoxeHue B hopmare base64"
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KOBCKMX (KOPPECMOHAEHTCKMX) CHETOB
(cy6cyeToB);

o [off] - o6paLLeHue o cHATUM Orpa-
HUYEHUSA B BWJE 3anpeTa Ha CnncaHne
LEHEeXHbIX CPeACTB C 6AaHKOBCKNX
(KOppPeCNOHAEHTCKMX) CHETOB (Cy6CHe-
TOB)

2.6

“coordination Sta-
tus"
(none AaHHbIX)

CTaTyC BbINOMHEHUS KOH-
TPONS LeNOCTHOCTY 3anpo-
Ca Ha ycTaHoBneHue (Mnm
CHATWE) HA 6AHKOBCKME
(KOppecrnoHAeHTCKMe) cye-
Ta (cyb6cyeTa) y4acTHUKOB
MH(OPMALMOHHOI0 06MeHa
OrpaHuyeHus B BUAE 3a-
npeTa Ha crmcaHue fAeHex-
HbIX CPEACTB

Bbl6upaeTcs 04MH KOL U3 OrpaHunyeH-
HOT0 MHOX€ECTBA BO3MOXXHbIX 3HaYe-
HWIA:

e [accepted] — nonoXxuTenbHblii pe-
3yNbTaT KOHTPOS LIENOCTHOCTM 1 NpU-
HATIE K MCMOJTHEHNIO 3anpoca Ha ycTa-
HOBMEHMNE (N1 CHATME) OrpaHNYeHNs B
BU[IE 3aNpeTa Ha CNCAHNE JEHEXHbIX
CPEACTB;

e [rejected] — oTpuuaTenbHbIii pe-
3yNbTaT KOHTPONS LIENOCTHOCTY U He-
MPUHATAE K UCTIONHEHUIO 3anpoca Ha
YCTAHOBIEHME (UMW CHSTME) OrpaHnye-
HWUA B BUJE 3anpeTa Ha CnucaHue ae-
HEXHbIX CPeACTB

2.7

"dateAt"
(mone [aHHbIX)

KaneHaapHas Aata, ¢ KoTo-
PO HeO6X0ANMO OTMEHUTb
NPUOCTaHOBJIEHNE 06MEeHa
3N1EKTPOHHBIMU COOBLLEHN-
SIMN NP1 NEPEBOJIE AEHEX-
HbIX CPEJCTB B PaMKax
MNaTeXHOi cucTembl baHka
Poccun B ¢BA3M C BbisiBIIE-
HUem npobnem B obecne-
YeHUU 3aLLNTbI MHChOpMA-
LI 1 OCYLLECTBIIEHNEM
(nomo3peHnem Ha ocy-
LLIECTBNEHME) HECAHKLINO-
HUPOBAHHbIX NEPEBOAOB
JIEHEXHbIX CPeACTB

chopmart npeacTaBneHns: AaHHbIX B CO-
OTBETCTBUM CO cTaHgapTom ISO
8601:2004 [23]

2.8

‘text"
(mone fAaHHbIX)

NONoSIHNUTENbHOE onncaHne

TEKCTOBOE rore (textarea)

2.9

‘attachment"

[0NOJIHNTENbHbIE AaHHbIE,
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(610K aHHBIX)

cofiepxxallume UHopMaunio
06 OCYLLECTBNEHHbIX OMe-
paumsx no 6aHKOBCKUM

(KOppecnoHAeHTCKMM)
cYetam (cybcyetam) yyacT-
HUKA MH(OPMALMOHHOIO
06meHa
2.9.1 128-6uTHbIN naeHTdmrkarop (GUID),
" " NAEHTUdNKATOP, NPUCBO- | CDOPMUPOBAHHBI B COOTBETCTBMI CO
sourceld . o
EHHbIA y4aCTHUKOM WH- | cneundukaumen RFC 4122 [16], npu-
(none AarHbix) (DOPMALMOHHOr0 06MeHa | CBOBHHbIA YHACTHIKOM MHCDOPMALMOH-
HOro o6MeHa
292 ‘comment’ OMUCaHME BNOXEHMA | TEKCTOBOE rone (textarea)
(mone [aHHbIX)
2.9.3 . ) \ Jara v Bpems fo6asneHns | oopmar npeacTaBfieHns AaHHbIX B CO-
dateTimeAt thaitna OTBETCTBIV CO Creunchukaumei RFC
(none faHHbIX) 3339 [11]
294 "file" thaiin gaHHbIX YKa3bIBaeTcs HauMeHOBaHue, pasmep

(610K AAHHBIX)

thaina (He 6onee 5 M6), BbINOMHSAETCS
KoaMpoBka B hopmate Base64
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12. ®opma pacnpocrtpaHeHnss baHkom Poccum cpeam y4actTHUKOB MHPOPMaALMOHHOro obMeHa
OAHHbIX O BbISIBJIEHHbIX MHUMAEHTAX, CBA3aHHbIX C HApYyLUEeHUEM TpeboBaHUI K o6ecnevyeHuto
3awmTbl HPOPMaALUN

12.1.
Homep

MoeHTnoukaumoHHble aaHHble MHGOPMaUMoHHoro GronneteHs. bnok aaHHbix [HEADER]

Wpentudhukarop
6noka Copepxanue 6noka (nons)
6noka (nons) aaH- dopmart nons AaHHbIX dopmart INEKTPOHHOro Co06LIEHUs
(nons) AaHHbIX -
HbIX -
AaHHbIX
1.1 ‘schemaType" TUN 3/1EKTPOHHOTO C006-  Yka3sblBaeTcs 3HayeHne [REACTION] —  {
(none AaHHbIX) LieHmA NH(OPMALMOHHbII B0NMeTEHb baHka *header": {
Poccun ‘schemaType": "reaction’,
1.2 "schema\Version' | Bepcusi CXeMbl TvNa aJieK- | TEKCTOBOE none (textarea) ‘schemaVersion: "1",
(none gaHHbIX) TPOHHOrO COOBLLEHNS version”: "',
1.3 "version" HOMEp BepcuM 4UCNOBOE 3HayeHue (int) ‘publishedAt": "2002-10-02T15:00:00.052"
(none faHHbIX) | 31EKTPOHHOrO COOOBLLEHUS 1
B npoLecce MHGopMaLm-
OHHOro 06MeHa
1.4 ‘publishedAt"  pgata u Bpems MHOPMUPO- hopMaT NPeaCcTaBneHus JaHHbIX B CO-
(none faHHbIX) BaHus OTBETCTBUM CO cneumdmkaumen RFC
3339 [11]
12.2. OnuncaHve $opMbl MHPOPMALIMOHHOTO 6lonneTeHs. bnok aaHHbIX [REACTION]
H
omep WpenTtudhmkarop
6noka Copnepxanue 6noka (nons)
6noka (nons) paH- dopmart nons AaHHbIX dopmart aNeKTPOHHOro coo6LueHus
(nons) AaHHbIX
HbIX
AaHHbIX
1.1 ‘fixationAt" [lata u Bpems peanusauun | hopmat npeacTaBneHus AaHHbIX B CO- ‘reaction": {
(none faHHbIX) MHUMAEHTA Y Y4aCTHUKA  OTBETCTBMM CO cneundukaumein RFC "fixationAt"; "2002-10-02T715:00:00.05Z",
MHDOpMALMOHHOT0 06MeHa 3339 [11] ‘rootCause": "k/no4eBble NPUYNHLI BOSHUKHOBEHWNS UHLMAEHTA",
"vectorCode": "naeHTNNKATOP BEKTOPAa KOMMbIOTEPHON aTaku',
1.2 ‘rootCause” KNto4eBble NPUYMHbI BO3- | TEKCTOBOE none (textarea) ‘serviceType": [{
(none faHHbIX) HUKHOBEHUS UHLMLEHTA "type": "Tun atakyemoro o6bekTa ",
1.3 "vectorCode" NAEHTUUKATOP BEKTOpa  BblbuUpaeTcs 0anH KOA U3 OrpaHnyeH- ‘name"; "HaMMeHOBaHKe NPOrpaMMHOro/annapaTHoOro
(none AaHHbIX) KOMMbIOTEPHOW aTakm | HOro MHOXXECTBA BO3MOXHbIX 3Haye-  |06ecneyeHns”,
HUN: 'version": "Bepcys NporpaMMHOro/annapaTtHoro obecne-
BekTop [INT] - Hanpasnenkblii Ha e %
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1.4

1.4.1

"serviceType"
(610K AaHHbIX)

"type’
(none gaHHbIX)

UAeHTMMKaTOp 06bEKTA
NHPOPMALMOHHO NHPa-
CTPYKTYpbI

TUN aTakyemoro 06bekTa

MHPACTPYKTYPY Y4acTHUKA HOpMa-
LIMOHHOTO 0OMEHa;

o BekTOp [EXT] — HanpasneHHbIi Ha
KNWUEHTa y4aCTHUKA MHCHOPMALIMOHHOIO
06MmeHa

B cny4ae He06X0AUMOCTM YKa3aHms
HECKOMbKMX 3HA4EHWIA NONei AaHHbIX
(type, name, version, description) yka-
3bIBAETCS OfIMH UM HECKOJIbKO 00bEK-
TOB B 6/10Ke AaHHbIX "serviceType"

Bbibupaetca oauH Kof, U3 0rpaHuyeHHo-
r0 MHOXECTBa BO3MOXXHbIX 3HAYEHMUIA:

1) CUCTEMHbIE YPOBHN:

e [hw] - annapatHoe o6ecneyeHue,
o [net] - ceteBoe 060pyn0BaHue,

o [net_s] - ceTteBble NpuNoXeHus n
CEPBUCbI,

o [hw_s] - cepBepHble KOMMOHEHTBI
BUPTYanu3aLmm, NporpamMmMHbIe UH-
(opacTpyKTypHbIE CEPBUCHI,

o [0S] - OnepawuyoHHbIe CUCTEMBI,
CUCTEMbI YNpaBneHus 6a3amm JaHHbIX,
CepBepbl NPUITOXEHNIA;

2) ypoBeHb AC 1 NpuNoXeHNil,
9KCNyaTMpyembIx Ans npefocTase-
HWSA yCNyr B paMmKax 6M3HeC-NPoLeccoB
WAN TEXHONMOTMYECKNX NPOLECCOB
y4aCTHUKA MH(OPMALMOHHOIO 06MeHa:

e [rbs] - cucTema AUCTaHLMOHHOMO
6aHKOBCKOro 06CyXUBaHNS,

o [front-office] — cuctema o6pa6boTku
TPaH3aKLNiA, OCYLLECTBNSEMbIX C UC-
NoNb30BaHNEM MNATEXHbIX KapT,

o [web] - nH(OpPMaLNOHHbIE pecyp-
cbl ceTu MHTepHeT,

e [abs] — aBTOMaTM31POBaHHaA GaH-
KOBCKasi cucTema,

o [back-office] — cuctema nocTTpaH-

"description"; "n0N0NHUTENLHOE ONKUCAHNE TUNA aTaKye-
MOro 06bekTa"
i
"typeOfAttack”: "koa TMna KOMMbIOTEPHON aTaku',
"antifraudDistribution”: [{
"device": {

"ip": "127.0.0.1",

"imsi"; "MeXayHapoaHbIi naeHTUdMKaTop Mo-
61NbHOro aboHeHTa (MHAMBUAYANbHBIA HOMEp ab0HeHTa)",

"imei": "MeXayHapoLaHbIA MAEHTU(MKATOP MO-
6MNbHOr0 060PYL0BAHNS'",

"aiic": "acquiring institution identification code
(32 none ISO 8583)",

‘cati": "card acceptor terminal identification (41
none IS0 8583)",

“caic": "card acceptor identification code (42
none SO 8583)"

I8
"payee": {

'bik": "123456789",

"hash":
'P79969612A71BAB224C7CB534FD7A0D3C1C78AD40664C48F12A9AE48FA441E
11",

"hashSnils";
'B49087832A71BAB224C7CB534FD7A0D3C1C78AD40664C48F12A9AE48FA441E
44",

"inn"; "123456789000",

“transferld": {

"paymentCard": {

‘number";
"123412341234123412"
I3
‘settlement": {
‘number";
"12345123451234512345"

I8
‘phoneNumber"; {
‘number"; "1212312345678"
I8
"idNumber"; {
‘number":

810¢-5'1-0909d9 O1D

S9L



3aKLIMOHHOr0 06CHYXIMBaHNS onepa-
LA, OCYLLECTBNSAEMBIX C UCMONIb30BA-
HUEM NAATEXHbIX KapPT;

o [participant_w] - aBTOMatn3npo-
BaHHbIE CUCTEMbI UCMOMb3YEMble pa-
GOTHMKAMM Y4ACTHUKA UHCHOPMALIMOH-
HOro o6MeHa

3) yposeHb AC 1 NpunoXxeHun
KNNEHTa y4acTHNKA NHADOPMALIMOHHOTO
obMmeHa:

o [cfs] - chainoBbiii cepsep,

o [crbs] - cuctema amMcTaHUMOHHOMO
6aHKOBCKOr0 06CNYyXNBaHMS,

o [ecs] - cepeep 3NEKTPOHHON Mo-
YThl;

o [client_w] - aBTOMaTN31POBaHHbIE
CUCTEMbI UCMONb3YeMble PABOTHUKAMM
KNMEeHTa y4acTHMKA MHKDOPMaLMOHHOTO
06MeHa;

4) wnHaq cuctema:
e [oth] - nnas cuctema

1.4.2

143

1.4.4

1.5

"name’
(none faHHbIX)

‘version"
(mone faHHbIX)

"description"
(none faHHbIX)
"typeOfAttack"
(mone [aHHbIX)

HauMeHOBaH1e NPorpamm-
Horo/annapartHoro o6ecne-
YeHust
BEPCWA NPOrpamMMHO-
ro/annapartHoro o6ecneye-
HUS
JONONHUTENbHOE ONUcaHne
TIUMa aTakyemoro 06bekTa
UAEHTUUKATOP TUNA KOM-
NbOTEPHON aTaku

TEeKCTOBOE rnone (textarea)

TEKCTOBOE rone (textarea)

TekcToBoe none (textarea)

Bbi6upaeTcs 0auH KOA U3 OrpaHnyeH-
HOr0 MHOXXECTBa BO3MOXHbIX 3Ha4e-
HWiA:

o [trafficHijackAttacks] — Komnbto-
TEpPHble aTaki, CBA3aHHbIE C U3MEHEHM-
€M MapLLpPYTHO-afpecHoN NHgopma-
Lnm;

o [malware] — KOMNbIOTEPHbIE aTaKM,
CBSI3aHHbIE C UCMOIb30BAHNMEM BPEA0-

"1KoX6AA5VTdbBTkw27YEqKFaTtEQq97AAT"
1
}
I8
"additionalStatus": {
"crossBorder": "naeHTUMKATOP TPAHCTPaHNY-
HoCTK",
"additionalTransactionApprove": [
"NAeHTNNKATOP LONOMHUTENIbHOTO
MOATBEPXAEHNA onepaLmn”

}]|
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HOCHOrO MPOrpamMMHoOro o6ecrneyeHus
NPUMEHUTENTbHO K 06bEKTaM MHAOP-
MaLMOHHON MH(PACTPYKTYPbI Y4aCTHN-
KOB MH(DOPMALIMOHHOr0 06MEHA 1 UX
KIMEHTOB;

o [socialEngineering] — komnbroTEp-
Hble aTaku, BO3HMKLUME B pe3ynbTarte
NOBYXJEHUs KIIMEHTOB K OCYLLECTBIIe-
HUIO OnepaLmni no nepesoy AeHEXHbIX
CpeacTB nyTeMm 06MaHa unu 3510yno-
TpebieHns LOBEpUEM;

o [ddosAttacks] — komnbioTepHbIE
aTaku TUna «0TKa3 B 06CNY>XUBAHNN»
(DDoS-ataku) NpUMEHUTENbHO K UH-
(hopmaLOHHON MHAPACTPYKTYpe
Y4aCTHWUKOB UH(HOPMALIMOHHOrO 06Me-
Ha;

o [atmAttacks] — komnbioTepHble
aTaku, CBA3aHHbIe C peannsauueit He-
CaHKLIMOHMPOBAHHOIO A0CTYNa K 6aH-
KOMartam 1 NnaTexHsIM TepMuHanam
Y4aCTHUKOB MH(OPMALIMOHHOr0 06Me-
Ha;

o [vulnerabilities] — komnbloTEPHbIE
aTaku, CBA3aHHbIE C 3KCMITyaTaLmen
YA3BUMOCTEN MH(YOPMALIMOHHON WH-
(hpacTpyKTypbl Y4aCTHUKOB UHC(DOPMA-
LIMOHHOr0 06MEHa U UX KNWUEHTOB;

o [bruteForces] — komnblOTEPHbIE
ataku, CBA3aHHble ¢ No460poM (B3o-
MOM), KOMIpOMeTaLen ayTeHTMdmnKa-
LINOHHBIX (Y4ETHBIX) AAHHBIX;

e [spams] — KoMMNbIOTEPHbIE aTaku,
CBf3aHHbIE C peann3auueri cnam-
PACChIIKK, OCYLLECTBASEMON B OTHO-
LUEHWN Y4aCTHNKOB MHDOPMALMOHHOIO
06MEHa 1 X KITMEHTOB;

o [controlCenters] — komnbloTEPHbIE
aTaku, CBA3aHHbIE C BbISB/IEHNEM B3a-
UMOJENCTBUA 06bEKTOB UHEPOPMALIM-
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OHHOW MHOPACTPYKTYPbI Y4aCTHUKOB
MH(OPMALMOHHOI0 06MeHa C KOMaH[-
HbIMU LiEHTPamin bOoTHeT;

e [sim] — KomnblOTEpPHbIE aTaKu, CBS-
3aHHbIE C M3MEHeHneM (NogMeHON)
UAeHTUgMKaTopa Mo6UALHOIO aBOHEH-
T1a (IMSI) Homepa cUM-KapTbl, @ Takxe
C 3aMeHON naeHTMduKaTopa Mobunb-
Horo o6opyaoBaHus (IMEI);

o [phishingAttacks] — komnbtoTepPHbIE
aTaku, CBA3aHHbIE C MHAOpMaLMeit,
BBOASALLEN Y4aCTHUKOB MHXDOPMALMOH-
HOro 06MeHa 1 X KNeHTOB, a TAKXe
VHbIX UL, B3aUMOAGICTBYIOLLINX C HM-
MW, B 3a6J1yXX1eHNE OTHOCUTENbHO
NPUHALANEXHOCTW MHGhOPMaLnK, pac-
MPOCTPaHseMON NOCPeACTBOM CETH
VIHTepHeT, BCNeACTBME CX0ACTBA [10-
MEHHbIX UMEH, 0ChOPMITEHNA UK CO-
JepXaHus;

o [prohibitedContents] — komnbtoTep-
Hble aTaku, CBA3aHHbIE C pacnpocTpa-
HEHMEM MHOPMaLMK, KacatoLencs
NPeLsioKeHNns u (Mnn) npesocTasneHns
Ha TeppuTopun Poccuitckoin ®efepa-
LM PUHAHCOBLIX YCAYT LMK, He
VMEHLLMMN NpaBa UX 0Ka3blBaTb B
COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccuiickoin ®efepauunn. PasmelleHne
B CeTU VIHTEpHET 3anpeLLeHHOro KoH-
TEHTa;

o [maliciousResources] — Komnbto-
TEPHbIE aTakm, CBA3aHHbIE C Pa3MelLle-
HUEM B CETU VIHTEpHET MHhopmaLmu,
MO3BOMSAOLLEN OCYLLECTBUTb HENPABO-
MEPHbIA JOCTYN K MHPOPMALMOHHBIM
CUCTEMAM YHaCTHUKOB UH(HOPMALIMOH-
HOro 06MeHa U UX KNUEeHTOB, NCMONb-
3yembIM Mpy NpejocTaBeHnn (nNony-
YeHWUN) PUHAHCOBbLIX YCIIYT, B TOM YUC-
ne NVvTemM HRNNDAROMANDHOrNO NNCTVAA K

810¢-9'1-09109d9 01D

891



KOH(UAEHUMANLHON MHGOPMaLIA
KNueHToB. PasmeLlleHune B cetu MHTep-
HET BPEJOHOCHOI0 Pecypca;

o [changeContent] — komnbloTepHbIE
ataku, CBA3aHHbIe C U3MEHEHUEM KOH-
TEHTa;

o [scanPorts] — komnboTepHbIE aTa-
KW, CBAI3aHHbIE CO CKaHMPOBaHWEM Npo-
rPamMMHbIX MOPTOB 06bLEKTOB UHAIOP-
MaLMOHHON UHADPACTPYKTYPbI Y4ACTHU-
KOB MH(POPMALMOHHOr0 06MeHa nuua-
MU, He 06/1aaaloLLMMN COOTBETCTBYHO-
LLMMW MOSTHOMOYUAMMY;

o [other] — nHble KOMNbIOTEPHbIE
ataku, HanpaeJeHHble Ha 06bEKTbI MH-
(hopMaLMOHHON MHGPACTPYKTYPbI
Y4aCTHUKOB UH(OPMALIMOHHOIO 06Me-
Ha 1 X KNEHTOB

“antifraudDistributio
n'
(610K [LaHHbIX)

1.6 "device"
(noa610K AAHHbIX)

1.6.1 "ip"
(none AaHHbIX)

1.6.2 ‘imsi"
(mone gaHHbIX)

UAEHTUUKATOPbI YCTPONA-
CTBA, C KOTOPOro 0CY-
LLIeCTBNSANACH HECAHKLIMO-
HUPOBAHHas onepawus
CEeTeBOW afpec KOMMbHOTe-
pa u (Anm) KOMMYHUKaLN-
OHHOr0 YCTPOICTBA (MapLU-
pytuzaropa) (IP)
International Mobile
Subscriber Identity (IMSI)
— MeX[yHapPOaHbIA NAEH-
TUPUKaTop MO6GUITLHOrO
a60HEeHTa (MHAMBUAYab-
HbIi HOMep aboHeHTa (KNu-
eHTa — (OU3NYECKOro ni-
Lia), N0 KOTOPOMY cucTemMa

B cny4ae He06X0AUMOCTH YKa3aHUA
HECKOMbKMX 3HAYEHWIA NOMen AaHHbIX
(device, payee, additionalStatus) yka-
3bIBAETCSA OANH WU HECKONbKO 06bEK-
TOB B 6/10KE AaHHbIX
“antifraudDistribution"

Jlornyecknit agpec IPv4 nomxeH coot-
BETCTBOBATh cneumdunkauum RFC 791
[12]

4ucno (15-paspsaHoe B AeCATUYHOM
npenctasneHun) AA-BBBBBB-CCCCCC-
EE
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pacno3HaeT Nob3oBaTens

MOOWUNbHOIA CBA3U, UCNOSb-

3ytoLlero ctaHaaptl GSM
n UMTS

1.6.3 "imei" International Mobile Equip- | 4ncno (15-paspsagHoe B 4eCATUHHOM
(none AaHHbIX) ment Identity (IMEI) — | npepcraBnexun) AA-BBBBBB-CCCCCC-
MEXOYHAPOLHbIA NAEHTU- | EE
thukatop Mo6MNLHOrO
060pynoBaHus (Mo6MNbHO-
r0 YCTPOMCTBA KIIMEHTa —
husnyeckoro nuua)
1.6.4 “aiic" UAEHTUUKATOP Y4aCTHUKA, MAOEHTUMKATOP YHACTHUKA, ABNSIOLLE-
(none AaHHbIX) ABNAKOLLErocs 6aHKOM- | rocs 6aHKOM-3KBaWpPepom npu ocy-
9KBaipepoM Mpu 0Cy-  LLECTBAEHUM ONepaLmin no nepesoay
LLIECTBAEH MM ONEPaLMiA N0 | AEHEXHbIX CPEACTB C MCMONb30BAHNEM
nepeBofy AeHEXHbIX nnaTeXxHbIx kapT (Acquiring institution
CPeAcTs ¢ ucnonb3osaHuem  identification code) — none «F032»
MNaTeXHbIX KapT CTaHAapTa OUHAHCOBbIX COOOLLEHMI
IS0 8583 [71, [8], [9]
1.6.5 ‘cati’ noeHTunkaTop 6aHkomara UAeHTUUKATOP 6aHKomaTa 1 (1nm)
(mone [aHHbIX) W (MnK) 3NEKTPOHHOrO | 3NIEKTPOHHOr0 TEPMUHANA, HA KOTOPOM
TePMUHANA, Ha KOTOPOM | OCYLLECTBAAETCA OMepawms no nepeso-
OCYLLECTBNAETCA ONepauns | Ay 1 (Uu) CHATUKO AEHEXHbIX CPeLCTB
no nepesogy u (unu) cHs- | (Card acceptor terminal identification),
TWIO AEHEXHbIX CPpeacTB | — none «F041»* ctaHaapTa puHaHco-
BbIX coo6LeHnit ISO 8583 [7], [8], [9]
* 3HaveHne uaeHTUuUKaTopa TepMu-
Hana 10JXHO 6bITb BLIDOBHEHO BJIEBO W
JonosiHeHo npo6enamu cnpasa Ao 8
CUMBOIOB
1.6.6 ‘caic" noeHTnuKaTop 6aHkomara UAeHTUMUKATop 6aHKoMarTa u (1nm)

(mone [aHHbIX)

W (MNI1) ANEKTPOHHOIO
TepMUHanNa, Ha KOTOPOM
0CYLLECTBSAETCA Onepauuns
no nepeBoay W (Man) CHs-
TUIO IEHEXHBIX CPEACTB, N0
ero reorpadgpm4yeckomy
MECTOMONOXEHNHO

371eKTPOHHOT0 TEPMUHANA, Ha KOTOPOM
OCYLLECTBASIETCA OMepaLs no nepeso-
Ly W (MNN) CHATUIO AEHEXHbIX CPEACTB,
no ero reorpacpu4eckomy MecTonomno-
xeHuto (Card acceptor identification
code) — none «F042»* cTaHpapTa u-
HaHCoBbIX coo6LLeHni 1SO 8583 [7],
(8], [9]
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* 3Ha4yeHue naeHTudmkatopa nyHkTa
06Cny>XNBaHNS [OIKHO ObITb Bbl-
POBHEHO BNIEBO M [ONONHEHO Npo6ena-
MK cnpasa Ao 15 cumBooB

1.7 ‘payee"
(610K [LaHHbIX)
1.7.1 "bik"

(none faHHbIX)

1.7.2 "hash"
(mone [aHHbIX)

MHGopMaLms, onpegens-
l0LLas nonyyarens nepeso-
J1a IEHEXHbIX cpeacTB 663
cornacus KnueHTa (ganee —
MHOpMALMs 0 nosyyatene

CpeacTs)

BIK onepatopa no nepeso-
JY OEHEXHbIX CPEACTB,
06CNy>XNBatOLLEr0 Nonyya-
TeNs CPefCTB
nocnenoBatenbHOCTb CUM-
BOJIOB, MOJYYEHHbIX B pe-
3yNbTare BbIYUCIIEHNS X3LL-
yHkumn SHA-256 ot ce-
puu 1 Homepa JOKYMeHTa
YOO0CTOBEPAIOLLErO NNY-
HOCTb

B popmate AAAAAAAAA

lMocnenoBatenbHOCTL CUMBOMOB, NOJY-
YeHHbIX B PE3yJbTaTe BbI4NCIIEHUS
XaW-yHKkumn SHA-256 oT cepum u
HOMepa AOKYMEHTA yA0CTOBEPSIOLLEr0
NINYHOCTb.

Cepusa 1 HomMep AOKYMEHTa yA0CTOBe-
PAOLLEro NIMYHOCTb NPEeLCTaBIAETCA
QNS BbIYUCTIEHUS X3LL-COYHKLMN: 663
npo6enos (_), 3Haka Homepa(Ne), 6ykB
(Mpwm 1x HanU4umM) B BEPXHEM permcTpe
(ABC).

[lnsa poccumiickoro nacnopTa 3To
XXXXYYYYYY, rpe:

XXXX — yeTbIpexaHayHas cepus nac-
nopra;

YYYYYY — wectusHayHbIn HOMep nac-
nopra.

KoaupoBka UCX0LHOr0 TekcTa (40 X3-
wuposaxus) — Windows-1251;

KoaupoBska TekcTa xawa - Windows-
1251.
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1.7.3 'hashSnils" Homep GHIJIC B BuAe xalu-
(mone [aHHbIX) byHkuun SHA-256

1.74 “inn" HH nony4atens cpeacTs —
(none faHHbIX) 0pMAMYECKOro nua

lMocnenoBatenbHOCTL CUMBOMOB, MOJY-
YEHHbIX B PE3yNbTaTe BbI4NCIIEHUS
xaw-yHkuun SHA-256 ot CHIASIC
nnaTtenblLLnKa.

CHWNGC npencTtaBnseTca Ans Bbl4nUCe-
HUS X3L-(OYHKLMK: 6e3 Npo6enos (_) 1
3HaKoB pasgeneHns  (-).

CHUIIC Bupa: XXXXXXXXXXX

KoanpoBKa MCXOAHOrO TEKCTa (40 X3-
wmposaHus) — Windows-1251;

Koamposka Tekcra xawa - Windows-
1251.

B chopmare XXXXXXXXXX - ans topu-
JMYeCKUX nuL, B popmare
XXXXXXXXXX nnm XXXXXXXXXXXX -
ANs UHANBMAYANbHbIX NpeanpUHUMA-
Teneit n (nu) PU3NYecKMx nuL, 3aHu-
MaIOLLIMXCS B YCTAHOBNEHHOM 3aKOHO-
Jarenbcteom Poccuiickoin ®efepaunn
nopsLKe YaCTHOW NPaKTUKON

1.7.5 ‘transferld" NAEHTUPUKALMOHHbIE AaH-
(MOA6MOK faHHbIX) | Hble B 3aBUCUMOCTU OT
cnoco6a peanuaaumn nepe-
BOJA [IeHEXHbIX CPEACTB
1.7.5.1 ‘paymentCard" NPy OCYLLLECTBIIEHUM One-
(MoA6noK faHHbIX)  pauwii o nepesogy Ae-
HEXHbIX CPEACTB C UC-
MONb30BAHNEM MAATEXHbIX

Kapt
1.7.5.1. ‘number" HOMEp NNATeXHOI KapTbl
1 (none faHHbIX) nosyyarens cpeacTs, Bbl-

JaHHON emy U (M) nuuy,
YMOHOMOY€HHOMY nony4a-
Tenem CpefcTs, oneparo-
pOM 10 NEepeBoy AeHex-
HbIX CPELCTB — 3MUTEHTOM

B cny4ae He06X0AMMOCT YKa3aHUA
HECKOMbKMX 3HAYEHWIA NONS AaHHbIX
(number) yka3bIBaeTcs OAUH UK He-
CKO/bKO 06bEKTOB B MOA6M0KE AaHHbIX
‘paymentCard"

B (hopmare XXXXXXXXXXXXXXXXXX

HOMEp NNaTexHON KapTbl NpeLcTaBns-
eTcs 6e3 Npo6esioB (_) 1 3HAKOB pas-
Jenenus (-).

1.7.5.2 "settlement" MpW OCYLLIECTBIIEHWUN Mepe-

B cnyyae He06X0AUMOCTH YKa3aHUs

810¢-9'1-09109d9 01D

clL



‘number"
(none faHHbIX)

1.7.5.3. ‘number"
1 (none faHHbIX)

HOMep 6aHKOBCKOrO CYeTa

nosy4arens CpecTs, 0T-
KpbITOTO Y oreparopa no
MepeBojy AeHEXHbIX
CPEACTB, 06CNYXKMBAIOLLE-
r0 MosyyaTens cpeacTs

HOMep TenedoHa nony4a-
Tens CpefcTs

B (hopmare
XXXXXXXXXXXXXXXXXXXX

HoMep 6aHKOBCKOr0 C4eTa NpeacTas-
nsercs 6e3 Npo6enos (_) 1 3HaKOB
pasnenexus (-).

B popmate KKKXXXNNNNNNNN, rae:

KKK — 0T ofiHOro 0 Tpex CUMBOJIOB
Kofa CTpaHbl;

XXX — Ko oneparopa;
NNNNNNN - 7 3HakoB Homepa.
Homep TenetoHa npefcrasnsaeTcsa 6e3

3HaKa nkc (+), Npo6esos (_) 1 3HaKoB
pasnenexus (-).

1.7.54. ‘number"

1 (none faHHbIX)

NAEHTUPUKALUOHHBIA HO-
Mep Mmosnyyatens cpefcTs, B
YaCTHOCTI HOMEp 3NeK-
TPOHHOTO KOLUENbKa Nony-
yatens cpefcTB, UCMONb3Y-
€MOro UM Ha OCHOBAHWK
[0rosopa 6aHKOBCKOro

TeKCToBOE rnone (textarea)
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1.8

1.9

‘crossBorder"
(mone [aHHbIX)

‘additionalTrans-
actionApprove"
(mone [aHHbIX)

cyeTa u (unm) aorosopa 06
1CNOb30BAHUM 3MEKTPOH-
HOrO CpefCcTBa NNaTexa,
32K/HYEHHOrO0 C oneparo-
poM Mo NepeBoay AeHexX-
HbIX CPEACTB
WAEHTUPUKATOP TPaHCrpa-
HUYHOCTN

UOEHTUCMKATOP [ONOMHU-
TeNnbHOr0 NOATBEPXAEHUS
onepauuu

Bbl61paeTcsa OAMH KOA M3 OrpaHnyeH-
HOTO MHOXXECTBA BO3MOXHbIX 3Ha4e-
HUIA:

o [CRB] — TpaHcrpaHuy4HbIN Nepesos;
o [DOM] - nepeBOA BHYTPU CTPaHbI
BbI6upaeTcsa ouH UK HECKOMbKO KO-
[0B U3 0rpaHN4eHHOr0 MHOXECTBa
BO3MOXHbIX 3HA4EHWIA:

o [3DS] - onepauus noaTBEPXKAEHA C
ucnonb3osanmem 3D Secure;

e [DCS] - peanu3aums TeXHONOrnYe-
CKMX Mep N0 UCMONb30BaHUIO Pa3faenb-
HbIX TeXHONOrniA [3];

e [NAA] - onepauus 6e3 noaTeep-
XKOEHNS;

o [SMS] - noaTBepxneH1e onepawum
BbIMOHEHO C MPUMEHEHNEM KOPOTKIX
TEKCTOBbIX C006LLeHNA (CMC);

e [LTRI] - onepalys BbINOMHEHA B
COOTBETCTBUW CO CMIMCKOM J10BEPEHHbIX
nonyyarenem cpeacTs;

e [TEL] - onepaums noaTBepxaeHa
Mo TesneoHy;

e [0AA] - nHoit cnocob noaTBepe-
HUS
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12.3. MHbopMauma 0 TeXHUYECKUX AaHHbIX, ONUChIBAIOLLIMX KOMMbIOTEPHbIE aTaKy, HanpasfieHHble Ha 06bekTbl HGOPMAaLMOHHON
MHPPACTPYKTYPb! Y4AaCTHUKOB NHGOPMALIMOHHOrO 06MeHa 1 UX KIIMEHTOB, a Tak)Ke COOTBETCTBYIoLLME GOPMbI SNIEKTPOHHBIX COObLLIe-
HUN. bnok gaHHbIX [IMPACTS]

12.3.1. KoMnbloTepHble aTakn, CBSI3aHHble C U3MEeHeHMEM MapLUpYyTHO-aapecHon uHbopmauun [trafficHijackAttacks] (ons sek-

Topa [INT], [EXT])

Homep
Wpentudpmukartop
6noka CopepxaHnue 6noka (nons)
6noka (nons) dopmart nons AaHHbIX dopmart INEeKTPOHHOro co06LIEeHHUs
(nons) AaHHbIX B
AaHHbIX -
AaHHbIX
1.1 ‘legalAsPath" LLTatHbIiA AS-Path TeKcToBoe nose (textarea) "impacts": {
(none AaHHbIX) ‘trafficHijackAttacks": [{
1.2 ‘wrongAsPath" MoacrasHoit AS-Path  TekcTosoe none (textarea) "legalAsPath": "LLITatHbIn AS-Path’,
(none AaHHbIX) ‘wrongAsPath": "MoactasHoit AS-Path’,
1.3 "lookingGlass" | Cchbinka Ha Mcnonb3yemblil TEKCTOBOE Mmone (textarea) ‘lookingGlass": "Ccbinka Ha ucnonb3yemblin Looking
(mone maHHbix) | Looking Glass ans nposep- Glass ans nposepku AS-Path’,
kn AS-Path ‘legalPrefix": "LLtaTHbIA prefix’,
1.4 "legalPrefix" LLTatHbIA prefix TekcToBoe none (textarea) "wrongPrefix": ‘loactasHon prefix"
(none faHHbIX) 1,
15 "wrongPrefix" [MopctaBHom prefix TeKcToBoe nose (textarea)
(none LaHHbIX)

12.3.2. KoMnbloTepHble ataku, CBA3aHHble C UCMOMb30BaHNEM BPEAOHOCHOrO MPOrpaMMHOro obecrneyeHns NMpUMeHUTENbHO K
o6bekTaM MHOOPMALMOHHON MHPPACTPYKTYPbl YY4acTHMKOB MHPOPMaLMOHHOrO obMeHa M uUx knveHToB [malware] (ons sBektopa

[INT], [EXT])

Homep WUpenTudmkatop

LU 6noka (nons) pax-
(nons) = [ aHHbIX

HbIX
AaHHbIX

CopepxaHue 6noka (nons)

dopmart nons faHHbIX dopmar 3NeKTPOHHOro coo6LieHus

‘malware": [{
‘sources": [{
"ip": "127.0.0.1",
"domain"; "example.com’,
"url": "http://example.com”

2.2.1 "ip" IP-apec TNornyeckuit agpec IPv4 [oMmXeH cooT- 1,
(none gaHHbIX) BeTCTBOBaTH cneundmkaumm RFC 791 ‘classifications": [{
[12] ‘vendorName": " HauMeHoBaHue uc-
222 "domain” LIOMEHHOe UMs [loMeHHOE UM COrnacHo cneuudmrka-  NOMAb3YEMOro Y4aCTHUKOM MHKDOPMALIMOHHOTO 06MeHa cpeacTea 0T BBK *,
(mone [aHHbIX) unn RFC 1034 [14], a Takxe MexayHa- ‘vendorVerdict": "knacc BK B cooTset-
POAHOIA Mepapxun JOMEHHbIX 30H B CTBUM CO cpeacTBoM 0T BBK yyacTHMka MHpopmaunoHHoOro ob6MeHa "
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COOTBETCTBUM CO cnevludukauuein RFC
5890 [13]

223 ‘url" URL-azpec
(none AaHHbIX)

2.3 "classifications" Knaccudukauus Bpego-
(610K AaHHbIX) HOCHOr0 Koaa

2.3.1 ‘vendorName" | HaMMeHOBaHWE UCMOMb3Ye-

(nomne faHHbIX) | MOr0 y4acTHUKOM UHAOP-
MaLMOHHOro 06MeHa cpea-

cTBa 0T BBK

URL B COOTBETCTBUM CO CreuuuKaum-
el RFC 3986 [15]

B cny4ae He06x0AMMOCTM yKa3aHus
HECKOJIbKMX 3HAYEHUIA Mone JaHHbIX
(vendorName, vendorVerdict) yka3sbiBa-
€TCA OLMH WM HECKONTbKO 06bEKTOB B
6noKe AaHHbIX “classifications”
TekcToBoe none (textarea)

232 ‘vendorVerdict"
(mone [aHHbIX)

knacc BK B cooTBeTCTBUM
€0 cpeacTBom 0T BBK
Y4aCTHWNKA MH(OPMALIMOH-
HOro o6mMeHa
2.4 ‘malwareSamples” ykasbiBaloTcs 06pasLibl BK,

TeKCTOBOE nose (textarea)

B cny4ae He06X0AUMOCTM YKa3aHms

(610K AaHHbIX) KOTOPbIA MOXET XapakTe- HECKONbKMX 3HA4eHW NoA6M0KOB AaH-
pu30BaThCA X3LU-hyHKLUMeN Hbix (hash, attachment) ykasbiBaercs
VAW NPUKPENIEHHBIM BNO- OAWNH WK HECKOMbKO 00LEKTOB B 6/10Ke
YKEHNEM AaHHbIx "malwareSamples”
241 ‘hash" o6paseu BK B Buae xaw-

(noAa6noK faHHbIX)  OYHKUWIA (ANS KaXA0ro
o6pasua BK Bbiuncnsercs
xaw-gyHkums MD5, SHA-1,
SHA-256)
o6paseu BK B Buge xaw-

yHKLMM MD5

2411 'md5"
(mone [aHHbIX)

nocnenoBaTesibHOCTb CUMBOJIOB, NOMY-
YeHHbIX B Pe3yNbTaTe BbIYMCNEHNS X3Ll-
chyHKuumn MD5

241.2 ‘shat" o6pasew BK B BuAe XaL- nocnesoBartesibHOCTb CUMBOJIOB, MOJIY-
(none AaHHbIX) yHKUMM SHA-1 YEHHbIX B Pe3yribTare BbI4NCNEHNA XILL-
hyHKummn SHA-1
2413 "sha256" o6pasel BK B Bue xali- nocneaoBaTtesibHOCTb CUMBOJIOB, MOJTY-
(none AaHHbIX) yHKuMn SHA-256 YEHHbIX B Pe3yribTare BbI4NCNEHNA XILL-
hyHkummn SHA-256
242 "attachment" 06pase BK B Buae haina
(MoA6NIOK [aHHbIX)
24.21 upeHTudukarop, npuceo- | 128-6utHblit naeHTudmkartop (GUID),

‘sourceld"

€HHbIIN Y4aCTHUKOM MH-
(none faHHbIX)

chopmaLoHHOro 06MeHa

CPOPMUPOBAHHLII B COOTBETCTBUN CO
cneundmkaumen RFC 4122 [16], npu-

1,
"malwareSamples": [{
"hash": {
"md5";

'4BA5139A444538479D9D750E2E2779BF,

'sha": "

D2B063763378A8CB38B192B2F71E78BC13783EFE

"sha256": "

E25059612A71BAB224C7CB438FD7A0D3C1C78AD40664C48F12A9AE48FA441E

44"

445¢-8567-25985ce6d91c",
BJIOXKEHUHO",

22708:14:38Z",

6aiTax’,

thopmare base64"

"http://domain.com/archive.rar"

25985¢ce6d91c",

I3
"attachment": {
‘sourceld"; "f34030ef-358a-

‘comment": "‘npuMeyaHne K
"dateTimeAt": "2018-03-

"file": {
‘name"; "ums panna’,
'size": "pasmep ¢haitna B

'base64"; "BnoxxeHune B

},
“fileLink":

}
11,
‘malwareMessageSenders": [{
‘email”; "qwerty@example.ru’,
"server": "127.0.0.1"
11,
‘malwareMessageAttachment”; {
"sourceld": 'f34030ef-358a-445¢-8567-

‘comment": "npuMeYaHne K BNOXEHN0",
‘dateTimeAt": "2018-03-22T08:14:38Z7",
"file": {

‘name"; "umsa anna’,

'size": "pasmep hanna B 6an-
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CBOEHHBbIIA Y4aCTHUKOM UHEOPMALIOH-
HOro o6mMeHa

2422 ‘comment"
OMuCaHWe BNOXEHUs  TeKCTOBOe nose (textarea)
(none gaHHbIX)
2423 "dateTimeAt" [Jara v Bpems f06asnequs opmar npefcraBfieHns JaHHbIX B CO-
(none paHHbIX) thaitna OTBETCTBUM CO cneumndukaumen RFC
3339 [11]
24.24. "file" JOMOMNHNUTENbHbIE MaTepua- YKasbiBAaeTC HAMMEHOBaHWe, pa3mep
1 (Moa6noK faHHbIX) | Mbl, cofepxallue obpasubl anna (He 6onee 5 M6), BbInonHseTcs
BK KoMpoBKa B hopmare Base64
2425 “fileLink" JOnoNHUTeNbHbIe MaTepua- YkasbiBaetcs URL-agpec ans cka4ma-
(none gaHHbIX) | Nbl, COAepXKaLLue 06pasLbl HUs aina, B Cy4ae ecnu ero pasmep
BK npesbiwaer 5 M6, B COOTBETCTBUM CO
cneundmkaumenn RFG 3986 [15]
2.5 ‘malwareMessage = uaeHTU(UKATOPLI 3Niek- B cnyyae He06X0ANMOCTH YKa3aHUs
Senders" TPOHHbIX MOYTOBbIX ALK~ HECKOMbKIUX 3HAYEHUI NONeil AaHHbIX
(610K JaHHbIX)  KOB, C KOTOPbIX MOCTynuno (email, Server) yka3biBaeTcs OAMH Unu
MUCbMO C BNOXEHHbIM BK  HECKONbKO 006LEKTOB B 6/1I0KE aHHbIX
‘malwareMessage"
2.5.1 ‘email" a[lpec 3NEKTPOHHOro NoY- AZpPec 3eKTPOHHOr0 NOYTOBOrO fALLMKA
(none gaHHbIX)  TOBOTO fALLMKA OTNPABUTENS OTNPaBUTENs NPeacTaBnaeTcs B hop-
marte B COOTBETCTBMW CO cneLudukaum-
eit RFC 5322 [18]
2.5.2 "server" IP-agpec nocnegHero noy- Jlormyeckuit agpec IPv4 gomkeH coot-
(none JaHHbIX) TOBOr0 cepsepa BETCTBOBAThH creuundgukaumn RFC 791
[12]
2.6 malwareMessage- ~ hann ¢ UCXOAHbIM KO4OM
Attachment 3/1EKTPOHHOI0 N1cbMa
(mop6nok gaHHelx) (B cny4ae ecnu BK 6bin
MPUCNaH Ha 3NEeKTPOHHbIA
MOYTOBbINA ALLMK)
2.6.1 128-6uTHbIn uaeHTumkatop (GUID),
" . UaeHTUMKaToOP, NPMCBO- CAHOPMUPOBAHHBIN B COOTBETCTBUM CO
sourceld . y
(MONE AaHHbIX) €HHbIN Y4aCTHUKOM MH- cneumdaml(aumem RFC 4122 [16], npu-
hopmaLyoHHOro 06MeHa | CBOEHHbIN Y4aCTHUKOM MHDOPMALINOH-
HOro o6mMeHa
2.6.2 ‘comment’
OMuUCaHWe BNOXEHUs  TeKCTOBOE nose (textarea)
(mone faHHbIX)
2.6.3 "dateTimeAt" [iata v Bpems Jo6asneHns (chopmart npescTaBiieHns JaHHbIX B CO-

(mone [aHHbIX)

thanna

OTBETCTBUM CO cneumndukaumen RFC
3339 [11].

Tax',

Te base64"
}

"base64": "BnoxeHne B hopma-

‘fileLink'":

“http://domain.com/archive.rar"
}

"harmfulResourceAddress": [{
'ip": "127.0.0.1%,

‘domain

: "example.com’,

‘url"; "http://example.com”

}]5
"iocs": [{
"net"; [{

KOMMPOMETUPYHOLLIEr0 MaeHTUdMKaTopa',
onucaHme"

1,

fil's [{
KOMMPOMETMPYIOLLLEro naeHTudmkaropa’,
onucaxue"

1,

'reg": [{
KOMMPOMETMPYHOLLEro MaeHTUdmKaropa’,
onucaxue"

1,

"pre; [{
KOMMPOMETMPYHOLLIEr0 MaeHTUdMKaTopa',
onucaxue"

1,

oth*: [{

KOMMPOMETHUPYIOLLLEro naeHTudmkaropa’,

‘impact"; "Tun BbISBNEHHOTO

‘comment"; "goNoNHUTENIbHOE

‘impact"; "Tun BbIBNEHHOrO

‘comment"; "LONONHUTENIbHOE

‘impact"; " Tun BbISBIEHHOIO

‘comment"; "noNONHUTENIbHOE

‘impact": "Tun BbIABNEHHOrO

‘comment"; "oNONHUTENIbHOE

‘impact"; "Tun BbIABNEHHOrO

‘comment"; "noONONHUTENIbHOE
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2.6.4.1 "file" chaiin gaHHbIX, coaepxka- YKa3bIBaeTCA HaMMEHOBaHWe, pasMep  onucaHume"
(610K AaHHbIX) Lnii o6pasel BK thanna (He 6onee 5 M6), BbinonHseTcs
KoaMpoBKa B hopmare Base64
2.6.4.2 "fileLink" ccbinka ana nonyyelns  Ykasbieaetcsi URL-agpec ans ckayusa-
(mome gaHHbIX) | (CKauuMBaHws) paina faH- HuUA daina, B cry4yae ecnu ero pasmep
HbIX, COZiEpXKaLLero 06pa3- npesblluaet 5 M6, B COOTBETCTBMM CO  3apaXKeHUs",
Lbl BK cneumdmkaumen RFC 3986 [15]
2.7 "harmfulResource- uaeHTUduKaTopbl Bpeao- B cnydae HEO6XOAMMOCTN YKa3aH!s My Tuny"
Address" HOCHOTr0 pecypca, ¢ KOTO-  HECKONbKNUX 3HA4YeHUN NOMen AaHHbIX
(610K AaHHbIX) poro 6b110 3arpyxeH BK  (ip, domain, url) yka3biBaeTcs 0AnH Uiu
HECKONbKO 06bEKTOB B 6JI0KE AAHHbIX
‘harmfulResourceAddress"
2.7.1 "ip" IP-agpec Jlornyeckuin agpec IPv4 nomxeH coot-
(mone [aHHbIX) BETCTBOBATH Crneumndukaumum RFC 791
[12]
2.7.2 ‘domain" JOMEHHOE 1MS [loMEHHOE MMS COrnacHo cneundunka-
(none gaHHbIX) uum RFC 1034 [14], a Takxe MexayHa-
POMIHOI Uepapxuu JOMEHHbIX 30H B
COOTBETCTBUM CO cnevudukaumeir RFC
5890 [13]
2.7.3 ‘url" URL-agpec URL B COOTBETCTBUM CO CReLuuKanm-
(rone faHHbIX) el RFC 3986 [15]
2.8 "iocs" BbIfIB/IEHHbIE MHAMKATOPLI B criydae HE06X0AMMOCTYN YKa3aH!s
(610K AaHHbIX) KoMnpomeTaLuu HECKONbKMX 3HAYEHNIT NONeN AaHHbIX
(net, fil, reg, pre, oth) ykasbiBaetcs
OAVH UM HECKONbKO 00LEKTOB B 6NOKE
JlaHHbIX "jocs"
2.8.1 "net" CeTeBble MHANKATOPbI B cryyae HE06X0ANMOCTM yKa3aHns
(noa6nok faHHbIX) HECKONbKMX 3HAYEHNIT NONeN JaHHbIX
(impact, comment) yka3biBaeTtcs 0fuH
NN HECKOMbKO 06bLEKTOB B 6/10Ke AaH-
HbIX "net"
2.8.1.1 “impact" TUN BbISBJIEHHOTO KOMMNPO-  BbI6MpaeTcs 0AuH KoL U3 OrpaHnyeH-

(none AaHHbIX)

METUPYIOLLEro NaeHTUM-
Katopa

HOTO MHOXXECTBa BO3MOXXHbIX 3Ha4e-
HWiA:

e [CRTI - co3paHune TEXHNYECKMX
[aHHbIX;

o [UPD] - n3meHeHMe TeXHNYECKIMX
JaHHbIX;

o [DLT] - ynaneHue TeXHU4ECKMX

|
1,

“infectionMethod": [{

‘type": "Tvn npegnonaraemoro cnoco6a
‘comment’; “npuMmeyaHine K BbIGPAHHO-

i
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JaHHbIX

2.8.1.2

2.8.2.1

‘comment"
(none faHHbIX)

‘impact"
(none faHHbIX)

A0NOJIHUTENbHOE OnucaHne

TWN BbISABEHHOIO KOMMPO-
METUPYIOLLEro NaeHTUK-
KaTopa

TEKCTOBOE rnone (textarea)

Bbi6upaeTtcs 0anH KOA U3 OrpaHnyeH-
HOr0 MHOXXECTBA BO3MOXHbIX 3Ha4e-
HWIA:

e [CRT] - co3aaHme TeXHUHECKMX
JIaHHbIX;

e [UPD] — n3meHeHne TEXHU4ECKMX
JIaHHbIX;

o [DLT] - ynaneHue TEXHUYECKIUX
JlaHHbIX

2.8.2.2

2.8.3.1

‘comment’
(morne [aHHbIX)

"impact"
(mone faHHbIX)

[0N0JIHNTENIbHOE onucaHne

TIMN BbISIBNIEHHOrO KOMMPO-
METUPYIOLLEro aeHTUU-
KaTopa

TeKcToBoe none (textarea)

Bbi6upaeTcs oauH KOA U3 OrpaHnyeH-
HOr0 MHOXECTBA BO3MOXXHbIX 3Ha4e-
HWiA:

e [CRTI] - co3naHme TeXHNYECKNX
JaHHbIX;

o [UPD] - n3meHeHue TeXHN4ecKnx
JaHHbIX;

o [DLT] - ypaneHue TeXHU4ECKNX
JlaHHbIX

2.8.3.2

‘comment"
(none faHHbIX)

A0NOJIHNTEeNbHOE onncaHne

TekcToBoe none (textarea)
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2.8.4.1 “impact" TWN BbISBJIEHHOTO KOMMNPO- | BblbupaeTcs 0AMH KO U3 OrpaHuyeH-
(none faHHbIX) | METMPYIOLLEro AEHTUMN- | HOrO MHOXECTBA BO3MOXHbIX 3Ha4e-
Kartopa HUR:
e [CRTI] - co3aaHue TeXHUYECKIUX
JaHHbIX;
o [UPD] - n3meHeHue TeXHU4ECKNX
JaHHbIX;
o [DLTI] - ynaneHne TeXHUYECKMX
JaHHbIX
2.8.4.2 ‘comment" JONONHUTENIbHOE OMUCaHMEe  TEKCTOBOE rnone (textarea)
(none faHHbIX)
2.8.5 "oth" VHAMKATOPBI, HE Y4TEHHbIe B cnyyae HEO6XOAMMOCTM YKa3aHNA
(nopo6noK AaHHbIX) B(2.8.1-2.842) HECKOMbKNX 3HAYEHWIA Nonel AaHHbIX

(impact, comment) ykasblBaeTcs 04nH
U HECKOJIbKO 06bEKTOB B 6J10KE AaH-

HbIX "oth"
2.8.5.1 "impact" TWN BbISBJIEHHOTO KOMMPO- | Bbl6upaeTcs 0AnH KO U3 OrpaHuyeH-
(mome [aHHbIX) | METMPYIOLLEro MAEHTUAN-  HOrO MHOXKECTBA BOSMOXHbIX 3HA4e-
Katopa HUIA:
e [CRTI] - co3aaHme TeXHUYECKNX
JaHHbIX;
o [UPD] - n3meHeHue TEXHUYECKNX
[JaHHbIX;
o [DLT] - ypaneHue TeXHU4ECKNX
JaHHbIX
2.8.5.2 ‘comment’ JONOSTHUTESIbHOE OMUCaHMe  TeKCcToBOe none (textarea)
(morne [aHHbIX)
2.9 “infectionMethod" uaeHTUdukatop npeanona- B cnyyae HEO6XOAMMOCTM YKa3aHNA
(610K faHHbIX)  raeMoro crnocoba «3apaxe- HeCKONbKUX 3HA4YEHWI NONeN AaHHbIX
HUA» (type, comment) ykasblBaeTcs 0AWH U1K
HECKO/bKO 06bEKTOB B 6J10KE [JaHHbIX
"infectionMethod"
2.9.1 "type" TWN npegnonaraemMoro  Bbi6upaeTcs 0AWH KOA U3 OrpaHnyeH-
(none faHHbIX) cnoco6a 3apaxeHns HOr0 MHOXECTBA BO3MOXXHbIX 3Ha4e-
HWiA:

o [EML] - no kaHanam 3nekTpoHHOM
MOYTb;

e [DSD] - ¢ HocuTens MHcopmaLmy;
e [LCL] - pacnpocTpaHeHue no nio-

08L
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KaJIbHOM CeTw;
e [0TH] - nHoii cnoco6

2.9.2 ‘comment’ npUMeyaHme K Bbl6paHHOMY TeKCToBOe nose (textarea)
(none AaHHbIX) Tmny
12.3.3. KomMnbloTepHble aTaky, BO3HUKLUME B pe3yfbTaTe Noby>XOeHUs KIIMEHTOB K OCYLLECTBIEHUIO onepauun No nepeeoay ae-

HEeXHbIX CpeacTB NyTeM obMaHa unm 3noynoTtpebnenns goeepuem [socialEngineering] (ons sektopa [EXT])

3.1 'soiTypes”

(none gaHHbIX) COLMANTbHON MHXEeHepUu

3.2 ‘soiSenders"
(610K JaHHbIX)

UAEHTUCUKATOPbI peani-
3auun MeToA0B coumanb-
HON NHXEeHepun

3.2.1 ‘phoneNumber
(mone [aHHbIX)

Tened)OHHbIN Homep

NOEeHTUNUKATOPbI METOLOB  BbIGUpaeTcs OAMH UK HECKOMbKO KOAOB

W3 OrpaHN4eHHOro MHOXecTBa BO3MOX-

HbIX 3HA4EHMWIA: COLMAnbHON UHXeHepun'],

e [MOB] — 3BOHOK C MOGUNIbHOIO Tesle-
(hOHHOrO HOMEpa;

e [TPH] - 3BOHOK C Teneq)OHHOro HoMe-
pa 8-800;

e [SMS] - CMC-coo6LueHue;

e [SNWI] - coumanbHas nHxeHepus ¢
UCMOMb30BaHNEM COLNANbHbIX CETEN;

o [MSG] - coumanbHas HXeHepus ¢
1CMONb30BaHUEM CPELICTB MIHOBEHHbIX
COO06LLEHUIA;

e [OTH] - nHoii cnoco6 peann3auuu
METO/I0B COLINanbHON MHXEHEPUN

B cny4ae He06X0AMMOCTY YKa3aHUs He-
CKOJbKUX 3HA4eHWI none JaHHblx (pho-  6aiiTax’,
neNumber, email, server) ykasbiBaercs
OAIMH NN HECKONbKO 06bEKTOB B 6/10Ke
JaHHbIX "soiSenders”

B hopmate KKKXXXNNNNNNNN, rze:

KKK — 0T 04HOr0 0 Tpex CMMBOSIOB KoAa
CTPaHbl;

8567-25985ce6d91c",

22708:14:387",

thopmare base64"

‘http://domain.com/archive.rar"

XXX — ko onepartopa; 1,
NNNNNNN — 7 3HakoB HOMepa.

Homep TenedoHa npeacrasnsercs 6e3

"socialEngineering": {

'soiTypes":  ['WaeHTU(MKATOPbl  METOLOB
"soiSenders": [{
‘phoneNumber": "1212312345678",
‘email"; "qwerty@yandex.ru",
"server": "127.0.0.1"
1,
'messageAttachment": {
‘sourceld": 'f34030ef-358a-445¢-
‘comment"; "onucaHne BNOXeHMS",

‘datetimeAt": '2018-03-

"file": {
‘name"; "umsa anna’,
'size". 'pasmep (paina B

‘base64":  "BNOXeHWe B

},
“fileLink":

2
“description”: "gononHUTENbHOE ONUCaHNe
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3.2.2 ‘email”
(none AaHHbIX)

323 ‘server"
(none gaHHbIX)
3.3 ‘message Attach-
ment"
(610K AaHHbIX)
3.3.1
"sourceld"

(mone [aHHbIX)

3.3.2 ‘comment"
(none gaHHbIX)
3.33 "dateTimeAt"
(none [aHHbIX)
3.3.441 "file"
(Nof6NOK JAHHBIX)
3.3.5 “fileLink"

(nomne gaHHbIX)

3.4 "description"
(mone [aHHbIX)
12.3.4.

3/1EKTPOHHBIN NMOYTOBbIN
azpec

IP-agpec nocnegHero noy-
TOBOr0 Gepeepa

hannbl AaHHbIX, ONUCHIBA-
IOLLIMX METOZ COLManbHOi
VHXXEHepun

naeHTndnKaTop, NpucBo-
EHHbII Y4aCTHUKOM WH-
chopmaumoHHOro o6mMeHa

onucaHne BNOXeHusa

[niata 1 Bpems 1o6aBneHuns
thanna

(hainbl JAHHBIX, ONNUCbIBA-

{OLLIME METOA COLMAnbHOM
VHXEHepuu

(hainbl AaHHbLIX, ONUCbIBA-

[OLLE METOJ, COLManbHOM
VHXEHepuu

3HaKa e (+), Tpo6enos (_) 1 3HaKoB
pasgeneHus (-).

Anpec 3MeKTPOHHOr0 NOYTOBOrO ALLMKA
0TnpaBuTeNs NPeAcTaBnseTcs B gpopmare B
COOTBETCTBMM CO cneundmkaunen RFC
5322 [18]

Jlornyeckuin agpec IPv4 [omKeH co0TBET-
cTBOBaTh cneuncpmkauum RFC 791 [12]

128-6uTHbIN naeHTdukatop (GUID),
€ChOpPMMPOBAHHbIN B COOTBETCTBUM CO
cneundukaumein RFC 4122 [16], npucso-
€HHbI Y4aCTHUKOM UHCHOPMALMOHHOIO
o6meHa

TekcToBoe none (textarea)

chopmat npefcTaBfieHNs JaHHbIX B COOTBET-
cTBUM co cneundpukaumen RFC 3339 [11]
VKasbIBaeTC HaMMEHOBaHNe, pasmep
(hanna (He 6onee 5 M6), BbINONHsAETCA
KoaMpoBKa B hopmarte Base64
Ykasbisaetcd URL-agpec Ans ckadmsaHus
chaiina, B Criy4ae ecniv ero pasmep npesbi-
Lwaet 5 M6, B COOTBETCTBMM CO cneumdun-
Kaumeit RFC 3986 [15]

[ONONHUTENBHOE ONUCaHWe TeKcToBoe none (textarea)

KoMnbloTepHble aTaku TUna «oTkas B obcnyxusaHum» (DDoS-aTakn) NPUMeEHNTENbHO K MHPOPMALIMOHHON NHPPACTPYK-
Type y4acTHMKOB UHbOpPMaLMoHHoro o6MeHa [ddosAttacks] (ans sBektopa [INT])

42 "attackType" TWN aTakn ‘ddosAttacks": [{
(610K AaHHbIX) “attackType": {

421 "type" TWM aTakm Bbi6MpaeTcs 0AMH KOa M3 OrpaHnyeH- "type": "Tun ataku (no yposHsm OSI)",
(none faHHbIX) (no ypoBHsam OSI) HOr0 MHO>XECTBA BO3SMOXHbIX 3Ha4e- ‘comment": "AONONHUTENBHOE ONMCaHNe
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HWiA:
[1]-"L2/3: ICMP-flood",

[2] - "L2/3: NTP-amplification",

[31 - "L2/3: TFTP-amplification",

[4] - "L2/3: SENTINEL-amplification",
[5] - "L2/3: DNS-amplification”,

[6] — "L2/3: SNMP-amplification’,

[7]1 - "L2/3: SSDP-amplification”,

[8] - "L2/3: CHARGEN-amplification’,
[9] - "L2/3: RIPv1-amplification",

[10] - "L2/3: BitTorrent-amplification’, |yye"

[11]-"L2/3: QTPD-amplification",
[12] - "L2/3: Quake-amplification®,
[13] - "L2/3: LDAP-amplification",
[14] - "L2/3: 49ad34-amplification",
[15] - "L2/3: Portmap-amplification",
[16] - "L2/3: Kad-amplification",

[17] - "L2/3: NetBIOS-amplification",
[18] - "L2/3: Steam-amplification’,
[19] - "L3: DPI-attack",

[20] - "L4: LAND-attack",

[21] - "L4: TCP-SYN-attack",

[22] - "L4: TCP-ACK-attack",

[23] - "L4: Smurf-attack",

[24] - "L4: ICMP/UDP-frag",

[25] - "L4: TCP-frag",

[26] - "L6: SSL-attack’,

[27] - "L7: DNS Water Torture Attack’,
[28] - "L7: Wordpress Pingback DDoS",

"sources”; [{
"ip": "127.0.0.1"
1,
"power": {
"pps": "KONMYECTBO NAKETOB B CEKYHAY",
‘mps": "KONIM4eCTBO MerabuT B CeKyHAy",
"rps": "KONNU4eCTBO 3anpOCOB B CEKYHAY"
1
‘startTimeAt": "2018-03-22T08:14:38Z *,
‘endTimeAt": "2018-03-22T08:14:38Z",
‘negativelmpact": {
"type": "TUN HeraTMBHOIo BAUAHMS",
‘comment"; "AONONHUTENIbHOE ONKCA-
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[29] - "L7: DNS-flood",

[30] - "L7: HTTP/S-flood",
[31] -"L7: FTP-flood",

[32] - "L7: SMTP-flood",
[33] - "L7: VoIP/SIP-attack’,
[34]1-"L7: POP3-flood",

[35] - "L7: SlowRate-attack,"
[36] - "other"

422 ‘comment" [ONOSTHUTENIbHOE OMKUcaHue | TeKcToBoe none (textarea)
(mone [aHHbIX)
43 ‘sources” UAEHTU(UKATOPbI UCTOY- | B cry4ae HEOOXOAUMOCTY YKa3aHus
(610K JAHHBIX) HUKOB peanu3auny atakm HeCKOSbKUX 3Ha4eHWIA nons faHHbIX (ip)
YKa3bIBAETCS OANH UM HECKOMbKO
00LEKTOB B OJIOKE JaHHbIX "sources”
431 "ip" IP-agpec ucto4Huka peanu- Jlorudeckui agpec IPv4 nomkeH coot-
(none faHHbIX) 3auuu atakm BETCTBOBATh cneumdukauun RFC 791
(B cry4ae 6osbLIoro Konu- ([12]
Y4eCTBA UCTOYHNKOB KOM-
MbIOTEPHON aTaku B 6JI0Ke
"sources" yKa3blBaeTcsa Ton-
100 IP-agpecoB aTakyto-
LLKMX, NPX TOM MOJTHbINA
nepeyeHb NPUKNaabIBaeTCs
B TEKCTOBOM (paiine)
44 ‘power" MOLLHOCTb peanu3avmum
(610K AAHHBIX) aTaku
441 "pps" KONN4eCTBO NAKeTOB B | NakeT B cekyHAy (Packet per second)
(none faHHbIX) CeKyHay
442 ‘mps" KONN4ecTBO Merabut B | Merabut B cekyHay (Megabit per sec-
(mone faHHbIX) CeKyHay ond)
443 "rps" KONWU4YeCTBO 3anpocoB B | 3anpocoB B cekyHay (Request per sec-
(mone faHHbIX) CeKyHLy ond)
45 ‘startTimeAt" BPEMS Ha4ana ataku chopmar npeacTaBneHns AaHHbIX B CO-
(none faHHbIX) OTBETCTBUM CO cneumncmkaumen RFC
3339 [11].
4.6 ‘endTimeAt" BPEMS OKOHYaHUS aTakn | hopmat NpeAcTaBieHus AaHHbIX B CO-

(mone faHHbIX)

OTBETCTBUM CO cneumdunkaumen RFC
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3339 [11]

4.7 "negativelmpact HeratuBHbIN 3 eKT oT
(610K AaHHbIX) peanu3aumm ataku
471 ‘type" TUN HEraTUBHOIO BNMAHUS | BbIGUpaeTcs OAMH KOA U3 OrpaHNYeHHO-
(none gaHHbIX) r0 MHOXECTBA BOSMOXHbIX 3HA4YEHNIA:
o [NAW] - npepbIBaHne SOCTYMHOCTY
CepBuCca;
e [OTHI - perpagaums cepsuca;
o [NCQ] - HeraTMBHOr0 BAUAHMS Ha
CEPBMIC HEe 0Ka3aHO
4.7.2 ‘comment" JONONHNUTENBHOE ONUCaHNE | TEKCTOBOE nose (textarea)
(none [aHHbIX)
12.3.5. KoMnbloTepHble aTaku, CBSI3aHHbIE C peann3aumen HeCaHKUMOHNMPOBAHHOIO [OCTYNa K 6aHKOMaTaM 1 MiaTeXHbIM Tep-
MMHaNaM y4acTHMKOB MH$OpMaLIMOHHOro obMeHa [atmAttacks] (ona sektopa [INT])
5.1 “target UAEHTUNKATOP 06bEKTA ‘atmAttacks": {
(610K JaHHbIX) araku ‘target": {
511 ‘type" TUN 06bEKTa aTakm Bbi6upaeTca 04nH Ko4 U3 OrpaHnyeH- ‘type": "Tun 06bekTa ataku
(mone faHHbIX) HOr0 MHOXECTBA BO3MOXHbIX 3Haye- "description": "gononHuTENLHOE ONuca-
HUI: Hue"
e [ATM] - 6aHKOMaT; }
e [CIN] — 6aHKoMaT C BO3MOXHOCTbHO attackTXpe : [{ .
NpUemMa HaNn4HbIX AEeHEXHbIX CPEACTB; [YPE': "TUn aTaku B 3aBUCHMOCTH OT
77 06bekTa aTaku',
* [FECI - GaHKOM?T C chyHKumeit "description": "ponosiHMTENbHOE ONMca-
pecanknuHra (recycling); Hne"
e [POS] - POS-TepmuHan; 1,
e [SST] - nnarexHsli TepMuHan; "attacklmages"; {
e [OTH] - nHoW 06beKT "sourceld"; 'f34030ef-358a-445¢-8567-
51.2 "description” JONONIHUTENbHOE ONuca- [ TeKCTOBOe nosie (textarea) 25985ce6d91c’,
(mone [aHHbIX) Hue ‘comment": "onucaHue BNOXeHuUs",
5.2 "attackType" TWN atakn B cnyyae Heo6Xx0aNMOCTH YKa3aHus ‘dateTimeAt": "2018-03-22T08:14:38Z",
(610K BaHHbIX) HECKOJIbKNX 3HA4YEHWI NOMEN AaHHbIX "file": {

(type, description) ykasblBaeTcs 04uUH
NI HECKOMNbKO 06BEKTOB B 610K [aH-

‘name": "ums aina’,
"size": "pa3mep haina B 6anTax"

)
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HbIX "sources"

5.2.1 ‘type" TWUN aTaku B 3aBUCUMOCTN | BblGUpaeTcs OAWH KOA U3 OrpaHuyeH-
(none gaHHbIX) 0T 06bEKTA aTaku HOT0 MHOXXECTBa BO3MOXXHbIX 3HaYe-
HWiA:
e [BBX] — ataku «6513K60KC»>;
o [DSP] - ataku «npsmoit anucneHc»
1 NX Pa3HOBUAHOCTY;
e [SKM] — cKUMMUHT;
e [OTHI] - uHoii cnoco6
522 "description" JONONHNUTENBHOE Onuca- [ TekcToBoe nosie (textarea)
(none AaHHbIX) Hue
53 attacklmage [OMOSHUTENbHbIE MaTepu-
(610K AaHHbIX) albl pean3aLmnm ataku
5.3.1 128-6uTHbIN naeHTMduKatop (GUID),
" " NAEHTUUKATOP, MPMCBO- | CHOPMMPOBAHHBIN B COOTBETCTBUM CO
sourceld . o
(MOne AaHHbIX) EHHbI Y4ACTHUKOM UH- cneumdaml(aumem RFC 4122 [16], npu-
(bOpMaLMOHHOI0 06MEHA | CBOEHHbII Y4aCTHUKOM MHCHOPMALIMOH-
HOro o6MeHa
5.3.2 ‘comment’
OMucaHue BNOXeHUs | TeKCTOBOe nosie (textarea)
(none AaHHbIX)
5.3.3 "dateTimeAt" jara u BpeMﬂ~no6aBneHmn thopmar npeacrasneHns ,uaHHbe B CO-
(MOne AaHHbIX) thaina OTBETCTBUM CO cneuudukaumeir RFC
3339 [11]
5.3.41 "file" thann gaHHbIX, cofepxa- YKasbiBaeTCs HauMeHoBaHue, pa3mep
(MOA6MOK AaHHBIX) LKA JONONHUTENbHbIE  (haiina (He 6onee 5 M6), BbinonHseTcs
marepuanbl KoaupoBka B hopmate Base64
53.5 "fileLink" ccbinka ana nonyyenus | Ykasbiaetcs URL-agpec ans ckaumsa-

(mone [aHHbIX)

(ckaymBaHus) hanna pax-
HbIX, COAEPXKALLero fjo-

Hus haina, B Cly4ae ecnu ero pasmep
npesbiwaet 5 M6, B COOTBETCTBUM CO

MONHUTENbHbIE MaTepuans! cneundukaumein RFC 3986 [15]

base64"

"base64": "BnoxeHne B hopmare

I8
‘fileLink": "http://domain.com/archive.rar"

6.2

12.3.6.

dopMaumoHHoro obMeHa 1 ux knmeHToB [vulnerabilities] (ons BekTopa [INT], [EXT])

‘sources"
(610K [iAHHBIX)

NLEHTUNKATOPbI UCTOY-
HUKOB, C KOTOPbIX Oblna
BbISIBNEHA 3KCITyaTaums

B cnyyae Heo6Xx0aUMOCTH yKa3aHus
HECKOMbKMX 3HA4eHNIA Noseit JaHHbIX
(ip, url) ykasbIBaeTCA OAMH UMK He-

KoMnbloTepHble aTaku, CBsA3aHHble C SKCMJlyaTaumen ya3BMMoCcTen MHPOPMALMOHHOM MHPPACTPYKTYPbl Y4aCTHUKOB WH-

"vulnerabilities": [{

"sources": [{
"ip": "127.0.0.1",
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6.2.1

6.2.2

6.3

6.4

7.2

7.21

'ip*
(mone [aHHbIX)

‘url"
(none faHHbIX)
"identifier"
(none AaHHbIX)

"CVSS"
(mone [aHHbIX)

12.3.7. KoMnbloTepHble aTaku, CBA3aHHble C NoA60pOoM (B3/IOMOM), KOMMNPOMeTaLMen ayTeHTUPUKALIMOHHbIX (YYETHbIX) AaHHbIX

YA3BMMOCTK

IP-agpec

URL-agpec

NOeHTUCMKATOP YA3BUMO-
cTU

metpuka CVSS

[bruteForces] (ons BekTopa [INT])

‘sources"
(610K [aHHBIX)

UAEHTNNKATOPbI UC-
TOYHUKOB peanuaaunn
ataku

IP-agpec ncTodHmKa

CKONbKO 06bEKTOB B 6JI0KE AaHHbIX
‘sources"

Jlornyeckuin agpec IPv4 fomkeH coot-
BETCTBOBATH crneuundukauum RFC 791
[12]

URL B COOTBETCTBMM CO CreumduKaLm-
et RFC 3986 [15]

Ecnu BbIsiBNEHA YA3BUMOCTb, JOMKEH
ObITb YKa3aH ee TN B COOTBETCTBUN C
knaccucpmkaunen ®CTIK Poccum, CVE:
e OCTIK Poccun —
https://bdu.fstec.ru/vul;

e Common Vulnerabilities and Expo-
sures (CVE) —
https://cve.mitre.org/data/downloads/all
items.html

YkasbiBaetcs meTpuka CVSS v 3.0 (The
Common Vulnerability Scoring System
(CVSS), ecnu onpegeneHa™.
YKa3blBaeTCs MakCMManbHO BO3MOXHOE
KONNYECTBO METPUK M3 NEPEYNCTIEHHDbIX:
6a30Basi METPUKA, BPEMEHHAA METPUKA,
KOHTEKCTHas METPMKA, METPUKA OKPY-
XKEeHuns.

* B criy4ae ecnu MeTpuka He onpegese-
Ha, HE06X0AMMO MCMOJb30BATb KalbKY-
narop ®CTIK Poccum —
https://bdu.fstec.ru/cvss3

B cny4ae He06X0AMMOCTU YKa3aHUs
HECKOJIbKMX 3HAYEHMIA NONS AaHHbIX
(ip) ykasbIBaeTCA OAMH MW HECKOITb-
KO 06BbEKTOB B 6/10KE JaHHbIX
‘sources"

Jlornyeckuin agpec IPv4 fomkeH

"url": "http://example.com"
1,
"identifier": "ugeHTMdMKATOP YA3BUMOCTH',
"CVSS": "meTpuka CVSS"
11,

"bruteForces": [{
"sources”: [{
"ip":"127.0.0.1"
1]
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(none JaHHbIX) peanu3aumm ataku
(B cnyyae 601bLLOTO
KOJIMYECTBA MCTOYHNKOB
KOMMbIOTEPHON aTakn B
6/10Ke AaHHbIX "sources’
ykasbisaercs Ton-100 IP-
a[pecoB atakyoLwmx, npu
9TOM MONHbINA NepPeYeHb
NPUKNAAbIBAETCA B TEK-

CTOBOM (paiine)
12.3.8.

[ata 1 Bpema nonyv4eHusa

COOTBETCTBOBaThL cneundukaumn RFC
791 [12]

thopmar npeacTaBieHnst AaHHbIX B CO-

8.1 (ncr)iceelx\l/::lft:x) Cnam-co06LLEeHMs OTBETCTBUU CO cneuudukaumein RFG
3339 [11]
8.2 ‘sources" WOEHTUUKATOPbI UCTOY- B cnyyae HE06X0AUMOCTY YKa3aH!s
(610K JaHHbBIX) HUKOB peanu3aumum atakm HecKOmbKUX 3Ha4EeHUN Nosiei AaHHbIX
(oTnpasutenu cnam- (ip, domain, email) ykasbiBaetcs ofuH
C006LLEeHNA) NI HECKONbKO 06LEKTOB B 6/10KE JaH-
HbIX "sources"
8.2.1 "ip" IP-agpec Jlornyeckuin agpec IPv4 fomkeH cooT-
(none paHHbIX) BETCTBOBATH cnevuudukauum RFC 791
(12]
8.2.2. "domain" JOMEHHOE UM$ [loMeHHOe M3 cornacHo cneuugmka-
(mone paHHbIX) uumn RFC 1034 [14], a TakKe MexayHa-
POLHOW Nepapxun JOMEHHbIX 30H B
COOTBETCTBUM CO cneundukaumen RFC
5890 [13]
8.2.3 ‘email” 3/IEKTPOHHbIA NOYTOBLIA  AZPEC 3/IEKTPOHHOr0 NOYTOBOrO ALLMKA
(mone paHHbIX) | agpec OTNpaBuTens cnaM- OTNPaBWUTENs NPeAcTaBnseTcs B hop-
C006LLeHNs maTte B COOTBETCTBMM CO cheumndmrKaum-
el RFC 5322 [18]
8.3 ‘spamlmage" (650K 06paseL; cnam-coo6LLeHNs
JaHHbIX)
8.3.1 ‘sourceld” uaeHTUcukatop, npucso- | 128-6utHbli ngentTudnkarop (GUID),

(mone paHHbIX) €HHbIN Y4aCTHUKOM WH-

C(POPMUPOBAHHBIA B COOTBETCTBUM CO

KoMmbloTepHble aTaky, CBA3aHHbIE C peanm3aumen crnam-pacchiniky, OCyLLECTBISIEMO B OTHOLLEHUM Y4aCTHUKOB UHPOP-
MaLMOHHOro o6MeHa 1 ux KnneHToB [spams] (ons Bektopa [INT], [EXT])

"spams": [{

25985¢ce6d91c’,

Tax,

Te base64"

“http://domain.com/archive.rar"

1,

‘receivedAt"; "2018-03-22T08:14:38Z",
‘sources”: [{
'ip": "127.0.0.1",
"domain"; "example.com’,
‘email": "qwerty@example.ru"
i1,
"spamimages": {
"sourceld": 'f34030ef-358a-445¢-8567-

‘comment"; "NpMMeYaHne K BIIOXXEHUID",
"dateTimeAt"; "2018-03-22T708:14:38Z",
"file": {

‘name"; "ums anna’,

'size": "pa3mep (haitna B 6an-

"base64": "BnoxeHune B hopma-

b
"fileLink":

}

810¢-9'1-09109d9 01D

88lL



8.3.2

8.3.3

8.34

8.3.5

9.2

9.3

9.4

9.5

9.6

9.6.1

‘comment’
(mone [aHHbIX)

"dateTimeAt"
(mone [aHHbIX)
"file"
(610K JAHHBIX)

“fileLink"
(none faHHbIX)

thopmaumoHHoro obmeHa | cneuudukaumen RFC 4122 [16], npu-
CBOEHHbIIi Y4aCTHUKOM UH(POPMALIMOH-
HOro o6MeHa

OMnuCaHue BNOXEHUS  TEKCTOBOE rnone (textarea)

Jara 1 Bpems [06aBnieHns (hopmar npefcTaBneHns JaHHbIX B CO-
thainna OTBETCTBUM CO cneundmkaumen RFG
3339 [11]
(hain faHHbIX, cogepxa-  YkasblBaeTCcs HaMMEHOBaHWe, pa3mep
LM fjononHuTenbHble  (paitna (He 6onee 5 M6), BbInosHAETCA
martepuanbl KoAmpoBKa B (hopmare Base64
ccbinka ans nonyydeHns | YkasbiBaetcs URL-agpec ans ckadmsa-
(ckaymsaHus) haina gaH- Hus haina, B Cryyae ecrnu ero pasmep
HbIX, COAepXaLLlero fonosn- npesbiwaet 5 M6, B COOTBETCTBUAN CO
HUTENbHbIE MaTepuansl  cneuundukauynein RFC 3986 [15]

12.3.9. KomMmnbloTepHble aTaku, CBSI3aHHbIE C BbISIBJIEHNEM B3aMMOAENCTBUS 06 bEKTOB MHPOPMaLMOHHON MHGPACTPYKTYPbI
YYaCTHUKOB MHGOPMALIMOHHOIO 06MeHa C KOMaHAHbIMKU LeHTpaMn boTHeT [controlCenters] (ons sextopa [INT])

"hostUrl"
(mone faHHbIX)

‘intruderlp"
(none faHHbIX)
"intruderActions"
(mone [aHHbIX)

‘description”
(mone [aHHbIX)
‘nodes"
(610K LLaHHbIX)

'ip

URL, Ha koTopom pa3me- |URL B cOOTBETCTBUM CO CreuudmKaLm-
LLieH KOMaHAHbIA LeHTp el RFC 3986 [15]
boTHet

IP-agpec 3noymbiwneHHu- Jlornyeckuin agpec IPv4 nomkeH coot-

Ka, pa3MeCTUBLLEro KO-  BETCTBOBAThL cneuudukaumn RFC 791

MaHZHbIA LeHTp boTHeT |[12]
OnMcaHne HeCaHKLMOHNPO-

BAaHHON aKTUBHOCTM B UH-

(hopmaLmnoHHON MH(DPa-  TEKCTOBOE nose (textarea)

CTPYKTYpPe Y4aCTHUKA WNH-
hopmMaurOHHOro 06MeHa
JIOMOSHNUTENIbHOE ONUcaHue
KOMaHAHOro LieHTpa boTHET

naeHTUUKaTopbl o6palle- B cnyyae He06X0ANMOCTN YKa3aHUS
HUS K KOMAHOHOMY LEHTPY HECKOJSTbKUX 3HA4eHWI NoMei JaHHbIX
boTHeT (ip, lastRequestRateTimeAt) yka3biaeT-
€S OAUH UM HECKONbKO 06bEKTOB B
610Ke aHHbIX
BHeLwHuit IP-agpec Jlornyecknit agpec IPv4 fomkeH cooT-

TekcToBoe norne (textarea)

LIeHTY",

‘controlCenters": [{
"hostUrl": "http://example.com *,
‘intruderlp”; "1.1.1.1",
“intruderActions": "4To npefLLECTBOBANO UHLM-

"description": "goONONHMTENbHOE ONUCAHME KO-

MaHAHOro LeHTpa boTHet",

22708:14:382 "

‘nodes": [{
"ip" "127.0.0.1",
‘lastRequestRateTime": "2018-03-

1,
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(mone faHHbIX)  (Y4acTHWKA MHOPMALMOH- BETCTBOBATH creundukaumun RFC 791

HOro 06MeHa) [12]
9.6.2 "lastRequest [iata u Bpems nocneaHero hopmart npefcTaBlieHns JaHHbIX B CO-
RatetimeAt" B3aMOECTBIA C KO- | OTBETCTBUM CO crneumndmkaumein RFC

(nomne faHHbIX) | MaHAHbIM LeHTpom botHet 3339 [11]
12.3.10. KoMnbloTepHble aTaku, CBA3aHHble C U3MeHeHneM (NoaMeHon) naeHTudukaTopa MobunsHoro aboHeHTa (IMSI) HoMepa

CMM-KapTbl, a TaKXXe C 3aMeHol naeHTndukatopa MobunsHoro o6opynosanusa (IMEI) [sim] (ons BekTopa [EXT])

9.1 ‘mobileOperator" | HaumeHoBaHWe MOBWUNBHO- ' TeKCTOBOE mone (textarea) 'sim": {

(mone [aHHbIX) ro oreparopa cBasu ‘mobileOperator’: "HaumeHOBaHWe MOBWUALHOIO
9.2 ‘phoneNumber' | Homep mo6unsHoro Tene- B chopmate KKKXXXNNNNNNNN, roe:  onepatopa cBssu',

(none AaHHbIX) (hoHa ‘phoneNumber"; "1212312345678",

KKK — o1 01HOr0 10 Tpex CUMBOJIOB
K0Aa CTpaHbl;

"imsi": "yHUKanbHbI HOMEp CUM-KapTbI',
‘imsiChangedAt": "2018-03-22708:08:49Z *
XXX — kon oneparopa; 8

NNNNNNN — 7 3HaKoB HOMepa.

Homep TenedoHa npeacTasnsercs 6e3
3HaKa nnoc (+), Npo6enoB (_) 1 3HaKoB
pasgenexus (-).

9.3 "imsi" YHUKANbHbIA HOMEpP CUM-  XXXXXXXXXXXXXXX
(mone [aHHbIX) KapTbl
(Homep imsi)
9.4 ‘imsiChangedAt" = nara u Bpems comkcaunn  hopmart NpefCTaBeHNs JaHHbIX B CO-
(none AaHHbIX) cMeHb! IMSI OTBETCTBUU CO cneuudukaumein RFC

3339 [11]
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12.3.11. KoMnbloTepHble aTaku, CBA3aHHbIE C pacnpoCTpaHeHneM MHbOPMaLMK, KacatoLencs NpeanoXeHnn un (unm) npego-
CTaBneHUs1 Ha TeppuTopun Poccuiickon Pepepaummn GpUHAHCOBBIX YCAYT IULLAMM, HE MMEIOLLMMM NPaBa X OKa3biBaTb B COOTBETCTBUU
C 3aKoHopaTenbCcTBOM Poccuiickon ®epepaupn. PasmelleHune B cetn MIHTepHeT 3anpelueHHoro koHTeHTa [prohibitedContents] (ans
BekTopa [EXT], [INT])

Homep peHTudukato
6noka & P CopepxaHue 6noka (nons)
6noka (nons) paH-

n
(nons) o LaHHbIX
AaHHbIX

_ Gopmarnona daWdbx

dopmar IneKTPOHHOro coo6LeHns

\ "prohibitedContents": [{
"sources": [{
'ip": "127.0.0.1",
‘url": "http://example.com "
1,
1211 "ip" IP-agpec Jlornyeckuit agpec IPv4 pomxeH coot- "type": "Tun KoHTeHTa"
(none AaHHbIX) BETCTBOBATH cneuudmkauun RFC 791 1,
(12]
12.1.2 ‘url" URL-agpec URL B COOTBETCTBUN CO CrieundnKauy-
(none AaHHbIX) en RFC 3986 [15]
12.2 "type" TUN 3aNpPeLLeHHOr0 KOHTEH- TEKCTOBOE none (textarea)
(none AaHHbIX) Ta

12.3.12. KoMnbloTepHble aTaky, CBsi3aHHble C MHPOPMaLMel, BBOASLLEN YHaCTHUKOB MHGOPMALMOHHOrO 06MeHa N UX KITMEHTOB,
a Takoke UHbIX NNL, B3aUMOLENCTBYIOLLMX C HUMK, B 3a6ny>XKaeHNEe OTHOCUTENBbHO NMPUHALNEXHOCTU MHOPMaLMK, PacrnpoCTpaHsieMomn
nocpencTBoM cetn VIHTepHeT, BC/ieACTBME CXOACTBA AOMEHHbIX UMeH, odopMneHus unm copgep>kadus. GuwnHr [phishingAttacks]
(onsa sekTopa [EXT], [INT])

Homep
6noka

Unentutukarop
6noka (nons) Copepxakue 6noka (nons)

(nons) S [ aHHbIX
AaHHbIX 2

n2

dopmar nons AaHHbIX dopmart 3NeKTPOHHOro coo6LeHNs

"phishingAttacks": [{
*harmful’; [{
'ip": "127.0.0.1",
“url"; "http://example.com"
1,
‘fixationAt": "2018-03-22T08:14:38Z",

"ip" IP-agpec Jlornyeckuin agpec IPv4 gomkeH coot-

(none faHHbIX)

BETCTBOBATH cneumndukaumm RFC 791
[12]

11.2.2 “url"
(mone faHHbIX)

URL-agpec

URL B COOTBETCTBMN CO cneumdukaLm-
eit RFC 3986 [15]

25985¢ce6d91c",

"'messageAttachment": {

"sourceld"; "f34030ef-358a-445¢-8567-

‘comment"; "onncaHne BROXeHus',
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11.3 ‘fixationAt" Jara 1 Bpems (omKcupoBsa-
(none gaHHbIX) HUA PULLNHTOBOrO CO06-
LLeHns
11.4 ‘message o6paseL, (PULLNHIOBOrO
Attachment" o6paLLeHus
(610K iaHHBIX)
11.4.1

NAEHTUUKATOP, NPUCBO-
eHHbIN Y4aCTHUKOM MH-
hopmaLoHHOro 0bmeHa

"sourceld"
(none gaHHbIX)

chopmat npeacTaBieHns AaHHbIX B CO-
0TBETCTBUM CO cneuudukaumein RFC
3339 [11]

128-6utHbIN naeHTudukatop (GUID),
CPOPMUPOBAHHLII B COOTBETCTBUN CO
cneuundukaumen RFC 4122 [16], npu-
CBOEHHbII Y4aCTHUKOM MHOPMALMOH-
HOro o6MeHa

11.4.2 ‘comment’
OMnuCaHue BNOXEHUs TEKCTOBOE nose (textarea)
(none AaHHbIX)
11.4.3 " ) " Aara v Bpems fo6asneHns popmar npeacTaBfieHns AaHHbIX B CO-
dateTimeAt y ;
(MONe AaHHbIX) thanna OTBETCTBUU CO cneuudukaumein RFC
3339 [11]
11.4.4.1 "file" (haiin gaHHbIX, cogepXa- | YKa3blBaeTCs HauMeHOBaHue, pasmep
(610K AaHHbIX) LW fononHuTenbHble  haina (He 6onee 5 M6), BbINOAHAETCA
marepuasbl KoaMpoBKa B hopmare Base64
11.45 "fileLink" ccbinka ans nosy4eHns  Ykasbisaetcs URL-agpec ans ckauusa-

(none AaHHbIX)  (CKayuBaHwWs) haina gaH-
HbIX, COAEPXKALLero Aonon-
HUTENbHbIE MaTepuanbl

HUS chaiina, B Cly4ae ecnm ero pasmep
npesbiwaer 5 M6, B COOTBETCTBUM CO
cneuundunkaumein RFC 3986 [15]

"dateTimeAt": "2018-03-22708:14:38Z ",
"file": {

‘name"; "ums anna’,

"size"; "pasmep ¢haiina B 6aii-

'base64": "BnoxeHue B hopma-

b,
“fileLink":

*http://domain.com/archive.rar"

}
1,

12.3.13. KoMnbloTepHble aTaky, CBS3aHHble C pa3MeLleHneM B ceTn VIHTepHeT nHPopMaLmm, NO3BONSIOLLEN OCYLLECTBUTb He-
NpPaBOMEPHbIA [OCTYN K MHPOPMALMOHHBIM CUCTEMAM YYaCTHUKOB MHOPMALIMOHHOIO OOMEHa U NX KJIMEHTOB, NCMOJIb3yeMbIM NpU
npepocTaBneHnn (nosyyYeHnn) GUHaAHCOBLIX YCYr, B TOM YACSIe NyTEM HEMPaBOMEPHOro [OCTyNa K KOHGUaeHUMansHon nHpopmaumm
KnmeHToB. Pa3MelleHne B ceTn MIHTepHeT BpeaoHocHoro pecypca [maliciousResources] (ons sektopa [EXT], [INTI])

13.1 "sources"
(610K iAHHBIX) NAEHTNKATOPbI NCTOY-
HWKOB BPELOHOCHOrO pe-
cypca

13.1.1 "ip" IP-agpec
(none AaHHbIX)

B cny4ae He06X0AUMOCTM YKa3aHus
HECKOJbKMX 3HAYEHNIA Noeit JaHHbIX
(ip, url) yka3bIBaeTCA OAMH UMK He-
CKOJIbKO 06bEKTOB B 6/10KE JaHHbIX
"target"

Jlornyeckunin agpec IPv4 nomxeH coot-
BETCTBOBATh cneuudmkaumm RFC 791
[12]

“maliciousResources": [{
"sources": [{
"ip": "127.0.0.1",
“url": "http://example.com"
1,
"activityType": "Tun BpejOHOCHOI aKTUBHOCTN"
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13.1.2 “url" URL-agpec URL B COOTBETCTBUN CO cneuudnkaLm-
(none faHHbIX) et RFC 3986 [15]

13.3 "activityType" TIM BPeAOHOCHON TekcToBoe none (textarea)
(mone faHHbIX) AKTUBHOCTH

Homep
6noka
(nons)
[aHHbIX

12.3.14. KomMnbloTepHble aTaku, CBSI3aHHbIe C U3MeHeHneM KoHTeHTa [changeContent] (gns BekTopa [INT]).

Wpentuchmkatop
6noka (nons) paH-

HbIX

p
(none faHHbIX)

CopepxaHue 6noka (nons)
AaHHbIX

IP-agpec

dopmart nons faHHbIX

Jlornyeckuin agpec IPv4 gomxeH cooT-
BETCTBOBATH cneumndukaumm RFC 791
[12]

(none AaHHbIX)

14.1.2 “url" URL-agpec URL B COOTBETCTBUN CO cneundnkaLm-
(none AaHHbIX) eit RFC 3986 [15]
14.2 "type" TMN N3MEHEHHOT0 KOHTEHTa TeKCTOBOE none (textarea)

Gdopmat 3NeKTPOHHOro Co06LeHNs

‘changeContent"; [{
"targets”: [{
"ip":"127.0.0.1",
"url": "http://example.com"
1,
‘type": "Tun M3MEHEHHOro KOHTEHTA"
1,

12.3.15. KoMnbloTepHble aTaku, CBA3aHHbIE CO CKaHMPOBAHUEM MPOrPaMMHbIX MOPTOB 06BEKTOB MHPOPMALIMOHHON NHDPACTPYK-
TYPbl Y4aCTHUKOB MHGOPMALIMOHHOIo 06MeHa NnuamMm, He 061adaloLLMMN COOTBETCTBYIOLLMMIN NosiHOMounsimn [scanPorts] (ans sek-

Topa [INT])
Homep
6noka

Wpentudmkatop
6noka (nons) paH-

(nons) o

NaHHbIX

Copepxanue 6noka (nons)
AaHHbIX

dopmar nons AaHHbIX

dopmart INEeKTPOHHOro coobLLeHNs

"scanPorts": [{

"sources": [{
"ip": "127.0.0.1"
}]l
"ports": ['23'],
15.2 ‘sources’ MOEHTNKATOPbI MCTOY- B cny4ae HEOBXOAMMOCTY YKa3aHus ‘method": "MHhopmauus o meTofax CKaHMpOBa-
(60K [aHHbIX)  HWKOB BPEAOHOCHOI aKTMB- HECKOMbKNX 3HAYEHWUIA NOMS AaHHbIX (ip) HUA UK UCTIONb3YEMOM AN 3TOr0 MPOrpaMMHOM 06ecreveHun’,
HOCTK YKa3bIBAETCS OAMH UN HECKOMBKO "startTimeAt": "2018-03-22708:14:38Z",
06LEKTOB B 6N0OKE AaHHbIX "sources” ‘endTimeAt"; "2018-03-22T08:14:38Z2"
15.2.1 "ip" IP-agpec Jlornyeckuin agpec IPv4 gomxeH cooT- 1,
(none JaHHbIX) BETCTBOBATH crneundukauum RFC 791
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15.3 ‘ports”
(mone [aHHbIX)

15.4 "method"
(mone [aHHbIX)

15.5 "startTimeAt"
(mone [aHHbIX)

HOMepa nopTOoB, KOTOPbIE
MOABEPrinch CKaHUPOBa-
HUIO
UHopMauus o MeTofax
CKaHWUPOBAHNA NN UC-
nonb3yeMoM ns 3Toro
nporpamMHoM obecreye-
HUM

Bpem# Ha4vana CkaHupoBa-
HUA

(12]
TeKcToBOe nose (textarea)

TeKcToBOe nose (textarea)

thopmart npefcTaBneHns JaHHbIX B CO-

OTBETCTBUM CO cneumndukaunein RFC
3339 [11]

15.6 ‘endTimeAt"
(none AaHHbIX)

BPEMS OKOHYaHMNSI CKaHU-
POBaHNS

chopmat NpeAcTaBeHNs AAHHbIX B CO-
OTBETCTBUM CO creLudmkaumnein RFC
3339 [11]

12.3.16. VHble KOMMbIOTEPHbIE aTakK, HarnpaBeHHbIE Ha OOBLEKTHI
OHHOro obmeHa u ux knneHtoBs [other] (ons BekTopa [INT], [EXT])

MHbOPMaLMOHHON NHPPACTPYKTYPbI Y4aCTHUKOB MHbOpMaLn-

16.1 "description” 0M1CaHNe KOMMbIOTEPHOI TekcToBoe none (textarea) ‘other": {
(rone faHHbIX) aTaku "description": "onucaHne KOMNbIOTEPHON aTaku',
16.2 ‘source" UAEHTUPUKATOPLI MHOO "target": {
(610K AaHHbIX)  MCTOYHMKA BPEAOHOCHOTO, "ip": "127.0.0.1",
3aMNPeLLeHHOro KOHTeH- “url": "http://example.com *
Ta/pecypca },
16.2.1 "ip" IP-agpec Jlornyeckuin agpec IPv4 nomxeH coot- "type": "Tun KOHTEHTA',
(none AaHHbIX) BETCTBOBATH cneumcmkaunu RFC 791 "attachment"; {
[12] "sourceld": 'f34030ef-358a-445c-8567-
16.2.2 "url" URL-appec URL B cooTBeTcTBMM CO cneumudukaum- 25985ce6d91c’,
(mone HaHHbIX) el RFC 3986 [15] ‘comment": "NpumMeYaHune K BIIOXEHUIO",
16.2.3 ‘type" VHOI TWN 3anpeLLeHHoro, TekcToBoe nose (textarea) "dateTimeAt": "2018-03-22T708:14:38Z",
(none AaHHbIX) | BPEAOHOCHOMO, U3MEHEH- "file": {
HOr0 KOHTEHTa ‘name"; "ums anna’,
16.3 "attachment" JIONOSTHUTENbHbIE JaHHbIE 'size": 'pasmep (hanmna B Gaii-
(6MOK faHHbIX)  ANS MAEHTUNKALMM KOM- Tax",
NbOTEPHON aTaku "base64"; "BnoxeHue B hopma-
16.3.1 128-6UTHbIIt npeHTMdmkatop (GUID), |Te base64’
'sourceld" UAEHTUEUKATOP, NPUCBO- CHOPMUPOBAHHBIA B COOTBETCTBUM CO } .
EHHbIA Y4aCTHUKOM MH-  cneundukaumen RFC 4122 [16], npu- fileLink":

(none AaHHbIX)

chopmaLoHHOro 06MeHa

CBOEHHBbIA Y4aCTHUKOM WHOPMALINOH-
HOro o6meHa

"http://domain.com/archive.rar"
}

16.3.2 ‘comment’

OonuncaHue BOXeHnd

TeKCTOBOE nose (textarea)

}

810¢-9'1-09109d9 01D

velL



(mone faHHbIX)

a8 "dateTimeAt"
(nomne AaHHbIX)

16.3.4 "file"
(610K AaHHbIX)

16.3.5 “fileLink"

(mone [aHHbIX)

Aara v Bpems fo6asneHuns
thanna

(haiin JaHHbIX, cogepxa-
LLUMIA [ONOMHUTENbHbIE
marepuarsl
CCbINIKa 151 NOJy4eHns
(ckaymBaHua) dhanna pax-

HbIX, COAePXaLLero aonon-

HUTeNbHbIE MaTepuabl

thopmart npescTaBneHNs JaHHbIX B CO-
OTBETCTBUU CO cneundukaunein RFC
3339 [11]

VKasbIBaeTCA HaMMEHOBaHWe, pasmep
thainna (He 6onee 5 M6), BbINonHseTCS
KoanpoBka B hopmate Base64
Ykasbieaetcs URL-agpec ans ckadmsa-
HWA aiina, B Cly4ae ecnu ero pasmep
npesbiwaeT 5 M6, B COOTBETCTBIK CO
cneuudukaumein RFC 3986 [15]

12.4. TexHu4yeckmne pekoMeHgaLmm nHbopMaLmMoHHoro 6ionneTtens [signatures]

‘mainActions"
(nomne AaHHbIX)

PEKOMEHAOBaHHbIE Aei-
CTBWA N0 NPOTUBOAEN-

TekcToBoe none (textarea)

21 CTBMI0 KOMMbIOTEPHON
atake
2.2 ‘signatures’ curHarypa B cnyyae He06x0AMMOCTM yKa3aHus
(6m0K AAHHBIX) HECKONTbKMX 3HA4Y€HNiA NONei AaHHbIX
(identifier, yara, snort) ykasbiBaercs
OJIMH UNK HECKOJTbKO 0O6bEKTOB B 6/10KE
NlaHHBbIX "source”
2.3 "identifier" YHUKaJbHbIA NOEHTUNKA- NOCeA0BaTe/IbHOCTb CUMBOJIOB, MOMY-
(none faHHbIX) TOP CUrHATYpb! YEHHbIX B PE3Y/bTaTe BbIYNCIEHNS X3LL-
hbyHKummn MD5
2.4 ‘yara" YARA-npasuno TekcToBoe none (textarea)
(monie faHHbIX)
2.5 ‘snort" Snort-npasuna (hopmar npeAcTasneHns B Buge: <fei-

(nomne AaHHbIX)

crue> <lpotokon> <IP-agpeca otnpa-
Butenei> <Moptsl 0TNpasuTenen>
<Oneparop HanpasneHns> <IP-agpeca
nonyyaresnen> <foptel nonyyarenen>
(kmto4_1: 3Ha4YeHue_1; KIoy_2: 3Hade-
Hue_2; ... knoy_N: 3HaveHne_N;)

‘mainActions": "peKoMeHA0BaHHbIE JENCTBIUS N0 NPOTUBOLEN-

CTBWIO KOMIbIOTEPHON aTake",
‘signatures": [{

"identifier": "ngeHTUOUKATOP CUrHATYPbI",

"yara"; "yara-npasuno’,
‘snort": ["rule1”,"rule2"]
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13. ®opmMa npeacTaBneHns AaHHbIX, UCNONb3yeMasl yHacTHUKaMu MHPopmMaLuoHHoro obMeHa
Ansa HanpasneHusa B baHk Poccumn nHpopmauum o nnaHMpyeMbix MEPONPUATUNAX MO PACKPbITUIO
MHPOpPMaLMU O BbISIBIEHHbIX NHUNAEHTAX, CBA3aHHbIX C HapyLUeHneM TpeboBaHun

K obecne4yeHunio 3awmTbl UHPOPMaALUMKN, N CPOKN NX npeacrasneHus B baHk Poccun

13.1.  YcnoBus 06a3aTeNlbHOCTU U BPEMEHHbIE XapaKTEPUCTUKN NHOOPMUPOBAHUS

Ycnosusa 06a3aTenbHOCTU MHPOPMMPOBAHUS:

[O] - HpopmMauma 6noka (Nong) faHHbIX NPeAcTaBnseTca B 0653aTe/IbHOM NopPsOKe;

[N] — nHdopmMauusa 6noka (nons) AaHHbIX NPEeACTaBNAETCS B C/ly4ae HaNnuns TEXHUYECKON BO3MOXKHOCTW.

BpeMeHHble XxapakTepUCTUkn MHGOPMUPOBaHUS (3Tarnbl UHHOPMUPOBAHUSA):

[1] - nHpopMauusa 6noka (Nons) OaHHbIX NPEeACTaBASETCA y4aCTHUKOM MHPOPMALMOHHONO O6MeHa B paMKax
NepBUYHOro yBEAOMJIEHMS He Mo34Hee OOQHOro paboyero AHA A0 NPOBeAEHUs MEPONPUSATUS MO PACKPLITUIO WH-
dopMauum 06 nHUMaeHTax;

[2] - HpopmMaums 6noka (Nonsg) AaHHbIX NPeACcTaBnAsAeTcs Y4aCTHUKOM MHPOPMALMOHHONO OOMeHa B paMKax
nocsiedyowero yseooMsieHNs B Cilydae U3MeHeHus MHOpPMaLUMN O BO3MOXHOM MPOBEAEHUN MEPONpUSTUS MO
PAackpbITUIO MHPOPMaLIMM 00 UHLIMOEHTAX.

13.2. NpeHTnduKaumMoHHble AaHHble O MIIAHUPYEMbIX MEPONPUATUSAX MO PAaCcKpbITUIO MHGOPMAUUKM 06 UHLIM-
neHTtax. bnok gaHHbix [HEADER]

1.1 ‘schemaType"  Twn anekTpoH- YkasbiBaeTcs 3Ha4YeHune {
(none paHHbIX) | HOro coobuue- [PUB] — ny6nukaums ‘header": { [0] 11, [2]
HUS ‘schemaType": "pub”,
1.2 ‘schemaVersion"  Bepcus cxembl TEKCTOBOE nosie (textarea) ‘schemaVersion"; "1",
(mone [aHHbIX) Tuna anek- ‘version": "1, (0] (], [2]
TPOHHOrO CO- ‘memberld";"9527dd0c-0765-4f1c-8f5f-70a02cf4046¢", ’
06LUeHNs "sourceld":"f34030ef-358a-445¢-8567-25985¢ce6d91c",

%1l
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1.3 ‘version" HOMEp BEPCMM 4UCIIOBOE 3Ha4eHue (int) ‘publishedAt": "2002-10-02715:00:00.05Z", [0] [11, [2]




(mone [aHHbIX)

3/IEKTPOHHOI 0
CO006LLEHNSs B
npoLecce UH-
thopmaumoH-
HOro o6mMeHa

14

1.5

‘memberld"
(none AaHHbIX)

"sourceld"
(none AaHHbIX)

UAEHTUNKA-
TOP y4acTHUKa
VH(opMauu-
OHHOro 06Mme-
Ha, NPUCBOEH-
HbI BaHkoM
Poccum
UAeHTUdNKa-
TOp, NPUCBO-
EHHbI y4acT-
HUKOM WH-
hopmaunoH-
HOro o6mMeHa

128-6UTHbIN MAEHTUMKA-
Top (GUID), cchopmupo-

BaHHbIN B COOTBETCTBUM CO
cneundukauven RFC 4122

[16], npucBOEHHbI Bankom

Poccum

128-6UTHbIN MAEHTUMKA-
Top (GUID), cdhopmupo-
BaHHbIii B COOTBETCTBUM CO
cneundukauuein RFC 4122
[16], npncBOEHHbI y4acT-
HUKOM NHADOPMALINOHHOTO
obmMeHa

1.6

1.7

13.3.

[PUB]

‘publishedAt"
(mone [aHHbIX)

‘modifiedAt"
(none AaHHbIX)

Jara 1 Bpems
NepBUYHOTO
NHPOPMMPO-
BaHUS
Jara 1 Bpems
NPOMEXXYTO04-
HOro UHAop-
MUPOBaHUS

(hopmar npeAcTaBeHns
JlaHHbIX B COOTBETCTBMM CO
cneundukaumein RFC 3339
[11]

chopmart npeacTaBneHus
JlaHHbIX B COOTBETCTBMUM CO
cneumcmkaunen RFC 3339
[11]

‘modifiedAt": "2002-10-02715:00:00.05Z"

[0]

[0]

(11, [2]

(11, [2]

[0]

[0

(11, [2]

(2]

OnuncaHne nnaHUpyeMbIX MeponpusaTUA MO PackpbiTUiO MHPOpMauum o6 MHUmAeHTax. bnok gaHHbIX

2.1

2.2

‘orgName"
(none AaHHbIX)

‘persons’

HaMMeHOBaHWe TekCToBOe nose (textarea)

opraHusauum —

y4acTHUKa
UHopmaLm-

OHHOro 06MeHa

KOHTaKTHbIE

B cnyyae Heo6xoaumocTm

"pub”: {

‘orgFullName"; "nonHoe HauMeEHOBaHME Y4aCTHUKA WMH-

thopmaunoHHoro o6meHa’,
"persons”: [{

‘lastName": "hamunus’,
‘middleName": "oT4ecTBO",

[0

[0

(11, [2]

(11, [2]
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(610K fAHHBIX)

[aHHbIe OTBET-

YKa3aHus HECKOJIbKUX 3Ha-

CTBEHHOr0  YeHwil nosen AaHHbIX (last-
nnua Name, middleName, first-
Name, landlineNumber,
mobileNumber, email, posi-
tion, eventScheduledAt)
YKa3blBAETCSA OLUH WK
HECKOJIbKO 0OBLEKTOB B
6710Ke JaHHbIX "persons’
2.2.1 ‘lastName" (hamunusa TeKcToBOE rone (textarea)
(mone [aHHbIX)
222 ‘middleName" 0TY4ECTBO  TEKCTOBOE nose (textarea)
(mone faHHbIX)
2.2.3 "firstName" ums TEKCTOBOE rnone (textarea)
(none faHHbIX)
224 ‘landlineNumber* rOPOACKOM  TEKCTOBOE none (textarea)
(none faHHbIX) TeneoH
2.25 ‘mobileNumber" MOOMNbHBIA  TEKCTOBOE none (textarea)
(mone faHHbIX) TeneoH
2.2.6 ‘email" 3NEKTPOHHBIA | ALPEC 3NEKTPOHHOI0 NoY-
(none faHHbIX) azpec TOBOrO ALLMKA OTNPaBUTENSA
npecTasnseTca B popma-
Te B COOTBETCTBUY CO Che-
undukaumen RFC 5322
(18]
2.2.7 ‘position” JO/MKHOCTL | TEeKCTOBOE nosie (textarea)
(none faHHbIX)
2.3 ‘eventScheduledAt" parta u Bpems | chopmar npeacTaBaeHus
(mone [aHHbIX) | NIAHMPYEMOro AaHHbIX B COOTBETCTBUM CO
meponpuaTus  cneundmkaumeii RFC 3339
(BbicTynnexus) [11]
nnéo nyéuka-
Luu no pac-
KPbITWO UH-
thopmauuu 06
VHUMAEHTaX
2.4 ‘location” MECTO NMpoBe-
(610K [iaHHbIX)  [EHUA Mepo-

npuaATHs (Bbl-
CTYNNEHUs)

1,

"firstName": "ums",

‘landlineNumber": "ropofckon TeneqoH",
‘mobileNumber"; "Mo6unbHbIi TenedoH",
‘email": "afipec aneKTPOHHOM NOYTHI',
‘position": "LOMKHOCTD"

"gventScheduledAt"; "2002-10-02T15:00:00.05Z",
"location": {

}

‘subjectOfFederation"; "00",

‘locality": "HanmMeHOBaHWE HACENEHHOr0 MyHKTA"

"description": "ONONHUTESNbHbIE CBELEHUS N0 Meponpu-

AT

"typeOfActivity": ['Tun nnaHupyemoro meponpuatus'],
‘nameOfActivity": "HaMMeHOBaHWe NAaHUPYeMOro Mepo-
NpUATUS WK Pecypca, Ha KOTOPOM MAaHUPYETCH PackpbiTe MHGOpMa-

171738

"text

TEKCT K NNaHupyeMoMy MepornpusiTuio',

'messageAttachment": {

25985¢ce6d91¢",

base64"

‘sourceld": "f34030ef-358a-445¢-8567-
‘comment"; "onucaHne BNOXeHus",
"dateTimeAt"; "2018-03-22T08:14:387 ",
"file": {
‘name"; "ums chainna’,
'size"; "pa3mep (haiina B 6aiTax’,
‘base64":  "BnoxeHne B  popmare

I8
"fileLink": " http://domain.com/archive.rar "

(0]
(0]
(0]

(0]

(1. 2]
(1. 2]
(1. 2]
(1. 2]
(1. 2]

(0]

(0]

(0]

[0l

(11, 2]

(1. 2]

(1. 2]

(11, 2]
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(0]

(11, 2]

2.4.1 ‘subjectOfFedera- | ko OKTMO | TekcToBoe none (textarea)
tion" BEPXHEro
(none faHHbIX) YPOBHS
2.4.2 ‘locality" HauMeHOBaHMe TEKCTOBOE none (textarea)
(none faHHbIX) | HACeNeHHOro
nyHKTa
2.5 "description" JONONHUTENb- TEKCTOBOE nose (textarea)
(none JaHHbIX) | Hble CBeAeHUs
no meponpus-
MO
2.6 ‘typeofActivity" | Tun nnanupye-  Bbi6upaerca oguH unm
(none faHHbIX) MOr0 Mepo- | HECKONbKO KOJI0B M3 Orpa-
npuaTus HWYEHHOT0 MHOXECTBA
BO3MOXHbIX 3HAYEHNIA:
o [CNF] - KoH(hepeHuus;
o [PBE] - ny6nukauus Ha
BHELLHeM pecypce (BKNio-
Yas neyaTHble U3AaHus);
e [PBI] - ny6nukauus Ha
CO6CTBEHHOM pecypce
Y4aCTHUKA MHGOPMALMOH-
HOro 06MeHa (BKMto4as
neyaTtHble N3AaHns)
2.7 ‘nameofActivity" | HaumeHoBaHue TekcToBOe none (textarea)
(none faHHbIX) | NaHUpPyemoro
MeponpusaTIS
UK pecypcea,
Ha KOTOPOM
MaaHUpyeTcs
packpbITUe
UHopmaLmum
2.8 “text" TEKCT K nnaHn- TekcToBoe none (textarea)
(mome AaHHbIX) | pyemMomy me-
ponpuATUIO
2.9 ‘messageAttachme  onucaHue pac-
nt' KpbIBaemom
(610K faHHbIX)  MHChopMaLMK
29.1 'sourceld" naeHTnuka- | 128-6UTHbIN MAEHTUGMKA-
TOp, Npuceo- | Top (GUID), cchopmmpo-

(mone [aHHbIX)

EHHbIN y4acT-

BaHHbI B COOTBETCTBUM CO

(0]

(0]

(0]

(0]

(0]

(1. 2]

(11, 2]

(11, [2]

(11, [2]

(1. 2]

(N]

(N]

(1. 2]

(1. 2]
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292

2.9.3

294

295

‘comment’
(mone [aHHbIX)

‘dateTimeAt"
(none faHHbIX)

"file"
(610K faHHBIX)

"fileLink"
(mone [aHHbIX)

HUKOM WH-
hopmauunoH-
HOro o6meHa

onucaHue
B/TI0XKEHUA
[lata u Bpems
n06aBneHns
thaina

(haiin gaHHbIX

CCbINKa Ans
noyyeHus
(ckaumBaHms)
thaiina gaH-
HbIX, COAep-
Xallero fo-
NONHUTESbHbIE
marepuanl

cneuundmkaumen RFC 4122
[16], npucBoOEHHbIi y4acT-
HUKOM UH(POPMALIMOHHOIO
o6meHa

TekcToBoe none (textarea)

chopmar npeacrasneHuns
JIaHHbIX B COOTBETCTBUM CO
cneundmkaumeit RFC 3339
[11]

YKa3bIBaeTCA HaMeHOBa-
Hue, pasmep chaiina (He
6onee 5 M6), BbinonHsercs
KoaupoBKa B chopmare
Base64

YkasbiBaetcs URL-apec
QNS CKaYmBaHus haina, B
C/lyyae ecnv ero pasmep
npesbiwaer 5 M6, B cooT-
BETCTBMW CO cnevlnduka-
uven RFC 3986 [15]

(N]

(N]

(N]

(N]

(1. 2]

(11, 2]

(11, [2]

(11, [2]
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14. Ycnosus npeacraBneHust baHky Poccum ydactHMkaMm nHpopMaLmMoHHOro oo6MeHa
AaHHbIX O BbISIBIEHHbIX MHUMAEHTAX, CBAA3aHHbIX C HapyLleHneM TpeboBaHunii
K obecne4vyeHuto 3amTbl UHPOpPpMaLUun

14.1. NHdpopmMmpoBaHue baHka Poccmm o BbISIBNEHHbIX COBLITUSX TUNA:

[MTR_WC] - nony4yeHne onepaTopoM Mo nepeBoay AEHEXHbIX CPeacTB, 06CYXMBAIOLIMM MJlaTeNbLUMKa, BKIIOUas ornepaTopa aek-
TPOHHbIX OEHEXHbIX CPeacTs, YBEAOMEHU B NPeAyCMOTPEHHON OOroBOpoM ¢opMe OT KJIMEHTOB — PUINYECKUX, IOPUONYECKNX SNL,
VMHOVBMAOYaNbHbIX NPeanpuHNUMaTenen Unm nuL, 3aHMMaloLLMXCS YaCTHOM NPAKTUKOW, O ciiydaax v (Mnm) nonbITKax NepeBoAoB AeHEXHbIX
cpencTB 6e3 cornacus KIMeHTa, B TOM Yncsie 06 NCMoJib30BaHMM 3NIEKTPOHHBLIX CPEeACTB MiaTexa;

[A_SC] - nonyyeHne pacyeTHbIM LIEHTPOM MJIAaTEXXHOMN CUCTEMbI YBEAOMJIEHNA OT YYaCTHUKOB MJIAaTEXXHOW CUCTEMbI O CMUCAHUM Oe-
HEXHbIX CPEeACTB C UX KOPPECNOHAEHTCKMX CYETOB 6e3 ux cornacmsa n (Unm) ¢ UCNosib30BaHNEM UCKaXXeHHOW MHpOpPMaLMK, coaepKa-
LLENCS B Pacrnopsi>KeHNSIX MaTEXHbIX KITMPUHIOBbIX LIEHTPOB NN Y4aCTHUKOB MIaTEXHOM CUCTEMBI;

[UO_WC] - BbisiBneHMe onepaTopoM Mo nepeBoay AeHEXHbIX CpeacTs, 06CNy>XMBaOLWMM NNaTeNbLUMKa, BKIlOYas ornepaTopa dnek-
TPOHHbIX OEHEXHbIX CPeacTB, onepauun, COOTBETCTBYIOLLMX MPU3HAKaM OCYLLECTB/IEHMS NepeBoAa AeHeXHbIX CpeacTB 6e3 cornacus
KJINEHTQ, YCTaHOBJIEHHbIM baHkoM Poccnn n pa3meltaeMbiM Ha odumumanbHOM canTe baHka Poccum B ceTn IHTepHeT;

[FMA_WC] - nony4yeHne yBegOMNEHNA OT KIIMEHTOB — GU3NYECKMX NL, U (MK) MHOVBMAYaNbHbIX NpeanpuHnuMaTenein, n (unv) eusu-
YeCKUX ML, 3aHMMAIOLLMXCA B YCTAaHOBJIEHHOM 3aKoHomaTenbCcTBoM Poccuiickon ®epepaumm nopsake YacTHOW MPaKTMKOW, 1 (1nn)
opmManveckmx nmy, 06 ocywecTBNeHNN HE3aKOHHOM GMHAHCOBOM onepauui;

[MTR_UA] - BbisiBNeHe onepaTopoM Mo nepeBoy AeHeXHbIX CpeacTs, 06CNy>KMBaOLWMM NNaTeNbLUMKa, BKoYas onepatopa dek-
TPOHHBIX AeHEeXHbIX CPeacTs, ornepauur No NepeBoay AeHEXXHbIX CPeacTB 1 NONYyYEHNS HaNMYHbIX AEHEXHbIX CPeAcCTB, COBEPLUEHHbIX B
pe3ynbTaTe HeCaHKUMOHUPOBAHHOIoO O0CTyna K o6bekTaM MHPOPMALMOHHON MHOPACTPYKTYPbl onepaTopa Mo nepeBoay AeHEeXHbIX
CpeacTB, B TOM YMC/ie NPU YMEHbLUEHUN OCTaTKa 3NEKTPOHHbIX AEHEXHbIX CPeAcCTB, 3a UCKJIIOYEHMEM BUPTYasbHbIX MaTEXHbIX KapT;

[FMS_UA] - BbisiBNeHMe He3aKOHHbIX PpUHAHCOBBIX OMNepaLnii, COBEPLUEHHbIX B pe3y/ibTaTe HeCaHKLIMOHNMPOBAHHOIO A0CTyna K 06b-
eKTaM MHPOPMALMOHHON NHOPACTPYKTYPbl HEKPpeaAUTHON GUHAHCOBOW OpraHM3aLuy;

[UPT_PSP] - ocyulecTBfieHNne HeCaHKLIMOHMPOBAHHOIO CHATUS AEHEXHbIX CpeacTB ornepatopa Mo nepeBoay AeHEeXHbIX CpeacTs B
OaHKoOMaTax;

[DT_ALL] — Heoka3aHue yciyr onepaTtopa no rnepeeoy AeHEeXHbIX CpeAcTB B nepuo/ 6onee AByX 4acoOB B LIESIOM MO BCEM CyObek-
TaM Poccunckon ®epepaummn, B KOTOPbIX ornepaTop Mo nepeBoay OeHEXHbIX CPeacTB OCyLLeCTBNSAET NepeBon OeHEXHbIX CpeacTB C UC-
NoNb30BaHMEM MNATEXHbIX KapT, UX PEKBM3UTOB U (UNn) cnuctem (CpeacTs) AMCTAHLIMOHHOTO 6aHKOBCKOro O6Cy>XMBAHUS;
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[DT_SEL] - Heoka3aHue ycnyr onepaTtopa Mo nepeBoy OeHeXHbIX CpeacTs B rnepuo/ 6osee AByX YacoB B LIENIOM MO OTAeSbHbIM
cybbektaMm Poccunckon ®Pepepaumm, B KOTOPbIX OMepaTtop MO MNepeBOody AEHEXHbIX CPeAcCTB OCYLLECTBASIET MEPEBOn AEHEXHbIX
CpPencTB C UCMOJIb30BaHMEM MNATEXHbIX KAPT, UX PEKBU3UTOB 1 (MnKn) cncteM (CpeacTs) ANCTAHLUMOHHOMO 6aHKOBCKOro 06Cy>KMBaHNS;

[UPT_EMP] - ocyuiecTBneHne HeCaHKLMOHUPOBAHHOIO CHATUS [AEHEXHbIX CPEeACTB OnepaTopa 3MeKTPOHHbIX AeHEXHbIX CpeacTs B
6aHKoMaTax;

[DT_SC] — HeokaszaHMe pacyeTHbIM LIEHTPOM pacYeTHbIX yCyr B nepuog 6onee ogHOro onepauyoHHOro aHs;

[DTPT_SC] — HeBbINOJSIHEHNE PaCYETHBLIM LEHTPOM B TEYEHME OMNEPALIMOHHOIO OHS PAacYeTOB ANS NMPUHATLIX K UCMOJSTHEHNIO pacnops-
>KEHUW NMNaTeXHOro KJIMPUHIOBOIO LIEHTPa UM Y4aCTHUKOB MJ1aTEXXHOW CUCTEMBI;

[DT_CC] - npepbiBaHNe KIMPUHIOBbIM LIEHTPOM OKa3aHus YCyr MIaTeXHOro KAMpuHra Ha nepuop 6onee 4eM oauH onepaLmoHHbIN
O€EHb;

[DTPT_CC] - HeBbINONMHEHNE KIIMPUHIOBbLIM LIEHTPOM B TeYEHME ONepaLMoOHHOro AHSA NNATEXHOro KJIMPUHIa Ans NPUHATLIX K UCMos-
HEHNIO PACNOPSKEHNN YHAaCTHUKOB NNATEXXHOM CUCTEMBI;

[DT_OC] - npepbiBaHne onepaumoHHbIM LLEHTPOM NPeaoCTaBIeHNsI ONepaLMOHHbIX YCIyT Ha nepuopg 6osiee ABYX YacoB;

[DT_FS_ALL] — Heoka3aHue ycnyr puUHaHCOBOW OopraHmn3auueit B nepuo 6osee AByx 4acoB B LIeNIOM Mo BCeM cy6bekTaM Poccuiickon
®epgepaumn, B KOTOPbIX GUHAHCOBAA opraHM3aums npegoctasnseT GUHAHCOBLIE YCNYIK;

[DT_FS_SEL] - Heoka3aHue ycnyr $MHaHCOBOW opraHu3auuen B nepuog 6osiee AByX 4acoB B LIEJIOM MO OTAeNbHbIM CyobekTam Poc-
cunckon ®epepaummn, B KOTOPbIX PUHAHCOBAS OpraHn3aums npegocTaBnseT GUHaHCOBLIE YTy —

ocCyLlecTBNsieTcs 6e3yC/IOBHO MO KaXKAOMY COObITUIO OTAENbHO.

14.2. BbisiBneHMe y4aCTHMKOM MHOPMALIMOHHOro 0OMeHa KOMMNbIOTEPHbIX aTak, MOCNeACTBMS OT peanm3aumm KOTOPbIX MOMyT npu-
BECTU K COObITUSIM, yKa3aHHbIM B NyHKTe 14.1:

[PSP_CMTR] - BbisiBNeHNe onepaTopoM MNo nepeBo/y AeHEXHbIX CPEeNCTB, BKIOYas ornepaTtopa 3/1eKTPOHHbIX AeHeXHbIX CpeacTs, 1
(Mnn) onepaTopoM ycnyr NaTeXXHoM MHPPACTPYKTYPbl aTak, NoCNeACcTBUSA OT peanm3aumm KOTOPbIX MOTyT NPUBECTU K CJy4asiM U NonbIT-
KaM OCyLLIeCTBJIEHNS] MEPEBOOOB AEHEXHbIX CPeacTB 6e3 cornacus KIMeHTa;

[CO_CFS] - BbisiBNeHne KpeauTHOM OpraHm3aumen KOMMbIOTEPHbIX aTak, NoCNencTBUsl OT peanunsauum KOTOPbIX MOMyT MpUBECTU K
Cly4asiM 1 NOMbITKaM OCyLLLeCTBNIeHUs GpUHaHCOBOM (6aHKOBCKO) onepalmmn 6e3 cornacus KimeHTa;

[NCFI_CFS] - BbisiBNeHMe HeKpeanTHOW PpUHAHCOBOV OpraHM3aLmein KOMMNbIOTEPHbIX aTak, NocneacTeus oT peanmsaumm KOTopbiX MO-
ryT MPUBECTU K CJIy4asiM M MOMbITKaM OCYLLLECTBIEHUS onepaumn Ha GMHAHCOBOM pPblHKe 6e3 cornacust KinmeHTa.

OcylecTBnsieTcsa No ciegylowmm Kputepusam (V — Kputepuin MHPOPMUPOBaHUS):
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Tunbl KOMNBIOTEPHBIX aTakK

BbISIBNEHNE
BbISIBNIEHNE — KOMNbHO-
KOMNbHOTEP- BbISIBNEHNE KOM- y epHoi
06beKTbI KOMMbIO-  yoji ataku Ha NbIOTEPHO aTaky MbHOTEPHON aTaKh aTtakm,
TEpHbIX aTaK BHELLHEM BbISIBNIEHUE KOMMbIOTEPHO aTakM Ha BHYTPEHHEM  BO BHYTPEHHEM 8 OTHOLAEHHH ;""- Hanpasnex-
NEpUMETPE  MNK BHELUHEM NEPUMETPE MHhOPMALMOHHOI MHCpacTPYKTYpbl  NEPUMETPE WH- Z:T:;;::g:m?:a- HOW Ha S
uHhopmaum- thopmaunoHHO K HHAIODMALIMONHOFD 3JIeMEHTBI
OHHOW UH(ppa- MH(hpacTpyKTypbI o6MeHa NNaTeXHoM
CTPYKTYPbI UHthpa-
CTPYKTYPbI
[traffic [vulner [mali- [prohibit-
CHCTEMHBIE YDOBHA [ddos Hijack abill- [spams] [phishing cious [mal- [control [brute @ [scan- [socialEn- [sim] [atm [change [other]
Attacks] At- ties] Attacks] Re-  ware] Centers] Forces] Ports] gineering] Attacks] Contents] Content]
tacks] sources]
[hw] — annapatHoe v v v v v v v v
obecneyeHne
[net] — ceTeBoe 060- v v v v v v v v v
pynoBaHue
[net_s] - ceTeBble
NPUIOXeHUs U cep- v ) ) v
BUCbl
[hw_s] — cepBepHble
KOMMOHEHTbI BUPTYya-
nn3auuun, Nporpamm- v ) ) ) 'l v
Hble MHAPACTPYKTYp-
Hble CEPBUCHI
[os] - onepaumoHHbIe
CMCTEMbI, CUCTEMbI
ynpaeneHns 6azamu v v v v v
[aHHbIX, CEPBEPbI
NPUNOXeHNN
VpOBEHIiACanM- [ddos [trnamc [vulner[ ][phishing ["_'a"' [mal- [control [brute [scan [social [sim] [atm [prohi- [change [other]
;3:;“::’:;:'::;‘;?: Attacks] H"'\?_ck abili- 2! Attacks] °'°“_s ware] Centers] Forces] Porisl Engineer- ™ Attacks]  pited Content] "o
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[rbs] — cucTema am-
CTaHLMOHHOrO 6aH-
KOBCKOr0 06CIyXK-
BaHuMs

[front-office] — cu-
cTema 06paboTKu
TPaH3aKLWii, ocy-
LLIECTBNIIEMBIX C UC-
nonb30BaHNUeM nna-
TEXHbIX KapT

[web] — nHchopmaLy-
OHHbI@ PECYPChl CETH
WHTepHeT

[abs] — aBTOMaTN3M-
POBaH-Has 6aHKOB-
CcKkas cuctema

[back-office] — cu-
CTeMa NOCTTPaH3aK-
LIMOH-HOr0 06CYXN-
BaHWS onepawui,
OCYLLIECTBASEMbIX C
MCNoNb30BaHNEM
NIATEXHbIX KapT

[int-services] - BHyT-
PEeHHAS UHopmaum-
OHHas UHAPacTpyK-
Typa, HanpaeneHHas
Ha NofepPXKaHne
613Hec-nNpoLeccoB
Y4aCTHNKA MHAOPMa-
LIMOHHOr0 06MeHa
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(Mo4TOBbIE CEPBEPSI,
(hannosble cepsepbl)

[participant_w] -
OKOHeYHoe 060pyo-
BaHue (APM), uc-
nosib3yemble paboT- v ) ) ) ) v v
HUKaMK y4aCTHUKA
MHCOPMALMOHHOr0
obmeHa

Yposens AC u npu- [traffic [mali-

"o»z::’vll;al;cun:HvTT:_ [ddos Hijack [:’:l:?: [spams] [pI;:h- cious [mal- [control [brute [scan Er[f(i)::aaelr- [sim] [atm [E::]eh(;- [change
by Attacks] At- . P Re- ware] Centers] Forces] Ports] g Attacks] Content]
y4acTH1Ka nHopma- ties] gAttacks]

tacks] sources] ing] Contents]
LMOHHO-r0 06meHa

[other]

[cfs] — chainoBbiit
cepsep

[crbs] - cuctema
ANCTAHLNOHHOTO v v v v v

6aHKOBCKOro 06c¢ny-
)KMBaHUS

[ecs] - y4eTHas 3a-
MUCb 3NIEKTPOHHON ) ) ) v
noyThI

[client_w] - aBTOMa-
TU3MPOBAH-Hble CU-
CTeMbl, UCNOMb3Ye-
Mble paboTHMKaMm v v v v v v
KNUEHTA y4aCTHMKA
MHPOPMALMOHHOTO
o6MmeHa

WHas cuctema [traffic
[ddos Hijack

Attacks] At-
tacks]

[oth] - nHas cuctema ) v v v v v v v ') v ) v v v v )

[vulner- [phish-  [mali- [social [prohibit-

- . . [mal- [control [brute [scan . . [atm [change
LS BT Ll il ware] Centers] Forces] Ports] Enginee-  [sim] Attacks] Content]
ties] gAttacks] sources] ring] Contents]

[other]
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14.3. OueHKa TSHKeCT! nocnencTBMn OT peanmsaunm nHumaeHTa. MNpu nHpopmMupoBaHum baHka Poccumn o BbISIBNEHHBLIX MHUMOEHTAX,
CBSA3aHHbIX C HapyLleHMeM TpeboBaHuM K obecrneyeHunto 3awmTbl MHGOPMaLUUN YyHaCTHUKOM MHOOPMALMOHHOro obMeHa, Heo6xoanuMo
NpPeaoCcTaBUTb OTHOCUTESbHYIO (Ka4eCTBEHHYIO) OLIeHKY MacluTaba (TSKecTn NocneacTBmin) OT peanu3aumm cobbITU 3alnTbl UHGOPMa-

U B COOTBETCTBUN CO CJlieaytolMMn Kputepusamn:

No
Koa u tun cobbITus

[UPT_PSP] - ocyLLecTBNEHNE HECAHKLMOHMPOBAHHOMO CHATUS AEHEXHbIX
CPeJICTB onepaTopa no nepeBofy AeHEXHbIX CPeAcTB B GaHKOMaTax

[DT_ALL] - Heoka3aHue ycnyr onepatopa no nepeBoy AEHEXHbIX CPeACcTB B
nepuog 6onee AByX 4acoB B LieSIOM M0 BCeM Cy6bekTam Poccuiickon defepauum,
B KOTOPbIX ONEpaTop no nepeBoAy AEHEXHbIX CPEACTB OCYLLECTBAET NePeBOA
JEHEXHbIX CPELCTB C MCMONb30BAHNEM MAATEXHbIX KApT, UX PEKBU3NUTOB 1 (MnK)
CUCTEM (CPEACTB) ANCTAHLIMOHHOrO 6aHKOBCKOrO 06CTY)XMBAHNS;
[DT_SEL] — Heoka3aHue ycnyr onepatopa no nepesBofy AEHEXHbIX CPeACTB B
nepuog 6onee AByX 4acoB B LieSIOM N0 OTAeSbHbIM cy6bekTam Poccuitckon de-
Jiepauuu, B KOTOPbIX 0Mepatop No NepeBoAy AEHEXHbIX CPEACTB OCYLLECTBASAET
nepeBof AEHEXHbIX CPeACTB C MCMO/b30BAHNEM NAATEXHbIX KApT, UX PEKBU3M-
TOB U (UNK) CMCTEM (CPEACTB) AMCTAHLMOHHOIrO 6aHKOBCKOr0 06CNYXMBAHUS

[UPT_EMP] - ocyLecTBIIeHNE HECAHKLMOHUPOBAHHOIO CHATUS AEHEXHbIX
CPeCTB 0nepaTopa aneKTPOHHbIX AEHEXHbIX CPeCTB B 6aHKOMaTax

XapaktepucTuka macLutaba no-
CNeACTBUIA OT peanu3aunm cobbl-
TUS B LIENIOM
Cymma cnucaHHbIX (CHATBIX)
JEHeXHbIX CPeacTs, pyo.
Konn4ecTtBo cobbITUN, CBA3AH-
HbIX C HECAHKLIMOHNPOBAHHBIM
J0CTYnoM, ef.

CymMma onepaunoHHbIX PacXoLoB
oneparopa no nepesofy AeHEX-
HbIX CPEACTB B pesysbTare Cnu-
CaHWIA (CHATUM) AEeHEXHbIX
CpefcTs, pyo.

Konn4ecTtBo cobbITUN, CBA3AH-

HbIX C HEOKAa3aHWEM YCIyr Mo

nepeBoly AEHEXHbIX CPEACTB,
ef.

PernoH HeokasaHms ycnyr no
NepeBoly AEHEXHbIX CPEACTB,
cy6bekTbl Poccuiickon ®egepa-
Lmn

Cymma yMeHbLLeHUs ocTaTka
9NEKTPOHHbIX JEHEXHbIX
CpefcTs, pyo.

Konu4ectso co6bITuiA, CBA3AH-
HbIX C HECAHKLIMOHNPOBAHHbIM
LOCTYMOM, ef.

Cymma onepaLmoHHbIX PacxofoB
oneparopa aNeKTPOHHbIX IEHEX-
HbIX CPEACTB B pe3ynbTare
YMEHbLLEHNS 0CTaTKa 3NEKTPOH-
HbIX IEHEXHbIX CPEACTB, pyo.

YmepeHHoe
[MOD]

1400 000

100

2000 000

100 000

100

500 000

Moporosble 3Ha4eHNs

CywiectBeHHoe  Kputnyeckoe
[ESS] [CRIT]
5000 000 15000 000
500 1000
10 000 000 25000 000
- 1
5 10
500 000 1000 000
500 1000
1500 000 5000 000
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[DT_SC] — Heoka3aHue pacyeTHbIM LIGHTPOM PacyeTHbIX YCIyr B nepuof Gonee
0JHOr0 OMepaLNoHHOTO AHS;

KonnyecTtBo coObITUN, CBA3AH-

4 [DTPT_SC] — HeBbINONHEHME PACHETHLIM LEHTPOM B TEYEHIUE ONEPALNOHHOr0 HbIX C HEO0Ka3aHWEM PacyeTHbIX 10
[HA PACYETOB ANA NPUHATBLIX K UCNOMHEHNIO PACNOPSXKEHUI NNATEXHOr0 KNu- ycnyr, en.
PUHIOBOTO LIEHTPA MM Y4ACTHUKOB NATEXHON CUCTEMbI
[DT_CC] - npepbiBaHMe KNUPUHTOBLIM LIEHTPOM 0Ka3aHWs yCAyr NiaTeXHoro
KNMpUWHra Ha nepuog 60mee YeM OJMH ONepaLMOoHHbIRA AeHb; Konu4yectso cobbITUIA, CBA3AH-
5 [DTPT_CC] — HeBbINONHEHWE KUPUHTOBBLIM LEEHTPOM B TEYEHWE 0MePaLMOHHOr0 HbIX C HEOKa3aHWeMm ycnyr nna- 10
[HA NNATEXHOr0 KIMPUHTa ANs NMPUHATLIX K UCMOMHEHWIO PACMOPSXXEHUI y4acT- TEXHOTO KITMPKHTa, en.
HWKOB NIATEXHON CUCTEMbI
Konu4ectso co6bITUN, CBA3AH-
[DT_OC] - npepbiBaHne onepaLmoHHbIM LIEHTPOM OMepaLUoHHbIX YCAYT Ha Nepu-
6 HbIX C HEOKa3aHWeM onepaLuoH- 10
o 6onee [Byx 4acos HbIX YCAYT, 81l
[DT_FS_ALL] - Heoka3aHue ycnyr HEKPEAMTHON (OMHAHCOBOW OpraHu3aunen Ha KOMNYeCTBO COBBITUN, CBSA3aH-
nepuoj 6onee BYX 4acOB B LIeNIOM M0 BCEM Cy6bekTam Poccuiickoil defiepauny, | Hbix ¢ HEOKa3aHUEM UM HECBOE-
B KOTOPbIX HEKPEAUTHAA (hHAHCOBAA OPraHNU3aLs NPeOCTaBNAET (DUHAHCOBbIE | BpEMEHHbIM 0Ka3aHWeM (uHaH-
7 ycnyru; COBBbIX YCIIyr, e[, 10

[DT_FS_SEL] — Heoka3aHwe ycnyr HEKpeAMTHOWM (DUHAHCOBOI OpraHu3aLnen Ha
nepuop 60nee ByX 4aCOB B LieNOM M0 OTAENbHbIM Cy6bekTam Poccuiickoin de-
Jiepauuni, B KOTOPbIX HEKPEeAUTHAs (PMHAHCOBAs OpraHu3auns NpeaocTaBnser
(hMHaHCOBbLIE YCyry

PernoH HeokasaHus ycnyr no
nepesojy AeHEXHbIX CPeJCTB,
en.

810¢-5'1-0909d9 O1D

L0C



208

CTO BP B®BO-1.5-2018

15. OnncaHue TexHONIOrMm NOAroTOBKN N HanpaBNeHNS NEeKTPOHHbIX
coob6weHnn npmn uHPopMauMoHHOM obMeHe ¢ baHkoM Poccunm

15.1. TexHONnorns NogroTOBKM 3NEKTPOHHOIO coobLLeHms’

15.1.1. NoprotoBKa 3M1EKTPOHHOIO COOBLLIEHMS OCYLLECTBSETCH C UCMONb30BaHNEM:

* ninyHoro kabuHeta ydacTHuka (https:/Ik.fincert.cbr.ru);

° Crneuyann3vpoBaHHOIO NPUIOXKEHNS, YCTaHaBIMBAaEMOro Y4aCTHUKOM MHGOPMaLMOHHOro obMe-

Ha (manee — OecKTON-NPUIOXeHNe)?;

15.1.2. JIn4HbIn KabmHEeT y4acTHMKa MH(OPMaLMOHHOro o6MeHa NpefocTaBnseT BO3MOXHOCTb
chopMMpPOBaThL SMEKTPOHHOE COOOBLLIEHME MOCPEACTBOM 3arofHeHus Be6-popMbl AN HanpaBeHus
[JaHHbIX B COOTBETCTBUM C MOSIOXEHUAMMN HACTOALLEro cTaHdapTa.

15.1.3. JeckTon-npunoxeHue npegoctaBnseT BO3MOXHOCTb CHOPMUPOBATL 3NEKTPOHHOE COO06-
LLleHne NOCPeACTBOM 3anofiHeHUs (hopMbl NPUIOXKEHUA NS HanpaeneHns AaHHbix B ACOU Owuh-
LIEPT.

15.2. TexHonormsa oTnpaskn 31EKTPOHHOro CoobLLeHns®

Mepepaya nHdopmaumm ocyLLecTBseTcs NocpencTsoM MHPopMaLMoHHbLIX pecypcos baHka Poc-
cun B ceTn VIHTepHeT nyTem rnpefocTaBfieHnsl ydacTHUKaM MHAOpMauUMoHHOro obMeHa pdocTtyna
K nn4Homy kabuHeTty (https://Ik.fincert.cbr.ru).

Pe3epBHble cnocobbl nepegayn nHpopmaumm B BaHk Poccum ncnonb3yoTest y4acTHUKOM UHAOP-
MaLMOHHOro o6MeHa TOSbKO B Crly4asix OTCYTCTBUA TENEKOMMYHUKaLUMOHHOW OOCTYNHOCTU JINYHOIO
kabuHeTa y4acTHUKa MHPOPMAaLMOHHOro o6MeHa 1 (Mnn) OTCYTCTBUSA TEXHUYECKON BO3MOXHOCTM Mne-
pefaqv nHgopmaumm.

K pesepBHbIM cnoco6am nepegayn nHopmMauum oTHOCATCS:

* 1CMoNb30BaHMe 3N1eKTPoHHOM noyTsl (fincert@cbr.ru);

* Mcnonb3oBaHne TenedoHHOro 3BoHKa B baHk Poccum (+7 (495) 7 727 090)4.

! 3awmTa nepenaBaemMon MHGOPMaLMK peanm3yeTcs C UCnosb3oBaHueM ceptuenumnposaHHoro CK3W, yctaHaBnnBaemMoro
B COOTBETCTBUM C AokyMeHToM BKM/[.42 5790.520.13.2 «PykoBoacTBO y4yacTHuka no pabote ¢ ACOUN OuHLIEPT» (nc-
nonb3yetcsa ceptuomumposarHoe CK3U «KoHTUHEHT-TLS»). MoeHTudbmnkaums n ayteHTUdGUKauma y4acTHMKa — oTnpasu-
Tena nHoopmaummn B PuHLIEPT ocywecTBnseTcs Ha ocHoBe MHbopMauun, nepegaHHon B ®uHLIEPT (nHdopmauma ob
yyacTHUKeE).

N

Mepepaetcs OUHLIEPT B cocTaBe KOMMEKTa y4acTHMUKA NMPY MNOAK/OYEHUN yYyacTHMKa obMeHa K ACOW (npu o6HoBre-
HUN NPUIOXKEHUS ero BepCuM pa3MeLLatoTcs Ha cneumanusnpoBaHHoM nopTane ACOU OuHLIEPT https://portal.fincert.
cbr.ru B pasgene «ACON OuHLIEPT (dokyMeHTaums n MO yyacTHrKa)»). JOCTyn K cneuvanv3nposaHHoMy noptany ACOU
OUHLIEPT 6e3 ycTaHoBKM cepTudmumpoBaHHoro CK3M He npegocTaBnsieTcs.

w

3awmTa nepegaBaeMon MHGOpMaUMM peanmnsyeTcst C UCNonb3oBaHMeM cepTudumumnposaHHoro CK3W, yctaHaBnnBaeMoro
B COOTBETCTBUM C gokyMeHToM BKM/[.42 5790.520.13.2 «PykoBoacTBO y4yacTHuka no pabote ¢ ACOUN OuHLIEPT» (nc-
nonb3yetcsa ceptuomumposaHHoe CK3U «KoHTUHeEHT-TLS»). MoeHTudbmnkaums n ayteHTUdGUKaLma y4acTHMKa — OTrnpaBu-
Tena nHoopmaummn B PuHLIEPT ocywecTBnseTcs Ha ocHoBe MHbopMauun, nepegaHHon B ®uHLIEPT (nHdopmauma ob
y4yacTHUKeE).

4 3aWwmTa nepenaBaeMomn rolocoBon MHbGopMauumn He ocyllecTeaseTcs. MoeHTudnkaums 3BOHSLWEro oCyLLecTBAsSeTCs ny-
TeM ONpoOcCa 3BOHSLLEro O HauMeHoBaHUK opraHn3aunn, ®NO, 4ONMKHOCTU U KOHTAKTHOM TenedoHe, KOTOpble CpaBHU-
BAlOTCA C KAPTOYKOWM yYaCTHUKA.
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15.2.1. Mpwn nepepade nHopMaLmm C UCNOMb3OBAHMEM 3NEKTPOHHOW MOYThI yKa3blBaeTca Tema
obpalLieHns, CONPOBOAUTENBbHBIN TEKCT, a TaKXe NPUKPEennaTCs cneayowme dannb:

® 9MIEeKTPOHHOE COO06LLEHNE, CHOPMUPOBAHHOE B COOTBETCTBUM C pasdgenoM 15.1 HacTosiero

cTaHpapTa;

° ViHble dharinbl, MakCMMasbHbIN pa3Mep KOTOPbIX HE OOMKeH npesbiwatsh 25 M6 (B crnyyae npeBbl-

LLIeHMs yKa3aHHOro o6bemMa [onycKaeTcs BO3MOXXHOCTb OTMNPaBku (hansioB HECKOMbKMMU YacTs-
MU C apXMBUPOBAHUEM B HECKOSbKMX 3MEKTPOHHBIX MMCbMaXx).

15.2.2. MNpn nepepadve vHdopMaunm ¢ UCNOMbL3OBAHMEM JIMYHOIO KabuHeTa y4acTHUKa MHAOpP-
MaLWOHHOro o6MeHa [0MKHbI ObITb 3arnosfHEHbI MOSsA C NOMETKOW «06A3aTerbHble A5 3arnofIHEHNS»
C BO3MOXHOCTbLIO NMPUKPENIEHNs BNIOXEHUI o6bemom [0 2 [6;

15.2.3. B cny4ae nepepnayuv Ha uccnegosaHve o6pasLoB BPeJOHOCHOIO NPorpamMMHOro obecneve-
HMA (BUpYcoB) obpasubl nepeparTca B baHk Poccun B apxuee (rar unu zip) ¢ 0gHUM 13 CReayoLmnx
naponen: virus unm infected. B cny4ae ecnv B nepefaBaeMoM apxvBe He YCTaHOBJIEH Naposib, OH yaa-
naeTcs aBTOMaTUYeCKH.
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Mpuno>xkeHune 1. CxeMbl B3aMogencTBua y4actTHuka nHpopmMmaumoHHoro obmeHa ¢ baHkom Poccmmn

®opma npeacTaBneHns

QiaHHbIX, MCNOMb3yemas
Y4aCTHUKaMM UHOpMaLM-
OHHOr0 06MeHa s peru-
cTpauum B banke Poccun

"header": {

"sche-
maType": "participant”,

"schemaVersion":
"
"version";
"
‘member-
Id"; "9527dd0c-0765-4f1c-
8f5f-70a02¢f4046¢",

‘sourceld":
'f34030ef-358a-445¢-8567-
25985¢ce6d91c’,

"pub-
lishedAt": "2002-10-

02T15:00:00.05Z",
‘modi-

fiedAt": '2002-10-

®opma npecTaBNeHNs JAHHBIX, UC-
nonb3yemas y4acTHUKamm nHdopma-
LIMOHHOr0 06MeHa 51l MHCHOPMUPO-
BaHusa baHka Poccumn 06 HUMAEHTAX,
CBf3aHHbIX C HapyLLeHnem Tpe6oBa-
HUIA K 06eCneYeHnto 3aLwmnThbl MHAOP-
Mauum, n CPOKN X NPeACTaBNEHNs B

baHk Poccum

{
‘header": {
‘schemaType":
dent",
"schemaVersion"; "1",
"version": "1",
"‘memberld":
'9527dd0c-0765-4f1c-8f5f-
70a02cf4046¢",

"sourceld": "f34030ef-

358a-445¢-8567-25985ce60d91¢",

‘publishedAt": "2002-

10-02715:00:00.05Z",

‘modifiedAt":  "2002-

10-02715:00:00.052"
I8
‘incident"; {
“fincertld":
'20180324215113",

dopma NpeAcTaBNieHNs AaHHbIX,
1CMOMb3yemas y4acTHUKamu
MHOPMALMOHHOIO 06MeHa ans
HanpasneHus B baHk Poccuu
MHOpMaLIMKM O NNAHNPYEMbIX
MeponpUATAAX NO PACKPLITUIO
MH(OPMALMK O BbISIBJIEHHbIX
VHUMAEHTAX, CBA3AHHbIX C
HapyLLUeHem Tpe60BaHUM K
06€eCMneYeHnto 3aLLmnTbl MHAOP-
MaLmmn, U CPOKN MX NpefcTaBe-
Hus B baHk Poccun

"header": {

‘schemaType":
‘pub’,

"schemaVer-
sion": "1",

"version"; "1",

‘memberld";
"9527dd0c-0765-4f1¢-8f5f-
70a02cf4046¢",

‘sourceld":
'f34030ef-358a-445¢-8567-
25985ce6d91c’,

‘publishedAt":
"'2002-10-02T715:00:00.05Z",

‘modifiedAt";
'2002-10-02T15:00:00.05Z"

1
"pub": {

®opma npeacTasnieHns AaH-
HbIX, MCMONb3YeMas y4acTHU-
Kamn MHGOPMaLMOHHOI0
o6MeHa ans npeAcTaBneHns
0TBeTa Ha 3anpoc baHka Poc-
CUU K Y4aCTHUKY MHADOPMA-
LIMOHHOI0 06MeHa, 06CTyXu-
BalOLLiEMY MONyyaTens
CPEACTB, U CPOKN MX NPea-
cTaBnenms B baHk Poccun

"header": {
"sche-
maType": "anifraudResponse’,
"schemaVer-
sion": "1",
"version": "1",
"‘memberld":

'9527dd0c-0765-4f1c-8f5f-
70a02cf4046¢",

"sourceld":
'f34030ef-358a-445¢-8567-
25985ce6d91c",

"publishedAt":
"2002-10-02715:00:00.05Z"

I8
“anifraudResponse": [{

"sourceld";
'f34030ef-358a-445¢-8567-

®opma npecTaBNeHNs JAHHBIX, NC-
nonb3yemas y4acTHUKaMu MHGopma-
LIMOHHOr0 06MeHa Ans HanpasneHns
3anpoca B bank Poccuu, 06 ycTaHOB-
NEHNN Ha UX 6aHKOBCKME (KOPPECTOH-
JEHTCKMe) cyeTa (cybcyeTa) orpaHuye-
HUS B BUJE 3arpeTa Ha CrncaHue ae-

HEXHbIX CPEACTB MPW BbIABJIEHHBIX
WHUNIEHTAX, CBA3AHHBIX C HApYLUEHN-
€M TPe60BaHUM K 06eCNeYeHNI0 3aLLu-

Tbl UHCDOPMALMY

"header": {

‘schemaType":
‘lockRequest’,

"schemaVersion":
"

‘version": "1",

"‘memberld";
'9527dd0c-0765-4f1¢-8f5f-
70a02cf4046¢",

‘sourceld":
'f34030ef-358a-445¢-8567-
25985ce6d91c’,

"publishedAt":
'2002-10-02T15:00:00.05Z"

1

“lockRequest": [{
‘sourceld":
'f34030ef-3582-445¢-8567-
25985ce6d91c’,
‘orgBik":
'123456789",

810¢-9'1-09109d9 01D

oLc



02715:00:00.05Z"

I8
"participant": {
"orgld":
"naeHTUnKaTop Tmna
Y4aCTHUKA MHOPMALMOH-
HOro 06MeHa",

"orgBrand":
"HanMeHOBaHue 6peHaa
Y4aCTHMKA MHOPMaLMOH-
HOro 06meHa’,

"orgShortName":
"COKpALLLEHHOE HaUMEHOBa-
HUE Y4acTHMKA WHdopMa-
LIMOHHOI0 06MeHa’",

"orgFullName":
"nonHoe HauMeHOBaHue
y4acTHMKA WH(OPMALNOH-
HOro o6meHa’,

‘orgE-
["qwer-
‘qwer-

mails";
tyl@example.ru",
ty2@example.ru'],

"orglncom-
ingEmail":  "requestsFrom-
fincert@example.ru’,

"orgBik":
"123456789",

‘or-
gLegalEntityForm": "123435",

"orgBin";
["123456", "123456"],

“orglnn";
1234567890,

"fixationAt": "2002-10-
02715:00:00.05Z",

"description”: “onuca-
HWEe UHLMIEHTA',

"lawEnforcementRe-
quest": {
‘addressed":
'CyobeKT, 06paTUBLUMACA B MpaBo-
OXPaHWUTESIbHble OpraHbl’,

‘request":
"MHhopmauus o dpakte obpaLlieHus B
MOJNILMK0 Y4aCTHUKA UH(OPMALMUOH-
HOro o6meHa",

‘number”;
"HOMep 3asBMeHWs M3 KHUMN YyyeTa
COOOLLEHNIA 0 MPecTynneHusx",

‘numberTick-
et": "HOMep TanoHa-KopeLlika o0 npue-
M€ U permcTpawmu 3asasneHums”,

‘dateTimeAt":
"[1aTa n Bpems NPUHSATUA 3asBleHns"

b

"assistance":  "wpeH-
TUhUKaTop HeO6X0AMMOCTI OKa3aHUs
NOALEPXKN Y4ACTHUKY MHCOpMaLM-
OHHOro 06MeHa CO CTOPOHbI baHka
Poccun’,

"vectorCode": "naeH-
TU(UKATOP BEKTOpA KOMMbIOTEPHO
ataku’,

"serviceType": [{

‘sourceld":
"f34030ef-358a-445¢-8567-
25985av6d91c’,

‘type":  "Tun

aTrakyemoro 06bekra’,

"orgFullName":
‘MOSIHOE HaMMEHOBaHWe Yy4acT-
HUKA UH(OPMALMOHHOr0 06Me-
Ha',

"persons': [{

‘last-
Name": "hamunus’,

"mid-
dleName": "oT4ecTBO",

"first-
Name": "ums’,

‘land-

lineNumber": "roponckon Tene-
thoH",
'mo-

bileNumber": "mMo6unbHbIi Te-

nedon",
‘email";
'anpec ANeKTPOHHOM MOYThI",

"position": "LoMKHOCTB"
1,

"eventSched-
uledAt"; "2002-10-
02T715:00:00.05Z",
"location"; {
"subjec-

tOfFederation"; "00",

"locality":  "HaumeHOBa-
HWE HACESIEHHOr0 MyHKTa"

L,

"description":
"[ONONHUTESIbHbIE CBEAEHMS MO
MeponpusATULO *,

25985¢ce6d91c’,

‘victim";  "uH-
hopmaumusi 0  Cy6LEKTHOM
cTartyce nnatefbLymka’,

‘recipient":
"MHpopmaums 0 Cy6bEKTHOM
cTaryce nonyyarens cpeacrs’,

‘payeeldenti-

fier": {

*hash":
'P79969612A71BAB224C7CB
534FD7A0D3C1C78AD40664C
48F12A9AE48FA441E11",

"hashSnils":
"B49087832A71BAB224C7CB
534FD7A0D3C1C78AD40664C
48F12A9AE48FA441E44"

I8
"payer": {
‘bik":
123456789,
‘inn";
"123456789000",
"pay-
"HauMeHOBaHWe
ABNAOLLENCS

erName":
OpraHusaunu,
nnareNbLnKom”,

"pay-
erTransferld": {

‘transferType":  "tun
crnoco6a peanusauuu nepeso-
[ [IeHeXHbIX CPeACTB',

"‘regNumber":
123456789,

"unigldentifier":
1234567891,

"actionStatus":
"CTaTyC OrPaHUYEHUs Ha CrMMcaHue
[IeHEXHbIX CpeacTs",

"dateTimeAt": '2018-03-
22708:14:38Z",
‘text:  "mononHm-
TenbHOe OnncaHue",
‘persons”: {
‘lastName":
"thamununs’,
"first-
Name": "ums’,
‘middle-
Name": "oT4ecTBO",
‘land-
lineNumber": "1212312345678",
‘mo-
bileNumber": "1212312345678",
‘email";
‘qwertyl@example.ru’,
‘position":
"IOMKHOCTb"
2
"attachment"; {
‘sourceld";
*f34030ef-358a-445¢-8567-
25985ce6d91c", A
"comment"; 6'
"onncaHune BNOXeHNs", o
g
‘dateTimeAt':  '2018-03- A
22708:14:38Z", a1
"file": { 9
on
S
o

LLe



"orgKpp":
"123456789",

"orgOgrn":
'1234567890000",

"isp": [

‘name": "HauMeHO-
BaHWe oneparopa cBs3u',

"ipAddress":
['192.168.1.0",
192.168.2.0"]

1,
‘software":
[{

‘sourceld":
'f34030ef-358a-445¢-8567-
25985¢ce6d91c",

‘type": "tun  npo-
rpamMMHOro/annapaTtHoro
obecneyeHnss  y4acTHUKA

MH(OpMaLMOHHOr0  06Me-

Ha’,

‘name"; "HaMMeHo-
BaHWe npOrpaMMHO-
ro/annapatHoro o6ecneye-

Hus",

‘version":  "Bepcus
CMNONb3YeMOro nporpamm-
Horo/annapartHoro o6ecne-
YyeHus",

‘name";
"HanmMeHOBaHue NporpammHo-
ro/annapartHoro o6ecneyeHuns’,

"version":
‘Bepcus  NMporpaMmHOro/annapaTHoro
obecneyeHns ",

"description":
"NOMOSIHUTENbHOE  ONWCaHWe  Tuna
aTakyemoro o6bekra"

1,
"registration”: {
"department":
"CTPYKTYPHOE (opraHu3auuoHHoe)
noapasfeNneHne y4yacTHUKAa MHAOp-
MaLUMOHHOro 06MeHa, rae WHUNAEHT
6bl1N1 3apPerucTpupoBaH (BbIsBNIEH)",
"tech-
nicalDevice": "TeXHW4eCcKoe CpeacTBo
perucTpauumn UHUnaeHTa"

I8

‘typeOfAttack”:  "kop
TWUNA KOMMbIOTEPHOI aTaku',

‘measuresAn-
dRecomendations': [{

"sourceld";
'f34030ef-358a-445¢-8567-
25985¢ce6d91c’,

"dateTimeAt":
'2018-03-22T708:14:38Z ",

"action":
‘NpeanpuHATLIE JENCTBUA MO JIMKBU-
JaLnn HUMAeHTa',

"text":  "Tekct
NPUHATLIX MEP UIN PEKOMEHZALNIA",

"attachment":

"typeOfActivity":
['Tvn nnaHmpyemoro meponpus-
™ma'],

‘nameOfActivity":
‘HauMeHOBaHNe MNaaHUPyemoro
MeponpuATUS WM pecypca, Ha
KOTOPOM MAaHMPYeTCs Packpbi-
Tne nHchopmauun’,

"text". 'Tekct K
MniaHnpyemMmomMy MeponpusaTui”,

‘mes-
sageAttachment": {

‘sourceld”:  "f34030ef-
358a-445¢-8567-
25985ce6d91c",

‘com-

ment"; "onnucaHne BNOXeHns",

"dateTimeAt": "2018-03-
22708:14:38Z ",

"file": {
‘name"; "ums cpanna’,

"size": "pasmep (pamna B
6aiTax’,

'base64": "BnoxeHue B
hopmare base64"

"fileLink": !
http://domain.com/archive.rar"

}

"paymentCard"; {

‘number";
'12341234123412",

'sum': "cymma
onepaunn no OCyLLECTBIEHNIO
nepeBoja AEHEXHbIX CPencTB
C UCNONIb30BAHWEM MIATEX-
HbIX KapT",

“currency":
'BanoTa onepauum no 0cy-
LLIECTBNIEHMID MepeBofa [e-
HEXHbIX CPEeACTB',

"dateTimeAt":
'2018-01-13T09:14:38Z",

rn'; "Homep,
reHepUpyeMbIn Ansg onepauum
M0  NEepeBOAy  AEHEXHbIX
CPeAcTB NpW BbINOHEHUN ee
asTopmsauum "

"settlement": {

‘number";
"12345123451234512345",

‘sum"; "cymma
ornepauum no nepesogy Ade-
HEXHbIX CPEACTB',

“currency":

‘name"; "ums channa’,

'size": 'pasmep dpaitna B

'base64":  "BnoxeHue B

opmare base64"

}
}
1
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Mpuno>xeHmne 2. Cxembl B3anmopgencreua baHka Poccnm ¢ y4acTHMKOM MHPOPMaLMOHHOIro o6MeHa
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HUKHOBEHMS UHLNAEHTA",
"vectorCode": "naeHTMdmKaTop BeKTopa
KOMMbIOTEPHOI aTakn',
"serviceType": [{
‘type": "Tun atakyemoro 06bek-
1a',
‘name’. "HaumMeHOBaHWEe Mpo-
rpaMMHOro/annaparHoro o6ecreyequs’,
‘version": "Bepcus nporpamm-
HOro/annapaTtHoro o6ecneyeHns”,
"description”: "gononHuTeNbHOE
OnmMcaHue TUMa aTakyemoro 06bekTa"
11,
"typeOfAttack’: "kog Tuna KomnbioTep-
HOWl aTakm',
“antifraudDestributed": [{
"device": {

"ip": "127.0.0.1",

‘imsi*;  "MeXayHapoa-
HbIl MAEHTUEUKATOP MOBUITLHOTO A6OHEHTA (MHAWBU-
[JyanbHbli HOMEp aboHeHTa)",

‘imei";  "MeXAyHapoa-
HbIli MAEHTMMKATOP MOBUIBHOrO 060pYA0BaHUS",

"aiic": "acquiring insti-
tution identification code (32 none ISO 8583)",

‘cati; "card acceptor
terminal identification (41 none ISO 8583)",

‘caic": "card acceptor
identification code (42 none 1SO 8583)"

1,
"payee": {

'bik": "123456789",

"hash":
"'P79969612A71BAB224C7CB534FD7A0D3C1C78AD406
64C48F12A9AE48FA441E11",

*hashSnils":
"'B49087832A71BAB224C7CB534FD7A0D3C1C78AD406
64C48F12A9AE48FA441E44",

"inn": "123456789000",

"antifraudRequest": [{
"sourceld": "f34030ef-
358a-445¢-8567-25985ce6d91¢’,
"victim":  "wHdopma-
UM 0 CyO6bEKTHOM CTaTyce nnatelib-
LMKa",

"payer": {
"bik":
123456789,
‘inn";
123456789000,
‘namePayer":

"HaMMeHOBaHNe OpraHu3auum, SBns-
IOLLeiiCs MnaTenbLLUnKoM",

‘payerTrans-
ferld": {

"transferType": "Tun cnoco6a
peanusauun  nepeBoAa  AEHEXHbIX
CpeacTs’,

"paymentCard"; {

‘number";
"123412341234123412",

‘sum"; "cymma onepauum no
OCYLLECTBMIEHNI0 MEepPeBOAa [JeHex-
HbIX CPEACTB C MCMONb30BaHMEM
NNaTeXHbIX KapT',

‘currency"; "Bastota onepauum
M0 OCYLIECTB/IEHNID NepeBoda fe-
HEXHbIX CPeACTB',

"dateTimeAt":
13T09:14:387",

'2018-01-

‘rrn"; "HOMep, reHepupyemblil

I8
"anifraudReturn”: [{

‘sourceld":
'f34030ef-3582a-445¢-8567-
25985ce6d91c’,

"victim"; NH-
thopmauus o cy6LeKTHOM cTaTyce
nnatenbLmKa’,

‘recipient”.  "WH-
thopmauus o cy6LeKTHOM cTaTyce
nonyyarens cpeacrs’,

"payer": {
"bik":
"123456789",
“inn";
"123456789000",
‘pay-

erName": "HaumeHOBaHWe opra-
HU3aunn, ABNAKOLLENCS nnaTesb-
LLIMKOM",
‘pay-

erTransferld": {

‘transferType": "Tun cno-
coba peanusaunn nepesoja fe-
HEXHbIX CPEACTB",

“paymentCard"; {

‘number";
"123412341234123412",

‘sum": "cymma onepauuu
Mo OCYLLECTBMEHWUO nepeBoAa
JEHEXHbIX CPeAcTB C UCMOMb30-
BAHWEM NNATEXHbIX KapT',

‘currency": "BaniioTa one-
pauun No OCYLLECTBAEHWIO nepe-

),

‘lockResponse”: [{

‘sourceld”:  "f34030ef-
358a-445¢-8567-25985ce6d91c’,

'orgBik": "123456789",

‘regNumber":
123456789,

‘unigldentifier":
1234567891",

"actionStatus”:  "cTaryc
OrpaHN4YeHus Ha ChuUcaHue AeHEeXHbIX
cpencTs’,

‘coordinationStatus':
'CTaTyC BbINOMHEHUS KOHTPONA LIenocT-
HOCTW 3anpoca Ha YCTaHOBSIEHWE WK
CHSAITUE OTpaHMYeHNs B BUIE 3ampeta Ha
CMUCaHNe AEHEXHbIX CpeacTB”,

‘dateTimeAt": "2018-03-

22T08:14:38Z",
"text": "mononHuWTenbHoe
onncaHue",
"attachment"; {
‘sourceld":
'f34030ef-358a-445¢-8567-
25985ce6d91c",
‘comment";
"0nuncaHne BIOXKeHus",
"dateTimeAt":
'2018-03-22708:14:38Z",
"file": {
‘name";
‘nms channa’,
"size":

‘pasmep paina B 6anTax’,

‘base64": "BnoxeHue B chopmare
base64"
}
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Mpuno>xeHue 3. JuarpaMMbl NPOLIECCOB B3aMOAENCTBUA yHaCTHUKA
nHPopMaunoHHOro oomeHa ¢ bankom Poccnn

3.1. lnarpamma perucTpaunn y4acTHUKa MHHopMaLUOHHOro o6MeHa
M U3MEHEHNSA PErNCTPALMOHHBIX fAHHBIX YYACTHUKA MHC(DOPMALMOHHOr0 06MeHa

YYacTHvIK HCHOpMALWMOHHOrO el
0bMeHa aHK ~0CCUN

- 1. Perncrpauvontble gaHHble y4acTHUKa MHQOPMaLMOHHOTO 0bMeHa 1

HanpaBnseTcst Konnexwws JaHHbIX B COOTBETCTBYIOLLIEM SNIEKTPOHHOM CoobluieHin [participant]
(rnaga 5, pasgen 5.2 1 5.3).

2. MudpopmaunonHoe coobiuenne banka Poccun

Hanpasnsetcs nHdopmalmoHHoe coobiienne banka Poccun ¢ noaTBepMaeHnem  perictpatm
YHaCTHUKA VHCHOPMALWOHHOrO 0BMEHa 11 MPENCTaBNEHNEM CTIEAYIOLLUX 3HAYEHVI NoNei AaHHbIX:
Paspen 5.2. — 1.4 "memberld"; 1.6 "modifiedAt":

Pasgen 5.3. — 2.15.1 "memberld”; 2.15.10 "active".

ey
[ JERROR [ |

3. NiameHeHne perncTpaumMoHHbIX faHHbIX yYacTHNKa MHCHOPMALMOHHOO obmeHa

HanpaBnsetcst Konnexwws JaHHbix B COOTBETCTBYIOLIEM 3neKTpOHHOM coobiienvn [participant] (rnasa b,
paspensl 5.2, 53) ¢ u3MeHenmem (moDaBNeHMEM 3HAYeHit B COOTBETCTBIN C MH(HOPMALIMOHHbIM
coo6Letmenm barka Pocciv Ne 2 HacTosLLEN cxeMbl) 3Ha4eHwii BnoKoB (Monev) fiaHHbix.

4. WucpopmaumonHoe coobiyeHne banka Poccum

A o
HaﬂpaBﬂﬂeTCﬂ VlHd)OpMaLlVlOHHOG COOﬁl.l.leHVle BaHKa POCCVlVl C NOATBEPKIEHNEM N3MEHEHNA PETMCTPALINOHHBIX I
[IaHHbIX Y4ACTHIKA UH(DOPMALIMOHHOTO 0BMeHa. l
! |
“TERROR | | |
o |

PucyHok 1. Pervctpauns yyacTHuka uHQOpMaLUMoOHHOro 06MeHa M M3MEHEHU PErncTPALMOHHbIX JaHHbIX
y4acTHMKa MHcpopMaLmMoHHoro obmexa




3.2. [lnarpamma MHchOpMMPOBAHNS Y4aCTHMKOM WHchopMaumoHHoro obmena banka Poccun 06 MHUMpEHTaX, CBA3aHHbIX C HapyLieHeM
TpedoBaHmit K obecneyeHnio 3awuTbl MHhOPMAaLWK

Oneparop no nepesojy
[IEHEXHbIX CPENCTB batk Poccimn

OﬁCJ’I)KMBﬁIOMﬁ narenblinKa

1. MepeuyHoe yBegomnenme 06 MHUMpEHTe |

HanpanseTcs Konnekiws JaHHbIX B COOTBETCTBYlOLLIEM aNeKTPOHHOM coobluiernm [incident] (rmasa 6, pasmensi 6.2, 6.3, 6.4, 6.5, a Tawke 6.6 — npu Hanuumw
TEXHVYECKOT BOSMOXHOCTH).

2. MuchopmaumonHoe coobiyenne banka Poccun

Hanpasnsetca uHdopmaumorHoe coobuerne banka Poccn ¢ noaTBepMaeHreM  pervicTpaum MHUMIEHTa y4acTHUKa MHAOPMALMOHHOTO 0BMeHa 1 MpefcTaBNeHnem
3HaYeHs uaeHTMAMKaTOPa MHUMEHTa B pasnen 6.2, none aankbix 2.1, "fincertld".

| iy
_[ERROR | | 3. MpomexyToyHoe yBepomneHue 06 MHUMpEHTe

HanpaBnsetcs konnexwwst JaHHbix B COOTBETCTBYloLLIEM anexTpoHHoM coobiuenuy [incident] (rnaga 6, paspenbi 6.2, 6.3, 6.4, 6.5, a Takxe 6.6 — Npin HANMYYM TEXHIYECKON
BO3MOMHOCTI) C MaMeHeHeM (noGaBneHmem) sHadeHiit B cnepylowuye 61okw (o) faHHbIX:

Paspen 6.2 — 1.7 "modifiedAt";

Paspen 6.3 — 2.1 "fincertld"”; 2.4 — 2.4.5 "lawEnforcementRequest”;

Pasnen 6.6 — npu Hanuyim TEXHUYECKOI BOSMOMHOCTA.

4. MnchopmaumonHoe coobienne banka Poccum

I \ \ Hanpagnsetcs nichopmaloHHoe coobitieue banka Poccum ¢ nofiTeepxieHmeM moxyyenws npoMexyTosHoro yeroMnerws [3] [incident] HacTosieii cxemb. \ \
{vnwy

| ERROR |

J_ 5. OKoHvaTenbHoe yBegomneHne 06 MHLMpeHTe

HanpaBnsetcs Konnexwwst JaHHbix B COOTBETCTBYlOLLIEM aneKTpoHHoM coobuwennn [incident] (rnasa 6, paspenti 6.2, 6.3, 6.4, 6.5, 6.6 — Npu HaMYMN TeXHUYECKOIA
BO3MOMHOCTI, 6.7) C uameHenviem (noGaBneHmnem) aHadeHit B cneylowuye 6oky (nons) faHHLIX:
Paspen 6.4 — 3.4 — 3.4.2 "damage”,

Pasnen 6.7 — 1.1 "closeDateAt"; 1.2 "Recovery"; 1.3 "Description”; 1.4 "rootCause”; 1.5 "mainActions”; 2.1 — 2.7.5 — npn Hanuyuy TeXHMYECKOIi BO3MOXHOCTI.
4. NucpopmaumonHoe coobiyenne banka Poccum

Hanpasnsetcst uHchopMaLyonHoe coobiuerne baika Pocci ¢ nogTeepIeHmeM MonyyeHns okoHdaTenbHoro yeenomnenvs [5] [incident] HacToswuei cxembl, a Takxe
| YBEJIOMTNIEHIE O 3aKPbITIV MHLWAEHTA B cucTeMe barka Poccvm

I el ]
R ||

Pucynok 2. NiopmmpoBanme yyacTHnkom uHcopmaumonHoro obmena banka Poccun 06 MHUMpEHTaX, CBS3aHHbIX C HapyLLeHVeMm
TpeboBaHmii K obecneyenmio 3awmTbl NHGopMaLnn

09¢
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3.3. lnarpamma nHchopMMpoBaHMs y4acTHNKOM MHchopmaLmoHHoro obmena banka Poccun 060 Bcex cnyyaax m (Mnn) nombiTkax OCYLIECTBNIEHUS NepeBofioB
[IeHeXHbIX cPeficTB De3 cormacus KnueHTa, a TaKke HanpaBneHus onepaTopamu no NepeBofy AEHEXHbIX CPeAcTB YBEJOMIEHMii 0 NPUOCTAHOBNEHUM
324NCNEHNA [IEHEXHbIX CPeacTB Ha DaHKOBCKMIi CYeT mony4atens CpeacTB WNK yBeNnu4eHUsi 0CTaTKa 3NEKTPOHHDBIX [EHEXHbIX CPeCTB
nonyyarens CpeacTs, HEBO3MOMHOCTH MPUOCTAHOBNEHNS 3a4NCNEHNA [IEHEXHbIX CPeACcTB Ha DaHKOBCKMIA cyeT nmonyyarens
CPEQCTB MAN NPUOCTAHOBNEHNS YBENNYEHNUS 0CTATKa 3NEKTPOHHBIX IEHEXHbIX CPE[iCTB NMONyyaTens cpencts

Onearo 110 nepesofy Oneparop no nepeso
[IEHEXHbIX CPEJICTB bark Poccum JEHEXHDIX CPENCTB,
06cn>KwBa|0m7| nnarenbLLnka I 00cnyMvBaIOLLIA nonyyatens
1. MepeuyHoe yBepomnenne 06 MHUMpEHTe Jw l
HanpaBnsetcs KOnMekUMs [aHHbX B COOTBETCTBYIOLUEM 3MEKTPOHHOM COOBLLEHN |
[incident] (rnasa 6, pasnen 6.5)
2. NHdpopmaumonHoe cooblienne banka Poccun I
S — — 1. 3anpoc banka Poccum k "nonyyarento” J_
Hanpasnsercs MHchopmaumoHHoe cooblugHne barka Poccum ¢ noftBepMaennem
| PEIVICTpaLMN MHLMAEHTA Y4aCTHKa MHHOPMALMOHHOTO 0OMeHa NPEACTABNEHNEM HanpaBnaetca KONneKuya AaHHbIX B COOTBETCTBYIOLLIEM 3NEKTDOHHOM
3Ha4eHvA neHTcKaTopa VHLWAEHTa B pasaen 6.2, none fanHbix 2.1, "fincertld". coouienn [antifraudRequest] (rnasa 7, paspen 7.117.2).
l i} 2. Oteer Ha 3anpoc banka Poccum (1)
|  |ERROR | |
HarpaBnsieTcst KONNEKLUWA [aHHbIX B COOTBETCTBYIOLIEM 3MEKTPOHHOM
I coo6uiernm [antifraudResponse] (rnasa 8, pasnensi 8.1, 8.2)
3. Nhopmaumontoe coobienme baxka Pocc
l‘ 3. VndbopmavwmonHoe coobiuene banka Poccum mnarenbiupky” - — = 2 PMaUWOHHOE COODUICHHE DaHKa Tocoun —

Hanpagnsetcd  wHopmaimonHoe  coobuierme  badka  Pocoun
C  NopTBEPKIEHNEM ronyyenms omBera Ha 3ampoc [1]
[antifraudRequest] HacTosiuiei cxembl.

oy

| |
| |
| |
| R | |
| |
| |
| |

Hanpasnserca KONNekuMa AaHHbIX B COOTBETCTBYIOLLEM 3MEKTPOHHOM COOBLLIEHN
[antifraudReturn] (rnasa 9, pasgen 9.1 1 9.2).

T

Pucynok 3. MkchopmupoBanme yyacTHUKoM MHchopMaumoHHoro obmeHa banka Poccum 060 Bcex cnyyasx M (Wnu) mombiTKax OCYLLECTBNEHNS NEPEeBOfOB
[IeHeXHbIX cpeficTB be3 cornacus KnueHTa, a TaKkxe 0 HanpaBneHWn onepatopamm no nepeBofy AEHEMHbIX CPECTB YBEJOMIEHUA O NPUOCTAHOBNEHNH
3a4NCNEHNA leHeXHbIX CPeCcTB Ha DaHKOBCKMIA CYET nony4atens Cpeact WK yBenuyeHUs 0CTaTKa 3NMEKTPOHHbIX ieHEeXHbIX CPefiCTB Monyyatens Cpefcts,
0 HeBO3MOXHOCTH NPUOCTaHOBNEHNS 3a4MCNEHNA IeHEMHDbIX CPEACTB Ha DaHKOBCKMIA CYeT monyyatensi CPefcTB WnM NPUOCTAHOBNEHNS YBENNYEHNs
0CTaTKa 3MeKTPOHHbIX [EHEMHbIX CPEACTB nonyyatens cpefcTs
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3.4. lnarpamma mncropmupoBanus baxka Poccun yyactHukamu nidpopmaumonHoro obmena, cnonb3ylowmMmn cepeiuc CpoOYHOro nepeBofia M Cepeuc HECPO4Horo
nepesofa [ns OCYLLECTBMEHUs nepeBofia fleHeMHbIX CPeAcTB, He sBNsIOWMMICA nofpasaeneHuamn banka Poccun, 06 yctaHoneHun (unmn cHstin)
Ha ux DaHkoBckue (koppecnoHpeHTCkue) cyeta (cybcyera) orpaHuyeHus B BUfE 3anpeTa Ha CMMCaHMe [eHeXHbIX CPEACTB NPy BbiSBNEHHbIX MHLUMEHTaX,
CBAA3aHHbIX C HapylweHueM TpeboBaHMi K obecneyenmnio 3awmTbl MHOPMaLMM NpN OCYLLECTBNEHNN NEPEBOAOB iEHEMHbIX CPEACTB, Ha 0bbekTax
NHHOPMALMOHHON MHCPACTPYKTYPbl Y4aCTHUKOB MHC(hOPMALMOHHOTO 0OMeHa

YyacTHvk 06MeHa, ncmonb3ytolLivii
CEpBMC CPOYHOr0 NEPEBOLA 1 CEPBIC

HECPOYHOr0 NEPeBO/ia A OCYLIECTBIEHNA

batk Poccumn

NEPEBOJ1a IEHEMHbIX CPELICTB, HE
ABNAOLLIMACA NoapasfieneHrem batka

Poccun |
L 1. YBegomnenue 00 yCTaHOBNEHMN OrpaHM4eHUs B BUE 3anpeTa Ha CTMCAHME [IEHEXHbIX CPefiCTB
//7 HanpaBnseTcss KONNeKUMA MaHHbix B COOTBETCTByloLEM anekTpohHom coobiermn [lockReqest] (rnaa 10) co sHayenmem nons maHbix 2.5
R "actionStatus"- [on]

/ - - " -
{"B CJlyae 3HaMEHUR 107A AaHHbiX "coordinationStatus” - [rejected]

N B 2. MndhopmaumonHoe coobiuierve barka Poccvn yuacTHKy obmena
h HanpaBnsieTcs Konnekuust aHHbix B COOTBETCTBYIOLLEM aniekTpoHHoM coobluierim [lockResponse] (rnaa 11) co 3HaueHvem nons faHHbix 2.5
"coordinationStatus” — [accepted] |
{rniy
. |ERROR | | I
3. YBegomnenve 0 CHATN OTPaHMYEHNs B BUE 3anpeTa Ha CMCaHMe [EHeXHbIX CPEcTB I
/ﬁl’ HanpaBnseTcs KonMeKUyA [aHHbix B COOTBETCTBYIOLIEM anekTpoHHoM coobiigHvn [lockReqest] (rmasa 10) co 3Hadetmem nona faHHbix 2.5
e I "actionStatus"- [off]
/
/ .
I" B cllyyae 3HayeHws nona fanHbix "coordinationStatus” - rejected]
\
& 4. NucpopmaunoHHoe coobiuenne banka Poccun yyacTHuky obmeHa
\ < T
N Hanpansetcs Konnekiys JaHHbi B COOTBETCTBYIOLLIEM anekTpoHHom coobiuetum [lockResponse] (mnasa 11) co 3Haveviem nons gaHHbix 2.5
N "coordinationStatus” — [accepted] I
{rniy l
 [ERROR | |

Pucyrok 4. Mucpopmuposanue banka Poccnn yyacthukammn uHchopMaumonHoro obmeHa, ucnonb3ylolme cepeuc CPOYHOTO NepeBofa N CepBiC HECpOYHOro
nepeBofia ANA OCYLLECTBNEHUS NepeBofia [ieHeXHbIX CPEfCTB, He SBNALWMMAUCA nogpaspeneduamu banka Poccum, 06 ycTaHoBNeHUM MmN CHATMM
Ha ux bankosckue (koppecnoHpenTckue) cyeta (cybeuera) orpaHnyenns B BUJe 3anpeTa Ha CMUCAHNME [IEHEXHbIX CPEICTB NN BbISBNEHHbIX MHLMAEHTaX,
CBSAI3aHHbIX C HapyLieHeM TpeboBaHuil K obecneyeHnio 3aluTbl MHOPMaLNM NPU OCYLLECTBNEHNN NEPEBOOB [EHEMHbIX CPecTB
Ha obbexTax MHG)OPMALMOHHOM MH(PACTPYKTYPbI Y4aCTHUKOB MHC(hOPMALMOHHOTO 0OMeHa
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3.5. [lnarpamma Hanpaenenus bankom Poccum yyacTHuky mHcpopmaumoHHoro obmeHa nHcopmauum 0 BbISBNEHHbIX MHLMAEHTaX, CBA3AHHbIX
C HapyweHuem TpeboBaHmii K obecneyeHnio 3awmTbl MHGhOpMAaLMK

D YYaCTHIK MHOPMALIMOHHOIO
PAHE D ; 0bMmera
1. Wnchopmaumonnbiii Glonnetenb banka Poccun —=
‘ ‘Hanpaanﬂemﬂ KONNEKLA [iakHbIX B COOTBETCTBYIOLLIEM aNeKTPOHHOM coobiluennn [reaction] (rnasa 9, paspensi 9.1,9.2,9.3,9.4).
2. NMopTeepxpeHne nonyyenmns uHchopmaumonHoro Gionnetens baxka Poccun
e __________________________________________
ToaTBepMaeHe MONYYeHNA MHhopMaloHHoro BlonneTexs badka Poccun sasicur ot cnocoBa nepepauw uHchopmalmi (masa 12, pasgen 12.2, nyHkT |
| 12.2.1) v BbinonHAETCS CReMyloLLM criocoBom:
1) noaTBEX/IEHME B NIMYHOM KaBUHETe y4acTHYKa MH(hOPMaLIMOHHOTO 06MeHa; |
| 2) NoLTBEPMKIEHNE C WCTIONb30BAHMEM SNIEKTPOHHOM NOYTb;
3) nomTeepMeHHe N0 TenedoHy. |

Pucytok 5. HanpaBnexue bankom Poccun mhchopmaumm y4acTHUKY MHGOPMaLMOHHOTO 06MeHa O BbIIBNEHHbIX MHLWAEHTAX, CBA3AHHBIX C HapyLIEHHeM
TpeboBaHuii K obecneyeHnio 3awmTbl HGopmaLmun

3.6. [lnarpamma HanpaBneHusi y4acTHUKOM MHGopmaLvoHHoro obmeHa B bank Poccun mHcopMaumun o nnaHnpyemblX MEpPONpUSTUSX N0 PacKpbITHIO
MHchopmauun 06 MHUMAEHTaX, CBA3aHHBIX ¢ HapylleHnem TpeboBaHmit k obecneyenmio 3awmTbl MHGopMaLmK

Y4aCTHVK MHC)OPMALIMOHHOTO

batk Poccim
0bMmeHa
1. WHcpopmaums o nnanmpyemMom MeponpusTM NO packpbithio MHopmaumn 06 MHUMpeHTe
-
‘ ‘Hanpasnﬂemﬂ KONTIEKLWA [1aHHLIX B COOTBETCTBYIOLLIEM aNIeKTPOHHOM coobiuiehuy [pub] (rnasa 10, paspenst 102, 10.3). ‘ ‘
2. MopTeepxpexne nonyyenns uHopmaumoHHoro bionnetens banka Poccun

| ‘ ‘Hanpasnﬂem 1HchopMalLMoHHoe coobiiieHne batka Poccu ¢ noaTBEXIeHMEM NONYYeHns oTBeTa Ha 3anpoc [1] [pub] HacTosiLei cxembl ‘ ‘
iy |
|  |ERROR | | I

PucyHok 6. Hanpaenexue yyacthukom uHchopmaumoHHoro obmena B bank Poccun nHgopmauum o nnanupyembix MeponpuaTUAX Mo packpbiTio MHopMaLyn
00 MHUMpeHTaX, CBA3aHHbIX ¢ HapylieHneM TpeboBaHmii K obecneyeHnio 3aluTbli MHGOpPMaLMK

3.7. Mpumeyanme:

Hanpasnsietcs MHhopmaLvonHoe coobiuierve barka Poccv B pesynbTate HEBO3MOMHOCTY MpUHATD 3HaueHws Bnoka (Mons) JaHHbIX OT Y4acTHYKa MHGOPMALMOHHOrO 0BMeHa No MpywiHe:
ERROR - | |- otcyTcTaus 3Hayenws 6noka (nons) manHbix co cratyco [O]; - HecooTBeTCTBMS chopMaTa MpencTaBnenvs 3HaueHs 6rioka (Monst) JaHHbiX; - MHO TEXHUYECKON OLMBKM.

ﬂyHKTVIprIMVI JINHAAMIA Ha PUCYHKaX 1,234 VI306pa)KeHbI COOBLLIEHNS ¥ KOMTMOHEHTbI, He ABNSIOLLMECS YaCTbI0 HACTOALLIETO CTaHaapTa.
17 MpVBELEHbI 1A NPELCTaBIIEHUA NPOLIECCa B3aMMOLENCTBIA Y4aCTHVIKA VIH(bOpMaLlVIOHHOFO 00bMeHa 11 barka Poceum.
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5. HopMaTuBHbIN akT baHka Poccun, ycTaHaBnvBatowmin obs3aTefibHble Osl KpeauTHbIX OpraHm3a-
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20. HopmaTtumeHbI akT baHka Poccun, ycTaHaBnvBatoLLmi GpopMbl 1 NOPSIAOK HanpaBneHus onepa-
TOpaMu Mo NepeBoay OEHEXHbIX CPeACTB YBEOOMIIEHUIN O MPUOCTAHOBIEHNN 3a4MNCTIEHNS OEHEXKHbIX
CpencTB Ha GaHKOBCKUI CHET MosyYaTens CPencTB UK YBEIMYEHMST OCTaTKa N1EKTPOHHBIX OEHEXHbIX
cpencTB nony4vaTens cpeacTs, O HEBO3MOXXHOCTU MPUOCTAHOBIEHNS 3a4UCTIEHUS] OEHEXHbBIX CPEOCTB
Ha GaHKOBCKMIA CYET nosyvatens CpencTB WK NPUOCTaHOBMIEHUS YBEIMYEHMS OCTaTKa dN1EKTPOHHbIX
OEHEXHbIX CPeACTB NoslydaTenst CPeacTs..

21. HopmaTtumeHbI akT baHka Poccnn, yctaHaBnmBatoLmn TpeboBaHUsl K 06ecneyvyeHunio 3aLLmThbl NH-
dopmMaumm B nnatexxHom cucteme baHka Poccun.

22. NonoxeHne baHka Poccum ot 06.07.2017 Ne 595-I1 «O nnatexxHon cncteme banka Poccum».

23. ISO 8601:2004 - Data elements and interchange formats — Information interchange -
Representation of dates and times. URL: https://www.iso.org/ru/standard/40 874.html (gata ob6palue-
Hus 29.06.2018).
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