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O namsaTtke “O mepax 6e3onacHOro Ucnosib3oBaHUA 6aHKOBCKUX KapT”’

BaHk Poccun B pamkax paboTbl N0 MHPOPMUMPOBAHUIO O pUCKax, CBA3aHHbIX C MCMOMb30BaHNEM BAHKOBCKMX KapT,
1 NOBbILWEHUIO HMHAHCOBOW rPaMOTHOCTU HaceneHnst nogrotosun Mamatky ana aepxarenen 6aHKOBCKMX KapT O Mepax
6e3onacHoro ucnonb3oBaHusa 6aHkoBCKMX KapT (ganee — MamdaTka).

TepputopuanbeHbiM yypexgeHmam baHka Poccunm npegnaraetcs NpoBECTU C KPeaWTHbIMU - OpraHm3aumsimm
[OMNOMHUTENbHYO paboTy, HanpaBnEeHHY Ha NOBbILEHME MHAOPMUPOBAHHOCTM AepXaTenen 6aHKOBCKMX KapT O Mepax
MO COXpaHHOCTU OAHKOBCKOW KapTbl, €€ PEKBM3UTOB, NEPCOHANBLHOrO MAeHTUMUKaALMOHHOro HoMepa (aanee — MNH) n
OPYrMX OaHHbIX, @ TakKe Ha CHMXEHUE BO3MOXHbIX PUCKOB MpW COBEPLUEHUM onepaluin ¢ NCNonb3oBaHneM 6aHKOBCKON
KapTbl B OaHkomarte, npu 6e3HanuyHon onnate TOBApoOB W YyCnyr, B TOM 4ucne 4epe3 ceTb WHTepHeT, Bknto4as
pa3melleHne lMNamsATkm B MecTax oOcCnyxuBaHusi gepxaTenen GaHKOBCKUX KapT, B OOCTYMHOW 451 O3HAKOMIIEHUS
dopwme.

HacTtosiwee nucbmo BaHka Poccun noanexut onybnukoBaHuto B “BecTtHuke baHka Poccun”.

MpunoxeHne Ha 4 nucTax.

S3AMECTUTEIb NPEAOCEQATEIA BAHKA POCCUN T.H. YYTYHOBA



MpunoxeHune
K nmcbmy BaHka Poccun
o1 02.10.2009 Ne 120-T

NAMATKA
“O MEPAX BE3OINACHOIO UCIMOJIb3OBAHUA BAHKOBCKUX KAPT”

CobniogeHve pekomeHgaummn, cogepxawuxca B lNMamsaTtke, no3sonut obecneynTb MaKCUMarnbHYyl0 COXPaHHOCTb
OaHKoBCKOWM KapTbl, ee pekBun3nToB, NVH n gpyrux OaHHbIX, @ TakKe CHM3UT BO3MOXHbIE PUCKM MPU COBEPLUEHWM
onepauui ¢ ucnonb3oBaHmeM 6aHKOBCKON KapTbl B GaHkoMaTe, Npy 6e3HannMyHon onnate TOBapoOB M YCNyr, B TOM Yuche
yepes ceTb MHTEpHeT.

O6wume pekomeHaaLun

1. Hukorga He coobwante MWH TpeTbum nuvuam, B TOM 4uCle POACTBEHHMKAM, 3HAKOMbIM, COTPYAHMKaM
KpeauTHOW opraHusauum, kaccupam v nuuam, noMmorawLmm Bam B ncnons3oBaHun 6aHKOBCKONM KapThbl.

2. MNH HeobxoaAMMO 3aNOMHUTL UIU B CIy4ae, eCNN 3TO ABNSETCA 3aTPYOHUTENbHBIM, XPaHUTb €ro OTAENbLHO OT
D©aHKOBCKOW KapTbl B HEAABHOM BMAE U HEAOCTYMHOM ANS TPeTbUX N1L, B TOM YMCrie POACTBEHHUKOB, MECTe.

3. Hukorga HM npu kakux obcTtoaTenbcTBax He nepepaBaviTe 6aHKOBCKYK KapTy ANs UCMOMb30BaHUS TPETbUM
nvuam, B TOM 4Yucne poacTBeHHUKaM. Ecnv Ha GaHKOBCKOW KapTe HaHeceHbl hamunusa n ums usmyeckoro nuua, 1o
TONbKO 3TO hM3MYECKOE NMLO UMEeT NPaBo MCMNONb30BaTh GAHKOBCKYIO KapTy.

4. Mpwn nonyyeHun GaHKOBCKOM KapTbl pacnunTecb Ha ee 060POTHOW CTOPOHE B MecTe, NpeHa3Ha4YeHHOM A4S
nognucy aepxxatens 6aHKOBCKOM KapTbl, €CMK 3TO NPegyCMOTPEHO. OTO CHU3UT PUCK MCMONb30BaHNA GaHKOBCKOW KapTbl
6e3 Bawero cornacusi B crniydae ee yTpaTbl.

5. byabTe BHUMaTelbHbl K YCMOBUSIM XpaHeHUs W UCnonb3oBaHua 6OaHkoBckon kapTel. He nogBeprante
DOaHKOBCKYIO KapTy MexaHW4ecKMM, TemnepaTypHbIM W 3MeKTPOMarHUTHbIM BO3AEWCTBUSAM, a Takke u3beravte
nonagaHus Ha Hee Bnaru. baHKOBCKyIO KapTy Henb3s XpaHUTb psSaoM C MOBUMbHbLIM TernedoHoM, BbITOBON 1 OUCHOW
TEXHUKOMN.

6. TenecoH KpeauTHOW opraHuM3aumMm — SMUTEHTa OGaHKOBCKOW KapTbl (KPEAMTHOW OpraHusauuv, BbloaBLuen
DOaHKOBCKylO KapTy) ykasaH Ha 0bOOpoTHOM CTOpoHe GaHKOBCKOM KapTbl. Takke Heobxoaumo Bcerga MMeTb npu cebe
KOHTaKTHble TenedoHbl KpeaAUTHON OpraHu3aunum — aMUTEHTa 6GaHKOBCKOW KapTbl U HOMep 6aHKOBCKOWM KapTbl Ha APYrnx
HOCUTENSIX MHpOpMaLMKN: B 3aMUCHOW KHUXKE, MOBUMbHOM TenedoHe W/unm Opyrux HOCUTENSIX MHOpMaLMK, HO He
psgom ¢ 3anuckto o MAH.

7. C uenbio npegoTBpalleHMsl HENpPaBOMEPHBLIX AEWCTBUA MO CHATUIO BCEW CyMMbl OEHEXHbIX CPeacTB C
BaHKOBCKOro cyeTa LEenecoobpasHO YCTaHOBUTb CYTOYHbIN NUMWUT Ha CymMMy onepaumi no 6aHKOBCKOW kapTe u
OLHOBPEMEHHO MOAKIMHOYUTE 3NEKTPOHHYIO YCNYry OMOBELLEHWS O MPOBEAEHHBLIX onepauusix (Hanpumep, OnoBeLleHne
nocpeactsoM SMS-coobLieHnn nnmn nHbiM crnocobom).

8. Mpu nonydyeHun npocbObl, B TOM 4UCME CO CTOPOHbI COTPYAHMKA KPEAWMTHOW opraHm3aumm, cooblimTb
nepcoHanbHble AaHHble Unu nHgopmaumio o 6aHkoBckon kapTe (B Tom uucne MNMH) He coobwarite nx. MNMepesBoHuTe B
KPEOUTHYIO OpraHu3auunio — 3MUTEHT GaHKOBCKOM KapTbl (KPEOAWTHYH OpraHu3auuio, BbiAaBLUyd GAHKOBCKYK KapTy) u
coobLwmTe 0 AaHHOM dhaKTe.

9. He pekomeHnayeTca oTBeYaTb Ha 3MEKTPOHHbIE NMUCbMA, B KOTOPbLIX OT UMEHWN KpeauTHOW opraHmM3auun (B Tom
ynucne KpeauMTHOM opraHmsaumm — 3MuTeHTa OaHKOBCKOW KapTbl (KPeOMTHOM OopraHusauumuv, BblaaBluent GaHKOBCKYH
KapTy) npegnaraetcs NpegocTaBUTb NepcoHarnbHble AaHHble. He cregymte no “cebinkam”, ykasaHHbIM B MMCbMax
(BKNKOYASA CCbINKM HA CanT KpeguTHOM OpraHmM3auun), T.K. OHU MOTYT BECTU Ha CalTbl-OBOMHUKM.

10. B uenax MHOpMaLMOHHOrO B3anMOOENCTBUSA C KPEAUTHON opraHm3aumen — SMUTEHTOM GaHKOBCKOM KapThbl
(kpeauTHOM opraHuMsauuu, Bblgasllerr DaHKOBCKYHO KapTy) pPeKOMeHOyeTCsi MCMOMb30BaTb TOSbKO PEKBU3UTbLI CPEACTB
cBA3M (MOOWMBHBIX W CTauMOHAPHbIX TenedoHOB, (aKCcoB, MHTEPAKTUBHbIX web-canToB/mopTanoB, OObIMHOW U
AMEKTPOHHOM MOYTbl WM MpP.), KOTOpble YKa3aHbl B [AOKYMEHTaX, MOMNyYeHHbIX HEMOCPeACTBEHHO B KpeauTHOW
opraHvsauun — smmteHTe 6GaHKOBCKOM KapTbl.

11. NomHuTe, 4YTO B criydae packpblTns MNMUH, nepcoHanbHbIX AaHHbIX, yTpaTbl 6@HKOBCKOW KapTbl CyLLeCcTByeT
PUCK COBEPLUEHMSA HEMNPaBOMEPHbIX OEWCTBUA C OEHEXHbIMU CpeAcTBaMu Ha Bawem GaHKOBCKOM cyeTe CO CTOPOHbI
TpeTbuX nuu.

B cnyyae ecnu nmetotcs npegnonoxeHnst o packpbitm MAH, nepcoHanbHbIX AaHHbBIX, MO3BOMASOLWMNX COBEPLUNTD
HenpaBoMepHble OencTBus ¢ Bawwum 6aHKoBCKMM cyeTOoM, a Takke ecnum 6aHKkoBckas kapTa Obina yTpadeHa,
HeobXxoaMMO HeMeaneHHO 00paTUTbCA B KPEeOWUTHYH OpraHm3aumio — 3SMUTEHT OGaHKOBCKOW KapTbl (KPeAUTHYHO
opraHun3aumio, BblaaBLyto HGaHKOBCKYIO KapTy) 1 criefoBaTth yKa3aHUMsaM COTPYAHMKA AaHHON KpeauTHOW opraHu3auun. [o
MOMeHTa ofOpalleHns B KPEeOWTHYH OpraHusaumio — 3MUTEHT OaHKOBCKOM KapTbl Bbl HeceTe puCK, CBSI3aHHbIA C
HeCaHKUMOHMPOBaHHbLIM CMUCaHMEM [eHEeXHbIX cpefcTB ¢ Bawero 6aHkoBckoro cyeta. Kak npaBuno, cormacHo
YCINOBUSIM JOroBOpa C KPeaUTHOW OpraHu3auuenn — aMUTEHTOM OaHKOBCKOW KapTbl AEHEXHble CpeacTBa, CNUCaHHbIE C
Bawero 6aHkoBCKOro cyeta B pes3yfnbTaTe HECaHKUMOHMPOBaHHOIO ucnonb3oBaHus Bawen 6aHkoBckon kapTbl 00
MOMEHTa yBeAOMIEHNA 06 3TOM KPeAUTHOWN OpraHn3aumm — aMuMTeHTa 6aHKOBCKOW KapTbl, HE BO3MELLATCS.

PekomeHgaumm npu coBeplueHUN onepauunii ¢ 6aHKOBCKOM KapTo B 6aHKoMaTe

1. OcywecTBnsante onepauum C WUCMONb30BaHNEM OaHKOMATOB, YCTAHOBMEHHbIX B 6e30nacHbIX MecTax
(Hanpumep, B rocyaapCTBEHHbIX YYpeXaeHusx, nogpasgeneHnsix 6aHkoB, KpymnHbIX TOProBbIX KOMMSIEKCax, roCTMHULAX,
asponopTax u T.n.).

2. He uncnonb3yinTe ycTponcTBa, koTopble TpebytoT Beoga MNMWH ons goctyna B nomelleHue, rae pacnorioxeH
OaHkomar.

3. B cnyyae ecnu nob6nu3octn OT GaHkOMaTa HaxOASATCA MOCTOPOHHWME nuvua, criegyeT BblopaTte OGonee
noaxopasee BpeMsi Ansi MICNonb3oBaHWa GaHkoMaTa Unm BOCNonb3oBaTbCA APYrMM GaHKOMaToM.

4. Tepen wcnonb3oBaHWMEM 6GaHKOMaTa OCMOTPUTE €ro Ha Hanuuue [OMOSNHUTENbHbIX YCTPOWCTB, He
COOTBETCTBYIOLUMX €0 KOHCTPYKUMM U pacrofioXeHHbIX B Mecte Habopa NMWH n B mecTte (npopesb), npegHasHa4YeHHOM



Ans npuema KapT (Hanpvmep, HanuyMe HepoBHO YCTaHOBMEHHOMW KrnaBuaTypbl Habopa [MH). B ykasaHHoOM cnyyae
BO34EPXMTECH OT UCMOMb30BaHUS Takoro 6aHkomara.

5. B cnyyae ecnu knaBmaTypa unv MecTto Ansd npvema kapT GaHkomaTa o6opyaoBaHbl AOMOMHUTENbHBIMU
yCTpONCTBaMM, He COOTBETCTBYIOLLMMY €70 KOHCTPYKLIMKU, BO3AEPKUTECH OT MCMONb30BaHNS 6aHKOBCKON KapTbl B JaHHOM
H6aHkomaTe 1 coobLIMTe O CBOMX MOAO3PEHUSIX COTPYAHMKAM KPeAMTHOW opraHu3auumn no tenedoHy, ykasaHHOMY Ha
GaHkomare.

6. He npumeHsinTe gusmyeckyto cuny, 4Tobbl BCTaBUTb BaHKOBCKYO kKapTy B 6aHkomat. Ecnu 6aHkoBckas kapTta
He BCTaBnsaeTCH, BO34epXKUTeChb OT UCNOSb30BaHMA Takoro 6aHkomaTa.

7. HabupawTte MNMNH Taknm obpasom, 4ToObl Ntoan, HaxogsLmMecss B HENOCPEACTBEHHOM BNIM30CTN, HE CMOIN €ro
yBuaeTb. [Npu Habope NMUH npukpbiBariTe KnaBmuaTypy PYKOW.

8. B cnyyae ecnu 6aHkomaT paboTaeT HEKOPPEKTHO (Hanpumep, JOMroe BPeMs HaxoaUTCS B PEXUME OXUAaHWs,
CaMOnpoun3BOSIbHO MepesarpyxaeTcd), crnegyeT oTkasaTbCA OT UCMONb30BaHWUA Takoro 6aHkoMaTa, OTMEHUTb TeKyLLylo
onepauuio, HaxaB Ha KrnaBsuaType kHonky “OTMeHa”, n goxaaTbca Bo3BpaTa 6aHKOBCKOWM KapThbl.

9. lMNMocne nonyyeHMst HanMU4HbIX OEHEXHbIX CpeacTB B HGaHKkomaTe crnegyeT nepecymTatb O6aHKHOTbI MOMMUCTHO,
ybeanTteca B TOM, 4TO BaHkoBCkas KapTa Obina BosBpalleHa 6aHkomMaToM, O0XAaTbCA BbiAayu KBUTaHUMU MNpu ee
3anpoce, 3aTeM MONOXUTb UX B CYMKY (KOLLEeneK, KapmaH) 1 TONbKO Nocne 3Toro oTxoauTb oT 6aHkoMaTa.

10. CnepyeT coxpaHATb pacnevaTaHHble 6aHKOMaTOM KBUTaHUMWM ONSA nocrneaylollen CBEpKM yKa3aHHbIX B HUX
CYMM C BbIMUCKOM N0 GAHKOBCKOMY CHETY.

11. He npucnywwuBavitecb K coBeTaMm TPeTbMX MWL, a Takke He MpuHMManTe uX MOMOLLb MpU MPOBEAEHUM
onepauni ¢ 6aHKOBCKOWN KapTol B BaHKoMaTax.

12. Ecnn npu npoBegeHumn onepauuin ¢ 6aHKoBCKoW KapTon B 6aHkomaTe 6aHkoMaT He Bo3BpaliaeT 6aHKOBCKYHO
KapTy, cnegyeT MO3BOHUTb B KPeOWTHYH oOpraHu3auuio no TenedoHy, ykasaHHOMY Ha OaHkomarte, M OOBbACHWUTbL
obcTosTenbCTBa MPOM3OLLIEALLIEro, a Takke crneayeT obpaTuTbCa B KpeauTHYIO opraHv3aumio — aMUTEHT 6aHKOBCKON
KapTbl (KpeauTHYH opraHusaumio, BbiaaBLUyo 6aHKOBCKYI KapTy), koTopas He 6bina Bo3spalleHa 6aHkomaTom, 1 ganee
cnegosaTb UHCTPYKUMUSM COTPYAHMKA KpeOUTHOW opraHusauuu.

PekomeHaauum npu ncnonb3oBaHUN 6aHKOBCKOM KapThbl Ansl 6e3HanM4Hon onsatbl TOBapoB U ycnyr

1. He ucnonb3yinTte 6aHKOBCKME KapTbl B OpraHvM3aumsax TOProBnun 1 yCnyr, He Bbi3biBalOLMX AOBEPUS.

2. TpebyiTe npoBeaeHus onepaumn ¢ 6aHKOBCKOW KapTow Tonbko B Bawem npucytctBum. 310 Heobxoammo B
Liensix CHUWKEHUS pucka HenpaBoOMEPHOro NnonyyeHus Balumx nepcoHanbHbIX OaHHbIX, Yka3aHHbIX Ha GaHKOBCKOM KapTe.

3. MNpu ucnonb3oBaHnUM GaHKOBCKOW KapTbl AN onnaTbl TOBApOB W YCMNyr Kaccup MOXeT noTpebosaTb OT
BnagenbLa 6aHKOBCKOWM KapTbl NpegocTaBnTb nacnopT, nognucate Yek unu seectn MNMUH. Mepeg Habopom MNH cnepyet
ybeomTbCa B TOM, YTO fOAM, HaxodsLMecs B HenocpeAcTBeHHOW 6nm3ocTu, He cMoryT ero yeuaeTb. [lepen Tem kak
noanucatb Yek, B 0693aTenbHOM Nopsiike NPoOBEPbTE CyMMY, YKa3aHHYH Ha Yeke.

4. B cny4ae ecnv npu nomnbiTke onnatbl 6aHKOBCKOW KapTOM MMena MecTo “HeycreluHas” onepauwus, criegyet
COXpaHWUTb OAMH 3K3eMMNnsAp BblJAHHOrO TepMMHAaNoOM 4Yeka ONA nocrnegylolen NPoBepKM Ha OTCYTCTBME YyKa3aHHON
onepauum B BbIN1cke No GaHKOBCKOMY CYeTy.

PekomeHaaLumm npu coBeplleHUN onepauuii ¢ 6aHKOBCKOM KapTon Yepes ceTb UHTepHeT

1. He ncnonbaynte NMMH npu 3akase ToBapoB u ycrnyr Yyepes ceTb NHTepHeT, a Takke no TenedoHy/dakcy.

2. He coobuwante nepcoHanbHble AaHHble WnvM WHopmauumio o GaHkoBCKOM(OM) KapTe (cyeTe) yepe3 ceTb
WHTepHeT, Hanpumep MNMWH, naponu goctyna k pecypcam 6aHka, Cpok 4eNcTBUS 6aHKOBCKOWM KapTbl, KPEAUTHbIE JIMMUTbI,
NCTOPUIO onepauuii, NepcoHanbHble AaHHbIe.

3. C uenblo npegoTBpalleHns HernpaBOMEpHbIX OEWCTBUA MO CHATUIO BCEW CYMMbl OEHEeXHbIX CpeacTB C
H©aHKOBCKOro cyeTa pekoMeHAyeTCs Ans onnatbl MOKYNoK B ceTn NHTepHeT ucnonb3oBaTh OTAEMNbHY0 6aHKOBCKYO KapTy
(Tak Ha3blBaeMylo BUPTYanbHYO KapTy) C npedenbHbIM IMMUTOM, NpeaHa3Ha4YeHHy0 TONbKO AN YKa3aHHOW Lenu n He
MO3BOMAOLLYI0 MPOBOAUTL C €€ UCMOMb30BaHWEM OnepaLun B OpraHM3aumsax TOProBnn 1 yCnyr.

4. CnepyeT nonb3oBaTbCA UHTEPHET-CaiTaMU TOSNbKO U3BECTHbLIX U MPOBEPEHHbIX OPraHn3aunii TOproenm u ycnyr.

5. ObsasatencHo ybeautecb B NPaBWilbHOCTUM adpecoB WHTEPHET-CalToB, K KOTOpPbIM MoAKM4YaeTecb UM Ha
KOTOpbIX cobupaeTecb COBEPLUMTb MOKYMKM, T.K. MOXOXWEe agpeca MOryT WCMONb30BaTbCA ANsl OCYLUECTBIEHUS
HenNpaBOMEPHbIX OENCTBUMA.

6. PekomeHaoyeTca coBeplaTb MOKYMKM TOMbKO CO CBOEro0 KOMMbiOTEpa B  LUensX COXpaHeHwus
KOH(pMaeHUManbHOCTW NepcoHanbHbIX AaHHbIX U(MnK) MHpopmaummn o 6aHKoBCKOW(OM) KapTe (cueTe).

B cnyyae ecnv nokynka coBepLUaeTCsl C UCNOMb30BaHMEM YY)XXKOro KOMMNbIOTEPA, HE PEKOMEHOYETCSl COXPaHsSTh Ha
HeM nepcoHarnbHble AaHHble U Opyryto MHdopMaumio, a nocne 3aBepLleHns BceX onepauuin HyHo ybeauTbes, 4TO
nepcoHanbHble JaHHble U Apyras uHopMaLus He CoXpaHWUnMCh (BHOBb 3arpysuB B 6pay3epe web-cTpaHuLy npodasua,
Ha KOTOPOW COBEPLUANMNCh MOKYMKN).

7. YCTaHOBWTE Ha CBOW KOMMbIOTEP AHTMBMPYCHOE MPOrpaMMHOEe obecneveHne u perynspHo npousBoauTe ero
obHoBneHve 1 O6GHOBMEHWe [pyrux ucnonb3yeMblx Bamu nporpammHbiX MPOOYKTOB (ONepaumoHHOW CUCTEMbl U
NPUKNagHbIX NporpamMm), 3To MOXeT 3alWnTuTb Bac oT NPOHMKHOBEHNSI BPe4OHOCHOMO NPOrpaMmMHOro obecneyeHus.



