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BBenenue

1.1. Ha3zunauyenme

THI KbP npenna3znaueH ajis oOecrieueHHs [ICHTPATU30BAHHOTO JIOCTYIAa YYaCTHUKOB
obmeHa k rutatéxHoi cucreme banka Poccun u monb3oBateneit CIIOC k CITDC nmyrem oomeHa
AJIEKTPOHHBIMHU COOOIIEHUSIMHU.

s poctynma K OOMEHY 3JIEKTPOHHBIMU COOOIIEHUSMH Ha TPHKIATHOM YPOBHE
HEOOX0AUMO yCTaHOBHTS 3amuineHHoe VPN-coenunenue ¢ ucnoaszoBanrneMm CK3U DiSec-W.
[Tpu ycTaHOBIEHUU COCTUHEHUHM HCIOIb3YeTCsS METOJl JBYCTOPOHHEH ayTeHTHU(UKALUU Ha
ocHOBe cepTtudukatoB. ['eHepanus KiItoueBOl HMHPOpMAIMU M TOJydeHUE CepTU(HUKATOB
ocyliecTBisieTcss B cooTBeTcTBUM ¢ uHCTpykuued Ha CK3UW MI'K-3, nomyuaemoil B
o0cmykuBaroieM Bac TeppuToOpruaIbHOM YUPEKICHUH.

Ha npuxmagnom ypoBHe oOmeH OC uepe3 TII KBP MoxHO oOCymIecTBISTH IO
npotokoiam HTTP, WMQ c¢ wucnosiib30BaHUEM, Kak CIEIUATU3UPOBAHHBIX MPOrpaMMHBIX
IPOAYKTOB B pexxuMe «cucrema-cucrema» (Hanpumep, APM KbP-H, APM KbBP CII®C u t.1.),
tak 1 uepe3 Web-Opay3ep U3 cocTaBa HCIIOJIb3YeMON Ha TEXHUYECKUX CPEACTBAX yYaCTHHKA
oOMeHa omepanMoHHO cucTteMbl ans padotel o mpotokony HTTPS B pexume «xineHt-

CHUCTCMA».

1.2. HpOFpaMMHbIe cpeacrea, yCraHaBJIHBaeMbI€ Ha aBTOMAaTH3HPOBAHHOM

paboyemM MecTe Y4acTHHUKA 00MeHAa
— onepanuonHas cucrema MS Windows 10;

—  Web-6paysep «Internet Explorer» (Bepcuu 11 u Beiie), Web-6paysep «Google
Chrome» (Bepcuu 66 u Boimie) win «Mozilla FireFox» (Bepcun 56 u BbIlIe) s paboThI €

anuHbM kabuHetoM TII KBP (npu oomene OC ¢ THI KBP B pexume «kiaueHT-cUcTEMay);
— CK3HU DiSec-W, mis nocrpoenus 3amuiinéaaoro VPN-coeanteHus;

— nporpammuslii npoaykt APM KBP-H / APM KBP-CII®C Bepcuu He Hike 2020.3

npu oomene OC ¢ TI KBP B pexume «cucrema-cucrema.

1.3. O0umii nopsAaok JelicTBMii y4yacTHMKa o0OMeHa MNpU HACTpoiike

noakaodenuda k TII KBP

— YCTaHOBHTb CHUCTEMHOE M oOlee mporpamMmmHoe oOecrneyenne Ha [IO9BM

yY4yaCTHHKaA O6MCHa;

— ybenutbes B cereBoil goctynmHocTH cepBepoB noctyna TII KBP ¢ xoropeiMu

ycranasinuBaerca VPN-coennnenue;



— ycra"oBuTh ¥ HacTpouTh CK3U MI'K-3 (1151 reneparuym kimtoueBoid HHGOPMAIIIH)
B cootBercTBUU ¢ mHCTpykiued Ha CK3U MI'K-3, momydaemoii B 0OCIyKHBArOIIEM Bac

TeppuUTOpUAIIBHOM YUPEKICHUU;

—  yCTaHOBHUTH, akTuBHpoBaTh W HacTpouTh CK3M DiSec-W (mns opranuzarum

VPN-coenuHeHus) B COOTBETCTBUH € NpUiIoKkeHneM 1k Hacrosiemy [lopsaky;

— yOemuTbcs B CETEBOM MOCTYMHOCTH TpukiagHbeix cepBucoB TII KBP BHyTpm

ycTaHoBJIeHHbIX VPN-coenuHeHui;

— HACTpPOWTH CHElMalbHOE MporpamMmmHoe obecneuenue Ha [IDBM  yuacTHuka
oomena (IIIT APM KBP-H/IIIT APM KBP-CII®C) gans  B3aMOIEHCTBHS  C
npombinieHHbIM/TecToBbIM TIII KBP B cooTBeTcTBUMU € MpHIIOKEHHEM 2 K HACTOSIIEMY

ITopsnky.



[Ipunoxenue 1

K [lopsinky moakIr0OueHUs] y4aCTHUKOB OOMeHa
K aBTOMAaTU3UPOBAHHOU CHCTEME
«Tpancnoprasiil nut03 banka Poccun nns
00MeHa TUIaTeKHBIMU ¥ (PMHAHCOBBIMH
coobiieHusiMu ¢ kiueHntamu banka Poccun
(THI KBP)» ¢ ucnonab3oBaHue CPEaCTB

KpUNTOrpaguIeCcKOi 3aluThl KaHAIOB
DiSec-W

NucTpykuus no noakiawdeHuro Kinenra banka Poccun k
Kpunrorpapuyeckou cern TpaHCIOPTHOIO HLTI03A AJI51 00MEHANIATEKHBIMH
1 GUHAHCOBBIMH CO00IIeHUsIMH ¢ KaueHTamu banka Poccun ¢
ucnojb3oBannemM CK3U «Disec-W»



B Hacrosmenn MHCTpyKIMM NPUBEICHO OMMCAHUE MOPSAAKA IMMOJIKIKOYEHUS KIMEHTa
banka Poccun k kpunrorpaduueckoii cetn TpancnoptHoro nutro3a banka Poccun myist oomena
TUTATeKHBIMUA U (PMHAHCOBBIMH COOOIICHUSIME ¢ KiIHeHTaMu banka Poccun ¢ ucnonp3oBaHuemM

CK3U «DiSec-W», a Taxke HACTPOWKHM HPOTPAMMHBIX CPEICTB 3alIMThI WH(pOpMAIMU

kiauenToB banka Poccun AJIg peajin3alili JaHHOT'O ITOAKJIFOUCHM A .
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O003HaYeHUsI M COKPAaleHUSs

APM ABTOMAaTU3UpPOBaHHOE paboyee MECTO

bank bank Poccuun

Kinenr Knuent banka Poccun

KC Kpunrorpaduueckas cetb

KIIKH Kommiekc nepenayn kiaoueBoi nHGopmaum
MI'K Mopnyne reHepanun Kirouen

OMHU OT4y>X/1aeMblii MAaIlIMHHBIN HOCUTENb HHPOPMALIUU
ITAK [IporpamMHoO-anmapaTHbIi KOMIUIEKC

[Iporpammusie cpencrea knueHTa banka Poccun (ITK APM KBP,

I1C KbP
[1IT APM KBP-H, I1IT APM KBP-CII®C)
I[15BM [IepconasibHast 371€KTPOHHO-BBIYMCIIMTENIbHAS MAIINHA
CAC Crucok aHHYIHPOBaHHBIX cepTuukaros, B utepdeiice CK3U
«DiSec-W» — cniucok oro3BanHbIx ceptudukaTos (COC)
CIIO Criennanu3upoBaHHOE MTPOrPaMMHOE 00eCIIeYeHHE
Tpancnoptusiii nutto3 banka Poccuu i oOMeHa miaTexxHbIMU |
THI KBP
(bMHaHCOBBIMU COOOIIEHUSIMU C KineHTaMu banka Poccun
v3 VYyerHas 3anuch
VI VyacTok nepeiauu miaTexHon nHpopmauu (IPOMBIIIICHHAs cpefa)
YIITHU Y4acTok nepeaauu TecToBoi nHpopmaruu (TecToBas cpeia)

AN VY nocrosepsromuii 1ieHTp Ha 6aze CK3U «CKAJl Curnarypa
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1. Oomue cBeaenus no nmoakaouenuo k KC THI KBP

IMonxmrouenne Kinmenta x KC TIHI KBP 10omkHO BBEIDONHATECA C HCIOJIL30BAHUEM
MIPOrPaMMHBIX W/WIM TEXHHUUYECKUX CPEICTB KPUNTOTrpaduiuecKon 3aluThl HH(GOpMaLUU.

B kauecTBe mporpaMMHOro cpeicTBa Kpunrorpaduyeckod 3ammrthl uH(popManuu baHk
Poccun mepemaer Kmmenty CK3U  «DiSec-W»!, pacmpoctpansemoe bBankom Poccum Ha
0€3B0O3ME3/THOM OCHOBE, HCIIOJIB3yEMOr0 TOJIBKO JMJis 3aIlMThl paboumx cTaHUuui (IIOCTpOECHHE
Kpunrorpadguieckoro TyHHens ot padodeit craniuu Kinuenrta no yzmoB TII KBP mo texHomorun
Remote Access), (QyHKIHOHUPYIOIIUX O] YIPABJICHUEM OIEPALMOHHBIX CHCTEM CEMEHCTBa
Windows. Tannoe CK3U n0mKkHO OBITH YCTAHOBICHO Ha Kaxaoi paboueit cranimu KiweHnrta,
noakmouatomerics KT KbP, u cHabxeHO MHIMBUAYaTIbHBIM HAaOOPOM KIIFOUEBOM MHGMOPMAITUH:
3aKpPBITHINA KITIOY, cepTHU(UKAT Kito4a, cepTudukaTsl HeHTpoB ceprudukanuu u ux CAC (manee —
KITF0UeBassuH(DOPMALIHS).

Knuent momy4aer B banke Poccun auctpuOytus u nunensun Ha yctaHoBKY CK3U «DiSec-
W» KonudecTBo 3ampammBaeMbIX JIMIEH3HH COOTBETCTBYET KOJMYECTBY paOOYMX CTaHIIUMA
Knuenta, nogknroyaemeix k TI KBP, kak B TeCTOBO#, Tak ¥ B TPOMBIIIJICHHOU Cpelie.

Jis reHepanmm KimodeBoi wHpopMmarmu, ucnoibdyemoir CK3U «DiSec-Wy», momkHO
HCII0JIb30BaThCS AONOJHUTENbHOE nporpammHoe obecnieuenne CK3U «Moaynb reHepanuu Kiroden
- 3» (manee — MI'K-3), Taxxe pacnpoctpansemoe bankom Poccuu (IIpaBuiia skcIutyataiu JaHHOTO
[10,BrIIOUArOIIME OMKCaHKe TPEOOBAHUHN K OTJEIBHBIM TEXHUYECKUM CPEICTBaM, Ha KOTOPBIX OHO
JOJKHO(DYHKIIMOHUPOBATh, BXO/ST B COCTaB AUCTPUOYTUBHOTO KOMILIEKTA). OnucaHue npoueaypsl
M0 TeHEepalnK KI0UueBOM MH(POPMAIMKM TPEICTaBIeHO B MHCTPYKIMHU MO TeHEpalluu KIIOUYEBON

uHpopmanuu ¢ ucnoabzoBanneM CK3U «MI'K-3».

BHUMAHMW E! MHUcnoab3oBanne CK3U «DiSec-W» na [IIBM wuiam cepsepax,
BBINOJTHAIOIUXPOJIb MapIpyTH3aTOpoB BHYTPpeHHUX nojacerei 10 TII KBP ne nonyckaercs,

Cxema noaxmtouenus ¢ ucnonb3oBanueM CK3U «DiSec-W» npusesnena Ha pucynke 1.
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Pucynok 1 — Cxema nonkitouenus ¢ ucrnonb3oBanneM CK3U «DiSec-W»

1 o ..
KireHT MOXKeT caMOCTOSITeNIbHO M 32 CBOI CHET MPHOOPECTH MPOrpaMMHO-ANNapaTHOE pelIeHre AJsi oOecTeueH s
3aIIUTHI KaHAJIOB CBs3H. [lepeueHs coBMecTUMOTO 000pyaoBaHusI HeoOoxoaumMo yTodHATh B OO0 «®Paktop-TCy». bank Poccun He
OKa3bIBACT TEXHUYCCKOH MOICPKKH [0 HACTPOUKE M AKCIUTYaTallUU TAKUX MPOrPAMMHO- allllapaTHBIX KOMILICKCOB.



['ne: APM renepauuu kiaroueBoit uudopmarmn — APM ¢ ycranonenabsiM CK3U «MI'K-3»;

APM VYIIIIN - IIC KBP, pyHKIIMOHUPYIOMHKI B TPOMBIIUICHHOM Cpee;

APM VIITU - I1C KBP, pyHkimoHupyromuii B TECTOBOM cpeie;
APM KIIKHM VIIIIN — APM KIIKH, ¢pyHKIMOHUPYIOMHA B MPOMBIIIJIEHHON cpene; APM
KIIKHM YIITHU — APM KIIKH, ¢pyHKIMOHUPYIOIIKN B TECTOBOH cpere;

[Tepeuens aapecoB YIITU TII KBP (TecToBas cpena), pa3pelieHHbBIX TOPTOB U MPOTOKOJIOB

B3auMOICHCTBUs NpuBeaEH B Tadmumie 1.

Tabmuma 1 — Ilepeuens ampeco YIITU TII KBP (tecroBas cpema), paspenieHHbIX MOPTOB M
MIPOTOKOJIOBB3aUMOJICCTBHUS

IP-anpec B ceTn

nposaiiepa, 10 KOTOpPoro

IP-agpeca 1 mopThl NPUKJIAIHBIX

«CD-TUZO01»

(UDP 500, UDP 4500, ESP, ICMP)

HaumeHnoBanue cepBucoB (1Js [1C KbP, JIluunoro
y3Ja ycranasmsaercs VPN kabunera TII KBP,cepsuca CAC,
(yse goctyma KC TIH KIIKH ¥ T.1.) BHYyTPH YCTAHOBJIEHHOTO
KBP) TYHHeJIsI
O6bexT Nel 172.21.5.26 172.21.5.57

(ICMP, TCP 7777, TCP 8888, TCP 1414, TCP 9696, TCP 9697,
TCP 9099, TCP 9010, TCP 143, TCP 2525)

O0BekT No2
«CD-TUZ02»

172.21.5.34

(UDP 500, UDP 4500, ESP, ICMP)

172.21.5.58

(ICMP, TCP 7777, TCP 8888, TCP 1414, TCP 9696, TCP 9697,
TCP 9099, TCP 9010, TCP 143, TCP 2525)

O0BexT No3
«CD-TUZ03»

172.21.5.42

(UDP 500, UDP 4500, ESP, ICMP)

172.21.5.59

(ICMP, TCP 7777, TCP 8888, TCP 1414, TCP 9696, TCP 9697,
TCP 9099, TCP 9010, TCP 143, TCP 2525)

O0BexT Ned
«CD-TUZ04»

172.21.5.50

(UDP 500, UDP 4500, ESP, ICMP)

172.21.5.60

(ICMP, TCP 7777, TCP 8888, TCP 1414, TCP 9696, TCP 9697,
TCP 9099, TCP 9010, TCP 143, TCP 2525)

[Tepeuens anpeco YIIIIM THI KBP (mpomsblnuieHHast cpena), pa3pelieHHbIX MOPTOB U

MPOTOKOJIOB B3aUMOJICHCTBUS TpuBenEH B Tadmuie 2.

Tabnuua 2 — [lepeuens agpecos YIIIIN THI KBP (mpomsbliienHas cpena), pa3pelieHHbIX OPTOB U
MMPOTOKOJIOB B3aNMOJICUCTBHUS

IP-aapec B ceTn

npoBaiizepa, 10 KOTOPOro

IP-agpeca u mopThl NPUKJIAIHBIX

HauMeHOBaHHE cepBucoB(aia I1C KbP, JIuunoro
y3Jaa yCTaHaBH“BaeTIEH ‘]],I;]ll\l kabunera TI KBP, cepuca CAC,
(ysea rocryna KC KIIKH u T.1.) BHYyTPHYCTAHOBJIEHHOTO
KbP) TYHHeJH
O6mBekT Nel 172.21.1.26 172.21.1.57

«CD-TUZ01»

(UDP 500, UDP 4500, ESP, ICMP)

(ICMP, TCP 7777, TCP 8888, TCP 1414, TCP 9696, TCP 9697,
TCP 9099, TCP 9010, TCP 143, TCP 2525)

O0BbeKT Ne2
«CD-TUZ02»

172.21.1.34

(UDP 500, UDP 4500, ESP, ICMP)

172.21.1.58

(ICMP, TCP 7777, TCP 8888, TCP 1414, TCP 9696, TCP 9697,
TCP 9099, TCP 9010, TCP 143, TCP 2525)

O0BexT Ne3
«CD-TUZ03»

172.21.1.42

(UDP 500, UDP 4500, ESP, ICMP)

172.21.1.59

(ICMP, TCP 7777, TCP 8888, TCP 1414, TCP 9696, TCP 9697,
TCP 9099, TCP 9010, TCP 143, TCP 2525)




O0BexT Ned
«CD-TUZ04»

(UDP 500, UDP 4500, ESP, ICMP)

172.21.1.50 172.21.1.60

(ICMP, TCP 7777, TCP 8888, TCP 1414, TCP 9696, TCP 9697,
TCP 9099, TCP 9010, TCP 143, TCP 2525)

Homepa TCP-noptoB cepBucoB TII KBP, mnpenocraBisgemMpix Mocie MOCTPOEHUS

KPUNTOTpaguueCcKOro TyHHENs, TpuBeaeHsl B Tabnuie 3.

Tabnuma 3 — Homepa TCP-moptoB  cepsucos TIII KbP

Homep TCP-nopra CepBuc TII
KBP

e cepsuc nepenayu IC no nporokoay HTTP

8888 cepsuc niepenaun DC no npotokony HTTP

1414 cepsuc nepenaun IC no nporokoay IBM MQ

9697 cepBHC J1ocTymna K tnyHomy kabuaery KBP mo mporokomy https

9010 cepBuc aoctymna K auuHomy kabunery KITKU mo mpoTtokomy https

143 cepBuc noctyna k nouroBomy cepsepy KIIKU mo npotokony IMAP
(IPUHCTIONIB30BaHIH TOYTOBOTO KIIMEHTA)

2505 cepuc nocryna k nouroomy cepepy KIIKU mo npotokony SMTP
(IPUHCTIONBE30BaHIH TOYTOBOTO KIIMEHTA)

9099 CEpBUC LIEHTpaIn30BaHHOTrO pactipoctpanenust CAC




2. ¥YcranoBka CK3U «DiSec-W»

2.1. TloaroroBuTe/bHbIE PA0OTHI

Bo wusbexanue HexkoppekTHoW paborel mnporpammbl mepen CK3UM  «DiSec-W»

HE00X0UMO: YCTaHOBUTh Ha APM:

a) Windows 10 LTSC (c6opka gomkHa ObITh He HIke 1809);
6) Windows 10 Pro (cOopka nomkHa 0bITh He HIKe 2 1H2);
B) oonoieHuss OC Windows, BeITylieHHbIE KOMITaHHEeH Microsoft;

r) 32-paspsaubic 6ubmmoreku Microsoft Visual C++ (Visual Studio 2015-2022) mo
cepiike https://aka.ms/vs/17/release/vc_redist.x86.exe

n) 64-paspsanbie 6ubmumoreku Microsoft Visual C++ (Visual Studio 2015-2022) mo
cepiike https://aka.ms/vs/17/release/vc_redist.x64.exe

B ciyuae xon¢ukra ycranaBiuBaembix oubimorek Microsoft Visual C++ (Visual Studio
2015-2022) ¢ paHee ycTaHOBJICHHBIMH Ha KOMIBIOTEPE OTIENbHBIMH OnOImoTekamMu Microsoft
Visual C++ 2015, 2017, 2019 unn 2022 HeoOX0IUMO BBIMOIHUTH yAJICHHE TaKUX OTAEIbHBIX
OMOIMOTEK U YCTAaHOBUTH PEKOMEHIYEMBbIE.

Vceranoska CK3U  «Disec-W»  Beimmonasercs Ha [IBOM, moakiIo4eHHOH K
TEJIEKOMMYHUKALMOHHON CETH U UMEIOLIEH NoCTyl yepe3 oneparopoB cBsa3u K y3inam KC THI

KBP.

BHMWUMAHMJE ! Huxke Oyner onucana Hactpoiika tectoBoii cpenst (YIITH),
npombinuieHHas cpena (YIIIIN) nacrpauBaercsi aHAJTOTH4YHO, TPedyeTcsi TOJNBKO yKa3aTh
coorBercTByomme IP-aapeca y3iaos KC T KBP npomeInuieHHOM cpeasbl.

Ecin mexny omepatopom cBsisu u APM, Ha kortopsii ycranaBnmuBaerca CK3U
«Disec-W», (QpyHKIMOHUPYET MPOMEKYTOUHOE CETEBOE O00OpyIOBaHHE, TO AJIsi KOPPEKTHOM
pabotel CK3U1 «Disec-W» Ha MpoMeKyTOYHOM CETEBOM 000pYyJIoBaHHH B cTOPOHY y310B KC
TII KBP 1 06paTHO 10KHBI OBITH OTKPBITHI CIETYIOIINE TOPTHI U MPOTOKOJIBL:

1)  nporokon UDP - mopt 500;

2)  mporokosn UDP - nopt 4500;

3)  mpotokon ESP.

2.2. YcranoBka CK3HU «Disec-W»

Jnst HacTpoiiku pabothl Heckonbkux OmnepatopoB ¢ CK3U «Disec-W» Ha ogaom APM
MOJ CBOMMH YYETHBIMHU 3alHCSIMH, HO C OONIMM 3aKphITBIM KiIto4oM Ha omHom OMHU,
HEOOXOAMMO BBIMIOJHUTE TMOJHYIO ycTaHOBKY W HacTpoiiky CK3U «Disec-W» mon Y3
Anmunuctpatopa APM u 3aTeM nocie npoBepKU U YCTPaHEHUs BceX OIIMOOK B paboTe — UMIIOPT
KOHQUrypaluu OTAeNbHO Jins  Kaxaod Y3 Omnepatopa. DyHKIMS 3KCIOpTa/MMIIOpTa

KoHurypauuii/moakmodenuit DiSec-W, tpebyer Y3 AaMHMHUCTpaTOpa WIM BpEMEHHOE


https://aka.ms/vs/17/release/vc_redist.x86.exe
https://aka.ms/vs/17/release/vc_redist.x64.exe

MOBBILIEHHE MOJHOMOYKK Y3 Oneparopa 10 JIOKaIbHOIO aIMUHUCTPATOPA.

Hns ycranoBku CK3M  «Disec-W» HE0O0X0oauMo 3amyCTUTh (ailll HMHCTAJUIALUU:
...\Disec- W\DiSecSetup.exe, HaxOIAIUIACS HAa YCTAHOBOYHOM JaMCKe. IIporpaMma 3ampocCHT
corJiacie Ha BHECEHUE M3MECHEHUI B KOMIIBIOTED, cieayeT Haxatb «OK».

ri’l ¥ecranoeka — DicMIS(R) Security 7.0 —

*
Hudropravyna
MookanyicTa, NPoOYMTARTE CNEAYIOWYIO BEMKHYIO MHDOPMaLIC NEPEL TEM, KaK @
NpoaoTHMTb,

Korga sel fyfoeTe roToBbl NPOACMENTE YCTAHOBKY, HEKMUTE «lanees,

BHMMaHME!

Ecnu Ha 3ToM KoMMNLIOTEPE YHE YCTaHoBneHa nporpaMma DiSec, To nepea
YCTSHOBKOM HOBOIM BEPCMM HEOBX0AMMO YASNMTE NPEdbIAYLLYHD,
Mpousaypa YASNSHWA ONWCEHS B AOKYMEHT LM,

MporpammHoe obecneyeHne DiSec MoKeT KOHDNMKTOBSTE CO CPEACTEaMI
obecneyeHna BE30NECHOCTH ONEPALMOHHON CHCTEMEI, KOHTPONMPYHOWMMIA CETEEYIO
SKTMBHOCTE (hafepeonami).

FPEKOMEHAYETCH YAAMMTE MK OTKMKDYMTE BCE APYTME CPEACTES obecnedeHa
ceTeBol BesonacHoCTK Nepen ycTaHoBKai DiSec,

Danee OTHMEHS

Haxatp «/lanee».

riq ¥etanoeka — DioNIS(R) Security 7.0 —

Beibop nankm yCraHoBKM
B Kakyio Nnanky Bel X0TUTE yCTaHoenTe DioMIS Security?

©7 .

| ]]I MporpamMma ycraHoswT DioMIS Security B cnenyrouLym nanky.

HamiTe «fanees, yTobbl NPoACGMKITE. ECiK Bbl XOTHTE BbIBpaTe APYTYHD Nanky,
HamuTe «0030ps,

C:\Program Files\Factor-TS\DioNIS Security Obzop...

TpeByeTcA Kak MuHIMYM 12,4 MA ceoboaHoro AMCKOEOrD NPOCTPEHCTES.

Hasaa Hanee OTtMena

Haxats «/lasee».
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I'i’l ¥Yeranoeka — DioMIS(R) Security 7.0 — >
Bcé roToBO K YCTAHOBKE ’__——
MporpaMmMa yCTaHOBKK MOTOBa HadaTe yoTaHoeky DioMIS Security Ha saw I(' D$‘|
W

KOMNOeHOTER, o

HaMUTE &Y CTaHOBMTE*, UToBEI NPOAOTHWUTE, MNK <Ha3an*, ECNH Bl XOTHTE
NPOCMOTRPETE MK M3MEHMTE OMNLWAK YCTaHOBKM,

MNanka ycTaHoBkK!:
C:\Program Files\Factor-TS\DioMIS Security

MNanka B MeHD < Ty
DioMIS Security

Hazan |I Y¥CTaHoOBMTE I OTHMEHE

Haxatb «YcTaHOBUTHY.

HNudopmannoHHoe OKHO, cooOriaromiee 00 yCHemHoW ycraHoBke apaiiBepa Disec.
Haxatp «OK».

DiSec

‘0‘ Apaitsep DiSec YCTAHOBAEH

Ecnu mporpamma ycTraHOBUIACh KOPPEKTHO, B OKHe «lIpoBepka LEeI0CTHOCTH IO
CHHUCKY» OyzaeTBblJaHO yBenomiieHue «KOHTpOJIbHBIE CyMMBbI MPOBEpPEHBI ycreurHoy. s
MPOJOJIKEHHSI YCTAHOBKM HEOOXOJUMO 3aKpbITh OKHO. B ciyyae HEKOPpPEKTHOM YCTaHOBKH,
HEOO0XO/MMO 3alpPOCUTh 4Yepe3 TEXHMUYECKYI0 MOJIEP)KKY STaJOHHBIN sK3eMIusip ¢aiina

HHCTAJUIAIHWU U BBIIOJIHUTL YCTAHOBKY ITOBTOPHO.
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MpoBepka LENOCTHOCTM NO CAKMCKY x

Check\Win.exe ~
74011 220D F 744 2EBB1FBFEA3F1ASTEE 22D FRACBDSE0E 9D 428274624488 489084
DiSec.exe

9782248 229FBAEST BA2581221 F0E TEC3AEF70BD F15CCFBACCCADSEB4060FFCS1E
DiSecSr.ene

7B4FFDEEFIEATD Fras 2B 48061 OF4EF2D 954 30CCF 208 4088 THBE 304419362B0F6
DiSecagent exe

SEB3D51678FA41 226650 5E DCS FENSFI0C4777 26BAR4953B12FDB42E9E41EFID
SrvOpt.exe

E30F1 21D 0E7C45AEB7FASE 94056642001 D 77C1FESO0BD EOS7E36D 4C7AA953076
DrDpt.exe

44F 700D 01 2E 4009036 BA6E 0C0488 9C0D 07BE43E 341D 1FE7ED 16340910 4322543
INFDiSechrnstal.exe

1E13B226092336C3FFE 301 EBEEEBFO7E7FI8561 101 SFC2FE34092476E 5616078
DiSeclicense exe

ECALIF 444434 /EB2AE C33430F 74060 9000 J0F D ¥ 4FAD 3E40EEEDBE BEERE2E3E32
INFADiSechkdsg.dl

AEED41EBA43069CE82390 FSE1COE 85531 7CFE34 7420 2474DF80E7F7EASFEE17E
DiSecCatSec.dl

DFEBYEDITAFAFSBDEBC42FEEAECEFE 26AEAE 1624B 2300 A04E BE2EE 4701 BB2AF
DiSecMsgSec.dl

DBA474E304ECFDS0 31 5F034.936356596E 4850 4E 340E 5E BI8A8FBER1 2322EB5EB20
dicalib.dll

1EBF7CDAD50E B53E 7OFBFACD 280 05440 455361100 48C40E 1930 43E F27RBEI5IES
mtcrpt.dil

BFCE4FFB9892F9E 9398 AE67BFEI0DD 05FAT CADAZ1DFFIECE70920180 77472800

goste.di
SR7RRARCCRATFRANCF1R7ANAAF AARAEN ARZ7F 7R717EAN ARNNAACARATRCD RRT v

I KOHTPOMEHEIE CYMMEl NPOEEREHE! YCMBWHD

Haxatsp «/lanee».

I'i’l Yeranoeka — DioMIS(R) Security 7.0 —

Hudropraunn

MosanyAicTa, NPoYMTaRTE CNENYHOULYID BERHYIO MHDOPMALMIO NEPed TEM, KaK @
NPOACIHUTE.

Koraa sel ByaeTe roToBRI NPOAOMHMTE YCTEHOEKY , HEDKMUTE «lanees,

SHiManHne! Cefiuac NporpamMa yoTaHosxK DISec Npeano®muT NepesarpysuTs
CHUCTEMY.

Ecri B Balwei cMcTeMe MONone3yOTCA CREACTES DESONAcHOCTH, KOHTPOMMPYHILLIME
YCTEHOBKY NPOrPaMMHelX CREACTE, TAKME KaK "3aWwnTHIK Windows”™, aokanTecs
COCBLLEHMA OT HMX M BEINONHUTE ASACTENA, DA3PELIEIOWME YCTaHOBKY
nporpaMMHbx KomnodeHT DioNIS Security.

[ANA NPOAOMKEHUA HAKMUTE KHONKY [lanee.

Haxarts «3aBeputhy, nocie yero [I9BM Oyner nepesarpyxeHa.

[.l«_,, Ycraroeka — DioNIS(R) Security 7.0 -

3aBepuwieHne Macrepa yCTaHOBKM
DioNIS Security

Ans 3aBeplwenns ycTaHosku DioNIS Security TpebyeTca
nepesarpysuTb KOMNbIoTeP, MpousBecTy Nepesarpysky
ceiyac?

(® 13, nepesarpysuTo KOMNBIOTEP CeitYac

(OHert, 5 npousseay nepesarpysky nosxe

A
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2.3. AxtuBanusg CK3U «Disec-W»

o
—

]
o B
Tlocie nepe3arpy3ku Ha pa6oqu CTOJIC HCO6XO,I[I/IMO HAWTH APJIbIK BEESEE 1 NICJIKHYTh

110 HEMY JIEBOW KJIABUILIEH MBIIIU. By€T BBIBEIEHO OKHO AKTUBALIUM:

=J

[[I MAKTOPTE

Peructpauma npoayxTa ans BuiGPaHHOro HocuTens:
C: (SATASSD) .
Hassanue npoayxra:
DiSec v.7 FULL
Homep aunuexanm:
PCAC6-7186F-7C3C4-0285F-32318

Knou peructpauum:

3anpocuTs KAON

—

YOenutbcs, 4To perucTpanys MpoayKTa OyIeT 3ampolieHa i OCHOBHOTO YKECTKOTO
JIMCKa KOMIIBIOTEPAa — €ro He0OX0AMMO BBIOpATh B MpeiaracMoM CIucke Hocuteneil. Haxarsb
«3anpocuTh K04y, byaer BbIBEJEHO OKHO aKTHBAallMM, TAe OYAYyT 3alpolleHbl JaHHbIE,

KOTOpbIE ~ HEOOXOAMMO OTHpaBUTh 1o azapecy helpdeskmci@cbr.ru co ciaemyromum

COJIEpKAHUEM:

— TEMa IIMCbMa:

Axrtusarus DiSec-W s <Haumenosanue Knuenma>, YUC <yxazamo YUC>,
— B Telle MUChMa HEOOXOANMO yKa3aTh

a) yuétabiii Homep CK3WU: <ykazan ma cmp.8 uz gopmynapa na CK3H «Disec-

Wy (ne nymamo ¢ hopmynsipom na Mooynw eenepayuu kuouet)>;

0) Homep JueH3uu: XXXXX-XXXXX-XXXXX-XXXXX (nokazvieaemcs npu nepsom
sanyckeCK3U «DiSec-Wy)

B oTBeT Ha mucHEMO OyIET OTIIPABIICH KIFOY PEerHUCTpaIiH.

[Tocne momydeHus KiIro4a perucTpanuy Heo0X0UMO BHECTH €r0 B COOTBETCTBYIOIIE TOJIE
U HaXaThb «3aperucTpupoBaTh», MOCIE 4Yero MpOAyKT Oymer roToB kK padote. [IpuzHakom
MPAaBUJILHON aKTHBAIIMK SBISETCS OTCYTCTBHE OKHA 3ampoca JWIEH3UHM TPHU MOCIEAYIOUINX

3aryckax CK3U «Disec-Wy.


mailto:helpdeskmci@cbr.ru
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3. Hactpoiika nepBoro moakawuyenuss CK3U «Disec-W» k y3nam
THI KbP

3.1. IloaroroBuTebHbIE PAGOTHI

Hns wactporikn nonkmodeHus: CK3U «Disec-W» k y3mam TII KBP, neobxoammo
Hamnure y Kimnenra OMHMU co cnenyromeli kKiroueBoid HHPOpMaIUe:

a) 3aKkpbIThIN K04 Kiuenra;

0) TuHbIi cepTudukar Knuenra,

B) cepTudurar KopHeroro Y1I;

r) CIHMCOK aHHYJIMPOBAHHBIX cepTU(UKaTOB KOpHEBOro YII;

) ceprudukar nogunHeHHoro Y1I;

e) CIMCOK aHHYJIMPOBAHHBIX CEPTH(PHUKATOB MoauMHEHHOTO Y11,

BHUMAHHUE!

B CK3H «DiSec-W» cymecTByeT orpanudenue npu 3arpyske cepruguxaro u CAC, B
HAMMEHOBAHMHM KOTOPBIX HCIOJIb3YyeTCsl CHMBOJ «» (3amsaTas)) winm «@» (cobauka),
HANpUMep:

CN=ROOTsvc-CA-test, OU=GUBZI,O0U=PKI,DC=region,DC=cbr,DC=ru.cer;
CLN=cIn-9805001500@kpki.cbrgate.ru.cer.

Juis1 koppekTHOi#i 3arpy3ku cepruukaroB 1 CAC He00X0AMMO HCII0JIb30BATh
ciaenyrommii popmar umenu gaia:

CN=ROOTsvc-CA-test.cer; CLN=cIn-9805001500.cer

Jns panpHermeidn paborel CK3U  «Disec-W» Heobxomumo, utodsl B IIOBM ¢
ycraHoBieHHbIM CK3U «Disec-W» 6bu1 nmonkmouen OMHU, coneprkammii 3akpbIThI KITIOY

Knuenra u nenouky cepTuukaTos.

3.2.  Hacrpoiika nepBoro noakawuienuss TII KBP

)
Ha paboyem crose HEOOXOAMMO HAWTH SIPIIBIK . U IIEJIKHYTh IO HEMY JEeBOU

KJIaBUIIIEH MBIIIH.

CripaBa BHM3Y 3KpaHa IOSBUTCS 3HAYOK HE0OXOJMMO HaBECTH Ha HET0 Kypcop

MBI anaBoﬁ KJIaBHUIIIEH MBIIITN BBI3BATH KOHTEKCTHOE MEHIO.

Mogenodnteca

OrentounTeca

CocToaHue
Hacrpofika

MpoeepuTe cepTudmKaThl

Kyphane
Awarnoctrea

MpoTokon cetn

Cnpaeka

O nporpamme

Bemog
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Jlanee neBo# KiaBUIEH MBIIMIA BHIOpaTh MyHKT «HacTpolikay, mocie 4ero OTKpOeTcs

OKHOHACTPOCK IMPOrpaMMBbI.

Hacrpoiixa MO DiSec ? X

Bepcua 7.0
[ AsTo-sanycx npunoxersea DiSec npu Bxone nonssosatens

[ e ]

XKypran cofeimet
Korsecto @adnce xypana [3 Paswep paina xypuana [100000  xBar
o Program Fies Factor TS\DWNIS Securty\Loga\DVSec 1og

0 MO DiSec
My x crmoxy Tepwoaive): (60

|c \Program Fles\Factor-TS\DioNIS Securty\DiSec chk

MpoBepxa CEPTHEHIATOB NODKINOSEHE
™ Bxmowms
Mposepam Kaxae |7 e

I 3KCNOPT KOMPUyDALIM I l “*HMNopT KoMPUrypaLsm

oo

I

|OK_IOmlCrwaI

Haxatp Ha kHONKY «lloakiroueHus» Uil JanbHEHIIeH HAaCTPOHKH POTPaMMBI.

Noaxmouenns ? X
Pecypas noAKRONeres!
Hawsarae ABTO-Korexy T P-ag o | A) [enessie ofbex...
x|
|
M
[iteesr |
AnTo Koresext
4
Loawi |
fRobasvms
NapameTpol ABTO-KorewexTa
“mm:“"" DOMTOR I Wcousnos: 1 I Mo ouepean
S|
x| Tpepears

Haxars Ha kHOnky «JloOaBuUTBH», mocie 4ero OyaeT MpeArnooKEHO BHIOpATh THIIBI

COEIMHEHMI.
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Pecypcsi noaKoserit
Hassarme AsTo-Koretext T T 1P-ag ... | A ) enessie obvex...
Bui6Op OCHOBHLIX NAPAMETPOE NOAKNIOHEHNA ? X KCropT
Pexum NOAKNIONEHNS: _—]W
@ AVHAMVSECKI (IKE) " CTATMHECKWA St
++ BN
b1
=1 __omes | :
Aobasute | P
MapameTpet ABTO-KorHexTa
m:r:’: DOMBTOR 1 Wicnowwnos:  [1 I™ Mo ouepean
oK I Mpepsats I

Heo6xoanmo BeIOpath «/luHamudeckuii» u HaxxaTh «OK».

B oxne «PekBU3UTEHI TIOAKIIOYCHU ) BBIIIOJIHAIOTCA CICAYIOINE HaCTpOﬁKH:

Bkiaaka «Oowuey — g yzna KC TII KBP nepBoro oOwexra HacTpoiiku OynayT
CIIEIYIOILAMU:

PekevznTel nogatodeHna (CO-TUZ01)

Ofwme |I'Ia|:laMET|:lb| I EezonacHocTE I 3anaqm I
THN NOAKMKIHEHKA

I NHaMMYeckIE TyHHENB TKEv 1

HazeaHue NoaKnoYeHa:

| co-TuzZ01

Anpec (IF) Cepeepa VPN:
| 172.21,5.26

¥ P4
—LeneBbie 0fbeKTbI (10CTYNHEIE PECYDCHI):

| BanpoouTts IP-noaceTs (MODE_CFG)

CnMcoK 00 BEKTOE

—PaboTa c ceTEBEIMM NEKETaMK

YeTaHaEMMEaTe TTL NpM TYHHENMPOBAHMA I 32

—MNpoEepKa BX0AAWMY NAKETOS

W BrmounTe sawmTy oT Replay atak

Pasmep ANTI-Replay I 512 Makc, Owwbok

B SYSLOG I 0
Make, Owibiok I 100

CTaHaapTHeiE |

OTmena |

OK |
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- BKIIagKa «Ilapamempoi» — IPOBEPUTH CIIETYIOIINE TapaMEeTpBhI:

PekemzuTel nogknrouenna (CO-TUZ01) 7 x

Obwue MapameTpel |Ee30nacHocrb I 3anaqm I

I IKEw1

MonuTukK IKE: MonuTuKK ESP:

CosnaTbI Mpaeka I Coznate | Mpaska

WHTErpaLms B salmueHHyio ceTe (MODE_CFG)

V¥ 3anpoc IP-anpeca

r 3anpoc DNS-cepsepos

KoHTpons #MsHECnocoBHOCTH TyHHENA |

JononHMTenbHbIE NapameTpel IKE |

CTaHaapTHble |
oK | OTtHeHa |

Monurikn [KE 7 K| Monurka ESP ? X KoHTpon #vsHECIOCOBHOCTH TyHH. | X

PEXIM MHKENCYNALMA TPaduKa:

j YHHETHbI M |Amanmﬁ j

Mpeobpasosanue ESP: Kpunro-Habop:

MNapaMeTpbl anropuTha 28147-89:

Iid-GustZB14?—89—Cry|:toPm—Z-ParamSet

Peswiam PRS2 TafiMayT owmaaHrA oTeeTa (cex):
IEKnnouEH j |4M-IM1T j IGOSTEQ-E j I 0

Tapane TPkl aNrOpHTHa BoIpaBoTKI CECCMORHOMD KNKua (TonbKa Ana PFS):

TTapaMETPEI ANT0pATHE BbPEB0TKH CECCMOHHOMD KIIOHa:
[V Kaks IKE MHTEpBan Nacsinky sanpoca {cex):

426 gost-3410-12-512-paramSetp +id-tc26-gost3411-12-512 =

| 10

Mepuoa cerol knoses Tke (cex): Mepuoz creHs! kroqedt ESP (cex):
I 2400 2400 Make. wicno sluibok I 3

[onycTHMOE KONHHECTBD MCKEMEHHSIX NAKETOS:

100000

CraHAapTHER
CraHnapTHsie CTaHLApTHEIE |

OThera |

Otmena | oK | OTHEHE |
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3.3. 3arpy3ka uenouyku ceprupukaToB

3.3.1. 3arpy3ka 3akpsbiToro kiw4ia Kimnenra

Bxiaaka «be3omacHoOCTbY:

Pexeuzutel noginrouerna (CD-TUZ01) ? X
Ofwwme ] Mapavetpe  BesonacHocTe ]3anaum I
HacTpolika PKI Ans nokaneHoro nonbsosaTens:
| HacTpouTh ... | | MHULMENM3MpoBaTL
Mo sanpocy
r
OK OTmera

Bri6pars «HacTpouTby.

DISEC: OLWWBKA

! OwnBka NpW NONYHEHNH KPANTO-KOHTEKCTa:

HeBo3MoxHO NOAYUNTE NapameTpel PKl u3 peectpa: Qwnbka
- He yaaeTcA HalTH yKa3aHHLIA dakin,
OTKPLITMA K043 peecTpa < general>

BHINOAHWTE HACTPOiiKY 3aH0BOT

Coobmenue "OmundKka noyrydyeHust KpUnToKOHTeKcTa. HeBO3MOMXKHO MOTydHUTh TapaMeTpsl
PKI u3 peectpa" MoxeT BO3HMKAaTh NMPH MHULMAIW3AIMKM HOBOTO MojKIoueHus. He sBnsercs

OIIMOKOW W TOCTEe COXpaHEHHs] BCEM ILIEMOYKH CEePTHU(PUKATOB B XpaHWIMILE CEpTUPHUKATOB
Oonbuie He nosiBisieTcs. Haxats «/lay.
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Hacrpoiika PKl nonezoearens ? *

Ofwwe | cRL UPDATE | ocsp |

CepTudikaT nonb3o6aTens:

VYETEHOBUTE NUYHBIR CEPTUGMKET ‘

-

MpeaynpekaaTs of OKOHUaHIM CPOKa AeHCTBMA cepThdukata | 3 anei

BriOpats «YCcTaHOBUTH JTMYHBIN CEPTUDUKATY.
IlepBbIM 3Tanom OyzeT npeioxeHo Beiopate OMHU, Ha KOTOPOM HAaXOAUTCS 3aKPBITHIN
KJIIOY.

Ecmt OMHU senserca USB-flash:

B Bribepute kntoqeEnii KoHTElHED ? *
~
‘ [HpeKTOpUA ‘ OfbexT ‘ PopHaT ‘ HopHaLma ‘ Cep.HomepMua
“ [DIR] F:\TESTY
CLN-459999999999.p15 P15 JFimeshy [ |
< >
W
< >

Eciimt OMHMU asnsercs Rutoken:

Falder I Object | Format J Info | SerialName
P11 RuToken:\0} 899add12.p15 P15 Aktiv Rutoken,,, 3cdef127  [Rutoken ECP <na...
i)

HeoOxoammo HailTH 1 BBIIEIUTH MBIIIBIO 3aKPBITHIN KiTto4 — (paiin ¢ pacmupenueM plS u
Ha)kaTh KHOMKY «BbIOpaTh.

3.3.2. 3arpy3ka quuHoro ceprudpukara Kiuenra

Ecnu nuunsiit ceprudukat Kimenrta He pacrosokeH B KaTalore ¢ 3aKpbIThIM KIIFOYOM, TO

nporpamMma 3anpocuT ykazatb OMHU, copepkammii nuusblii cepruduxar Knuenta. lanee
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mporpamMma cooOIUT, 9To ObUT HalieH ¢aii cepTudukara:

BHumarmne

l B Tekywenl gMpeKToprn HAF‘I,CLEH aiin cepTUdnkata
b,
- FATEST\CLN-459999939999.cer
YeoraHosnTse?

Haxmure ‘HeT' gna npogomkenna smbopa

YOenutbcs, 4TO TpeIaraeMbelii K 3arpyske (aiinm - auuHblil ceptudukar Kimenra u

HaxaTh «/la». B mpoTuBHOM cityuae HaxkaTh «HeT» U MpoAOIKUTE BEIOOP HEOOXomuMoro (aiina.

3.3.3. 3arpy3ka ceprudukara kopHeBoro Y1

Jlanee OyzaeT BBIBEEHO COOOIEHUE O Hayaye dTara 3arpy3Kd KOpHEBOTo cepTudukara

VI
3anpoec
4 I bk MpopomkkTe gna go6aeneHns cepTudnkatos YUT
Her
Crnenyer naxats «[la». [Iporpamma 3anpocur ykazars OMHU, conepskamuii KOpHEBOM
ceprudukar YII;
B BuiBepute ceptudurar ¥ (".cer) wnm daiin xpanunnwa (*.sst wan *.p7h) ? *
-~
[MperTopus | OfbexT | dopMaT | WrdopMaLma | Cep.Homep/Mma
. [DIR] F:\TESTY
F:\TESTY CEPSsvc-CA-test.cer P7B(CER) F:\TESTY
F:\TEST\ CLN-459993999999.cer  P7B(CER) F:\TEST
ROOTsvcCA-testeer |P/B(CER) JFEST\ | |
£ >
BribpaTe OTMeHa
=g §
£ >

Heo6xoaumo naitt Ha OMHU u BeIienuTh MbIIIBIO KOpHEBOH cepTudukar Y1 — daiin

ROOTsvc-CA-test.cer n HaxaTh KHOIIKY «BbIOpaTh»
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3anpec

HaiigeH KopHeBok cepTudukar YL

X¥509-Ceprudmrar
Cy6bekT: ROOTsve-CA-test, GUEBZI, PKI, region, cbr,
fu
Wspatens: CamoBbigaya
[Aeicreutenen: ¢ 16/03/2022 r. no 17/06/2039 r.
CepWAHBIR Homep: 40601B90 000CD728 CEB2T0AD
6231ABCE
HasHauenwapacwnperHbie): < Beex
Key Usage: DigitalSignature, NonRepudiation, KeyCertSign,
CRLSign
OTneyatok SHANThumbprint): 7F418607 45724261
BDOS7FDO DB458816 2CB4B57D
Otneuatok MD5: 227F266F EFFESF25 55700961 7545990E
Authority Key Identifier:
F7B602D005A657966A2E1 DABSS0ETEGS4608B64E
Subject Key Identifier:
F7BE0ZDO05A657966A2E1 DABSSOETEGS4608B64E

No6asuTs B Xp p p
cepTrrkaTos YLI?

YO6enutbcs, 4To npenaraeMbii k 3arpyske daiin — Kopraepoii ceptudukar Y1 u Haxarb
«a». B npotuBHOM citydae HaxxaTh «HeT» 1 mpogomkuTh BeIOOp HeoOxonumoro ¢aiina. Jlanee
Oyzmer BBIBEACH 3ampoc Ha J00aBlieHHE JaHHOTO cepTH(duKaTta B KOHTEHHEp JTOBEPEHHBIX

KOPHCBBIX CepTI/I(bI/IKaTOB, CJICAYCT HAXKATb «I[a».

BHUMAHM E! Eciu Ha 3Tane 1o6aBiaenns ceprupuxkaros 1 CAC Bpinagaer coodiienmne
00 ommmoOKe, ciaeayeT HA4YaTh ONEPAlMI0 3aHOBO, HAXKAB «0TMeHa» B HacTpoiikax PKI
M0J1b30BaTe/Isl,IPOBEPHUB BCe IIATH HACTOSIIIEH MHCTPYKIMH.

3.3.4. 3arpy3ka CAC kopHeBoro Y|

Jlanee Oyzner BBIBEJEHO COOOIIEHHE O TOM, YTO B JaHHOW aupekropun Hangen CAC

KopHeBoro YII:

3anpoc

B Tekyweit gupektopun HAWAEH baiin co cnnckom
! . OTO3EaHHBX cepTrdrkaTos [CRL)

FATESTA\ROOTsve-CA-test.crl
JoBaBnTe CNWCOK B XpaHunnwe?

HaxmuTe "HeT' Ana npojonseHWA Bulbopa

Yo6emuthes, uro npemiaraemeii k 3arpy3ke CAC kopraeBoro YII — ¢aiin ROOTsve-CA-
test.crl u Haxare «/la». B mpotuBHOM cnydae Haxath «HeT» W TPOAOIIKHTH BBIOOP

HeoOxoaumoro ¢aiina.
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3anpoc

B darine:
I, FATEST\ROOTsveCA-test.crl
HaigeH CRLICOCE

Cy6bekT: ROOTsvc-CA-test, GUBZI, PKI, region, cbr, ru
Cep.Homep: 38 (26)
Beimywer: 11/04/2022 .,
Cregyiowes o6HOBNEHWE: 16/06,/2024 I,
Authority Key |dentifier:
FTBe02D005A657966A261 DABBS0ETEOI4608664E

JoBasute COC B nok. xpaHunnwe?

ceprudukara, ciemyer HakaTb «OKy.

B oxne «Hactpoiika PKI nons3zoBatens» Haxath «COXpaHUTDY.

TlosaBusiieecs

Hactpoiika PKI nonesosarena ? had

Ofiwwe | crL UPDATE | ocsp |

CepTUdUKaT NoNb30BaTENA:

¥509-CepTudmkat
CyfuexT: ddl@factor-ts.ru, 09,1, 4599993999, CLIENT-TEST, 45, KSTSHKER
WsnaTens: CEPSsvc-CA-test, CEPS, PKI, region, cbr, ru
JOeitcTerTenen: © 18/10/2022 r, no 19/10/2037 .
CepuitHbii Homep: 40601890 196896F4 94501240 634E6568
HasHaHeHnA(pacumpertbie); HEMSBECTHOE PACMPEHHOE MCNONB30SEHUE KA
Key Usage: DigitalSignature, NonRepudiation, KeyEncipherment, DataEncipherment, K
Omnesatork SHA1{Thumbprint): DAQ574A5 C3179528 CE9537E6 2372C27D 6E0DGC4AS
OTnedaTorx MD5: SDODA4D 1 03142006 C304849A 64579A89
Authority Key Identifier: 0A1890153C9A9A98DEC31A8D 3A3DDA 1BEG092389
Subject Key Identifier:

YCTAHOBWTE MMYHBIA cepTidiaT

-

MpeaynpeaaTs of oKoHYaHWK cpoka AeicTENA cepTHdmKkaTa | 3 AHeil

COXPaHUTb

YCTAaHOBKH  TCKYLICTO

coobmenne «OmubKka TMOoJydeHus: cepTHU(HUKaTa MOJb30BaTeNs U3

XpaHWJIMIIa» MOKET BO3HUKATH B ITPOLECCE HepBHqHOﬁ HaCTpOﬁKH PCKBU3UTOB IMOAKIIFOUCHUS Ha

stane BBoga cepTudukara u CAC YII. He siBisiercst KpuTHUYeCKO# OIMOKOH U 1ociie COXpaHeHUs

BCEM LIENOYKH CepTI/I(l)I/IKaTOB B XpaHWJINIIC CepTI/I(I)I/IKaTOB OOJIbIIIE HE MOSBIISCTCA.

DISEC: OLUWMBKA >

Owmbka NONYHEHMA CEPTUHNKATA NOALSOBATENA W3 XPAHUAMLA

Haxatp «Ox». Byner BoimonHeH Bo3BpaT B OKHO «PexBusuthl momxmouenus (CD-

TUZO1)».
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PexBusuthl nograrouerns (CD-TUZ01) ? e

Obwme ] Mapavetper  Be3onacHocTe IBEnaum I

HacTpoiika PKI Ans noKansHoro Nonb3oBaTens:

HacTpouTh ...

CyBbekT NoKansHoro cepTudMKaTa

CM=CLN-459999999999, C=RU, L=KSTSHKER, STREET=45,
O=CLIENT-TEST, OU=4599999999, T=09. 1, E=dd @factor-ts.ru

WspaTens nokansbHoro cepThdikaTta (X503)

‘ DC=ru, DC=cbr, DC=region, OU=PKI, OU=CEPS, CN=CEPSsvc-CA-test

Mockinka nokanbHoro cepTudkaTa (Mg sampocy -

HacTpolika PKI Ans onnoHeHTa:

BeibpaTe cepTUdHKET
OnMoHEHTa

CyBbekT cepTHMKaTa ONNNoHEHTS

WzaaTtens cepTudmkaTa onnoHeHTa (X500)

I” 3anpocuTh cepTMGMKAT oMMoHEeHTa

MposepuTe
OK OTmeHa

Haxatp xHONKY «VTHUIIMAIN3UPOBATHY.
3.3.5. 3arpy3ka cepruukara noqruuHeHHOro Y1

Z[J'ISI 3arpys3Ku CepTI/I(l)I/IKaTa IIOAYMHCHHOI'O YI—[ CJIeayeT CHOBAa B OKHC «PeKBU3UTEI

nonkitouenus (CD-TUZ01)» naxars kHonky «HacTpoutsy»

PekeuzuTel nogenrouenuna (CO-TUZ01) 7 x*

OEIJJ.ME] MapameTpel BEs0MacHocT lBanauM ]

HacTpoiika PKI ANns NoKanbHoro NoNb30BaTenA:
CyBberT noKanbHoro cepTHhMKaTa

CN=CLN-455999999999, C=RU, L =KSTSHKBR, STREET =45,
O=CLIENT-TEST, OU=4599999999, T=09. 1, E=ddl@factor-ts.ru

WzaaTens nokansHoro cepTudwkaTa (X509)

| HHMLU"EJ'IM3MDOBETI:

DC=ru, DC=cbr, DC=region, OU=PKI, OU=CEPS, CN=CEPSsvc-CA-test

MoCbINKa NOKANBHOrD CEPTMHMKATE m

HacTpoiika PKI ans onnoHeHTa:

BrifpaTs cepTudwmkaT
OMNOHEHTE

CyfbexT cepTUdMKaTa onnNoHEHTa

WMspaTens cepTudwmKkaTa onnoHeHTa (X 500)

[ 3anpooiTe cepTMGMKAT onNoHeHTa

MpoBepHTE
OK OTMeHa

B OTKPBIBHICMCS OKHE ((HaCTpOﬁKa PKI moas3oBaTens» cTaHeT AOCTYIIHA KHOIIKa «Pabora

C XpaHWJIHIIAMU CEPTHU(PUKATOBY



23

Hactpoiika PKl nonezoeatena ? X

Ofiwve | cRL UPDATE | ocsp |

CepTudmKaT nonb3osaTensa:

¥509-CepTidukaT
CyfbewT: ddl@factor-tz.ru, 09. 1, 4599999999, CLIENT-TEST, 45, KSTSHKER
Wspatens: CEPSsvc-CA-test, CEPS, PKI, region, cbr, ru
OeiicTeMTeneH: ¢ 18/10/2022 . no 19/10/2037 .
CepuitHelil Homep: 40601890 196396F4 94501240 634E656E
HazHaqeHus (pacluMpentiie): HEMSBECTHOE PAClUMPEHHOE MCNONLE30B3HHUE KN
Key Usage: DigitalSignature, NonRepudiation, KeyEncipherment, DataEncipherment, K
Ornevartox SHA1{Thumbprint): 0ADS74A5 C3179528 CE9537E6 2372C27D 6EODGC43
OTtnedatok MDS: SDODA4D] 03142006 C304849A 64579A89
Authority Key Identifier: 0A1890153C3A9A58DEC31A8D 343DDA 1BEGDS 2363
Subject Key Identifier:

Y CTAHOBMTE MAHHEIN CEpTHUhMKAT |

PaboTa c© xpaHunvamK cepTidMKaTos |

[ 3awumiTe ¥paHnnuiwe cepTudMKaTos KopHeskx YL, umiToBcTasKor

MpeayrpexaaTs of 0KoHYaHUM CPOKa AefCTEMA cepTudukaTa | 3 AHEd

OTmeHa

Haxxatp kHOTIKY «PaboTa ¢ XpaHuimmamMu cepTu(GukaToBy.

PaBoTa ¢ xpaHuanwammn cepTnhnKaTos ? X

CepTHhMKaThl lCnmcm OT3RIES ] KopHeseie ¥1| ]

lAma | KeM BelnaH CpoK AeicTEMA
CN=CLM-459999933399 CN=CEPSsvc-CA-test 18.10,2022 - 19,10.2037
CN=ROOTsvc-CA-test CN=ROCOTsvc-CA-test 16.03.2022 - 17.06.2039

LobaenTs | YoanTe 3KCcnopT

CoxpaHWTE XpaHumwe | [LobasuTs U3 daina xpaHuiiua |
QK

Cnenyert HaxaTh KHOIIKY «Jl00aBuTh», HaiiTu 1 BeiieauTh HA OMHMU daiin ceprudukara

nogunnénnoro Y11 (B mpumepe ato CEPSsvc-CA-test.cer).
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<

B ' BeiBepuTe cepTudmnkat ? X
AupexTopua | OfbexT | DopHat | WHopmaLws | Cep.HomepMma
. [DIR] F:\TEST)
F:\TEsTy [ CEPSsveCAtesteer JCPR  JFTEST\ | |
F:\TESTY, CLN-459999999999,cer  CER FiNTESTY
F:{TESTY, ROOTsvc-CA-test.cer  CER F:\TESTY

OTHeHa

>

L

Janee cnenyer HakaTh KHOTIKY «BwiOpaThy». Jlanee Oynet BhIBEACH 3arpoc Ha J0OaBICHNE

JaHHOI'O CepTI/I(I)I/IKaTa B XpaHWJIMIIC JOBCPCHHBIX CepTI/I(I)I/IKaTOB, CJICAYCT HAXATb «Z[a».

3anpoc

B daiine:
I FATEST\CEPSsve-CA-test.cer
T HaWgeH cepTudukaT

X509-CepTUgrKaT
CybbekT: CEPSsve-CA-test, CEPS, PKI, region, cbr, ru
MzpaTtene: ROOTsve-CA-test, GUEZI, PKI, region, cbr,

Aencrentened: ¢ 16/03/2022 r. no 17/06/2039 r,
CepwiHmn Homep: 40601690 FB6628E9 96215FE4
6231E658
HaszHaueHWA[pacwWpeHHwe): <Bcex
Key Usage: DigitalSignature, NonRepudiation, KeyCertSign,
CRLSign
Otneuatok SHAT[Thumbprint): SFACF373 OEAS14TA
A36327D6 692439EE BIBFEETE
Orneyatok MD5: OAES513F S0EGE3OS5 62A23998 994F 3624
Authority Key Identifier:
FTBE02D005AG5TI66A2E1 DABBS0ETEG34608B64E
Subject Key |dentifier:
041890153C9A9A9BDEC31ABD3A3DDATBERDD2IE9

No6asnTe ero B XxpaHUAnLWLE CepTUhNKaToB?

Ceprudukar nogunaéaroro Y1 6ymer nobasnen B xpanmmuiie. Ha Bknaake «CepTuduxaTsy
JOJKHO OBITH 3 cepTuduKaTa — MUYHBINA cepTudukar Knuenra, kopHeBoii cepruduxar VI u

cepTudUKaT mpoMexxyrounoro YII.
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PaBoTa c xpaHuAnLEaMKn cepTUgUKaTOR ? x

CepTudwmkaTel | Criacki oT3RIES I KopHeskie ¥1| I

Mra | Kem BEIaaH | Cpox aeiicTana |
CM=CLMN-4592999999999 CM=CEPSsvc-CA-test 18.10,2022 - 19,10, 2037
CN=ROOTsvc-CA-test CN=ROOTsvc-CA-test 16.03.2022 - 17.06, 2039
CMN=CEPSsvc-CA-test CN=ROOTsvc-ChA-test 16.03,2022 - 17.06,2039

Yaanute | SKcnopT |

CoxpaHuTe XpaHunuwe | NobaenTs 13 haina xpaHrunuwa |

0K | OTHEHUTE |
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3.3.6. 3arpy3ka CAC noguunénHoro Y1

st no6aBnenus CAC nmogunnénnoro Y1l cinenyet nepeiitu B 3akianky « CIIMCKHA OT3bIBaY

okHa «PaboTa ¢ XxpaHunuamMm cepTUUKATOB» U HAXKATh KHOMKY «Jl00aBUTHY.

PaBota c xpaHuanwamn ceptudukaros ? x

CepTudmkatel  CrMcKM oT3bIBa ]Kngesue v ]

KeM BblnaH | JeiictBuTen... | Crenyiowee ... |
CN=ROOTsvc-CA-test 11.04.2022 16.06.2024

i NobasuTe | Yoanits SkenopT

COXpaHWTE XpaHunmwe | lobasuTs 13 daina xpaHuamwa |

CK OTMEHWTE

Byner BeiBeneHo cooOmienne o Tom, uto B Karanore HaiinmeHn CAC. YOemutbes, 4To

npeiaraembiii k 3arpyske CAC npomexyrouroro YII — daitn CEPSsvc-CA-test.crl u Haxarn

«la». B mpotuBHOM citydae HaxkaTh «HeT» u mpoaomKuTh BIOOp Heobxoaumoro (aiina.

3anpoc

B Tekyweit anpextopun HAWJEH daiin co cnnckom
l '\, OTO3IBAHHBIX cepTugukaTos (CRL)

FATESTA\CEPSsve-CA-test.crl
JoBaBnTe CNWCOK B XpaHunuwe?

HaxmwuTe "HeT' gna npogonxeHWa subopa

[Tocne sToro mporpamma cooOLIUT O TOM, 4TO B (aiije HaliJleH CIIMCOK aHHYJINPOBAHHBIX

ceptudukaToB nogunHeHHoro YII.

3anpoc

B daine:
I'-\ FATESTVCEPSsve-CA-test.crl
HaiigeHn CRL(COC):

Cy6bekT: CEPSsve-CA-test, CEPS, PKI, region, cbr, ru

Cep.Homep: 11 (b)

Boinywen: 11/04/2022 r.

Cnegywwee o6HoBneHMe: 16/06/2024 r.

Authority Key |dentifier:
0A1890153C9A0A9BDEC31ABD3A3DDATBEGDO23E9

Ao6aenTe COC B NOK. XpaHunuwe?

Cnenyer Haxatb «{a».
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PaBoTa ¢ xpaHnanLwamMm cepTudmkaTos 7 X

CepTudukaTtel  CNvcki oT3wiBa l KopHessle Y1 ]

Kem BolaaH | AeicrerTen... | Cnegyrowee ... |
CN=ROOTsvc-CA-test 11.04.2022 16.06.2024
CMN=CEPSsvc-CA-test 11.04.2022 16.06.2024

¥oamTe SKmopT

COXpaHuTE XpaHunuwe | LoBaBKTE M3 DaEKNa XPaHUnMWLE ‘

QK. OTMEHUTE

Ha Bxnagke «Crucku 0T3bIBay JA0KHO ObITh 2 criricka — CAC npomexyrounoro Y1 u

kopuesoit CAC).
ITo oxonyanuu no6apnenus ceprudukatoB 1 CAC Heobxomumo Haxkath «OK» u nanee

«CoXpaHUTDY.
3.4. Hactpoiika aBTromatudeckoro ooHoBaenuss CAC

Jns HacTpoiiku mexaHu3zma aBTromaTudeckoro oOHoBieHuss CAC HeoOXOoauMo TMeperTdH Ha

BKianky «CRL UPDATEy.

Hacrpoiika PKl nonezoeatena ? *

Ofuwme CRLUPDATE | ocse |

[¥ OTknoumTs oHosnere COC(CRL)

-

URI (HTTP /FTF/LDAP) Touku pacrpegeneHina cncka oTssea (CRL): Cnpasxa no LRI

_tomsosi_|
o |
e |

s |

I[J'ISI AKTHUBAIlMU CCpBHUCA H606XOI[I/IMO CHATDH T'aJIKy C ITYHKTOB «OTKIIIOYUTHL OOHOBIICHHE

COC(CRL)» u «BBINONHUTH 10 YCTAHOBKH TYHHESI».
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HacTtpoiika PKI nonbzoBaTens ? X

Obupe CRL UPDATE | ocsp |

[~ OTkounTe obHoBNeHne COC(CRL)

I~ b URT CDP u3 cepTud

URI (HTTP/FTP/LDAP) Touku pacnpegenenus cniucka otssiea (CRL):  Cnpaeka no URI

[ HacTpowTe cucok URI

[~ BbiNoAHWTE 40 yCTaHOBKM TyHHENS [v' BbinonuTL Nocne ycTaHoBKM TyHHeNs

ObHoenTe CRL I
MpuHATE |

OTMeHa



[Tocne akTUBaIK MeXaHU3Ma HEOOXOIMMO HACTPOUTD Y3JIbl, C KOTOPBIX OYIYT MOTYYESHBI
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OOHOBJICHHS CITUCKOB OT3bIBA. J{11s1 coequHenus ¢ nepBeiM 00bekToM URI OyayT cnepyromumu:

HammenoBanue Cpena Hasznauenune URI
y371a cepruduxara
KC TII KEP TecroBas | Kopueoii http://172.21.5.57:9099/tsh/crl Y'Y .crl
IepPBOro o0beKTa I[MogunHEHHBIH http://172.21.5.57:9099/xx/crlYY .crl

rae XX — 3To HOMCp pCTrrUOHa. I[a.nee MO0 TEKCTY B Ka4e€CTBEC IpUMeEpa ﬁyI[eT HCIO0JIb30BaATbHCHA

HOMEP MOCKOBCKOI0 peruoHa (45).
rae YY — 3To HOMEp CepuH.

Jia nactpoiiku nanHbix URI HeoOxoaumo Haxath kHOMKY «Hactpouts cimcok URI».

Hactpoiika cnucka URI ? X
Crimcok: URI
Hom... | Mpo... | Morwd | Map... | IP-a... | Mopt Nan... | Wma...
Beepx
BHus
| |
QumcTite BCE
QK | OTmeHa
Haxxatp kHOIIKY «J{00aBUTBY.
Hactpoiika URI ? X
MpoTokon
HTTP -
IP-agpec MopT
MapaMeTphl 8y TEHTURMKELIKM
TNorux: MNaponb:
I Mokasats napons
NupexTopus WA daina
I

[Ipu 3aronHEeHNN NoJIel OKHa:
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B ntoie «IIporokon» Heooxoaumo ykazats « HTTPy,

B nosie «IP-aapec» ykazarp «172.21.5.57».

B nosie «Jlupexkropus» ykaszarb «tsh»;

B nosie «Mms daitmay ykazare «erlY'Y.crl», roe YY nomep cepun;

B niosie "Ilopt" ykazars "'9099"".

Hacrpoiika URI ? X
MpoTokon
mE -
IP-agpec MopT
| 172.21.5.57 9093
MapaMeTpel 3y TEHTHOMKALIM
NoruH: MNapone:

[~ Mokasats napons

OvperTopua Wna dafina

| tsh arl.cr]

Haxarp kHonky «OK». Haxartb kHonKy «/{00aBUTHY.

Hacrpoiika URI ? *

MpoTokon
HTTP -

IP-anpec lMopT

MapaMeTpel &y TEHTUOMKELIN

NoruH: MNapons:

[ MNokasaTs napons

NpexTopua MR daina

[Ipu 3anonHEHNHN MTOJEN OKHA:

a)
6)
B)
r)
JI)

B nosie «IIporokon» Heobxomumo ykazate «kHTTP»;

B noJie «IP-agpec» ykazatp «172.21.5.57»;

B noJie «JIupeKkTopus» yka3aTb KOJ peruoHa, 11 MOCKOBCKOTO peruoHa - «45»;
B nonie «Mms daiinay ykazats «crlYY.crl», roe YY Homep cepuu;

B nosie "[Topt" ykazats "'9099".
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Hacrpoiika URI

MpoTokon
[mE -]

IP-agpec

MopT

| 172.21.5.57

I 9099

MapaMeTpbl 8y TEHTUDMUKALIM

Norud: Maponk:
™ Nokasate naponb
LupexTopus Wns daiina
arl.erl

|45

Haxate «OK».

OTMeHa |

[To oxOHYaHUKM HACTPOMKH JTOJKHO UMETH CIICIYIOIIUI BUI.

Hactpoiika cnncka URI

Crmcor URI

Hom... ‘ Mpo... | TNorud | IP-aapec

| MopT Man... | Wma... |

172.21.5.57

1
7 4 172.21.5.57

LobasnTe |

WsmeHuTs |

9093  tsh arl.crl
9099 45 orl.arl

Beepx |
BHuz |

Yaanute |

o ]

Quncruts BCE |

OtmeHa

Haxats «Ox».

B pasaeiie «be3omacHocTh» HCOGXOI[I/IMO YKa3aTb CepTI/I(I)I/IKaT OIIIIOHCHTA. I[J'ISI 9TOro

HE00X0/IMMO HaXkaTh KHONIKY «BbIOpaTh cepTudUKaT ONIMOHEHTa.
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Pekeunsntel nograrovenna (CO-TUZ01)

Obwme ] MapameTpwl BesomacHocTs lBanal—m ]

HacTpoiika PKI Ana nokansHoro nonb30saTens:

| HacTpoWTb ... | | WHuanmsnposaTh

CyBbeKT NOKANEHOro CEpTUDMKETE

‘ CN=CLN-4559995999999, C=RU, L=K5TSHKBR, STREET=45,

WMznaTens nokansHoro cepTudikaTa (X509)

O=CLIENT-TEST, OU=4599999999, T=09. 1, E=dd|@factor-ts.ru

HacTpoiika PKI AnA onnoHeHTa:

CyfbekT cepTMdMKETa oNMNoHEHTa

‘ DC=ru, DC=chr, DC=region, OU=PKI, OU=CEPS, CN=CEPSsvc-CA-test

Mocbinka NoKansHoro cepTudMKaTa ’m

WzaaTens cepTudmKaTa onnoHeHTa (X500)

[™ 3anpoorTs cepTidmKkaT onnoHeHTa

MposepuTe

Ok

OTmeHa

B xauectBe cepTudukara onmoHeHTa OyeT UCI0Ib30BaThCsl KOPHeBO cepTudukar YII.

Hns osroro cnmemyer B cnucke Ha 3aknaake «Ceptudukarby  BBIOpAThH

cepTadHKaT

CN=ROOTsvc-CA-test neBoii ki1aBUIIEH MBIIIN, HAXATh KHOMKY «Bb10paTh» 1 3aTeM «OK».

PaBoTa ¢ xpaHunnLLaMK cepTdMKaTos ? X
CepTidmMKaThl ] Cnucku oT36IBa ] KopHeBele ¥, ]
| Wma | Kem BoinaH | Cpok AeifcTEMA
CM=CLN-459999999999 CN=CEPSsvc-CA-test 18,10,2022 - 19,10,2037
CM=ROO0Tsvc-CA-test CN=ROOTsvc-CA-test 16.03.2022 - 17.06.2039

CM=CEPSsvc-CA-test CN=ROQTswc-CA-test 16.03.2022 - 17.06,2039

COXPaHUTE XpaHunuwe | LoBaEnTe us daiina XpaHunuwa |

Ok

BribpaTe | [obaBnTE | YaaniTe SKCnopT

OTHEHWUTE

[To okoHUaHnum HacTpoWKH BKiaaka «be30macHoCTh» OKHAa «PEKBU3HUTHI MOJKIOYEHUS

(CDTUZO01)» nomkHa UMETh CIEAYIOITNI BUI:
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PekensuTel nogrntodenna (CO-TUZ01) ? >

OBwme | MapameTpel BE30nacHocTE |3anal4w I

—HacTpoitka PKI ans noKanbHoro Nob30BaTens:

| HacTpouTs ... I | MHULMANMSMPOBETE

CyBLeKT NOKaneHoro cepTHhMKETa

CMN=CLN-4559999999595, C=RU, L=KST5HKBR., STREET =45,
O=CLIENT-TEST, OU=4599335993, T=09. 1, E=ddl@factor-ts.ru

MzaaTens NOKanEHoro cepTHbukaTa (X509)

DC=ru, DC=cbr, DC=region, OlU=PKI, OlU=CEPS, CN=CEPSsvc-CA-test

MockINKa NoKaneHoro CEpTHEMKETS Ino sarpocy ,,I

—HacTpoiika PKI ana onnoHeHTa:

BrIbpETE CEPTUDMKAT
ONNoHEHTA,

CyBbexT cepTUdMKETE ONNNOHEHT S

MzgaTens cepTudMKaTa onnoHeHTa (X500)

DC=ru, DC=cbr, DC=region, OU=PKI, OU=GUBZI, CN=ROOTsvc-
CA-test

¥ ZanpocuTe cepTHbHEaT onnoHeHTa

MpoBepMTH |
QK | CTmMeHa |
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3.5. IIpoBepka HacTpoek

Crenyrommm miaroM HEOOXOIUMO TPOBEPHUTh, YTO BCE HACTPOHKHU MO JT0OABICHUIO
cepTru(UKaTOB BHIIOJHEHBI IPABUIIbHO. /{7151 3TOr0 BO BKIIajKe «be30nacHOCThY CclielyeT HaXaThb

KHOIIKY ((HpOBepI/ITB». ITocme HEKOTOPOIr'o OKUIAAaHUA IIporpaMMa BeIAACT YBEIOMIICHHUC.

DiSec *

Mpoeepka cepTugrkaTos MNogenwoygeruna [CO-TUZ01]
l . EBwinoaHeHa YCMEWHO

BHUMAHHUE! Eciu Boigaercs cooduieHue 06 ommoKe ciaeayer elle pa3 npoBepuTh
BCe MIATHHACTOSAIEH HHCTPYKIHMH.

Hanee cnenyer BwIiTH M3 BkiIagku «besomacHocTh» HakaB KHONKY «Ox». [lomxen
HOJIYYUTCACIEYIOIINNA PE3yIbTaT.

MoaknoueHna

? >
PECypcsl NOAKMOYEHMI

HassaHue
CD-TUZ01

AsTo-HoHHeRT
1]

| Tun TyHHens

1P-anpec(FQDN-... | Ayrerntnducaus | Ul

AnH. TKEv1 172.21.5.26 PKI: CN=DR-45..,

Brs

3KcnopT
Wmnopt

AsTo KoHHexT

++ BKI.
— Buikn,

BribpaTe
BCE
<

>
[NobaeuTe | WsmeHuTE Yaanute

Aybne

OUNCTUTE
MapaMeTpel ABTO-KOHHEKTa
MaKC. YACAO MonbIToK

HMCno Lknos: 2 I~ Mo ouepean
OOHOMO NOAKMOHEHHA 100 2 *

MpUHATE

oK | Mpepsatb
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JleBoii ky1aBUIIIEH MBIIIY BBIIEIUTH MOAKIIOUEHUE U HaXaTh «J{yOiby.

Mognrouerun

Pecypcsl NoAKMOHEHi

I AsTo-+0oHHEKT

| Tvn TyHHENA

0

Hasearne
cD
DU Z

JwH, IKEv1
AwH. IKEV1

| IP-anpec(FODN-... | AyTeHTudmKaws I L
172.21.5.26
172.21.5.26

-~

Brifipate
BCE

< b3
NobasuTs W3MeruTs YaanuTs I Lybns I OMUCTHTB.

MapameTpel ABTo-KoHHEKTE

’:'::;::E‘rkgmm'; IE HMCND LHKNDS: Iz_ I Mo ouepean

MpHHATE |
oK | Mpepsate
Haxartp kHONIKY «VI3MEHUTHY.
PekBranTel nogrnovenna (DUP_CD-TUZ01) ? *

OBume |I'Ia|:|aMET|:|b| | BesonacHocTb | 3anaum |

TN NoAKnNHoYEHA

I JAuHamdecaid TyHHens IKEv 1
HassaHHe NoaKMoHEHIs:

| buP_co-Tuzo1

Agpec (IF) Cepsepa VPN:

| 172.21.5.26

¥ 1Pyd

—Ueneseie obberTel (QOCTYNHEIE peCYpoel):

¥ 3anpooits [P-noacets (MODE_CFG) Mook b EEKToE

—PaboTa C CETEBLIMM NaKETaMK

—

YCTaHABNWBATE TTL NPH TYHHENMPOBEHMM

rMpoBepka EX04AWNK MEKETOE
¥ BrmouTs 3awmTy oT Replay atak

I 512 Matc, Owmbiok
B SYSLOG
I 100

Pazmep AMTI-Replay

o

CTaHaapTHeIR I

OTmena |

Matc, Ownbok
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CrnenyeT NpUBECTH K CIEAYIOLIEMY BUIY:

Pexeusntel nogentoyenna (CD-TUZ02) ? *
Ofiwme ]I‘Iapane'rpb\ ] BesonacHocTe ] 3apaqm ]
TN NoAKNKYERUA
| [OMHaMAHECkM TyHHENs IKEV1
HassaHke noaknoYeHns:
| co-Tuzoz
Anpec (IP) Cepeepa VPN:
| 172,21,5.34] =
Ligneekie ofberTrl (A0CTYMHEIE pECYpCE):
W 3anpoouTe IP-noaceTs (MODE_CFG)
FaboTa c ceTessM1 NaKeTam
YCTaHAENMEATE TTL MPH TYHHENMPOBAHWA 32
TMpoBepKa BXOAAMX NAKETOE
¥ BratoumTe sawwTy ot Replay atax
Pazmep ANTI-Replay 512 Matec. Owmbok 20
B SYSLOG
Marc. Oumbor 100
CTaHaapTHBIE

Jlanee HeoOXoauMO mMepedTH BO BKIAAKY «be30macHOCTh» Jajnee HakKaTh KHOIKY

«Hactpoute» u mnepeiittu Bo Bkinanky «CRL UPDATE» u naxare kHonky «HacTtpouTs

crmcok URIy.

HacTpoiika cnucka URI 7 X
Crwmcox URT
HoM... | Mpo... | Morkwd | Nap... | IP-a... | MopT Man... | Wma...
Beepx
BHis
|
OuncTiTs BCE
OK Otrena |
Jlanee  HeEOOXOIMMO  TPOU3BECTH  KOPPEKTUPOBKY  CIEAYIOUIUX  HACTPOEK,

KOPPEKTUPOBKAHACTPOEK BBIMOIHIETCS] BBIOOPOM 00BEKTA U HaXKaTh KHONKY «3MEHUTHY.

Ha3nauenwue
HaumenoBanue y3na Cpena cepTudrKata URI
KC TII KEP | TecTosast Kopnesoii http://172.21.5.58:9099/tsh/crl10
crl
0
BTOpOTO 0bheiTa [MogunHEeHHbIH http://172.21.5.58:9099/45/crl10.
crl

Jlnst kopHeBoro cepTudukara Nel ykazbIBaroTCs ClIeIyIOLIIe

HACTPOUKHU:

a) B mone «I[Iporokom» Heo6xomumo ykazatb « HTTPy;
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0) B mone «IP-agpec» ykazatp «172.21.5.58»;
B) B noie «/lupexropus» ykazath «tshy,
r) Bmnone «Mwms ¢aiina» ykazats «crlYY.crl», rae YY nomep cepuy;

n) B moie "I[lopt" ykazats ''9099".

Jiis momuuHeHHOTO cepTudukara No2 yKa3pIBalOTCS CIIEIYIONIHE
HaCTPOUKHU:
a) B mone «I[Iporokom» Heooxomumo ykazatb « HTTP»;
0) B mose «IP-aapec» ykazatp «172.21.5.58»;
B) B moie «/lupexkropus» yka3zaTb KOJA peruoHa, 1is MOCKOBCKOro peruoHa - «45»;
r) Bmnoiae «Mwms ¢aiina» ykazats «crlYY.cerl», rae YY nomep cepun;
n) B none "[lopt" ykazars ""9099".

ITo oxoHuaHUM HaCTpOﬁKH HAOJIKCH IMOJTYYUTCA CJ'ICIIYIOH_II/Iﬁ pe3yibTar:

HacTpoiika cnucka URI ? *
Crmcor. URI
HoM... | Mpo... | Norud | IP-agpec MopT Man... | WMA...
1 HTTP 172,21.5.58 9099  tsh ol.crl

2 HTTP 172.21.5.58 9099 45 al.cl Beepx
BH3

LobaenTe WameruTe ¥AanuTb
OumcTTe BCE
Ok | OTMEHE

Haxars «OK». Haxate «Coxpanutb».Haxxate «OK».

IIo okoHuaHUM HaCTpOﬁKH JOJIKCH OBITH CJ'ICJIYIOIJ_II/II‘/'I pe3yibTar:



38

Pecypce! MOAKMKHeHH

[F—— ABTO-KoHHEKT | Tun TyrHens 1P-aapec(FQDN-... | Aytermndmaups | |
CD-TUZ01 ] [vm. IKEvL 172.21.5.26 PKI: CN=DR-45...
CD-TUz02 Q AuH, IKEv1 172,21.5.34 H O
CD-TUZ03 a AuH. IKEv1 172.21.5.42 : D
CD-TUZ04 ] [vm. IKEvL 172.21.5.50 PKI: CN=DR-45... BHi3
SkcropT
WrnopT
AsT0 KoHerT
++BKJT.
- Beikn.
BuifpaTte
BCE
< >
[AobasiTs VismeriTh YaanuTs Aybns OuMCTHTE

MapamMeTpel ABTo-KOHHEKTE

MaKe, uicno nonsitorx 100 Yucno wnos: 2 [™" Mo ouepean
OfIHOTO NOAKIIOHEHMS

MowrsTs

oK | MNpepsate

BHUMAHM E! OcrajnbHble NOAKJIIOYEHUSA HACTPAMBAKOTCH AHAJOTHYHBIM CIIOCOOOM.
Bce IP-agpeca NOAKJIIOYEHU I NpHUBeIeHbI B pasaeie
«O01mMe cBeIeHUN.
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5. 3amyck CK3U «DiSec-W»»

g

[Tocne ycranoeku u Hactpoiiku CK3U crnipaBa BHHU3Y 3KpaHa MOSBUTCS 3HAYOK N,

HCO6XOILI/IMO HaBECTU Ha HEro KypCOp MBIIIKM H HpaBOﬁ KJIaBUIIIECH MBIIIN BEI3BATh

KOHTCKCTHOC MCHIO.

MogrntounTeca

OtenrounTeca
CocToanue

Hactpoiika

MpoeepuTe CepTUdUKATEI
KypHane

JAuarHocTuka

MpoTokon cetn

Cnpaeka

O nporpamme

Brixog

BBI6paTI> IIYHKT ((HOI[KJ'IIO‘II/ITBCH», IIOCJIC YCT'O OTKPOCTCSA OKHO «IToAKIHOUNTHCS Y.

MoaxnrosuTeca ? *

CricoK pecypoos NOAKNIOHEHNA

A - | Havars

Mpepsate WK Yecno [_
RONSITOK
Ycno 1
el
[~ BeiBoanTs okHO AMArHOCTIHECMX cooBWweH? ™ Mo ovepean

[[anee HYXXHO YKa3aTb KaKHUC TIOAKIHOYCHUA 6YIIYT BBIIIOJHATHCA, HJISI OTOr'0 CJICAYCT
PAaCKpLITH I1OJIC «Crmcok PECYpPCOB MOAKITOYCHUA.

MoaxnroynTtecs 7 *

CrncoK pecypoos NOAKMIOYEHIA

A | Hauats

Mpepsats wikn “ucno [ m
MONGLITOR
Yicno 1
LHKN0B
[~ BeiBoAMTH 0KHO AMArHOCTHHECKIX COOBULEHI ™ Mo ouepean

B packpeiBiiemcst cucke cieayeT oTMeTHTh Bce o0wekThl (CD-TUZO01, CD-TUZ02,
CDTUZ03, CD-TUZ04).
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MoaxnroumnTeca ? X

CrMCOK PECYPCOB NOAKMIOHEHNS

[ co-Tuz01,c0-TUZ02,CD-TUZ03,CD-TUZ04 ~ | Hewam |
V¥ cp-Tuzo1
 co-Tuzo2 mn"’b'fm [ 100
v co-Tuzo3
Yucno 2
LWAKNOB
[V BuiBOAMTE OKHO AMArHOCTUHECKMX COOBLLEHIA [ Mo ouepean

Jlanee B 00s3aTebHOM MOpPSAKE HEOOXOJMMO yKaszaTh B Mojie «YUCIO MOMBITOK»
KOJIMYECTBO TepenoakioueHnit (pekomenayercs 100) Ha ciydail oOpbIBa CBSI3M WM COOs B
nporecce OOHOBJIEHMs KIO4eBoi uHpopmarmu  (rekeying), KOTOpBIA MPOUCXOIHUT
aBToMatuyecku kKaxzapie 40 munyr. 3HaueHue mnois «YMCIO LMKIOBY» PEKOMEHIYETCS
yCTaHOBHUTH B 2. B ciydae, ecnu ycTaHOBIIEHHOE KOJHMYECTBO TOIBITOK M ITUKIOB OyneT
UcYepnaHo, TO Mpoleaypa MOIKIIOYEHHUS OyIeT OCTaHOBJIEHA JI0 IMOBTOPHOTO 3aIrycKa
Omneparopom.

J1i1st BU3yabHOTO KOHTPOJISI COCTOSIHUS COSIMHEHUI PEKOMEH/TYeTCsl YCTAaHOBUTD TaJIKy
«BBIBOAUTH OKHO IMarHOCTUYECKUX COOOIIICHUIN.

Jlanee HeoOxommMo HaxaTh KHOMKY «Hawatb», mocrne sToro OyneTr 3amylieHa

npouenypa nogkirouenus k yznam TLI KBP.

[[CD-TUZ0111: I npoBepKa ycnewno ~
[[CD-TUZ01]): foxaisuag npoBEpKa CEPRUSUKARA ONNOHEMRS EHNOAHEHA YCHEWHO
--------- YCTAHABIMBANTCA MOPKINYEHKS NO CNMCKY: (CD-TUZO1.CD-TUZ02. CD-TUZ03,CD-TUZ04] (ucAO WuxAoB=1. nOmMMOX gAR Ogi020+100. no osepegu<HET)

8:49:02 [[CD-TUZ01])
Onnowexn: 172.21.5.26 (IPvd)
Tun ngmear: Hux

Tumnean: 192.168.57.152 —> 172.21.5.26 (NTU=1500)

26-04-2022 18:49:02. 88! (= n
26 CD-TUZ01]): OBwobsenue CRL u NpoBepxa cepmupuxance
6 Cl 1

1 14
3055 18.43 03896 141
-2022 18:49:02.911: [[
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D-TUZ02
Onnowexn: 172.21.5.34 (IPvd)
Tun ngmesn: fun
22 18:49:02.958: [[CD-TUZ02)): Tymmenn: 192.168.§7.152 —> 172.21.5.34 (NTU=1500)
2 18749102958 [[CD-TUZ02]): OSwoBaewue CRL u lpcBepxa cepruguxance
2 18:49:02.973; [[CD-TUZ031]
nnnnnnnn 172.21.5.42 (IPvd)

Tun aginess: fux

26-04-2022 18:49.02,989 . ((CD-TUZ03]): Tomxesm: 192,168 21.5.42 (NTU-1500)
26 2 18:43:03 [[CD-TUZ03]): OBnoBAenue CRL u np:&epxe cepmu@ e
[[CD-TUZ041]
50 (IPvd)
CD-TUZ04 ‘ynnesn: 192.168.57.152 —> 172.21.5.50 (NTU=1500)
CD-TUZ04]]: OSMoBaesue CRL u Npodepxa Copmaguonc
CD-TUZO01 auana
CD-TUZO01 nposepxa . yenewio
CD-TUZ01 npogepxa
CD-TUZO01 oo coph. . CHADR-451111113300 (Haganesn: CHeFACTOR TSHCRY_RootSubordinateCA) Onnowein: (Msganeas: CNeFACTOR TSHCRY_RootCA)
8 CD-TUZ01 Hauunaenck ®434 1 IKE(Main Mode)
400! CD-TUZO01 iSec —> Tloggepnxa DED (Axausias )2 Miaareae 10, Tainayn=30, Maxc. owuSox=3, fledcmSue=3axpems)
4:19 CD-TUZ02 auana
4064 CD-TUZ02 npcsepKs  senemio
4.661: [[CD-TUZ02 npogep
4.676: [[CD-TUZO: ok Cepn. . CH~DR-. 451111113300 (loganean: CH- FACTOR TSHCRY_RootSubordinateCA) Onnowewn: (Hsgsneas: CN-FACTOR TSHCRY_RootCA)
4:692: [[CD-TUZ02]): Hawumaencs $A34 1 IKE(M
4.708: [[CD-TUZ02 iSec —> Noggepsxs DED (Amuem i)z Mrneppan=10. Tainayn=30, Maxc owuSoxe3, feucmSues3axpems)
1: [[CD-TUZO3 auana CRL
CD-TUZ03 npogepxa  geneuo
CD-TUZ03 npodepka
CD-TUZ03 oo Coph. . CHeDR-4E1111113300 (Haganesn: CH-FACTOR TSHCRY_RootSubordinateCA) Onnowexn: (Maganess: CN-FACTOR TSHCRY_RootCA)
CD-TUZ03]): Hawunsench $434 1 IKE(Main Node)
CD-TUZ03 iSec —> Tloggepwxa DED (Axnusie gl MunepBa=10. Tausayn=30, Maxc owuSox=3. Heucmsue=3axpeins)
CD-TUZ04 lawana CRL
CD-TUZ04 aposepka gcnewno
CD-TUZ04 npodep) ycnewno
4: [[CD-TUZO4 loxan. coph. - Ol [R—(Slnul]?ﬂu (Maganesn: CN=FACTOR TSHCRY_RootSubordinateCA) Onnomenn: (Magamesn: CN=FACTOR TSHCRY_RootCA)
0: [[CD-TUZO04]]: Hawumaemca $434 1 IKE(Ma
95. [[CD-TUZ041): DiSec -3 Noggepwxa DFD Cixngani) Mynepdar=10. Taimayn=30, Maxc owuSox=3. feicaBue=3axpems) v

6. Cwmena kiaroueBoii unpopmanuu B «DiSec-W»

Cwmena xmoueBoi nH(opMaIuy ObIBaeT IBYX THIIOB!
1) B pamKax TEKYIIEH CEpHH;
2) B paMKax HOBOM CEpHH.

Eciu cMena xirodeBoit HH(bOpMaHHH BBIIIOJIHACTCA B paMKax TeKyH.IefI cepuu, TO
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JIOCTaTOYHO BBITIOJIHUTB TOJIBKO CMEHY cepTU(UKaTa KINEHTA.

[Tpu cMeHe KiIr0ueBOi HH(pOpPMAIMK B paMKaxX HOBOW CeprH HEOOXOIMMO:

— Boiitu B Hactpoiika = I[oakiaroueHus;

- BbIOPATh MOJKIIOUEHHE U HaXKaTh KHONKY «/ly0uib»;

- BbIOpATh BHOBb CO3/IaHHOE MOJK/IIOUEHHE U HaXKaTh KHONKY «V3MEHUTHY;

— BbIOpaTh BKJIa/IKy O€30MaCHOCTh U HaXKaTh Ha KHONIKY «HacTpouThy;

— Ha)KaTh Ha KHOMKY «PaboTa ¢ XpaHWIUIIEM CepTUHHUKATOBY;

— BO BKiIagke «CeprudukaTsl» BBHIOpaTh CepTH(HKAT (HABECTH HA CepTHUUKAT
KypCOp MBIIIM U Ha)KaTh JIEBYIO KJIABUILLY MBIILIN) U HAKaTh HA KHONKY «Y JAJIUTh)», aHAJIOTUIHO
BBINOJIHUTB JUIsl BCEX CEPTU(PUKATOB KpOME cepTH(UKaTa KIMEHTa,

- nepeiitTa Bo Biaaky «Crmcku or3piBay BeiOpaTh CAC (HaBecTH Ha cepTUUKAT
KypCOp MBIIIM U HAKaTh JIEBYIO KJIABHILY MBIIIN) U HAXKATh HA KHOIKY «Y JaJIUTh», AaHATOTMYHO
BBITIOJIHUTH 117151 Bcex CAC;

- nepeiitu Bo BkiIaaky «KopueBele YII» BbiOparh cepTudukar (HaBeCTH Ha
cepTu(UKaAT Kypcop MBIIIN U HAXaTh JIEBYIO KJIABUIIY MBIIIN) U HAXKaTh Ha KHONKY «Y 1aJUTh,
AQHAJIOTUYHO BBIMOJHUTH ISl BCEX CepTU(UKATOB,;

- Ha)kaTb Ha KHONKY «OK»;

- Ha)XaTh Ha KHOIIKY «YCTaHOBUTb JIMUHBIA CepTU(UKAT» U BHINOIHUTh 3arpy3Ky
KJIFOUeBOM MHpOpPMAIK Kak onucano Beiie (moapasaen 3.3 Hactosimeit MHcTpyKImm);

- Ha)XaTh Ha KHONKY «COXpaHUTbHY;

- MOBTOPHO BO BKJIaJKe 0€30MaCHOCTh U HaXaTh Ha KHONKY «HacTpoutsby,

- nepeiit Bo BKiIagky «CRL UPDATE:

- BbIOpaTh TOYKY pPACIpPOCTpPaHEHMsI (HaBECTH KypCOp MBIIIM U HaXaTb JIEBYIO
KJIABUIITY MBIIIIN);

- B OKHe uMs (aiina usmenuts ums Ha CrlYY.crl, rae YY Homep cepun. Haxatp
KHOTNIKY «OK»;

- aHAJIOTUYHO W3MEHUTh UMEHa (hallyIoB BO BCEX TOUKAX;

— Ha)KaTh KHONKY «COXpaHUTHY;

- Ha)KaTh KHONKY «OK»;

- BBITNIOJHUTH MOAKIIOYEHNE/OTKIIOYEHHE K CEpBEPY JOCTYIIA,

- aHAJIOTUYHBIE OMNEpPAIlMK BBIMOJHUTH Ui OCTABIIUXCS MOAKIIOYEHUN (paszen 4
HacTosiel MHCTPYKIUK) U BBIMOJHUTE TPOBEPKY MOAKIFOUCHHIA;

- MOCJIE YCHEIIHOW IMPOBEPKU HOBBIX MOAKIIOYEHUH HAa HOBOM CEpHH,

nonkiouenus Kk THI KBP npexasiaymieit cepunt He06X0AUMO YAAIUTb.
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7. JImarnoctuka pa6orsl CK3U «DiSec-W»»

7.1.  Kypuaasl padorsl CK3U «Disec-W»

B xaramore C:\Program Files\Factor-TS\DioNIS Security\Logs HaxozsiTcs daiiis
xypHasoB padotel CK3U «Disec-W», KOTOpble MOTYT IIOMOYb B JTUArHOCTHKE BO3HHKAFOIIMX
npoOJem:

Disec.log — daiin sxypHana paboTsl (BeIBOAUTCS B 0KHO JIuarHocTrka DiSec).

CrlUpd.log — ¢aiin sxxypuana ooHonenuit CAC.

7.2.  JloctynHoctsb y3i0B THI KBP

Jlns npoBepku Hanmuuus ceteBoro coearHenus ¢ ysnamu TI KBP tectoBoii cpenpbr:

1) 3amyctuts powershell

2) BBIMOJHUTS KOMAH/IJICTHI:

Test-NetConnection -ComputerName "172.21.5.26" -TraceRoute -InformationLevel "Detailed"
Test-NetConnection -ComputerName "172.21.5.34" -TraceRoute -InformationLevel "Detailed"
Test-NetConnection -ComputerName "172.21.5.42" -TraceRoute -InformationLevel "Detailed"
Test-NetConnection -ComputerName "172.21.5.50" -TraceRoute -InformationLevel "Detailed"

3) CoxpaHuTh BBIBOJ] B TEKCTOBOM (aiiie tracert-test.txt.

Bce 4 y3na TIL KBP nomxHbI ObITE JOCTYITHBI.

Jlia npoBepku HaIM4Ks ceTeBoro coearHenus ¢ y3iamu T KbP npomslinuieHHOM cpenpt:

1) 3amyctuts powershell

2) BBIMOTHUTS KOMaH/IJICThI:

Test-NetConnection -ComputerName "172.21.1.26" -TraceRoute -InformationLevel "Detailed"

Test-NetConnection -ComputerName "172.21.1.34" -TraceRoute -InformationLevel "Detailed"

Test-NetConnection -ComputerName "172.21.1.42" -TraceRoute -InformationLevel "Detailed"

Test-NetConnection -ComputerName "172.21.1.50" -TraceRoute -InformationLevel "Detailed"
4) CoxpaHuTh BBIBOJ] B TEKCTOBOM (aiine tracert-prom.txt.

Bce 4 yzna TIL KBP nomxHbBI OBITH JOCTYITHBI.
7.3. JoctynHocthb cepsucoB TII KBP

[Mpenocrasnenue ceppucos TIL KBP mpu moctyne ¢ ucnonszopanuem CK3U «DiSec-W»
OpPraHU30BaHO CIEAYIOIINUM 00pa3oM:

a) o00paloTka muaTe:KHOW MH(pOPMAIMKU MOXKET BBINOJIHATHCS mapoit y3ioB TIHI KBP
(«CD-TUZ01» u «CD-TUZ02» nnu «CD-TUZ03» u «CD-TUZ04»);

6) Kuuenty noctynHsl 10 4 NOAKIIOYEHUH OJHOBPEMEHHO;,
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B) [IIT APM KBP-H/CII®C MoxeT mTatHO GyHKIIMOHUPOBATH TOJIBKO C OJTHOM Tapoi
noxakmouenuii (CD-TUZ01 u CD-TUZ02 uau CD-TUZ03 u CD-TUZ04);

I) oOcTajJbHbIE CEPBUCHI MOTYT IIPEIOCTABIIATHCS OJIHOBPEMEHHO Ha
oT 1-ro 10 Bcex 4-X MOAKITIOYECHUAX

OTH npaBuiia AOJKHBI IEHCTBOBATH JJIs1 TECTOBOW U MIPOMBILUIEHHOW CPEBI.

Jns nmpoBepku gocryna k cepucam TII KBP tectoBoit cpenbl:

1) 3amyctuth powershell;

2) szamyctuth noakmodeHue «CD-TUZ01»;

3) BBINOJHUATH KOMAHJICThI:
Test-NetConnection -ComputerName "172.21.5.57" -Port 7777 -InformationLevel "Detailed"
Test-NetConnection -ComputerName "172.21.5.57" -Port 1414 -InformationLevel "Detailed"
Test-NetConnection -ComputerName "172.21.5.57" -Port 9697 -InformationLevel "Detailed"
Test-NetConnection -ComputerName "172.21.5.57" -Port 9099 -InformationLevel "Detailed"
Test-NetConnection -ComputerName "172.21.5.57" -Port 9010 -InformationLevel "Detailed"

4) otkmounTh noakiaodenue «CD-TUZ01y;

5) B cay4ae OTCYTCTBHS BO3MOXKHOCTH BBIMOJHUTh KOMAHJJIETBI, KCIOJIb30BaTh
KOMaHbI tracert u telnet;

6) coxpaHuTh BBIBOI B TekcTOBOM (aitie CD-TUZO01-test-diag.txt;

7) BBINOJHUTH miaru 2-6 mis ocranbHbiX y3ioB TII KBP.
[Tepeuens HeoOXxonuMBbIX TOpTOB U aapeca y3noB TII KBP npuBeaenst B Tabnuue 1 HacTosmei

HNHcTpyKnuu.
7.4. Ommoxa oonosaenuss CRL

[lepuonuueckne cooOmennss B OKHE AuarHocTuku Buga «OO6HoBieHue CRL
BBINOJIHEHO C oIMOKaMu 1151 cepTudukara noiabs3zonarens. Cm. )KypHam» MOTyT BOSHHUKATh U3-
3a BpPEMEHHOW HEAOCTYITHOCTH MJIU 3arpy’KEHHOCTH cepBHca pacnpocTtpaneHus CAC.

[TprunHy B KaX10M KOHKPETHOM CITy4yae MO>KHO TOCMOTPETH B (haiisie sxypHasa paboTbl
C:\Program Files\Factor-TS\DioNIS Security\Logs\CrlUpd.log:

1. Ecmum no Bcem 4-M monkiodeHusiM cepuc pacnpoctpaneHust CAC pocrynes,
3arpy3ka ¢aiiioB crl BBIMOJNHSAETCS U UMEIOTCA JIMIIb €IUHHYHBIE cooOIIeHus Buaa «Bpems
OKUJaHUS OIEepally HUCTEKIO0» TO HUKAKUX JOMOJHUTENbHBIX JEHCTBUH MpEANpUHUMATh He
CTOWT.

2. Ecmum mo Bcem 4-M moaximoueHusM cepBuc pacnpoctpaHenuss CAC poctynew,
3arpy3ka (QaiiioB crl BBINOJHIETCS, HO UMEIOTCSI MHOKECTBEHHBIE cOOOIIeHns: Buaa «Bpems

OXXHUJaHHA OI€palii UCTEKIIO» 3TO MOXKET I'OBOPUTH O HAJIMYHWH CETCBBIX HpO6J'IeM y Knnenra
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WK y ero nposaijepa. KiimeHTy He0OX0IuMO HalpaBUTh 3allpoc HA MPOBEPKY CTaOMIIBHOCTH
cereBoro B3aumoneicTus ¢ y3namu TLI KBP nHa moapasnenenue mH(popMaTH3aluu CBOEH
OpraHM3alyy U Jajiee Ha IIpoBaiaepa yCciyr.

3. Ecmu cepsuc pacnpoctpanenusst CAC HeJOCTYIeH Ha KOHKPETHOM HOJKIIOYEHHUH,
HE00X01MMO IPOBEPUTH NpaBUIIbHOCTh HacTpoiiku URI 11 naHHOrO noAKIII04YeHus, U B Cily4ae,
€CIIM 3TO HE MPHUBEIET K peHIeHuio mpobiemMbl, KireHty HeoOXoIuMo HampaBUTh 3alpoc Ha
IIPOBEPKY M OpraHusanuio cereBoro jgocryna k ysnam TIII KBP Ha mnoppasgenenue
uHpopMaTu3anuu cBoell opranuzanuu. [lepeueHb HEOOXOAMMBIX MOPTOB U aapeca y3ioB TII

KBP npusenens! B Tabnunax 1-2 ganHoit MHCTpyKIHH.
7.5. HanpaBJ/ieHHe JaHHBIX B TEXHUYECKYI0 MOJAEPKKY

[lpu HampaBieHHWU 3ampoca B TEXHUYCCKYIO MOJJICPKKY Ha IOYTOBBIA ajpec
helpdeskmci@cbr.ru, pekoMeHIyeTCs PUITOKHUTH K CIACTYIOIIYIO HH(POPMAITUIO:
1) moapoOHOE OIMUCAHUE BBITOJHIEMBIX JICHCTBHN, NPHUBOAAIIMX K IOSBICHHIO
OILIUOKH, C MPHIIOKEHHUEM CKPHHIIIOTOB;
2) aiin sxcniopra koHpurypamuu DiSec-W;
3) aiiabl mpoBepKH AOCTYMHOCTH y3J10B U cepBucoB TII KBP;

4) apxus karanora C:\Program Files\Factor-TS\DioNIS Security\Logs.
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[Tpunoxenue 2

K [lopsiiky MOAKITIOUEHHUS] YHaCTHUKOB
oOMeHa K aBTOMaTU3MPOBAHHOHN CHCTEME
«Tpancnoprtasiii nutt03 banka Poccuun st
oOMeHa TUTaTeKHBIMU U (PUHAHCOBBIMU
coob1eHusMu ¢ kiaueHntamu banka Poccun
(TII KBP)» ¢ ucnonbs3oBaHue CpeicTB

KpUNTOTrpauIecKOi 3aiuThl KAHAIOB
DiSec-W

HNucrpyknus nmo nacrpoiike IIII APM KBP-H / APM KBP-C®IIC nas
o0MeHa IaTexxHbIMUA M puHAHCOBBIMHU cooOmenusamu ¢ TII KBP B pamkax

kpunrtorpapuyeckoii ceru THI KbBP

Jlnst oomena anextpoHHbIME cooOmieHussMu ¢ TIII KBP B pamkax paGoTel yepe3
samuménnabie kaHansl cBsizu KC TL KBP neo6xonumo Hactpouts 11T APM KEP-H / IIT APM
KBP-CII®C.

C yuérom Toro, uro CK3M DiSec-W ycraHaBiuBaeT OJHOBPEMEHHO YEThIpe
VPN-tynuens no cepsepoB gocryna TII KBP, To B pamkax ycraHoBieHHbIX TyHHened YO
JIOCTYIIHBI YeThIpe He3aBucUMBIX [P-anpeca npukinagueix cepsrcos THI KBP st ocymectsinenus
oOMeHa AJIeKTpOHHBIMU cooO1eHusMu. bank Poccun Ha cBoeli cTopoHe orpeensieT JOCTYIHOCTb
IP-anpecoB npuxmnagueix cepsucoB THI KbP, mpu atom [1IT APM KBP-H / ITIT APM KBP-CII®C
JIOJKEH OBITh HACTPOEH Ha paboTy CO BCeMH BO3MOKHBIMU [P-agpecamu.

Jy1s 5TOr0 HEOOXOIMMO HaCTPOUTH OCHOBHOM U pe3epBHbIe [P-anpeca cepsepos T KbP
B IMapaMeTpax HAacTpoWku Touku oOmeHa Ha Bkimanke «Hactpoitku oOmena TII KBP» s
IIIT APM KBP-H wu Hna Bkmanke ««Hactpoiiku B3aumoneiicteuss ¢ TLHI KBbP» nns
ITIT APM KBEP-CII®C.
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A) lis1 padoThl B TeCTOBOM KOHTYpe 110 npoTokojay HTTP noskubl

HCI0JIb30BATHCA CJIeAyInne HACTPpoku (puc. 1a u 10):

Cepsep otnpasku: http://172.21.5.57:7777/in
Cepsep momyuenus: http://172.21.5.57:7777/get

«' Hactpoiikn Touin oBmena - kbr

KonTpone

HacTpoiiku oBmena ¢ T KEP

LWintoz

Ayrentudukauma

HTTP -

CrnyxebHbiin KOHBEPT

@

Mapkep dopmata

‘ CKAO Curnatypa

} MpoTokon

¥l OctanaenweaTe nepenayy nocne |2 | unknos cepeepa
COnoesweHns MonbiToK 0TNPaBKK B LMKNE 2 =
coeguHeHne
[ Nowrysreni npuem
HTTP
‘ Ormennte ‘
Anpec oTnpaeku |http'fi172 21557777 7lin |
‘ MpuMEHATE ‘ Anpec npuema |htip:11172.21.5.57:7777iget |
TaiimayT (c) 180 +
Puc 1a. Hactpotiku oomena T KBP mns 11T APM KBP-H
(TTporokon HTTP, TecToBbIii KOHTYD)
Kondurypamua

b4 Obwas

9 Napavetpu

EE Pexausnon

& Pyanoii 208
T Coyxebnuii konsepT
H CKAN Gurnatypa

T Hacrpoiikn TLU KEP
8] Tparenopt

-JI] NBO v onosewerna
BROXEHHBIE AOKYMEHTLI

g ’4‘> Hacrpoiika esaumogeiicrens ¢ TLW KEP
MapameTpe: s3aumoaeiicTana ¢ TUI

MapameTps noakoserA  Ayrendunatyrs
Mporon HTTP
Mapkep dopmata XMLEPD

Monsrrox otnpaskn |2

[ Nowryumbiii nprem

HTTP

Aapec oTnpasku |http 1172215577777 ]

Anpec npuema |http117221557:7777Iget |

Taiimayr () 30

S

Puc 16. Hacrpoiiku B3aumonericteus ¢ TIHI KBP mst ITIT APM KBP-CITdC

(TTIporokosn HTTP, TecToBbIii KOHTYD)

Taxoke HeoOX0AMMO yKa3aTh pe3epBHbIe 3HaueHus [P-anpecos cepsepa:
172.21.5.58:7777



http://172.21.5.57:7777/in
http://172.21.5.57:7777/in
http://172.21.5.57:7777/in
http://172.21.5.57:7777/in
http://172.21.5.57:7777/get
http://172.21.5.57:7777/get
http://172.21.5.57:7777/get
http://172.21.5.57:7777/get
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172.21.5.59:7777
172.21.5.60:7777

Pezepenvie cepsepa— 1o KHOIIKE OTKPBIBAETCSI OKHO, B KOTOPOM HYKHO 3aJaThb criucok IP-anpecos
THI KBP, Ha koTOpHIE OyAET MepeHanpaBiIsATbCA COeNWHEHHE B CIIy4ae OTCYTCTBHS MOTKIIOYCHHS K

OCHOBHOMY CepBepy.



48

b) /liis paGoThl B TECTOBOM KOHTYPE 110 NPOTOKO0JY MO 10/KHBI

HCIO0JIb30BATHCH CJeAYIIINe HACTPOMKH (puc. 2a u 20):

WMQ / Ceprep: 172.21.5.57

WMQ / Iopr: 1414

WMQ / Kanan: KBR.SVRCONN

WMQ / Menemxkep: FRONTGATE

Ortmpaska / Ouepens: FROM.KBR

Ortmnpaska / Menemxkep otBetoB: FRONTGATE

Otnpaska / Ouepens otBeToB: INBOX . xxxxxx (yrounsercs depe3 ExuHyro ciayxOy moaaepxKu
moJb30BaTeNelt npu Havae pabotsl mo MQ)

Onmust OtnpaBka / 3ampammiBaTh KBHTAaHIMM O JOCTaBKE/TIONyYEHUH YCTAaHABIMBAETCS
OIIIMOHAIBEHO TIPH HEOOXOTMMOCTH

[Mpuém / Ouepens: INBOX.xxxxxx (yrounsercs depe3 EmmHyro ciyx0y MOAIEpKKH

noJib3oBaTenei mpu Havane pabotel mo MQ)

Hacrposikn afmexa ¢ Tl KEP

Cepeep 17221557 Mogr 1414
Mprmerurs Kanan KBR SVRCONN
[— o [FRONTGATE

D #cnanssasars npwcraamy syrenmadmeams

Oumpeze FROM KER
Mewemxe poteers  [FRONTGATE

Oumpess crasros [NBOK ook

rurrssuyan & pocranee 3C 5 ouepens o T KEP

[ INEC somceex |

Puc 2a. Hactpotiku oomena TL KBP mns 11T APM KBP-H

(ITpotokom MQ, TeCTOBBIiT KOHTYP)



Kondurypamus

& Obwan

B Napametpor

EE Pexensntel

@ Pyuroii ss0n

TP Cayxetheni kongept
-5}, CKAIL Curnatypa
YOIEC
SWIFT MT
SWIFT MX.
Cogcre. dropMaTe:
T2 yuactue s CNOC
T Hactpoiikn T KEP
Eg Tpancnopr
i MBO nonosewen
[£0] BroxenHie aokymenTe:

2
/4 Hactporika B3aumogeiicTans ¢ TLUI KEP
A P!

TMapameTpel B3anMonedicTamA ¢ T

NapaMETPb NOAKNINEHHA Ay renTidbuaumn

Mpotokon IBM Websphere MQ ~

Mapkep thopmata XMLEPD

Moneitok otnpaskn |2
[ Mowryssiii npiera
wma

Cepsep

Katian

Meneoxep

[ Menonesosate npukiaanyie ayrenThdmkaumie

Ornpaska
Cuepens
Menemxep oteeron

COuepeas oTeeTOR

[] 3anpawnsate kenTarimm o Aoctaske 3C & ovepes Ha Tlll KEP

Pesepersie
cepeepa
Mposepurs
coeanHenue

[17221557

| o

[keR.svRCONN

[FrRoNTGATE

|FRoMKER |

|FRoNTGATE

[INBOX 00000

[ 3anpawnsate kenTaHmMm o nonyseris 3G Ws ExonRwEi osepen Ha TIll KEP

Mpuer

Cuepeas

INBOX 30000

ST

Taxoxe HE0OX0MMMO yKa3aTh pesepBHBIE [P-aapeca cepsepa:

172.21.5.58:1414
172.21.5.59:1414
172.21.5.60:1414

Pe3zepenvie cepeepa— 1o KHOIIKE OTKPBIBAETCSI OKHO, B KOTOPOM HYXHO 3aJaTh criucok [P-anpecos

Puc 26. Hacrpoiiku B3anmoneticteust TLL KBP ms IIIT APM KBP-CIIOC
(ITporoxon MQ, TecTOBBI KOHTYP)

THI KBP, Ha KoTOpble OyIeT MepeHanpaBiIAThCS COSAWHEHHE B CIIydae OTCYTCTBUS MOIKIIOUEHHS K

OCHOBHOMY CepBepy.
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B) /lsis paGoThl B IPOMBINLIEHHOM KOHTYPe 10 nporokoay HTTP

JMOJIZKHBI HCII0JIb30BATHCA CJIeAy0IIMe HACTPOKH (puc. 3a u 30):

Cepsep otmpasku: http://172.21.1.57:7777/in
Cepsep nonydenwust: http://172.21.1.57:7777/get

' Hactpoiikn Touim oBmena - kbr

KoHTtpone

LWntos

CKAI Curnatypa

‘ CnyxefHelA KoOHEEPT ‘

Hactpoiiku obmena ¢ TILI KBP

Aytentudnkauma

MpoTokon HTTP -
Mapkep dopmata MLEFD) -

[¥] OctanzenweaTte nepegauy nocne |2 UMKNOB

Ak |4

PesepeHbie
cepeepa

5& OSuwan
-3 Napametpe:
EE Pexeusutol
@ Pyunoli BBOA
T2 Cryxebrbii xonoept
3 CKAD Curwatypa
YO3IEC
SWIFT MT
- SWIFT Mx
12 coere. dhoprat
-f YuacTue s CNIOC
T% HacTpoiikn TLL KEP
Ef) Tpanenopt
[l NBO n onosewerms
EnoxenHLIE ASKyMEHTS!

% /;/\‘ Hacpoiika esaumogerictens ¢ TLW KEP

MapameTpe esaumoneiicTaus ¢ Tlll

MapameTps noAKnIouerA  AyrenTiduKaLMA
Mpotokon HTTP

Maprep bopmara  XMLEPD
PsspHLIS
cepespa
MpoeepuTs
coenunene

[hitp1172.21.1.57:77771in |

Monsrrox otnpaskn |2
[ Nowryusbiii npuer

HTTP

Anpec otnpasiu

Anpec npuema |https117221.1.57:77771get |

TaimayT (c) 30

Onoeewerns MNonbITOK OTNPaBKK B UMKAE 2
coeaNHEeHNE

] Nowtyureii npuewm
HTTP

‘ OTMeHuTE ‘
Anpec oTnpasku |http:i1172.21.1.57:7777lin |

‘ Mpumennte ‘ Anpec npuema |ht'tp:ﬁ'f172.2‘\ 1.57:7777Iget |
TaimayT (c) 30| =

¥
Puc 3a. Hactpotiku oomena T KBP mns 11T APM KBP-H
(ITpotoxom HTTP, npombIiieHHBINH KOHTYD)
Kondurypamas

S

Puc 36. Hacrpotiku B3aumoneticteus ¢ T KBP mst [T APM KBP-CII®C

(ITporokosnn HTTP, mpoMbIlIIeHHBINH KOHTYP)

Taxsxe HeoOX0IMMO yKa3aTh pe3epBHbIe [P-aapeca ceprepa:
172.21.1.58:7777
172.21.1.59:7777
172.21.1.60:7777



http://172.21.1.57:7777/in
http://172.21.1.57:7777/in
http://172.21.1.57:7777/in
http://172.21.1.57:7777/in
http://172.21.1.57:7777/get
http://172.21.1.57:7777/get
http://172.21.1.57:7777/get
http://172.21.1.57:7777/get

51

Pe3zepenble cepsepa — 110 KHOIIKE OTKPHIBAETCS OKHO, B KOTOPOM HYKHO 3a/1aTh cricok [P-aapecos
TIO KBP, Ha koTOphle OymeT MepeHaInpaBisITHCS COCAMHCHHE B CIydae OTCYTCTBHS MOMKITIOYCHHS K

OCHOBHOMY CepBepy.
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I') Joist paGoThl B NPOMBIILJIEHHOM KOHTYPE 10 MPOTOK0JaYy MO

TOJIKHBI HCI0JIb30BATHCA CJIeAYyIolMe HACTPOUKH (puc.4a u 40):

WMQ / Cepgep: 172.21.1.57

WMQ / Iopt: 1414

WMQ / Kanan: KBR.SVRCONN

WMQ / Menemxkep: FRONTGATE

Otnpaeka / Ouepens: FROM.KBR

Otnpaska / Menemkep orBetoB: FRONTGATE

Ortmpaska / Ovepens orBeroB: INBOX.xxxxxx (yrouHsercs: yepe3d Eaunyto cinyxOy moamepx Ku
MTOJTB30BATEIICH TIPH Havaje padoTel Mo MQ)

Onuuss OtnpaBka / 3ampamuBaTh KBUTAHUMH O JOCTAaBKE/TIONyYEHWH YCTaHABIMBAETCS
OMLMOHAIEHO NIPY HEOOXOIUMOCTH

[Mpuém / Ouepenp: INBOX.xxxxxx (yTounsercs depe3 Enunyro cioyx0y MOIIEpPKKA

MOJIb30BaTENeH Tpy Hadaie padoTel mo MQ)

+ Hactpoiiku Touxu ofkiena - kbr — O *

Hactpoiiku aBmena c TIL KEP

Kontpone

Wnios AyTenTutburauns

CKAIL Curnatypa

Mpotokon IBM Websphere MQ ©

Criyxetnbiii konsepT

Mapkep dopMata MLEPD] -

cepsepa

Peseperbie
[¥l Ocranaenueate nepeaasy nocne |2 3 umenos

Onosewenxua Monerok oTnpasiw B ynkne 2 = Mposeputs
coenuHeHHe

[ Nowryunsiii npuer

WMQ

Ttz Cepeep [(7221157 | Popr [1a1a |

MpuMennts Kanan \KBR SVRCOMNN |
Menemxep [FRONTGATE |
[ Mcnonesosate npurknaanyto ayTexTrdmkaumo

Otnpaeka

Ouepens [FROMKBR |
Meremaxep oTesTos [FRONTGATE |
Ouepeab OTESTOE ‘INBOX.xxxxxx |
[] 3anpawueats kentaHuwn o aocTaske 3C & ouepeas Ha TIU KEP

[ 3anpawwueats kentaHuwm o nonyserun 3C us Exoaswed ouepean Ha Tl KEP

Mpuer

OQuepens INBOX xxoom

Puc 4a. Hactpotiku oomena TLI KBP mns 11T APM KBP-H
(ITpotoxon MQ, MpOMBIIIIIEHHBIH KOHTYP)



53

Konduryvpanus
— >
54 Obusn § /’; HacTpoiika Bzanmogeiictens c TI KEP

----- E MNapameTpel

~EE PekauanTel MapameTpel B3auMoneiicTeua ¢ TLU

----- 4 Pyunoii BBoa

----- T Cryxe6Huiii korsepT MapameTpel NOAKNICHEHUA  AyTerTudmKkalua

3 CKAN CurHatypa
] MpoTokon IBM Websphere MO~
Mapkep dopmata XMLEPD -
FezepeHuie
= cepeepa

MoneiTok oTnpaskn |2 -

----- 7% Hactpoiiku TLU KEP ; MposepuTs

Qé Tparcnopt [ NowTyuxeii npuem coBAWHEHHME

MBO u onoeeweHna wMa

...[E0] BnoxenHbie aokyMeHTE!
Cepeep [17221.1]57 Mopr [1414 |
Kanan [KBR.SVRCONN |
Menemxep [FRONTGATE |

[ Mcnonksoeats npuknaatyo ayTeHTubUKaLmo

OTnpaexa

Ouepeas [FROM.KER |
Meneoxep oTEeTOE |FRONTGATE |
Ouepenp oTEETOB |INEIOX.xxxxxx |

[] 3anpawneats kentanuun o noctaeke 3C & ouepens Ha TIU KEP

[] 2anpawneats kentanumm o nonysernn SC us exoanwei ovepeav Ha Tl KEP

Mpuer

COuepene INBOX oo

‘ CoxpanuTe H Crrmena ‘

Puc 46. Hacrpoiiku B3anmoneticteus ¢ T KBP mst [T APM KBP-CITDC
(ITpotokon MQ, IpOMBILIIEHHBIH KOHTYP)

Taxoke HeoOxoaMMO yKa3aTh pe3epBHbIe [P-anpeca cepBepa:
172.21.1.58:1414
172.21.1.59:1414
172.21.1.60:1414

Pezepenvie cepsepa — 10 KHOIIKE OTKPBIBAETCS] OKHO, B KOTOPOM HY’KHO 331aTh criicok [P-anpecos
THI KBP, Ha KoTOpble OyIeT MepeHampaBiIAThCS COSAWHEHHWE B CIIydae OTCYTCTBHUSI TOJKITIOUCHHS K
OCHOBHOMY CEpBEPY.

OOpamaeM BHMMaHHE, YTO HEOOXOJWMO YYMTHIBATH JATy BBIMyCKa CEPTH(UKATOB KIIOYEH,
ucnonsszyemsie B KC TIII KBP.



