To heads of organisations
participating in electronic
exchange

with the Bank of Russia
(mail list)

On posting the AWS of the BoR Customer-SPFS
software product, version 2024.4.2, and operation
manuals

Information notice No. VN-16-4-6-1/7859 dated 20 September 2024

Further to information notice No. VN-16-4-6-1/6452, dated 5 August 2024, the
Payment System Operation Centre of the Information Technology Department
(hereinafter, the PSOC ITD) informs exchange participants (hereinafter, EPs) that the
Bank of Russia has posted the AWS of the BoR Customer-SPFS software product,
version 2024.4.2 (‘spfs2024.4.2.rar’), and operation manuals for the AWS of the BoR
Customer-SPFS software product (hereinafter, the BoR Customer software!) on its
website www.cbr.ru/eng/development/mcirabis/information_FMS_clients in the section
‘Automated workstation of a Bank of Russia customer using the Financial Messaging
System’.

The list of the BoR Customer software operation manuals and changes to them are
provided in the Annex hereto.

Please note that the folder extracted from the ‘*.rar’ archive contains a ‘hash.txt’
file and ‘*.zip’ archive. The ‘hash.txt’ file contains a list of the BoR Customer software
controlled files and a hash code calculated based on the hash algorithm in accordance
with GOST R 34.11-2012.

The archive was created using WinRAR 6.23.

Please be reminded that when the BoR Customer software is replicated to EPs using
the Bank of Russia Transport Gateway to Exchange Payment and Financial Messages
with Customers of the Bank of Russia (the BoR Customer TG) automated system, two

information messages will be sent: a notification (about the replication of the BoR

1 The Bank of Russia Customer software.



Customer software) and an additional message with recommendations on how to check
the integrity of the BoR Customer software.

The concurrent testing of the BoR Customer software at the CDPC-level RABIS-
NP sub-systems test stand is available upon the receipt of the distribution kit.

The deadline for the transition to the BoR Customer software, version 2024.4.2,
and the UFEBM Album, version 2024.4, is 22 September 2024,

This notice will be published on the Bank of Russia website at
http://www.cbr.ru/eng/development/mcirabis/information_fms_clients/ in the section
‘Information notices’.

The Unified User Support Service of the Information Technology Department may
be contacted at:

E-mail: spfs@cbr.ru.

Annex: Changes to the BoR Customer software — one page.

Mikhail Shashlov
Deputy Director of Information Technology Department —
Director of Payment System Operation Centre
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Annex

Changes to the BoR Customer software
— the security of sensitive user data has been enhanced;
— the abnormal end of the AWS following a failed closure of the MQ
connection has been debugged,;

— the view of a file download in the operation protocol has been corrected,

Operation manuals for the AWS of the BoR Customer-SPFS software product,
version 2024.4 (‘spfs2024.4.2.rar’)

1. | ‘AWS of BoR Customer-SPFS. Administrator’s Guide. Part 1.docx’

(KBRS _RA.rar)

2. | ‘“AWS of BoR Customer-SPFS. Information Security Administrator’s Guide.

Part 1.docx’ (KBRS RB.rar)

3. | “AWS of BoR Customer-SPFS. Operator’s Guide. Part 1.docx’

(KBRS RV.rar)

Changes in the operation manuals for the AWS of the BoR Customer-SPFS
software product:

In the document ‘Administrator’s Guide. Part 1°, Figures 1, 2, 3, 14, 15, 18, 21, 36,
and 37 have been replaced with new ones.

In the document ‘AWS of BoR Customer-SPFS. Information Security
Administrator’s Guide. Part 1.docx’, Figures 1, 4, 7, and 8 have been replaced with new
ones.

In the document ‘AWS of BoR Customer-SPFS. Operator’s Guide. Part 1.docx’,
Figures 1, 4,9, 10, 11, 14-17, 20, 22, 23, 25, 26, 28-30, 32-40, 45, 47-49, 51-53, 55, 56,

60, and 68 have been replaced with new ones.



